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The widespread need for secure communication in radio communication
systems is apparent. As just two examples, information relating to financial
transactions is routinely exchanged by radio, and law enforcement officers often
must communicate voice and/or data by radio. In both examples, it is critical

15  that the communication be conducted with almost perfect secrecy, despite
potential eavesdroppers’ having access to strong information signals. Users of
cellular radiotelephones also desire privacy in their communications, which may
travel on links between mobile phones and base stations or on direct links
between mobiles.

20 One way of providing security is to encrypt the communicated
information according to some system that the users have agreed in advance to
use. Several encryption methods have been described in the literature, such as
the data encryption standard (DES) and public key cryptography (PKC). As
explained in W. Diffie et al., “Privacy and Authentication: An Introduction to

25  Cryptography”, Proc. IEEE vol. 67, pp. 397-427 (Mar. 1979), a classical
cryptographic system is in general a set of instructions, a piece of hardware, or a
computer program that can convert plain text (unencrypted information) to
ciphertext, or vice versa, in a variety of ways, one of which is selected by a
specific key that is known to the users but is kept secret from others. The DES

30 is a classical cryptographic system.
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For either a classical or PKC system, the security of a message is
dependent to a great extent on the length of the key, as described in C. E.
Shannon, "Communication Theory of Secrecy Systems”, Bell Sys. Tech, 1.
vol. 28, pp. 656-715 (Oct. 1949).

15 Unfortunately, it is often the case that two users (two police officers, for
instance) do not share a secret key ¢ priori, making secure real-time
communication via a classical crytographic system impossible. Even a PKC
system requires a user to generate a pseudo-random quantity. Moreover, popular
PKC systems are unprovably secure, and suffer from severe requirements in .

20  computational complexity and amount of information that must be exchanged.
As new ways of attacking PKC systems are mounted, PKC systems will retreat
to ever longer exchange vectors (in effect, larger prime numbers) and ever more
complex computations. As a result, classical and PKC cryptographic systems are
less than ideal for many communication situations.

25 Complicating the task of any radio communication system is the
variability of the radio channel caused by atmospheric disturbances, relative
motion of the system users, changing radio signal reflections from structures and
vehicles, etc. Such channel variability contributes to errors in the information
communicated, and much effort is expended to overcome these errors. For

30  example, some cellular radiotelephone systems convert analog information to be
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r eSpeCt ive 30 eaghit, é‘agq,ufafgﬂaﬂ)yf encoded portion of a voice conversation. The
. information sequence to be communicated is spread, or mapped, into.a longer
. sequence by combining the information sequence with the spreading sequence.
As a result, one or more bits of the information sequence are represented by a

sequence of N “chip” values. The sequence of chips, i.e., the spread

15 information sequence, is then used to modulate the frequency of the radio carrier
signal.

For example, at a transmitter, a binary information symbol b (+1) can be
spread by multiplying b with a spreading sequence x; for example, the spreading
sequence x might be +1, ~1, 41, ~1, consisting of four binary chips. In

20  essence, the spreading process replaces each binary information symbol with a
four-chip spread symbol: +1, —1, +1, —1 whenb = +1; and -1, +1, -1,
+1 whenb = —1. In this process called "direct spreading®, each spread
symbol is essentially the product of an information symbol and the spreading
sequence.

25 In a second form of spreading called "indirect spreading”, the different
possible information symbols are replaced by different, not necessarily related,
spreading sequences. Such mapping from information symbol to spread symbol
can be viewed as a form of block coding. In the general case, a single M-ary
information symbol, i.e., a symbol that can take on any of M possible values, is

30  mapped to one of M possible spread symbols. In the binary case, the symbol
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which gives: :
10 d(n) = b(n) b"(n—1)
where * denotes complex conjugate. Also, it will be understood that the
-information symbols described above may be produced by preceding stages of
channel coding and/or spreading. |
An advantage of such spreading is that information from many sources
15  can be transmitted at the same time in the same radio frequency band, provided
the spreading sequences used to represent the different sources’ information
sequences do not interfere with one another too much. In effect, the different
spreading sequences correspond to different communication "channels”.
Various aspects of conventional CDMA communications are described in
20 K. Gilhousen et al., "On the Capacity of a Cellular System,” IEEE Trans. Veh.
Technol. vol. 40, pp. 303-312 (May 1991). Other aspects of CDMA
communication systems are described in U.S. Patent Application No. 08/291,693
filed August 16, 1994, by Bottomley et al. for "Multiple Access Coding using
Bent Sequences for Mobile Radio Communications”, and in the following U.S.
25  patent documents: U.S. Patents No. 5,151,919 to Dent; and No. 5,353,352 to
Dent et al.; and allowed U.S. Patent Application No. 08/155,557 filed
November 22, 1993. These patents and patent applications are expressly
incorporated here by reference.
To minimize interference among the channels due to their overlap in time
30 and frequency, the spreading sequences should be as random as possible (and
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fol l owi ng rel ati onshi p: b(n) = b(n-1)
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information. For example, if the correlations of a received 16-bit codeword with
each of the set of sixteen orthogonal 16-bit codewords having indices 0-15
15  produce the highest correlation on the tenth codeword, the underlying
information signal is the 4-bit binary codeword 1010 (which is the integer ten in
decimal notation). Such a code is called a [16,4] orthogonal block code. By
inverting all of the bits of the codewords, one further bit of information may be
conveyed per codeword. This type of coding is known as bi-orthogonal block
20  coding.

A significant feature of such coding is that simultaneous correlation with
all the orthogonal block codewords in a set may be performed efficiently by
means of a Fast Walsh Transform (FWT) device. In the case of a [128,7] block
code, for example, 128 input signal samples are transformed into a 128-point

25  Walsh spectrum in which each point in the spectrum represents the value of the
correlation of the input signal samples with one of the codewords in the set. A
suitable FWT processor is described in U.S. Patent No. 5,357,454 to Dent,
which is incorporated here by reference.

As noted above, the typical CDMA system spreads an information

30  sequence into block error correction codewords, and then combines the block
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15  hop sequence. Such systems have been called Frequency Hopping Multipie
Access (FHMA) systems.

In a frequency hopping system each cell can use all of the available
frequencies, but at different times, as determined by a pseudo-random frequency
hop sequence generator. Such generators can be constructed several ways, e.g.,

20 to yield a random probability that any two cells choose the same frequency at the
same time (known as non-orthogonal hopping), to guarantee that specified cells
or mobile stations never choose the same frequency at the same time (known as
orthogonal hopping), or to obtain a mixture of the preceding two techniques
(e.g., signals in the same cell hop orthogonally, while being non-orthogonal

25  relative to signals in adjacent cells).

Spreading sequences in CDMA systems and frequency hopping sequences
in TDMA or CDMA systems have in common a desired pseudorandom
characteristic which is designed to aid in reducing overall system interference.
Conventional systems generate these types of sequences using pseudorandom

30  number generators. These pseudorandom number generators have several
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SUMMARY ‘

In accordance with Applicants’ invention, characteristics of the radio
channel are used to establish and exchange pseudorandom quantities which can
be used by transmitters and receivers to perform various signal processing

15  functions, e.g., spreading, despreading and frequency hopping sequence
generation. These characteristics are the short-term reciprocity and rapid spatial
decorrelation of phase of the radio channel. In other words, for a short period of
time (on the order of a few milliseconds), the impulse response of a radio
channel viewed from an antenna located at a position A to an antenna located at a

20 position B is the same as the impulse response of the channel viewed from
position B to position A, excluding thermal noise. The pseudorandom quantities
can be established with computations equivalent to a bounded distance decoding
procedure, and the determined pseudorandom guantity may be used for
processing the subsequent data transmission.

25 Applicants have also recognized, that the measured quantities may not
always be sufficiently random for use as pseudorandom quantities in signal
processing such as spreading and frequency hopping. For example, there may be
sequences which are generated that have strings of binary zeros and ones that
render them unsuitable for use as pseudorandom sequences. Thus, according to

~ 30 one aspect of the present invention, the sequences which are generated based



sanme time (known as non-orthogonal hopping), to guarantee that specified
cells or nobile stations never choose the sane frequency at the sane’
time (known as ort hogonal hopping), or to obtain a m xture of the
precedi ng two techni ques (e.g., signals in the same cell hop

ort hogonal | y, %%}k&l ng non-orthogonal 25 relative to siopétr/asdeosss
adj acent cells Spreadi ng sequences in CDVA systens and

frequency hoppi ng sequences in TDVA or CDVA systens have in comopn a
desired pseudorandom characteristic which is designed to aid in

reduci ng overall systeminterference. Conventi onal systens generate
these types of sequences using pseudorandom 3¢  nunber generators. These
pseudor andom nunber generators have several WO 96/ 23376 :
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drawbacks. For exanple, they typically are limited in the nunber of
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sinusoidal signal having a respective predetermined frequency and a
10  predetermined initial phase; and in the second radio transceiver, detecting the
- plurality of sinusoidal signals transmitted by the first radio transceiver, and
- transmitting the plurality of sinusoidal signals after a predetermined time period.
This method further includes, in each of the first and second radio transceivers,
the steps of determining a phase of each of the plurality of sinusoidal signals
15  received from the other radic transceiver; determining differences between the
phases of pairs of the sinusoidal signals received; quantizing each difference into
a respective one of a plurality of phase decision values; and using a plurality of
the quantized differences as a pseudorandom sequence in subsequent signal
processing.
20 The method may further include the step of testing the randomness of the
established sequence prior to using the sequence in subsequent signal processing.
Other methods and systems for generating and using pseudorandom quantities
based on radio channel characteristics are described herein.

25 _ BRIEF DESCRIPTION OF THE DRAWINGS
Applicants’ invention is described below in more detail with reference to
embodiments that are given only by way of example and that are illustrated in
the accompanying drawings, in which:
Figs. 1A, 1B illustrate an exemplary.multi-layered cellular system;
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use as pseu§or ﬁ%ﬂ'ﬁ]%%m@gnce &8 g%or |n°§ to 30 one aspect of the

present invention, tFig nghme@a@fﬂemsmngegnnat ed based WO

06# 23376 . - . . .

PCT/ US96/ 00868 Fig. 6 shows probability density functions of the random variable ‘g,

upon an anal ysi s of Fili7is@aiedcdiagram ¢fel eonnhbnicftion sgstém nisingrpilot syrrtRasl t o
ensure t hat thel\; are suff|C| ently random for use in various signal
processi ng t ech#f shing a key-$6queACshpi e, a randommess tester can be

enpl oyed omyg he Seq“?&"%ﬁs%&*ﬁl@iﬁn of an exemplary randomness tester;
Fig. 9A is a matrix used to illustrate time slot:and frequency hoppmg
generally;
| Fig. 9B is a block diagram of an exemplary hop sequence generator
according to the present invention;

15 Fig. 10 is a block diagram which generally illustrates the elements of a
CDMA transmitter and receiver according to an exemplary embodiment of the
present invention; and

Fig. 11 shows the performance of a communication system in accordance
with Applicants’ invention.
20
DETAILED DESCRIPTION
“While the following description is in the context of cellular _
communication systems involving portable or mobile radiotelephones and/or
personal communication networks, it will be understood by those skilled in the
25  art that Applicants’ invention may be applied to other communication
applications.

SYSTEM OVERVIEW
Figs. 1A, 1B illustrate an exemplary multi-layered cellular system. An
30  umbrella macrocell 10 represented by a hexagonal shape (see Fig. 1A) is part of



established as described herein. 5 In one aspect, Applicants'

I nvention provides a nethod of establishing a pseudor andom sequence
for processing signals involved in a connection between a first radio
transcei ver and a second radi o transcei ver conprising the steps of, in

the first radi Qudsgasfsei ver, transmtting a plurality of sinusperiasssnosss

signal s, each si nusoi dal signal having a respective predeterm ned
frequency and a 10 predeterm ned initial phase; and in the second radio
transceiver, detecting the plurality of sinusoidal signals
transmtted by the first radio transceiver, and transmtting the

plurality of sinusoidal signals after a predeygrm ned tinme period.
This method further includes, in each of the first and second radio

tramsceivers, — anigverifingoelhdir siRtRfcTeothpitsing MBS MacrocslBCA; OA,IBie- B, (see
plurality of sinusqidal _signals 15 received fromthe other radio
transcei ver; det er Higi H)- dmbgellaccel]l may contain an Wlw%a&%ee@swr% of

thesi nusoi dal = si grfeTadiB CBIAE of tHE BnbRdlA%tef 2Rl aﬂiuﬁﬁﬁ{ﬁfﬁgﬁ&m may overfip

respective one of a plurality of phase decision val ues; usi ng

plurality of" or maycheosvbstansially inon-everiappinga sThe yobrella celhd0 includgsicnce i n

subsequent si gnal . ' f her

i ncl ude the stg%l oﬂ%ﬁ%f%d gs%pq%gmmw&gyﬁﬁ%w
sequence prior to usicrogells30 reprasemaibby thesares enplosed withimnthe dasheddinei ng.

O hé&r nethods and systens for generating and using, pseudor ando antities
based on radi o cha P&é?g?%?‘%%c MGMM@P,S&M v“’r}“"h

BRI EF DESCRI PTI ON QbverHdiVidady fiePs of a building. Applicants' invention is
descri bed below in nore detail with reference to enbodj ments that are

given only by way of exXHsflg. eantrol ghannels arg ped fox setting ypcalls, infornying the base

Soaarary. o 187, B ot prmcrs s g b i ©

PCT/ US96/-00868 - informing the mobile stations about location and parameters associated with the
‘base stations. ‘The base stations listen for call access requests by mobile stations
and the mobile stations in turn listen for paging messages. Once a call access
message has been received, it must be determined which cell should be

15  responsible for the call. Generally, this is determined by the signal strength of
the mobile station received at the nearby cells. Next, the assigned cell is
ordered, by the mobile switching center (MSC) for example, to tune to an
available voice channel which is allocated from the set of voice channels
accessible to the assigned cell.

20 Fig. 2 is a block diagram of an exemplary cellular mobile radiotelephone

' communication system for use with the cellular structure shown in Figs. 1A, 1B.
The communication system includes a base station 110 that is associated with a
respective one of the macrocell, microcell, and picocell; a mobile station 120;
and an MSC 140. Each base station has a control and processing unit 130,

25  which communicates with the MSC 140, which in turn is connected to the public
switched telephone network (not shown). Each base station also includes at least
one voice channel transceiver 150 and a control channel transceiver 160, which
are controlled by the control and processing unit 130. The mobile station 170
includes a similar voice and control channel transceiver 170 for exchanging

30  information with the transceivers 150, 160, and a similar control and processing



-9- Fig. 2 is a block diagramof an exenplary cellular nobile

r adi ot el ephone systeny Fig. 3.is a block diagram
illustrating a conmunication system Fig. 4 1is a block diagram
illustrating a comuni cation systemusing a 5 conb of tones for

est abl i shi ngy equence; Fig. 5 shows phas I Si on
regi ons; Qw895§£mE Fig. 6 shows probability density func??%ﬁgﬁo t he
random variable [err]; Fig. 7 is a block diagram of a

comuni cati on system using pilot synbols for establishing a key
sequence; 10 Fig. 8 is block diagram of an exenplary randomess
tester,; Fig. 9Ais a matrix used to illustrate time slot and

f requency hoppi ng general ly; Fig. 9B is a block diagram

of an exenpl ar : . [ ent
xenpl aryypRge ?d}lblﬁ__‘:figﬁlhgg 'ﬂ‘lf‘e'fs@dé&[ﬁngc?n _P&ﬁﬂﬁ&#s&eﬂ:& h90.PF18e

I nvention; 15 . ] ) I agram whi ch generally
i |l ustrates themobilerstation’s transceiver 170GpNR/alsorexchange informationywithethger accor di ng

to an exenpl ary ' . . esent invention; and
Fig. 11 shows t@%ﬁ%‘ﬁg‘&ogw%%em%@%éation systemin accordance
wi th Applicants' i nvHavingprovided a general overview of an exemplary radioconiniuhidatioh
DESCRI PTI ON . . Wiile the follow ng descri.ptign is in the context
of el | ul ar'S  Sysem A hich deshBIquES according e Presee SYenoh EARE o | o
radi ot el ephonesjnlénaited, the follOWifEOdaLrites HEW the IAHefeht PRidORINKSS in ialralo! | be

|

ted, the
under stood by those skilled in the 25 art that Applicants' invention may
be applied to o¢hsanelconbewisedas asubstitute fos pasuderandom sequence generators;TEM

OVERVIEW oy Contider thd imeionduebhdr 4 Yofsiihg B bebits blidg sl
that are contained in the Galois field GF(M = 2%), viz., allr = (1}, Iy, ..., T)
10  where r; e GF(M = 2). (In the following, vector quantities, or sequences, are
. indicated by bold type and scalar quantitiesand functions are indicated by plain
type.) For some Hamming radius t, the M* vectors r are t-sphere packed into S
spheres, viz., the maximum number of disjoint spheres having radii t is S. The
vectors in a sphere are mapped into a representative consisting of the center of
15  that sphere. Let the set of S representatives be {c;, ¢,, ..., ¢s}. Each
representative vector ¢; has a length n and can be mapped into a binary vector k
having a length mn. Let the set of corresponding binary vectors be K = {k,, k,,
eees Ks}
If a transmitter and a receiver can establish, with high probability, a
20  common sequence k; that is contained in the set K, then the sequence k; can be
used for spreading an information sequence communicated from the transmitter
to the receiver or for establishing a frequency hopping sequence to be used
during the communication of the information sequence. In addition, if the
probability is substantially zero that an eavesdropper can determine that common
25  sequence k;, then secure communication is also achieved - without incorporating
an extra encryption and decryption algorithm to achieve cryptographic security.
The spheres constructed in accordance with Applicants® invention increase
the probability of the transmitter’s and receiver’s establishing such a common
sequence k; in the event of noise and other discrepancies in the radio channel and
30  system hardware. In general, the transmitter establishes a sequence ry and the



30 unbrella macrocell 10 represented by a hexagonal shape (see Fig. 1A)

Is part of WO 96/ 23376 : .
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an overlying cellular structure conprising many macrocells Alerr] - Alerr],
Blerr] - Blerriyd 6 Fig. 1B). Each unbrella cell may coRiTnis6/60868
underlying mcrocell structure. The radi o coverage of the unbrella
cell and an underlying mcrocell my overlap or may be substantially

non-overl appi ng. The unbrella cell 10 includes 5 m crocel ls 20
represented by the area enclosed within the dotted |ine and

m crocells 30 represented by the area enclosegp.w thin the dashed |ine
corresponding to areas along city streets, and picocells 40, 50, and 60,

whi ¢h cover mdivwdswmﬁdsaoa:ﬁenhtmqbeﬂchd-;mfmesequmoesr,, ry fallrwidiin y
control channels are used for ti ca informn b e 1
stations about Iocﬁﬁ%ﬁ‘eéﬁ ﬁ'ﬁ!‘rﬂ(‘ﬁ?@ FEQQHW‘F , and
inferm ng the nobile stqh Wmm@gwﬁrated W t h

t he base stati ons. The ase statlons l'isten for call "access requests
by nobil e st ati onsestablishing fwosequeness; m#taammttqrrandmwhﬁwthw. puehi ng

ot or mined whi On e VARG probabflty Ve 300 SeaBef il witihel St ihel®, Pl

this is determ nedsdgpendes willgmest feequentlyt, lexkibit pseudoranﬂmnlchmmﬁcaﬂue)m the

received at the nearby cells. t he .assi gne ordered. by
the nobile sw tchl EﬁPE’P R&?W ﬁﬁ‘f@ cﬂ%’”ﬁtm@%w q" '
avai | abl e voice chﬁembumﬁhm @naﬂdmta%aramfdbc el OiMdresven, he! S

accessible to the assigned cell 31 2 is a block di agr am of
an exenpl ary cel | uF’dPeHﬂlSlt\“’é%ﬁ‘f%ﬁeaP@ﬁPﬁ)ﬂE not in the same sphere is quickly

10  detectable, enabling the procedure for establishing a common sequence to be
repeated. The sphere associated with an arbitrary vector is determined efficiently
in real time and with low hardware complexity. A first exemplary embodiment
of the present invention will now be described in the context of encryption and
the establishment of key sequences used in encryption. Subsequently, more

15  general usages of the established sequences as pseudorandom quantities will be
explored.

SEQUENCE ESTABLISHMENT
A generalized communication link comprises two communication
20  channels: a channel from a first user’s transmitter to a second user’s receiver,
and a channel from the second user’s transmitter to the first user’s receiver. One
can consider the link to include a third channel to an eavesdropper desiring
access to the information exchanged by the first and second users. This simple
scenario is depicted in Fig. 3, which shows a first user A, a second user B, and
25  an eavesdropper E. In general, the characteristics of the AB channel, the BA
channel, and the AE channel all vary with time. Thermal noise in each of the
channels is represented by the additive noise terms ni(t), i = 1, 2, 3.
Although they vary with time, the impulse response of the A-B channel is
the same as the impulse response of B-A channel excluding thermal noise, which
30 is to say that over short periods of time, on the order of a few milliseconds, the



communi cation systemfor use with the cellular structure shown in Figs. 1A
1B. The communication system.includes a base statiogn 110 that i s

associated with a respective one of the nmacrocell, mcrocell, and

pi cocell; a nobile station 120; and an MSC 140. Each base station has
a control anRgopéeRessi Ng unit 130, 25  which communi cat es wcriusténeséssSC
140, which in turn is connected to the public swi tched tel ephone
network (not shown). Each base station also includes at |east one

voi ce channel transceiver 150 and a control channel transceiver 160, which
are controlled by the control and processing unit 130. The nobile station

170 includes a simlar voice and coniigol channel transceiver 170 for
exchangi ng 30 information with the transceivers 150, 160, and a simlar
control and proditksisreciprocal. It will be\GndsritagBilat the link is not reciprocal when

PCT/ US96/ 00868 . . T . -11-

unit 180 for corfhérnal anise (and qsher possible nepideglities) are inelded, o cei ver 170, The
mobi | e station's tranggeliv e impoRaftad vhliSiStafid tag Bi¢Sinipiise rESpbhsed ofilic AlE€
transcei ver 170 in another nobile station. ving provided a

general over vi ewhennehand BoAshanngl arg dliffersatfivem dhe inpulserespongestafithe firskhi ch
techni ques. agcorgp &&WA@ ¢18 the &gﬁﬂse?-eeavmm%ngir BOE ChEher -
€S the In ranaomm r I O

the foll owi ng descri er ent ess In a

channel can be (Bhese differencesarisetbecansé signglphascodesarielates aapidiyowithychangingor s.

Consi der the n-dinensi | vector space consisting of all vectors having
el enent s dq’?féa?pgggg‘bontai ned in the Galois field G/(M = 2[err]),

viz., all r = (r[err]Twd metholis of establishifig alsbqukfice aretdescribed delow.[ err] GF(M =
2[err]). (In the follow ng, vector quantities, or sequences, are
10 COMB OF TONES
The immediately following description involves transmission of two tones
at a time, but it will be appreciated that more than two tones can be transmitted
at a time as described later.
Referring to Fig. 4, suppose a first transceiver (such as that used by the
15  first user A) transmits a signal s(t) comprising two sinusoids having frequencies
f, and f, and having equal initial phase offsets ¢ and energies E during a k-th
signaling interval [KT, (k+1)T). The transmitted signal s(t) can be generated in
any of a number of ways, e.g., by amplifying and summing the output signals of
two suitable oscillators 401, 403 or a frequency synthesizer, and upconverting
20  the result to a suitable transmission frequency by modulating a carrier signal.
Ignoring the modulation, the transmitted signal s(t) is given by the following

expression:
s(t) = VZETcosQ2aft + ¢) + y2EITcos2afy + 6) Eq. 1
25 In general, the transmitted signal s(t) is radiated by an antenna and passes

through a channel such as the air, which modifies the transmitted signal by
introducing time-varying fading due to multipath propagation and by adding
white Gaussian noise n(t) having double-sided power spectral density Ny/2. The
effects of the channel are pictorially referred to by block 404,



I ndi cated by bold type and scal ar quantities and functions are indicated by
pl ai n type.) For sone Hanmming radius t, the Merr] vectors r are
t-sphere packed into S spheres, viz., the maxi num nunber of disjoint
spheres having radii t is S. The vectors in a sphere are mapped into
a represent atiy@ogessksting of the center of 15 that sphere.pOrais9é#08sss et
of S representatives be {c[err], c[err], ..., c[err]}. Each

representative vector c[err] has a length n and can be napped into a binary
vector k having a length M. Let the set of correspondi ng binary
vectors be K = {k[err], Kk[err]; ..., k[err]}. If a
transmtter and a receiver can establish, wdJdg. high probability, a 20
common sequence k[err] that is contained in the set K, then the sequence
k[err] can be uﬂﬂﬂxﬁwimﬂbwwbmgrmmdmhﬂlﬁumh@agnﬂqmmmbminsfmm

comuni cated fromgjhe transmiter receiver o]
establishing a fréhﬁ@‘??é'ﬁ'@ﬂ’pé %e’é‘; JCefiot %ﬁ)ﬁ ﬂg%e
conmuni cati on of tdafrelabdsthéTresiMiig mmmﬁmmlmmdaMemmsof

probability is substant | aI l.y that .an eavesdro det erm ne.t hat
common 25  sequerfOs2 “?‘ﬁ!g @“E‘dﬂré&l ?’é‘% a‘@rmgﬂ

W thout incorpgrat uesy sumblé'ihlfétlos BOT i rQBAMICinflYediDA09'418) Gifticht hm to

achi eve cryptographic”security. The spheres constructed in

accordance with Adptegtatesithe mixer'sioutput signal dusing sumve time intervals f = 14276+

the transmtter's uence
k[err] in the eve gﬁ%@?@és‘@ﬁ‘sd"%?#g?’u& SC | es fsgﬁitgﬁe% P}li%h o‘*ﬁ%nel
and 30  system hajsedvaThe obtpugsipnalapenctdial by ﬂmmtamrsemmnbmimall)aﬁlmmd

E?;—?—f Eggg / ngggd t 'L% low-pass ﬁlé’rs\oﬁgl 21:?’20? suppressing the sum (up-converted) signals, as

recei ver estalpi shggl as édrhponeMs that AR Yecdue(t8 medrby Irddib Bign@g.quences rferr],
rterr] fall wit hl & ... Assuming the sinusoids cos(2xf,t) and cos(2xf,t) are orthogonal and
.- separated by at least the coherence bandwidth of the channel, the signal r()
received by a second transceiver such as the second user B during the k-th
signaling interval is given by the following expression:

o) = 2AOETcos2aft + O,() + ZAIMEToos2ufz + ©,() + n()
15  where the amplitude coefficients A(k), i = 1, 2, are independent, identicatly
 distributed random variabies. |
For a channel suffering Rayleigh-distributed fading, the variables A,(k)
have Rayleigh probability densities given by the following expression:

A 2
) -;-; “P("-zz:-z-)’ Jorx, 20

PN =

0, for\ <0 Eg. 2

3

where o2 = E{A ‘®)}isa characteristic of the channel and E{.} denotes

20  expectation with mpect 10 p,. The phase terms ©,(k) and ,(k) are mutually
independent random variables, and each has a probability density that is uniform
over the interval [—~, x].



t he same sphere, they will be mapped into the same sequence k in the set K
Thus,—Applicants' jnvention provides nethads and apparatus for

establishing two sequences, one at a transmtter and another at a receiver,
such 5 that with high probability the two sequences fall within the sane
sphere. Thesgpesnssze sequences will, nost frequently, exhibi pcpasssiossndom
characteristics due to the conplex nature of the tinme-varying radio
channel . Those sequences which are not pseudorandom can be detected
and discarded, if necessary. Moreover, the rare event that the two
sequences are not in the sane sphere is quickly 10 det ect abl e, enabling
the procedure for establishing a cormon seggence to be repeated. The
sphere associated with an arbitrary vector is determned efficiently

inreal tine and wit rsmwmmmfammmmagmfrmmwmwmwi ment

of the present |nvent|.or1 Wi he descrj bed |.n. the con ext of encryption
and the ORI 8 Vit offich characterisics. Sugh af Ripan,fistribuied
Subsequent |y, Bi’ﬂﬂﬁlé' m&mﬁdﬂ d&i%ﬂ:e@?é@@kicﬂiﬁ&sﬁiﬁﬂéﬂ'&ﬁﬁﬁeﬂs

pseudor andom quant i | | es will expl ored
ESTABLI SHVENT  are given by the ﬁ?“gmm-commm cation Ii nk corrprl ses two
conmuni cat i on 20 channel s: a channel froma first user's transm tter to a .

second user's receiver, andgg a channel fromthe second user's
transmitter to the first user's rlegei ver 201e can consider the |ink
to include a third channel to an jed e1") g’f o access to the
I nformati on exchanged by the.firste¢an secmd Tg’gﬁ’hx's Si rrpl e

scenario is depicted in Fi §8%8 =hich shovvs a f| rst user A, a second user
B, and 25 an eavesdropper E. | gene6 t he CD% ﬁct{/: rjstics of tﬁe $B
channel , the BA channel, ard the ’AE channeV%aMy ry Wi th tine!
Thermal noise in each of the channels is represented by the additive
noi se terns 51[er'r](t), i =1, 2, 3. Al t hough they vary with

e e L2 St RERSE e Sl i HHRERR of i i s B BT a 5
say that over sldivett lirerofosight cbmponeat. on the order of a few mlliseconds,
the 10 In the transceiver of the second user B, the filtered correlator output
signals are provided to a differential phase detector 417, which generates, for
each time interval T, an estimate of the difference between the phase terms 6,(k)
and B,(k). The successive phase-difference estimates are provided to a quantizer
419, which allocates a respective one of a number of predetermined phase values
15  to each phase-difference estimate. In accordance with Applicants’ invention, it is
only necessary that the phase-difference estimates for different time intervals be
uncorrelated with each other. (In the following, the time index k will be dropped
when it results in no ambiguity.)
The baseband differential signal generated by the differential phase
20  detector 417 in the receiver B is given by the following expression:

Up = 2AAE expli(®, - 6)] + AN, + ANy
= X, + Y, Eq. 4
where N; and N, are complex-valued Gaussian random variables having zero
means and variances ¢> = 2EN,, and "*" denotes conjugation. The phase-
25  difference estimate is given by #® = tan” Y, /X;. As noted above, the second
user B quantizes the phase-difference estimate into one of M predetermined phase
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link is reciprocal. It will be understood that the l'ink is not reci procal
when thermal noi se (and other possible nonidealities) are included.

Also, it is i to understand that the inpul se responsegcefushéifdsdy B
W

channel and B are different fromthe inpul se responses of the
first- 5 user - eavesdropper A-E channel and the second- user-eavesdropper

B- E channel . These differences ari se because signal phase

decorrel ates rapidly with changi ng spatial position. Two
net hods of establishing a sequence are descrifged bel ow. 10 CcCovB
OF TONES The imedi ately following description involves

transm ssion of tWealhédN @enerating a@hnﬁz&loﬁemtagﬁallq(w | Figh& if@ia0si phagOsphéent
nore than two tones can be transmtt time as described |ater.

Referring to Fig. Wsﬁoﬁhﬁrﬁ“ t hﬂ%@%m@mp a6 (@, whichioan he

15 - first user A) 9 ng
frequenci es 2 Uty B0 3 5603 16 G il IR BB B,
and . energi es [err]ﬂldunten@l range {01360] is dividedrintoi foyr regions (as shpwil in (Rigute 3),. The
transmtted signal ) t) can be generated in any of a nunber of ways,
e.g., by anplifyi nU t sunming the output signals of two suitable

oscillators 401, 403 or a friegion®R;\s theriniznal f0,45°3MH31FE360Y ting 20 the
result to a suitable transm ssio f,r uenc %,n@%ﬁ_ati ng a carrier signal.
| gnoring the nodul ati on, thé'eg‘Pﬁ B‘%‘?;b i's given by the

fol I owi ng expressi on: ionR,lsthemterval 135°,2284t) = [err]
Eq. 1 25 In general, the transmtted S|gnal s(t) is radiated by
an antenna and passes region Ry lis thednemab[22503458s the air, which

nodi fies the tlbansm' tt eﬂ-@i cgﬁﬂlthtpé(uantized output Q(&%) = 0°,

If $® ¢ R,, the quantized output Q(&°) = 90°.

If #® ¢ R,, the quantized output Q($*) = 180°.

If ¥® ¢ R,, the quantized output Q(®®) = 270°.

Then these phases can, for instance, be mapped into information bits, 0°-00,
1S 90°-01, 180°-11, 270°-10.

The differential phase detector or phase measuring device 417 may
produce either an analog or a digital measurement of the baseband signal’s
instantaneous phase. A suitable differential detector is a combination of two of
the phase detectors described in U.S. Patents No. 5,084,669 to Dent and U.S.

20  Patent No. 5,220,275 to Holmgqvist, both of which are expressly incorporated
here by reference.

By repeating the above estimation-quantization process at each of times
k = 1, 2, ..., n, the second user B establishes a sequence of quantized phase-
difference estimates that is given by the following expression:

r = [ 0@, 0@, ... 0@E) 1. Eq. 5

25 This sequence ry of phase values generated by the quantizer 419 is stored in a
buffer 421, such as a random-access memory, a shift register, or equivalent
device, which has a length that is determined by parameters of a minimum

30 distance, error correction decoder 423. The error correction decoder 423 in the



i ntroducing tine-varying fading due to nultipath propagati on and by addi ng

whi t e—Gaussian-naise n(t) having double-sided power spectral densify

N err]/2. The effects of the channel are pictorially referred to by
bl ock 404. WD 96/ 23376
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The recei ver downconverts and anplifies the signal that it obtains from
t he channel (the downconverter and anplifier are not shown in Fig. 4), and
correlates the resulting signal r(t) with its own locally generated

versi ons of cos(2[err]f[err]t) and cos(2[err]f[err]t). As shown in
Fig. 4, each correlation can be carried 5 .gpout by a suitable m xer 405,
407 and a resettable integrator 409, 411, which i ntegrates the

m xer's output gegeiver Bitransfarnsthe scmence dfiquantized phasetdifférencelestipates phd err |

al t hough many ot her deV| ces hat known to those skiJlled in this art can
be ooy, ARBecaies o oot apal Hal comteonds B BeBEY 8 Y apdbetred:
conventionally fAlwrmdl ormc&ubﬂaﬁﬁnwm‘elgeh&ﬁsmﬂ&& graphicSkEyD ESSi Ng

t he. sum (up- converted S|gnals as 10 well as conponents that m ght be

due to nearby r ¥l below with respect to Kig, By the Saquence; 1 ©f phass values
cos¢2[err]flerr] 'fgmﬁﬁféi re orthogonal and

separ at ed by at ‘%ﬂeast the C(Z)therence'ﬁ%ang&w?fth of the channel, the signal
r(t) recei ved ﬂgeﬁe@eﬂmrﬁztofdhsbuﬁfudﬁlsudﬁeamn&nbyﬂmbt@hﬁ@he&y
during the k-th terv | owi. n

expr essi on: sequmceW &F@M’%%gbﬁglm*&e EJ qqufy ts
[err] (k), i = 1.theh thebaffenddeisde for thisddainpledinl which the comb consists of only

two tones simultaneously transmitted at each of N times. As described below,
10  more than two tones can be simultaneously transmitted, which reduces the buffer
delay accordingly. For example, if T tones are simultaneously transmitted,
T — 1 phase differences can be quantized at once, and the buffer delay is
N/(T — 1), '
Vector ry generated by the buffer 421 has N elements, each of which is
15  M-ary, and thus the N-element vector is the input to any of a wide variety of
minimum distance decoders 423. One useful decoder is the bounded distance
decoder, which is a low-complexity decoder described in R. Blahut, Theory and
Practice of Error Control Codes, chapt. 7, Addison-Wesley, Reading, MA
(1983) which disclosure is expressly incorporated here by reference. The
20  decoder 423 maps the N symbols generated by the buffer to another N symbols,
which is the cryptographic key sequence k; of interest, as described in more
detail below.
It will be appreciated that the signal processing operations carried out in
the receiver can be performed in the digital domain by a suitable digital signal
25  processing (DSP) device. With such a configuration, almost any type of
modulation can be detected by programming the DSP device to appropriately -
manipulate digital samples of the received signal, as described for example in
U.S. Patent Application No. 07/967,027 to Dent et al. for "Multi-Mode Signal
Processing”, which is expressly incorporated here by reference. It will be
30  appreciated that the DSP device may be implemented as hard-wired logic



di stri buted random vari abl es. For a channel suffering

Rayl ei gh-di stributed fading, the _variables [err] (k) have Rayl ei gh
probability densities given by the follow ng expression: [err]

where [err] = E{[err](k)} is a characteristic of the channel and E{.}
denotes 20 sON with respect to p[err]. The phase t erpgrnisossobés<)
and [err](k) are nutually I ndependent random vari abl es, and each has
a probability density that is uniform over the interval
[-[err],[err]]. WD 96/ 23376
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Simlar expressions for the received signal r{g) can be devel oped for
comuni cati on channel s having other characteristics, such as

Ri ctan-di stri but edcircuitry, &1 Preferablypas &ix biegrsted ummpﬁgmbrdcegsm,mu aes for
?erer ]CI an-di stributed lfhagnrlsel)leclﬁc mtegx%treﬁ c?rcue?Abe)t h(?féo%lrsl.eoi\tM b X BiESS P
' that an ASIC may include hard-wired logic circuitry that is optimal for
performing a required function, which is an arrangement commonly selected
i 5  when speed or another performance parameter is more important than the
versatility of a programmable digital signal processor.
In a manner and with hardware similar to that described above, the first
user A establishes its own sequence of quantized phase-difference estimates from
a signal transmitted by the second user B. With a delay after transmission by the
10  first user that is negligible, i.e., a delay that is small in comparison to the
- channel’s coherence bandwidth, the second user B transmits a signal comprising
the two sinusoids having the frequencies f, and f, and equal phase offsets and
energies. In other words, the first user A transmits, then the second user B, then
the first user A, and so on in an interleaved manner in order to maintain the
15  reciprocity assumption. _
Suppose the first user A is a radiotelephone moving at a speed of
100 km/hr with respect to a base station or other transceiver (the second user B)
and using a radio frequency carrier in the I900 MHz region. If the delay between
the transmissions by the first user and the transmissions by the second user is 10
20  usec, the radiotelephone would move only 0.28 mm during each delay, a
- distance that is negligible in comparison to the wavelength of 0.3 m. Thus, the
scatterings of the signal from the various reflectors should be strongly correlated.
Also, a 10-usec delay is longer than the time usually needed to permit all signal
rays due to multipath propagation to arrive at the second user and shorter than
25 the few milliseconds needed to ensure the reciprocity of the channel. If the
motion is slower or the delay is shorter, the reciprocity of the channel is even
more precise.
Thus, the first user A forms a baseband differential signal (the output of
its own differential phase detector) given by the following expression:



where I[err](.) is the nodified Bessel function of zero order, and s[err]
Is the power of a direct line-of-sight _conponent. 10 ln the

transcei ver of the second user B, the filtered correl ator output
signals are provided to a differential phase detector 417, which generates,

for ' interval T, an estimate of the differenganipivimes the
phase terns lerr ) and [err] (k). The successive phase-difference
estimates are provided to a quanti zer 419, which allocates a

respective one of a nunber of predeterm ned phase val ues 15 to each
phase-difference estimate. In accordance with Applicants' invention, it is
only necessary that the phase-difference _qg'gi mates for different tine

i nterval s be uncorrelated with each other. (In the follow ng, the
tire index k will be dropped when it results in no anbiguity.)

The baseband differential ¢ ga2h AEexp(O -0 heAW,f+ tial phase 20
detector 417 in the receivef gihé.,?'yven %g th’e) f ol R;'vm' %’vgxpressi oEg. 6

Ueérr] = 2[err]E exp[j[err]([er-{etr])] + [err]N[err] + [err]Nerr] =
Xerr] + jXerr re N.err n er,r. e C x-val Gaussi an
rgndo]m vaJri gbl e&hﬂﬁ\)’ilﬂﬂx\%ﬁﬁe mhmhﬁgaﬂgﬁgﬁ?ﬂ \Pﬁ?f@?ﬂ?&g}%@rﬂlﬁa’%& B r],
and "*" denot esgefiérated Byt the first Us&r RI9P-= 2! YIX,[ Gt Milf Be ©bservad! that, dudi ven
er As not ed above, the second user B

by [err] = tan[err] Y[err]/Xerr]. ; .
quant i zes the ﬁﬁé@%‘%ﬂ?‘égﬁ&fé@ pels the only diffesence betwegn hand Uy isdhe phase
additive Gaussian noises.
By successively repeating the estimation-quantization process, the first
user A establishes a sequence of phase-difference estimates that is given by the
following expression:

ro=[ 0@, 0@, ... Q&) ] Eq. 7

10 which is the sequence stored in a buffer 421 in the first user’s transceiver and
provided to a corresponding error correction decoder in that first transceiver.
From these transmitted signals, the eavesdropper E can obtain a baseband
15  differential signal given by the following expression:
Up = 2A,AE expli(©, - ©)] + A,V, + AV
=X, + j¥, Eq. 8
where the A;, i = 1, 2, 3, 4, are mutually independent. The eavesdropper’s
estimated phase difference is g = tan? Yp/Xp. Also, the 6, i = 1, 2, 3, 4, are
20  mutually independent random variables. The eavesdropper E can establish a
sequence of phase-difference estimates given by the following expression:

r.=[ 0@, 0FD, .. O] Eq. 9

As noted above, each of the three sequences or vectors r,, rp, and ry that
25  are established is an input signal to a respective error correction decoder. The
output signals generated by the decoders correspond to the key sequences k,, kg,
kp. It will be noted that no encrypting need be performed at the transmitters A,
B. The decoders limit the number of possible keys to increase the probability of
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val ues, generating a quantizer output signal Q[err]). Fig. 5illustrates
phase- space decision regions for M= 4. In this figure, the

esti mat ed phas whi ch can take any val ue betweenpprpSsbndsss:
I's quantized i ?Wé%%?‘ val ues. For exanpl e, the int ervar range

[0,360] is divided into four regions (as shown in Figure 5, 5 where:
region Rerr] is the interval [O[err],45] U [315[err],360[err]]

region Rlerr] is the interval [45[err],135[err]]
region Rlerr] is the interval [135[err],225[§%?H]
region Rlerr] is the interval [225,315[err]] If [err] [err]

Rl err], the quanti grofiRt'hers ahll setohd bser’Lestablishing the same key fas désckibed fY fbre

Rlerr], the quantized _output Q[err]) = 90[err]. If [err]
[err] Rlerr], the Gealdelodd out put Q[err]) = 180[err]. | f
rr , th ' t = .
Lhese phasss can For | NORPhinGy Big B (4, B HavE sichlerkicsithat are sufficibity

O[err]->00, 15  OGéparatéd scothat theid [pbase arelindependentliot The

di fferenti al phase detector or phase neasuring device 417 may
produce either an anal og or a digi ta*, mfuregant(eof_ gpg baseband si gagl1os -
al det

I nst ant aneous phase. A suitable different ector s a conbination of

t wo - of t he phase detectors described in U S. Patents No. 5,084, 669

to Dent and U S 2enddefinet No. 5,220,275 to Hol ngvist, both of which are

expressly incorporated here by reference. By repeating

t he above estimation-quantization P QR CAS 703 ' . k =1, 2,
., N, the second user B est @) shes-a—seduehrse ¢~phase- Eg. 11

| erence estimates that is given t e dap ; rlerr] =

di f f h 8% the fol 1 [err]

[Qferr]), Qlerr]). ...,..Q ‘;;l .25 This sequence r[err] of phase

“val ues generat¥l byhere ofum )[lll*Q(cfr,s- s6Y5¢°d d5 foriS she Bessel fupgtion of oxder 0;

such as a random agLas te/Sopples: " shiff B6H & fRlative inofioh bédees the transmitter

devi ce, which has ggl ength thatﬁ%gag‘zt elrm' ned by Barameters of 5’ m r‘?imrmm
and receiver; 7 is the transmission time delay; and ¢ is a time delay spread

between the multipath signal rays. Then, as explained in W. C. Jakes, Jr., ed.,

>@Xpr essi on:

ications chapt. 1, John Wiley and Sons (1974), ¥ is
15 a random variable having a probability density function given by the following
expression:
P = 4% [ 7 a0lglx + ) + gx - V)] dx Eq. 12

Fig. 6 shows the probability density function p, as a function of y/= for

20 five different values of the parameter o?. For a frequency separation (w, — w,)
of 40 KHz and a time delay spread ¢ of 5 usec (i.e., a® < 0.4, even for the
worst case that w,r = 0), the random variable ¢ is almost uniformly distributed.
In this case, the quantizers quantize the phase-difference estimates into each of
the M phase values with equal probability 1/M. The security of the system

25  depends on the degree to which the phases of the tones are decorrelated by
passage through the communication channel. If the decorrelation is substantially
complete, then the amount of work an eavesdropper must do to break the system
approaches that of an exhaustive search for the key sequences k,, kj.



30 di stance, error correction decoder 423. The error correcti on decoder
423.in the WD 96/ 23376
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receiver B transfornms the sequence of quantized phase-difference estinates
and wesEnsiees an output signal that corresponds to pOpUSIs®ess8er ' s
key sequence k[err]. Alternatively, or in conbination with the
generation of a cryptographic key, as will be discussed below with
respect to Fig. 8, the sequence r[err] of phase values 5 can be
forwarded to a randommess tester. In effect, the size of the
buffer 421 is determined by the | ength ofpihe key sequence desired.
| f the decoder 423 has a block length N and di nensionality K, t hen

t he buffer delay istNwilbbe appreciatedhtint theiprecetling lanaliysis svasisimplified tiydletsingon| y

bel ow, 10 mo e ORCiees e e “osrfionod Sl el prend SRest i £ S,

reduces the buf obtain with a 66bﬁﬁ‘| example! In’geA®hE it isfonly héessanar e
sinmul taneously transmtte phasge di fferences can be quantized
at once, and tﬁgwmwmwmmszy, 0’“’“"11"“””0"0“‘Vector rlerr]
generated by t r | i8 Wtk S0 B%F‘ﬁ ary,
and thus the N‘iﬁrgﬁfev%fs \t/,g%%)gir?%%g e1§| nput t any o var i et%ﬁof

m ni mum di stance deddsbeithe mﬂmwlal)ssfmhmdewbml_y two tbms toansmitted atiiany ance
Secoer. W) o i) i BB, o 8 R A o e
Readi ng, MA  transmiitted Sonesvand: the preceliing analysis would spply 3o suecessive paireof here by
reference. The 2 decoder 42 S the N synbol s erated b he buffer
to another N sﬁ’g’cﬁ mb o m%i'&%s‘”?ﬁ@“ﬁ? aﬁ?ﬁ e?é‘?ﬂﬁ@ #e K[err]
of interesfy) agnéesy hh%doﬂsl?%ﬁsnnmng a comb of the appropriate number of tones,

-and estimating and quantizing the phase difference of each successive pair of

tones. Simultaneous transmission of the two or more tones is desirable because

it is easy then to control the initial phases of the tones, leading to a less

complicated system.

15 Moreover, it is not necessary that the frequency separation between the

tones in one pair of tones be the same as the frequency separation between

another pair; in other words, the "comb” can have unevenly spaced "teeth".

Also, it is not necessary to consider only pairs of successive tones; in other

words, the "teeth” in a pair can be separated by other "teeth”. For example, if

20  the comb includes ten tones f,, f,, . . . f;, arranged in order of increasing

frequency, the necessary uniform distribution of the random variable ¥ (see

Eq. 12) could be obtained by pairing, say, the tones f, and f;; f, and f;; £, and f;;

etc. It is only necessary for the tones in each pair to be orthogonally spaced,

i.e., the frequency separations must be sufficient as described above.

PILOT SYMBOLS
Instead of transmitting 2 comb of sinusoids as described above, the
sequences k,, k; can be established based on only a plurality of pilot symbols
such as the bits that may be transmitted for synchronizing the operation of a first
30 transceiver and a second transceiver. Such sync bits are typically included in



detail bel ow It will be appreciated that the signal

processi ng operations carried out in the receiver can be perforned in
the digital domain by a suitable digital signal 25 processi ng (DSP)
device. Wth such a configuration, alnost any type of nodul ati on can

be detected bywoespsawni ng the DSP device to appropriately PCT/URMRES at e
digital sanples of the received signal, as described for exanple in
U.S. Patent Application No. 07/967,027 to Dent et al:. for "Milti-Mde

Si gnal Processing”, which is expressly incorporated here by
reference. It will be 30 appreci ated that the DSP device may be
i npl enented as hard-wired | ogic WO 9223376
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cireuitry, or, pr MMynMMmtfmymfm nansngngdm cqpventionsiogellular c h

as an appl i cgtsd on- Ll ts t C

w il be understoodgmo%'ﬁ@ﬁ%ysa k CJJnegyl&igﬂlél UM ar -vmg)r %og?“éb%&ykt"f
cireuitry that is mﬂﬁilgﬂwwqmnmmedmmﬂmloasymhplsmmwMW whi ch
i's an arrangenent conmo sel e ted e e r other orJjrance
paraneter is nore inpor ﬁ‘ﬁ‘l ﬁ M%PEM%VM S%Pﬁ'ﬁﬁé@fa

di gi-tal signal §pr ogiRst spibols and ma gthe resulting SRR aﬂﬂc&eﬂfbﬂbﬁﬁmm the

simlar to that descri bed above, e first user A establishes its own

sequence of quanti Wmﬁ&s@h%"f fibisdhedieved that anyeerors inthe sequenge %chi’ﬂﬂ bY the
1E |r ?gtsmutsgedt Egt t Pgﬁﬁ’ggﬁ %%@M%ay t héﬁ I'S SW compari son tlg
the channel ' mmmwmmmlmmewmmm the samersphereand
FLAnaL SOPr! 1 19, it g e P BSR4 0 fbLMIRA 0 ™
first user A tl0anssscoml usehraretslightiyedifferent| the twb sdgii@ites will still be mapped to the

same sphere with high probability, yielding the same key. A possible

shortcoming of this method is that many pilot symbols are needed to make it

computationally difficult for an eavesdropper to exhaust all possibilities. If the

pilot symbols are the sync bits in a cellular radio telephone system, it is currently

15  believed that at least sixty bits are needed.

It will be appreciated that the necessary pilot symbols need not be
transmitted together, viz., it is not necessary to use all of the sync bits in one
frame of a CDMA channel or one time slot of a TDMA channel. For example,
any one or more of the sync bits in one frame can be used with any one or more

20  of the sync bits in other frames. It is only necessary that the frames be separated
by a time interval that is longer than the coherence time of the channel as
described above.

A more refined method of establishing a sequence based on the pilot
symbols uses channel state information rather than hard-decision decoding. In

25  this method, the first and second users interpolate known pilot symbols and
quantize the outputs of the interpolators in a manner similar to that described
above with respect to the method of establishing the sequence based on a comb
of tones.

For example, after downconverting, amplifying, and filtering the received

30 signal as necessary, the second user determines a phase estimate for each of the



the first user A, and so on in an interleaved manner in order to maintain

the 15 reciprogcity assunptijon Suppose the first user A S
a radi ot el ephone noving at a speed of . 100 kmhr with respect to a
base station or other transceiver (the second user B) and using a

radio frequewoyszssvéier in the 900 MHz region. |If the del ay POBUSOHI868
the transm ssions by the first user and the transm ssions by the second

user is 10 20 [err]sec, the radiotel ephone would nove only 0.28 mm
during each delay, a di stance that is negligible in conparison to the
wavel ength of 0.3 m Thus, the scatterings of the signal fromthe
various reflectors should be strongly corr-28ated. Al so, a 10-[err]sec
delay is longer than the tine usually needed to permt all signal

rays due to nul bityin thesyne portion of atCDMA frame o tOf cpursee therfarstand: segond usery t er
t han 25 the f .a!glﬂé.e ilﬂmﬁlm r &CE&P. ﬁ.eﬁfin he
channel . If the(w“191 mﬁﬁﬁ'%gi%ﬂ%% or é'ggyz;y I'S ‘é‘%grg er, g}g{e
reci'procity of idiffererices betweerns eachaf the phase estintatey andi the respective predeterminedhus,
the first user A for aseband differential sign t he qut put of

its own differe@?‘&f?%ﬁgg wgﬁ‘oﬂywﬁiw"m‘ég% %M&“@Mn
WD 96/ 23376 §  and provided to a minimum distance decoder as described above in connection
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Uerr] = 2[err] eit,qoppence esipblishimgnt by wransmitting pomidy qf tangser tp gyrapdomness £q. ¢
Nerr] and N er s i comectdi G spichling sifincd o friquehcy RN L) ¢ e
first user A is generation-astdeséribed]belomarr]/ X[ err]. It will be observed that,
due . Fig. 7 is a block diagram of a system for carrying out this "refined
- 10 method” of using pilot symbols. In a first transceiver, data to be transmitted is
encrypted according to a key sequence by an encryptor 701. Of course, before
the key sequence has been established, the encryptor would simply pass the data
to be transmitted without alteration. A multiplexer 703 combines the encrypted
data to be transmitted with the known pilot symbols, which may be bits used for
15  synchronization and overhead signaling in conventional radiotelephony. It is only
necessary for the pilot symbols to be transmitted with known phases. The
sequence of interleaved data and pilot symbols formed by the multiplexer 703 is
provided to a pulse shaper and up-converter 705 for transmitting the information
through the communication channel, which in general is characterized by fading
20  and additive white gaussian noise.
| At the receiving second transceiver, the signal received from the channel
is down-converted as necessary and passed through a matched filter 707. The
signal generated by the matched filter 707 is divided by a suitably ‘controlled
switch 709, or decimator, into a signal comprising the received data that was
25  transmitted and a signal comprising the received pilot symbols. An
interpolator 711 measures the phases of the received pilot symbols and forms the
difference between each measured phase, which generally will have been rotated
by channel fading, and the known transmitted phase of the respective pilot
symbol. The interpolator 711 preferably low-pass filters these phase-difference
30  estimates. The phase difference values generated by the interpolator 711 are



5 to the reciprocity of the channel, the only difference between Uerr]
~and Uerr] is the addi tive Gaussian noises. By
successively repeating the estimation-quantization process, the first

user A establishes a sequence of phase-difference estimates that is given

by the wbokh®M Ng expressi on: - PCT/US9G/{0868 | =
[ A[err]), QJerr]) ..., Qferr])]. Eq. 7 10 whi ch is the sequence
stored in a buffer 421 in the first user's transceiver and provi ded

to a corresponding error correction decoder in that first transceiver.

" Fromthese transnitted signals, the eavesdropper E can obtain a baseband 15
di fferential signal given by the foll ow ng -24pression: )
Uerr] = 2[err] E exp[] L,err] - lerr])] + [err]V[err] + [err]V[err] Eq.
8 - erewm?é tizey 713, and stored in 2 bffermemory ndent. The

P e AR U1 e

i ndependent randwﬂmisﬁhld&od%hyade@drﬂm)mrginuampskejo&qnmmas
sequence of phase:- dllbé nce egl gi,ven by the foll ow ng expression:
rlerr] = [(Q[er 9FFD Pﬁ?‘?‘] °“ e%@ Fdrr])] Eq. 9 As

not ed above sach of b9 the inkeé2pélator 71 E brel alsoind
rferr] that 25 are establ i shed is an input si gnal to a respective error
correction decoddrovided:to a demodulator 119 such;as, an expar careaction gecoder-fog secoyening

correspond 10 1 NGnkGata HRHWS aRsnied. The Besblator 719 also feckived the'datd'thal €

noted that no encrypting need be perforne e transmiters A,
The decoders | i niwasttraosmittedewhich mayshave ipasskd through 2 delay devdce Tl waﬁatfor i ty

of synchronizing the phase difference values and the data that was transmitted.

10 Assuming that received data was encrypted according to the key sequence before
transmission, the encrypted transmitted data produced by the demodulator 719
and the key sequence produced by the decoder 717 are provided to a
decryptor 723 for recovering the data transmitted.

In a manner and with hardware similar to that described above, the

15  transmitter establishes its own key sequence based on transmissions from the
receiver, and that key sequence can be used to decrypt encrypted transmissions
from the receiver.

SPHERE PACKING AND ASSOCIATION _

20 Assuming that K is given and the spheres are predetermined, the general
problem of mapping an arbitrary sequence to a sphere is NP-hard, viz., the
computational complexity of the problem is proportional to the number of
possible spheres. For this application of secure transmission and spreading, the
number of spheres is prohibitively large. Nevertheless, imposing a simplifying

25  structure on the candidate sequences k (corresponding to the representatives ¢ of
the spheres) serves to reduce the computational complexity to an acceptable
level.

In accordance with Applicants’ invention, the set of candidate sequences
is limited to the set of sequences of a linear block error correcting code. The

30  radii of the spheres are then determined by such a code’s error correcting
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the first user's and second user's establishing the sane key as descri bed
in nore detail bel ow. To explain why the tones f[err],
flerr] nust Wwowezisrequenci es that are sufficiently S e [(ROTAIS96I00868 t hat
their phases are independent, |et _ [err]
([err] - [err]) - ([err] - [err]). Egq. 10 5 and defi ne

g([err]) = [err] Egq. 11 10 where [err] =
Jlerr]/[1+([err]-[err])[err]]; J[err] is the Bessel function of order O;
[err] is the Doppler frequency shift due t@scel ative notion between the
transmtter and receiver; [err] is the transmssion tinme delay; and

[err] is a tine capabilitys beqdhe number of ermes-that the codé canpeartect;iapdthe reggived Then,

as explained in J M il
Comuni cat i ons c‘%‘ﬁﬁwﬁ%ﬂ‘%&‘emﬁg%ﬁ&%“’fﬁ \ﬁgfgy%? 3P§mf§3 a random
\e/)e(lglrgtSJISIeOan ng ihownadeakding proceduae.i ty function given by the follow ng

Fig. 6 shows the probﬁ’oﬁ"'ﬁW‘ﬁEﬁ!@‘?ﬁL %%%EWF}“MWH@Pl@%f [érrl]2

for-20 f'V d'&ﬁ&r ?B‘%ﬂ&fqﬁﬁca?ﬁf& ﬁen[:&’li,]su fr8bde’ dah BBUENCY
separation ( err rr] 40 KHz and a tine eI ay spread [err] of
5 [err]sec (i.e Jec{rbd complexity using cither the Peteropn-Gorepstein-Zieder [err] =

0)," the random Vﬁ&éeﬁme r[lﬁé H:rlmm'yww or %&fﬁ&k&i&@i’m decoding
cyclic codes, as described in the above-cited book by R. Blahut. If the code
parameters are (n, k) with minimum Hamming distance d and with code symbol

10  alphabet GF(2"), candidate sequences of length mn can be established from a set
of size 2™, The Hamming radius t of the sphere, or.equivalently the error
. correcting capability of the code, is given by t < [(d — 1)/2). (The spheres
need not be closely packed).
The received sequences r,, rg, and r; having suitable randomness
15  properties are the inputs to error correction decoders implementing the
' Berlekamp-Massey procedure. The outputs of the decoders are the sequences ki,
kg, and ky. Again, it will be noted that no encrypting need be performed by the
transmitters. The decoders substantially limit the number of possible sequences,
thereby increasing the likelihood of sequence agreement between the first and
20  second users. It may be noted that decoders might not be needed at very high
signal-to-noise ratios (SNRs), although such very high SNRs would be difficult to
obtain in a practical communication system.

RANDOMNESS TESTING

25 The previous exemplary embodiments explain how the inherent
randomness of certain radio channel characteristics can be capitalized upon to
derive key sequences without using conventional pseudorandom quantity
generation and without the need to exchange the pseudorandom quantity over the
air interface. However, Applicants have also recognized additional applications



In this case, the quantizers quantize the phase-difference estimates into
each of the M phase values wth equal probability 1/M The security
of the system 25 depends on the degree to which the phases of the tones
are decorrel ated by passage through the comuni cation channel. If the
decorrel ati onwovsasgret antial ly conpl ete, then the anoumCTaiS9A9868 an
eavesdropper nust do to break the system approaches that of an
exhaustive search for the key sequences k[err], k[err]. ' WD 96/ 23376
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It wll be appreciated that the preceding analysis was sinplified by
letting the two tones have equal eneg es and equal initial phase

of fsets, which are easy to obtain with a phase-|l ocked | oop for

exanpl e. | n generfor these technigues,yincluding s foryexample, thefdetermination pfipsendorandom o be

predet er mi ned, vig, LQr. . anscei vers, but such a
systemis nore cﬁ%"'?@gﬁlgﬁ %%%@@%FB&?%%\/& . Al so,
t he t)_r ecedi)n? anal ysi seleausfbﬂﬂle&ﬁidmdmls%mne@pmtmmmehamd, the saquences r
one tine, but in general, e C consi st_.of nore an . )
ol tanconsly | siORR in the buflers 33 o JH8are fadomo Tivee scorres vt b idsalking
appl y to sucoessiaigsiedofimiication systen’ tiaP used diféot-Riquéree Spread Spdciriin ort he

sequences rf[err], r[err] could be generated all at 10 once by

si mul t aneousl y t feequencythoppedsspreadispestrunn techiiguesp r Moreover, differenstusers icould
and esti mating aq’gmg | .fﬂgum? uBhkas [ s&%eaﬁ@ﬁg: cessive pair
of t ones. |rrul*?{%¢1§ious ransm sg?gréljolﬁﬁl?%g&t or rmnr%g{:tones S
desi r abl e becaus@ommunication systeneasy then to control the initial phases of
the tones, leading to | es . complicated system 15 .,
Noreover, it is not nSHolERMer hand, in BIALY cates the. sealcnoes  storeq b Luffers
10  will include strings of consecutive binary ZEROES or ONES. Such sequences
are not suitable use as signal processing techniques where highly random
. -quantities are needed, e.g., for use as spreading sequences in-a CDMA system
because their cross-correlation properties are undesirable. Accordingly, the
sequences stored in the buffers 421 or 715 are provided as input signals to a

15 randomness tester to ensure that the spectra of the sequences have the proper
shapes.
Fig. 8 is block diagram of a suitable randomness tester, comprising a
statistical processor 801 and a quality processor 803. The statistical processor
801 tests the randomness of a sequence r and generates an output signal q that
20  represents the quality of randomness. The quality processor 803 is in essence a
switch controlled by a comparator that receives the signal q and the respective
sequence r and determines whether the value of q is acceptable, i.e., whether q
passes a predetermined quality threshold A, e.g., whether q = A. If so, the
respective sequence r is used as a spreading sequence in a direct-spreading
25  system or as a control signal for a frequency synthesizer in a frequency-hopping
system as will be described below. If the value of q is unacceptable, e.g., if
q < A, the respective sequence r is not used, and the sequence may be erased
from the buffer.
In general, the values of q that are acceptable, which is to say the value
30  of the threshold A applied to the quality processor 803, depend on the conditions



tones in one pair of tones be the sanme as the frequency separation between

another pair; in other words, the_"couob" can _have unevenly spaced "teeth'.

Also, it is not necessary to consider only pairs of successive tones; in

ot her words, the "teeth” in a pair can be separated by other
"teeth". Forwesampte, if 20 the conb includes ten tones f PCTASINGOBES ]
fl[err] arranged in order of increasing frequency, the necessary
uni formdistribution of the random variable [err](see Eq. 12) could
be obtained by pairing, say, the tones f[err] and f[err]; f[err] and
flerr]; flerr] and ferr]; etc. It is only necessary for the tones
In each pair to be orthogonally spaced, 27- i.e., the frequency
separations nust be sufficient as described above. 25 PI LOT SYMBCLS

| nst-ead of transefithe chapnel andrthe particulay appligations Bersexampley adpwervalueof q is
sequences Kk[err] ' s Ve ity of
o ot symbol o accspuiié phEd e el aBe birBtiiion 1 Une ChaRifenis P heity
synchroni zi ng t HeadederCénsider afspread ispectrufiOchantie] znrrently/beingi ustdato sepportionly
;g/nagggyg(r)%guc&es nﬁec%'o}l.s Pao;'%se&fl)it Idcu%tlarl a/ttemI rf)%lngggdaccesl r]s this channel,vg) 1 6{\!25%1376
dedi-cat ed sy§chrig@i ¢ 9aiu® thalyitR! ddsephibleToF 1 Squénics 15 Bedauithe @t@dlvent i onal
cel lul ar radi ot el ephone systens as is well known to those skilled in

the art. Two wayigtesference caused by ignlysonedditional copuestion & expseted tmbe rrlatiyelyot
TS s e Rt Eldle iy o i ondfoS SRR ROk el Y
the resulting semlatively few users @an tie pedeptableaven ifsthose users are not usinghspreadinfg a
sphere. It 1's bejh SHEE fdiilg B cRlss2bitelation Propetidt ChES pdRiRaE S 1Bkt N
10  threshold A.
The statistical processor 801 is preferably implemented by a suitably
- programmed microprocessor for quickly carrying out t-tests for whiteness of the
spectra of the sequences r and Kurtosis tests for gaussianicity. One of the
reasons for testing a sequence r, comprising elements r(1), r(2), r(3), . . . r(N),
15  is to determine whether it is reasonable to assume that the sequence was
produced by a white, gaussian source, which is ideal. Also, it is desirable to
remove any d.c. bias in the sequence (normalize to a mean value of zero).
~ The first step carried out by the statistical processor 801 is removing the
d.c. bias b)} determining the sequence’s mean value T according to the following
20  expression:

M=

4]

;=1
N &

| =)

and then subtracting ¥ from each sequence element to yield a normalized
sequence T. |
Next, a correlation test is carried out on the normalized sequence, the
correlation test comprising the steps of determining the variance ¢ from the
25  expression:
and determining the parameter 5 from the expression:



first user will be the same as errors in the sequence decoded by the second
user. Thus, the two pilot synbol sequences wll be mapped to the sane
sphere and yield the sanme key. Even if the errors in the sequences
decoded by the first and 10 second users are slightly different, the two
sequences Wi | | widégsaige mapped to the same sphere w th WCTNB96/00868
probability, yielding the sane key. A possible shortcomng of this
nmethod is that nmany pilot synbols are needed to nake it

conputationally difficult for an eavesdropper to exhaust all possibilities.

If the pilot synbols are the sync bits in a cellular radio tel ephone
system it is currently 15 beli eved that at.28east sixty bits are needed.
It will be appreciated that the necessary pilot synbols need not be
transmtted together, viz., it is not necessary _to use all of the sync bits
i n one franme of a CDVA channel or ope ti st of a TDVA channel .

For exanpl e, any one or nore of thé’§?ﬁ§ i'f i n one frame can be
used with any one or nore 20 of the sync bitsIn other frames. It is only
necessary that the franes be separated by a tine interval that is

| onger than the coherence tinme of the channl as descri bed above.

A nore refined nethod of establishing a seq Qr(ded on the pi | ot

symbol s uses channel state information r@thd® than hard-decision decoding.
In 25 this nethod, the first and second us€N=1) eferpol ate known pil ot
synbol s and guanti ze the outputs of the interpolators in a manner

oL Lt 0 L0t oo RS, o i o kAR S5l B [ B
exanpl e, after downsisethes thie assumptionl thatys 290 issuppbitéd. eIfl oy, thé sequencd wisd 30
S8 eSS 2 e e o b e s hnd 1 blied B ©°"
PCT/ US96/ 00868 example in A. Held, Statistical Theory with Engineering Applications, p. 609,
S  Wiley Inter-Science (1952) which-disclosure is expressly incorporated here by
reference.
As a third step, the statistical processor 901 carries out a Kurtosis test by
determining a parameter 8 from the expression:

N
Yo
pz - Isl
ot

Thresholds for the Kurtosis test are selected in the usual way, and a check is

10  made to determine whether the parameter §8? is acceptable. If the Kurtosis test
fails, the sequence r is discarded. Different thresholds can be set for different
values of N, of the probability of exceeding, etc., as described for example in
E.S. Pearson, "A Further Development of Tests for Normality”, Biometrika
vol. XXII, pp. 239-249 (July 1930). These different thresholds affect the

15  performance of the CDMA system in the following way. For large values of A,
the system will ensure good sequence generation and thus many users can
simultaneously access the channel with limited mutual interference. However,
the system will incur more delay for larger values of A, because the randonmess
test may reject many sequences before arriving at a sequence which exceeds the



- 23- bits in the sync portion of a CODVA frane. O course, the first
and second users could agree_to_use apother set of known bits. The

second user determ nes the di fferences between each of the phase
estimates and the respective predeterm ned phases for the known bits.
These phasewbddnsmnce estimates are then quantized 5 anBECPUSa6/00868 t 0 a
m ni mrum di st ance decoder as descri bed above in connection W th
sequence establishment by transmitting a conb of tones or to a randomess
tester in connection with spreadi ng sequence or frequency hopping sequence
generation as descri bed bel ow. Fig. 7 is a block diagramof a
systemfor carrying out this "refined 10 -2¢®thod" of using pilot synbols.
In a first transceiver, data to be transmtted is encrypt ed accordi ng
to a key sequendhreshoidin Fonsmalfer calugs of AOfewep users carhbé mmmo%tedt bet key
sequence has beepn establ i t ncryptor would sinply pass the data

to be transm ttéﬁq‘!ﬁﬁ%ﬁhbﬁgﬁ%é{]ﬁﬁ A multiplexer 703 conbi nes the
~enctypt ed dat a1¢ wilbe spprecidred thatitheltitbst ahe Kunosis st describadribsove arevhi ch
may be bits used for 15 synchroni zatjon and overhead signaling in

convent i onal rad'PB‘PE‘F‘é‘EH\"GW ign'}, whict) i to say tha, they Jeqire asmall number

synbols to bg trgg RAHmMEIE ol Whaﬁfﬁresﬁhemese tests TAA! BE PeForded in
i nterl eaved data and pil ot synbo s formed by the multi |l exer "703 is

provi ded to a pparaliekompaveral candidate saquencesby rendily gvailab i inexpensivere
I nf'or mati on F&@&gﬁ the communi cati on channel, which in general is
characterized by adin and additive white gaussian noi se.

At -the receiving second transcei ver, the signal received fromthe channel

I s down-convert d passed through a matched filter 707. The

si gnal gener at ewﬁﬁﬁﬁ%ﬁ&l |ter 707 is divided by a suitably

control | ed 10 Wi 1Fsg) 90 Hlustiites Both timeslot and! frequendyINoPpingGiTani exemplaiy e

recei ved data that was 25 transmtted and a si gnal conpri sing the
Wéﬂ?)

received pil ot Symewmication,system. mmeeﬁkﬂbﬂa‘t‘éhe hases of

ETQ:SLSESI \éﬁgsgl ehn %h‘gpenerqal y vm I ﬁgﬁll}f B%pehr‘t:agg{ gt eﬁBﬁ’o ﬁﬁfevﬁﬁ ogé]iﬁgl
fading, and the OKMMVMEMCMW m mmwmasuwwm In Fig.
;S)hgts)gl di trtt]gr em:e"@%ka; Héﬁl]ck?mef)%e p ase ??‘gtrérhé}egv E‘ggls%gner ed by
t he i nt er polst orFor Alpasticular channel (i.e., the combination of time slot and carrier
frequency), both the time slot and carrier frequency change from frame to frame.
The sequence of slots/carriers used for a particular channel is called the hop
sequence, and a hop sequence used in a given cell can be orthogonal to other hop
sequences used in that cell but not orthogonal to hop sequences used in other
20  cells as described previously.

In Fig. 9A a matrix of time slots/carriers for two such TDMA frames is
shown. In the frame n, a certain channel consists of one burst on carrier
frequency N in time slot 6, as shown by the square marked *X’ in the matrix. In
the next frame n+1, the same channel uses another carrier frequency and time

25  slot as denoted by the square marked "X’ according to the pseudo-random hop
sequence. An exemplary system for determining this hop sequence will now be
described with reference to Fig. 9B.

Therein, a hop rate clock 901 provides a clock pulse which is selectively
timed for each desired change in time slot and carrier frequency. This clock

30  pulse is used to trigger latch 903 so that the pseudorandom sequence r stored
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guanti zed by a quantizer 713, and stored in a buffer nmenory 715 for
accurnul ati ng enough phase difference values. The sequence of phase

di fference wougdass 1S then decoded by a decoder 717 for QgPOFUSSG008$8 2
key sequence as descri bed above in relation to Fig. 4. 5

The phase di fference val ues generated by the interpolator 711 are al so
provided to a denodul ator 719 such as an error correction decoder for

recovering the data that was transmtted. The denodul ator 719 al so
recei ves the data that was transmtted,-3¢hi ch may have passed through
a delay device 721 suitable for synchroni zi ng t he phase difference

val ues and the dat ahereiatis ootput. r Ahthei samedimel @ new'pseuddranglomhguantitycwhich dasiat a
was encrypted accordin 0 .t e ra he
enorypted ¢ ranom ¢ (e ekt od ke WERE wif e 19 seqpebC LRABUIINGR and
k% fsequence produceef]luh;dd hhﬂedﬁbaﬂﬁovéﬂﬂﬂemwﬂedwenmmatmdeﬁgubw[]
7 or recovering t ata,trans ner and Wt
hardware sinilar tda® “%é%{’f"!?@gl gﬁ‘@"em TB“’“?F%RFS\‘W%?H%“P%%

i ts*own key seqsienGmit3s fiddflo-N 23069055 which danUptibhdly be provides & vitiogoadlize

t hat key sequence can be used to decrypt encrypted transm Ssi ons from

the receiver. thepspdmmmmw latch 932 AAdder 905 operateg, modulag
that Kis given an
ng nfm uéllcies M1 Eiﬁi a'%g%'ere | -’hgirl%?sewotnhe

pr obl em of mappi ng an ar sequence
conput at i onal conplqaxnﬁtyandﬂtdmﬂmguiﬂleﬁfsetsmalmbe cmtrhmenbtdtlcmgdmoth

PSS o SPNTeS o fd BBt B 2 iy D45 8o U range of
Neverthel ess, 1@mpoaddgsses proviidedSiiiffeguency memory 907. Thus, once the address is
- provided to frequency memory 907, a corresponding frequency stored therein
- will be output as the selected frequency for either the mobile station or the base
station to tune its respective receiver or transmitter. Thus, a pseudorandom
number generator which typically would be found instead of latch 903 has been
15  replaced with a much less complicated element.

SPREADING SEQUENCES
Fig. 10 illustrates an exemplary transmitter 1000 and receiver 1100 which
can be used to provide CDMA transmissions and receptions according to the
20  present invention. At the transmitter, an input data signal would be provided at
channel coding block 1001 where the data is coded with an error correcting code.
At block 1003, the resulting sequence of symbols is interleaved and, at biock
1005, the signal is spread using the pseudorandom sequence provided by the
randomness tester of Fig. 8 and which is identified in Fig. 10 as unique code r.
25  As described previously, the spreading code in this exemplary embodiment is
determined by testing the radio channel characteristics as described above. The
resulting signal is then used to modulate an RF carrier at block 1007 and
transmitted via antenna 1009.
The receiver, indicated generally at 1100, then demodulates the signal at
30 block 1101 and despreads the signal at block 1103 using the same unique



25 structure on the candi date sequences k (corresponding to the

representatives c of the spheres) serves to reduce the conputational
cofplexity to an acceptable l evel . I n accordance with
Applicants' invention, the set of candi date sequences islimted to

the set of grpstmssyges of a linear block error correcting COBET/USIH0ES
radii of the spheres are then determ ned by such a code's error correcting
WD 96/ 23376

PCT/ US96/ 00868 - 25-
capability, i.e., the nunber of errors that the code can correct, and the
recei ved sequences r can be mapped3to the candi date sequences k by
an appropriate known decodi ng procedure. As one

specific exanplspxeaﬂmgeadeibﬂmﬂhmhd#asmsed—imhhdn%\o(m thestransmitleds can be
used as the set . of, candi e _se e e ecoded
with | ow conpl &&nal, 85?‘”93'& t"ﬂ@ Wﬁptﬁﬁgﬁﬁ & n- ézg%drﬁbé'r tesiry
prolceduredor thﬁeé&i& bed tﬁmab t dtﬁr k NG o i‘e‘il tﬁdl "
cyclic codes, as described in e apove-cite 0 e
code par%ﬂéh@?bem WR)”W"FW‘FH W%WW%QF‘{?P?FE R &1&t iIand Wi th
code synbol z,}m%@;seﬁn?& ddH& rS Al 6thePfunkBéi@d] thern can
“be establ | s roma g Si ze The Hamneirilg: r adi us t of the
sphere, or equmhaimhes rmwreombmervdmh@@tmsqm blpek; 5?5 t he code,

:L)chla\é)en vl rb}ne[l‘lgﬁfgﬁ%lgélé Mequenc%er ﬂf'iﬁ@%g?boﬁx [Sglr%/]

havi ng suit abl ereverseifumotons oﬂlockprlw.’eand t001zare petfermedointthe demmlmer
correction deco er anp- Massey procedure. The
outputs of the ﬁ&é‘&@gg 5@2‘&5&&92 @4‘ eli

10
PERFORMANCE ANALYSIS
- To assess. the performance of Applicants’ sequence agreement system, it
is helpful to assume the following events:

G,={0,¢R,0,¢R}, B ={0,¢eR,06;¢R}

The probability of a symbol match between the first and second users is given by
15  the following expression:

M M
P, = PF\UPrG)[ = T [Pr (6, ¢ R)F Eq. 13
i=] i=]

The probability of a symbol match between the first user and an eavesdropper is

given by the following expression:

. |
p, = PriJPnB) =..;? Eq. 14

i=1
20 The probability density function of an estimated phase © in a decision
region can be derived as follows. Initially, assume A = ©, - ©, is given and

equal to zero. Consider the following:



k[err], and k[err]. Again, it will be noted that no encrypting need be

performed by the transmtters. The decoders substantially limt the
nunber of possible sequences, t hereby increasing the Iikelihood of
sequence agreenent between the first and 20 second users. It may be noted
t hat decoder s wopegissfwt be needed at very high si gnal - t BEDUSHMOBEAL | OS
(SNRs), al though such very high SNRs would be difficult to obtain in
a practical conmunication system RANDOVNESS TESTI NG 25

The previous exenpl ary enbodi nents expl ain how the i nherent

randommess of certain radi o channel characteristics can be capitalized upon
to derive key sequences w thout using @g@aventional pseudorandom
guantity generation and without the need to exchange the pseudorandom
quantity over the air interface. However, Applicants have al so
recogni zed additional applicationsV = 2AAE V\@,U@/*'Z

PCT/ US96/ 00868 =X +jY - 26-

for these techniques, including, fxr= QAN emmwde AN nation of

pseudor andom frequency hop sg uznflg Mﬁr eadl ng sequences.

Because of the randommess of the c ti annel , the sequences r
stored in the buffers 421 or 715 are random Those sequences woul d be i deal

in 5 a basic CWI&,’;}M{W&?;‘G dhgé gg‘gd =Gy quq?sgje i’graﬁ ad

spectrum or equency-hopped spre

trurg X m?xae reover,
di fferent users covrignce (X) = vgriaacet Zﬂw,(méremz)se qondzaonaljomt
mul tipl e-user Spreﬁ'ﬂbﬁﬁﬁﬁtd% function ofXanlesglven by the following expression:

PixylasA) = —exp{-'[(x - w2 +yY /2«%}
21'0(2]

and with the change of variables:
R=JX’+Y‘,and0=tan"-)f’

5 the conditional joint density function of © and R is given by the following
expression:

pr8lALA) = exp {- (r2 + W - 2ur coso) /2.%}

2
2‘!’60

Integrating over the interval r e [0, o], it can be shown that the probability
density function of ¢ is given by:

PAOIT) = — exp (-T)

w1 - 0 (/5T cost)

where:



comuni cation system On the other hand, in many cases the

sequences r _stored in the buffers 10 will include stri ngs—of CoRsecUH-ve —0
bi nary ZERCES or ONES. Such sequences are not suitable use as si gnal
processi ng techni qgues where highly random guantities are needed,

e.g., for uwoesmasEr eadi ng sequences in a CDVA system PCHUSAORB68 [ ¢

cross-correl ation properties are undesirable. Accordingly, the
sequences stored in the buffers 421 or 715 are provided as input signals to

a 15 randommess tester to ensure that the spectra of the sequences have
t he proper shapes. Fig. 8 is block diagramof a suitable
randommess tester, conprising a st at-B34¢ i cal processor 801 and a

qual ity processor 803. The statistical processor 801 tests the
randommess of a sequence r and generates a tput signal g that 20
represents the quality of randommess. The Wltt processor 803 is in
essence a switch controlled by B=x on-g-that recei ves the signal
g and the respective sequence r ang\ et hes whether the value of ¢
is acceptable, i.e., whether q pass redetermned quality
threshold [err], e.g., whether q [err] [err] If so, the respective

~sequence r is used ammw&aﬂnwwqywyd&mmmmm 25

systemor as a control i gnal for a frequency, synthesi _?

f requency- hoppi kg%, 1. ygwmwm by Ry BESHP’?HEE&L b~ !f -t 18 ye of

g 1S unaccept ablgsidd dobability of an estimated phast® bl a dbcifion gensgyguence T
e

IS not used, sequente nmay be er sed fromthe bu fer.
In general, the values of g that are acceptable, which is to say the val ue

30 of thethreshold[ ap |ed1 gual i C r 803, depend on
the conditions V\(HS% [)fT patr~ él*)%ﬁ%%dﬁ

" PCT/ US96/ 00868

5 ‘Now consider the use of a linear block code having minimum Hamming
distance d, dimension k, and block length n. Lett = [(d - 1)/2] be the number
of errors that can be corrected by the decoder. The probability that the
sequences established by the first and second users agree is the probability of the
two received vectors being in the same decoding region of a codeword.

10 Let ¢ be a codeword with Hamming weight 1. Three vectors ¢, r,, and 1y
are available. Rearranging the coordinates of these vectors does not change the
performance analysis. One such permutation is as follows:

/ »l

A, A,

c= 1111111 _ 11141 0000000 .. 00000

.", / k __nk
fge 111 = 11 000 .. 00 111 .. 11 000 .. 00

o N N e G N N

e 11000 1.1 21 0.0 T .0

The probability that the sequences agree and that the sequence is ¢ can be shown
15  to be given by:



-27- of the channel and the particular application. For exanple, a

| ower value of q is acceptable when the users have information that
the channel is not heavily | oaded. Consider a spread spectrum
channel currently being used to support only . one connection. For a

second user atweowepeIsmg) to access this channel, a relatively BCT/US26/0868
val ue may be acceptable for the sequence r, because the nutual
i nterference caused by only one additional connection is expected to be

relatively | ow. To generalize, inlowtraffic situations, the nutual
I nterference of the relatively few users can be acceptable even if
t hose users are not using spreading seMdences havi ng i deal

cross-correlation properties, thus permtting a | ower 10 threshold [err].
The statistical processor 801 is preferably |rrple %I by a swtably
nt

progranmed mi croprocessor for q&sﬁyﬁrﬂ ts f or,gvhi t eness of
t he spectra of the se {1iop ussi ani[‘g tlg.

né of the reasons for te§T°| ﬁﬁ 22 é'q'ﬁeﬂﬂ'(‘fe P ri sing el ement

r(1), r(2), r(3, . . . r(N, 15 is to determne whether it is reasonable
to assune that thewh&guence was produced by a white, gaussian source,
whicch is ideal. Also, it is desirable to renove any d.c. bias in the
sequence (normalize to a nean value of 2z The first step
carried out by the statistical pr ocesé'(;'{ml"fzs+ t"@rﬁ')\ﬂ"ng t he d.c.

bi as by determ ning the sequence's mean ﬁagu)e,_[frg], according to the

foll ow ng 20 expression: - ' [err]
and then subtracting [err] from@ashmseguemgp+ck enmptr tp girel d a nornal i zed
sequence r. Next, a correl ation test 1s carried out on the
normal i zed sequenc'ﬂmﬁ,Iﬂteprobabihtgmfmltﬁllagreem&xscgiwmrﬁysi ng the steps of
determ ning the variance [err] fromthe 25 expressi on: and

determ ning the paranmeter [err] from tpﬁke@kjssfr}if
A - = t
' {

5  where A, is a weight enumerator function of the code. The probability P, that
the sequence established by the eavesdropper agrees is given by a similar
equation substituting p, for p,. Without the use of a decoder,

Prk, = k) = Pr(r, = rp) = p; , and Pr(k, = kg) = Pr(r, = rp) = I/M",
It is of interest to discuss the tradeoffs involved in such a sequence

10  agreement system. A small value for the dimension k yields a code with good
error correcting capability, but as k decreases the speed with which an exhaustive
search can be carried increases exponentially. The choice of the code parameters
is crucial since the code restricts the size of the candidate sequence space, but the
reduction should not yield an insecure system.

15 For a large number M of decision regions, a larger code can be used,

- thereby increasing the computational secrecy of the system; also, P, decreases,
which results in a good probabilistic secrecy. This is not sufficient, however, to
obtain a good cryptographic system. With increasing M, thermal noise effects
become dominant and an increase in E,/N, (ratio of bit energy to noise energy) is

20  required to achieve a sequence agreement with certain probabilistic secrecy.
Therefore, a tradeoff exists between computational secrecy, probabilistic secrecy,
and transmitted energy.
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[err] [err] At this
point, a threshold for the t-test can be selected and a check is nade

whet her the WO96a?60n that p = 0 is supported. |f not, the RGNRINOWBES | s

di scarded. The t-test is well known in the literature, and is described for

exanple in A Held, Statistical Theory with Engi neering Applications, p.

609, 5 Wley Inter-Science (1952) which disclosure is expressly

I ncor porated here by r ef er ence. As a third step, the

statistical processor 901 carries out a Kur3Ssis test by det er m ni ng
ression:

Ferry " LoThl oo hokbandise cXmaPiy FRisides thecu of Ac3L JP) BeedSolamen codes
way, and a checkovet GiR32). MPLsi0or e @68d (e HEMBASSE JoRbIE TANRIES, drti | | S
acceptable. If the Kurtosis_ test fails, the sequence r is discarded.
Di fTerent threshssquencesiris 32" s 2% and thefcomputational secrecy is substantially better
than that of DES 2%, which is a sequence of a system using the digital encryption
5  standard, consisting of fifty-six secret bits and eight parity bits. The minimum
Hamming distance of such a Reed-Solomon code is eighteen.
Fig. 11 shows the performance of a secure communication system that
uses such a Reed-Solomon code. Also shown are the performance of a (61,11)
Reed-Solomon code and the performances of two uncoded systems. From Fig.

10 11, it can be seen that, with the use of a channel decoder, the probability that the
keys established by the first and second users do not agree is 10*® at signal to
noise ratios E/N, of 11 dB and 13 dB for M = 64 and M = 32, respectively.
This is a gain of about 9 dB and 4 dB, respectively, compared to a
communication system without a decoder. Moreover, Pr(k, = kg) = 0 and

15 Pr(r, = rp = O (both are about 10). '

In such a system, the use of a decoder is desirable for the first and second
users, although not strictly required as described above, but use of a decoder
does not help the eavesdropper.

Applicants’ sequence agreement methods and apparatus based on the

20  reversibility of a radio channel provide superior computational secrecy as well as
probabilistic secrecy. Using Applicants’ invention, long arbitrary key sequences
can be shared, and a key sequence can be changed even during a communication
“session”. In a cellular radio telephone system, it would be desirable to establish -

-a new key sequence at least each time a mobile station registered with the

25 communication system, and even perhaps more frequently, such as for each call
or each time a predetermined time interval elapses.

Instead of using a linear block code, a secure communication system
could employ combs of 2M orthogonal tones transmitted by each user. Such a -
comb system has the same performance as a block-code system, but the comb



values of N, of the probability of exceeding, etc., as described for
exanple in E.S. Pearson, "A_Further Developnent of Tests for

Norrmal ity", Bionetrika vol . XXII, pp. 239-249 (July 1930). These
different thresholds affect the 15 performance of the CDVA systemin the
fol | ow ng wayyeo &pisszedr g€ val ues of X, the system wi | | RIRUSYOW6DA
sequence generation and thus many users can si mul t aneousl y access the
channel with limted nutual interference. However, the systemwil|

i ncur nore delay for larger values of [err], because the randonness

test may reject many sequences before arriving at a sequence whi ch exceeds
t he WD 96/ 23376 -36-
PCT/ US96/ 00868 - 29-

threshol d. For srgpitemrrequites asmuch Dirget bandwidthe as requived) by othegonalisignaling.but
sequence establis nt is faster. . ' eci ated t hat
the t-test and K M%@EP%M%‘%‘S%’JP&“WJ@R@%WU'ationa| ly
beni gn", which is to 3pyithdralystelo the peiformance theaswre forsdcurityrib ¢aken %o be of
sinple arithnetic conputations, As retgué , these tesgﬁan bi?‘ger or ned
in par al | e/prehebilistie, and ditfexent trem the, fi’éﬂ?’é@eﬂﬁ"?g St 5PV a0e and
| nexpensive s pafficulaPine Bidtkode system thé PrBhBIlNG of 1WORIsk® fiablishin
rat'es bo I me

, the
Fig. 9Aillus slot and frequency hopping in an exerrpFag/
conmmuni cati on sysameseaikey sequence is ¢lose; tacongand he p yof ap cay

techni ques descr i feglELeind e oSflikald ¥ saiuBlnaf béto. RPN Frobabitlsis™ ! ot

hoppi ng

secrecy. Also, the number of possible key sequences is large enough that finding
~ the correct sequence by exhaustive search is impractical. This is computational

10  secrecy.

Additionally, exemplary embodiments of Applicants’ invention have been
- .described wherein sequence establishment is used to determine a pseudorandom
‘quantity rather than a key sequence. According to these exemplary
embodiments, a randomness tester can be provided to screen out those sequences

15  which are insufficiently random for this purpose. Two exemplary applications in
which such pseudorandom quantities can be used were provided, specifically
spreading sequence determination and hop sequence determination. However,
those skilled in the art will appreciate that pseudorandom quantities which are
generated in accordance with the present invention can be used as part of any

20 function which requires a pseudorandom quantity as an input. For example, any
function implemented in a base station or a mobile station wherein a
pseudorandom quantity is needed which is known to both the mobile station and
the base station that are connected via a radio channel, can be implemented
according to the present invention.

25 : While particular embodiments of Applicants’ invention have been
described and illustrated, it should be understood that the invention is not limited
thereto. This application contemplates any and all modifications that fall within
the spirit and scope of Applicant’s invention as defined by the following claims.



or frequency hopping alone rather than in conbination as described here. In
Fig. 9A, each traffic channel_consists of one tine slot on one

carrier in each franme. 15 For a particular channel (i.e., the conbination

of time slot and carrier frequency), both the tinme slot and carrier

frequency cRpgegashjsom frane to frane. The sequence of pglrsodsss’ | er s

used for a particular channel is called the hop sequence, and a hop

sequence used in a given cell can be orthogonal to other hop

sequences used in that cell but not orthogonal to hop segquences used in

ot her 20 cells as described previously. 9A a mat

of time slots/carriers for two such TDVA frgpes is “wmm'""m "Eﬂm

frame n, a certain channel consists of one burst on car ncy

Nin tine slot 6CLAEMS9OWN by the square marked ' X' in the natrlx

the next frane n + 1, the sane ch ses another carrier fre uency and

time 25 slot as denot]ed by‘ °§cﬂ? 'FP&F\SGH m'gnqeﬁrﬂ

psetdo-random h fB8 Piieive? Yl A Sebtid o Aaxdbivid i N ©
descrlbed

hop sequence wi | now reference to Fig. 9B.
Therein, a hop rmmmmum@wmmmgm pepssef: which is selectively

Ly o eagh, o1 o AR udd kbR adiRPY i BFRHERRY sl

sequence r st or esach sinusoidal ignaldia®ihg ZOrespective predetermined frequency and a
- PCT] US96/ 00868 -3

0-
therein is out p Rredesgrmingd initial phases, 5 new pseudor andom quantity which has

been deternined as dgnghd fendRiditCirivstdivere d0esting the Phidal Q#sﬁﬁ&xﬁahl shnent
and eval uated as described above with respect to to ensure
“that it has sui t$snals msmmd&ydbmﬁéﬁmrpmwdm@mggn&@myﬂlw

out put  pseuqgr angRibARdERICafte? a predetermined time period;

in each of the first and second radio- transceivers, determining a phase of
each of the plurality of sinusoidal signals received  from the other radio
transceiver;

in each of the first and second radio transceivers, determining differences

15  between the phases of pairs of the sinusoidal signals received;

in each of the first and second radio transceivers, quantizing each
difference into a respective one of a plurality of phase decision values; and

in each of the first and second radio transceivers, using a plurality of the
quantized differences as a potential pseudorandom sequence.

20
2. The method of claim 1, further comprising the step of:
evaluating a randomness of said potential pseudorandom sequence and
selectively outputting said potential pseudorandom: sequence as a pseudorandom
'sequence based on said evaluation.
25

3. The method of claim 2, further comprising the step of comparing
said randomness with a randomness threshold.

4. The method of claim 3, wherein said step of comparing further
30 . comprises selecting said randomness threshold based upon system load.



5 i nput to nodul o- M adder 905, which can optionally be provided to

ort hogonal i ze t he pseudorandom quantity received fromlatch 903.
Adder 905 operates nodul o the ni Mes Min the

‘frequency nenory 907. The pseudorandom ﬂ \iﬁgmg nd t he orthogonal

of fsets can al sgpRlgnsaegstrained to thsmm - PETARYG/IDRES
t he output of the nodul o M adder 905 e range of 10

addresses provided in frequency nenory *907. Thus once the address is
provi ded to frequency nenory 907, a correspondi ng frequency stored therein
wi |l be output as the sel ected frequency for either the nobile station or

t he base station to tune its respectiveggceiver or transmtter.
Thus, a pseudorandom nunber generator which typically would be found
i nst'ead of |atch 903 hasSbeerfﬂﬁnemoépfelaanZy\Mbrem saitt step of selextivelyi ouggutithg
el ement . SPREADL NG ,SEQUE Fig. 10 illustrates an
exenpl ary transm t t EPMAHED cel ver 1100 which can be used to
provi de CDMA transni ssi Ogsinggid pagerandons seiesiets ¥0s Gegitnee B £ TDNIA

i nvention. At the trapnsmitter, an input data signal woul d be provided at
channel coding bl oc KOePMMPRICALION KIS 2 i s coded with an error correcti ng
code. At Il ock 1003, the resulting sequence of synbols is interleaved
and, at bl ock 1005, the signal is spread using the pseudorandom
sequence provi ded by theb. ﬂ&mﬂoﬁnﬁs@masmmsﬂdgepafmmtpmnng

identified in Fig. co As descri bed previously, the
spreadi ng code in t#}g‘aﬁ%‘gﬁ%ﬁ%?? sg%o rrent S determ ned by testing
t he radi o channel char achsiig ﬁdmmmwmm ségeence. resul ting
signal is then used to nodul ate an RF carrier at block 1007 and
transmtted via antenna 1009. The receiver, indicated

general ly at 11300, then ‘ﬂ.e”Derﬁétm’d&MtabhﬂméaMand&hﬁﬁdﬁedéé%r%wm

despreads the signal at bl ock 1103 using the sane uni que

96/ 23376 - communication between a first radio transceiver and a second radio- transcewer
" in the first radio transceiver, transmitting a predetermined digital word
including a plurality of bits;
15 in the second radio transceiver, detecting the predetermined digital word

transmitted by the first radio transceiver, and transmitting the predetermined
digital word after a predetermined time period;
in each of the first and second radio transceivers, hard-decision decoding
each of the plurality of bits in the predetermined digital word received from the
20  other radio transceiver; and

~in each of the first and second radio transceivers, mapping the hard-
decision decoded plurality of bits into a potential pseudorandom sequence
according to a predetermined block code.

25 8. The method of claim 7, further comprising the step of:
evaluating a randomness of said potential pséudorandom sequence and
selectively outputting said potential pseudorandom sequence as a pseudorandom
sequence based on said evaluation.



-31- - spreading code as that which was used in block 1005 to spread
thetransnmtted signal. Again..the receiver will deternm ne the unique

spreadi ng code by testing tWt he af oredescri bed
manner. The sequence determ ned t will then be provided to a
randomess weségiszesuch as that iII m% 5 plozfuspsoobes N
provi ded as uni que spreadi ng code mmm“m Ctlons t he

channel estinmator and rate conbi ner rd r&presented by bl ock 1105
conbine the resulting signal with echos or pre-echos of the same signal.

The reverse functions of blocks 1003 and 1001 are performed in the
dei nterl eaver 1107 and channel decodjgag bl ock 1109, respectively. 10
PERFORMANCE ANALYSI S To assess the performance of Applicants

sequence agreenent s9.st erThe method of claim 8¢ Fyrther comprisingithe stépeoff coniparing g
events: rl .= lerr Blerr] = [err] The
probability of SRidJARIAMNCSs Wi %EJPMF‘PMW’% and second users is gi ven

by 15 the foll owi ng expression: Plerr] = [err]
Eqg. 13 The probability of a synbol match between the fi rst user and

an eavesdropper is 10. Ehemethed of claim 8, whegeinsaid, siep of poparing fu
Plerr] = [eKr] comprises selecting said randomness threshold based upon system load.

11.  The method of claim 8, wherein said step of selectively outputting
comprises the step of:
using said pseudorandom sequence as a spreading sequence in a CDMA
10  radio communication system.

12.  The method of claim 8, wherein said step of selectively outputting
further comprises the step of:
using said pseudorandom sequence as a hop sequence.
15
| 13. A method of establishing a pseudorandom sequence for use in
communication between a first radio transceiver and a second radio transceiver
comprising the steps of:
in the first radio transceiver, transmitting a predetermined digital word
20 including a plurality of bits; '
in the second radio transceiver, detecting the predetermined digital word
transmitted by the first radio transceiver, and transmitting the predetermined
- digital word after a predetermined time period;
in each of the first and second radio transceivers, determining a phase of
25  each of the plurality of bits received from the other radio transceiver;
in each of the first and second radio transceivers, determining a difference
between each phase determined and a respective predetermined phase;
in each of the first and second radio transceivers, quantizing each
difference into a respective one of a plurality of phase decision values; and



20 The probability density function of an estinmated phase [err]

I n a decision region can be_derived as follows. Initially, assune
[err] = [err] - [err] is given and equal to zero. Consi der the
f ol | owi ng: V\D 96/ 23376
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JUY_'Z[e”]E + [err]N[err] + g(er:r%\l[e !llll Ilwllullwulerr] + ;err]N[err];(.+

Y =1Inm[err]Nerr] + [err]Nerr]) where, conditioned on [err] and
[err], E{X} = 2[err]E [err] [err]; E(Y) =[err] and vari ance (X) =
variance (Y) = 2ENerr]. The conditional | st probability density
function of X and Y is given by the follow ng expression:
[err] and with irhmchhﬁﬂgeeﬁntambmbatdnﬂmmmvers, decoding a plurality of R
= [err], and [err] = tanlerr]. 5 con I on I nt den5|t .unction
of ,[err] and Ris &W%th‘i\g d"’%"%ﬂt &“ﬂd% ac&r&mg a
predeterminedblockcode
5 14.  The method of claim 13, further comprising the step of:

evaluating a randomness of said potential psendorandom sequence and
selectively outputting said potential pseudorandom sequence as a pseudorandom

sequence based on said evaluation.
10 15. The method of claim 14, further comprising the step of comparing

-said randomness with-a randomness threshold.

16. ' The method of claim 15, wherein said step of comparing further
comprises selecting said randomness threshold based upon system load.
15
17.  The method of claim 14, wherein said step of selectively
outputting comprises the step of:
using said psendorandom sequence as a spreading sequence in a CDMA
radio communication system.
20
18.  The method of claim 14, wherein said step of selectively
outputting further comprises the step of:
using said pseudorandom sequence as a hop sequence.

25 19.  An apparatus for establishing a‘pseudorandom sequence for use in
communication between a first radio transceiver and a second radio transceiver
comprising:

in the first radio transceiver, means for transmitting a plurality of
sinusoidal signals, each sinusoidal signal having a respective predetermined

30 . frequency and a predetermined initial phase;



expr essi on: [err] Integrating over the interval r e
[0,_[err]]. it can be shown that_the probability ~density function of

[err] is given by: rr]
[err] wher e:

YO 08rZEETE L
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v in the second radio transceiver, means for detecting the plurality of
sinusoidal signals transmitted by the first radio transceiver, and for transmitting
the plurality of sinusoidal signals at a predetermined time after the beginning is
detected; |

v 5 in each of the first and second radio transceivers, means for determining a
phase of each of the plurality of sinusoidal signals received from the other radio
transceiver;

in each of the first and second radio transceivers, means for determining
differences between the phases of pairs of the sinusoidal signals received;
10 in each of the first and second radio transceivers, means for quantizing
each difference into a respective one of a plurality of phase decision values; and
in each of the first and second radio transceivers, means for decoding a
plurality of the quantized differences into a potential pseudorandom sequence
according to a predetermined block code.

15
20. The apparatus of claim 19, further comprising:
means for evaluating a randomness of said potential pseudorandom
sequence and selectively outputting said potential pseudorandom sequence as a
psendorandom sequence based on said evaluation.
20

21.  The apparatus of claim 20, further comprising:
means for comparing said randomness with a randomness threshold.

22.  The apparatus of claim 21, wherein said means for comparing
25  further comprises selecting said randomness threshold based upon system load.

23.  The apparatus of claim 20, wherein said means for selectively
outputting further comprises:
, means for using said pseudorandom sequence as a spreading sequence in a
30 CDMA radio communication sysiem.



It can be shown that [err]' is uniformly distributed over the interval

[-[err], [err]]. Wth regions given by Rerr] =]-[err]/M [err]/M, for.L
=1, ..

, ., M the desired probability of an estimated phase [err] in a
decision region is given by: fer] Now
consi der the uswo®ér3s?é i near bl ock code rrm ng PCT/US96/00868
di stance d, dinension k, and bl ock | eng ﬂ mm&‘»ﬂlﬁ"ﬂ& - 1)/2] be the
nunber of errors that can be corre The probability
that the sequences established by the first and second users agree is
the probability of the two received vectors being in the sanme decodi ng
region of 'a codeword. 10 Let ¢ be a cefZeword with Hammi ng wei ght 1.
Three vectors c, r[err], and r[err] are avail abl e, Rearrangln the
coordinates of these vecors Thecapparatus of slaim 205 wherein said: glYysi s.

One such permutatio [err]
&'*’Mdﬁ“ &m%e probability t

[err] hat the sequences agree
‘and that the sequence | smeans for isings$aid\pseborandom equepcedas ablyop sequence.

5 25. An apparatus for establishing a pseudorandom sequence for use in
communication between a first radio transceiver and a second radio transceiver
comprising: |

in the first radio transceiver, means for transmitting a predetermined
digital word including a plurality of bits;

10 in the second radio transceiver, means for detecting the predetermined
digital word transmitted by the first radio transceiver, and for transmitting the
predetermined digital word after a predetermined time period;

in each of the first and second radio transceivers, means for hard-decision
decoding each of the plurality of bits in the predetermined digital word received

15  from the other radio transceiver; and

in each of the first and second radio transceivers, means for mapping the
hard-decision decoded plurality of bits into a potential pseudorandom sequence
according to a predetermined block code.

20 26.  The apparatus of claim 25, further comprising:
means for evaluating a randomness of said potential pseudorandom
sequence and selectively outputting said potential pseudorandom sequence as a
pseudorandom sequence based on said evaluation.

25 27.  The apparatus of claim 26, further comprising:
means for comparing said randomness with a randomness threshold.

28. The epparatus of claim 27, wherein said means for comparing
further comprises selecting said randomness threshold based upon system load.
30
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[err] wher e: : [err] =

nferr] + nferr] + nferr] + nferr] |
merr) ek merrt = nterr terel HININUNIRHNIHe o ooabi 111y of mut ua

agreenent is given by: * ¢ L M s * Pr(k[err] =
k[err]) = [err]Alerr]Plerr] 5 where Alerr] is a weight enunerator
function of the code. The probability Plerr] that t he sequence

establ i shed by the eavesdropper agrees is g8ven by a simlar equati on
substituting p[err] for Wt hout the use of a decoder,

Pr(k[err] = k[err]) 29Pr( rapparatuse{’elnqn)% Wbmqnsa%mms(fn{edﬂnvelyk[err])
= Pr(r[err] = oe'g* s of interest to discuss
the tradeoffs inv ve& I'n suc a sequence 10 agreement system A small

val ue for the di mensinteank fori usingssail psevdoradom seqoehce as a spreading sequence in a
CDMA radio communication system.

i 5
30. The apparatus of claim 26, wherein said means for selectively
outputting further comprises:
means for using said pseudorandom sequence as a hop sequence.
10 31.  An apparatus for establishing a pseudorandom sequence for use in

-communication between a first radio transceiver and a second radio transceiver
comprising:
in the first radio transceiver, means for transmitting a predetermined
digital word including a plurality of bits;

15 in the second radio transceiver, means for detecting the predetermined
digital word transmitted by the first radio transceiver, and for transmitting the
predetermined digital word after a predetermined time period;

in each of the first and second radio transceivers, means for determining a
phase of each of the plurality of bits received from the other radio transceiver;

20 in each of the first and second radio transceivers, means for determining a
difference between each phase determined and a respective predetermined phase;

in each of the first and second radio transceivers, means for quantizing
each difference into a respective one of a plurality of phase decision values; and
in each of the first and second radio transceivers, means for decoding a

25  plurality of the quantized differences into a potential pseudorandom sequence

according to a predetermined block code.

32,  The apparatus of claim 31, further comprising:



error correcting capabi lity, but as k decreases the speed with which an

exhaustive search can be_carried increases _exponentially. The chaice
of the code paraneters is crucial since the code restricts the size
of the candi date sequence space, but the reduction should not yield
an insecure Sy’ For mgm‘m of deci siRAT/YSEGNBHE, a
| ar ger code can be used, en"lmrlm(l Mhe conput at i onal
secrecy of the system also, P[err] decr edsel, ° which results in a

good probabilistic secrecy. This is not suff|C| ent, however, to
obtain a good cryptographic system Wth increasing M thermal noise
effects beconme dom nant and an increa#é® in Eerr]/Nerr] (ratio of

bit energy to noise energy) is 20 required to achi eve a sequence
agreement wi th cert ai nmeanstfanpyaluating agardaseness of said poteatial pseygerandpm r adeof f
exi sts between co | bhﬂeﬁﬁdl sedorahd d
transmtted ener g%&?& Q'BW%%LEW (i) dm sequence as'd

PCT/ US96/ 00868  pseudorandom sequence based on said evaluation. - 35-

As anot her exanpl e, consider the use of a (31,13) Reed-Sol onobn code

over GF(32). The size of the code (the nunber of possible codewords, or bit

sequences) is3532[err] QZ[mdwﬂmﬁéﬁmmtﬁ&na%h\pﬁmﬁecy s

substantially better than that of DES 2 errfb i s a sequence of
a system using the di gMmeans forcompanngsaidrandomngss With 2 PBAAMAcss HyesHpld.
fifty-six secret bits and eight parity bits. The m ni num Hanm ng

di stance of such a Reed- Sol onon code is eighteen. Fig. 11

shows the performance 34. a Theapparatusofiolinedl, ovhessin saidmdans for companeg:s such

Reca. Sol omon codo MRt ERAPAES efinl AR aREMALT IR tled S Bhem lont.

11, it can bel@®een that, with the use of a channel decoder, the probability
that the 35.  The apparatus of claim 32, wherein said means for selectively
outputting further comprises:
means for using said pseudorandom sequence as a spreading sequence in a
CDMA radio communication system.
15
36. The apparatus of claim 32, wherein said means for selectively
outputting further comprises:
means for using said pseudorandom sequence as a hop seguence.

20 37. A radio station comprising:
a radio transceiver for detecting predetermined characteristics of a radio
channel; and
-a processor for using said detected predetermined characteristics to
determine a pseudorandom sequence.

38. The radio station of claim 37, wherein said predetermined
characteristics include phase differences between a plurality of signals received
by said radio transceiver.



keys established by the first and second users do not agree is 10[err] at
signal_to —naise ratios Flerr]/Neerrl aof 11 dRand 13 dBR for M= 64

and M = 32, respectively. This is a gain of about 9dB and 4 dB,
respectively, conpared to a comuni cat i opn-systemw t hout a decoder.

Mor eover,. Preblosmssps = k[err]) =0 and 15 W“ ‘rl{lumr[ermn‘nmmth

are about 10[err]). I n s‘m E use of a decoder is
desirable for the first and second h not strictly

required as described above, but use, of*a ‘decoder does not help the
eavesdr opper. Appllcants sequence agreenment nethods and
apparatus based on the 20 reversibility o4s-a radi o channel provide
superior conputational secrecy as well as probabi | istic secrecy.

Usi ng Applicants' inv3hti oFhe fadiogstationi ofrclaim 38 ywheesin said processor furthen be
shared, and a ke}é%,ﬁﬁh%gnce can be changed even during a communi cation
"session". In a r radi o tel ephone system it would be desirable to
establish a nevmess fordeteminingta potarial pseadorindom sequerve! baset ot saidh
registered with tE %g com‘%gl cation system and even perhaps nore
frequently, such ferences, or each tine a predeternined tine

nterval el agses. g randomness thsié!fOR vbiating s piudntiBOReudcidont @4Gencd

secure communi cati on_system cou oy conbs of 2M ort hogonal tones
transmtted by eafthselestively oupiting said NW&B pseydarandony sequence 48 saidper f or nance
as a bl ock-code B*ﬁ&&g}‘d&y%g:onb WD 96/ 23376

PCT/ US96/ 00868 - 36-
systemrequires a much | arger bandw dth, as required by orthogonal

si gnal i ng, and norg C I ex. synt hesi.zer for rating
~the tones. . %Fﬁg’%%%ﬂé\% i sror
- security is makemrﬂerb@mpnses.
a threshold comparator for determining if said potential psecudorandom
sequence exceeds a predetermined randomness threshold.

4]1. The radio station of claim 37, further comprising:
15 a hop sequence generator for periodically selecting a frequency based
upon said pseudorandom sequence, said selected frequency being used to tune
said radio transceiver.

42. The radio station of claim 37, further comprising:
20 a spreading device for spreading or despreading data symbols used in said
radio transceiver, said spreading device using said pseudorandom sequence to
determine said spreading sequence.

43. The radio station of claim 37, wherein said radio station is a
25 mobile station.

44, The radio station of claim 37, wherein said radio station is a base
station.



e

probabilistic, and different fromthe Shannon nmeasure of perfect secrecy.
In>5 particular, in the block-code system the probability of two users

establishing the sanme secret key sequence is close to one and the
probability of an eavesdropper's . establishing the same sequence is
subst ant i alooehsde- This is probabilistic secrecy. AcPussbissiunber

of possible key sequences is | arge enough that finding- the correct
sequence by exhaustive search is inpractical. This is conputational 10
secrecy. Additionally, exenplary enbodi nents of Applicants’

i nventi on have been descri bed widfein sequence establishment is used
to determ ne a pseudorandom quantity rather than a key sequence.
According to thesé exenplary enbodi ments, a_randomess tester can be
provi ded to screen out those sequences 15 whiefi @re insufficiently random
for this purpose. Two exenplary application \ Which such
pseudorandom quantities can be used were_gpf
spreadi ng sequence determ nati on and However
those skilled in the art will apprg andom quantiti es which
are generated in accordange with the present invgntion can be used as
part of any 20 function whj requi res a pseudorandory quantity as an '
i nput. For exanple, any function inplenmented in a\base station or
mobi | e station wherein g | [

a

present invention. 25
i nventi on have been

the spirit and scop¢
cl ai nms.
PCT/ US96/ 00368




- 37- CLAI VEB: 1. A met hod of establishing a
pseudorandom sequence for use in  __coomunication between g first radio

transcei ver and a second radi o transceiver in a radi o commruni cati on
system conprising the steps of: 5 inthe first radio

transcei ver wosem3sswi tting a plurality of sinusoidal signal SPCTUSS6/00888.Ch
si nusoi dal signal having a respective predeterni ned frequency and a

predeterm ned initial phase; in the second radi o transceiver,
detecting the plurality of sinusoidal 2712 signals transmtted by the
first radio transceiver, and transmtting the plurality of 10 si nusoi dal
signals after a predeterm ned tine period; in each of the
first and second radi o transceivers, determ ning a phase of each of
the plurality of sinusoidal signals received fromthe other radio

transcei ver; in each of dezstsecond radi o
transceivers, determning difference (3 he phases of pairs of

t he si nusoidal signals received; p,n each of the first and
second radi o transceivers, quanti zing gg%quM77 difference into a

respective one of a pIurallty of phase decision val ues; and in
each of the first and second radi o transceivers, pg a plurality of the

guanti zed differences as a potenti al pseudorandor
2. The nethod of claim11, further conpr|5|ng

eval uating a randommess of said potentia =
sel ectively outputting said potenti al

pseudor andom sequence based on sAid eval ud 3.
The nethod of claim 2, further conpriging Eﬂg st &g -ar%gg sai d
randommess wi th a randommess threshol d e nefhod of
claim3, wherein said step of conpar|no further 30 N | ses sel gcting
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5. The nethod of claim 2, wherein said step of selectively outputting
conpr.i ses the step of: usi ng sai d pseudorandom sequence as a
spr eadi ng mﬁ%c,g in a CDVA radi o communi cati on Sy Jcangs96/60868

6. The method of claim2, wherein said step of selectively outputting
further conprises the step of: using said pseudorandom
sequence as a hop sequence. 10 3/12 7. A nmet hod of establishing a
pseudor andom sequence for use in comuni cation between a first radio

transcei ver an

m igo transceiver conprising the steps of:
in the first rgdio t r, transmtting a predetermne al word
including a plyrality of b|tS' 15 in the second radio

- ' trans

transcei ver, ddtecting the pr digital word itted by
the first radiq transceiver, agnd trarl3@ntt|ng t he prmtermn d
digital word affter a predeternined ti¢me period; , n each of the

first and secofd radio transcdiyers, hard-deci gron aecouu each of
the plurality f bits in the pradeterm’ned dlgltal recgiye romt he
20 other radjo transceiver; jahd (ﬁg?l[le% He fi&%ﬁt and
second radio t ansceiw@rs, p] ng the har v
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deci sion decoded plurality of bits into a potential pseudorandom sequence

according to a predeterm ned bl ock code. . 25 8 The nethod of
claim7, further conprising the step of: eval uating a
randommess of said potential pseudorandom sequence and sel ectively

out put t i nowadedsPet enti al pseudorandom sequence as a pSeuGUTASIGCI086S
sequence based on sai d eval uati on.

- 39- 9. The nethod of claim8, further conprising the step
of conparing sai d randomess #M¥h a randommess threshol d.

10. The nmethod of claim9, wherein said step of conparing further 5
conpri ses selecting said randommess threshol d based upon system | oad.

11. The nethod of claim8, wherein said step of selectively outputting
conprises the step of: usi ng sai d pseudorandom sequence as a
spreadi ng sequence in a CDVA 10 radi o communi cati on system

n:(t)
. .
A T T a8 | _ T B
a1 (2)
AL na(t)
xJ'.% -~ £

Fig, 3



12. The method of claim8, wherein said step of selectively outputting

further conprises the step of: - emmlising..sald nseudorandom
sequence as a hop sequence. 15 13. A nmet hod of establishing
a pseudorandom sequence for use in comuni cati on between a first
radi o trangefjeMsieand a second radi o transceiver C OIRUTYUS96IP8EE e St eps
of : inthe first radio transceiver, transmtting a
predetermned digital word 20 incl 8t%g a plurality of bits:

in the second radio tr§§sceiver detecting the predeternined, dlgital wor d
transmtted by the fir ranscerver, and transmttingjthe

predet er m ned after a predetermned tine i od;

in each of the firs ‘hdi 0 transceivers, determn a phase of
25 each of the pl itls received fromthe other rfdio

transcei ver; i

transcelvers det er 1‘ e ~if~erence bet ween each{phaSe{det erm ned
and a respective prage ernlned chase; in Jgf\g e first and
second radlotrans : pntijzi ng each S diff nem@ a
respective one of phase deci sion val ues, WO
96/ 23376
PCT/ US96/ 00868 - 40-
in each of the figst®an on radi o transcei vers, decoding plurality of
t he quantized d|f (o2 gt ent i al pseudorandon1sequ ce according
to a preﬂeter ned bIock ode. _g '
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5 14. The nethod of claim 13, further conprising the step of:
eval uating a randommess of said potential_ pseudorandom sequence and
selectively outputting said potential pseudorandom sequence as a

pseudor andom sequence based on said eval uation. 10 ' 15.
The net hody@beesasg M 14, further conprising the step of coppaUssgNOsss sai d
randommess with a randomess t hreshol d. 16. The net hod of
claim15, wherein said step of conpar Bf‘ft further conpri ses sel ecting
sai d randomess t hreshol d based upon system | oad. 15 17. The
met hod of claim 14, wherein said step of selectively out putting
conprises the step of: usi ng sai d pseudorandom sequence as a
spreadi ng sequence in a CDVA radi o communi cation system 20

18. ° The nmethod of claim 14, wherein said step of selectively

outputting further conprises the step of: usi ng said
pseudor andom sequence as a hop sequence. 25 19. An appar at us
for establishing a pseudorandom sequence for use in comuni cati on
between a first radi o transceiver and a second radi o transceiver

conpri si ng: inthe first radio transceiver, neans for
transmtting a plurality of si nusoi dal signals, each sinusoidal

signal having a respective predeterm ned 30 frequency and a predet erm ned
initial phase;
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-41- in the second radio transceiver, neans for detecting the

plurality of si nusoi dal__si:gnal st ransmitted by the—fi+st—aeio
transceiver, and for transmtting the plurality of sinusoidal
signals at a predetermined tinme after the beginning is detected; 5

in each °§~6§5&4Hkr5t and second radi o transceivers, neansP¢¥Ws¥WW¥Wn1ning a
phase of each of the plurality of sinusoidal signals received fromthe

ot her radio transcei ver; ' in each of the first and
second radi o transceivers, neans for 7642 er ni ni ng di fferences between
t he phases of pairs of the sinusoidal signals received; 10 in

each of the first and second radi o transceivers, neans for quantizing
each difference into a respective one of a plurality of phase deci sion

val ues; and in each of the first and second radio

transcei vers, neans for decoding a plurality of the quantized
differences into a potential pseudorandom sequence according to a

pr edet er mi ned bl ock code. 15 20. The apparatus of claim 19,
further conprising: means for evaluating a randommess of said
potential pseudorandom sequence and selectively outputting said
potenti al pseudorandom sequence as a pseudor andom sequence based on
sai d eval uation. 20 21. The apparatus of claim 20, further
conpri si ng: means for conparing said randommess with a
randommess t hreshol d. 22. The apparatus of claim 21,

wherein said neans for conparing 25 further conprises selecting said
randommess threshol d based upon system | oad: '
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23. The apparatus of claim 20, mhereln said neans for selectively
outputting further conprises: ieans for ysing said

pseudorandon1sequence as a spreadlng sequence ina 30 CDMA r adi 0

comuni cati on system WO 96/ 23376

PCT/ US96/ 008%® 9623376 PCT/US96100868

24. The apparatus of claim 20, wherein said neans for selectively
outputting further conprises: 8Iq§ans for using said
pseudor andom sequence as a hop sequence. 25. An appar at us
for establishing a pseudorandom sequence for use in conmmuni cati on
between a first radio transceiver and a second radi o transceiver

conpri si ng: inthe first radio transceiver, nmeans for
‘trafsmtting a predeterm ned digital word including a plurality of
bits; 10 in the second radi o transceiver, means for detecting the
pr edet er m ned digital word transmtted by the first radio

transcei ver, and for tranfyipktng the predeterm ned digital word
after a predeteriEyed ti 1iod; in each of the first and
second radi o tranjsceivers, ans for hard-decision decodi ng each of
the plurality of ypits in th pr edet er 10-Chilit word regeived 1f from

the oth i | d d
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har d- deci si on decoded plurality of bits into a potential pseudorandom

sequence according to a predeternined. bl ock -code——20 26-
Theapparatus of claim 25, further conprising: means for
eval uati ng a randommess of said potential pseudorandom sequence and
sel ectivel %oQkbsyé ti ng said potential pseudorandom sequen®ETAS? 8
pseudor andom sequence based on said eval uati on. 25 27. The
apparatus of claim26, further conprising: means for
conparing said randommess with a randommess threshol d. 28.
The apparatus of claim 27, wherein said neans for conparing further
conpri ses selecting said randomess threﬁ‘uol d based upon system | oad. 30
WO 96/ 23376 5
PCT/ US96/ 00868 -43-
29. The apparatus of claim 26, wherein said neans for selectively
outputting further conprises; meansﬁbgr using said
pseudor andom sequence as_a sﬁﬂ\eadi ng sequence | CDMA radio
communi cati on system 5
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30. The apparatus of claim26, wherein said means for selectively

outputting further conprises: neans for using said.

pseudor andom sequence as a hop sequence 10 . 31, An appar at us
for establishing a pseudorandom sequence for use in communi cati on
between a fiywobegmagi 0 transcei ver and a second radi o transc@CVEsic08ss
conpri si ng: inthe first radio transceiver, neans for
transmtting a predeterm ned digital word including a plurality of
bits; 15 in the second radigﬂz anscei ver, neans for detecting the
pr edet er m ned digital word tran ed by the first radio
transceiver, and for transmtting the predeterm ned digital word
after a predeternmned tinme period, in each of the first and
second radi o transcei vers, neans for determning a phase of each of
the plurality of bits received fromthe other radio transceiver; 20

in each of the first and second radio transceivers, neans for determning a
di fference between each phase determnined and a respective predetermn ned

phase; in each of the first and second radio transceivers,
means for quanti zing each difference into a respective one of a
plurality of phase decision values; and in each of the first
and second radi o transceiv ans for decoding a 25 plurality of the
quanti zed differences int o?x‘é %o it al pseudor andom sequence
according to a predetern nggubtaack code. 32. The appar at us
of claim 31, further conprising: WO 98y 23376
PCT/ US96/ 00868 .
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means for evaluating a randommess of said potential pseudorandom
sequence_and sel ectively output t_ng__s.a.g.d,p,QLe.nu.aJ_ps.deaLandam_seqmnc.Las__
a pseudorandom sequence based on said eval uation. 5
The apparatus of claim 32, further conprising: means for
conpari ng swodsasrédommess with a randommess threshol d. PCT/US96/00868 34
The apparatus of claim 33, wherein said neans for conparing further
conpri ses selecting said randonmess tgfﬁﬁ’gm d based upon system | oad. 10
35. The appar at im32, wher aid neans for selectively
outputting further cynpri ges: means for using said
pseudor andom sequenc® as spreadl ng sequence in a CDMVA radi o
comuni cati on systems 36. The apparatus of claim 32,
wherein said neans for| selectjively outputtiqg furthdr conprises:
means for using said %oréndom sequence as a hdp sequence. 20
37. A radio station coryi{i ng: aradiotr'mscelvgr for
det'ecting predeternined cRardetigristics of a radid dhannel ® and
a processor for using pai dqt est ed predetermjned charfactgri sti c‘gto
determ ne a pseudor and m'&eqLence 25 Thq radi oSstation of
h
4

claim 37, wherein said pr?detern‘i ned .dti cq include phase
di fferences between a dty of signa w by said radio
transcei ver. [ —
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39. The radi o station of claim 38, wherein said processor further

conpri ses: means for determ ning a potential pseudorandom
sequence baggfhepasrgal d phase differences; and 5 PCT/US96/§0868

randommess tester for evaluating said potential pseudorandom sequence
and selectively outputting said potentﬁgl pseudor andom sequence as said
pseudor andom sequence. 12" The radio station of claim 39,

wherein said randomess tester 10 further conprises: a
threshol d conparator for determning if said potential pseudorandom
sequence exceeds a predeterm ned randomess threshol d. 41.
The radio station of claim37, further conprising: 15 a hop
sequence generator for periodically selecting a frequency based upon
sai d pseudorandom sequence, said selected frequency being used to tune
sai'd radi o transcei ver. . 42. The radio station of claim 37,
further conprising: 20 a spreadi ng device for spreading or
despreadi ng data synbols used in said radi o transceiver, said

spreadi ng devi ce using said pseudorandom sequence to

1 - Pr{KA = KB)




determ ne said spreadi ng sequence. : 43. The r@%?ggpgﬁoﬁ%
di . . . "

station.
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