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Civic Aviation Organization) provides a clear procedure for identifying security
documents with computer-aided techniques. For other security documents, no standards
exist that specify procedures by which a computer-aided technique may identify non

20 ICAO-compliant security documents.
[0003] In general, before the authenticity of a given security document can be confirmed,
the type of security document must first be identified. For example, some modern security
document readers support a variety of different types of security documents, such as
passports issued by various states or countries. In order to confirm that a security

25 document is an authentic passport, for example, it must first be determined which specific
country and version of passport is being authenticated. Authentication of a British
passport may require application of different algorithms and/or analysis of different
portions of the passport than, for example, an Australian passport. More specifically, in
order to authenticate different security documents, a security document reader may employ

30 a wide variety of algorithms, including those analyzing document sizes, static image
patterns, and / or information collected from specific positions on the document and / or
storage mediums, ¢.g., bar codes, machine-readable zones, and RFID chips.
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WD 20091075986PCT/ U S2008/ 083158 [ 0004] The process of first identifying
the type of security docunment may present a significant challenge for non
| CAO- conpwpane/desanent s. One approach is to require anPOpasat8/083168
manual |y sel ect the type of security document prior to processing the
docunent to confirmits authenticity. This approach, however, can be
manual | y intensive and Eﬁ%ne 5to_error in environnents that processes high
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different types of security docunents may be easily defined, and the
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"classifiers,” "verifiers," and "validators”). The docunent identification
framework includes a set of nodes organized as a hierarchical, tree-like
structure, traversal of which separMiMMABYunents into docunent types and
sub-types based on application of the reusabl e 30docunent identification

sof t war e [0068)lI@Seneral, the invention relates to techniques for identification and validation of

security documents, or more generally articles, according to an extensible, efficient, and
20 dynamic document identification framework. That is, an extensible software framework is
described in which different types of security documents may be easily defined, and the
framework can easily be scaled up to accommodate efficient identification and validation
for large amounts of different types of security documents. Moreover, algorithms
necessary for identifying each type of document may easily be added and selected from a
25 set of shared, reusable document identification software modules. In one embodiment, the
document identification software modules may be logically divided into “classifiers,”
“verifiers,” and “validators”). The document identification framework includes a set of
nodes organized as a hierarchical, tree-like structure, traversal of which separates
documents into document types and sub-types based on application of the reusable

30 document identification software modules.



WO 20091075986PCT/ U S2008/ 083158 [ 0007] When identifying a type of
docunent, a docunent processing engine selectively traverses paths through
t he hi er avohl@al7sgecunent identification framework base®CoUSRIns/08HS811 t s of
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classifiers 20and verifiers with respect to the new parent node. [0009]
Upon r eaciiPhignarcceastraigde further sonfirapin hgh ageuracy that sqagitadoquent has'the
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the simlarity scores exceed an authentication threshold. [0010] In this
way, the asstheiarity seiné otust bremel ipdorictahyref thefchrié dods cahdc dowsideett a potential

| dent 11 Gat ) O TRAMLES8RoARBL! Tholeibiea, HCCRNEE il okl 0% piga r amevor k

node and the traversal process continues in a recursive manner to again apply classifiers

20 and verifiers with respect to the new parent node.
[0009] Upon reaching a leaf node, this final parent is viewed as the identification result.
At this point, a set of one or more validators for the resulting identification node are
applied in an attempt to confirm the authenticity of the security document. The validators
typically use image comparison algorithms to compare any security features of the

25 unknown document to one or more known references to return a confidence level or
similarity score. The unknown document is considered verified authentic if the similarity
scores exceed an authentication threshold.
[0010] In this way, the order in which the algorithms defined by the document
identification modules are applied (i.c., the manner in which the framework is traversed) is

30 dynamic based on the particular attributes of the security document being identified. This

approach provides for an efficient, scalable document authentication system that can casily



30dynam ¢ based on the particular attributes of the security docunent being
identified. This approach provides for an efficient, scal able docunent

aut hent i caDI2000/5y86em t hat can easily W) 20091075986PCPCUUS20888088158 be
extended to support hundreds or even thousands of different types of
security docunents. 100111 For exanple, identification and subsequent

val i dati on of security docunents may involve data fromthe security
document ,beexggnded fogtwppotihienireds arexehHoasangn af ditiront tyResphicewdd, a magnetic
strip, t%gu&%gent, security inmages, or a radio-frequency identification
(RFID) chip enbedded within the security docunment. According to the
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of the invention may be enbodied in a security 20docunent authentication
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security document despite the growing number of security documents presently available
worldwide.
[0012] For example, the techniques of the invention may be embodied in a security

20 document authentication device. This device may include an image capture interface that
receives captured image(s) of an article and a memory that stores a plurality of document
type objects within a data structure according to the dynamic document identification
framework. The security document authentication device also includes a document
processing engine that traverses the data structure by selectively invoking one or more of

25 the plurality of processes to identify the security document as one of the plurality of
document type objects. Typically, the data structure comprises a tree-like data structure to
yield greatly fewer comparisons between the captured image(s) and the document type
objects. Moreover, by using a dynamic data structure, such as a tree data structure, the
data structure may easily extend to cover the growing number of security documents, and

30 may dynamically adapt during runtime to accommodate, on the fly, additional data

structures.



docunent type objects. Typically, the data structure conprises a tree-like
data structure to yield greatly fewer conpari sons between the captured

i mge(s) wWOoddEs®woecunment type objects. Mreover, by usiPag/us2@p083ce dat a
structure, such as a tree data structure, the data structure may easily
extend to cover the growi ng nunber of security docunents, and 30may

dynam cal |y adapt during runtinme to acconmodate, on the fly, additional
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met hod c i i\ I nown
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pr ocessesoffdewre%rtmqqﬁ@ct%rgf TPt %faﬁmﬁr?%%%moa e IORBYESTPG cat egori ze

and yeri fy fphes Waknawra g&ﬁqﬁ'a§656¥§ B HQFABAL KPR LRRI RN GthcRYaape of

t he docunent type objec The " met hod™further conprises traversing the
docunent dogpmenthdyectepreséntedhby dist af the doatnuaneé tyipe ofjoetsr iThb nectiorddf@rthbased on

the attributes extracte application of.1th lurality of .the recursive
br ocess e Py R T LpiE B8 SPHBRY BTnARcaeh St o e s hen:  ac
one of thRsql o Rbkiattib@bs HALREMTEHppli YRR VBHRGISraHRAST the A EsSicHPodi®sdat a
structure. 100131 In another enbodi ment, a security docunent authentication

devi ce cdaprd sptirehinaggsand apentifeng heankaeen doeumanips encedf thhplumlityrof e
i mges of, an n . upe an r hat stores a plurality of
docg(r?}ent dto§%rélg%qﬁ?'§e\é\$'§gé\?m§'t%olnﬁ%%’er gl%ggthgﬁ ?tucs%/rhl%tél%accordi ng to a dynamc

docunent [00E3|tIhfahethbt @nbddiabRe kdcurinhddcaimant Aghdultiodtadnl deyicefcotPeibdramt type
150bj ects reference a%tpl urality of recursive processes for_ extracting
at t ri but d8128¢ etuRanteEpRehEEAPIHERSCHC OTHIOTBYRESE Of Ut WHEPWaslosrngrang
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appl i cat itor dyhahivelopimead idé¢ntifehtibhfamewoirks ihercpr the phsalsty tof dohenaaptper ed

i mges, wherein_the docungnt processing engine identifies the unknown
20ddt unert &L GHESTSF atpﬁ@gﬁﬁuﬂfé?mvwmg%@éﬁéh?thayﬁgg BIREESITABOR t raver si ng
the data g {u%mages.[ﬂ@&kide%ﬁmkbﬁlﬁ)ri%mp@cnﬁl@ﬁbprBE@sihg\ﬁﬁgme ati s directed

to a conputer-readabl e medi um containing instructions. e I nstructions
cause a praygrsasiimbloeurpers tamsabycctoofrtbe dite strecdptcun edraiiaklgeslcobasad oalthd cl e and

store a palttl#irbﬁleis teXtre?cfte challjpp 1rc]atltiotny£%heo gtiu?a(fit[f o%g ?eicrﬁrszlived&%gesses to the

captured images, wherein the document processing engine identifies the unknown

20 document as one of the plurality of document type objects upon traversing the data
structure.
[0014] In another embodiment, the invention is directed to a computer-readable medium
containing instructions. The instructions cause a programmable processor to receive
captured images of an article and store a plurality of document type objects within a data

25 structure according to a dynamic document identification framework, wherein the plurality
of document type objects reference a plurality of processes. The instructions further cause
the processor to traverse the data structure by selectively invoking one or more of the
plurality of processes to identify the captured images as one of the plurality of document
type objects.

30 [0015] The details of one or more embodiments of the invention are set forth in the

accompanying drawings and the description below. Other features, objects, and



25structure according to a dynam c docunent identification franmework,
wherein the plurality of docunent type objects reference a plurality of
processeswORh@®@/476%86r uct i ons further cause the processor PCH/USC@308H88 t he
data structure by selectively invoicing one or nore of the plurality of
processes to identify the captured i mages as one of the plurality of
docunent type objects. 30[0015] The details of one or nore enbodi nents of
the i nverﬂle@iﬁa%ﬁS@f heriny@yion Wi begppaieridrasa e degcrintioniang srasvings, ped from
descripti % w. Ot her features, objects, and WD 20091075986PCT/ U
S2008/ 08§ § advant ages of the i nvention will be apparent fromthe
description and drawi ngs, and fromthe cI ai m; BRI EF DESCRI PTI ON OF

DRAW NGS 5100161 FIG 1 is.a _sch tIC en ation illustrating an
exenpl ary docunent aut heﬁ%?@g &g{ré gﬂ&ié}%l ng a security
docunent 12 in accordance with the princi pI es of the invention. [0017]

FIG52 i d0016)|E86xk L ds @@cﬁlamatw rapseseapiionyil ptratinamyl cxeyplias odyraném t hat
verifies an article r docu |dent|f|ca
Fr amowor A RER R o YR e BER n ER0beR fBo1e) i

3is a fllﬁmﬁﬂéstoﬂﬂhdmséﬁtﬂﬁﬂ ng exanpl e operation of the docunent
aut henti cati on 6lyste of FIG 1. 100191 FIG 4 is a flowhart _illustrating
exanpl e dPBFALHIGN? éra blaek diggrmsylusteringraneremplary hpsr srstare thagsersfigs an1 51 0020]

i L T ard L

illustr gitprﬂglpeesarfplh@noﬁeroat ion of a docunent identification nodule in

ser eon sNBPETGHEES i s i DaviEae syap aroring of hadboytit ppgertiation  ° ©
system of FIG. 1.
[0019] FIG. 4 is a flowchart illustrating example operation of the host system of FIG. 2 in
further detail.

15 [0020] FIG. 5 is a block diagram illustrating the document identification framework of
FIG. 2 in more detail.

[0021] FIG. 6 is a flowchart illustrating example operation of a document identification
module in traversing document identification framework.
[0022] FIGS. 7A-7C are screen shots of a window presented by a user interface for the

20 document identification framework to a user via a display.

[0023] FIG. 8A, 8B are screenshots of a window presented by a user interface to a user via
a display after a host system completes both identification and subsequent validation.
[0024] FIG. 9 is a block diagram illustrating a portion of a memory structure of the host
system of FIG. 2 in more detail.

25 [0025] FIG. 10 is a flowchart illustrating example operation of a document identification
module in traversing a document identification framework to invoke a layout matching
identification process.

[0026] FIGS. 11A-11C are exemplary images illustrating the state of the captured image

as a document identification module executes a layout matching identification process.



20docunent identification framework to a user via a display. 100231 FIG
8A, 8B are screenshots of a wi ndow presented by a user interface to a user
via a di smbagosf7s®s a host system conpl etes both identi PCTAS2@E/083168
subsequent validation. [0024] FIG 9 is a block diagramillustrating a
portion of a menory structure of the host systemof FIG 2 in nore detail.
25100251 FIG 10 is a flowchart illustrating exanple operation of a

docunent [POEHEIG EatsiadlowebgufiiBustigting axaanplp aperatiQibefmdasumedeidentificaiion on
f r amewor km&ﬂllé NI %@rs?né @‘X(?Clﬂ&n (féﬂﬁﬁ]cgitlbg %Hﬁ(}doﬁg{o i1 r gémrn[agg 26] FIGS.

11A-11C are exenplary inages 1llustratin e state o e captured inmage
as a doculveamentdeatthihg paiceon nodul e execut es a | ayout natchl ng

identific ro WO 20091075986PCT/ U S2008/ 083158 [0027]. FIG 12 is
a f|omha[3{li§%1§3§t TERT 1R & SFRRATS PRI &S 1PHSBINg thfotdRe ?01[118 iMPEatS on
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Ei geni mage docunent matchi ng process. FIrGS. 13A-13C a exenpl ary
i mages i [[0022]rEGSh A HE Cstratecnyflary 1mg¢aﬂselcﬂqcmget vasidszondoedute hy

[0020]  Fi e nRPanh TR RER o ey e R BRHS SRR Ry AR SR rodul e

by i |1 ustipaso)rEIGSapsALISh dﬂﬂlalgi@ﬁl@@grega&@ﬁﬁp 3@ cRaOlbduBsent Odlidahah act er s
within the i mages. [0030] FIGS. 15A-15D an -16C arc exenplary inmages as

docunent medulg ilbwtrwmﬁa@p@prmtmgé@cﬁmqmg a@fhmwlbesladhﬁrﬁof ng techni ques and
anal 1d Si s [E)Pf];]eﬁh 1’}&[1(‘}%3\/&1] onst ate f%mgn%ynn%% i tc%lratche ff' gte%? et and high

accuracy 0 he “syStem when i dent’i atin a cu ver si on of
New Yor k idé¢ritifging Iah@ ealisditihg @rmﬁelstaxermn &Qﬁe\d iYfolle dendr lidengdriroren sétiofenses

wi t hout use of an | CAO-conpliant MRZ zone. DETAILED DESCRI PTI ON 15[ 0032]
FIG 1 i dierspihddgiiver licspyes setoyt il&?r?fuamlﬁépra&mﬁganéMPe&m| ary docunent

aut hentication system 10 for analyzing a security docunent 12 in accordance
with the principles of the invention. Docunent authentication system 10

i ncl udes a host system 20 coUupEFAILEDaDHSCRIBTIONeader 11, such as an
ePassport docunent reader. Docunent reader 11 works as an i mage capture

deviige angoSNHIG. Ms 4 BdemSBE WprdskntdBSHITRBratie dnex@mphiry docud®aut henti ¢
security docunment. As described herein, docunent reader 11 supports a w de-
authentication system 10 for analyzing a securlty document 12 in accordance with the
principles of the invention. Document authentication system 10 includes a host system 20
coupled to a document reader 11, such as an ePassport document reader. Document reader
11 works as an image capture device and confirms that security document 12 is a valid,

20 authentic security document. As described herein, document reader 11 supports a wide-
variety of types of security documents. As part of the authentication, document reader 11
first identifies the particular type of security document inserted into the device. For
example, security document 12 may be a United States passport, a United States state-
specific driver’s license, a United States state-specific identification card, a European

25 Union (E.U.) driver’s license, a E.U. identification card, passports or identification
documents issued by various state or country governmental agencies throughout the world,
title documents, identification cards, and a variety of other document types. After
identifying the type of security document, document authentication system 10 may
proceed to validate and extract information from security document 12.

30 [0033] For example, host computer system 20 of document authentication system 10 may

be used to direct document reader 11 to initially capture a sequence of one or more images

7



variety of types of security docunents. As part of the authentication,
docunent reader 11 first identifies the particular type of security
docunent woewEe®ssnt o t he devi ce. For exanpl e, securitpcaaseensos31i® nay be
a United States passport, a United States state-specific driver's license,
a United States state-specific identification card, a European 25Uni on
(E.U.) driver's license, a E.U identification card, passports or .

i denti fi cdteilon Padon s seRIritg demant 1 3 alNpHua tee-siage processunemploged by whisht al
agenci es e [ t j £ ' , and a
vari oty GPeaRRE oSy foldn fatRAKTRE Spe bEPHY OBLNAN SEIER 0
docunent ,codfictisréat scautityelocumatti 1ans 8 sl docdibnamayf the ddoaeficd o/pedhsadaine and

extract information fromsecurity docunent 12. 30[ 003 For exanmpl.e, host
conput er A9pisef Sy @pt GHEA Ry léla@pmﬁ%%‘fvéw%r et oBansaipnt o

di regt doguoentinf &RAGEnL Fdr Qxdmbik! i@laiitior RS er%c%n%&%@%@@at@éap%’é‘d @onfror €
i mages WO 20091075986PCT/ U S2008/ 083158 of all or portTon of ‘security
docunent sturitildreyment tldpdEtaget prtlonasstidnsyestepl dymaly biylizshlathredoeethom

aut hentication system 10 first identifies,the e .of  securi.ty. docunent and
hen: conftie i MO BR Gy etidne- Papdest i RSt REhtb gy

i dent i fi gdedtiRetiBAGEIDY BhiphdmBedded HitHil 6r £LHREW felle dPBGRenEIrdthdPSELA Yy 1 n
conjunction with other data obtained from 5 the security docunent. For
exanpl e, dfpnfgtdatidnanovided hethealoawaanti nage data captured from security

doc nt dpc ut hentication stem,10 may utilijz a recei ved

from one 8P HoRCH e AR e Bt Bkl Rl AR AEET o

f rom r adidoclimestyrocysingemdihé thaalitilors 6 BFdddhicelbbpacidedidiestion rimheavek affi xed
to the docunent, or other sources of information provided by the docunent.
10[ 0034] tha carsevilydeextrafed mnd medificd soputoemppet pidds wsitadf Pt i ng
environ r - C - - : nami c
docunen{reslge er&?id? ?%Ig%ﬁ%n réﬁ%@%ﬁ%ﬁ%tﬁ%}g%ﬂeggé?ﬁ%mg‘gbgﬁ gﬁlggsdﬂgnd nodi fi ed
S0 as to cuppantntan wihikd identifebyorodlgonthes cah cswlyliriadyed) defimeindnsl. levidnagedi s,

t he docunent iq ntification fr a(gprzv\ork prrgvi des an environnment .in which

i der i fi REQSS AL AYROA 05 STCHR DT My e TRAARE MHEPTIUER RN VBICE Y 15
across difefRHantdRER aQhe S RAH folidvAQGUBBIN S gorlthfs 49 EMPBRzc RhO GRISOY
engine interacts with the frarmework as necessary to invoke various

al gor i t hnderttdy setueiggodacamcantl ad & particdhntypeendichynese cgr.iatsgcutdg dneumbent2 as a
particul ar type of docunent ., a secyrity docunment issued by a. specific
hgency. ant RV AgPesaPs aricy fnd his b dairler PRI Tl LTy glieEa T or
subsequenbr aibspRhi HAdn@BatioA0[ 0035] Docunent aut hentication system 10

begi ns the process of identifying security docunment 12 by scanni ng the
sec@? i ng (83 RRerumest ewhentication sysueH beghts thaprasessrdidentinype scouribm al | or

portions of A t ; i i stem 10
Fr aver ses SR 2 B HLR T st ol hmg G YRR PGRGREE Bl Sy
docunent ihypes fadrhadtos pasvak df S@uiiey dodemetnian Nexdadudombht dutiesnticdtionat i on
framework. The plurality of 25docunent t(){age obj.ects are arranged

hi er ar chisysiemyl 0 trverss # éﬁ%%ﬂ“ﬁ’@d@%ﬁ stofpydaa defiag p REHtty OhfeGBrne e
b- cat i 3 UG . i |
sub-ca e%%ﬁécﬁ‘ssac‘a&d‘iﬂ’gf)t%%hé)%%&ggg H%%&gﬁféﬁg%ﬁmn E@ﬁmm.e% gﬁy lieher ence

(i.e., contain pointers t Ity of executa ocunent
i dent i f i cdacinoontsgpd elges amdulaeged hictarchicallg xethetfatmh ef Halea,smidfeher septiesent

"verifiers" and "validators," that .provide al gori s necessary to
cat egor i 7818 %répg-@aﬁeg%esaq{ayrtﬂstt)if ?&P@bﬁqcag%m% agh, QbISeh RN ecs

(i.e., contain pointers to) any of a plurality of executable document identification software

EE Y

modules (, i.e., executable “classifiers,” “verifiers” and “validators,” that provide
algorithms necessary to categorize, sub-categorize and ultimately identify and authenticate

30 a particular document type. For example, each of these document identification software
modules typically implements an associated document identification algorithm capable of

determining one or more attributes of a document. Based on whether the attribute in
8



30 a particul ar docunent type. For exanple, each of these docunent
identification software nodul es typically inplenments an associ at ed docunent
i denti fi caDi2009/@bgeri t hm capabl e of determ ning one or ROTAISa08/083188 es of a
docunent. Based on whether the attribute in W) 20091075986PCT/ U

S2008/ 083158 question is present wwthin the particular security docunent

12, the processing engine traverses the docunent framework to select and
appl y subBiesfinars PEsery §yihin the papticahgs secuaibe demwrent d&rike piosassingfngdet war e

Tayout ket g argar TP RSRPEH TR af PRl AR BHRRLRAICRL B ERRY T

bel ow. [ Cl36ihemfidémificatmeseiwage moduldairelglicrau @igiremage ddvandocmatehing

identification franmework, docunent.autheniicatjon system 10 se|ectively
| vokes GBI AGOBM TS RaITITE BOrIBE AL PR T L T
moduj es tRiPrgSss portions of the captured image data and/or interrogate

security docunent 12 to obtain additional data. For exanple, when 10

i denti fyil@g36 Whpetrafersiog theatats staictioe afhatdopurogd sdsintif camgi freenefordoc ument

aut hentication system 10 starts .at, a.root npde of the hierarchical. docunent
Cdent 111 VBT R S PTIOn SET Ry VRS Rt Famie R bugh  he
nodes of doagmbdhtaa@mdicktiRAsFey RO mobfles b&s PbrtioRs oAthg RbpthvaEmEes Hargd by
classifiers at each parent node in the franework. That is, one or nore
conput at i adar infcsdgatesosntityclogumptt lgrte obtayn prditagyel detd Her waomwlparhent node
within th hi er ar chical ument identification fr rk.t et er m ne
whether (oot Er AR PSR TR0 R BoLh R s S EPRIRG b e ue.
These cl agsteinl Y Sartsait @frodthod8 af tethidriighiceisddelimichiel dsntiftod e framtwbikoas!

represented by the child nodes and arc used for general conparisons for

pat h sel €b#n Brectively tRVesey naths thraughpis rodse peihg frapieaiosle based snithasregltsiaie
unknown St | I ﬂﬁ% t
sub-docu Cr:[g% !fﬂ g?ﬁ%lg{ss?de?liﬂgd %%@2’%@% ?tzeragfl f gllr%hit Ilgoed%g? \?% nfrr no e&rﬁggﬁ ?ﬁg A subset
(e.qg., i mokeomputmiofially dffisitnt ddsaificrsayiayx bandmiliad 2e¢aeh paranonelcohitiid thivodes

that represent . possi bl e reference_docunent object types. The classifiers
may 'be D i atFhichl SorumeBt KA B HEES o o iRt 4o Gatorey PRSI bl e

r ef er encedQEuIEMNdABHEC thitRRfent hORS Aihe Wi Qifidr oML b RRarhRE RicS batehi cal
docunent identification framework, verifiers 25associated with the parent

node, t heubhickdmemsdgnesoeprbented byetie beldapylcs entl aro ua¢d for gences cortprasined by

hi gher-1evel classifiers to .further confirmthat securi ocunent has the
npbr opr | dPEPUR ARG o8 (LE SR PG hotee Bt pEhY BHHE

cl assi fi efosumdito ¢Rirhétk8§tRes bEEIRId Addcs RAF APFREMSUb @S c@thedthgpedoquaent type
represented by the node itself and arc further used in the identification

proéess, ddasdifickefonthgeiyantese sgemis fisabisch(e-g-hia thefarm efadistripeigvay3omitie stri ct
constrai 0 i.S rtj r . ect identifjcation
Fesul t - arr bl pB R abUS s FREHTRR o RO RGP TRl BB Thire

speci fi edldyiflchene Bssbicden she It of Bntddriadd-en and retdraasikf ofgfossiald verifiers

provi des rgpereenfc]; idgéu%]é[nt ggj%ctftglggsi. bl e

[0037] While traversing the hierarchical document identification framework, verifiers

25 associated with the parent node, the child node, or both, may be applied to attributes
extracted by higher-level classifiers to further confirm that security document has the
appropriate characteristics for the child nodes selected by the classifiers. The verifiers
refer to characteristics of the document type represented by the node itself and are further
used in the identification process, and the algorithms specified by the verifiers impose

30 more strict constraint on this particular document type for a correct identification result

and may be more computationally intensive than the algorithms specified by the

classifiers. The combination of classifiers and verifiers provides an efficient and flexible
9



structure for bal ancing the needs both for the high speed and accuracy. As
descri bed herein, the order of evaluation of the child nodes nmay be based
on a confwOes@a7s986si m |l arity score, and the chil d nodePairtus2aismsiisghest
simlarity score with respect to the unknown docunent may be selected. In
sone enbodi nents, a threshold confidence |evel 5or simlarity score nust be
nmet before any of the child nodes can be considered a potential match for

t he unknd¥icicipmbaencionthe needshatedr thikizk Kpecd and@ecuracyyirdwisacriieda par ent
node and HP&?%@&% &[&3158&& %%Jh&‘&i&&es' y’ﬂ\? t%t%ﬁ% §h X%oﬁ?déﬂ&g of 0 again

apply classitiers and veritrers with respect new parent node. [0038]
Upon reaQMnﬂgﬂgsb@@jmﬁbﬂ@dﬁkhﬁﬂpvaﬂmmdh@mnmmhﬁﬂﬁﬂ@maMBwhﬂmnqhoubtbmy child

nodes), 10a set .of one or nore jdators jis . applie aLte to
conf i rm t4HENANE ABTHTL F7Y dF Sekeied ebmneiﬁra‘a%%ﬁé SirehodtobdarBlosler 1o
characte rdr%ﬁh@a?ltf Ec&r@ %ug%meﬁ% Bﬁy 6?91 %ﬁﬁﬂ‘ h@&jes%n Hb %oﬁs@@cfrecpé’ﬂ@ceﬁ’tm may

be nore conput ational intensive than the algorithns specified by either
t he veriﬁh@rhﬁunhdm@ﬂmhmsbnmmemS(habsﬁou§®th@dswnedd1mwmwbéa$QQMEmed The

val idators typically use im arison algorithms to conpare

Tosecur | i 8B et op e b R RO R e REHEn e B Lo PEPR AT FEY er ences
to retur mng veANklsGENCRspRYVR! thOhew plichBiiddey score. The unknown docunent is
considered confirmed authentic if the simlarity score exceeds an

aut hent i d4038 parreasthongia lpO0BB)(1.¢-na nhdeslnvtb@fram@wgﬂfe\mthtam ehe phildradesn
system 10 traverses the d ntifl n d.sel ctlvely
|nvg es ﬁﬁm{§d§wﬁgﬁwned’ ¥§?|ca p%%gso EH% %b é%Pes 1§h93wu ﬁland

ul ti mat elsgcutl iddadrgerit NEheI K dAVSES ﬁkf@xuaenaractmu&s of iR docomesaypdpl enent ed by
t he dynam c document identification framework js "dynamc" 1n that the

docunent TFRIEFITTY kyathr &t ppdmaiapiy by mets compeatioaly BtseRthehfon system 10
to i “V°k§0§&{tﬁﬁ§5}? 3ent| | S, éﬂ%%ﬁ I%r'fh% E@grm oh Ofis REGRMIRYS! Y

i nvoked unen i cation mare mod e-starting pornt within
t he hierabmhyﬁaﬂ&ebhbdnoﬂemnaﬂwaﬁemnqgakmmnum@na@en@mmcessmpmvany based on
the particul ar securﬁb¥6docunen being identified. That is, docunent

aut Aent i SSEYTHR FAfure VBRI BT o5 g1 ToJRIERASH {0 Fora e,

second, %Bﬁﬁ&&k%@a@PSJﬁﬁﬁﬁﬁ%w&@maﬁ%kMﬁﬁmﬁw“&k%ﬁ%nﬁk%%ﬁﬁd&@&%&Hﬁhmaecur'ty
docunent 12, but subsequently apply the first, third, and fifth operations

to analyzeﬂanwmdhbdmsnhUBSﬁuﬁamwﬁahwoemﬁens@nmnﬁMyﬂmbtunent 12, where each
30determ n s onl one nor e ,at rlbutes of the

ggg{]?} ![ ngg@ﬂ :}\é:ﬁlﬁiua: Wag (ii%’ glep‘readlél? catjon s%rstern 10°taverses the document

identification framework and selectlvely invokes the document identification software

20 modules to identify and ultimately validate the unknown document. Thus, the process
implemented by the dynamic document identification framework is “dynamic” in that the
document identification framework directs document authentication system 10 to invoke
certain operations depending upon the result of previously invoked document
identification software modules; the starting point within the hierarchy and the order of

25 invocation of the processes vary based on the particular security document being
identified. That is, document authentication system 10 may, for example, subsequently
apply first, second, and third operations to analyze a United States passport security
document 12, but subsequently apply the first, third, and fifth operations to analyze a
United States driver license security document 12, where each operation individually

30 determines only one or more attributes of the security document. In this regard, the
techniques are unlike conventional systems that are typically required to statically apply

complete document identification algorithms in a predefined order regardless of the type
10



techni ques are unli ke conventional systens that are typically required to
statically apply conpl ete docunent identification algorithnms in a

pr edef i nasoar@a7s98egar dl ess of the type WD 20091075986PCT/US2830885983158
of security docunent 12 under authentication. As described in further
detail below, this dynam c aspect facilitates nore efficient and
conprehensi ve security docunent verification by selectively and dynamcally
enpl oyi npfacaeity decusrcyé &3 gader gytheptionhds dasariped & rtherdetabbrlowe®is nage(s)
itself. g ' j : - e docunent

| dent 11 CHORAR SRR SR AR b AL TS BB YO BT Gt o

st ruct ur evevificition ey sebrtryly addtigirmsieallyoemgbhiep astosfggecasedibasddrootthshown i n
FIG 1). Data. structures, referred to herein as document object types arc
used to ridpheisohtheapshies 'SEW ‘the tree-like data structure. Parent

nodes r eF{b@a’ﬁﬂrlﬁo&lﬂ{e‘ﬁg%th&ﬁic%orﬁéi@fﬁﬁ?iﬁl% isﬂ%ze @b dgé’tﬁﬂé}ﬁ’i‘c{leﬁfgﬁﬁﬁona”d can_10be

recursively traversed down into“the nultiple |evels of I erarchy. The
| eaf noddmmeprrksenhispekiciliyardogaderee-ltkepios, stmcyre withiom medoSt at es

passport unment obj ect, .a United tes driver's |icen ocunent
Pype’ on; dEioigy obol Yedebiiniadfoabaifi EIE 5n e §lsulensfiiReyp BGH ect
Some of tRYoERAEHTRBIccE tyPEs APUSEE S r¥prbdtinhedch@oliE AMMBIMHLK tIBYikE Astaude one or
nore stored inages or tenplates as well as a set of specified

char act erstrgetues Pesertiapdes repiebant gekgareatoe seneateaeigre hdoquypsat bippeatd danom
anoyer . QL X0l & o R B £ SRS BRISRILSr HORUIEDL, PR PREGS! MY
e Olia a ?e Wa%e ni ed { pas % as Wwe

conpri se an I nag np ates spor as”a set of

char act erregricka$ sgieifidddegmehtety p&ss bigl, andetedfStacdmaiporeddcandaidype sopa, at t he
bottom of the United States passport tenplate ima,?e, nmeasur enment s

del i neat i Wiyjtadn¥ates didesrsdicepte docpmentiyee oled of & HaitedeHpicatdentifigafiopchgy dat a

di Ced e | ot L .
char act ert P R e R B b R B Mo Py e s e
dat a st r uatludeowf ortrhere fstoaereingks ot tewnpkitesasongl ra wookspexiGied thdrheeristics

classifiers, ,verifjers and validators referenced by the dqcunent type
obj &%t s. th é%alw@iva%tq% PEHTERLUYBY Owseér%wnqtggn%ﬁor PR QB thar o

modul es ik pelan OB At BB G} L SHip e 0o MPUnERAO URRAES Skl

docunent type object to the captured inmage(s) or performsonme other
anal ysi s mbspohtersiwrdlgs ackat of dwadhcterisoeshdefindrgtthe otxtuaicnedoffa machimercgdale i t y

docunment so as,t roduce .certainty value indicating a degree of

st ari e foe Bl G iR bt e AR BBy cat egory, or
parti cul afelil@eMBRRY plhyddfont bf a ler@ Qlithed tht YerisihtdCaRIRREURtAdiRICRA@MMBbIl e or
calculated mninumcertainty level for nultiple classifier and/or verifier

30 @&socidetesarining heaclghyeprsititid dCtvase yrEous dgtastsnisiiesat i on system 10 .
R s
cert ai nt yfranadwigk Liposking ashdmgoRnBcQitabiclasdiead, weeities. and Wali2HHI1075986PCT/ U
52008/ 08?;%?6?61106(1 by the document type objects. Depending on the particular document
identification software modules invoked, document authentication system 10 may
25 compare the document type object to the captured image(s) or perform some other analysis
of the image data and/or other data obtained from the security document so as to produce a
certainty value indicating a degree of similarity that security document 12 matches the
category, sub-category, or particular document type. If the certainty value exceeds a
programmable or calculated minimum certainty level for multiple classifier and/or verifier
30 associated with a parent node, document authentication system 10 traverses multiple paths

through the framework from that parent node until the security document 12 is identified

by ultimately returning the highest certainty value upon reaching one or more leaf nodes.
11



10042] After successfully identifying that security docunent 12 confornms to
one of the plurality of stored docunent type objects, docunent

aut hent i c0I2009/5y86em 12 perforns the authentication pr@®CEd:s2008/080188 i rm t he
authenticity of the security docunment. For exanple, docunent authentication
system 12 nay anal yze the captured inage(s) to det erm ne 5whet her one or
nor e occurrences of a stored reference inmage arc present within the

security [B842]niier supgessifldy pdeplyamcibay Wﬁ@@yrdecweﬁéﬁtcoufomﬁ iy @IF?eOf§E%ur ity
d t
ocunen Lpé&gﬁg,mgr@d‘&&%ﬂ{ehf@tb ﬁﬂ T SA Mk e[(;}?ﬁ’en%&}’dndsg %&S

(e.0., or visua security cunment 1 en properly
aut henti mt@dtlcdtfontﬁn@eseﬁowmﬁn& thermg&nnsltymf thpseseint doduirienn Edrexempleyr ed
i mge, d(c?umant a entl cation system provides an 1 ndl cati.on that

security a&eﬁ%tr?ﬂl Heation SYStHR 141t Y&artrva@mr%m%@ QIdiRRY be
deni gd. %oheopﬁer@&dcgﬂen@cs HFQEtoFEd%Fe?eﬁ%@%lﬁ ¥ g%arr%rm&%eont 0 view

frame 14 of the docunent reader . View franme ccurately | ocates
securi ty sdogupdntuni¢htwifithe rd@pmﬁt mtage @tpTesent:wrtbmrtbm seuofy dwoomeeit

aut henti cati on tem10. Int exe ry empbodi nent 15 cunent
it hent 1 ek SR RieE 8 sklrdDatH R R0 FRBTDPTTS & ARhicrag e YsuEl 1y
docunent iz spbafp do&ﬁﬁ&t D @Ws bhdeaPRo dp'|a4 y aufhchBfReE NP AR e iHACURROE

aut hentication system 10 may inclu nore than one |ight source, such as an

infra-r ecpr@srepay withigithe e'ctmrre@ 1pgae, doqyment mthf_m-c@rl@l ssterUN provigles agour ce.
Doc Yre nt 1%&1 tc?.] 10n thgtastelc%ﬂy %X? trgent :![9 ca I![IHOE IBg ut'om% 18%1%12361%5:&1%9(? aﬁ:dle 1%5 uge devi ce

to capture rom security eycapture
devi ce majenfed. a CNCS i mage sensor, such as a charge coupl ed deV|ce ( CCD)
havi ng an array of pixels, a canera, a |ine scanner or other optrcal i nput

devi ce. HB831dpop 19@ an%yr PlAecESaRtrityApgnacst |2 patp i digmerld afdhg ssue

d t
other opdioapmERtesld 19, VIRPRaOE 13 sckHhEl/ BORL R0 ddkodlof baRifl riBied P 19
l'i ght souboeheraymbpencady afsibednﬁhraoﬁxghtuatlba mgecrd 30 In thicersmplaeserhbatimant

m'nirrumvl oamaxr m val ue either .auyt tica y st. sstem20 or
baséd on 9 rrEﬁt FOGHPEPLNSBl P G AR Tl lg&gaur%/r‘ég tBP' ecurity

docunent s%é’urit?fdchh&W 165 pTed dftto ViQG BaRfRL 47 Qﬁ‘g@rhe ddhb6@RlcHsedo@nkgaAuence of
one or nore imges of securrty docurment 12. The captured | nages may

r epr esentauffichtication spgemi Idrmayf inskdamory thdo cuerbipht sbarcebuich ty pi tdrakipd (o

ggg?géu rleld ht Soutecand o a t%-vf%llet (Bj\/) ?i tusrou}r L. ERCtmhent au%hentlca{]fa A% systeI%t e

further includes an image capture device to capture the image data from security document
20 12. The image capture device may be a CMOS image sensor, such as a charge coupled
device (CCD) having an array of pixels, a camera, a line scanner or other optical input
device. Host system 20 may interact with security reader 11 to issue commands for
capturing image data, interrogating an RFID chip or performing other operations relative
to security document 12. The intensity of the light source may be adjusted through a range
25 of intensities from a minimum value to a maximum value either automatically by host
system 20 or based on input from the user.
[0044] After the user has placed security document 12 into view frame 14, document
reader 11 captures a sequence of one or more images of security document 12. The
captured images may represent all or a portion of security document 12, but typically the
30 captured images represent all of security document 12. Image capture device 11
communicates the captured image data to host system 20 for image processing. Captured

image(s) processed by host system 20 can be displayed for examination on a display (not
12



comuni cates the captured i nage data to host system 20 for inage

processi ng. Captured i nmage(s) processed by host system 20 can be displ ayed
for examweatoow7ssea di splay (not WD 20091075986PCT/ U 8200820888888 shown)
associated wth host system 20. Host system 20 nay conprise, for exanple, a
computer, |aptop, nobile personal digital assistant (PDA) or other
conputing system having sufficient processor and nenory resources to

anal yze thewehpserigad witidessystemaihpiest spiem glmeay @mnalie foperaatnion of host

system 20 s a bl ock
di agram i @s%eggtﬁﬁggqg%ﬂee eefrwhgﬂﬁé ﬁ%% %thlgigBA%{r Ogagéoglﬁ?lfﬁ %&P’ cgftnes an
article, muily safficsec proeb%odm&imembryl@s@ircdéltﬁiana’llyzeameoapiumg 1magez(s)dynam c
docunent i den |f| tion framework t identifz securl %e ﬁ

accor dancedMhee ufﬁ“iOH@P PRI @RSt fpteht TR dl%“g’c ahal yzes

i mage datip|Z2 and optionally 1Oother data (e.g., RFID dat a) received from

docunent reader 11 (FIG 1) to dynamcally identify security docunent 12.
10046] | 0048]Iex2inp Bochdisgrasyidluematdg anestmplsy bostisysteen A0 drat ace 24 to

receive da e d RFID data) from rea 11. Data

|t or  acdudiniySin P wihRpreuny Ealthar! Do eoH BRI e f ace
for commipice@abhti@efichtiSORLTBRbIK 6 3d@kifildecus dbeaMeAtIer in@X¥eTRARe viat @
interface 24 may be a universal serial bus (USB) interface. [0047] As shown

in FIG 2he H@m;pd@mf th emiention atlpgnystemd@worlyzauimegy de 22@9&99@11%@@ as a
tree:like r of n e epresent
cat Zgorles ofdléll @r ﬂﬁﬁa%gadrecréfved "%Xcanéeélg?egégr lovmﬁé g“og?}h"ents or
specific 1tiMﬂﬁ“y@écusle_>catfduméndD2:unents Each of the nodes of document
identification framework 34 ma%/ i ncl ude one 2Qor nore references to a set

of documdA04a]dahip mﬂéa@lpdw%w @ Inghygas & data Interiage J4feIreses BfaEH f i er s
veri f t , 0

st uet LSt PRAMS YR) LOR B EmitreERET) PDAMIMERCON ALLLEXEENAME o)

char act erscsili C!I?f)amﬂlehheﬁéwwel1htyrfdmﬁ)ﬂecﬁtt1muﬂs$am@wﬁh doplnegnt ecadeof 1. cAsassi fiers

47 associated with a

Zonds ( MREROBET Bl BECRRTRFRI] BERPP BATORT NG BbCET bSOy TOA et LU,

narrowi nqogenmad B whah #1Gi BldotWRER i®hniGeRIgN! ﬁéfn%ﬁ@ﬁ@ﬁa%r BeQcfreR@Hidd £ul ar
class. One of verifiers 47, either associated wth the parent node or one

of its chitrat- lmlmctum@lyavmg 4 hleralpy ofesdss tlgcriviie It0des:mpfasenhcalt¢gor1@ opecific
sequence of teéé i dent sisp n this

respect, Ve dgFunggs, 8‘6‘?1Fir‘tF%RrF‘ﬁé’fé?ct“F%@cé‘?GB% ?rasé’%/Rﬁ @;Perﬂfﬁﬁ%’rw evel
cl assi fi efouinBnth hBaOGURNE NSk o€ Boflin®in@ [dehM fictida Fradsework 34 may include one

20 or more references to a set of document identification software modules 41 that includes

classifiers 47, verifiers 48 and validators 49, each of which contain executable instructions
defining processes for checking for one or more attributes or characteristics of a security
document. As one example, one of classifiers 47 associated with a parent node may
determine whether a machine-readable zone (MRZ) exists in a certain location of the

25 security document, thus narrowing down the potential types of security documents to a
particular class. One of verifiers 47, either associated with the parent node or one of its
child nodes, may further process the MRZ to confirm that a specific sequence of text
identifiers is present within the MRZ text. In this respect, verifiers 48 confirm the
attributes extracted by higher-level classifiers in the document tree hierarchy, such as

30 whether the above specific sequence of text identifier is present, e.g., “AU”, to further
narrow down the set of possible types of documents to Australian documents. Ultimately,

upon reaching a leaf node (i.e., a node in the framework without any child nodes), a set of
13



30whet her the above specific sequence of text identifier is present, e.g.,
"AU', to further narrow down the set of possible types of docunents to
Austral | aWocoeunTesss. U ti mately, upon reaching a | eaf ROBAISEIO8MS8315H node
in the framework w thout any child nodes), a set of WD 20091075986PCT/ U
S2008/ 083158 one or nore validators 49 referenced by that |eaf node is
applied in an attenpt to confirmthe authenticity of the security docunent.
100481 H¥E o preglaptaryd? dersneed hydhati lpafaode seappBed Hian qiteapt teeondirmay out

editor BQE%WF%IE%V%M%%C&@% éq@) may edit data stored within a

dat abase ticular, user Smay interact with a graphical user
i nt er f acq0M48}déowt eybtdny 20 aydudes edis¢rantef@cd 28 thdi produlesiataybut gdes 3@t ored to

dat abase 32 to extend docunent identificati.gn franewor 4 to support

di f f er entVRRSCUMEHCT (R S%OW Sresd (gstore V@ﬁ%a_ "?%Sﬁéés?n RUTSRAT T

integact Wit ied &Y QHth a?%‘afslﬁ&al%@eﬁiﬁte%&’%‘e&éﬁteﬁp&ﬁ_ l'a%éht%dﬂ@ﬁ@(ﬂt‘a%’dﬁ%%urhé&ﬂ?
to dentification f

object for ‘insertion i docunent i ramework 34. At this
tinme, theypsetoredito diddbape32 toesx&tndrdobumers igerddientiont TamdWorkte¥4i tn suprivet
category, ,.sub-category or individual. docunent type. In addition, the user
ay " asso e TR HER TOh LT B A e S TR BE SRR o
exi sting tgP3d tiBnfa0y s?éc@ﬂy%gféwaéodﬁh@ﬁﬁiyfab 8bjRctibr iné&rtibh iftb Yodfnaind

val idators 49. 10049] Alternatively, host system 20 may be placed in a

"| earn" ridendificatiendapmpverkyddugddhis tides theener maeAefirfd theaitabutés prasonbiok 34 upon
receivin n r ing. i ta. and ot h data 22.from a t | at e of
Lonahty RO RERESE, Wb LIRER SPH R P AR RBR, STl bR e The

dat a and asicii@athecbinieitddict BeiAg BWHEDWINBAE ot MPR R GCIxisting algdaiehment
identification franework 34 that conforns to any identified attributes of
the new tfopEosee aeelasifisys dboHbats 48 rodsehdataisstY. user i nput 26 nay interact

W th userphidie : i, f 0 edi.f »
obj ect . duiIZNERAER, by RRRGh 21 MRS iR SRk FRAAGUIERE L e
and val i discomsnt48crasrotomfradewoikiddauponeedefing e plocessmntimbypéatobpect, to

insert a new doc nt type object either manually or autamatically, to
remve a Oa%if&ﬁ{@r&%%é tEBpltof e DR Péwuﬁlweflq%ra@gt- i ﬂa%emaﬂ}ost_y
identifi Gtk fBORYQIKe iRa BAd %tbﬁlhﬁ&allglhﬁse?tgBln'eﬁzsacfo'c%eﬁftyﬁé a5sdtfihegrs 47,

verifiers 48, validators 49 and other comands. As such, a useér may
25engage doaymant idelitifionti@0fremewaikl B thetowofremts to aentditifoalt dtobufes afitheor k 34 to

mor e qui Gil Y b ISPl SRStbLY document types.

[0050] Thus, user input 26 may interact with user interface 28 to specify commands to edit

20 a document type object, such as commands that add or remove classifiers 47, verifiers 48
and validators 49 associated with a pre-defined document type object, to insert a new
document type object either manually or automatically, to remove a document type object,
to re-order the nodes of document identification framework to prioritize the application of
classifiers 47, verifiers 48, validators 49 and other commands. As such, a user may

25 engage layout editor 30 to tailor document identification framework 34 to more quickly
identify security document types.
[0051] The image data received by data interface 24 may represent captured image(s) of
all or a portion of security document 12. As discussed above, the image data may contain
one or more images, text, MRZ, barcode, watermarks, or other information. Host system

30 20 includes a document processing engine 36 that receives the captured data and performs
the above described identification and subsequent authentication processes. In this

example, document processing engine 36 includes an image processing module 38 and a
14



100511 The inmage data received by data interface 24 may represent captured
i mge(s) of all or a portion of security docunent 12. As di scussed above,

t he i magewoan@/areasecont ai n one or nore i mages, text, MRECTRSL@S86#83158
wat er mar ks, or other information. Host system 3020 includes a docunent
processi ng engine 36 that receives the captured data and perforns the above
described identification and subsequent authentication processes. In this
exanmpl e, dpsemsRidensifisatiesmadule Agiteperien the [dgereserd pdanHgHIBRESS| ng nodul e
38 and a 3 i {4 j on nodul e
30 10 per PN RN AT At S b P

engi ne 36&oafiso thamithasatdocfnisntecaityiontinc@tanod idendfit® ad@ a datacotiédtiom t he

aut henticatjon of the security .docunent_ once identified, .and a dat
col | ect i dﬂ%ﬁﬂf‘ﬂ? @aaaxtf%stre@%fﬁa%tggnwne@%ﬁhq HHOF e HTUARGIAERE At i cl e,
C.0.5 Seodé'iﬂgt\Yer%HgHi?QﬁtRi@ticﬁ{%ﬁ! 'TxggéérgE%lﬁf &fa 85\ cab Hféﬂhle%trﬁ&ﬂf e c%’él%epa” icul ar

data col | ectl on nodul e may eng ocunent reader 11 to rea ar codes,
i nt er r ogatosuRENtDeater pb fo @ad berea@desraigmaogate BFID pbippraad ecnd roagrsgc sirips y

docunent 12 her eby cpl |l ecting.,additignal d t ha not be contai ned
o the i gentet e ey Raydn” HEED e iee Dbt Tge els. T rage
processi ngnimdlif tiR8niBYy dhtavoke 10i mage pre-processing algorithms to
generate better quality gray, color or binarized i mages fromthe captured

i mge datl@05HdIppurcpasias thregaptuicd tnrres alajsy beaseqeeccesipg modulei d¥egassinaplee
referred. C ur. | hage and " red.. es”.shaul d .be, construed
o Mhan dngef ArsCRBLAREE sl aRE: odl e IR AR ol ot RERRLCOr Tty
docunent fish tHe@@RIrE De8 Hafag RIP Pulpesa3Serdy, thiat pFdtesied whgtikaimhp@gee
processing_is necessary based upon 15the type of |ight source used when
capt ur i ngcterEd foryeptiaCdyimaggs, 90d | papiyred surdss” phaple BoeansEuedkiomasan arage

Pr ocess! Mgy BL AR TiocQd BRRE RO CEIAY o 38ARRE Solndib e CRRLIY o

i mge(s), e ackgroun I y require certain
i nver si orprocmgieg alogalei I8hmsy ddDoreent tvacthomigegd atactsig: ibaecesgare bpsedapss ed,

docunent 'dentif¥c€tion nn%glg 40 furthgr.anal zes ? %page data as wel |
as 0t her tAabRcoblig I FOHICR ST AT AP E HYS; tBR G ut-&- 804 18R SPHCR! Yy t he type

of secur ity iHOGCHIRTmagk 9&%_@%@%@&&'11&@%&?@5%%11rc%ﬁﬁh\égﬁ&tsch&@aﬁswé@d

i mage data, document identificatfon nodule 40 traverses docunent
i denti fi detage(n), Erzarmeleok kacBgrasmdmath light that alasseud2 cedaigiinveesion deagei fy t he

aent 1) AETH - QRSuBr IS S P P e oS b b R R e s
may resi dg fah&cably¥eddht B MEADK Y N otEO R SBtain ERABRBAE cOBSH¥IMAIduRoSt
SyStzc()3 " 204;4 tg ?g\gl\{i?; ‘Ehelt{)pe of security document.
[0053] Specifically, upon receiving the captured image data, document identification
module 40 traverses document identification framework 34 stored to database 32 to either
identify the security document as one of the document type objects supported by document
identification framework 34 or reject the security document. Database 32 may reside
25 locally within a memory or computer-readable medium of host system 20; however, in
other embodiments, database 32 may exist remote from host system 20 and couple to host
system 20 via a network connection or some other remote access method, such as a virtual
private network over a public network. Database 32 may include any type of database,
such as a relational database, or any other type of memory capable of storing document
30 identification framework 34.

[0054] Document identification framework 34 is organized as a tree-like data structure for

casy extensibility. As described in more detail below, document identification module 40
15



ot her enbodi nents, database 32 may exi st renote from host system 20 and
couple to host system 20 via a network connection or sone other renote
access mawbaedp/ssesh as a virtual private network over aPpURIS2@8i/08318%r K.
Dat abase 32 may include any type of database, such as a relational

dat abase, or any other type of nmenory capable of storing docunent
30identification framework 34. 100541 Docunent identification franework 34
i s or ganitvarsasdecumeatidentdicagan Aragepges 34 by sddpctivgbyinegkiega phirality of  As

20051075 GHBREN 3 00aT 045 TEmv I AREY I b AR MR TRANIE Y, Srevior
34 by selsecirity dbyurhent ak bgofahp blurdity by defunehasse bbrrs stbfed toatdctiments 48 and

validator.a 49.to categorize and ultimately identify the security docunent
as one ofl I¢HEICAIRN HpPEYOKt3docunent type objects stored to document

i dend i fiqghsq %ﬁtéﬁfﬁ%@@[ d%jélumgl[ltqgéﬁﬂﬁcé{i&ﬁfraﬁl%@éf&rﬁli, H&Lﬁé&l}f’%ﬂ%ﬁcaﬁon

identification framewor , docunent i1dentification nodul e may
comuni canhedulh40 mdg womimuadtato/the idehti§ ed type of scbootndoruncot toseer interfacd 28e 28,

wher eupon_user interface 28 may present .the chosen doc nt type.to the
user -t a uiEpiay 5 PEASeSH BTk PREN Thectneth ORFRR REF IR BE ey
conf i r mat430/r Ao by IR fisRFlUA k&@Hatively, 858t cEASRnatieR Ayl iR BE kdquedd | Bl t he
security docunment as a particul ar docunent type ob{ ect, l1l0docunent

a

aut hent i ¢as¢, gpomisigntication oé dicrrscuriiy dacurnenies & aeitionlas deqyencnatypd @biset, bed
abovye. Thyoughout .eit.her of e dentifi Lan. or hent,| i st ages,
\§ o2 AR authé:lr}flcéa ion mo@ltl]eeij[ ?%&rﬁs tlLe fff!thelﬁ%cagon g?%em%% hees%?l%)reacg %)(0&7%;

dat a col I'€ction o e nfrormati on

r equest edriro@ihodasietaasLthd 2decnécstiondrhathichtation stades; da bl gutioa essiulgdengi ne
36 typically comuni cates the result of authentication to user interface
28, wher dipbrctissenforpmaten fom the ipreespnequcstsd sroppdaiphase 82.198r%pl ay 43.

Di spl a j,0el IO |, 5.0 I el

di opl ay, B AE W b Sl TR Yotk e B BuBRTE ) ey
type of diuiphtiyatmapabse intrfpreeXte nhergp@r eehintafack @8tpresamd this esolt t¢ 0056]
Host system 20 .al so_include a que data struc 4 ! e 46") that
st oﬂ%_syr B mléﬁ@vﬁﬁ é&fiyaﬁgaﬂ%ﬁq@%@%tﬁ?&%pﬁy HD: a%‘aﬁaﬁx‘éﬁ@lﬁwy’ﬁ ng
security AaeUBHIlay, a2afddLPR tHhE tEET)Lig! opﬁﬁsﬁﬁéﬁtyﬂ@wgué gaéﬁgle%tﬂ ect,

for exanpl e, docunent processing engine %é may storé the St at es
passport mecatengraplips tolj adtvideo. a ref erence thereof to queue 46. Upon

dont 11 QAFS T RRE® 2b Ty B RlsaRal et T bt T R tent as
one of t hecHhaGudmmiticd MBEuINR B DbRICR! athub,QipdH eaditifhln D edcarfisy ddcamehs] Ng;
docunent identification
20 a United States passport document type object, for example, document processing engine
36 may store the United States passport document type object or a reference thereof to
queue 46. Upon receiving a request to identify another security document, document
identification module 40 may first attempt to identify security document as one of the
document type objects stored to queue 46 before traversing document identification
25 framework 34 for other possibilities. In some cases, the next identified document may be
another side of the same document. In this case, document processing engine 36
automatically correlate the information and combine the two sets of information as one
output. Although shown in FIG. 2 as separate, queue 46 may reside within database 32.
Host system 20 may include any type of memory capable of storing a queue data structure
30 such as a Random Access Memory (RAM), a magnetic disk or hard drive, a Digital Video
Disk (DVD), a Compact Disk (CD), a flash Read Only Memory (ROM), and a thumb

drive. Alternatively, document processing engine 36 may alter the arrangement and/or
16



25f ramework 34 for other possibilities. In some cases, the next identified
docunent may be anot her side of the sane docunent. In this case, docunent
processi yoenga189886 aut omatically correl ate the infor meCran2@s08n6srbi ne
the two sets of information as one output. Although shown in FIG 2 as
separate, queue 46 may reside within database 32. Host system 20 may

i nclude any type of nmenory capable of storing a queue data structure 30such

as a Randbemalcradl OW%W%‘( idanjficaor g metioes ¥ asrto prioRazgreastyddeifidgi t al
Vi deo Di zﬁe(slg\f@%ﬂur@g@m%}s Disk (CD), a flash Read Only Menory (ROM, and
Ve. t '

a thunmb natively, docunment processing engine 36 may alter the
ar r angeng@05gidGo3 i 20821016886 RE Tk dn 02 0082083 a6 ¢ tdvaweers alithpatidatiof

docunent identjfi ion fr work so to prioritize recently jdentified
types of Sgétewrlgwc@@cﬁn%w@@? &%Wﬁeﬁéstosewe&r FIoBAPREeT] DPESPIAR g
exanpl e opefAlh RS sublhgs AROHIBNdcAREBE FalWalk $¥5f B %,Oac%rd'fﬂgt‘%g atlb £

Initially, host system 250 stores one or nore docunent type objecC
dat a st r utyname, dsunkniadentdmatrem{raindentk. fiNcdtd wier plaegsenecirit34doofméitG2, 2,

according to a dynam c .docunent identification franmework, X, .a user
o acea o utfars PYNETL SRS VB TanE R e Rk ehi S TR T hior i
under i MegacEARdsWng st £8Rqliénct 2Pbne bOHbresptues i%&gé@@ﬁde&&&gx%@@urﬁéxﬂﬂ@s a
sequence of one or nore captured i nages of security docunent 12 (52).

10[ 0058] (6Ake stored, host system 20 identifies the captured image(s) by
L aypr ! SN L IR L EALI P ATRIOLS 34y ERS1. BySEm A0 (1 aver ses

the data's ure I'vel'y ‘rnvoki ng one document

i denti fi chtim@entsoédtiRttornBantesrkdl. tiost shatdnh DY trah@sdsnkon omn seloauddyt as one
of the plurality of docunent type objects stored to docunent identification
f r amewor KeBgtiyadijnvoirig oy RERICES elodasrasnt idertHicefipr saffvee modplesdhde k

specifie i i r I i

ot onsi b T Bl R5o 0 B uaRRTcl a P S¥the DR B b FUARNEL HEE RRER sied 1o

i denti f i ccuoontfidangwetidn Spacwdikest ©he Phodypaolic dauntenaidentsficagon edi ti ng or
del eting objects fro and inserti rlll%Pob' ects to the data .structure, or nore
gend? al | yFaRGOTR SRRcHiics| SUHnGRioR CRIURINE 14t e dath %@}cmrwa?al%@ﬁ%ﬂ%le,t ype data

struct ur en3hle 200 QBRdnt Vet ik dgo HHaniiE GoduEent HERQRAD. A THIRR ork %‘écﬁ?e% no
mat ch is found and the document 1s rejected), host system 20 may

aut hent i ghe¢ protdvel &eduarersmngded imeot ddbdmgdbigetrrarheandvadcirtaly objeops wftheert ai n

et 11 ctautieRge-SEFRFT b’ (B Slopaiot BRIl hBR

process neye 488 4tdcthd 3pdentification of the security docunent as a United

St at es passport docunment type object. ,
20 [0059] Upon identifying the unknown document (unless no match is found and the

document is rejected), host system 20 may authenticate the security document based upon
the availability of certain security features specific to the particular document type object
identified during verification (56). For example, the identification process may result in
identification of the security document as a United States passport document type object.

25 Host system 20, during authentication, may access the United States passport document
type object within data structure 34 to determine security features relevant to
authenticating a United States passport. Host system 20 may next invoke the correct
processes referenced by the document type object to begin authenticating all relevant
security features by, for example, reading a MRZ, performing various image template

30 matching algorithms that search for watermarks, reflective insignia, or other such
markings, and scan the text for consistency. Once complete, host system 20 may display

the result of the identification process, the authentication process, or both and other
17



25Host system 20, during authentication, may access the United States
passport docunent type object within data structure 34 to determ ne
security wearuwesssel evant to authenticating a United SParTasS208983168t. Host
system 20 may next invoke the correct processes referenced by the docunent
type object to begin authenticating all relevant security features by, for
exanpl e, reading a MRZ, performng various inmage tenplate 30matching

al gorith rﬁ@”ﬁ"ﬁé‘ﬂ IdQratatian o UbREvEr HipIRY 43 PEPIodeed A qthaisyisbic awho of Wavalsuch
mar ki ngs,;, 2 the text for consistency. Once conplete, host system 20
may di spl ay t sult of the identification process, the authentication
process, [006ﬂjcftllfﬁ angla Goweliart¥iDuRABAMERZ5ABERGE dHoS0BE 083dh B0 doFlE@CT d

i nformation to, a.user via d pla 43 or, produce an he swtable audi o or
vi sual i rditRedstail 3%)“ Syl Ventes seoity BORIBR ASOL FIG1 LY ?%?tYZﬁ]@% #xanpl e

operati oncQt ofOSHhnF¥S IfdPea? sbdﬁn@ &%cu%ne'nf‘ li UAL B@srcrlggd %dve RsLysipsbem 20

verifies security docunent by analyzing at 5l east one captured
i mge of reewwasicaytuthicumge(s) dizecwydlesmnﬁbéd vahdate intéréest 24 (6@)dor PR- r ecei ves

captured im é % af sec r|t§ docunent 12 géa data interface 24 (60) for
pr epr ocedEPHG B PUE POTEESTHE® Fiele-2ngi ne 36 10061] Docurent

processi NgoéIMesuditat pRcSRingaMREE S88nd TREANRLS 8 ef}ﬁowgﬁﬁé thodflctI¥ahatnay
det erm ne whet her the captured rnmage requires furt i mage processing to

facil i t atreayldai¢reningehether bacipnred naagurcheings f@ﬁhftromagqb n@@s@@g to dmylitatgpon
det m mtﬂeq (#? 9 %%a)ttlog aﬁ&l Qutﬂ Iﬁgca{lgf? ﬁroces%gs d{??gsggg héter%?l tﬁ"‘%%’ Pag?ur&? sing

(" YES' proces rmone

i mage enhﬁmgefﬁqntrem@mamhmgb@rmb@ﬁ@e‘YtHB%’ ttarathi 64’) ﬁﬁagehﬁo&aﬁﬁglﬁ@dullenage
(66) and, once finished, transmt the captured i mage to docunent
i dentii fi c%?tm@hp?fﬁam QNeAY TRQSE 1mé&erﬁqhﬁm@at@pbﬂgorllqhnﬁdo ﬁmatnﬁ%léhemab@ Hitkcessi ng

I's requi regh Jofinhg %)%H&%ncg‘ﬁ}ush Jr%ﬁsrﬂft%e %Epa%‘é'u?dg’ﬁuﬁé nsmis the

captured 1hage to current entl I’catl on |dent| i cation
directly. 1déxﬂﬂﬁ21]101fmod1mte A0 fodidodtiffdated.i Ifmorfndhﬂremé@e proctdsmipas rdghaed

identificatiQ cess traversm ment ld t|f|ct|onfrarrevvork 34
frofta rdo%o%%@ & ke preiRsves RO @@s?g TR I P SRR o

i denti fi cRbi@BnTBdHIRatCh HEBMulE ﬂ@\f&rﬁ@mﬁ%’d@iﬁﬂfredt@en“ fication 20framework
34 according to three levels of control for highér performance. Under a

first [0062] Document identification module 40 initiates the identification process by
traversing document identification framework 34 from a root object of the framework
(68). Generally, document identification module 40 may traverse document identification

20 framework 34 according to three levels of control for higher performance. Under a first
priority-based traversal method, document identification module 40 may traverse
document identification framework 34 according to priorities associated with the
document type objects stored to document identification framework, where the priorities
may be predefined by the user. Under the second queue-based traversal method,

25 document identification module 40 may access queue data structure 46 to determine which
document type objects were just previously processed and traverse these document type
objects stored within document identification framework 34,. Under the third dynamic
traversal method, document identification module 40 dynamically traverses the full
document identification framework 34. That is, document identification module 40 may,

30 starting from the root object of document identification framework 34, invoking one or
more of the plurality of classifiers 47 referenced at each parent node object of the

framework. Based on the results received from invoking these classifiers 47, document
18



priority-based traversal nethod, docunent identification nodule 40 may
traverse docunent identification framework 34 according to priorities
associ at edownayn7s98é docunent type objects stored to docreEaiS2008083158 i cati on
framework, where the priorities nmay be predefined by the user. Under the
second queue-based traversal nmethod, 25docunent identification nodule 40
may acces ueue data structure 46 to determ ne_which docunent type objects

were jus ticsifj&@wadew 40 exegleghena eraneie 9 therrbdld ngdesuafdhe Pargiga0dpj ect s

stored withi ' i ' - 34, jrd
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Based on the results received voki ng these classifiers 47, docunent
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identifi cadibafes Pl ®cdBertand aRcYor®NgerificitHcta uré(ﬁi&ﬂa%bggy 8s th8 baggsoci at ed
with either the parent node or the selected child node(s) to confirmthat

security ragelupensatiytied Brird ahpye oprcdefircddhessiald erthgesnsst thohe plhealipaeth
sel geted oy Lhe Glassiil §h8q t£ﬁ8c6u3 enTE‘de%ﬁ%S"%%%ifi e%&oirﬁa40f traversal may
PP dSRUPRRES 19 dut & 46" '

conti nue un u entitrcation no € reachés a | eaf node the

r ef er encg0064 ado@incanklcotifidiios morlicdat may appralcithet aibsédienéy b indwids)of t he
docunent and, therefore, identifies the captured ima%e(s) as the best match
or a sat it¥PidEaraPEMYRdhePicetingarthody trevsred mathpdyi dhuy. depErentt o t he

I Uit ‘ . . . .
Fr amowor L9 T IBBENTERS b kR ARl P ey A RO P Pher
subsequenh¢ gatestructutcancedingttathearuenaraad atxtadynanficdllyergyese ddiarsguomtdidis

traversal, nethods. .Thus, docunent jdentification.podyle 40 may, for
exandl e, W%ﬁ@ﬂfﬂ&f‘ng@ﬁa’@m Of §104¢ & a@iwlétw clapgi ?fé'rﬂie the data structure

accor di nqopes|HRAULHR rRRHalFPdocu¥RAT B chiod AL &K FHakseusidnpct ure 34
15by sel ectively invoking one or nore of the plurality of classifiers 47.

[ 0065] Badedifwatiorhmotiulawéndaltifios thd@eptueadtimade(s} asfoncarf itorplfrahityeaior k 34,
docunent jdentificati.on nodul e .40 identif...es.t capt i e(s)..a§ one
of t e pidEERER YT ONET B | gy Bt hERishdfrrt b A Mhr ARGt cat § on
fr amewor lgbdde, (dGBhg dfSartie 36K ERAGI ABAMRent (bntifiBat by Todhh&vdrk 3Yedstamepf document
identification franework 34, docunent 20identification nodule 40 may

cal éul at ddemificaiion modele d8snaynuladripesrainty slbceard empaye thasacestatngy valhesr

certainty - i \ N c ' | [ r to
or opor 1y 17 daisy By LB BERE PRl al B Sl bt iy s B
i denti fi dagdtion thendptuee AthgdBy. Onsdldatifidie dbelamdnit ideadfickooureniuld ¥Ppmaobj ect
along with the certainty value to the user for approval via display 43
(72). 25[Dods] theomdatifigd desunmadd tyRs @Lishilevewithyhe ¢atapdeyalug fo the gesrien,
document Jdentifii Gati.Qom3 |l e 40 transmits the captured i mage(s) al ong
with the gent % ¥l?eg§bcfgcu@%j type object, or reference thereto, to docunent
aut bent i da066rOmedddnei fid andepproestt byatht et if cafuired, document identification
module 40 transmits the captured image(s) along with the identified document type object,
or reference thereto, to document authentication module 42. Document authentication
module 42 performs the authentication process, as outlined above, to determine the
authenticity of security image 12 (74) and displays this authentication result via display 43
30 (76).
[0067] FIG. 5 is a block diagram illustrating document identification framework 34 of FIG.

2 in more detail. As shown in FIG. 5, document identification framework 34 comprises a
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nodul e 42 perforns the authentication process, as outlined above, to
determ ne the authenticity of security inmage 12 (74) and displays this

aut hent i caDi2009/078%86l t vi a di splay 43 30(76). 100671 FI GPCH/US2008/08316% k
diagramillustrating docunent identification franework 34 of FIG 2 in nore
detail. As shown in FIG 5, docunent identification framework 34 conprises
a WD 20091075986PCT/ U S2008/ 083158 tree_data structure; however, docunent

i denti i dERCidsi YugMESUbOR CBYL, drapmesiidentsficaginy figheuprk yhmay CoRRLse &Wr uct ur e

capabl e i i f : j docunent
fypo obj auid Bl iR Bkh LnipRlr e B OB LR iR 1

f r amewor K7834 (‘Glonpnéergegpecoijand 78H) ect 80, 5a plurality of docunent type
objects 7 d a plurality of dqcunent sub-type objects 82A-82 " docunent
sub- type 18058 4sBxgmel _ CP@PW@?I}JE%P%I} rﬁ@ewe@tﬁ@%%&ﬁﬂam/ﬁyﬁg&t &
sub- g ub- Ly ARCHITRRAmEA) S5 5bja0d78 G etity TSR B8R BBjccts
construction. Root object 80 |’]epresents the root of exenplary gree docunent
i denti fi CRA-GAM ( ‘domwmpank s@dtypeobjrots2gk Merdafulrther, thetredbgaidd exandddbeh by
docunent identification dul e 40 begins trayersal, if 10traversing solely
accor di ng P oL ISP TS e b BBV B ROk OBb ect 80
mai nt ai nSot%,’éc@BO eGlrésen@hhd loBKst SeApiate dGoumddPidehefiGatiof FRARRGIIN G4 FR0t
object 80 to each of docunent type objects 78. Document type objects 78

al so mai nuercigepéraily, st oerdlon Whiksd@ancgudceitination megugctdlreans traypsaloldj ect s
78 do nt sub-t | ec 82.  Links 84A-847 ("] n 84"), may.conprise
ot S encal ED gl 488 RES aamupte BSFARRAEUatbAlbote ReSTRET

obj ect s 7% randtatiadidesttiosd inky BEAOIMGE 8., BRind S cdhicEdg vdt lbbjecds) mbase 32.
In general, docunent type objects 78 and docunment sub-type g)li({.ect.s
r epr esentcagh af dacupent was Oblﬁ@géﬂﬁz&oﬁwe@ftmf‘e@ﬂ?qti y8 dlse meeHyn bidiegHenads

sub- cat qu@% ??E%?ngs LM @fu&%%f{’tﬁ?@&bjte%99§ td h(?c% eﬂPQﬁé@PI@g@%&s Qh_comron

physi cal , Ssecur es ‘or layout charact ics of the
security Idokugvent8eZ (AlitksdR4dhmah owmpiiar refuucos tsaddbnicsexanp b a&robiavi ng

three tiers, y, nunber of |.eve be repeated to categorize and
ul t i"frat e|(3}qucr.§$,ﬂoau@?wyxved@ﬂ?w ﬁﬁ _ uam&ﬁ@_cwp? GUIBEE GBI Lot 089 Root
obj ect BQiatdbadishesinalond £R bt BlrRbIdclrs A @EbmnBANubAe difley ences one

or nore of the plurality of classifiers 47 o . These feferences may
speci fy unprgsmat b demarchicdrasgamzutes ob sccadtr dssasniofatdgotias, isomsatcgormsandy  at
which the referenced classifiers 47 reside. As parent nodes, . docunent
Lype. obj dePS T REmeRLORR 058 piocsf B ph EPmie sRBLTRLNGS SERr S L he

cl assi fi eesufg el thybet dhdRlcteeidti@bf tSscehtyiotmEtSE: ARhoWRCMBRAol Lbj ects
78 each include references to respective classifier objects 86A-86M

Cl a8%i f i exf cawppletas haeas gam (iere] anygiumber oblsyde may d6'rypeeidio eetpearese@done or
nore of tlﬁﬁmme&@bf"g%aﬁ?é@&%r O{géése&sw%ggla%nﬁ&qﬁt ai n execut abl e software

for perforn ng assi sses eval'uate one or nore

char act er[D869) Rt objcttr §bintRde attidist Secalidsifier dbet8HN thaeichgendeoid 6i ed. Each
of docunent type aobjects 78 may al so _include a respective priority val ue
88A- 88M (Mmeyiciog fha Rlurphinifclagifets 4 affdGgh, ThggairefercaersunBniPceENpENigrs ect s 78

need not 1H&ﬁiﬂéﬁj§ nfmes or addresses of locations in memory at which the referenced classifiers
25 47 reside. As parent nodes, document type objects 78 include multiple classifier objects
86, and some of the classifiers could be duplicated. As shown in FIG. 5, document type
objects 78 each include references to respective classifier objects 86A—-86M. Classifier
objects 86 A—86M (“classifier objects 86”’) each reference one or more of the plurality of
classifiers 47 that contain executable software for performing “classifier processes” to
30 evaluate one or more characteristic or attribute of the security document being identified.
Each of document type objects 78 may also include a respective priority value 88A—88M

(“priority values 88”), although, again, document type objects 78 need not include a
20



WO 20091075986PCT/ U S2008/ 083158 priority value. As described above,
priority values 88 nmay delineate a certain traversal order by which
docunent woenwd7sesat i on nodul e 40 traverses docunent i deCTiUSR@&HOBIIAS
framework 34. 100701 Although not shown in FIG 5, any of docunent type
obj ects 78 or docunent sub- 5 object types 82 may contain references to
verifier objects 90A-90Mthat may be applied to confirmthat security
document RESITY Feluappr eperibedabongrmitarisy valppe®d may delinsajsarerta) teeedl by t he

cl assifi E'd er%@ WIHE)P?Hoéﬁ?e(ﬁmd%gtlﬁ?eltﬁﬁfmcﬁﬁﬁie%O ﬁa\%%es (a{)g}ﬂfg%t? enflRE&iopal | dators

s applle In“an attenpt to confirmthe authentici e security
docunent sfrarﬂaﬁ;&b?ﬂtMDocunent sub-type objects 82 represent | eaf nodes and, as

one. or eﬁﬁﬁaj"ﬁg‘rﬁfpgée?etl VIR FHich e DT SRS Shisc 50" Sy ety Sy ¢
IonC| gide r %{ﬂeé’ 8 hﬁ Rbahf Aok s o V%r@le{ olMaéts b@MOWI fhafaa m% b%ll 11ed_at8d one

nmor e r ive m rrum certainty val ues m ni tainty
val ues 923b)1ﬁrm!ahat deuoity ddsjuechshB3he mmm‘t@d@mameercmes for thoopragh sn‘lecttdrdeby

lurality, of, v o] 49 ter, or ue identi r that ke
Conpar i s HECBITrhEb - Be feg¢hilg B gD RO I QERES Shldafirs hegPBe

parti cul am afehipt RUBSAthENARRECRY bBthk GSce He&IRGtHY the respective
classifiers of the parent node and potentially any verifiers so as to

conf i r m tIA87§]dRemuinopt Bib-tape ebigets By refesgneleal narles Aid; o s, pash istiedms ai n FI G
d b- b | d
0T R SR o TR PSR AU TR

r ef er encelooti@emtisubBy R obgedtS 8Binchidocapsabe t&iﬁﬁlﬁie&ta&l Qilaﬁw)lﬂ/ll.( Zéigplmerdatal y
defi nes an tenpl ate i nmages, .| ayout characteristics, security features, and
any ot her? dhtaad 988 HCIMAICRsReRGYC Wﬁg}mﬁ@ %ﬁé@@é&%lye&%%%l\%aﬁn@%sr fy| ng

and/ or Vel HhGiAA"] | ileHor 890 b A0OMTRRE: K ohY BEnBR] ARy

general , veririers urn cer a| n val ues a particular attribute in
accor danad validdtots 40 vid psisict beuniguoidestses tioft npds solbbarigas unmhtmlyqote or
sub-type ob]gects depending on t e cur{?ent | ocati on of .docu

25i d2nt i fOREIN G} HSFIFeOUtySHIE ﬁa%l% DY tehe P RERELSE S P s%mnbem For

exanpl e, @ﬁ)eg{%@@ﬂhs}gﬁﬁtm @ftﬁ@baleﬁt AL h§ PbRhtiAl yaa%él' ehigiEdssd aézo afdiriaapect i ve
verifier(s) of a docunment node may return a ran set of its sub-docunent

type obj ed@rmt}?Bf 3 Bm:urltya@ocumrenelsqgo%ldlqughmhesmyvrnenﬁGtﬂml sam¢e enbodimentsi t y
docunent b ana éﬁ\{d?t ctl)J.metng |dent|f catito? nogul e .40t ma]g conpare the
ret ur ned 88 THPYPY BPISCty 88 pragripsiudemulpte YRrHICh AR eiay YIGTHE val ues
92. 1007aﬁeslerrmqr191erveﬁﬁeﬂ St feferenceWnt @R noSECHfidh YrotR S iETdmplaid. daghoriument
identification nodule 40 typically traverses docunent identification

f r aR®wor keesarally defigismgy tamplhie lmyg@niaryomtrca@@ﬁ@esthrembﬂty foatarophing agynani c
met hod, t be Alg 0 in order
to i nvokgg%%%lera?1 {},] aggo% %a%de{hglc%%' er en 5) Se%ﬂ%asgars :fyelfrflgg d/ectegﬁ%ﬂggThese
initial qlaassidrione 8f ddcuaiat ylzhatypélebjeatpiglr én gmga&§veaimm¢81eturﬁja&walﬁxpt ai ned
fromsecurit y docunent 12 and return a set of possible docunent _type
obj ect s rVélb.}éé Uit Iéa(gthy)].ar attribute in accordance with the classifier processes of possiblé
document type or sub-type objects depending on the current location of document
25 identification module 40 within document identification framework 34. For example, as
described, a set of particular classifier(s) 47 and respective verifier(s) of a document node
may return a ranked set of its sub-document type objects 78 that may correspond to the
type of the current security document being analyzed. Document identification module 40
may compare the returned certainty values to a respective one of minimum certainty
30 values 92.

[0072] In order to identify a current security document 12, document identification

module 40 typically traverses document identification framework 34 according to the
21



5the child nodes, i.e., docunent type objects 78. The set may specify any
one or nore of docunent type objects 78. 100731 Upon traversing to one of
docunment wopedbpset s 78, docunent identification nodul @C20Sawsm8yss t he
associ ated cl assifier objects 86A-86M invokes the referenced classifiers
47, and receives a set of possible attributes or characteristics. Then for
each of 10child sub-docunent objects, the respective verifier objects

90A- 90M ahveangiccipvicssabpgihad e Wi i dynamisapethpddlogamgrisidemticationoedulg 40
simlarit ' - fehat ' F 10 Lty is
ranked bes%/%%g‘#ct?dﬁgwé 81{383?1}[1%d%26;§1nv§ﬁ§ ﬁ%%élg %%?554&7})1{3%6%%%%?% Q%&%g%%ﬁédﬁl timte
sel ecti or86d¥. These oritighetassifitrstdienpigtb thetoaptiecinmagng asidtherydaea aitpiaed foB2. I n

t hi s manner, .framavvorg 34 can be Veéti Ciglf’l‘é) traversed to cat egori ée,
sub- cat eg6FYHE dogiacnt 84 apd Feigdset alepass CUBEH YPS O BEY FRPFESCNIEDBY 4] The

traversalgg %lcﬂn&d%&%%?,%lgl:&’rfl@lﬁ tﬁ%%g dRe7d AR WPk %@Sgg%? Onéot Fife frode,

which represents a particular secufity docunent. assifiers 47 and
veri f i er slo¢@8mpmtytypetdhjedis @he or nore certainty val ues, and docunent

identifi ' nodul e 40 may cal,cul ate a wei ghted . average, of .t hese

cer tai nt QAT APt P SZHOS 16 DRl AU HRG S urren
sub-type AEBE 10 B cliad ee ds§RVREPAhssiftédy oBRclsBo8BMY hveleANe kdBRncdoc ument
identification nodule 40 may conpare the wei ghted average to m ni num

cer t ai nt yclarsifiges 42 andrrseives esctwf possitheattiduieremitchaapieristise. dbpretar cach efnder
trayersal b s&@%é %‘éﬁ@"&%%@t%jgﬁé?%ﬁé It ¥ VARRUNEAL tslgoA-%M‘éjrg%S'e&tBacton&%{et | cul ar
type of security docunsnt. oul he “Wel gh% ed aver age not heet or exceed

the assoaciigh ¢ cRp¢ttddnBlESahaipridicy 8bkintila9idy ccthiiag frgs! arddeiRéd én ¢t then nodul e
40 may di scard the whole branch associated with docunent sub-type object 82

from f ur tAEFhiBg AgmbE g tsiTaRkedibBY@nyhg HSHBY! dagument ad dprogub-dasumeaiiype
dent ! {1 Gt L@t POcRoft Br BRYorGRGEIGPUR e b AbBlfert BIOUHR dpfii TR NG Set

of possib ocunent su ypes return rom assifier | ect 86
until a aearnar,fitaynewallid4 can i tdracallyitevarsdé o fataporiae, sab-entedoria afidir t her

consi der at j.on. 3.0L0075] Once ,all document sub-type objects 82 within the
set 1are ahAMGEEFICHEY sty deshettcat i on nodul e 40 may conpare the

certai nt yoyfd|UBR BSSRE! Ruffre 'att&ﬂ& hs dB%H%é‘ir&QmﬁfP%Héﬁfﬂ% a38F-HoP 81kl ect's 82
to each other and identify the best certainty value, e.’g., by WO

2009107598pRPELhtd) SRO008AI08BUHS doelimetti Ahectchdashifigheth andevctidiertd? nay ey
thereby eorlllgiorr] gnoiré ger%arin%g Sh u%é, a?lzi dggu(%rlljeql? ri](}entiﬁcation module 40 may calculate a
weighted average of these certainty values according to an equation stored within the
20 document sub-type object 82 under traversal. Using this weighted average, document
identification module 40 may compare the weighted average to minimum certainty value
92 associated with the document sub-type object 82 under traversal to confirm whether
security document 12 is indeed that particular type of security document. Should the
weighted average not meet or exceed the associated minimum certainty value 92,
25 document identification module 40 may discard the whole branch associated with
document sub-type object 82 from further consideration, thereby improving efficiency.
Document identification module 40 may continue to iterate through the remaining set of
possible document sub-types returned from the above classifier object 86 until a certainty
value is either discarded from or stored for further consideration.
30 [0075] Once all document sub-type objects 82 within the set are analyzed, document

identification module 40 may compare the certainty values associated with the remaining

document sub-type objects 82 to each other and identify the best certainty value, e.g., by
22



identification framework 34. Document identification nodule 40 may transmt
this identified certainty value as well as the associ ated docunent type

obj ect 78wonr0ebse8¢pe object 82 to user interface 28 foPCHIUGSRPISYSIMSH

di splay 43. The user may be required to 5 approve this identified docunent
type object 78 or sub-type object 82 or otherw se acknow edge that docunent
identification nodule 40 correctly identified security docunent 12 from

anal ysi s sstectingthe ighgptegrtpingigerivs, thergumading its trayersal of docuinenar t
| | ustr at; 40 of FIG
i ITustra m&&%&&g}ggﬁﬁe&’xﬁ?{@d %‘ocglmeﬂ%%! atlbﬁi%tdkfe ﬁﬂ%é@ﬂaﬂﬁﬂﬂﬂ gs 0

2 in traversing i'dentification framewor ursive as
10shown iiderftified cbrtaiayovaihai asgvdlastthe aﬂwiaimi doturase tyyel obymt R®dr sud-tyhough

descri bed bel in referen to t er sal hod, . docunent

[ dent i 1 ONTHRL %ﬁﬁrglﬁzréacr%g ‘H?Ag Wﬁmfe%ﬁ Wgaive PRESE FGHiTS Kirewor k 34
accog di g0 @Mis ﬁfenhﬁ@d 86 e Q%gj%ct% 01%%%5@63 %2 hsieRfise | Ncl udi ng
traverS|n5 docunent i1 dentificati framewor k éordlng to references to

docunentzmymawbdg@%msmﬂﬁnsnbdedﬁknnqueméuhd@@osBMQUMWmdkﬂ&emmﬁaccord|ng to
priorities 88, %? any ¢ Oﬂbl?@}loq of these}nethods. 10077] Initially,
docunent JOGEREREHCINT SRR BeABPPEIIMGELS) he capt ured i mage(s) of

security [¢oe|MEG 6 &2 AdWHArtM L@k cRApI Yop&aheh ofl@dcanicBt Mentifidadibh dat a) and
accesses root object 80 of docunen |dent|F|cat|on framework 34 to begin

traver si mgodive torehk1G dentrifirsiag doenmend ideatificetindrameeark BRecqusvvelplisect as
Lhe g Qb RIPERSS) AEoARGHIRRS ol il RORRAYRRRS | SERLIDIRRL hanpmRdihe 40

cess ctassi assocl a Ydlrrent
docunent ,refek‘@fce l&ythb [y Bkhitgray BB alahcthod, Qio@ﬁméxhed@imﬂircaﬂmﬂ yodflcabagsi fiers 47
referenced by classifier qbject 86A j.e., the classifier processes (95).

In respor&¥eiss dpemensidsasifiraion fravnrs At apersing 9 amy plghe pthgtmstheds, or

cal cul at h ram t hi s
docurent Ty RiREEnOleRAE Shelh @ AR B R R L ST @ 20 may
recei ve acsatlingfto pefssnbdseao doaunamtymuﬂmmyms adjee ¢ gycuanldtatshiustuseto,gener al |y

conprises one. or nore . of docunent b]ECtS 78(96) For exanpl e, one

ub-typ
exendl ar yesgingrto pHeutiey & any ﬁﬁéﬁ¥nm9ﬁ5’ &hadsi nel ude document type

obj ect 7%ﬁ0ﬁﬂ@n&ﬁh&(ﬁkM&Eth&ﬁﬁﬁﬁﬁmP&oﬁ@éab9&%u%9%%ﬂ%5ﬁn&YE@gﬁé$EPt5 i.e.
the "sub-type set,” docunent identification nodule 40 continues to traverse

docunent scdery idbewnerit 0A amgmﬂemmamﬂomcnwd(er@ RBIH Heta} %1}916105%65(1961)
100781 Do entlf cat u Ver ses ne | evel
document SPueReD ol ASEsh! FEAHEREPR "o BYEeRER e ey FEEmiBlbrent 1 ype
obj ect 78fedtEicHiseshobiile 4U\@n3 QRLRY RBOLIEY dd tR2ORMOBRESRing document (94).
20 Document identification module 40 may, for example, access classifier object 86A
associated with the current document, thereby invoking one or more of the plurality of
classifiers 47 referenced by classifier object 86A, i.c., the classifier processes (95). In
response to the invocations, document identification module 40 calculates a set of possible
attributes or characteristics. From this document type object at this node, document
25 identification module 40 may receive a set of possible document sub-type objects, and this
set generally comprises one or more of document sub-type objects 78 (96). For example,
one exemplary set of possible document type objects may include document type object
78A and 78M. Given this set of possible document type objects, i.¢., the “sub-type set,”
document identification module 40 continues to traverse document identification
30 framework 34 according to the type set (96).
[0078] Document identification module 40 traverses down one level of document

identification framework 34 by accessing the first document type object 78 A returned in
23



the type set and its associated classifier object 86. If any verifier for
docunent type object 78A confirnms the attributes extracted by classifier
obj ect 86WQ@P0%d75986 verifier object exists, as in this examsh@posiran
docunent identification framework 34 now treats docunment type object 78A as
the current docunent and cal cul ates an additional set of possible

attributes 5or features using classifier gject 86A %qQSC{O Then, docunent
i dent i fi ¢he hos setoadiie 2amciateddassidist gbinet SndT At eerifiey uiBpRikPERRIPFtof it s

chi | d subrgds O&O‘ﬁ%ﬂg ﬁ1 %@Bﬁt%g)exﬂrac?ed 8{&15551 g?gﬁ%ﬁ% @g&f ‘ol ke %SH@MS
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| evel of simlarity with respect to the analysis perforned on the captured
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100 may re ween Asso terrp 1A and
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adequate match bet ween associ ated tenpl ate data 91A and the captured
i mage(s) BiRkemraye prapeatcalicrAS rstracnsed hipthe aspreiated ¥etificatien obiectt e asapt ur ed
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totally no rra some enbodi nments ocunent ion nodul e 40
conpar es r@de}‘arrde'ed:eavefstaysevaﬂ aetaingy mlnﬁo(%y Inrdetdmadnwgmlefceeauatyék&lueo a mni mum

certainty val ue 92A and st ops eck hi.s sub- 25docu r the whole
brafdth st'&F{eRg Sfm@m%cﬁw%f@ <{] aft%fi‘ftﬁ PiA gg‘? Ce%%ln@e‘iqueﬁsﬁﬁf&ﬁ@Pnat. on
certai nt YeyAbpginfiRfit) WEh §&Be&@&ﬂf@%‘ﬂﬁly§i§ %ﬁ&ﬁned' dh @t REsuRIRRdEBNLS

docunent identification nodule 40 calculates a conbi nati on certai nty val ue

for this wolparadde tamemate\mttmpltataeda(cea%l&rtyobnemg@(fme msoltddeclmﬁgm@ohn&iver age

f all t.ai nt t d. f 48 102
and conparteTTits T gRPeR Sarabe EB SoM R REsr By ahitEsR

storing aRbotidtoPem Xmé ghth edAQ¥e rﬂm]iﬁ@éd i CQTs) mhya%el&dﬂa @m‘&ﬂrﬂ;orﬁw num
cer t2((;Jl 't yreﬁ?c!t laju? agezquatelrgeﬁ%h bet\\fv\le)enz gsosgmgtzg %gn?plate/dgta%zl%e?n/dotﬁe %215p8tured image(s)

but may indicate that one or more characteristics of the captured image do not perfectly

match associated template data 91, and zero means totally no match. In some

embodiments, document identification module 40 compares each certainty value returned

by invoked verifiers 48 to a minimum certainty value 92A and stops checking this sub-

25 document or the whole branch starting from this node upon failure (98), or set the
combination certainty value for the sub-document as zero. In other embodiments,
document identification module 40 calculates a combination certainty value for this sub-
document with the captured image(s) as the weighted average of all certainty values
returned from all invocations of verifiers 48 (102) and compares this weighted average to

30 minimum certainty value 92A, storing only those weighted average certainty values that

exceed minimum certainty value 92A (104).
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10080] If this sub-docunent is confirmed satisfying the mninmumcertainty
value, it's checked whether the node is a branch node in the docunent tree
and has ocNDl2dosassdocunent, i.e., a parent node (106). PCTIGS20089836%e child
sub- docunents attached under itself, this sub-docunent is treated as the
current docunent and the docunment 5identification nodule traverses down one
nore | evel of the docunent tree by repeatlng t he process descri bed above

(95). Thil808Y If this erbedncamentis gopfampdspielypedbpmpnimupseeriagyy veugrityvel down
t he whol f hed
i th one HSOEHTRRNGBRGAARE » bERAF Rk thd EpRACES, AT fIGE. | T Bhe

identif|ahmmmmnnnﬂuépméﬂnnﬂy(HkbdfnﬂmesMMebhﬁrmﬂﬁdhﬂﬁmﬁmmnsﬂedundﬁrating

10t hr ough the sub-type set (108 f not finished iterating through the
sub- t ype ! ?@G h&é&hr?éﬁvem?laémr?%t?%%&%ﬁmﬁ%&%ura@tee%fhe SYMER | terate

throggh tlﬁ&tﬁﬂgﬁéﬁ’lﬁ’iﬁdﬁ@ttra@é&s@s%%%d&n@r@%%?Bf fﬂQ%E‘ﬁﬂém%ﬂé@bSI Ra@Ri &%t 82,

i nvoking verifiers referenced by its associated verifier- object
recei vi ng)racetsedd:sarlhd:@/ahmb (%5). Binel issinpd émgptedas acrecyraivakyydeptil- et Wasetd on t he

conparlson i ni shed i f.ication nodul e 40 ranks
S TP e P EahOS mite s RE e R T B ISt S5 ot A nty vl vea o
conpl et e [HDS1|OEdTiRhcBHith GRlRehheR sﬁBQ%%%&@S@Rm@nrﬂth%@u Qgié@@tnt node

(110). The next step determ nes where to return the results dependi ng on

the curr eiwulpﬁmeé@mfwgtmb@@d@lnﬁo|n$ayadqt%@nnmb¢1h@nt hersrﬁmﬁ@datelﬁwngnt docunent

type (11 i a_chi u e

I eve %%Wug%g}:eusrlrlé rﬁ'pc[ o Lﬁj)gi ﬂno ﬁgﬂgec# ]fterg t%Poul‘g[el?l%e S&%ctgﬁe&? (tof&)ﬁlj%& and
the cer t admtmcaﬁmalhlueulemtcbﬁmﬁi&s Itcdltaumﬁlmagtmmsub-siymegeﬂ adctding fiwthpar ent
docunent. O herw se, docunent. identification nodule 40 has fi nished

iterati ngiopﬁmémgﬂﬁ thhee Q,bd.feﬂt&da&%%weri R4S HoRiGAELY ettt ediatehYSTHIFT nodul e
40 'de“t'd‘ &%9{) *}gcemgglcsﬁ!alh u@&@gﬁ%@@ tfifin x%ﬁlf‘e oS&J &:PHn gty val ues

(116). catl y conpare all stored certainty
val ues tamnqmnanﬂ@hd@ShnﬂfmﬁmeduktmmmMHgaﬁﬁkmn@nﬁmdﬂb%Oheﬂshﬂth&mﬁeby

identifyi 25t h ma as belo |ng to docunent sub-type
obj &t 82{1 g&%@ﬁﬁv %ﬁ’%ﬂﬁﬂt%@s ?léﬁﬁ@g?ﬂa&wtva § {0 SpmmRjete t&%@@%‘q of3th ati on of

docunentskﬂ%ﬁ%ﬂﬁﬁﬁ@%h@ﬂnQ%ﬁ%k%cﬁﬂmh%oﬂégo%ﬁSMBQwQPQHFER&nhQ&ﬂ&h&bﬁﬁt'0“
framewor k 34 has been descCri bed above cunent identification franework 34

st ores docunetii respffe doyjndigopn78e awrdend prackesing daebmicyie a@b@tebpsmslzt orihas a

Chat ¢ hatt KRG ORI GLEr dhi g R bR PP bR B and
char act erjwd] b€ theQlochMent3Re Whll kotuheg WBNparcd W cliadt \Rohg dddahe wedinty

facilitates updates, deletions, and insertions of 0091075986PCT/U
S2008/ 083BB® of the child sub-document is merged with the parent document. Otherwise,

document identification module 40 has finished iterating through the whole document tree,
document identification module 40 identifies the captured image(s) based on the stored
certainty values (116). Document identification module 40 may compare all stored
certainty values to one another and select the highest certainty level, thereby identifying

25 the captured image(s) as belonging to document sub-type object 82 associated with the
highest certainty value.
[0082] Operation of document identification module 40 in traversing document
identification framework 34 has been described above. Document identification
framework 34 stores document type objects 78 and document sub-type objects 82 via a

30 dynamic document identification framework. The framework is “dynamic” in that that the
order of traversal varies depending on the attributes and characteristics of the security

document, and that the framework facilitates updates, deletions, and insertions of
25



docunent type and sub-type objects 78, 80 respectively via |ayout editor
30. Dynam c docunent identification framework provides the protocol by
whi ch t he®o 2d¢oamd86 updat es, del eti ons and i nsertions mMRETASCWS/08318%8r eby
mai ntaining a flexible and extensible framework by which to identify
security docunent 12. The framework is flexible in that 5Smany different
types of articles may be identified, including United States and foreign
passpor t slocumprtdypastigh sw-typrotiertey G Odesneetvaly visdaest ediffr8d Dsiamis and
foreign i L ' . OEE . The f i

ext ensi bldg)%?ltrlll%%tﬁg {gﬁgt l%ﬁ%%%&%%éﬁﬁent t8 ?gdé?&?ﬁgﬁﬁ%clhnt}g&s?u - ?@%@@8 S’feit he
docunent delpiens amd/inketiond ky yeaad didebyomhmeaifing aelsrithe anbextaséiid ed i nto
docunent jdentificatiaon franework 34, as described in 10nore detail bel ow
100831 Flfjt%newfsw:w \odgRY SHED SSmeRl hio %@%}%Wgéﬁﬁ%ﬂglﬁyn MY out

editor 3Quif AfER ot GALEMadBe idRATREDN i&&ﬁiih@%ﬂg&&a%lsqﬁi&?%%hftab 119,

. . . ﬁftg
an identification f|y mewor k 34 represented as an expandable [ist o

docunent payspertedjmttdsStat2Oandafiodeign dhiieaw lisersewy Urdted Stds anlddoumgnt t ype obj ect

list 120 .go ises one or nore text aregs each 15referencing,one of the

ol ural 1 YOO GBRNEIE A0 beTBBr B e ook kot e P Gge Brent type
obj ect 7 8horda @AM e idcNRIinRGUYB&Lof2hd dRAMenfQHHTBAL bd yiRkly a8d&hewn i n
FIG 7A as the first itemon list 120. Thus, docunent type object list 120
shows an thx &apkeody ayarinscatel ditaldopuraend idniification freagevinrk déf dsrdsdcribeddocunent
identification fnhanework 34. View sub-w ndow 121 typically shows any

rel éé/ant Tﬁ(tt)arrerp tzil%lét)sevo(%?ita 91 20stored to database 32 and associated with a

sel ect ed [0083]ATIGSheALTE@BE: SchecdBBOWBAL wiydtey 01 wetentddy 128Ut cHBOSH tokl G 7B
shows wi ndow 118 after a user has selected item 130 of the identification

pr ocessesiseioyia diplydde dtash 1§ peludena deapae dal bl % mr ylegiiieation dramewaylout
edi tor 3034%§Jekéﬁféd &%B-&gaﬂaag%qwt &ﬁfoc%%htf%é'gg\éfc&%%, agfg%f&ev?%-up W ndow
e edi t r J

132 allows t user to one of veri bj ects associated with
i tem 130 wiadoefl2he Dohemedtaenpd dbjeaiisor Oproagesss érarorandry pext afcasleahnment . 1 n

this exanple, pop-up_.w ndow.132 jncludes a n ni ainty val ue i nput
1345 3 nra%ﬁnﬁg@wﬁ%\éﬂes@v@m é#%ma@t RO DIgHS Z@Sﬁfﬁé F8F PHATRISpr ocess
sel ect OMiok@hed 3P oad 7BAURBILIGISL IR INAGRAR BALLLIRNMARX AT, The
user may associate a'mninum’certainty value wth this type o?l docunent ,

such as mhaowmimTleriAadsrhy fisaitos BIS2 G sEosi deasiont tyine docansntl 26 spwsy pe
object 82A in FIG 5, thr h interaction wi.th mnimum certainty input 134.
T user gy tmplecragizaphiitarely Sl Slay g fhibd B S E R B n: v
light, anmghhdWdranad Vidw E‘ﬁb-w‘irﬁiouﬁﬁﬂwggi@alg)aﬂ{ok}fsi ARG rélBeant PERGRateS dagourity
docunent WO 20091075986PCT/ U S2008/ 083158 12 via |ight selection input 136.
The2User stargd &l dasabags 32 gt aspo@ated wathapelested|ogic pétheritsmsdd dpguragis tafe verifi er

obj ect s go%péchiQt 1(%? sting verifier process selection box 138. Finally, the

user may associate or renove additional verifiers 48 to verifier obj ect 90A
under rev0es4]BIGt B shisey witidawulsi8difi¢es uddr ébs fylateibisens ¢ @o6f the iddaeiicdtmB.
processes for this document type. In response to this selection, layout editor 30 overlays
pop-up window 132 over window 118, where pop-up window 132 allows the user to edit
25 one of verifier objects 90 associated with item 130 to define the identification process for a
type of document. In this example, pop-up window 132 includes a minimum certainty
value input 134, a lighting source selection input 136, an existing verifier process selection
box 138A, and a used verifier process selection box 138B. The user may associate a
minimum certainty value with this type of document, such as minimum certainty value
30 92A associates with document sub-type object 82A in FIG. 5, through interaction with

minimum certainty input 134. The user may also specify a reference light, such as visible

light, UV light, and infrared light, to use when capturing the image of security document
26



510085] FIG 7C shows w ndow 118 overlaid by pop-up w ndow 132 after the
user selects current verifier tab 140 to configure a particular application
of one ofwoOl2ee4i7698¢rs 47 or verifiers 48. As shown i n FIPGI/UB@)08BHES8ISEr i s
currently editing the "CDocVerifierDom nant Col or" process, which anal yzes
the domi nant color of the captured inmage and conpares the anal ysis agai nst
the reference specified within reference 10i nput 142. Pop-up w ndow 132

i ncl udes Pefigfighicslertiguinpaybsos Therger mpealye edit rerficsy$ cyrasly refsracethces
manual | yubfcgJ e oFXBIRL bj éclfk%(f}:?{??a%%hng9&%@'&8@3&1&3@%?% § NEina g,ﬁ'tﬁ’es' s of

t he capt i mage aga nst  a ran I'ned In re erence’i nput
142, whi aeispey bfsbeistear mEgeEve emdﬁﬂdnar vqurecs%ﬁ t@gerifitr 6bj %DDAamﬁeldrecmivxor

percentage of 15.021, a | | ow col rce e of 34.547, etc. The user
may edi ¢ WOHBS S R WPaalearereoy sstkatd apégé@?-( as shown by the bl ue

hi ghii ght ﬁ@s?}rﬁ@) TARMR SdhdoRI 1 1%'0%@%1516@%13%}3%{1@ WilBoWS8P afTBYihS Gl&GEIckEar N

button 144 and | ayout editor 30 wl ese references froma tenplate
i mage scamnedt venifier tahd4§ystmﬁgmr@a/pmlsﬂﬂyr @plicatMmfpmﬁ@rﬁeb&siﬁeyrs 4ifort he user

has t he ph | at e f.or scanni 0861 Pop-up wi ndow 132 al so
ol udes MG Anpaeh T ERGHE: HREER R R R Bocers ar nty | nput 145,
The user @oc&@hﬁér%rﬂiﬁéﬂbblo\’%r@@@sn&/@lckﬁ/ﬁheﬂ%esltﬁ@&ﬁm&% Whfitat upon

cal cul ating the weighted average of several invoked verifiers 48, docunent

i dent i fi capiusedl imsgaked agmparesthe ahalysipegdinsit éit wkirgiee spesifics wﬁhmammnam ng
t he 10 I g q 1%%%‘& up WSI § v!/ %gi Yend h? ref& &l cen%éut 1ABYE Rt eeli:sle; iy, Uil i mum
t P 148501 , as Bed albove in

certal nty nto use during escri pe

step 98 ahesklrierdices Marallg. Haﬂm@ﬁ}plé;lthbsdifmlﬁw c3hfl pragicanpargand | gur e
classifiers 47 and verifiers 48, associate the classifiers 47 and verifiers
48 with papbsieof e C@B}U&Q@age agajpst agarBeRfralare dtinpd i mfergnea ianwrldal  of

framewor :ﬂﬂ%%%yec ehﬁ%ow? hﬂ?é St bgy %r@&lgég ﬁ&Eén%% d%' 1‘5@2"1'%?

10087] F creens ts 0 W ndow esent
denonst r atellow ooimlpetcﬂhtegé at®. 28, ofc. FIIhGusa thay aditthese mdlaldihalscpﬂlay 43 after

host system 20 conpl et es dent ation and subsequent
aut Aent i d%F§eBiree §h%%gﬁml?%hlg@é@(t?4 ey mnually of p ?fﬂla%%n%eru%e

current %@;n&%cme\éﬁ{m% 19 ahe 4y, Xﬁf&hﬁé?BU%/lﬂl'lé‘a?r{‘ﬁl%sé)Fefé?EHcre§@r0§E@t es. W ndow
150 includés an identification con i dence | evel text output 152, which

typi cal | ;tempkateelmlgt: scanhedm HOG9HOMFVSERGTY of @mwa&mﬁﬂyméthgmsedlas
certai ntyt | ue f% iﬂg docunent identification nodule 40 duri ng
i dentifi catP NABW 488 &l so i ncl udes aut hentication detail

out put 15{60$d]qtopsli1pmdbtaze1 e 1hclaaeswmgmtmﬁ@tt1|4@ranalacéﬁecdﬁ@hhﬁlhﬁlat ion tab
156 that upon being sel ected presents the results of e identification

proéess. otaabWnPBOlE Shepsesant entetherisheralicniain weghfispwalitonch dath as
captured dp%%glc&ﬁﬁngﬂl% ﬁ&gﬁ%& ayerg ecol'yg@@etralqﬁécﬁied%elllﬁgrs q% O&ocﬁglem om

identification module 40 uses this specified weight value in calculating the weighted
average. Similarly, the user may input a specific minimum certainty into input 148 for use
during traversal, as described above in step 98 of FIG. 6. In this manner, a user may

25 dynamically configure classifiers 47 and verifiers 48, associate the classifiers 47 and
verifiers 48 with particular objects 86, 90, and dynamically modify traversal of framework
34 by configuring the weights and minimum certainty values.
[0087] FIG. 8A, 8B are screenshots of a window 150 presented by a demonstration user
interface 28 of FIG. 2 to a user via display 43 after host system 20 completes both

30 identification and subsequent authentication. This document is identified as the front side
of the current standard version of New York drive license of United States. Window 150

includes an identification confidence level text output 152, which typically represents the
27



an anal ysis of captured i mage 158. 100881 FIG 8B shows w ndow 150 after
the user selects identification tab 156. User interface 28 presents within
wi ndow 1580te007esbput 162 t hat shows the result of dyn&eiraskeog/os83la¥er si ng
docunent identification framework 34. Starting at the top of text 10out put
162, docunent identification nodule 40 first traversed to one of docunent
type objects 78 | abel ed "21i ne44" and accessed its associated classifier

obj ect 86Veighed etranty yalug walsulateddit docpmant ideptifisaiomedule #sleeag t he

f upt SRl . . e
Gocurent SeftRaaN e SARA 336 o5 incles hERH 0 HERE DR BN 2
in the sehows thdmeloff duehchticatiopuhd 1&R)ificdmhaB936 MHexipondeigneticted

identification dule 40 traversed to doc t type object 82 | abel ed "us
di " (as SHBRASITE IRt Hithgidep Cagpnpaawsso%ﬁewlléﬁ)a}wrﬂamw %‘%@E’Gﬁna’i“ng to

the §ourtfirhBgok élﬁé&?caﬁfﬁ?&ﬂhaﬁ@ 258 Eﬁ@s&ﬁﬁgcd&hﬁgn&ie@aﬁﬁ 16 g[osg’éﬂ- f2&h 86
for a general United State S

failed again "on |%ent|f cation driver'’

| i cense. dnianalyby of agmwreti nmeugr 558 g t o docunent type object 78 | abel ed

"us_dl _ny. " t.identificatian dul e 40 f.ound a.20 s shown in
the™si xt DM R a0 S Hingar B s n e el Fid SR BROSEERE Sube ¢ ype
obj ects. iffcAues 0 p@sdnltl WitBidReih e 156 toxt SR thhtd@BHk HicGatiilost nodul e 40

i nvoked the referenced classifiers 47 and verifiers 48 shown in lines 7-13

t hat eacHhlynemigeHe dragersiog dogemens idenk@cateon frapagwark Béf IStasting atribe woraf4¢xit y
val det erm h,verdfier _a t "mn cf’. valu ho he m ni num
Vo, S 182, R PR e b ST mBRRe YD FryeTialoRld 1ol BN IE T T

shows t hebj@suld labéled ONpRANI NG d tecssed ghisociane crgsdfiaf otjdte 8prweaediong "cf "
val ues, or certainty values by confirm ng that the captured i nage(s) was
"i dent i f idoguaentddeniisation mpgec dBjimraked the tafergnged plapsifier clagsifiery 4y Idseci fi ¢
[ sub-typ j 5 | s 9 h S, apl ock
di agram |eri3 usﬁ:%{rhté%eldﬁ&goa"g\qg%@% Péﬁﬂ%@‘(%ﬁ%%b egitsggéf%utrh glteg? f Sgt% o ]1984 system 20
of FIG Zount”rtay shodatiaithe scbond linesofltextiongait é6Bnpl e, cl assifiers 47 and

verifiers 48 include | ayout tchin rocess | 64A and Ei geni ma docunent
mat ¢hi ng [BP@)& é@?t,| foeu@.ﬂ%erft@@m mgﬂ@lmﬁitwﬁﬁses? toglocy e iEpg 0@3&§2st ructure

34 i ncl udgseidpals &b{gé‘scsthoévﬁ@m HRAGHERAE of VR ?&h@i%@%@&r{ cSreiBloqR3158

type object 168, "and document sub-type object 170. Docunent type object 168

i ncl udes folls §in¢ oetextobjtpat] 62,18¢ assadiattdclassificr ghybettdpeilwlygent “ob70 i ncl udes
Lo GRS SR A S B BRSSP 1
nmay be suRshdbittihd bjsdtT8l1aelddo us has®y, 0Bb @eicht RIdhSHSiISR thddild /f RusMEE tO
FIG 5. Docunent identification framework 34 may include nmultiples of each
of 8bj ectrsatgls@s shawn irethgsktlelisxebtcntagitpud A 62 hing reeaty eder seaphdgeupmentsib-
type objects. Traversing this sub-type set, document identification module 40 invoked the
referenced classifiers 47 and verifiers 48 shown in lines 7-13 that each returned a “ct”
value. The “cf” value reflects the certainty value determined by each verifier and the
“min_cf” value shows the minimum certainty value required to pass each verifier. Line 6
25 of text output 162 shows the result of comparing the weighted average of the proceeding
“cf” values, or certainty values by confirming that the captured image(s) was “identified as
document [type object] us_dl ny in Line 14,” and “specific [sub-type object] standard
front version]”.
[0090] FIG. 9 is a block diagram illustrating a portion of a memory structure of host
30 system 20 of FIG. 2 in more detail. In this limited example, classifiers 47 and verifiers 48

include layout matching process 164A and Eigenimage document matching process 164B.

As further shown in FIG. 9, document data structure 34 includes root object 166, document
28



178, and this classification structure could also be recursively repeated
into nultiple layers, but for ease of illustration, these additional

obj ects awe20e078486wn in FIG 9. [0091] As two of the g@aEABR00BULIISSeE
identification methods depl oyed in the docunent 10identification nodul e 40,
the | ayout matchi ng process 164A and Ei geni nage docunent matchi ng process
are very efficient in narrow ng down the OSSIb|e candi dates. These two

net hods  dVee eltied 108randglosymeny sHb-tynarbigstid & D@@um%ﬁmefgbmgl@% webdaent .
They arc g s ?g«'ﬁéﬁﬁct' 1'“/2d£{1daddcu&%£t°s‘ﬁ{b-t tﬂ@&g%ﬂ{cldagﬁ%ﬁﬁ r%% éc ;M”Pdu' e 40

i s not I|m ese two nethods an rovi des a
progr amﬂtatgpmterdm lﬂ‘(g ahd)mmﬁnmlrrpoamﬁrey Rehye IB&EEM ob&mtmlﬁ%t-maﬂr teoqriaonl y

o1 anknos <l Ly hf SUBGUERTGURY RSt BFY DERE SIS DR EOET PEIATE
mat chii ng cﬁ&‘ﬁss%ﬁ‘%n relf%gc?e] to 'i‘l@ 5. 18odiindht id ANRBAH ffa!nlléév?&rk 3L hﬂ%flﬁélﬁ&@s sing

steps enployed in one of docunent identification nodule , In
t raver si ngultiples weerchiodehiccfsilodtli7dntempétedasa k7@ 4nt oni@ium oktrinty valiout

mat chi ng o] Fl . Thi uence . of roce si.n s could be
ool ea o s e Pisr e o st g s R O PSR Beeied MO Enlisfe o™ e
capt ur ed 1hyet€ buhRE@asbaifallis@ratiSeMhdsk &id&lﬁﬁnﬂ%}é@%fbfre hcytl%ﬁo&zﬂ §0F1G. Hhe docurnent
ref erence terrpl ate data could be manual | y nodifie the | ayout editor 30

as di scud909l]aboive. ofithe gensrml pnm@tde@@ﬁd;adlonéneélitmisyizeléy@fi/mstbg gequnzent on and
cl asf@ i Caént%agon &88&%915 t e?aalro{(lt rrn%%hl%gs réc%sl if%&t dsé) agmglr é' chu?nent

rever sed, or a certa

| i ghting rﬁauunﬁgprol:e&%avémmﬁmm@lknﬂgowlag@uwnrmé pdsusibge wndtdaees Th4R, two
docunent identification nodul e 40 executes | ayout matchi n% process 164A to
det er m néngthprdssss plse veigteapy todscaoreigered dey- iy gBjactocyment. dhey aifp- t ype set .

First, af it r ded
into bi na&r@%%gg‘g? détgﬁgaoﬁg?hles(% %@g%ﬁ?ﬁ@@%ﬁ& Igg%l}lur anl I%&ylgﬁ{e?eogl ons based
on the caheectvowmdtodsfand peovidosk fuixitét proglBehingNexitturd toendospdrateedwr egi ons

are classifje song features |n cat or| , ch as text,

bar ¢ddc, %ﬁh?‘g* Mqrgogmq ﬁlﬁgiq%ﬁcmw gtho ng@lgg Q@%@@é PEF/ U
S2008/ 083{pdnt Colofsl BBhkn&H Cgréyﬁl@to%?a% GCRIrQRtioF & @ﬁ@ﬁér%dez RGhfitc SONE
additional information, such as the size, position and direction (188).

Regi on r ghgrlengendbioul d better be the center in nost of cases, such as
eand Static tex or variable

bar code, Q net.stri 4
ragi on, ' JBFAIC TERG R EuETogRE Rnei Briens nGRTE ofF R 48R ue” o
the regi qhehidRatiéh BBUIYIOGf FIG, Ckowmsmg déRPIcAS RIh @l atiBn Fahlc@@ris 84 uet ur e
of region objects with the type
20 invoke a layout matching process 164A of FIG. 9. This sequence of processing steps could
be applied on the reference image data to build the document template or the captured live
image data to identify the document type (180). The document reference template data
could be manually modified by the layout editor 30 as discussed above. Document layout
could be analyzed by segmentation and classification of connected dark regions in light
25 background or in reversed, in an image or a plane of grey or color image under a certain
lighting source.
[0093] Upon invoking layout matching process 164A, document identification module 40
executes layout matching process 164A to determine a possible set of document sub-type
objects, i.e., sub-type set. First, after some image quality enhancement, the image is
30 thresholded into binary (182), and then is segmented into a plurality of regions based on

the connectivity of the dark pixels (184). Next, the isolated regions are classified by some

features into some categories, such as text, barcode, photo, magnetic stripe, fingerprint and
29



ot her characteristics (190), region objects could be grouped by the area
into a hierarchy structure in the reference tenpl ate expression, that nmay
be nore mEartbevgl7ed86f or human. Whil e the position of thePdDABa®8083158 it s
content could change due to printing offset, displacenment of docunent in
scan, or other reasons, the relative position of region objects 10play a
nore strict constraint in determning a docunent type, but the inmage shift

or rot at i%h (180)1 andi thetyedch regien mbriasietizeshberame wlhignal wformasigarsusk anni ng.
Once the disti j r i . cted
For the. b ke dQbibTaF of S@leTbe ! RolbR R ERC ol RILREUYRE BN HANLE
conpar e tdfeagulsiwuah bt arobdec phastecieghet stgipoasd steti¢ £rpBat sordetimgs foricdriabse
tenplate data 176 of FIG 9, associated with one of the plurality 15of
docunent F§H8 Y6} &tths dpyrEder® ﬂlﬁ@%g&%@%@%@a@ﬁﬁ?ﬂ @Q_ﬁ@? teyrggion BitPat e
dat 3 176 fafsb 08actuficfr Hebhbesiclith b iuQle GARARES BElobTRAR (hEheNFq and

rel ati onshi ps between the plurality of pre-defined connected I rmage regions,

and docurmindr chateptciiftios 41 YO nregmaddbgecthironbhipagrespddiy teternmtnedigernhgct ed

regi ons and rel atjonshi ps to fhose pre-defi ned, connected regi ons and
ePati onciple BiharTyeRs kBatat PRt Ear Al Peoh B DH R SR B E i cat i on
modul e 40ydRE afcPolRion Wb eichRiuib® aRiUAes: dotRDa kA bRl ORERmLLE o, one of

the plurality of docunment type objects currently under conparison, i.e.,
docurent disphccoisheeftdorm@ertiosgan, pyotheinshfonadhe rakdtivamiosijion ef regian gbjecdd ue
(97 for ,ex le, .0 to 100.. 0941.FI Go. 11A-1 | .C gre ex ary inmages
1 8¢ oot g TR i oPatittin B B ol Ll b B SRR cat' o

modul e 4GontiofrisGimided BXRE WiRizatod apdehmant citai@r prags@gsOA&Ahe Ab6ihctFl G 9.
FIG 11A shows captured jmage 194A after it has_undergone jmnmage processing
and bi nariMage regiene peographicdl hoiggresesed sndonpesicd ©r thetadieet imaggout mat chi ng
process | t. / i j y be
G cat 1y cshienIRuiFRa folic A8 Mk R S B G Rl R ™
capt ur ed to magdatt W48, aichens térhplhi@latandérofdile. Yaswonianid welgoendfahe phurglitB4) .

Docunment identificatiqn nodul e 40, executi 0 in accordance wth | ayout
mat ¢hi ng P e&@ti@f@%@mﬁ&o %&;&%ﬁ@%ﬁ dlﬁ%géif@ BYi gl ?ﬂtﬁ#ﬁ%i ty of
connect edichagl PPR-kP0A RGNty bF %nn%%te@irﬁ@viﬁégigﬁﬁﬁm Rlatie RS dnaRe 194C of

the captured inage, where each of the plurality of connected regions
196A- 196V wmpty EPpre-WIIROCOLAXESBERET f¢giBGBODBI GRBIESt iontdmetiol moddlestO

1984 198N (190) , Fach of  nodes, 198/ 198N may: 2l se. BRRSI e Ehald onsh ps

connected regions and relationships. Finally, based on the comparison, document

20 identification module 40 determines whether the captured image(s) belongs to the one of
the plurality of document type objects currently under comparison, i.c., document type
object 178 (194), by a unified similarity certainty value (97), for example, 0 to 100.
[0094] FIGS. 11A-11C are exemplary images illustrating the state of the captured image
as document identification module 40 of FIG. 2, executes a layout matching process 164A

25 of FIG. 9. FIG. 11A shows captured image 194A after it has undergone image processing
and binarization (182). Although not required to implement layout matching process
164A, the results of applying layout matching process 164A may be greatly enhanced by
performing such image processing. FIG. 11B shows captured image 194B after it has
undergone document segmentation (184). Document identification module 40, executing

30 in accordance with layout matching process 164A, segments captured image 194B into a

plurality of connected regions 196A—196N. FIG. 11C shows graphic representation 194C

of the captured image, where each of the plurality of connected regions 196A—196N maps
30



100951 Once the captured image is graphically represented, docunent
identification nodule 40 nay conpare this graphical representation 194C to
t enpl at e Wetag/Ewssh as Stenplate data 176 of FIG 9. Do®UWaIsR008/083158
identification nodule 40, in accordance with |ayout matching process 164A,
may performone or nore different conparisons. For exanple, docunent
identification nodule 40 may sinply conpare the presence of sane type of
regi ons itfoge aﬁm@aﬂ%éﬂ%&\gﬁﬁm-i%%hpsf@ed%d%ﬁelg&l‘éww@we@égi ons in
tenpl ate . . r i or in addition to this region type

conpar i s&gl?‘h%é%l&%ebﬁﬁ%fgioglﬁ#?%%ati on nodul e 40 may conpare graphi cal

r epr esent[8095jr0d@4h: taptared iragpdel is ataphepll e spndsatiteddostiaeetddamtifiechtiort enpl at e
data 176 b 0 additional. constraints, such as size and position, or nore
strictly r{l%@%%@e@wemaﬁﬁed ﬁfaé’?]%ﬂﬂ foRECSFEBHPh 4L tPHF@PEFerQPt%ﬁuﬁ‘r%“phi cal

conpar i Sqemgfaw St €74 dit1d IPberERALRGdLNYifeMEdh ﬁéddl@]gef,%tac@r | bGidat ching by

Dynam ¢ Programm ng algorithm In sone | nstances of graphica

r epr esentlayaud mapahmpaproson $ $4A Suag peréortn ¢rebentmndric ddtdrom comgetisndOFomy i npl y

limts on_the conpariso ecified to the environment of inmage capture

devi co 1EXEMAGGRUER ppacaionirspcul<cad Sy SR SMENE (R LS abest i on and
rotation thpdibftdkioRSin @apred echroRh&fibAYIAC B haihQBncctoFeSshdNd tehplat r a
region limtation, a dynam c content |imtation, and an inexact

segnent atdagml Hnd\ppraitvichprin egditior teethts tegiah tyrci compapppl, doevgnashe or nore of

t he i m,tatd ons. ma i.qgni fi cantl 2 r e the tij n ary to
CoraE 1 b Riricans, s 4R Ry RS T EAR Cnlddfn 1DRE SORERRRELY 10 o
transl at irgprceunthtiontsedredWathinl temipladd dadn 176 By §EndaitiorahcdRgaihegbwhss Gfzc

overal | docunent may be rotated before undergoing a conparison. The masked
mat chi ng A POBIHEN.GH WALy sictly die pasrereladigndie obtheacyans it kind @betspbist! out to
reduce t L] I 1, SSi . j on
i et QerTRTRE cdtld SOABAN AR OPEERRRRY 1ncllf BBl M BlinFB] DRESE
caused byProfremmisg elgoritin. phi sohicnigstamce afigiaphigel rpprossgiongoopap@ms, or Noi sy

images wifhin the captured i . The dypam c content limtatiqn nmay reduce
theg?umb CB‘Flel?téﬁ%Ht%ﬁ%‘Pﬂ @gdﬁggﬁ I%éwpg’éﬂ%é% FléeocoF_ I&aﬂﬁ%ﬂ’ﬁﬁ’{{eg&{% ni ng
dynam ¢ cQRiERthentDtsRa@Scapai®dang: AdtERRufeXitypE® ANSIG. Theich REX BRfited
segnentation and printing msplacenent limtation may conbine two or nore

text regitomslaBon hat rojios linmébion ex nkyked egprenng miteher, ebyissleg peadiamggiohe
nunber of.regions  that. un erqgo. . nBar idson. V\p 2009f’L 7598€BPC'I;[ U
S2008/ 083 FBE OG0By ERCH TSR o Y ppratt meatop pR pRgline
il lustr atrhi@ﬁla@@ﬁéxﬁuihﬁﬁt@ﬁ.emg%l fngtdn@iodinit@e bhc& IBBNAITRG oS seESfifangy 47 by
the | ayout editor 30 (200-2 . As an information conpression scheme, known
al s& as PEACpR thagmsalcoasyén eptorankay geimgtching deptifestionmgeccret e may
ef fecti vap¥od)efiiqfn i3 RLER ShORbAVMRI £l dorimas héW AfichNd RELhEB:
overall document may be rotated before undergoing a comparison. The masked matching
limitation may filter some regions of a particular document out to reduce the number of
comparisons necessary. The missing or extra region limitation may stop comparison for
25 missing, merged, or extra regions caused by the customized printing or bad image
processing on poor or noisy images within the captured image. The dynamic content
limitation may reduce the number of relationships that need be measured for regions
containing dynamic content, such as name and address text regions. The inexact
segmentation and printing misplacement limitation may combine two or more text regions

30 that were incorrectly segmented, thereby decreasing the number of regions that undergo

comparison.
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50f inmages to a few orthonormal eigeninages, so as to achi eve fast object
recogni tion and other tasks. The region of interest could be the whole
docunent wWpeadn7s@epart that better excludes the dynam eCTArs@sos3166
addition, pre-processing of the docunent may be used to reduce the

i nfluence of any dynam c content. [0098] In any case, the first stepis to
collect all possible or selectively typical imge 10tenpl ates_ (200).

Tenpl at e [882'5 @ytheripht side pEEL R d 2 iinh fevelrpillysteyinggperssion sichnel hadings

zer o- nmea . [ X1l i I e - . stores inmage
data for ndalte %@ﬁlg}a %tg ﬁ%ﬁ%%%ﬁﬂ%k gatyfgﬁ{%% w%@hﬁc?f) ' gggngrﬁttﬂﬁgglsﬁw thin each
col um meyntpegsvaatiicnid) knswmelspas PCAl (Poinciphl Compagent Agilgsis)pthean |1 mage

tenplate. A set of Eigen vectors arc cal culated by the covariance matrix of
thiS dat EiEERFFS BREOYGTEA Y e dpuet & pichHoh SUVBIFGBEOY SR CoVagion gen
vectors mymp s(%@la%k!v%}tﬁgncfrﬁfaﬂ%i%&gnﬁ \Asg?&% fo! a>éhife(79f‘é}sf &ﬁeégrrécg)'ﬁﬁﬁ*ﬂon'aﬁ@ge dat a

fromthe tenplfate, or reduced dinensionality by the transpose of

t hi s dat athattaskx.. Thdogiont dahricguespbotia cdohaddrement ared bya pgtithabbater

results. Athreshald may be used .to sel ect only those Eigen vectors, having
a1 o et PP QYENTR foprtial adiiieR PrEr el tiebe fRat el phgdeghsd B
pre- def i ngghdehremfabite(c?@Ry dyfnienentex@npl e, a cut-off nmay be 20applied so
only Eigen values that arc wthin 10% of the naxi num Ei gen val ue are

sel ect ed.[0828 Hnehy cifeshic destestapds toadlent aleraseibls araglepiévompped! gk as a
respectiy i i i WET, L. cul at from.the transposed data
e S LTS B ek AR Bl AL O o

mat hemat izeal-hgasi Npktl 4 Wata enddi0 Gefmédnintwidth t4v@ cohingi stales imB@eddtyfiraal |y has
a very high dinensionality and is reduced to_ a |ower dinensionality to

25fi nd t HBffeeRthiBREs fanpler 4&i)y Eaelbef tha spirica st caphcalupngasy reEsei the t hen
mapped b i I: J i t he Fgi i The fi nal
expr essi gsﬁhlleh)%ﬁagg%glll ma?ee @%@%@%@ﬁ@g@g@@f&e. ?\OSG(SHP ?%ﬁgféf&g%ﬁ? y the

capt ur ed dalvatpecd BsthdescariahedmbeixoMithif b rs&tix ahd seteeldiyadspectioBigemal el gen

i mges may. be vi S best expressing.the_original set aqf tenpl.ate inmge
dat & i n ;%54%&45%%318_68&&@0 Y & %ql%g%?t.e(? §0rUb0 g1t ¥ TR omLt OSEMal of
FIG 12 Tishade B@WERRME lhp il 6ALUIAGAME IS LfimShFRRIRS bAIAGHIRAL of

identificatron nodule 40 of , In traversing docunent identification
f r amewor KhB4latagnatniwplbath Echeiquesgyedadsousthernatmatiy hiwmgalpntocedts. AUBslofldFI G 9

(210-216). This quence V\QhZO 1075986PCT/.U S 08/@2?15 of Brlocessi ng

St eps. collld Bosfi Pelgk opp)has FiRer Feefaly B e FDGEn L I iogR VS, FE-
document Higelab@handdcdider GermRihal thefsBs1aNees)WAsGRE ckafpib] LERRYT Meghors for
each docunent sub- type objects stored in the database, or (ii) to the

capfr ed dpphebsadentisa Eigenivabies fiay agerveithdn d 0freaftthe pesinpum §ygen52yg 200, 1Upon

| nvoki ng E1LORN FRORGARSUTRILIHCH 10, AGERS AR nRSUTROLCLARTELL] 2t o

modul e 40°éXecu eni nage unen Focess 0 caPcul ate a
wei ght cdehbé ed gicyweat edlcohtctfne ietttihesbstdrage mal2 ) nEstorcas ad piyceishe
above-sel ected orthonornmal Eigen inages. This is done by nmultiplying the
capt ur ed denegeddheys pedicorcyshasgnghemstical hragerlfying)prefteoinghefdhaomeintli x
constr uc’tiﬁﬁg?%]p‘i(ﬂﬁy 6! Q%I‘pyqligh dimensionality and is reduced to a lower dimensionality to
25 find the orthonormal Eigen vector much faster. This Eigen vector is then mapped back to
the higher dimensionality of the original image. The final expression in Eigen image form
may be easier to ultimately apply the captured image, as described below. This set of
selected orthonormal eigen images may be viewed as best expressing the original set of
template image data in the meaning of least square error.
30 [0099] On the left side of FIG. 12 is a flowchart illustrating operation steps of a document

identification module 40 of FIG. 2, in traversing document identification framework 34 to

invoke Eigenimage document matching process 164B of FIG. 9 (210-216). This sequence
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10ort honormal Ei gen images to produce the weight coefficient vector for the
captured image. That is, each colum of the data nmatrix represents one of

t he Ei gerwOreagpass98and mul tiplication by the captured i nRGE/U$2008/08368 Or
produces a vector of coefficients, where each coefficient represents an
expression of the captured image in the multiple dinmensional space forned
by the othonormal Ei gen inmages. Next, docunent 15identification nodul e 40
conpar es afpEosgssighstersorontd by anplicddbrarthp fefergpeaimage datade buidd Brevioemech
pre-conp f C i fficie i i 1e of the
R R
possi bl e typd esjenc stockddn tentatdbgpe of di)49 theldapBirahintagk atwgo adettift thace or
simlarity of two v éors with respect to the weight coefficient vector for
the capt éﬂmFWéé%eéﬁ )-t he pre-conputed reference 20wei ght coeffi ci ent
vectors. [ByRigial | Y. ydRcHIRhe EARAHICRLLAM TRAUiR: A0cH8M (B! Gthiof: thi s

di stance according to one of the followng four standard distance

cal cul at iidentdicgoon mhdwle 40 )ex&mtdsi getiimpandeunnt Hatrhinggrokdess dvdeto 3) NCC

(Normal i ze 0SS rrel.ation), and.4) Mahanal obij i stanc ased on the
di st ancesc,aficb‘gé%%’ﬁtg %ﬁﬁ?l??tc‘)ﬁf‘i%ﬂp%&ﬁ?t&m d{nas%@égwsﬁ%s b%ﬁ’te %EY%'eni mage
docunment RteIAHoRIRGEEERAPhEAR, TURLEUFABSMURRINRE tHeh@p@kdd itla@e Bglaongs to
the one of the plurality of docunent sub- type objects currently under

conpar i sofector (@ refegmee rarge dati)-onjgredaibragix aopetrigtadhy therglerisd

classificatiqn i oy0) nl ase t he neargst nei ghbar hoo NN)..  The
det 8 m nasromy FEBRIRIR RERRle R s PG REBE ARl SRR ARG el
r ef er enceTidotusmhtcolunitofthf @ath nidtiat rdpe@ess ont sf thiEiginsihpeg and a uni fi ed
scale of, for exanple, 0 to 100. In this way, 30the certainty val ue

r epr esentBukipki¢ation by ke eapéirash reagselatiowsstor pEodnsshy ekl of pogifigisntsy whetsr  of

t he capt i e | i LGl or for each of
t he possil%ﬁqejcééerﬁgrglgﬁrc e%%gsu%leén{bg&lglsloﬁﬁgﬁ% Ctg aﬁé&a%ﬁ%%%ye@?%%ugﬁﬁhres hol d. 33 WO
200910759B6PGIdd] §206 36083 Hy8hd 6bdAdhfal BenIdAges. MRt alocurax@npl ary i nages
illustrat.i n%é_t he state of captur ggeui r’ra]icrle 230.0f FIG 13C as a docudrrent

i denti fi ddeTriicatiopimpdule d) camRarcy Scutarit oglieisnf ety JitapEd 'aspder FiG 2,
execut es gy gdcﬁ%?é-g@rﬁﬁutg&)%f&%ﬂée WEHWO@EO@HPQ@&@D asSbiGhte &% itklode oF Rge
docunent matching process 164B of FIG 9. FIG 13A and FIG 13B 5show
exenpl ar ylunahiymfrigcumegesb-aym abgsstd stered sretheblefabase, i.cesuch pygssnge rdfersnce
docunent., FIG 13A a set .of seven sanples .of United States driver

1 conces.dpygerygas LR bR § BiiieRA0T v RS oo rEERRM R BBl

Mont ana  apeheSkaibBiScocttidi #bctaPRl HeddapRifed gt af@theGre-t 24 cfbi¥RGes may
approach hundreds of images or nore. The | ayout editor 30 calculates their

ei géh i meRightarafficanieectemailypiedlys Romanhiden@icatign mophisi ey eflogaigen
10ei gen 'tﬁﬁ%‘%‘s?an%%k%rﬁ’lﬁg $ELECSEA ﬁoﬁfo% ORI RRbdrd ‘afs%at[@@&lpﬁl& hof!l gher_ei gen
val ues to approxrnat el y®express ¥ he orl%l nal “seven enplate inmages. Then,

each of tdigorieven )tEPd diseinc&y eRinohinkldGtant3/8)iNCOUNbinpdlized Cesso t he matri x
constructed by.the sel ected ei i mages producing a reference wei ght

gen .
coef fi ci dritraf&indrandd) Mahapdapip distingat Basedondhs dis@Bentofumsab- t ype, whi ch
I's stor eCldéIRifchonf’ﬁB&Q@%, R%ccordance with Eigenimage document matching process

25 164B, determines whether the article belongs to the one of the plurality of document sub-

type objects currently under comparison, i.¢., document sub-type object 170 (216), and the
classification is commonly based on the nearest neighborhood (NN). The determination
may come in the form of a certainty value for each possible reference document type
object that represents the distance on a unified scale of, for example, 0 to 100. In this way,
30 the certainty value represents whether the distance between the weight coefficient vector
of the captured image and the respective weight coefficient vector for each of the possible

reference documents is less than a predefined threshold.
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15[ 00102] Once upon a new y captured image 230 of FIG I 3C, docunent
identification nodule 40 i nvokes Ei geni mage docunent matchi ng process 164B
of FIG o9vorh@/i7asge data is nmultiplied onto the sanme alPCTAISA®IBIOBIISS
constructed by the sel ected eigen i mages to produce a wei ght coefficient
vector. The Ei geni mrage docunent mat chi ng process conpares this new wei ght
coefficient vector with each of pre-conputed reference 20wei ght coeffi cient

vect ors d89HYilat ed KiOSh13he 13F dragiomplay inagasdbwiragpgtheygide ehjapaired
currently { i ; i i of FIG 13A
csed for THDY 250 SPFIRPIACECs dpofrcyt MEnBRERn MRS Y ds BEBAER %0 oy

det er m nad¢hdicdiiat mndec dooMEER 2, beccnesslay Bigpimiagdldcomget datching preessen

ot her al gUFR ErFEcE e dncunas s sl P8 585 Rl Cohmare Gc 68" ©
[ 00193] ReghhtserdpRrd Qﬁin{r{%gn{agw alxldcr@aﬁt@ el E&E@ﬁd%ﬁﬁﬁ Pﬁé"’éoc%n%lﬂ?r RSt

di stance of 518.2 fromt npl ate data associ ate t he docunent
sub-t ype 181y shows afsebimaesotaapiles dfiéited [Statel dreres licemats: $patywed &ber i ned by

t he sel ec ei gen J na i n_accar,dance tq the i N i stance al gorithm
Thi s rel &R I RaT ape PG e oS BHOS 30,055t MOCERNL h of ner
si X docunBRtscsdlierhyRR ifREECHEY hRRb&hENSrcds B?ﬁﬁ%&s BBi6F:. IThetlBRud egitgrent
classification based on the nearest nei ghborhood (NEDR . WD 20091075986PCT/ U
S2008/ 083058 chtrdasohimhigen enages v viloes thatoart plipwinie Flx hidht Thistsgt ddypeddicumrent
processin ngi.ne 36, 0f F 2 after identifying a particular docunent type
by 36 e umutse AR SR SiGoMe G PETRE et D AaBR VAo iEn Toat s on
modul e 4Zipbfox@rantiyrdxpydiletheestigitd bivic Gerhsiatc UmagesarThep @8k of thelsevdar act i ce,

the authentication feature is an exchangeabl e concept with 5the

i dent i fi d&MPlte imageurld T St senltinhed ento theamatig£e8staetodiygle alattydi s et hod
v be aopli . . ‘i - i ‘

Cl s 1 epechiihabf rBuciiPs EFRR A AR oo Rl A0y askBl Isfle flea TR |,

t he i dentdokumantisab-type, tMhéchsketoteelsin tiid daeabast B2.| ower rej ection rate of

correct nt type, and the others for t -called authentication
prodess ﬂﬁ@ﬁﬁd onl YNEABAT R ASHLY ?QPQHGQIHEM Q%ﬁ%tlﬁaiﬁ&\g‘?cup}ﬂn%e accept ance
\r/glt ieng Oﬁ@%{f%g%%n ?ég@é% IVWKESEMRLIOLS dBEEmB SSRMifEpIABESR 183BOFETRIAr Y

the image data is multiplied onto the same above matrix constructed by the selected eigen

images to produce a weight coefficient vector. The Eigenimage document matching
process compares this new weight coefficient vector with each of pre-computed reference
20 weight coefficient vectors associated with the plurality of document sub-type objects
currently under comparison, i.c. the seven US driver licenses of FIG. 13A used for
training. For example, document identification module 40 may determine the distance
between the newly captured image data to seven template image data using the Hamming
distance calculating algorithm or other algorithm to produce exemplary results 232 shown
25 in FIG 13C.
[00103] Results 232 for the newly captured image data shows a shortest distance of
518.21 from the template data associated with the document sub-type object of Minnesota
in the multidimensional space determined by the selected eigen images in accordance to
the Hamming distance algorithm. This relatively much smaller distance than the ones
30 associated with other six document sub-type objects represents a better match in the

document classification based on the nearest neighborhood (NN).
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obtaining the characteristics of enployed printing technologies in order to
identify forgeries. It's a comon formof forgery to use alternative
printing wochewosess, such as photocopier, to duplicate PREUSLIGIOBHES
docunent. In practice, the docunment authentication 15nodul e 42 coul d use
many nore nethods other than these exenplary three techni ques presented
here. 100106] For exanple, Intaglio printing is a still w dely used nethod

i nvent ed [PB1E#3r nanylisyrexhgen oy peovieg the puthenticitydi dcHEen e catBIAL SnLipg
engraves Qf Sy | 1, . i il i L@k and rai ses
t he inprfﬁ?ggﬂgﬁ%%ﬂ%ﬁdgﬁﬁgﬁgaﬁﬁﬂ”§?2§§ﬂ¥%g§gﬂ?é*?%émﬁgkgﬁ%ﬁﬁ%gﬂﬁh engraved
appear anasodult 40 30o édvfoke idocuinah eathead daaom atodvle 43ftb eanfusedhéther fequigar y i s

t he ther raph (raised ink), ich is used.in printi | i t he conponly
Used busiy PR TR A U IR R e MR 5@35%&‘@5@@1 MO ment
Wi s suchy@gichfifcaHoh FGRAIR dRcfseld QSO\%MIQP&U%FS% iﬁﬁ?ﬂ@%alyﬁ@ﬁ%th%ﬂ fgecant 3D

visual effect can be captured. As 25 in the sanp f~a 3M busi ness card,
i mge 24GpphedinGhe impleinsnipriouoicedidhtoomerfitt atdyen clhsanere Thabdsic guigeli®44 i n

FIG 14B.is .captured by . cunent reader..11 of FlI . . As sh in FIG
a5, 1 o6 as HOES Pt Ber GaiTes hen i Rial ardiad i MeRbedtio b sf s
100108] Tajetti¢h fafeofRiopktt ®clinchthepdalY tHeARGE foFaNd ROcANRE agdMBA@atiyn acr 0ss
the right Teg of the letter "M in above two i mages, sone significant

di f f er enawoesaninyekerbeny ffient identifBel doicomantesitiplopves falf ageeptaceanid 0046 of FI G
14Bﬁ0the1%{%%llevel changes across the stroke in the scanner is always
symmetric 1m-profile 242 of FIG 14A while the case fromthe CCD canera is

not, as g00195]i N pPritred @ethdbs ok prdsented Ale afReerdplnk watidh®y neioldt $ort owar ds
the WD 20091075986PCT/ U S2008/ 083158 inner side to the origin place of the
canmera. BPtaeias thg dgragtrisde efsanipsderiptiagacheelggics Heordefidandendfy asymet ri ¢

shift de rat I : : q Lfied in
Corms of BNEr ansd SrFRg ofh ot RIS RSy AROE prflie REMRE TR ' Phe Sy
busi ness phatadopier, d Guplid€. thd tieginal docomcme bspmetidepthe tdbeurnéft aathenticatibe
illustrated, ex le,is 5m|. [00109] The techni ques readily .be applied

f o so- anpdlei s Sedld e @PW‘S[H&F‘%@J“ beHfieH $F PGP (PRGNS her ¢ he
asymet r y, t3nRugsRNt by measuring the precise 3D paraneters fromthe inmage,

such as how high the stroke raises, that could be determ ned by how steep
the sl opd00KGIn FI Gort4@npleOnGElio @Fiatiog fer stiplnivideiynged echndl imgyntddsin

engravi n%ervnﬁing Ey reofjﬁﬁse%rtpr%ﬁltiing 8}i§1jngpdoocﬂments. It engraves or cuts into a recessed

plate, which fills with the ink and raises the imprinted area of paper with pressure so as to

20 produce an engraved appearance with 3D effect. A cheap alternative often used for forgery
is the thermograph (raised ink), which is used in printing like the commonly used business
card.
[00107] While viewing under the perspective environment with such as the CCD
camera of the 3M document reader, some significant 3D visual effect can be captured. As

25 in the sample of a 3M business card, image 240 in FIG. 14A is produced from a flatbed
scanner and image 244 in FIG. 14B is captured by a document reader 11 of FIG. 1. As
shown in FIG. 14B, image 240 shows 3D effect including shadows from the characters.
[00108] Taking the profile of the grey change moving horizontally across the right
leg of the letter “M” in above two images, some significant difference can be seen in the

30 pictures 242 of FIG. 14A and 246 of FIG. 14B; the grey level changes across the stroke in
the scanner is always symmetric in profile 242 of FIG. 14A while the case from the CCD

camera is not, as shown in profile 246 of FIG. 14B. The dark valley shifts towards the
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the printing surface and, therefore, the opposite optical effect as from

t he above nethod. The profiling techni que descri bed above could |Iikew se be
enpl oyed WO 200917986 t he 3D characteristics of inages an@#Cousetsnsser s
produced by such printing techniques. [00111] When printing an image onto a
paper or other media, in addition to 15continuous inagery (e.dg.,

phot ographs and ID printers), another two nost conmmonly used. reprographic

t echni queBNisifgItathe aridn plope philie GamegnBY npagE B ACEISH AV bnle visy figldethe
hal ftone S¢fQent Jk?mh?e%f‘,\gklﬁﬂ?ie %HRM%@%M%H}%U&P% &h?ﬁg esGAH2hd ¥ Spaced

dots of varying s I'C SCreen equency nDduIatlon)
applies tdmanﬁﬁas&n&em afatdstance\odiisyt fingm pasérigionf ﬁlﬂdfldi’eﬁslldtg&foﬁﬂwﬂll\és of

these printjn i.qu are sho in sampl.e i m 52 and. 254 in
FI G 15A. Ut ’i‘ﬁ’élrﬁr%g;t ﬁ%‘& i’f{‘s E%g?msw&ée ﬁgfhﬁiép @Sttr%} greRahal ysi s
I's aggoodyfreasurement on the regular spaced dots mnth the hal ftone

screeni ng, and high frequency noi se or edge detection is an ideal
i ndi cati dA0TAHY t he Btedcﬁmgf[uesrr@grrwmyr’@ appE@ilﬁ:@jrlAs -cahlat tféerceximnpl e, col or

i mages e Le tructe sual | Ie 255creen and in

nal 1t one. JeRGEn SgneRN e Fn T Dk hefen e R Eley PO eret BhG B ne ¢ he
rosette Hﬂécﬁ@r 113 pAAnReYRoiths ARRleces kB fs hHwhligh thd 3Bolkdisas, ZRAbIIA bemage 258
in FIG 8114]FIG. | 5C shows a set of I mages sanple i mges 260, 262

and 264 gi@tﬁémateéd)yhoweﬁﬁb@ﬁlpogisngﬂﬁelm pl anes of the |mage 256

cor dne i Camph TR 10518 Be e RAER Flquee ng B, 87

S|nlIarImh@pﬁmﬁgﬁﬁﬂ@calwﬂ@&%&@ﬂ#ﬂﬁ@ﬂﬁﬁéﬁ(ﬁﬁ@ﬂ&ﬁﬁ&ﬂﬁﬁﬁnﬁQ&k&@%éﬁmﬂhﬁ

duplication is_one of the nost common cases |n docunent forg}ry,
d

scanned tetrrafilieg @ﬁlawé‘sd@égﬂm aRgveIrau e ks ise be emnlongd fpetnabide thesd 1? he
compari s afa'atehg't?cg' PG Ses2fi/or £RH.304 ?07(910 b}gélr%g é)lrlnﬁl?% Fﬁlﬁﬁ?sc ontinuous

tone, halftone and stochastic Scr eeni h pect n this case,
vari ati of00fiifhe stWakepnintdtganancgt bﬂztoqui@er or other media, in addltlon to
15 continuous imagery (e.g., photographs and ID printers), another two most commonly used
reprographic techniques simulate the continuous tone image by binary one(s): the halftone
screening technique (amplitude modulation) uses equally spaced dots of varying size,
while the stochastic screening (frequency modulation) applies the same size dots in
varying position and density. Samples of these printing techniques are shown in sample
20 images 250, 252 and 254 in FIG 15A.
[00112] The method of covariance matrix from the texture analysis is a good
measurement on the regular spaced dots with the halftone screening, and high frequency
noise or edge detection is an ideal indication for the stochastic screening.
[00113] As another example, color images may be reconstructed usually by multiple
25 screens, and in the halftone screening, CMYK four color planes in different angles
combine the rosette patterns as shown in sample 256 in FIG. 15B and a zoom-in image 258
in FIG. 15B.
[00114] FIG. 15C shows a set of images sample images 260, 262 and 264 generated
by decomposing the RGB planes of the image 256 captured by a color CCD camera. The
30 set of images of FIG. 15C show angled screens in the sample images 260, 262 and 264 in
FIG. 15C that can be similarly processed.

36



5curvature can be a good neasurenent of character distortion caused by the
screening nethods in the duplication of the original docunent. 1001161l n
addi ti on WO 20008861 adi ti onal printing techni ques, nanyPAEWSA®BI0831S8 ar e
designed to not only limt reproduction of an inage onto a nedia, but to
al so carry other information in a mcro structure so as to further aid the
preventlon of forgery. While nost 10 of these nethods could only be
decoded H{O Wi r ovis fﬂaﬁ éﬁph@tﬂams QIefsthe MAK, commey asey in dewBensIfeeew; use

somre si MRl e e Plos A8 UG &ALy G Aclcfl {TRYRNEAGEE S A Ly BO0 [y

whet her ature 1s pre or t ‘i'catlon ‘purpose in a
cost - ef f ith¢ andges Ab&it268and SG0nn EKaﬂﬁDebsr the eordingcussteeel hlaleﬁom\a/ancﬂ S0tHagtieor

exanpl e, sone. conpanj es encqg nd decode a d ng
15machi neCFEaggHREh Q‘;di?épedt} Vglflg}“%ﬁasl’?u}‘?éﬁ‘“f’%& ISETOIS%WFEEH ﬁ’@r‘?d%at t he

codes and &,pe,niH BN b Qggé’cphl%as‘ﬁ?é?ﬁé?{%f é‘ﬁa‘%aé%&%st%%ﬁ%ﬁﬁk%@'b thd RrQRRIALI On, a

background 1 mage 1s generated, wherein the background ge conprlses coded
gl yphtonemcibd)dssmbmwhoancgrdyh@euhgnalmgemcma val ues, each of the hal ftone

cells co ng one f at ast .t di stinqui shabl e patterns hown in
FiG 1 6ATDBb0S 1 ol RadER 1 Bk israutiae P RGyS Bk el o tphucs

modul at i Qesi@fed iaﬁhd’t 8aM! [@hit l’t?rcf)ddéﬂ@n SEAERMEGnkYa SBHikT bl %o 51@@%@ othbe dots,
as shown in the image 280 of FIG 16B. In this case, placing a lenticular

dec9d| ng in@nmatign in & Miers simstye se entonyrtheredd émyemkels of feegascBiheld mast t er s
Sl VI mq@ltl?%em&hqu gelﬁ syuccn&)ecoFl Q’tﬁlggfﬁ’yﬁ’@éi hn| ?:%hrﬁescrl lﬂed herein

may Y eadi i mage d’ tonverts the

col or or ;@@ﬁymc&h& sdﬂmgﬁmpleam@(@f)featnfet)axmactmimﬁmag@@roa@stsmg tb ayiefiren Wi t h each
| ayer arr %%g\dr at a different angle relative to another |ayer. The
mi cr ot ype¥ aha foptug greseat el foathaputhenficaton mErRse 1%?10@%%%@% or col or

val ues, sfohﬁndht Méf%?ﬁﬁl ?gre u§§%8"8@10 FIG 16C, and with the overlaid

zoontin image. ques escribed herein may readily be applied to
such i rraq09117$0[ 00 IE0 eRAEmplR, m&rumln@ahmssh«:weaaé dbaie ahleceisitteonginick| y and

fficientl dent d i th {gh d f FI G
g TS SOCUIETES 8 DR SR <0 B BEEyEL S,
versi on_ofuNatrcXaibke &iiorelrc oRPRSSrIAM 7 0 R0R A LRIRARFTALL 52008/ 083158

set of 206 different US driver |icenses wthout use of an | CAO conpli ant
MRZ zone. geﬁhetadnwhmrtheha@dgasmdﬁmegfscmmseepmdqd@iﬁohttmmceas basedvoked and

DDl L oL S0, LSO Sl Y LGRS L 0k RS Rl o TR
distinguishable patterns as shown in FIG. 16A.

20 [00118] Another recently proposed method is based on phase modulation on the
regular halftone screening by shifting some of the dots, as shown in the image 280 of FIG.
16B. In this case, placing a lenticular decoding lens with the same screening frequency
makes the encoded letters “SI” visible in the image 282 of FIG. 16B. The techniques
described herein may readily be applied to such images.

25 [00119] Another method converts the color or grayscale image plane(s) into
microtype character layers with each layer arranged at a different angle relative to another
layer. The microtype character width is modulated in width based on grayscale or color
values, if multiply colored, as shown in FIG. 16C, and with the overlaid zoom-in image.
The techniques described herein may readily be applied to such images.

30 [00120] As an example to showcase how the system quickly and efficiently
identifies documents with a high degree of accuracy, FIG. 17A-17C demonstrate the

process of identifying and validating a current version of New York driver license from a
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Li ghti ng Source Bl ankness Infrared Monochrome Visible Dom nant Col or

Vi si bl e Layout Region Matching Infrared Ei geni mage Docunent Matchi ng

Vi si bl e lwgao®@at7sssn Mat ching Visible Visible Pattern MRCTRiSpgsHBISHl e 5
The right colum of Table |I show the respective lighting source. This |ist
s in the order of conmputation efficiency and executed in sequence. The

| ast two are defned by two i mage pattern match expected in a docunent.

set of 206 different US driver licenses without use of an ICAO-compliant MRZ zone. The
implemented classifiers and verifiers that are invoked and applied to extract and
recursively process attributes of the images are listed in Table I below:

TABLE I

Classifier/Verifier

Lighting Source

Blankness

Infrared

Monochrome

Visible

Dominant Color

Visible

Infrared
Visible
Visible
Visible

Layout Region Matching

Eigenimage Document Matching

Logo Pattern Matching

Visible Pattern Matching

The right column of Table I show the respective lighting source. This list is in the order of

computation efficiency and executed in sequence. The last two are defined by two image

pattern match expected in a document.

[00121] FIG. 17B shows how many document objects were examined in this

10 example for each of the classifiers or verifiers in one testing. As shown, the Blankness
classier / verifier checked on all 206 candidates at the start of the test and the Visible
Pattern Matching classifier / verifier has been limited only to one possibility of the correct
document type. The curve of FIG. 17B demonstrates how the candidate possibility is
efficiently narrowed down in around 200 milliseconds. FIG. 17C shows the rejection rate

15 of each operation, which represents the identification performance on the document
identification framework with respect to this type of document. As the Logo Pattern
Matching classifier / verifier has the highest performance of 93% rejection rate in
regarding of identifying the correct document from 15 candidates and discarding other 14,
it’s also a relatively time-consuming operation.

20 [00122] FIG. 17A show part of the success validation results invoked after this

document has been identified as the current New York driver license, as searching

expected security image patterns in four images from Infrared, Visible, Ultraviolet and
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1001211FI G 17B shows how many docunent objects were examned in this
10exanpl e for each of the classifiers or verifiers in one testing. As
shown, t hOBb@mkAsss cl assier / verifier checked on al | PROAISc@sMBIIas es at
the start of the test and the Visible Pattern Matching classifier /
verifier has been limted only to one possibility of the correct docunent
type. The curve of FIG | 7B denonstrates how the candi date possibility is

ef fi ci entRgrongflegivedemsaivaly Bhoigsdt BoonHantp thase shysn inshawn i ElGHaws t he
rejectio i i (=Yols . identification
perfornaggéﬁgﬁSﬁﬁgkéggﬁﬁgﬁgﬁﬁggﬁﬁﬁgf%@%ﬁggS r§ﬁ§%3$§“%9§% respect to this
type of do6l2sgnt. Adaridue cinbgdinkats ithe Matwhinigve bagsddscrdtsed, Thesd dnder has

t he hi ghest perfqrmance of 93% rejection. rate in regarding of identifying
Lhe corr GRkeraaaREINT 5 RIS L5 ARG T T ng other 14, it's also
a refatively time-consunm ng operation. 201001221FIG | 7A show part of the
success validation results invoked after this docunent has been identified
as the current New York driver license, as searching expected security

i mage patterns in four inmages fromlinfrared, Visible, Utraviolet and
Retro-reflective respectively. The result is simlar to those shown in
shown in FIG B8A after the system conpletes both identification and
subsequent validation. 1001231Vari ous enbodi ments of the invention have
been descri bed These and ot her enbodi nents arc within the scope of the
following clainms. W) 20091075986PCT/ U S2008/ 083158 CLAIMS: |.A nethod for
verifying an unknown docunent as one of a plurality of possible docunent
types, the nmethod conprising: 5selecting one or nore reference docunents of
di fferent docunent types;

39



calculating, fromthe reference docunents, one or nore Eigen innages and

Ei gen values for the plurality of different docunent types;

cal cul at iwgQ 200vef®sence wei ght coefficient vector for e®&Ch/uskoosiossips ural ity
of docunment types based on the Eigen inages and Ei gen val ues cal cul at ed
fromthe reference 10docunents; receiving at | east one captured i nage of an
unknown docunent; calculating a weight coefficient vector for the captured
i mage; ehdEMSag the wei ght coefficient vector of the captured i mage
and each of the weight coefficient vectors of the docunent types to
calculate a plurality of distances; and 15identifying the unknown docunent
as one ofl.t he Hdmettaldi foyvmfyﬂxgcaumhhomypmmmomﬂMumlim@ﬂﬁowbkaf

cal cul at ed di st ances. he met hod of claim1, wherein the Eigen imges are

ot honor OC%@&ﬁqun@eﬁmqqo%ﬁr%l onal space, 20and wherein the
plurality of %b&%ﬁﬁ%&%e 6&961%%@@%%@& RS d}fdlftfé'f@nt%@ﬁﬁiéﬁq %égage fromthe

di fferent docunen ypes I n nulti-dinmensional space defned by the
ot honormal Ei g:atculaumgeﬁomzlwefdvralqmiphmdetm ok ar mo2s Eiglaenmagestané Eegomh of t he

di st ances ed. r.m of ertainty value for each possible
docunent ‘ia%’é??lﬁé ﬁ‘é% E&?@ finﬁgoﬁlinéetn H’é’g 'on a unified scale. WO
20091075986 PCldaldueidR 8/ ke wetkht dhgrifTBhtRRetoP forhe F the pwWhaItgoh

calculating a reference wei ght coefficient vector of the captured i mage
conpr i seglocemarittyprstbiasesl en Watagamamaiss and Figgreyrlecsohlcobitadnirom disrisbesencs an

B ogh 1 mageimBNg.

receiving at least one captured image of an unknown document;
calculating a weight coefficient vector for the captured image;
comparing the weight coefficient vector of the captured image and each of the
weight coefficient vectors of the document types to calculate a plurality of distances; and
15 identifying the unknown document as one of the plurality of document types based

on the plurality of calculated distances.

2. The method of claim 1,
wherein the Eigen images are othonormal and define a multi-dimensional space,
20 and
wherein the plurality of distances represent distances of the captured image from
the different document types in multi-dimensional space defined by the othonormal Eigen

images.
25 3. The method of claim 2, wherein the each of the distances is expressed in the form

of a certainty value for each possible document type that represents the distance on a

unified scale.
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mul tiplying the data matrix to produce the weight coefficient vector for
the 5captured i mage, wherein each coefficient of the weight coefficient
vect or r epoesemi7sIsan expressi on of the captured i mage i RCRISROOSI083158

di mensi onal space formed by the othonormal Eigen inmages. 5. The net hod of
claim1, wherein calculating one or nore Eigen inmages and Ei gen 10val ues
for a plurality of reference docunent types conprises; collecting inmage

t enpl at estf or theemesbad phelainy bovispin Oﬁlypégng ﬁé@fﬁ@ppez?vﬁlght sretiiciejecdat a for

t hese |nnghé§%9hg§§§&§%o ghganean formng a data matrix in which

each colum stores | for a different one of the inmage tenplates;
15calculat|ng(mnﬁamnogaEaganmmeamamﬂmhydmaﬂpmMHqgekhszmd&g@1&mq& amat ri x of
the data matri x an t|n res t|v n val.ues for of the

Ei gen vectorsmutlp ‘% ﬁﬁﬁ Xﬁh&@é eﬁﬁgg%F%%%m@NP¢cpﬁg§épﬁ|gen
Vectors h;%}éﬂuﬂ&i il %@ nwl’{é?'lalﬂ%ﬁcﬁ Mﬁﬁéﬁ%?%e@wélgﬁﬁ%gﬁic%nt vector represents aT®PPI ng
the sel ected Eige vectors back onto the eni mages Bstorlng t he
sel ect ed eﬁpmmon nagesaptugd iMage memnhliglodimehsiomal $paoa/rfenrmdrbyrtbc ethpnomgnad t

| east on aptured i mage includes receiving one or nore of an infra-red
(IR im ge’mygg§b|e l'i ght spectruminmage, an ultraviolet (UV) image, and
a retro-reflective imge. 7. The nmethod of claim1, wherein receiving at

| east one captured i mage of the unknown docunent includes receiving a
capt ured 3-nmag eTl@rrn@h@d of clainphoxhsein calgulgting enc er mprsdrigen inzpgls pnchEigen

Cer% fica aﬁies?‘o ura fr{gpe?enngggmrﬁlegﬁ?yﬂ;? gm?%s aper a.” i dentification

card, and a Soc of claim1, further
conpri sing: collectlng 1rnage templates for the possible document types;

normalizing the image data for these image templates as zero-mean;

forming a data matrix in which each column stores image data for a different one
of the image templates;

15 calculating a set of Eigen vectors by computing the covariance matrix of the data

matrix and sorting by respective Eigen values for each of the Eigen vectors;

applying a threshold to select only those Eigen vectors having Eigen values that
exceed a threshold;

mapping the selected Eigen vectors back onto the Eigen images; and

20 storing the selected Eigen images.

6. The method of claim 1, wherein receiving at least one captured image includes
receiving one or more of an infra-red (IR) image, a visible-light spectrum image, an

ultraviolet (UV) image, and a retro-reflective image.

25
7. The method of claim 1, wherein receiving at least one captured image of the
unknown document includes receiving a captured image of one of a passport, a driver’s
license, a birth certificate, a financial document, a commercial paper, an identification
card, and a social security card.

30
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_storing, within a data structure, a plurality of document, type
objects that represent the possible reference docunent types,
wherein the plurality of docunment type objects reference a plurality
of recursive software processes for extracting attributes fromthe
captured inmage to categorize and verify the unknown docunent as one
of the possible docunent types represented by one of the docunent
type objegts. T%ﬂnaﬂ&i&ﬁ;BHQIQ%ﬁ&£@. ﬂn%gerein one or nore of the
docunent type objects re#ereﬁce an Eﬁgenl' ge identification process
t hat sel ects tdteingeiveghmrcdatadooeneata flypkty of datumenatyps objeets tlef sspeses
wei ght congici vect or of of the plurality of possible

t h
ref er enced8&T %Eege,re%(’g%(?ﬁ‘fn&?rngﬁeﬁe wei ght coefficient vector of the

capt ured i magewh&aAmRS Maraliieof ot @hiént éaRIohiceiseberevi€S4 Plurdity bt@cursive
captured i nage and each of the wejght coefficient vectors of the

possi bl e w&*@f‘%?fe%esaréé%wgﬁrtgoatwg@a framethe cantied inagy topategasizapeds,
and, baseg. g HehBiRduA @Adu}ﬂénf s dhb %F ﬁfégﬁ%ﬂgk ds Jn'rtéﬁeé Bk one
possi € docu tt

docunent as one of the plurality o pes. 0. The
met hod of ofdchadenugient typ¢ blgecteonpri si ng traversi ng the docunent type
objects of the data structure in a variable order based on the
attributes extracted by application of the plurality of the recursive

processesy.t o tTie wapddisRtain® Gereldoncldtendte bhdg dofurkdntype bBjects
wherein storing the pjuraLi%¥ of . docunent tyge obj ects 1 ncludes
storing aclrdsE AR Figenighise ddentifigationprescasibaiselspis theyrefemmee decumeat types,

pluralit ycaﬁula@és‘%ﬁe?x%?&énce%f@ght ,c?é/fﬁﬁ'éﬁti \f%cttof HELR bpgle%gﬁ‘%lﬁ[g%gﬂéstsfbﬂeﬁ ure

i ncludes traversing the classifier object to: Invo e or nore
pr ocessesrefeadnse dowwebntyy caltidates ths sieighe coafhiemtvettor dithe capitured anamet  of

possi bl e reference umept . type. obj.ects: and traverse the set
Po°t dent 1 RS MRyt Pt B oo ppes and b B3 Sstelf o
r ef er encecodffismendctdry pethe ppesitils referedid. doditerttoattubite £pakaMylor

of docunment type objects includes

wherein storing the pluralit f ] .

storing lﬁmegﬁm@@?qda%%p 1% obdigtancesdfifriifis thepmbieqwn fegument as
ref er enceghe AR thePlurdBiySr Bbssiie durtiedt dyp¥s. Of processes, and wherein
traversing the set includes traversing the verifier object to: invoke

the one or nore of the plurality of processes referenced by the

verifier | eGy; . a certainty val f,rom one or,.nore
return val Ues Glﬁhgc%elﬂ\lloéido ff%?%%ﬁ’ﬁ%/o 4 %()gmlfrhsénggtﬁeeﬁngﬁg? gocgpepﬂté'pf)fﬂi’)?‘gfi ty
of processelse daef groeneeth byarfable orddribhsedionahy fatbuted et ACRIS; QplicdtHbES
extracted fromthe Enknomm docunent By t he g[assifier object in
corpari sdhe PYralifeolthe pGeursEie misesies i the gHuish Beges:  and

sel ectively discard one or nore of the possible reference docunent
type objects fromthe set based on the conparison between the

cert ai nt yllval ddeanrdhad ofictaign 10er t ai nty val ue. 13. The nethod of claim

1, further CO’IPJe'%e?ﬁ thfin;j; {B\é%lﬂrglgty%?ﬁo&heqlp{y%e %j:ects includes storing a classifier

object that references one or more of the plurality of processes, and
wherein traversing the data structure includes traversing the classifier object to:
invoke the one or more processes referenced by the classifier object to determine
a set of possible reference document type objects; and
traverse the set to identify the captured image as one of the plurality of possible

reference document type objects.
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a first nethod to evaluate a possibility of a printing methad for the
unknown docunent is fromintaglio or engrave printing technol ogy;

a second nethod to discrimnate a screening nethod used to print

i mge and text; or a third nethod to eval uate whet her a
printing material for the unknown docunent includes a mcro
structure; and based on the possibility, determ ne whether the

identifie doomgq? I :nefpic or not. 14. The nethod of claim1,
wherein tﬁze' one o ét?%(goﬁ#%&aﬁ’ty of docunment types is a security
docunent that whatins®sing tieqdedattyeifeotumenit ¢ypepbreratdwdes stochgdes one
or nore of.radio freguency identificatign | D) data, electronic,.
asspor t PGS EOAe et o5 Hed Abgise L CLrPIoRS (ko mory §F tpggirait
met hod of ofgdrédeBlcd, anfiur t her conprising presenting a result of
identifying to a user in visual_ or sound format. 16. A security
docunent aut heWadreiafiaueisiae et wekpes wivagging the verifier gbigefrty: st ori ng one
or nore Eigen ii,0BY6s. dnd Haens¥al : rakl ference
docunent typesl; ¢ an | n(ggg %élgﬁy’ﬁ%é?a?@? a%eﬁehéé%e@a%{hgrv géﬁ‘%t

| east oneclijemige from an unknown docunent; a docunent processing
engine that, in,r onse.to the.captured imge, selects or re
of the r ef er erfRl FCUTTRINY VHE MR Q5 L Porerofet ¥lBrce QuelrER e es,
cal cul at ethe 8né &f R6:@RE reinghitly FFREIckises RIdrentE b Y theOleriBiBobj & td PBcess
plurality of possible reference docunents t%pes, cal cul ates a wei ght

coef fi ci ettribyies ep¥acs fre theampkogwe dogwmgat b baphpslerabiechia qgparison to
coeffici el (MELLL q,‘!;:eaoql { mage and each of the weight
coefficient 1‘vect ordgg%y&?h poi%?sgﬁréd ref erence docunents to cal cul ate
a plurality ofseblrigtendiesard angor thars @d therposdiele pdfereatd dogumbnidiyst djets,
identifyi he known docunent as one .of the plurality of possible
document  POBAE oot il 4 SaRsan ViR ufk confnE v fecane i enal Fer Y

claim 16,vamerei n t he docunment processing engine cal cul ates the
wei ght coefficient vector of the captured image by constructing a
data matrix in which each columm represents an Ei gen inmage, and

mul tiplyipg thgdatiRod®didi% T ?ﬁ'ﬁ{epg&ﬁﬁrjéh&,e. wei ght coefficient vector
for the captured image. 18. "The security docunment authentication
devi ce of cl ai mvelepg wheerhoretdfie docunent processi ng engi ne cal cul at es

and stores the one nor i gen, i ages . i gen .val ues for the
plurality of ref erél%%t lﬁ%ﬁﬁcﬁ%}gﬁvapﬁfe@l&OSSlﬁﬁg’.o fﬁagngg%me, of fféro%‘ﬁment
aut henti cat i onmétesin€ doctnept Rifionl Buaglib@F eigrateigintiag WIkidlogy; 0cessi ng
engi ne cal cul ates and stores dEehe,on,e.or nore Eigen images and Eigen
val ues for the plurlaFfad mgthediogdiscadnaing siesng hehad pipd (@ BINtdREENg
i mage tenpl at esdkQ; drhe possi bl e docunment types; normalizing the

i mge data for these inmage tenplates as zero-nean; formng a
data matrix in whi @thiehoisthoditeavelstowbshirrmaymtida material foa thi nkeewnt

one of the i n%%u&lgrmi’ﬁc%cﬁeg a micro structure; and
based on the possibility, determine whether the identified document is authentic or

not.

14.  The method of claim 1, wherein the one of the plurality of document types is a
security document that combines embedded electronic information includes one or more
of radio frequency identification (RFID) data, electronic passport data, smartcard data, or

magnetic strip data.
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calculating a set of Eigen vectors by conputing the covariance.matri X
of the data matrix and sorting by respective Eigen values for each of
the Ei gen vectors; applying a threshold to select only those

Ei gen vectors having Eigen values that exceed a threshold; and
mappi ng the sel ected Ei gen vectors back onto Ei gen inmages; storing

t he mapped Eigen inmages in the nenory. 20. The security docunent
authenticatio r

pl ural i ty%of (S‘l(;lﬁaﬁ%étﬁ?d ?{/C[%%hlgib Com]cnﬁsm #ng% %ﬁgﬁ%&lf? %tﬁl ng
t o a dynawdecindosuabhergound! fminkdf i catl on framework, wherein the plurality
of docunment type objects reference a plurality of recursive processes
for extracting attributes fromthe captured i mge, wherei n the
docunment pg.oces sédudityedhment Aueali&eion UbAcHQmPTRM,: t Yype obj ects of the
data structure in a variable order _based on the attributes extracted
by appl i cati or? BfmpREstesingaaeior jnogs Eighe images pe Bigeprdeessoes plulithel
captured [ARYRe 48 mut wherei n the docunent processing engi ne

i dentifies the un Wh “d6cument as one of the plurality of document
type objects updnmgeammnsmngﬁmhﬂudamnmgimuamum&unmgaﬁnmhm1&$ﬁmwmty
docunent guthentlcatlon device of claim 16, wherein the image capture
i nt erface’¥8%Mves the captured i mage by receiving one or nore of an
infra-red (| Raddsasent froddssihbBrind @t 1ﬁﬁ%h§ék@thé%ﬁzre@ﬂﬂlalgbts{eﬁ‘éts%h@t
(W) image, and a retroreflective inage. 22. The security docunent
aut hent i ctms ofithgirefsregee dacamentigpesgsdpesitie fqﬁ@emm@éumgpm calculates
interface, r C by
rocel vi gt it pcodRBEH 0oL BPAE B ML BENARARRke V. 4

bi rt h cerddchingnts ¢€ypes, cb]cnhtmiaa&eiglmcuefﬁmbnt \acmonfnhe camireq) fpage, canpares

identification or _a _soc d. . A, .

comput er - T AR EoFsiF e S Fe PG H s 601 ik of ie Eeieicngfigien
progr amredcrPs OBepseibld eference doc@@dnwb %ﬁl@ul@f@ﬁh raliBf oF dish£128s, bR ges
and Eigen values for a plurality of reference docunent types, receive

at | east el e alusglity ﬁﬁ@étaaqesaﬁeluﬁmsm WHBLITR Aocumsal acqnedi gheor
mor e ref%ﬂ%ﬁﬁ%uﬁ?ﬁ&ﬂﬁ@ﬁo&ﬂﬁﬁ?%@é possi bl e reference docunent types,
ence wel ght

cal cul ate a ref efficient vector of each of the

plurality of possible reference docunents; cal culate a wei ght

coeffici e1n7t_ v teosrecucl)‘fty tdcr)]c%ngeﬁp au"’iﬁe%?iczilt%%'vice of claim 16, wherein the document
processing engine calculates the weight coefficient vector of the captured image by
constructing a data matrix in which each column represents an Eigen image, and
multiplying the data matrix to produce the weight coefficient vector for the captured

image.
18. The security document authentication device of claim 16, wherein the document

processing engine calculates and stores the one or more Eigen images and Eigen values

for the plurality of reference document types.
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conpare the weight coefficient vector of the captured i mage and each
of the weight coefficient vectors of the possible reference docunents
to calculate a plurality of distances; and based on the
plurality of distances, identifying the unknown docunent as one of
the plurality of possible docunent types.

19.  The security document authentication device of claim 16, wherein the document
processing engine calculates and stores the one or more Eigen images and Eigen values
for the plurality of reference document types by:

collecting image templates for the possible document types;

normalizing the image data for these image templates as zero-mean;

forming a data matrix in which each column stores image data for a different one
of the image templates;

calculating a set of Eigen vectors by computing the covariance matrix of the data
matrix and sorting by respective Eigen values for each of the Eigen vectors;

applying a threshold to select only those Eigen vectors having Eigen values that
exceed a threshold; and

mapping the selected Eigen vectors back onto Eigen images;

storing the mapped Eigen images in the memory.

20.  The security document authentication device of claim 16,

wherein the memory stores a plurality of document type objects within a data
structure according to a dynamic document identification framework, wherein the
plurality of document type objects reference a plurality of recursive processes for
extracting attributes from the captured image,

wherein the document processing engine traverses the document type objects of
the data structure in a variable order based on the attributes extracted by application of
the plurality of the recursive processes to the captured image, and

wherein the document processing engine identifies the unknown document as one

of the plurality of document type objects upon traversing the data structure.

21.  The security document authentication device of claim 16, wherein the image
capture interface receives the captured image by receiving one or more of an infra-red
(IR) image, a visible-light spectrum image, an ultraviolet (UV) image, and a retro-

reflective image.
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22, The security document authentication device of claim 16, wherein the image
capture interface receives the captured image of the unknown document by receiving
captured image of one of a passport, a driver’s license, a birth certificate, a financial

document, a commercial paper, an identification card, or a social security card.

23. A computer-readable medium comprising instructions for causing a
programmable processor to:

calculate one or more Eigen images and Eigen values for a plurality of reference
document types,

receive at least one captured image of an unknown document;

select one or more reference document types as possible reference document
types,

calculate a reference weight coefficient vector of each of the plurality of possible
reference documents;

calculate a weight coefficient vector of the captured image;

compare the weight coefficient vector of the captured image and each of the
weight coefficient vectors of the possible reference documents to calculate a plurality of
distances; and

based on the plurality of distances, identifying the unknown document as one of

the plurality of possible document types.
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