C)?ptbgaphlc

and i
crypt
publ i
on a

net hods ‘and apparatus are
et key

ssuance ofgm -
ographic ¢ i que

i P e g

c- kmmémet@é@@;gn f@bbﬂs;@ﬂﬁﬁfgﬁﬁ T mééémamaﬁ

di scl osed that enabl ¢Piad
ne wel-l - )
wher ¢

13%%&‘)

FaValddaVela¥alal L

secrdg
consi
certi

t(-'!l.kmg?“!"lpﬁ;%‘m n e gener g
sti HMbO/A secret key, a natchi|rg
ficate corresponding to the public

t ed

ISACANAC LSS N

(9) Interpations) PublieationdNumbery | pl eSWO 96/12362

bl k
eyl P Dééﬁrere;t?é%m 519

certi
Secre
i SSui

1

fication authoritg is involved. Also
{21} gernatiqual; Application Number:, ;| PETIAY035G
N8) RbertlaBén Fiiing Date: 12 October 1995 (12.10.95)

(30) Priority Data:

08/321,855 14 October 1994 (14.10.94) uUs

(71)(72) Applicant and Inventor: BRANDS, Stefanus, Alfonsus
[NL/NL}; Ina Boudier-Bakkerlaan 143 III, NL-3582 XW
Utrecht (NL).

descrlbed are aegjlcatlons

(5 i WAL B0 B

LV, MD, MG, MN, MX, NO, NZ, PL, RO, RU,

SK, TJ, ™™, TT, UA, UG, US, UZ, VN, tent
(AT, BE, CH; DE, DK, ES, FR, GB, GR, IE, IT, LU, MC,
NL, PT, SE), OAPI patent (BF, BJ, CF, CG, CI, CM, GA,
GN, ML, MR, NE, SN, TD, 'FG),ARlPOpawnt(KE MW,
SD, §Z, UG).

Published
Without international search report and to be republished
upon receipt of that report.

st a7e160f- )

601mn:mxmznxe?cmumxmn$

(57 Abstract U

Cryptographic =~ methods
.and apparatus are disclosed that
enable formation and issuance of

secret-key certificates. In contrast
the well-known cryptographic
technique of  public-key
certificates, where a public-key
certificate is a digital signature
of a certification authority on a
public key, pairs consisting of
a publu: key and a corresponding

secret-key certificate  can be
generated by anyone. However,
triples consisting of a - secret
key, a matching public key
and a secret-key certificate
comesponding to the public key,
can only be genexawd when the
certification authority is involved.
Also described are applications
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of secret-key certificates to
public-key directories and to

restrictive blind issuing protocols. 23
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