WO 2011/ 063451PCT/ AU2010/ 001570 - 1 - A METHOD AND SYSTEM FOR PROVI DI NG AN
| NTERNET BASED TRANSACTION Field This invention relates to a nethod and
syst em f owoppoviesdsmg an | nternet based 5transaction for PGOAAR000$E0 VI CeS
particularly, but not exclusively, to a secure financial transaction using
encrypted user financial card details dver the Internet; and to an
encryption device for providing the secure financial transaction. Thi s

appl i cat i @ METHOISANDEY STEM FOR PROVIBINGARIINTERNETTTBASED I TRANBACTION US
application no. 61/264,152 filed 24 Novenber 2009, the content of which as
filed is incorporated herein by reference inits entirety. 10 Background
Hitherto, a nerchant wishing to provide goods or services over the Internet
woul d tyfpeldal | y of fer such goods via a website. Also, the website would
typically have a facility to conplete a financial transaction for the goods
or services. |Thigihventioaselatesiieawrdiedd andheystendfaipraitingat ld¢methased recei ve
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20f aci | idontent bowliblt as filep dg/imearpotateCloarpihdlyaefelmnceiimasientmétyt r ansact i on based
on the user entered financial infornmation. In both cases, the user is
requiored to enter an unencrypted credit card nunber or bank account nunber
via the website which is accessible via the Internet or the PC, or both.
Anot her Backareungl met hod of providing an Internet based transaction uses

encryption 25techn|ques to encrypt user entered flnanC|aI |nfornat|on such
as credit cardigert Ba«'ﬁw%@ahw*@h'agﬂ%lprogldea@%er ViR Qes the 13IREnstaqulh ¢ o
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t he unencr t.e I Na t1on IS accessli e nd thus an
bt ogr aneoTH g i =BAR e sbh e B & SRS a R s en T I50° Te¥essi bl o
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prOV|d|ng Pnfernet based transacti o s or services offered via a
websi t e, thembarsderibg infermpationite g financial institution to complete the financial transaction,

i.e. transfer funds from the user to the merchant for the goods. Alternatively, the website
may include a link to the financial institution and thus use the financial institution’s website

20  facilities to obtain payment to complete the financial transaction based on the user entered
financial information. In both cases, the user is required to enter an unencrypted credit card
number or bank account number via the website which is accessible via the Internet or the
PC, or both.

Another existing method of providing an Internet based transaction uses encryption
25  techniques to encrypt user entered financial information, such as credit card or bank account
details, on the PC before transmission to the financial institution to complete the financial
transaction. However, the unencrypted financial information is accessible by the PC and
thus any programs resident on the PC, e.g. Trojan programs, which may be accessible via
the Internet.

30

Summary of the Invention

According to a first broad aspect of the present invention there is provided a
method of providing an Internet based transaction for goods or services offered via a
website, the method comprising:



WO 2011/ 063451PCT/ AU2010/ 001570 - 2 - requesting fromthe website a secure
financial transaction froma nmerchant associated with the website for said
goods or wWenvilgss4susi ng an I nternet access device; acti PaTAIQOEVIOETCr ypti on
device in data comuni cation with the Internet access device; 5receiving
fromthe encryption device encrypteduger financial card details for the
secure financial transaction; the Internet access device

transmtting trb@ésﬁﬁ@frmdh@%bmt@%m@fnédcraaﬂsmlcn&aﬁdn%%aﬂchgntover t he
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to conpldsviset he secure financial transaction for the Internet based
transaction for said goods or services. I n one enbodi nent, the
encrypti on devEeslViehtipyghe entigptipndevice sanwypigd usar thaneiehfard defilpforithe secur e
financi adecuferRanasttMatidnPr event unencrypted user financial card details
bei ng accessible via the Internet or the Internet access device. In

an enbodi nent ,th@tntéraaﬁéccbésedém&mmttuﬁg thafrecdiesll @crfpied esurphgidisicanf the
secure fd nanci al nsa E via,.the transaction server so that the
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stand al one encr evi ce ernet access device may rlse a PC
or dtherserverer net enabl ed device, such as a PDA. | n anot her enbodl ment, the
website may be resident, or hosted, on an Intranet website accessible by a
Local Area Netfﬁwd'('ﬁlmd%?ﬁ@teq ¢ard Hﬁ’@"%@s@f'”qnﬁ@' Inatitefionein datpeqragynigatiance,
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transacti on over t ntranet or LAN
secure fmanmalqransactlron or the Internet based transaction for said goods or services.

In one embodiment, the encryption device encrypts the user financial card details
15  for the secure financial; transaction to prevent unencrypted user financial card details being
accessible via the Internet or the Internet access device.

In an embodiment, at least the merchant is informed of the completion of the secure
financial transaction via the transaction server so that the merchant can then complete the
Internet based transaction by providing the goods or services.

20 In an embodiment, the encryption device comprises a stand alone encryption
device

The Internet access device may comprise a PC or other Internet enabled device,
such as a PDA. In another embodiment, the website may be resident, or hosted, on an
Intranet website accessible by a Local Area Network (LAN) and, in this case, the Internet

25  access device, e.g. a PC, is adapted to browse the website and request a secure financial
transaction over the Intranet or LAN.

In an example, the user financial card details comprise a card number and a
security code associated therewith, e.g. a credit card, debit card, or cash card, with an
associated security code (e.g. a three digit CCV code for a visa card). In another example,

30 the user financial card details comprise a PIN associated with the user financial card. In any
case, these details are inputted into the encryption device, for a secure financial transaction,
to be encrypted at the device to prevent the unencrypted details being accessible via the

Internet or the Internet access device.



In an exanpl e, the user financial card details conprise a card nunber and a
security code associated therewith, e.g. a credit card, debit card, or cash
card, wi twoanias34sei ated security code (e.g. a three di gCr/ATZVI0OLE0Of or a
visa card). In another exanple, 30the user financial card details conprise
a PIN associated with the user financia —card. In any case, these details
are inputted into the encryption device, for a secure financi al
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bit), DF_rgqueﬁt Pp eemﬂrqemcveéyamh@: key) ECDSA (160, 192, and 256 bit
keys), DSA, RSA (up to 2048 bits), SHA-1, SHA-224, and SHA- 256.
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256 bit keys), DSA, RSA (up to 2048 bits), SHA-1, SHA-224, and SHA-256. Furthermore,
(e.g. when using the Triple DES algorithm) the encryption of the user financial card details

30  may include encryption with a master key associated with the encryption device.

In an additional embodiment, the encryption of the user financial card details further
includes encryption with a one-time key associated with the requested secure transaction in
association with the master key. The master key and one-time key may be obtained by the
transaction server, upon request, to decrypt the received encrypted card details.

35  Alternatively, the master key and the one-time key may be registered and stored at the
transaction server or may be derived at the transaction server using a stored algorithm.



In an additional enbodi ment, the encryption of the user financial card
details further includes encryption with a one-tine key associated with the
request edweeowr®w34stansacti on in association with the nagCerAlzei/00T1e nast er
key and one-tinme key nmay be obtained by the transaction server, upon
request, to decrypt the received encrypted card details. 35Alternatively,
the master key and the one-tine key may be regi stered and stored at the
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an encryption device in data communication with the Internet access device and
adapted to be activated when the secure financial transaction is requested, to encrypt user
financial card details for the secure financial transaction, encryption device and to forward
the encrypted user financial card details to the Internet access device; and

30 a transaction server adapted to receive and decrypt the encrypted user financial
card details received from the Internet access device over the Internet, wherein the
transaction server forwards the decrypted card details to a financial institution in data
communication with the transaction server to thereafter use the decrypted card details to
complete the secure financial transaction for the Internet based transaction for the goods or

35  services.



WO 2011/ 063451PCT/ AU2010/ 001570 - 5 - I n an enbodi nent, the system
i ncl udes an authentication server adapted to receive nerchant details upon
request fwo 20hie345¢ur e fi nancial transaction fromthe WeOTIARINSLS7Dhe
Internet to authenticate the request. For exanple, the authentication
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25 either over the Internet or a dedicated network such as a LAN to the transaction server. In

an example, the authentication server retrieves the master key from the received encrypted
card details and compares this against at least one known master key for authentication of
the encryption device.

In addition, the authentication server may be informed of completion of the secure
30 financial transaction by the transaction server(e.g. the acquiring bank obtained payment
from the issuing bank), and subsequently informs at least the merchant of that completion so
the merchant can then complete the Internet based transaction by providing the goods or
services. Also, the authentication server may subsequently inform the Internet access
device of the completion of the secure financial transaction to alert the application to de-
35  activate the encryption device and alert a user of the Internet access device of the

completion of the secure financial transaction.



- 6 - In an enbodi ment, the system conprises a paynent gateway
conprising the transaction server. It will be appreciated by those persons
skil | ed iwotbha/ms451t hat t he paynment gateway i s an el ect POmiAL20T02008H0t | On
service provider that enables secure transfer of card details fromthe

I nternet access device to the financizal® imstitution using the transaction
5server. The paynent gateway may thus decrypt the received encrypted card

det ?I It st for saef ;éh %n’litfoﬁfh‘ﬁérﬁ[thé qydtéa cbh@ﬂ@@d é‘gaYrﬁéﬁtlgTatH\NaQrboHﬁ*lQﬂgIthé;?n(:' al
institution FOtoCcol s, . .a usac II‘I an al |
B DT A e e S gy et U PO
t he aut hptdwayas inorles@oNie transddtion Iserva:bqy@n@brmwlebedleé waaire trassfed&fAaedr di ng
to anot hoeetallg f%ﬁgth%%)t%ﬁw tgéceég%e\?gg? fﬂ% f.hQ@(c‘?Q‘iAs‘?Hm})H%%%ﬁ tﬁe {?éns\é' ﬁjc%(rj ag

encryption devic
| nt ecnetsepesedhe pawnardtgatﬁwafyonasgtboelﬁewr)tstbe veaeted ehtrypied oarchd@taﬂreefom te

associ atged, W itfhsfer BB RRbcialliRGit RIDA ru)éﬁ’ib'fﬂ nd8VhGRUtRH #R5EELIS Qnd thus

encrypt user. financial card details fo e secure financial transaction
upon r eAF84¥INg 3R isgHing haek ﬁ‘é’?p%@@t%@{?r deap flieraptvecAPRATet f'6n with the

encrypt i giym@davistewa@dido includes thdamaérdichih fnedryathade H66Ve ddsbatud al card
details to.the Internet access device to be transmtted over the |nternet

to a trahidOPFon server to be decrypted for subsequent forwarding to a

Fi ”%C' al i nStAccg%Jl r}ggto aﬂo%%F ?ro%?%&t%ﬂh‘e eé’gntt Pw%#ﬂ? n tﬁgl%siéafﬁ}o'v%@g 3" Ver to

t hereafter be use hé“secur € Tinan ransac ion tTor the
| nt er netengapéion Qemeai@samwdmgamcwmn@r@@digam’acgmweeéntemet based | n an

embodi ”EtFﬁnsa&tB‘ﬁ ENGdodR of Q&Y b 38 QRNEGESsifeusdbcibidh %tﬂ%t meERERSHEeV K/;C

such as running any supported operating system such as W ndows,

0S, Uni )@”CQIWHOW%\HCGS%FI%@ ©per at i ng Systens, generally via a USB 1.1 or USB
2.0 connecti on. ? , gt her con ns,kare al 0 envi saged. such as a PCl
connection. | ENSHPTERASApandigiga lSJB'E hSﬁealéfg IBaNGHR ranpaciop #PeR ULt

wi t h 50t Hgrarclatemegtiaceddsaieviabih emarcypimumicationiMit teserdopyptiondeyips;iang and
forwardi ng encrypted card details to the Internet access device, such as

| S07816- 1, 2, 3,fdrwadbiBie ddSBOtedTiEst findrBiabCard dsRilSEd heDnieveat actHsS,deQIDESY) bdRSA,

ANSI 9. %Aans%dl'cﬁ/\é?{heﬁateh%?fc%%g%ﬁsa}\?rgrser%ﬁo blerhe@ﬁ)gletd'fgpsubts v\gué?ﬁ'crypt' on

device may contain a set to enab
si ngl e- d9Masdipg sre §raned! insHiviien mdiﬁt@@@m@#n@@fﬂ%‘ﬁ'ﬁmh@g@ﬁnsw’i'@néévfﬁh@ed

crypt ogriagiabfierl i ¢heare cérﬂglléfe%b deciatinab@s Wahbction forIRs Medm&t@asBd ot ect i on.
Such a chip set e conpliant with I TSEC E3 Hi gh, FI PS 140-2 Level

3, éBdeF?”é??ttOQrng%‘ééP? §PSAY etc, to achieve the security features of

the encryption_devi nbod ment., . the encryption device is
e e VPt ! Ol 48 ey, ng opt R IR BTs DR LR IREL S5 15,
the devisteh a¥lae®Crasingy dgysuppyrtdscoperaingeysietresuet asiWindows NBAC Qe dawt.i on

server apg @gn@&}rb&éﬁ)b%ﬂnig%ﬁg ne?Q ?Iegﬁ gs‘ﬂﬂ n3r @Sﬁ@@"@o@r{eg%rhéﬂlggvf or

encryption/decryptron o e car e al aut hentication i ce.
other connéctions are also envisaged such as a PCl connection. In any event, the

25  encryption device may also be compliant with other communication and encryption protocols
for encrypting and forwarding encrypted card details to the Internet access device, such as
1ISO7816-1,2,3,4, USB, USBCV Test, PS/SC, USB CCID Driver, DES, 3DES, RSA, ANSI
9.24, EMV Level 1, Microsoft WHQL, etc. In addition, the encryption device may contain a
32 bit RISC chip set to enables low power, single-cycle processing, tamper-detection

30 technology, and advanced cryptographic hardware to provide data security and secret key
protection. Such a chip set may also be compliant with ITSEC E3 High, FIPS 140-2 Level 3,
Common Criteria certifications, etc, to achieve the security features of the encryption device.

In an embodiment, the encryption device is injected with a master key, e.g. a secret
key that cannot be retrieved from the device. The master key may be pre-registered with the
35  transaction server and authentication server, or obtained using a known algorithm, for
encryption/decryption of the card details and authentication of the device.



WO 2011/ 063451PCT/ AU2010/ 001570 - 7 - In an enbodi nent, the encryption
device is a stand al one encryption device however it wll be appreciated by
t hose skiwDedilvm34she art that the stand al one encrypti oRCHAL20W/00B370r ecei ve
power fromthe PC, for exanple via USB, or may have an external power
supply, but may al so receive instructions fromthe PC, such as 'turn ON or
the one- 5tinme key as described above. Nonethel ess, the PC cannot retrieve
gn%/ !lnforrratl qlriahreqmoam?er@,nﬁé}éﬁ@ryﬂ{bndﬁwlc@es é%ta‘hﬁhﬁne’fé}@rﬁpﬁﬁ M?&i?éj ca{d |
etails, so only. encr ed i rmatjon js accessible vi e Internet an
The pC. nowever t WilggcaRrRRaRied By Hiost skPEbidadSAERE LR Setd An BetTion mvent s on
t her e i depicemale@dceivsrpolverfrgm dgr RO foonelanysabhd) 3B of ardyi lgve @ana@xtenaler to
process fii ial I al i r I rne r action
For - good25T S uE g ke BEP a5 HeBE bR e G, PAFLA PR S b RREEE" ' T
servér Hemamkpyadasgubestahaye. Nooeiheless, the flemnnoiseirievhany mf@magon from thére
secure tdRARZAG6H LAY Bihel NeINRRHIRACERS §etdfY s6®nly encrypted informatidr&gei ve from

the Internet access device encr)épt ed user financral careéj detalls
15encr yReEEsSIG Mg the Indereplnd thAPdevi ce for the secure financial transaction
decrypt the encrypted user fjnancial card details; .an , . forward the
decrypted car cﬁcﬁéfdﬁlthaPB{hgrk’foﬁ REPEF! of HetRresant E‘He‘?t@”ﬁﬁ%ﬁeéﬁf"ﬁ(’é{‘deﬂe used to
conpl et eontpates ecegramfdodansalsé td cafigatd ssrvdrdo ptdvessd aksecure finbragad

tr arl%aCtt'ra%@aét%rn.fBPaen I%Pe%jé b%rsec? fhNdachicn fo?gAgé:socgrcge etsooﬁ%Pe%IJ?g b V\%rbgl d. aspect
of the presen{ invention there s provid d conput er "pr ogram code i ch when
execut edassagbtedwithe mbhatiothe septehbding configured toAccor di ng t o anot her broad
aspect of the present invention there is provided a tangi ble conputer
readabl e medi URSREhPreaieplgoventedpigiet fardeg seauEeHiansaction by an Internet g5€8% di ng
t o anot hexicer oad aspect of the present invention there is provided a data
25fil e conmprising the above program code. Brief Description of Drawings In

order that thegetdweidm e RdstndtercoBdsedesiceahlclypasiosiet Amdrethl cardarpdiles of
15  encrypted using an encryption device for the secure financial transaction

decrypt the encrypted user financial card details; and

forward the decrypted card details to a financial institution to thereafter be used to
complete the secure financial transaction for the Internet based transaction for the goods or
services.

20 According to another broad aspect of the present invention there is provided
computer program code which when executed implements the above method.

According to another broad aspect of the present invention there is provided a
tangible computer readable medium comprising the above program code.

According to another broad aspect of the present invention there is provided a data
25  file comprising the above program code.

Brief Description of Drawings

In order that the invention can be more clearly ascertained, examples of

embodiments will now be described with reference to the accompanying drawings, wherein:

30 Figure 1 is a schematic view of a system for providing an Internet based transaction

for goods or services according to an embodiment of the invention;

Figure 2 is a further schematic view of the system of Figure 1;
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15shown ANEMRRiPasad rgfactiQnsioa APads qrserifgescarrdingtie AREMPLE o486 ce 12
adapt ed ibwenioewsd a website 14 offering goods over the Internet 16 to
request a secure financial transaction for the goods fromthe nerchant
associ at ed wi thiguraé isweligittee fldw chdief the shethod 6f Figure eshowing aichethodrof
encrypt 'p%'?foﬂﬁi}ﬁg%ese%ﬁrea\‘ﬁ%Béigﬂre{n‘%a&fbﬁfypt user financial card details for the
secure financial transaction to prevent unencrypted card details being
accessible via the 20Internet 16 or the Internet access device 12. As
descri bed, the Internet access device 12 may be a PC 12 and the encryption
devi ce IfthifedaodRtigghnt 0 encrypt and subsequently forward the encrypted card
details to the PC

According to an embodiment of the present invention, there is provided a system 10

for providing an Internet based transaction for goods or services offered by a merchant, as

15  shown in Figure 1. The system 10 includes an Internet access device 12 adapted to browse
a website 14 offering goods over the Internet 16 to request a secure financial transaction for
the goods from the merchant associated with the website 14. The system 10 further
includes an encryption device 18 adapted to encrypt user financial card details for the
secure financial transaction to prevent unencrypted card details being accessible via the

20  Internet 16 or the Internet access device 12. As described, the Internet access device 12
may be a PC 12 and the encryption device 18 is adapted to encrypt and subsequently
forward the encrypted card details to the PC.

As described, the encryption device 12 may be adapted to receive user financial

card details in the form of a financial card 20 details, e.g. a credit or debit card details. In

25  this case, the device 12 may include a magnetic stripe reader to read the card number, e.g.
a credit card number, from the magnetic stripe of the card 20. Alternatively, the card 20 may
contain an IC chip and the encryption device 12 may include a chip reader to read the
corresponding card number from the chip for subsequent encryption. In a further
embodiment, the card number may be inputted into the encryption device 18 using a keypad

30  which may also be used to input a security code or PIN associated with the card number for
encryption with the card number for further security.

In an embodiment, a user browsing a website using the PC 12 requests from the
website a secure financial transaction for a transaction for goods, which prompts the PC 12
to wait for encrypted card details from the encryption device 18. The user may then activate
35 the encryption device 18 to receive the card 20 and thus read or otherwise retrieve the
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mer chant as pady thendxabgole, ttieefinancial institution may then complete the secure financial
transaction by paying the merchant for the goods and the merchant is informed of this
30  payment so that the merchant can complete the Internet based transaction and provide the
goods. In an embodiment, the transaction server 22 is informed of the completion so that it
may inform the merchant and the user.

In another embodiment, there is provided a system 26 for providing an Internet
based transaction for goods as shown in Figure 2. The system shown in Figure 2 shows the
35 financial institution 24 (shown in Figure 1) incorporating an acquiring bank 24a associated
with the merchant and an issuing bank 24b associated with the user financial card. As
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upon authentication of a request for the secure financial transaction. That is, following a
user request for a secure financial transaction, the website 14 forwards the request to the
authentication server 28 along with merchant details to authenticate the request and thus

30 determine whether the merchant is eligible to participate in the secure financial transaction.
If so, the authentication server 28 may activate the application to begin the secure financial
transaction method as described.

In addition, the authentication server 28 may be adapted to receive the encrypted
card details over the Internet 16 from the PC 12 to authenticate the encryption device 12
35 using the received encrypted card details before forwarding the encrypted card details to the
transaction server 22. In this case, the authentication server 28 may be adapted to retrieve
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35 In an embodiment, the encryption device 18 also includes a key pad 42 for a user to
enter a security code or a PIN associated with the card 20, or to enter the card or account
number associated with the card 20 if the respective reading mechanisms are not working.



351 n an enbodi ment, the encryption device 18 also includes a key pad 42 for
a user to enter a security code or a PIN associated with the card 20, or to
ent er thevoand/ws4saccount number associ ated with the caPdT2AW20f0/00kE0
respective readi ng nechani sns are not working. WO

2011/ 063451PCT/ AU2010/ 001570 - 12 - Al 48, ~the device 18 may be connected to
the PC 12 with a cable 44, such as a USB cable. However, it is envisaged
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Wil be ad9piapethe meteon @@1@0%396%@%@&\9.%&theﬁnwpﬁeﬁéa%telﬁtom E@ﬁ@ds killed
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program,caode. e program cod cg;lg ed | nunb r of s, for
Exanp o B BnednBeReE ot e dibdler BoiRE shiEn s w8 MR oY g o y
or as a culmttiameskgﬁmd subsdaiently dbeyptingr8tethampdedvedinctyptatsuset fimangiail barfdr om a
Servgr ) ‘details at the transaction server, then forwarding 88 the decrypted card details to a financial
institution, and the financial institution using 90 the decrypted card details to complete the

secure financial transaction.

Further aspects of the method will be apparent from the above description of the
system. Persons skilled in the art will also appreciate that the method could be embodied in
35  program code. The program code could be supplied in a number of ways, for example on a
tangible computer readable medium, such as a disc or a memory or as a data signal or data
file (for example, by transmitting it from a server).



WO 2011/ 063451PCT/ AU2010/ 001570 - 13 - It will be understood to
persons skilled in the art of the invention that many nodifications may be
made wit WoRodepasti ng fromthe spirit and scope of thePCmAERDINN0ISTHN
particular it will be apparent that certain features of enbodi nents of the
i nvention can be enployed to form furthdr-enmbodi ments. 5It is to be
understood that, if any prior art is referred to herein, such reference

does not Consm‘flmﬁ @ﬂe@ﬂi@d&&'p@%oﬁ@@&llléd‘iﬁtrﬁﬁbt@b{lﬁhéﬁn\feﬁf‘&sth@qt Pahy hof Ithe
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| nt er netin kas@dintdgneasty.on for goods or services offered via a website, the
met hod conprising: requesting fromthe website a secure financi al

transacti on frlﬁltﬁeacléliﬁfs@hﬁdfﬁfoﬁ@ﬁ%ﬁ@lrﬂhe(ﬁ)rdmeﬂmgtdeecmbﬁIot' mefumrensam ,Gbxggsids or
servi ces usi | nternet acces i vat i ng ghew ce
in data "éé*b%ﬂ% ERereaten P '?%?‘é"r Pe‘?"péecség%@%%%. ecessary' 'Caf%"b Vi ng

f r oot heN@démqmrlsenoUWBb@mhwptMnms é1i “nampiisihg’ dausbddeaindusier t he
Secur e AienRDGklo S BRPRE L Alnod Bf BE S| ALAIARILS6GITP ARG, bieafstibbbho the
recei ved encr User financsal card detalls over t nt er net
transactqdéﬁ'og@if%fther%M%’DN@@IW%@“P@H@PO@&édeF‘WI“@@I user financial card

details at the transaction



server; forwardi ng the decrypted card details to a financi al
institution in data conmunication 15w th the transaction server and

t her eaf t eawousimg34sme decrypted card details to conpl et e PCHAIREINNOET0
financial transaction for the Internet based transaction for said goods or
services. 2. A nmethod as claimed in“cl4im 1, wherein the user financial
card details conprise a card nunber and a security code associ at ed

t her ew tdyaims3. A nethod as clainmed in claim2, further conprising reading
the card nunber from 20t he user financial card at the encryption device.

4. A nethod asA eledtioaed provididgamnbernétiyasBe rafuthon fir ggod@chvicks difeeed
security.code, usi t h ncryption device. 5. A nethod as claimed in claim
3, furt hVé%a%ﬁﬁ'?ﬁ@%@é’ﬁﬁﬁ&?f’%ﬁa”% PI N associated with the user financi al
card using th - ' LGE. - ' ' im1,
further conpr ﬁgﬁnﬁqlﬁﬁﬁ?ﬂgp ?ﬁl\ébggﬁ %geacgjéé:\n@tr?raéﬁg?gﬁ%cﬁéé@é&ﬁ%trlglgrlcggtﬁvi th a

mast ér I@)?O%ié@dd\iitgtﬂé@\’\'ﬂgﬁiﬁ fohsaid aeedsprrisgrvicesHising.an Imternet gegdssdlexisec| ai med

in claimé, coréwi sing further encrypting said card details with a one-tine
key associ at ed® ratioERensaptiordevichinciela Cammprisaiionamth the Intemgbagesss as

cl ai med delicel aim 7, further conprising generating the one-time key 30upon

request of the secure financial transaction fromthe Internet access device
at the transaattcavingomehe endiptdldbvizs 2464/PET/ RERAIDCROADdQetaild Forthe

secure financial transaction;

10 the Internet access device transmitting the received encrypted user financial card
details over the Internet to a transaction server;

decrypting the received encrypted user financial card details at the transaction
server;

forwarding the decrypted card details to a financial institution in data communication
15  with the transaction server and thereafter using the decrypted card details to complete the

secure financial transaction for the Internet based transaction for said goods or services.

2. A method as claimed in claim 1, wherein the user financial card details comprise a
card number and a security code associated therewith.

3. A method as claimed in claim 2, further comprising reading the card number from
20  the user financial card at the encryption device.

4. A method as claimed in claim 3, further comprising inputting the security code using
the encryption device.

5. A method as claimed in claim 3, further comprising inputting a PIN associated with
the user financial card using the encryption device.

25 6. A method as claimed in claim 1, further comprising encrypting said user financial
card details with a master key associated with the encryption device.

7. A method as claimed in claim 6, comprising further encrypting said card details with
a one-time key associated with the secure financial transaction.

8. A method as claimed in claim 7, further comprising generating the one-time key
30  upon request of the secure financial transaction from the Internet access device at the
transaction server.



9. Anmethod as claimed in claim8, further conprising forwarding the
generated onetine key fromthe Internet access device to the encryption
devi ce fowoentwosptsing sai d user financial card detail s PATadROBV@AII7TON Wit h
said master key. 10. A nethod as clainmed in claim9, further conprising
using the master key and the 5one-timelRey for decrypting the received
encrypted user financial card details by the transaction server. 11. A

nmet hod ap cl aiAR@tHod &l ifkd in NRRT 8iflrtRIRofpNSIRG Fetivaldiyf the Ybh&BtediIRRL | Ses
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i n cl ai rfinkiciafdard betailciargesodation vithnsaithimaster key.t he decrypted card details to

the issuing bank fromthe acquiring bank to obtain paynent fromthe issuing
bank t o onpl ¢t method asextaimed in ¢laincy, dirthar zne@dsing nsing thelrBastér kept draidhas

clained {n_ i i : : i ri ses
provi%gi ndgn%z;gt%gg f'g%d% s@g tlg%h%@gé@%ﬁ% G%g?ggfﬂjtahglaﬁﬁb%ﬁgs g}gg;ré fi nanci al
card detlEANS3CtPB\GEIMER i s associated with the issuing bank. 14. A nethod as

clained in claiml, wherein the financial card is a cash card and the
I nt er netbased* Fetivd astqamed Shirimsbavhessip o EnpneiRbingtiulipreeamprises ans - A

met hod agqairiag ek assocladddwith the ufidrbieaint @aadan issuing bahkRBassadidieédgith e weer ypt ed
fi nanci afln cgirldC (rj(gt ati Iss fromthe Internet access device by an application
resi dent "6A'PHE 6‘?3“ eérnet access device and dedicated to the secure

i : ‘ \ . ; o .
ol tasn aSAEREs ey YA EYL BB R AR L GIIRL Bpala
conpr i siqagd details to the issuigg bppk Bpmdhe aetdrdy kpokite ebtatagstyaent fﬁomﬁ%@\&éuiag

websi t e R 16 egHSRte the 98B BndRRst idaRsatisgcur e financial transaction froma
mer chant associated with the website for said 25goods or services;

an encr yf¥ i on Xl@eteR dsitidaba irt QAT , Gier i thel [hizrid Dabéy RaRQLiGCERaFisdeVi ce
and adapted to be activat et()j \Q/nen tnge secagr(g fti anci ak. trarllsactd'egn is
requeste‘H?V'?"Bgé’ﬁ%ersﬁg? 3 Y8BT PN ALHRYM PSR HC YWt eI SEH ek SHE S| nanci al
t r ansactwtoch isasdodiatedl aithainedisslieg barde. ypt ed user financial card details to
the Internet access device; and 30a transaction server adapted to receive
and decrifpt t Hemethodygstaiaimad ér claimbvdiea¢in da tthadelehidrd is @ cashveand Bndihet he

I nter netml%g;,%gggsg)etyér%%d@ﬁegg,ﬁﬁtgg% rﬁl@afdﬂ?‘gtth wWhsh iy the transaction server

forwards the decrypted car s toa financial institution in data

comuni cgg. i on AvrebholRR ddimBs aCdihifM Setveco riéih%Erﬁﬁérﬁiﬁfngllﬁ@eﬁ(ﬂ?ptg@cr ypt ed
card detgils to WO 2011/ 634?1PCT/ AU2010/ 001570 - 16, - :
financial card detalls from the Infernet access device by an application resident on the

20 Internet access device and dedicated to the secure financial transaction.

16. A system for providing an Internet based transaction for goods or services offered
via a website, the system comprising:

an Internet access device adapted to browse a website and request from the
website a secure financial transaction from a merchant associated with the website for said
25  goods or services;

an encryption device in data communication with the Internet access device and
adapted to be activated when the secure financial transaction is requested, to encrypt user
financial card details for the secure financial transaction, and to forward the encrypted user
financial card details to the Internet access device; and

30 a transaction server adapted to receive and decrypt the encrypted user financial
card details received from the Internet access device over the Internet, wherein the
transaction server forwards the decrypted card details to a financial institution in data
communication with the transaction server to thereafter use the decrypted card details to



conpl ete the secure financial transaction for the Internet based
transaction for the goods or services. 17. A systemas clained in claim
16, furthwo2200mps4ssi ng an aut henticati on server adapt ed PCoH/ATRGWIME7Irer chant
details upon request for the secure financial transaction from 5the website
over the Internet to authenticate the t@quest. 18. A systemas clained in
claim 17, wherein the authentication server activates an application

resi dentco@rﬁtﬂbté R dRURY MRhcRFEARSCHRVOE Bleatd it dh st tethsh&tidner he¢ebes or
financial transaction upon authentication of the request for the secure

fi nanci a®Y¢%nsacti on. 19. A systemas clained in claim17, wherein the

aut hentication, server ner at e 0 tine ass q @ vmth t he secure
Fihanet 71 o SRaE R WERRESTaifl, oo et balFerii SRR RcBlon dkrt oo ur e
fi nanci addaptedris agteivermerclant dAmySIpermmestlfanm&ecmeélhammllr'ansad’men &om t he
aut hent i GalsBESSoY fo INEFENESuhBRIERATUNERshser financial card detall s

fromth nternet access device over rnet and aut henticates the

encryptign dew SRtdh 'aE'@Ia’irﬁé‘d fnec%ﬁﬂnVﬁd\AﬁBFé" d’mbea@tﬁé%ﬁéatﬂbh RERet attivaflstindet ai | s
1521. A systemas clainmed in claim?20, wherein the authentication server

t ransmi t3PPligRtop Sesidsnt ane ftsr pisrant agesss deviea qer sedicaied tlheaiecuraapria

t r ansacttrmga&Rh\pon kphenadHtibe of iheabq st RF tHdsecancingptiabifardavice. 22. A
systemas clained in claim 16, wherein the authentication server is
i nf or medi%f cdhpysédm an caimédia c@mul7e wherimibeauthenticeiaa tseoser pyndrates a

”afl%aCtdn%”tm?é‘r‘ %@%ss@&gh %ﬁ‘%ﬂé‘@?{gré( ﬂﬁ&’dc"{l%ﬂ&e@&n Pﬁﬁ&ut&?&g%&&@ﬂﬂé of that

conpletion so can then conpl ete rnet based transaction
by pr ovirghurst fdiheyersase Wransier yansastion. 23 A systemas claimed in claim 22,
wherein the aut henti cati on server subsequently infornms the Internet access
devi ce of0-t he A-BYBRMBEP SlRiped t”H%ﬁ'@eﬂuW@eﬁ'%@ﬁﬁuﬁle”f"?%'%é@f"lebfﬁce'VQSrtheA system

as cl ai ne@rypledchsr Mhaddzial tavdtdeedils GRPHEIhtBEheRa B EBBlIcE Bl WRY IteHABr drdll Ng
25the tra saitl on,kserve

i nanct AUEHREE HEGCpHon fSfint Bhife ey BLuEFY Tk eci@%ﬁrﬁf'ﬁéﬁcv'a'd&é?fgd%@%ecwe
ser yi_ces, Offeg&gs\férﬁaéc}%ﬁéatn SARR0 WAL B i BHER ko LR SRGYPL | on

device a apte user hanci al' >eard s for the
secur e freeeived @ncrym%swtﬂn@majp‘erd ¢Q§ql$etgtth68’m;38aampri seneaTnpon avthesticatieni ce in
data corgyy &abfidn WeliBet he encryption device; and forward the
encrypted user ¥| nanci al card details to the Internet access device to be

transm taged ovegystdif abBlafhé®ih dfmaiel MQ@%@%b%tﬁeﬂh&@bnts@r\)é?lsd%w&i gd for
subsequent forvvar ing to a fi natnC| al h l{ltl on _in data conmuni catil on with
the tr aﬁ?mq \9R o§ uuie(jlnan(:lal ransactlon y the transaction server and subsequently

20  informs at least the merchant of that completion so the merchant can then complete the
Internet based transaction by providing the goods or services.

23. A system as claimed in claim 22, wherein the authentication server subsequently
informs the Internet access device of the completion of the secure financial transaction.

24, A system as claimed in claim 16, further comprising a payment gateway comprising
25  the transaction server.

25. An encryption device for providing a secure financial transaction for an Internet
based transaction for goods or services offered via a website associated with a merchant,
the encryption device adapted to:

encrypt user financial card details for the secure financial transaction upon request
30 by an Internet access device in data communication with the encryption device; and

forward the encrypted user financial card details to the Internet access device to be
transmitted over the Internet to a transaction server to be decrypted for subsequent

forwarding to a financial institution in data communication with the transaction server to



WO 2011/ 063451PCT/ AU2010/ 001570 - 17 - thereafter be used to conplete the
secure financial transaction for the Internet based transaction for the
goods or Wer0ilgws4s1 26. Conput er program code usabl e POTAARDIOGOLE0a
server to process a secure financial transaction for an Internet based
transaction for goods or services offetéd-via a website 5associated with a
nmerchant, the server being configured to: receive a request over the

| nt er netthéRbftéNR $RAUS BorhpRRSHE kbélite Aamdlal tidheidieh fREEE FterAEMIaEEd
receive fromt hzarltﬁt ernet access device encrypted user financial card

det ai | s EANSRGHEN SI9RGSY REYSPpti on device for the secure financial

t ransactj.on 1Q51ecr¥§rt rt hre encrylf%t §|gtu(s:er§f. Lienanci arl Ocard detsai lIjrse; inanc{ |
forward dI%e deccm% PP %Péjtea PSR PP tl TR eE i 6 tg PRePeaf t er
be used ttapsedivplfetan intengdesedtrinsaation @F goodawaetiias dfered Hiealwebeitmet based
tr an%aCtdsgaci%tQIB V\;itf\ea A0RASHOtheSBIE g@i@? configfed fgPMpuUt €r program code whi ch

when execute npl enment’s t he met ho any’ one 150f clains 1 to 15. - 28.
A tangi bl e conpei®d o Fpdatd\Rr RAhieMct RIRd Sddlge FRRRIGUEREN FRdRedccei M
27. 2d9e'vicé' data file conprising the program code of claim27.

receive from the Internet access device encrypted user financial card details
encrypted using an encryption device for the secure financial transaction

10 decrypt the encrypted user financial card details; and

forward the decrypted card details to a financial institution to thereafter be used to
complete the secure financial transaction for the Internet based transaction for the goods or

services.

27. Computer program code which when executed implements the method of any one
15  of claims 1 to 15.

28. A tangible computer readable medium comprising the program code of claim 27.

29. A data file comprising the program code of claim 27.



