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1 SPECI FI CATI ON SYSTEM AND METHOD FOR SERVI CE AND
ADDRESS MANAGEMENT | N WLAN | NTER- WORKI NG 5 TECHNI CAL

FI ELD The invention pertains to the field of wireless
data comuni cation. Mre particularly, this invention
relates to the address managenent in the wireless LAN
(WLAN) 10 environnment for the dobile user to conme from
other networks. It could be used for the
inter-working of the WAN to the public radio

networ ks, e.g. 3G net“Drﬁ%Ec?ﬁIcﬂ%gﬁﬁ usi ng ot her
radi o technol ogi es or in andthéer adm nistrative

domai n. The invention is used by the WLAN 15 and the
i nter-worked network as well as the nobile termnal,

for.the addre 0] i fiqurati '
sepTapE ot B o e A Tt MG s 1
access services it subscribed to in the W.AN. 20
BAEKEROUNEE RRTORRI g AN i nter-working, the termna

needs to be addressable so that it can access any

service it subscribed to. Wien the services are

delivered over IP, the terminal nust be attached to a
ceFEQINI¢PLalHERSs. In 25 the nobile world, the point

of attachnent of the term nal 2 changes frequently. It

i s highl Jhpobryghieiemarertmins to the field of wireless data

communication. More particularly, this invention relates
to the address management in the wireless LAN (WLAN)
environment for the mobile user to come from other
networks. It could be used for the inter-working of the
WLAN to the public radio networks, e.g. 3G networks, or
WLANs using other radioc technologies or in another
administrative domain. The invention is used by the WLAN
and the inter-worked network as well as the mobile
terminal, for the address allocation, configuration,
tunnelling set-up, etc, so that the mobile términal is

able to access services it subscribed tfto in the WLAN.

BACKGROUND ART

In WLAN inter-working, the terminal needs to be
addressable sc that it can access any service 1t
subscribed to. When the services are delivered over IP,
the terminal must be attached to a certain IP address. 1In

the mobile world, the point of attachment of the terminal
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termnal traverses a few domains during one active
service session. To satisfy the requirenents of

termnal nmobility, the address managenent nechani sm

is needed to configure 5 and update the termnal's
address every tine it changes the point of

attachnent. Mobile IP is an op€n standard, defined by

the Internet Engineering Task Force (IETF)

(non-patent reference 1) (non-patent reference 2),

th rovide a 10 sol ution faor. [.e e t
andh e ParT1 £ Qe TnbT 1 o tire Magbrc BErarhs) Shary Cre
al|ows,the user to remain eachabl e using the sane .
A dbF BB LR She s PR 7 AnbTty SR Fot G IS RAtGie e service
Since the nobility is controlled at the IPlevel, it ...
sSRoE Bound ¥ S Thddte |3A G T4 S §fayerindl mobility,
technol ogi es. Therefore, for termnals in the 3G ,
cefel afdpes fworrRaIYReR haisghal 6ds 1N qdisy osopftaure
networks), sanme protocol_ stack could apply., Wth the
nergEngPRte hehackessirabhnAYY S W]LY thge 1t changes
inter-working of the WLAN and 3G cel | ul ar networks,

t hEsekpatnbfoRoahbaeineed | evel solution is

especially useful. In MbilelP, the address
managenmetitbi ke dbhel pvanr edwen |Fargtbetdafiiingd by ddge

the I P connectivity is not available, it could not
woEktehbbt | BhPiatsoingqlaslesFehee tEH ) nalnaro raera

Home Address, and know its Home Agent. 25 This m ght
noteberanae! abl énon-phecnint vxfewsrkian @ )scertart ggovdde a
e.g. when the termnal powers up in the foreign W.AN
fosolution for the address management and traffic routing

for the mobile terminals. It allows the user to remain
reachable using the same address when roaming among
different IP networks. Since the mobility is controlled
at the IP level, it is not bound to the under lying link
layer technologies. Therefcore, for terminals in the 3G
cellular networks, or the Wireless LAN (e.g. 802.11
networks), same protocol stack could apply. With the
merging of the access technologies, e.g. the inter-working
of the WLAN and 3G cellular networks, this kind of
harmonized level solution is especially useful. In
McbhbilelIP, the address management is done over the IP
connectivity. In case the IP connectivity is not
available, it could not work. MobilelIP also requires the
terminal to own a Home Address, and know its Home Agent.

This might not be available in the inter-working scenarios,
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the first time. Mbile IPv6 draft has introduced a way
of setting the hone address of the nobile node
(non-patent reference 5 2). The term nal would
generate a care of address first, e.g. utilizing
DHCPv6 (non-patent reference 3), and use this address
to communicate with its hone nédtwork to set up the
final hone address. In WLAN inter-working, this is

not wor kabl e, since the nobile node's honme network may
not 10 be al s, reachabl e using. t re Qof r

obt ?:l(i’rhe"(l“?ineli‘1 rt\(l)@r%t%eer% . pﬁ“geoljs %?eqﬁlu%?ﬁeplfg)rﬁg ndﬁrﬂi\‘ll\lpfor
conf i gyrati on, procedure would be tinme consunm ng, and
coutd T hott rﬁejéﬁ)ethe expectation of the users. The

Di aneter_Nbbjle | Pvggé%ﬂ icati,0 (qnon- pat ent 1? .
r ef er end®) 1§12 ed'as sjtﬂnttﬁ d(ﬂ?er?:%(‘ﬁ’aé’no h& SARARY
architecture for the_ address managepent for the Mbile
| Pvise Tiome adfirTor hads'utiahiZdy THE ARRTSEARETS &frgerence
clients in the visited and honme network to carry out _.
t he) - addreede iddati WeUdnd 9agenetai dcevepyofTRedress Tirst,
mechani sm 20 requires the nobile node to have |ocal |P
conngetivitizing PHHRY hedvayabadHaigderenge adolre a0g use
listen for the Router Advertisement nessages, and
t htlsi § saddress wWay scpoest tate diieh d tshdomsr giggiwork to set
domain's local policy. Also, the scheme only caters =
f oupt tiee sT il | momevmetadradwe. addr ¥38N25nbekongskindt hehis 1s
nobile term nal's honme domain. In the WLAN 4
i nhet -wmor kainbe, tdhinderthaatoviold chadses saddmes s1eftmomk may not
anot her
be always reachable using the care of address obtained
from the WLAN, Also, the multiple round-trip
configuration procedure woculd be time consuming, and could
not meet the expectation cof the users.

The Diameter Mokile IPv6é Application (non-patent
reference 4) has presented a soluticn based on the AAA
architecture for the address management for the Mobile
IPv6. This solution has utilized the AAA servers and
clients in the visited and home network to carry ocut the
address updating and agent discovery. The mechanism
requires the mobile node to have local IP connectivity for
the message exchange, e.g. able to listen for the Router
Advertisement messages, and this is not always possible
due te the foreign domain’s local policy. Also, the

scheme only caters for the situation where the address

belongs to the mobile terminal’s home domain. In the WLAN



10

15

20

25

domai n dependi ng on the service it's accessing. This
coul d not be supported in the schene since it has not
i nformati on of the service request of the termnal.
This 5 schene is designed for the Mbile | Pv6
environment, and therefore could not work wth
termnals with no Mobile IP stiack. 3GPP al so has
provi ded a solution, GIP (non-patent reference 5) for
managi ng the term nal addressing and 10 tunnel |i ng.

fo+n5%npﬁ%§?§p%rgﬁfarts 'GTP C f %Pntr%dre%%dfggﬁ gnother

r uns OVGI‘

sul ates the user data in .the EEP packets. TheTgﬁ

S FRPITd e RS TR patne Peterence o)
netmork and therefore depends h aV|Iy .on
et otk 201 ¢ eHRRYL S ldP
makes it difficult to be deployed in the S|nple .
wi Fof @5ea B 3 ndtswoted gy FeanNeay o Ndw- farapal . This
reference 1) "I P nmobility support for |Pv4"
ht%‘bhﬁmel@@E’flq}"r@i rfQy rghesdipbithe TEMP @oA-reament. and
reference 2) "Mbility support in |IPv6"
ht tpe ¢ fewe | eddldrmpt riarhetitdy dfamgyidadist Widds no Mobile IP
nobi | ei p-i pv6-19.txt (Non-patent reference 3) "Dynam c
Hostadonfiguration Protocol for |Pv6 (DHCPvG)" 25
http://ww. ietf.org/internet-drafts/draft-ietf-dhc 5
dhcpv6- 2ZB5EKtalso has provided a solution, GTP (non-patent

%T as not

reference 5) for managing the terminal addressing and
tunnelling. GTP comprises two parts, GTP-C for control
and GTP-U for user data traffic. GTP runs over UDP, and
encapsulates the user data in the UDP packets. The GTP is
designed for the GPRS (non-patent reference 6) network,
and therefore depends heavily on the GPRS network’s
features, e.g. GGSN, SGSN nodes. This makes it difficult
to be deplecyed in the simple wireless access network (e.g.
WLAN) .
(Non-patent reference 1) “IP mobility support for IPv4”
http://www.ietf.org/rfc/rfc3344.txt
(Non-patent reference 2) “Mobility support in IPve”
http://www.ietf.org/internet-drafts/draft-ietf-
mobileip-ipv6-19.txt
(Non-patent reference 3) “Dynamic Host Configuration
Protocol for IPvé (DHCPvG6)”

http://www.ietf.org/internet-drafts/draft-ietf-dhc-
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(Non-patent reference 4) "D anmeter Mbile |IPv6
Appl i cation”

http://ww. ietf.org/internet-drafts/draft-|e-aaa- 5
di anet er - nobi | ei pv6-02. txt (Non-patent reference 5)
"GPRS Tunnelling Protocol (GIP) across the Gh and &
Interface (Rel ease 5)" 3GPP TS529.060 V5.3.0
(2002-09) ftp://ftp.3gpp. org/ Specs/ archivel/ 29 seri es/
10 (Non-patent reference 6) "General Packet Radio

Service,. RS); Service description; Stage 2 (Rel ease
5) 1P %@Dté 1060 V5.2.0 (2002-06)

ftp.//ftp. 3app. or g/ Specs/.archi ve/.23 ri.es/

(NDICBR AT crer ) 4| I (oo S &S om
(INB%i, 15 Stage 2 (Release 5)" 3GPP TS 23.228 V5.6.0
( LPe3t¥%: //ft p. 3gpp. or g/ Specs/ ar chi ve/ 23_seri es/

(Non-patent reference 8) "D aneter Base Protocal” . _
http: / / Vi & }Wgﬁméﬁ@%%%%ﬂﬁﬁﬁ/@ﬁﬁ?&a&? aaa
di aneter-15.txt 20 (Non-patent reference 9) "PPP

Exd &#5¢ b e el hbat b een Yont % Pr ot ocol (EAP) "

http://ww. ietf.org/rfc/rfc2284.txt (\Non-patent
refBeereatan) BEPFEeRes et  FRED: TUnies Bgish fegossl (GTP)
(Non-patent reference 11) 3GPP2 project 6

ht apros amkn8gpp2amd g5p Interface (Release 5)# 3GPP TS 29.060

v5.3.0 (2002-09)
ftp://ftp.3gpp.org/Specs/archive/29 series/
(Non-patent reference 6) “General Packet Radio Service
(GPRS); Service description; Stage 2 (Release 5)” 3GPP TS
23.060 Vv5.2.0 (2002-06}
ftp://ftp.3gpp.org/Specs/archive/23 series/
(Non-patent reference 7) “IP Multimedia Subsystem (IMS);
Stage 2 (Release 5)” 3GPP TS 23.228 V5.6.0 (2002-09)
ftp://ftp.3gpp.ocrg/Specs/archive/23 series/
(Non-patent reference 8) “Diameter Base Protococl”
http://www.ietf.org/internet-drafts/draft-ietf-aaa-
diameter-15.txt
(Non-patent reference 9) “PPP Extensible Authentication
Protoccl (EAP)”
http://www.ietf.org/rfc/rfc2284.txt
(Non-patent reference 10} 3GPP project
http://www. 3gpp.org

(Non-patent reference 11) 3GPP2 project
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(Non- patent reference 12) "The Network Access

Identifier" http://ww.ietf.org/rfc/rfc2486.txt
(Non-patent reference 13) "Nunbering, addressing and 5
identification (Release 5)" 3GPP TS 23.003 V5.3.0

(2002 06) ftp://ftp.3gpp.org/ Sepcs/ archive/ 23_seri es/
(Non- patent reference 14) "Port-Based Network Access
Control "™ I EEE Std 802.1X-2001 10

http://standards. i eee.org/ geti eee802/ (Non-patent
referenﬁ$ 15) ;Ela ter Exten3|ble Aut henti cation
Protocolti ‘F/)",“/-&\B'fﬂ ERA -G

http:// www |etf /| nter r af /dr etf o
eafNeRT X tENS ? ref % fﬁgtgp%ntlfler

NASREQ I|c |on
ht t p: //%9 fwwgv%trﬁé%%ffcﬁ/arrftfé/‘l&%fttx? etf-aaa-

dlaneter-nasreq 09. t xt patent reference 17) "I Pv6

St aw@me@%t@@@r%%%erm%éow i dmné%%rolﬁlgfz@ddressmg and
http://ww.ietf. org/rfc/rf02462 t xt Lbualzy and

t hedemt of lowtkerl HElmrse avle” | IFPRIITS rerft03 Vo. ™ 2002-

adm ni strative domai ns, which neans their address
sp@eks are managed separately. Therefore, when a
nmobile termnal roans into a WLAAN in a different
domai n 26tp haht i s3 drpe rptSends / ssare vadddeseries/
configuration nust be 7 carried out to guarantee the
CONK&H NHPAISe el vé E€rsietd Viet)y “Port-Based Network Access

Contrcl” IEEE Std 802.1X-2001
http://standards.ieee.org/getieee802/
(Non-patent reference 15) “Diameter Extensible
Authentication Protocol (EAP) Application”
http://www.letf.org/internet-drafts/draft-ietf-aaa-
eap-00.txt
(Non-patent reference 16) “Diameter NASREQ Application”
nttp://www.ietf.org/internet-drafts/draft-ietf-aaa-
diameter-nasreg-09.txt
(Non-patent reference 17) “IPv6 Stateless Address
Autoconfiguration”
http://www.letf.org/rfc/rfc2462.txt
Usually WLAN and the inter-worked network are in
different administrative domains, which means their
address spaces are managed separately. Therefore, when a
mcbile terminal roams into a WLAN in a different domain

than its home network, some address configuration must be
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to the termnal. This address configuration could
include for exanple IP address allocation, address
registration, tunnelling set-up, etc. 5 For certain
services delivered to the term nal over the WAN,
address restrictions would apply. For exanple, to
access the I Ms (non-patent ref@&rence 7) service in the
3G networks fromthe W.AN would require the term na

to own an address belonging to the network providing

the IV, .10 Co (] bile tern ’ .
p a?e%JIIC fetd a2t 31:23 te %ﬁjaerg‘:‘l‘?%/ée? gtn rreDséeorn\elcl lcngfsorﬂv\sg 3% & Mblté:té delivery
requi

ed to have nultiple |.P address configured. . Ln.
WA, LB, A Ly TP SFPGRS (6 DGURRY Ol cEpidagnotude
e.g. send or receive nor dat a acgghf, 15 beto%% tion
t he9t afB2mRit heht | 2 S it 7 T 5o I$ESEE ’
Usi ng normal schenes, e.g. the one suggested in M Pv6,
t hEUNRRHr 38 TOHTHRUrdtTon coul d only happen after the
successful authorjzation procedures. This kind of
appr oachFeE GRBvRimmeTElort dbliveedda Wegriersiedls over
of 20 sonme of the services. In order_to have the
adbhesELAR orddgre e Peilorctirnamdithd Anftloh, Ferefiarrle.
information needs to be integrated into the access
cohtr atcees stigesIMS Theorrdeh edyst nemiry@Enat 1)s sggvdlqey 1n the
based on the user's subscription infornmation. .
TheéGehoteorks fust e ILADbwowld etedii nehdhepbigraninal to
termnal's hone network. For 8 certain externa
sepwices, atifiee asdvebsnaqioeglst ¢ ot network providing the IMS.
Conseguently, a mobile terminal with parallel access to
different services would be required to have multiple IP
address configured.

In WLAN, terminals are not allowed to use any
resources, e.g. send or receive normal data packets,
before they are authenticated, and authorized to do so.
Using normal schemes, e.g. the one suggested in MIPvé, the
address configuration could only happen after the
successful authorization procedures. This kind of
approach is slow, and is not able to meet regquirements of
some of the services. In order to have the address
configured before the authorization, relevant information
needs to be integrated into the access control messages.
The address management is usually based on the user’s

subscription informaticn. Therefore, it must be

controlled by the mobile terminal’s home network. For
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all ocated from domain other than the hone network. In
this case, a nmechanismis required to allow the hone
network to negotiate the address allocation, and other
5 information with that domain. Wien a term na

changes its address, the end-to-end QS associated to
it would be affected. For exanple, a traffic filter
based on source or destination address informtion
woul d not be able to correctly classify the 10 streans

i f_the address changed.. For W.AN fhat _inpl enents
(SR PTG (T HISE oo PHREE SRE0S. LRabs
termnal's new address al so needs to be signalled

othot R ST ST BB G B FeBEpaG pEk-
DI SCLOSURE OF THE | NVENTI ON When a term nal en er% a
WIAN S [ §a5frsta g Abugh 1 % Hé Biteénttcc &litay, the home
aut hori zation procedures to gain access to the

r RS .t meditsl 4G g @ﬁfdr@%wad{m&ﬁtil@nrp.a@geﬁttear
for address managenent that is integrated into 20 the

actebercont ol widc Harits dpmaEy t hi s i ntegration, the

termnal's address could be configured together with

the grdfitamag dferaicess chftraaserifisnaiddwesgisd ithgsengngo—end

extend the access control nechanisns, and therefore

dogss mtsaoeistted dd mpl ementd dey afdeqiest.ocBbr Fhample, a

configuration process 25 would be shi el ded by the

i ntvea £t c effick tygot itoas eahdrd genotcec tdronlesft inad ianceslsiress

control process, and thus need no extra security

seinformation would not be able to correctly classify the
streams if the address changed. For a WLAN that
implements firewall or other traffic contrel functions,
the terminal’s new address alsoc needs to be signalled,

otherwise traffic could be blocked or dropped.

DISCLOSURE OF THE INVENTICN

When a terminal enters a WLAN, it must go through
the authentication, autherization procedures to gain
access to the rescurces. In this invention, a solution is
presented for address management that is integrated inte
the access control mechanisms. By this integration, the
terminal’s address could be configured together with the

granting of access. The terminal would reuse and extend

the access control mechanisms, and therefore does not need

to implement any new protocol. The configuration process

would be shielded by the inherent encryption and
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The present invention also provides neans for the
termnal's honme network to negotiate the address 5
managenment with the network that provides the service
to the termnal. This kind of negotiation is a
back-end process, and is transparent to the nobile
termnal and W.AN. Result of Bhe negotiation would be
carried along to the WLAN and nobil e term nal using
the service 10 authorization procedures. Wen parallel

access session re present to the sane termpal :
TIPS pF 6T KiRir GoSBL: OIS DS FOR T Gt O Hgert1ignneed no
provides a nethod for the termnal to obtain address
t ha¥th? n¥_CEH theS%e¥ion, using a fine grain 15
servi ce authorization procedure. Each session woul d
use t heTRRIPERICTE tEEFRIF 433! il Scakd ATLAIRS Misgmst §ox the
new address is allowed. The address managenent is
al EernhhelT atleeme retwarek vlnedeidatts db arediifSss.
The policy control would 20 provide neans for the
t enanagéneand with hore nrtwerk thet domiiglase thee sgraNce to
when necessary after an address alternation. QS, or
t ubhel tenginal or Mitlisorkiwoulod begotvditiradigng back-end
provi si oned according to the new status using
chpnoetss avand abs et ran $iheer @xti stta rithepaldleiyl ec drtnrginads and
procedures. By this, a snooth address transition in
t heLAR. r ;aduig td e heowlediche aadbnewed,ldabd Qafried along to
interruption could be mnimzed.
the WLAN and mobile terminal using the service
authorization procedures.

When parallel access sessions are present to the
same terminal, multiple addresses could be required. The
invention provides a method for the terminal to obtain
address that binds to the session, using a fine grain
service authorization procedure. Each session would use
the address attached to it, and transition to a new
address is allowed.

The address management is also integrated with the
policy control mechanisms. The policy control would
provide means for the terminal and its home network to
configure the WLAN when necessary after an address
alternation. QoS, or tunnelling information would be
modified and provisioned according to the new status using

channels available in the existing pclicy control

procedures. By this, a smooth address transition in the



BRI EF DESCRI PTION OF THE DRAWNGS 5 Fig. 1 is a block
di agram showi ng an exanple of the network
architecture that is used for managi ng the address
all ocation for the nobile termnal, tunnelling setup
and service negotiation in the WLAN i nter-working in
the present invention; 10 Fid02 is a sequence

di agram showi ng an exanpl e of the nmessage sequence
for the address allocation for the Mobile Term nal,

tunnel | i ng setu nd servi.ce negotiation ..n_th .
ne’E%HP%?EHP? ecg‘?l‘g]rcg RS S |’g.anfi;t QfEll%g.l%elrsr PP, couLd
structure diagram showi ng an 15 exanple of the

e G ¥E %Y ure used by the Mobile Terninal in the
nmessage exchanges shown in Fig. 2; Fig. 4 is a data
structure di agram showi ng an exanple of the nessage

format of address all ocation r%g¥est used by the

MVoBR Tl T SR REF T 1O G ofHES GRANStS3t e transition
di agram showi ng an exanple inplenentation of the Hone

5 Net wor k g ho i Hera imloth e ifamanwetievdBewan gxppglelof the
for the Mobile Term nal address allocation,
t uneebd T npech iifeantr s dihdted s gt ifat eenay inge tiieaRddress
inter-working in the present 25 invention; 11 Fig. 6
i sahlédanahafer stowinmpiare eveamplrelof ttimee lfllipw clkedtre and
that could be used for inplenmentation of the request
messSagece rNoeestsi algi r coedure WIAN Hatldorevoidtiwgr Kn the

present invention;

10 Fig. 2 is a sequence diagram showing an example of
the message sequence for the address allocation for the
Mobile Terminal, tunnelling setup and service negotiation
in the network architecture shown in Fig. 1;

Fig. 3 is a data structure diagram showing an

15 example of the message structure used by the Mobile
Terminal in the message exchanges shown in Fig. 2;

Fig. 4 is a data structure diagram showing an
example of the message format of address allocation
request used by the Mobile Terminal;

20 Fig. 5 is a state transition diagram showing an
example implementation of the Home Network Authorizer in
the framework shown in Fig. 1 for the Mobile Terminal
address allocation, tunnelling setup and service

negotiation in the WLAN inter-working in the present

25 invention;




Aut horizer; 5 Fig. 7 is a data structure di agram
showi ng an exanple of the nessage structure used by
Honme Network Authorizer for negotiating Mbile

Term nal service specification, address allocation
and tunnel settings with Service Provider Network
Server; 10 Fig. 8 is a data strlucture di agram show ng
an exanple of the nessage structure used by Hone

Net wor k  Aut hori zer for negotiating Mbile Term na

service _specjificati add S q%y catj o ggﬂ;u elen
setti ngsFﬁ?f h!5 W;A‘%\I ec?“\’/e(g}glﬁosbi %9‘3.3 Q:nga ga{&a ©
structure diagyram show an X l e th ssa
ot FiturBagbeth el FoRbA e Mired AIF EpT il IR TR che
updating the Mobile Termpal's status in the pol
SoFGErCaf FRESRBFEORETTOT K AONET rEReR BST NG TR e TwoT &
CARRY|I NG QUT THE | NVENTI ON The present invention is to
bePUsBATEBETfhe WLAN to inter-work with other
networ ks. The_inter-worked network could be anot her

5 W.AN or Bipubliéscel fafarsheispite diagen SfQpiny an
deploy the invention in both of the cases. The 25
i NeERATPOA PE EbebBessedef DFreRELPRIrpYRe Bf Hudte datwork
managenent and service provisioning relevant to the
addneberiransioronegpt eat hhiMobilechrrminal FrRrvice
depl oynment of the proposed schene, no extra interface
andpprofocetibnpl edéntasi ahlaret heteswdryuniihe settings with

Service Provider Network Server;

10 Fig. 8 is a data structure diagram showing an
example of the message structure used by Home Network
Authorizer for negotiating Mobile Terminal service
specification, address allocation and tunnel settings with
WLAN Server; and

15 Fig. 9 is a data structure diagram showing an
example of the message structure used by Home Network

Authorizer for updating the Mobile Terminal’s status in

the policy server of the Home Network domain.

20 BEST MCDE FOR CARRYING OUT THE INVENTION
The present invention is to be used for the WLAN to
inter-work with other networks. The inter-worked network
could be another WLAN or a public cellular network. It is
easy to deploy the invention in both of the cases. The

25 invention is to be used for the purpose of address
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5 schenme woul d reuse the existing access contro
mechani sms, and extend sone of the attributions to
support the necessary functionalities. The address
allocation and nodification would be integrated with
the service authorization procedures. Since the
aut hori zation 10 procedure is lehcrypted and protected
by the credentials obtained fromthe authentication,
the address information is also protected with sane
l evel of security. lt.woul he. f
LA ROPPRAE bt s O 23 ke e 2%
t he same way as. normal, aut hori zation, 15 inf.ormation.
Fo?déQ%ﬁ%I%¥a??l?ﬁﬁﬁcﬁ%ﬁf1rﬂﬁQé;ifgr?%ﬁ%§o i"amet er
(non-patent reference 8 an aut horjzation specific
WP, by B B Ot o B b TR b TP E A
an EAP nethod for authorizatjon is available. Wen a
t et AFREF26R1 2Rd RHE VAN LR ISR WO MUt iGRT Cdred e
and authori zed before allowed to use the service. |n .
t hechenforPhe | BRLER okl U SHIHY (AGGRTRICOMGR g mechanisms,
request for the service it tends to access. This
i ntpdnextendweene ®E e st B 14'¢ He 1SR e
home network by the WLAN. The term nal's hone network
denedess2sy wherheional b 1 ow t faesaddiresshaddacafhipheand
user's 13 subscription profile. Depending on the
senvitéicagiestedildthe imtedrated wdle et R @S0
deci des the address to be wused for the service. For
exanpheritetian pMrsduwése, Sinlve alidr esshpeedstionbe
all ocated fromthe | M5 address

procedure is encrypted and protected by the credentials

obtained from the authentication, the address information
is also protected with same level of security. It would
be shown as part of the authorization information, and
could be transferred the same way as normal authorization
information. For example, it could be included in the
Diameter (non-patent reference B8) as an authorization
specific AVP, or an EAP (non-patent reference 9) attribute
if an EAP method for authorization is available.

When a terminal enters the WLAN, it would be
authenticated and authorized before allowed to use the
service. In the authorization procedure, the terminal
would request for the service it tends to access. This
information would be passed back to the terminal’s home
network by the WLAN. The terminal’s home network decides

whether to allow the service based on the user’s
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5 space, whilst for a | ocal W.AN service, the address
obt ai ned | ocally would be sufficient. Al so, tunnelling
information related to the address nanagenent woul d be
identified. The address informati on would be incl uded
in the 10 authorization information, and sent al ong
wWith the authorization success3nessage. Part of the
information is destined for the WLAN, and part for
the termnal, simlar to the normal authorization

PraSRAESpLFl, BEBPPLE, feepenaaqg@eso% 8805 o be Seheated,

can conf gurel
th nf ti b
WARE] FerBtian kot Shel f ‘@Oﬁﬁ? Heddhs? e*we%d&a%ess to be

chan n address i S nece sar g% re aut horization

prBégeu?QrCEB?dsﬁﬁvbgﬁd f ’uﬂﬁﬁi@n MenGSE vice

goi ng through the service authorlz t on §§agﬁﬁ$ﬁgﬁ9

Poltifléyaééﬁ??él ngedfdtpeler iy b%?%ﬁe % ress

starts to access the service. Address |nfornat|on

\/\oﬁpécebewhﬁélétaff@ifl ablectd WhRAN e Feicerted addgegs

term nal’ hone network. The Eollcy server could then

naraétgénedyloaééﬂgi oAy loasedsehf i kerddr dd$0, tunnelling

i nformati on. Wien address 25 changes, the policy

seinéprmebidnbeehotedi bd the upddress Heanagement would be

corresponding policies, so that the QoS and service

pr odesiofiing.coul d be guaranteed. To hel p

under standi ng the invention, the foll ow ng

definiti ®hse adérassdinformation would be included in the
authorization information, and sent along with the
authorization success message. Part of the information is
destined for the WLAN, and part for the terminal, similar
to the normal authorization procedure. For example, the
address needs to be sent to the terminal so that it can
configure itself, and the tunnelling information would be
used by the WLAN if network tunnelling were necessary.

When any change in address 1s necessary, the re-
authorization preocedure could be used for a quick update
without going through the service authorization details.
Policy control would be triggered when the terminal

starts to access the service. Address information would
be made available to the policy server at the terminal’s
home network. The policy server could then make policy

decisions based on the address information. When address

changes, the policy server would be notified to update the
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5 A"WAN' refers to wireless [ocal area network. It
contains arbitrary nunber of devices in order to
provide LAN services to nobile term nals through
wirel ess technologies. A "3G network"” refers to a 3rd
generation public 10 access network. An exanple could
be the system defined by 3GPR4non-patent reference
10), or 3GPP2 (non-patent reference 11). A "Mbile
Terminal” refers to a device used for accessing the

service proyided by t.he W.AN. an e 1 e k
R PR ot Tk BheoReEnly KPR ERS: <
to the network where the Mbile Terminal (MI)'s

s &R B AT | P sh G5 Atait6h S st ored. 1n the
i nter- Ki i Qs, .t I d.be th .
M or i o1 KB IELS GReE R i e SHen 1 ehtagnoo et agHcw ing

that _is authorized to have full access to the MI's
s PiTE it don. A "Service Provider NetworKk"
refers to the network where the service the MIr

request 88 TR oviededs 1to sdgied esse 1ar¢ Lnat®ér Retwogk. It
the hone network, the WLAN, or an 25 external ,

N eSO 11 51 52 70 TN p RNl et 'devdfcgss ip ogAlpr to provide
functioning device in the network that can carry out

i NEASY e oIt el oceswilige Aerpginady Sarpagh mafredsseo a
network el enent that performs the policy contro

f urethronl afigdhe net wor k domai n.

A “3G network” refers to a 3™ generation public
access network. An example could be the system defined by
3GPP (non-patent reference 10), or 3GPP2 (ncon-patent
reference 11).

A “Mobile Terminal” refers to a device used for
accessing the service provided by the WLAN and other
networks through wireless technologies.

A “Home Network” refers to the network where the
Mobile Terminal (MT)’s service subscription information
stored. In the inter-working scenarios, it could be the
network the MT originally subscribed to, or a visited
network that is authorized to have full access to the MT's
subscription information.

A “Service Provider Network” refers to the network
where the service the MT requested is provided. It could

be any network, e.g. the home network, the WLAN, or an

external network.
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5 The policy control function includes, for exanple,
the local resource allocation, packet filter updating,
routing updating, etc. An "Air Interface" refers to
any radi o access technologies for the nobile term na
to access the WLAN. 10 A "streant is a gathering of
packets transferred in the netivork that have certain
attributes in conmon. A "Traffic" is a gathering of
streans transferred in the network. A "flow' refers

to the dat, ath .a t he . net k 15 r u . -
for the At G GOaTTH el 06 BG ERY TAiFsagy g device
St oaES Gt D 1 N A o B 4 g ion Brof@ling.
i nformatiqon exchanged 20 between the Network El enment
for the JurfsosiE oSt - ﬁﬁﬁﬁasnécbénpg%VQr&CﬁEFQFpgn%hat
Sequence" refers to a series of Message . Exchange .
beralErr e ithe P NekGibrdeTH Tt it Gt e tfaith S AgENO T AomaLn -
I nter-working control. 25 "Upper Layer" refers to ani
enfhe yoohi ¢vreitite fwc&mrbmnwe@ tTR&t eFPBBesseshe
the packet passed to it from the current entity. ,
"Ooemt Baswd Rurinel ocatdfaays raskete fidigel Mpdlg tis¢heseuting
that one of the end points of the tunnel is the
updating, etc.
An “Air Interface” refers to any radio access
technologies for the mobile terminal to access the WLAN.
A “stream” is a gathering of packets transferred in
the network that have certain attributes in common.

A “Traffic” is a gathering of streams transferred in
the network.

A “flow” refers to the data path and the network
resources needed for the data path used in delivering the
stream.

“0oS” refers to the term Quality of Service of a
data streams or traffic.

“Message” refers to the information exchanged
between the Network Elements for the purpose of Inter-
working control.

“Operation Sequence” refers to a series of Message
Exchange between certain Network Elements in certain order
for Inter-working control.

“Upper Layer” refers to any entity on top of the



5 Mobile Termnal. "Network Based Tunnel" refers to
the tunnelling schene that the end points of the
tunnel reside on Network Elenents other than the
Mobile Terminal. In the foll ow ng description, for
pur poses of 10 expl anation, specific nunbers, tines,
structures, protocol nanes, drfd other paraneters are
set forth in order to provide a thorough
under st andi ng of the present invention. However, it

will _be ap € 0 Id | [ I h -

e s e R T SR TR A s T e rom
t hese sﬁecific details. In other instances, well-known
coﬁ%%n% 1 hd™Hodul es are shown in bl ock diagramin

order npt. to ohscur he pr.ese I nyentian .
unnecessary: By El%ecfﬁ[é‘“m%hl v S &0 FAFadt Bt

of the termnal, bilit ontral is. qne of the nos

r o B Ehap G R T SN TS Vo e g Wi 8. Che
term nal noves, it could be forced to use an address

S tHAebikenbRrHeat- to its point of attachment. For
exanple, for a 3Gtermnal roamed into the WLAN, _it

needs a ‘& Tderiel ParRit " F&IEES it themgunnelling
network's service, e.g. IMS service. Wen 25 the
t epPlheme Tt thesenheosieris of ithg denned Iesistnerkdetwork
17 the address is allocated according to 3G schenes,
e.glem@PRS aEher ceh{momhpafadnil s ciesimamad -6) Thi s
address would be bound to the termnal's 3G cellul ar
interfack tWenfelldveing rdsernitperion hd N ANrdodeisn oL t
could desire to
10 explanation, specific numbers, times, structures, protocol
names, and other parameters are set forth in order to
provide a thorough understanding of the present invention.
However, it will be apparent to anyone skilled in the art
that the presented invention may be practiced without
15 these specific details. In other instances, well-known
components and modules are shown in block diagram in order
not to obscure the present invention unnecessary.
Due to the highly mobile characteristics of the
terminal, mobility contrel is one of the most prominent
20 issues for WLAN inter-working. When a terminal moves, it
could be forced to use an address that i1s not local to its
point of attachment. For example, for a 3G terminal
roamed into the WLAN, it needs a 3G-domain address to

access its home network’s service, e.g. IMS service. When

25 the terminal initiates the service inside the 3G networks,




5 comunicate using its W.AN interface since that can
provi de hi gher throughput. For exanple, a PDA with
dual interface, GPRS and | EEE802.11, would desire to
use its GPRS interface on the road, and use its

| EEES802. 11 interface in the hotspot. Wen using the
WLAN i nterface 10 accessing tlhe 3G service, the
term nal needs to continue using the same address
obtained fromthe 3Ginterface. Oherw se, the

tem! ga?égde@yé dléaa o0 80 £ d i %OO@G andhe o.g.

oreln e Ssessi on, ich 1s not

ﬁ%%iafreewl"cf rve‘éi‘féate%unne# R S T il Folibe PR wou1d
phxREh Set{er@&%ﬁﬁ;?ﬁ“sdqﬁcfezfﬁtu%degter%c”p “ihen 2
lTesalion g il gl i AR Bechie 12
partici pate 20|nthe Si allng are sh Eﬂél\/bbile

5 TeFPHTAN 70 )UF NG he- it %ﬁrfarceeq&é% &r €3Pn
service fromthe network. In real world, it_cou
conBrYEée delaher WHIGUGNEIL ¢ FOraeKaRRLRt acBHﬁe&t’i‘E}ﬂ dual

to the |laptop conputer via a Bluetooth link. It 25 is
dr ke ntaeme GRS |andi FEEEBGorl i havqudgs sigsgire to use its
sinmplicity. 18 Anmong the W.AN Functions (1001 : t he
ACGeRS Poierf{a®m)n ithe trwadntand useatl Gsr d 2WLAN
access to the Mobile Term nal (101) . Access Point
(105)embDatel b odke abdt sdve - ddhant nafihpctheoWl-fReinterface
Mobi |l e Term nal (101) until it is

10 accessing the 3G service, the terminal needs to continue

using the same address obtained from the 3G interface.
Otherwise, the terminal would face service interruption,
and be forced to re-initiate the session, which is not
desirable to the user. Since the address in use is not

15 local to the WLAN, a tunnel must be set up from the
terminal to the Service Provider Network.

An example implementation of the invention for
address allocation and tunnel set-up is shown in Fig. 1.
To avoid confusion, only Network Entities that participate

20 in the signaling are shown.

The Mobile Terminal (101) is the entity that
requests a certain service from the network. In real
world, it could comprise several entities, e.g. a handset
connected to the laptop computer via a Bluetooth link. It

25 is drawn as one set in Fig. 1 for the reason of simplicity.
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5 authorized to use the WLAN services. A control
channel that only allows certain specific data
packets is |left open for the access control
signaling. Mobile Termnal (101) comrunicates with
the Access Point (105) over the wreless link (1011).
This link could use any kind afg 10 wirel ess

technol ogy, e.g. | EEE802.11, Hi perLAN 2, Infrared,
etc. This does not preclude the use of other

technol ogi es .g. (%.}ical F'qqr, or .this link, .if .
Si PRIRF %é{@sﬂl\?gg}ﬂq Oqsecmo jgyt u[A&cgggl l)?.Olht (105) 1is
Anot her entity in the WAN_i s the V\V_ANI\/%ag n

Ser VT TATAN Gty OIS NLFS S AR SERVEPD(162)

is in charge of the address space rranaggrreni, gnd h

r eERUR e hahyenenAcsESEhECWRAN. 1 PP) cBaR4d PLefhedbh the

the WLAN gateway, or, in a sinmple WAN, even o

cofdbrateaifin trmn Adced®rdintTermosrl (FRd I weARLL 1t 1s

Server (102) communicates with Access Point (105)

ovauthon ezdchices 205€ 1015 WLAFh | se Ve degr: WRARPREE@Lr gpannel

control and service provisioning, e.g. QS nmanagenent

ovena i enintek¥ace. caitaimrenps ithe WeAN, telekeder ver left

could interact with other entities of the WAN, e.g.

t hepdt ARG gat lesveycors icevatd ] siwhiadhnies ndpbshewlRerminal

the diagram 25 In the ternminal's Home Network (1002),

a Hooe) 1Qomietimbskt ditviiort Zigre (ZB)s c@datimdl s(1thpe over the

service authorization and address allocation. The

Acgess1 £o¢ ntink 106)118nd WhAN Senkerco(1182nsboshy kind of

communi cate with the Hone Network Authorizer (103)

f ofipeI ¥ Ser Omis Dbgy NfOrgAtIREES02.11, HiperLAN/2, Infrared,
etc. This does not preclude the use of other technologies,
e.g. Optical Fiber, for this link, if similar access
control technology could apply. Another entity in the
WLAN is the WLAN Management Server (WLAN Server) (102).
This WLAN Server (102) is in charge of the address space
management, and resource management of the WLAN. It could
reside on the WLAN gateway, or, in a simple WLAN, even
collocate with the Access Point (105). The WLAN Server
(102) communicates with Access Point (105) over interface
(1015). This is for WLAN rescurce control and service
provisicning, e.g. QoS management over air interface. To
manage the WLAN, the server could interact with other
entities of the WLAN, e.g. the WLAN gateway or Firewall,

which is not shown in the diagram.

In the terminal’s Home Network (1002), a Home
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5 via links (1012) and (1014). Physically, these |inks
could be identical, i.e. between sane end points,
using the sane protocol, and encapsulated in the sane
packet, but they are logically separated. The Mbile
Term nal (101) could request for any 10 service it
subscri bed to. These services huld be in the Hone
Net wor k (1002), a separate Service Provider Network
(1003), or even the WLAN itself. Wien the service is

i ded, by the Ho k (1002 th NAN, th
ggﬁ%#%gr%W%WF%§¥li%%mgﬁi¥fa Sréaﬁnéﬁénﬂﬁ %ﬁ?%m th ©
(hs, 5, PUTBL o I R SULLe! DLl e

Management Server Service Provider Network Server
U1 ORTS ontt of G et et v | H02 Rt | IR C s iy g Home

allocation in the Service Provider Network (1003) . ,

Thide HopEk New e k1 20t Al hor | 5% Je03)C% &ﬁﬁkﬁ%ﬂé@f Qe L on

Service Provider Network Server (104) over a contro

i nvbaf heeks 101832) 1andr 6914 | ERestiapildn, tREeSSetvika

Provi der Network (1003 coul d be the WLAN, the Hone

Necomt® p200@ynoicahot het. brlwesk. sane Gixe pHats, using

service is provided in the Home 25 Network (1002),

t htkei ntme f pret becbhmesndrencapslkdt D) imttdrd sese aagket,

does not need to follow the exact format and using

t heusaheepratecbbgasadbgcsembmcatad t he fol | ow ng

exanpl e inplenentation. Fig. 2 shows an exanple

oper at i onhsagpiehte Termidel (101) could request for any
service it subscribed to. These services could be in the
Home Network (1002), a separate Service Provider Network
(1003), or even the WLAN itself. When the service is
provided by the Home Network (1002) or the WLAN, the
Service Provider Network (1003) would overlap with these
networks, and thus the control functions could bind
together. The Service Provider Network Mahagement Server
(Service Provider Network Server) (104) controls the
service authorization, and address allocation in the
Service Provider Network (1003). The Home Network
Authorizer (103) communicates with Service Provider
Network Server (104) over a control interface (1013). In
real implementation, the Service Provider Network (1003)
could be the WLAN, the Home Network {1002) or ancther

network. In case the service is provided in the Home

Network (1002), this interface becomes an internal
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5 address managenent for the WLAN i nter-working using
the above-described franmework. In the operation, it
is assuned that the Mobile Termnal (M) (101) has
already finished the WLAN associ ati on and

aut henti cation procedure (201). This neans that the
Mobile Term nal (101), and theQ@O0 Access Point (105)
has al ready nmutual |y authenticated each other, and
encryption protection has already been turned on for

t hlen{% #Q%Mﬁg%rqgséaeq:? r%(ﬁ':q"’f‘eneQ?Sto %elrlowech'\émg)ga%theformat

X
Ter nt na WwantsS t 0 access any service over t

WLAN, it sends out the MI uest A nessage (202A), :
ovaRY P T TR A T O Y e A T hO T 195 5oL
destined to its Hone. Network Authorizer (103) . This
meS¥agRl § ST ehd Ty ot ect ed by the keys gener at ed

fromthe_authentication rocedur es 201rzvﬁs Fig. 3 . h

Shows ant Gkanpl & mipl S L SR T M SREReS, TRT the

nmessage (202A). 20 The nessage starts with the ,

Meadages Typan a9 anent 30ay . therflAN j dite s etk it & sifid frhe

kind of message is encapsul ated, e.g. Request, Reply,

et eboTaede epgt hedf Iramework e| dni $henePEERELOTNMEsEag®

types are represented by integer nunbers. This is to

savesthed| that ethe déafut besTosniml siMhal (1 lovers tH&eady

air interface. It is obvious to 21 anyone skilled in

t héimishedathe WAN | ®¢ sbchut tbradopt amherstivat ifcdy paocedure

when necessary. Follow ng the Message- Type field

(30291} s tThe dvessage tHhergtthe Melbd 1€302ymihtlcdhfdd nsand the

the information about the | ength of the whole
Access Point (105) has already mutually authenticated each
other, and encryption protection has already been turned
on for the following message exchanges. When the Mobile
Terminal (101) wants to access any service over the WLAN,
it sends out the MT Request A message (202R), over the
link (1011) to the Access Point (105) and destined to its
Home Network Authorizer (103). This message is end-to-end
protected by the keys generated from the authentication
procedures (201). Fig. 3 shows an example implementation
of the MT Request A message (202A).

The message starts with the Message Type field (301).

This field identifies which kind of message is
encapsulated, e.g. Reguest, Reply, etc. The length of
this field is one octet. Message types are represented by

integer numbers. This is to save the limited resources

for signaling over the air interface. It is cbvious to
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5 nessage, including the Message_Type field (301)
Next field is the Domain Nane field (303) . This
field identifies the home domain of the Mbile

Term nal (101). The Network Access Identifier (NAl)
(no-patent reference 12) could be used, and it would
be in the formof, for 10 examl e, "Use

r1 D@one. donai n. 3gpp.org". To protect the user
identity, the Userl D part before the "@ sign is

' I T j
US%H?O AWk deALd VA fo grd: ?%%@?{]ﬁdsmflsé}?e@(ﬁﬁﬂ%ﬁ any

|on 'S used rout [

- a0 I, MOELA YO0 By oo
£Fé1g3@§§f?gﬁe%$tﬁ%%%a:%% = a@%ﬁ?@éwm&

A S

oo ned oD [N ATl Lon 202 ﬁf?:fég aoel%%)hgext

i nformati on contained in these flelds cou
ac€&sdddi pyhheDARRERMNPRE nt1§a95)> G br- famér énlﬁé;d
purpose. The fields follow ng the Domain Name f

ie
(3bgyntibied beeproreciermby hethrdihile mr@t% o 01) -
between the 25 Mbile Term nal (101) and Home NetworKk
AuTherNebwothOByce9® Fentekbigh e(NAL) coutPafenthgeference
public key of the Hone Network Authorizer (103), or
t hé2sessiubd keyusiedi vaud f ¥ ormwowid Hentirc dtheorf b eddurfer
(201) . The UserID part fromthe Domain Name field
(368pmpdel d“Beecuskehdome sigmalin t Jupp moex’. To protect the
user identity, the UserID part before the “@” sign is
using a wildcard value, e.g. “roamed”. The home domain
information is used for routing the message to the Moblile
Terminal (101)'s Home Network Authorizer (103).

The above three fields, Message Type field ({301),
Message Length field (302) and Domain Name field (303),
are protected by the security association between the
Mobile Terminal (101) and the Access Point (105). This
security association is obtained from the Authentication
procedure (201} for the protection of air interface.
Therefore, the information contained in these fields could
be accessed by the Access Point (105} for forwarding

purpose. The fields following the Domain Name field (303)

would be protected by the security assoclation between the

Mobile Terminal (101) and Home Network Authorizer (103).
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5 of the keys that is used for the nmessage protection.
After the Domain Nane field (303) is the MI ID field
(304) This field contains the information to uniquely
identify the Mobile Term nal (101) in the Hone Network
(1002) context. This could be, for exanple, the | NS
10 (non-patent reference 13) aof2the Mbile Term nal
(101), or the TMSI (non-patent reference 13) gai ned
in the authentication procedures. The Home Network

Aut hori zer %10312 us this .identif.ier to retrie t he

uslgé‘?rseX Js 'rin i%%lﬁ‘isc}]f%er ;}Hrﬁ &)r%l.b%ltc ikseyot?vﬁleguse }L%me

anyone S]Ld led 15 in }ﬂf )art thct any_at her, for rtived From

cONP MBS SRR AH: s' L el Plash%orig s Fhd S

Net wor k Aut horizer (103) could map it _to the actual

us%ﬁlt?%i%ﬁfﬁ%/%o"’rﬁér?f'e‘%é‘glf‘? eldlls tﬁéesgﬁsria Raafae?fom the

field (305). This field is used by the Mbile ,

TePomanr_Yama )T 1ol ol T el d ke sEsd (@ it agedi fog index

to access to the Home Network Authorizer (103). Since

t hef nelss aley$ stivel vieeriisachef Wb Hiti % MEESHGRIPTCLEDT 187d

its Hone Network Authorizer (103) , it is operator .

and net woftkes pdes fhanappNawarplead (3934 depphgetifolk, field

this could be the APN (non-patent 25 reference 13)

t ha804 dentTifiises iteflel @GEBNatiosusbeanvipmagogpéei aniquely

service to access. It is obvious to anyone skilled in

t hedentifhathotMeri forhatsicoul d W usedhe Hore Nagmerk

Net work (1002) is of another type. OQther service

reques:) i edorerat | oThdaulodudldsbebe fapperdeplee. ghet FHEST
(non-patent reference 13} of the Mobile Terminal (101), or
the TMSI (non-patent reference 13) gained in the
authentication procedures. The Home Network Authorizer
(103) uses this identifier to retrieve the user’s
subscription information. It is obvious to anyone skilled
in the art that any other format could be used in this
field as long as the Home Network Authorizer (103) could
map it to the actual user identity.

The next field is the Service Request field (305).

This field is used by the Mobile Terminal (101) to
indicate the service it desires to access to the Home
Network Authorizer (103). Since the message is between
the Mobile Terminal (101) and its Home Network Authorizer
(103), it is operator and network specific. For example,

in a 3GPP network, this could be the APN (non-patent

reference 13) that identifies the GGSN to use and the
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5 bandwi dth request. A possible value of the field
coul d be

"2M bandwi dt h. request . | M5. f 00. bar . oper at or - nane. oper at
or- group.gprs”. The part after the "request” is the
standard APN to identify the service, and the part
before the "request” is the spgexific service request.
The actual 10 request attribute is service dependent,
and coul d be defined by the operator The Mbbil e

Tern1na| (101 oul d ai no 0
f oP Rt Pt oRTt %F%; cﬁékﬁﬁiﬂ car&S Wk%qggso%olgﬁyoan
(306 vi des the se control, i nfor
Torel s BEuLE it "TrE R T T 56 Ty hsed 1f the
|dent|f¥%the sessi on thls erV|%§ uest %gncerned.
ofPHe KeREoNEt bt &2 authar i Aot R3)t Pﬁre Ofdent PEFELCe
of the session should be |ocally unlque\gqéf %
MoBPfEe Tor b ha¥ M ab) THe Mobi 32 BrerdiRfA S0 f)- g2o he
should maintain a local record of all the servi
sebénéwsdthAF%@%ﬁ%htrﬁ*mﬁﬁﬁl@lﬁewaéé§spéntPéeﬁﬂPﬁ?eFOU1d be
woul d be created whenever a new servi ce session
st Ar¥ sbammfiei @il r yeqoes d- BES - Fenovasd: QiR tHe edssicherator—
termnates, and the identifier would be freed for
r egseup | aptHe. el lr@ ntnplisrenttatel dwearsstheipi éhg psandard
2 octets, and the identifier is in 24 hexadeci nal
vahbE. tbt idsnobiy otise t oemniome @id |thed partt fefape the
that other type of identifier supported by the
t erpegakscoul g btiee useeci The MrtRz4 imdqig304) Thrdatheal
Session ID field (306) uniquely identify a service
Ses&y0Bst attribute is service dependent, and could be
defined by the operator. The Mobile Terminal (101) could
gains the knowledge of the format from the SIM or USIM

card.

A Session_ ID field (306) provides the session
control information. This is used for the Mobile Terminal
(101) to identify the session this service request
concerned to the Home Network Authorizer (103). The
identifier of the session should be locally unique within
the Mobile Terminal (101). The Mobile Terminal (101)
should maintain a local record of all the service sessions.
A new entry with a new session identifier would be created
whenever a new service session starts. The entry would be
removed when the session terminates, and the identifier
would be freed for reuse. In the example implementatiocn,

the field is 2 octets, and the identifier is in
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5 at the Home Network Authorizer (103). Address
Request field (307) contains the information about
the address all ocation request fromthe Mbile
Termnal (101) . In the exanple inplenmentation, a
conpound structure is used, as shown in Fig. 4. The
first part of 10 the structureds the Address Type
field (401) . This would identify which type of
address is supported by the Mobile Term nal (101).

e fhdge et M1 1L 4513 0800t v ERSBLA EVALLA in the
0x01; Single Stack |Pv6_Full Addr, 0x02; i ngl

SUaEk TPUB ot T x- TPSOXDOL Tl S BBt Sher 60

.= 0x04; Dual Stack IPv6 Preferred FU||Ad35ﬁg§-OX85fh

20t BRI NSt aeRU} bvise Pty r édePMELLY 12880 gn <

obvi ous to an¥,one skilled jn the art that there .
coBfasbenndb el { §hes(2pportedie Bhd WHert hifhirgy1ce session
used. The second part of the structure is the

Sugfesh e oftohege tive T el M) zathi 6L 33)ded d i ndi cates the

25 length of the followi ng field, Address_Suggestions _
field 25A¢4083s . Radiee el df eskd SURfyPstd @ S|ty 4ogprmation
lists out the address that the Mbile Term nal (101)
desboes tbebaddasss gnkbocFororxeaplest afr ahdgdiendglobile
session is using a certain address, it would be

i nperhanalt olhave tlhe tSenexample implementation, a compound

structure is used, as shown in Fig. 4. The first part of
the structure is the Address_Type field (401). This would
identify which type of address is supported by the Mobile
Terminal (10l1). The size of this field is one octet.
Possible wvalue could be:

No IP ::= 0x00;

Single Stack_IPv4 ::= 0x01;

Single Stack IPv6 FullAddress ::= 0x02;

Single Stack IPv6_Prefix ::=0x03;

Dual Stack IPv4 Preferred ::= O0x04;

Dual Stack IPvé_Preferred FullAddress ::= 0x05;

Dual Stack IPvé_Preferred Prefix ::=0x06

It is obvious to any one skilled in the art that
there could be more types supported, and other numbers
used. The second part of the structure is the
Suggestion Length field (402). This field indicates the

length of the following field, Address Suggestions field
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5 address assigned to keep the session uninterrupted.
The Address Suggestions field (403) could be a |ist
of addresses. Each entry in the list starts with a
one-octet type field stating the address type, e.g.

| Pv4, or IPv6, and followed by the actual address.

For Honme Network 10 Authorizer25103) that does not
support the term nal address suggestion feature, the
Suggestion Length field (402) and Address Suggestions

(40 m§¥4d be _silently ignor h h
dFFéﬁdsﬁﬁgffE ﬁnﬁ lfggTunneF h%qﬁ%s?ut the
fleld (30 % This field is used by EH hi
TeRSRRRES (615 T MRR R & Stk yid lor e it be
supports. The first octet of the field indicates the
| emd® HOBRd t hiES If ie@RdP Litnc PGAPRGOIPIePESSTRB ¢BnEEATYI of
this field could be a list, with each entry occug&:ng
t woe PDa b t addre The th‘r maulstthe igori@n terdtc 2 a6nttaien S ame
the identifier of the tunnel type the Nbblle Ternlna
( 18dgresuppos tanedhie vitare Wte tSfs Dreturdgfied m@ted. The
Net work Tunnel -- Generic::= 0x01; Network Tunnel --
Mobildl ee $ Py gOXONS ZJSiedd ert03purimalld beGendrist: of
O0x04 26 Cient Tunnel -- Mbile IPv4::= 0x05; dient
Tuadétessedbbilazhl Priry= idx@be lNetTamaeks: withx@8one-octet
i s obvious to anyone skilled in the art that
type field stating the address type, e.g. IPv4, or IPV6,
and followed by the actual address. For Home Network
Authorizer (103) that does not support the terminal
address suggestion feature, the Suggestion Length field
(402) and Address Suggestions field (403) would be
silently ignored.
After the Address Request field (307) is the
Tunnel Request field (308). This field is used by the
Mobile Terminal {101) to indicate which type of tunnel it
supports. The first octet of the field indicates the
length of this field, including itself. The content of
this field could be a list, with each entry occupying two
octets. The first octet of each entry contains the
identifier of the tunnel type the Mobile Terminal (101)
supports. The value of the octet could be:
Network Tunnel —-- Generic::= 0x01;

Network Tunnel —-- Mobile IPv4::=0x02;

Client Tunnel -- Generic::= 0x04



10

15

20

25

5 other tunnel types could be defined and used in the
field. The second octet of each entry indicates the
direction of the tunnel. Possible value of this octet
could be: Tunnel -- Fromtermnal ::=0x01; Tunnel --
To term nal ::=0x02; 10 Tunnel -- Bi-directiona
::=0x03; The first entry in thslist indicates the
Mobile Termnal (101)'s preferred type. The next
field in the MI' Request A nessage (202A) is the

WLANI D f ] It co j.nforymtion to 15

i denti fy& 1é/\[ap“ﬁhfeo the% iﬁélrk Au orl zer

(103), SO that ul d e de i.ons ba on the

| ocat i ok 1Fnt p¢ eg]e To li?lolﬁe tcfr'fzeésg' se%v%%g to the

Mobi | e Ter i nal (101). The WAN D coul d be obtained

from t héV© aliHPRt | T4t |Q5?108pr ocedures, or fromthe
broadcasted 20 information fromthe Access Point

(105), elfy. 13 mPSRYS itP FrEEE0 S kil L&t oy KA alibhitha ™
Termi nal (101) local identifier is also included

ThPsheE F@RNe het YReeseOWPdi e qaied ¢ndidme yint fide field.

terminal. The last field is the Security Field (310)
ThTke 28cenel ectontaf reeethenHnorme G e theotgedthen of

message. 27 The exact algorithmused for the field is
negoti atedel betRoseri e veBiiel @ fTéhAsnartetoepuaddopt s
Hone Network Authorizer (103) . This could be settled
at the uBemnelubscPido ngerniireyl or: <D into the SIM
or USIM card of

Tunnel -- To terminal ::=0x02;

Tunnel —-- Bi-directional ::=0x03;

The first entry in the list indicates the Mobile
Terminal (101)’s preferred type.

The next field in the MT Request A message {(202A) is
the WLAN ID field (309). It contains the information to
identify the WLAN to the Home Network Authorizer (103}, so
that it could make decisions based on the location, or
provide location-based service to the Mobile Terminal
(101) . The WLAN ID could be obtained from the
authentication procedures, or from the broadcasted
information from the Access Point (105), e.g. the SSID in
IEEES802.11 network. A Mobile Terminal (101) local
identifier is also included. This is for the Access Point
(105) to identify the terminal.

The last field is the Security Field (310). This

field contains the information to protect the message.



10

15

20

25

5 the terminal. It could also be inplenented as
software nodule, and to be downl oaded whenever
necessary. The fields in the MI-Request-A nessage
(202A) may not need to follow the exact sequence as
descri bed above. For exanple, in real inplenentation,
the fields (304) to 10 (309) «uld be placed in any
order as long as they place a field identifier in the
front. In real inplenmentation, the nessage could be

coffieg cover st 0T et 20 Sl
EopeE e | Thh o) EectoatieT E&gd?fafﬁscf dts %@eettw%%k

reference 14). Wen the Access Point (105) ei ved
th&\%tlﬁ%ééa@@ (194) wolind sr omilel &8t FELRORE aangbﬁ user
information fromthe Domain-Nanme field (303) The
AcE@BSCPoP iR (1083, cHul T 2% obt'e Fhshe Hors N&tiporqard of
Aut hori zer (103)'s address using the domain

i nthe neerowhnae. g.I theikalld pRScehguilmplemrategcagsgoftware
Poi nt (105) would forward the nessage to the
conr@gpending Honkee Neewkdaded Harenesie] TEHeSHEE0r-di ng

to this information. In a certain case, the WAN

woul d ha¥lee 26ialdentn atheAMT Forgmst tFhaeAceass Péi2a) may
(105) would forward 28 the nessage to the AAA server

di netthygedand fhel i AdhdAkasersmuamtd dpatese niied above.
domain information, and forward the nessage to the

actual eklofpl det wor Ke AUt Iy 1 eregn {t0i)n, Ithe iSlasbuned4) to
that between the Access Point (105) and the

(309) could be placed in any order as long as they place a

field identifier in the front.

In real implementation, the message could be carried

over the link (1011) using any suitable mechanism. For

example, in an IEEE802.11 network, it could be implemented

as an EAP message, and use the EAPOL defined in IEEEB80Z.1x

to carry (non-patent reference 14).

When the Access Point (105) received this message,
it would retrieve the home domain information from the
Domain Name field (303). The Access Point (105) could
obtain the Home Network Authorizer (103)'s address using
the domain information, e.g. make a DNS enquiry. The
Access Point (105) would forward the message to the
corresponding Home Network Authorizer (103) according to

this information. In a certailn case, the WLAN would have

a central ARA server, the Access Point (105) would forward



5 Hone Network Authorizer (103), a secure link exists.
This could be setup during the authentication
procedure (201), or dynamcally setup using the
security association derived fromthat process. The
Access Point (105) need not participate in the 10
nmessage processing, and therefare need not to

i npl enent the whol e stack to parse the nessage. It
woul d only need to read the nessage type, and do the

- lati d ' . Sh t t
VT RGBSt 8 nRs e 50T T T Rt Bor g G AAA

t he forwardi could be a 15 suit abl e .AAA pro I
(e?a¥V?ﬁéwlsggdﬁF§§2§Eé?ﬁﬂ¥rlnij%ﬁﬂﬁﬁﬁ%%¥?n%%? g%%ward the
ref erence or a icatio ar anet er

(R PAFRNEO r B r s é}&?e fﬁ%@@%&%&%i%élo-’“- It

al ready avail abl e on the Access Point_ (.105) f t he
put podesredutinaht PRETE SN, it dtetore, P ME Rdqidst TR

20 nmessage (202A) is essentially sent end-to-end from )
5 vobpre Ngerver hahUuthomdzen (HE Horfe UGS KL IANK fgriiste This
(103), simlar to the end-to-end authentication
preceddrkee (201Y)p dELNG Hrove Hdienddgailion procedure (201),
i npl enentation of the Home Network Authorizer (103)'s
st ar edymahi el 1 Thee Hareu 25 1dNetivio reke it iHor iagso qLEF3)Pn
starts fromthe Init state (501) 29 to the Idle state
(502Fiveer foom tgat hergresess Initiate() in the
transition (5001). The Initiate() process includes
any neceslsaricséepsPdimtestlai)i steegbmudctdaorts cdiptelte in the
ot her backend servers, security associations, etc. It
10 i Smessage processing, and therefore need not to implement

the whole stack to parse the message. It would only need
to read the message type, and do the re-encapsulation and
forwarding, shown as the step of MT Request B message
(202B) . The protocol used for the forwarding could be any
15 suitable AAA protocol (e.g. the EAP application for
Diameter (non-patent reference 15) or NASREQ application
for Diameter (non-patent reference 16)). Those protocols
are already available on the Access Point (103) for the

purpose of authentication. Therefore, the MT_Request A

20 message (202A) is essentially sent end-to-end from Mobile
Terminal (101) to the Home Network Authorizer (103),
similar to the end-to-end authentication procedure (201).

Fig. 5 shows an example implementation of the Home
Network Authorizer (103)’s state machine. The Home

25 Network Authorizer (103) starts from the Init state (501)
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5 obvious to anyone skilled in the art that other
process could be involved depending on the setting in
the real inplenentation. Wen the Hone Network

Aut hori zer (103) received the MI Request B nessage
(202B) forwarded fromthe Access 10 Point (105) in the
transition (5002), it would tr2gnsit to the state
Message Decrypt (503) . Fig. 6 shows an exanple of
the inplenentation of Nbssage Decrypt (503) state In

oS cﬁéear‘fe%nhﬂa R MR s e
oo & IRgatoe, (3020 sl ug i SIS R

:E%nyg§§§$$§@§§qda”q%§¥bfﬁﬂﬁﬂ%§fébed modif.i ed uagﬁeother

Net wor k _Aut hori zer 10gg woul d set the fla @
MERREHRNG SRR D0 JETB)LY dAitf 1hE st A% | nEEwbil d
transit to Service Reject state (504) |n the

t r ApgieRBnte SHODINE Flphd tard W RSy fedt B atkesddige process

(2028), Home Network Authorizer (103) |s able to gain

t heowhd oprat 1 oml Wb deReRAin@ et itthe sfettHe %4 émniteal real

fromthe MI ID field (304) in 25 step (6003) Using the

idemplementbhhcmbtmork Aut hori zer 30 (103) woul d

retrieve the user's subscription information fromits

dat abaséiloen athadkemd Mk @aitdioHss n13@Ppreceived the

net wor k) The Home Network Authorizer (103) would al so

paMs eR¢ tnee ser¥ines sagrie 52028 ofara e d firaimddref Popess

t he
Point (105) in the transition (5002}, it would transit to
the state Message Decrypt (503). Fig. 6 shows an example
of the implementation of Message Decrypt (503) state. In
the Message Decrypt (503) state, the Home Network
Authorizer (103) would decrypt the fields in the
MT Request B message (202B) using the keys identified by
the Domain Name field (303) field in step (6001). If the
message 1s damaged, or detected modified using the
Security Field (310), in step (6002Z), the Home Network
Authorizer (103) would set the flag to Bad Message in step
(6013), and the state machine would transit to Service
Reject state (504) in the transition (5004).

From the MT Request B message (202B), Home Network

Authorizer (103) is able to gain the information about the

identity of the terminal from the MT ID field (304} in

step (6003). Using the identity, Home Network Authorizer
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5 Service Request field (305) in step (6004) . The
service request could include various service
specific information enbedded, e.g. the bandw dth,
delay, jitter, etc. Decision would be nmade in the Hone
Net wor k Aut hori zer (103) using the user subscription
i nformati on on whether 10 to Ieny the service to the
user in step (6005) . If the service requested i s not
supposed to be granted based on the user’ s

su tio t he Honme twor k ,Aut h rlzer 3

Set Lo AL Pl e PRt o D T s o) i et ion
the state machine would transit to SerV|ce Rej
st AFEM15TE5RATARFSE AT 13 ARTFETUh (064 . (949 ‘tﬁ%%t in 3GPP
service is permtted, the Home Network Authorize
(108Fwapkl o Seur dipndg tetratdy dRGr1ERE (2P naPUEfi also

the service for the session |dent|f|er received in

t heabesstbn FEF7Ieedre2es5t %Ifr@aptl(cgomtallrfeda from the

record exists with the sane session 20 identifier, it

me&asvihesReguas hahtioVér ($eouekt  starl (4104 ) er Fhgapervice

shoul d be allocated the sane address, so that the

sereijgessessiibn mul@ldeuovalbeomw%w\mpteeoﬁpq&lw redergnation

exists, it nmeans it is a new request, and a record

enéml;aeddladul d.be gbﬂebam@didmst@lé(ﬁoa@ttmd &tor ed

in the Hone 25 Network Authorizer (103)'s storage, or

updatestbe hackeénde Jadat abasiee Homge NdtevdiSS Aultie Hores

Net wor k Aut hori zer (103) would also identify the

Senvdge REOMidehe NeswprkulfdOOF)tiarsi gl dhes tSierrviage whether

i nformation, and a connection would be setup with the

Setyi genfr eMedeerietwotk Ses vesef 104)step (6005). If the
service requested is not supposed to be granted based on
the user’s subscription, the Home Network Authorizer (103)
would set the flag to Deny of Service in step (6013), and
the state machine would transit to Service Reject state
(504) in the transition (5004). If the service is
permitted, the Home Network Authorizer (103) would search
its records for the terminal of the service for the
session identifier, received in the Session ID field (306)
in step (6007). If a record exists with the same session
identifier, it means this is a handover request, and the
terminal should be allocated the same address, so that the
service session would not be interrupted. If no record
exists, it means it is a new request, and a record entry

should be generated in step (6008), and stored in the Home

Network Authorizer (103)'s storage, or update the backend
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5 Fromthe Address Request field (307), the Hone

Net wor kK Aut hori zer (103) obtains the address the
Mobile Termnal (101) desires to use in step (6009)

If the Honme Network Authorizer (103) does not wish to
support this function due to operator policy or
anything else, it can 10 silemly ignore this

i nformati on. The Mobile Term nal (101) should al ways
use the final address allocated from the Hone Network

Aut hori zer (103) The t war k ut horiz .
moﬁ?ﬁa%%%?deef?on??%ékggfvh%ﬁMggaﬁegFgggr&h%@ﬁé%ggkgr (103)
address should be allocated | ocally or, jn 15 .Ho
NeRUBIR 2 A002 IS0 T T Sl b Brgdi N 1 1003)
(1003) . For exanple, if a user is only allowed to use

£ 161 VE AN § 0 V56 vi 60 Tl Gltrdr B SIS R on MoUid be
al located inside the WAN, while for a user

SUBSE¥P bedth othe VPN skew i RO Vider SHFUIRF e e atiéd ! -

W th an address in that VPN. 20 The Honme Network

Aut hor i zZErot 1033 Addrées Requrst e A8 s iiisorioad

by the Mobile Terminal (101), from the Tunnel Request

f i Betw¢B8B8Authosi 2pr (6DAY) obthins i crdardseh WsuMpbile
be used to set up the tunnels for the service
progirsinal ngl 0Theddbbi¢e Termimaln (sio) WD 25IF she Home
out nore than one tunnel type, and the first one in 32

t hEetwstki Rutherpzef el 123 tgpes The vHovte tNetsupplert this
Aut hori zer (103) needs to check wth the Service
PrgvhdeionNetwotk Seevetof 164) icyansr decitdelmhielsd,ype can

to use. Extra information, for exanple the direction

of sthentupnelnore this information. The Mobile Terminal
(101) should always use the final address allocated from
the Home Network Authorizer (103). The Home Network
Authorizer (103) would decide from the service requested
whether the address should be allocated locally or in the
Home Network (1002), or in the Service Provider Network
(1003) . For example, if a user is only allowed to use the
WLAN local service, the address should be allocated inside
the WLAN, while for a user subscribed to a VPN service, it
should be allocated with an address in that VPN.

The Home Network Authorizer (103) retrieves the
tunnel type supported by the Mobile Terminal (101), from
the Tunnel Request field (308) in step (6010). This
information would be used to set up the tunnels for the

service provisioning. The Mobile Terminal (101) could

list out more than one tunnel type, and the first one in



10

15

20

25

5 could also be included. Fromthe W.ANID field (309),
the Honme Network Authorizer (103) would get the
identity of the Wreless LAN that the Mbile Term na
(101) is currently associated wth in step (6011).
Using this information, the Home 10 Network Authorizer
(103) would locate the correspthding W.AN Managenent
Server (102) . This could be stored in the Hone

Net wor k Aut hori zer (103)'s database as part of the

, Ng; ; bke f d
orver 20O A S R B B € IBFFoRe
Iaafheridle perver Lotormiian) 5 ot dnede Pl bikicer

is “used oW Ng servi ce nessage signall

Af bt d al f t.h Fb Net

Au@%aﬁ%?é%&%? A R Lol 8, L
203 dth t 0

eSS Oan oot TP oc U Lo iicht B0 8t dte T ARG SOr

the Hone _Network Authorizer (103) transits to the

VaFPUKE o3 &3¢ Semy incipided 7 shovvs an exanpl e of the
i mpl enent ati on of the Service uest nessage (203

The nessBEeen sth tAH +H Q%ﬁ94*) \Net ek Homer tgityork
(701) This field contains the 25 |nfornat|on about
t hidu jeemef M halvquipl ot Héme ifanidrily @ the Wireless
identifier. It could be an operator S nane, or a sub-
syERBnt od t atlne gMotet Workermiiea i deftlif il csm;lﬂr@lbre associated
gl obal Iy unique. DNS name of the network, e.g.
" net Wor kn operat 660 Bpp. disghg ithis gnédrmah@lbaat géheolome
this

Network Authorizer (103) would locate the corresponding

WLAN Management Server (102). This could be stored in the
Home Network Authorizer (103)'s database as part of the
roaming agreement, or be retrievable from the backend
server [(e.g. HSS). A secure link would be established
after the server information is obtained. This link is
used for the following service message signaling.

After obtained all the information, the Home Network
Authorizer (103) would form the Service Regeust message
(203) and the WLAN Request message (205). This message
would be sent out when the state machine of the Home
Network Authorizer (103) transits toc the Wait State (504).

Fig. 7 shows an example of the implementation of the
Service Request message (203). The message starts with

the Home Network ID field (701). This field contains the

information about the Mobile Terminal (101)’s home network
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5 identifier. The presence of the honme network

i nformati on enables the Service Provider Network
Server (104) to apply network policies, e.g. roan ng
agreenents, to the service request. The user profiles
are managed by the Honme Network (1002), and therefore
the user information should I8 not be sent to the
Service Provider Network Server (104). However, to
enabl e finer control of the service user

p“& E%’f%}?“p'ﬂgcgﬂlﬁr E8?530?e ahé ghed to Lhs-

i's coul be concate wth t e home
netmork entifier .
" gof drEhe g ?mﬁﬁ&nW?Eﬂ? ‘torh§gp8entl£leESSWﬁUl%e?%ice

P der. Net k S 104
T PASE] T SRL SSIE (1Y COL s o Lo

t field the ML ID fiel 702) . T fi.el .
ettt A0 L (00 ol el o oo

(101)'s, identifier. Is used by the Home Network

AutdRR§ bkeng (Tfesjpreereneer Pitcéher aew?naet"rﬂ’ék intormation
identifier could be the termmnal's IMI, or

t evipRirbey P af¢ ok PRy iR %O%%ﬁf@rmtlﬂ&m >gr apply

(103) specific for the service session. It should be |

comstwrentPd bicidm vhd e TqdmElihe Pleaeatsgety foe service

session. 25 A Session ID field (703) foll ows the above

f i eéguesd. | tThes Uuslee peodiidrsi dent tihaged! Pychhediepe

the terminal. The Service Provider Network Server

( 0y weshioul O Kep and revaraf wofe dlfe tisemningoirmgtion should

session information. Therefore, when the session

i dent ibé esereixi st sSthen Sdneridat dhasea,dart Network Server (104).
However, to enable finer control of the service, user
priority/grouping information could be attached to the
message. This could be concatenated with the home network
identifier, e.g. “goldmember.network.operator.3gpp.crg”.
The Service Provider Network Server (104) could use this
to differentiate the user when granting services.

The next field is the MT ID field (702). This field
contains the information about the Mobile Terminal (101)°
identifier. It is used by the Home Network Authorizer
(103) for service tracking. The identifier could be the
terminal’s IMSI, or a temporary ID allocated by the Home
Network Authorizer (103} specific for the service session.
It should be consistent for the whecle lifetime of the

service session.

A Session ID field (703) follows the above field.
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5 means the service request is triggered by a
handover, and therefore should use the sane
configurations to avoid service interruption. For
exanpl e, when a session is active, the Service

Provi der Network Server (104) should allocate the
sane address for the Mbile Te¥4n nal (101), 10 so that
t he conmuni cation with the correspondence node can
continue w thout any signaling. The Address Request

ngtgbé7€§%2%§s§ié$Jég%é§%%£g¥ aﬂr]éggaifﬁqﬁi%%?%%%@énal.

i fidi Tat es erv
Provi der NetV\okSeverétrlo4}1) the t e% 1 %gd SS
ol | Shateod kv ate MR e S dhel i, SO iSEp
field §§07 of . the MI-Request A nessage %%QéA it
al EB-RF VP fice L habhesenT BqUBGt BAOBYOT hb” BT £, ! neretore,
Termnal (101) If the Service Provider tmg;ﬁﬁ%?rver.t
(10251 dbs FRTS et denshbir tethits fidhdthiSRatalrassul d
20 ignore this information. |[f the Home NetworKk
AURBRTF ZBRe $2DB)CRlees @RS | heS dor Iy sfbdts andrendevisg and
all ocated from the Service Provider Network (1003),
t htBefedbde wolbal heusonihe esRma HeorSergH 1 IS évgid
(705) is a conpound field. 25 It contains the .
i nferwate ohnbér riet speci flice regirdenenhen3s 56198 15
fromthe Honme Network Authorizer (103) based on the
usectsve, the Service Provider Network Server (104) should
allocate the same address for the Mcbile Terminal (101),
so that the communication with the correspondence node can
continue without any signaling.

The Address Request field (704) is similar to that
in the MT Request A message (202A). This part indicates
£0 the Service Provider Network Server (104) the type of
address to allocate, e.g. IPve. Similar to the
Address Request field (307) of the MT_Request_ A message
(202A), it also provides address requested by the Mobile
Terminal (101). If the Service Provider Network Server
{104) does not want to support this function, it could
ignocre this information. If the Home Network Authorizer
{103) decides the address needs not to be allocated from
the Service Provider Network (1003), this field would be
cmitted.

The Service Spec field (705) is a compound field.

It contains the information of the specific requirements
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subscription. A possible inplenentation (Data
Structure 1) of this field is shown bel ow. struct
Service Spec { u -long bitrate avg; u_long

bitrate _max; int deliver order; int MU size; double
del ay; double jitter; int priority; int service
direction; int QoS type struci5tineval start tine;

struct timeval end tine; Anong the attributes,
bitrate_avg and bitrate_nmax represent the guaranteed

' bit-rate f t ‘ [ t ,
32?{% ﬁ%‘;’l %(?I{l%tli%vg%}t‘ ]g rAI..Lh t ?ocrasz:e;rv '2@60 V%): i %gs% dte ﬂ)g. -Etﬂ% user’s

deliver js require

i n_order.

dto. The Lz
BT BT et WAdats JRPLCBEDLSRe | Dath Structure
transferred for the service. The delay and jitter
fikl dof Epkei Fiesdns BRI &3 Hitributes for the
service. The wpriorjty attribute indicates the
handl i ngs pFi®F i 3§ 6FC <5 data traffic for this
service. The service direction 36 attribute indicates
5 whet her the sét Vi@ i $ikapleip¥6¢i onal or
bi-directional. The QoS type attribute specifies the

u_long bitrate_max;
int deliver order;
int MTU size;
double delay;
double IJitter;

int priority;

int service direction;

int QoS_type

struct timeval start time;

struct timeval end_time;

}:

Among the attributes, bitrate avg and bitrate_max

represent the guaranteed and maximum bit-rate for the

service requested. The deliver_order attribute indicates

whether the deliver is required

to be 1n order. The

MTU size specifies the maximum data unit size to be

transferred for the service. The delay and jitter fields

specify some basic QoS attributes for the service. The

priority attribute indicates the handling priority of the

data traffic for this service.

The service_direction
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QS schenes to be used for provisioning the service,
e.g. DffServ, or InterServ with RSVP, etc. The
start-tinme and 5 end tine specify the starting and
ending tinme of the service. The Service Provider

Net wor k Server (104) could wuse this information to
schedul e the resources for theseservice. It is obvious
to anyone skilled in the art that other service
specific attributes could be included in the 10

structure in at i After_ the r.Vi
Sp@Et u% %%é%cé§§ H§¥$ﬂh q§3pec 161 1678%% dﬁieCtlonal
field contains, the tunnel |nfornat IS
t 0OF et TOFRF L FRRftbst Fie8S. (388) 25¢7 %8 sasaagé%s the
message (202A), but with sone 15 extra i nformation
at 888 hegherms %&éﬁ%ﬂése@ OO HF HELSARTI 2% |Seéfﬁ’tlﬂ‘?
the WLAN end point is provided, and for the termn
t uphEfSenvserlir IRTRREFL €t eh RSVt &lifed £8P 84RET_ tlme and
encryption. The |last field of the Service Request
messdgbin@ogyec Rly i the hetseeing tandi ANy FApeTHfs the
field is used to protect the whol e message using the
sesariige assiui &teiron cehrweénierh delpes kNSERgek (104) could
Aut hori zer (103) and Service Provider Network Server
(104y thiTbeiekactatl goric hwehsddl e figre ttisoures for the
i mpl enent ati on dependent. 25 It is obvious to anyone
skiskletlcén tite iay toltvhatug he Fhvonel dkiildethenSshei set that
Request nessage (203) need not to be the described
or deherl eretei gpbenent adttonibites Hoseld be included in the
structure in real implementation.
After the Service Spec field (705) 1s the
Tunnel Spec field (706). This field contains the tunnel
information, and is similar to the Tunnel Request field
(308) of the MT_ Request A message (2022), but with some
extra information attached. For example, for the network
tunnel entry, the WLAN end point is provided, and for the

terminal tunnel, a security key could be attached for data
encryption.

The last field of the Service Request message (203)
is the Security Field (707). This field is used to
protect the whole message using the security association
between the Home Network Authorizer (103) and Service
Provider Network Server (104). The exact algorithm used.
for this is implementation dependent.

It is obvious to anyone skilled in the art that the



Net wor k Aut hori zer (103) and Service Provider Network
Server (104) could negotiate any suitable order for
the 5 optim zation of signaling. After the Service
Provi der Network Server (104) received the Service
Request nessage (203), it would carry out the Service
Addr ess Managenent procedure (04). In this
procedure, the Service Provider Network Server (104)
10 woul d search its database for the session

identjfier ontained in the Session | D (. If &

segjs’?jo ® 1%e '?f'eelPVJf%ef}%en%uessa%néﬂe%\%sﬁqee § or )ﬁlgled e to be
101), .exists . Servyice Provider ,Network, Server 04

f:oﬁl% A&7 e THAG maiFofi P APSLPREOFA L Eny. th8%one
address of the MI, 15 specification of the servic

ot e Lotk B VRS btk 1o 3 1he TS NWOREE T Network

Aut hori zer 6103) as the reply nmessage  directly. gf

t hee5eesi 6h04 UerRi¥d dreqrfeld forareki Sttt oggiar for the

Provi der Network Server (104) would create a new 20
5 enepyimb aglemeohew FEskinh identifier as index inits
dat abase. The Service Provi der Network Server (104)

woul d  ohBlekr tithe Athireilsse Raquster iNat@qrioPervagrd (104)
allocate a suitable address for the Mbile Termn na
(104yebusedtion Seirelerldiepse ity peesyrard f(2dd )i n itthiwpuld carry
field. 25 The Service Provider Network Server (104)

chegk sthéeS 88v Ses VAddr SpeMdnafahdrit0Pr daagnnchel e In
Net wor k Aut horizer (103) . If the requested service

i sthos soppedtesd, ©he Service Provider Network Server (104)

10 would search its database for the session identifier
contained in the Session ID (703). If the session
identifier for the same Mobile Terminal (101), exists
Service Provider Network Server (104) copies all the
information in its record, e.g. address of the MT,

15 specification of the service, etc, and send that back to
the Home Network Authorizer (103) as the reply message
directly.

If the session identifier does not exist, the
Service Provider Network Server (104) would create a new
20 entry using the new session identifier as index in its

database. The Service Provider Network Server (104) would

check the Address Request field (704), and allocate a

suitable address for the Mobile Terminal (101) based on
the address type specified in this field.

25 The Service Provider Network Server (104) checks the
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message which indicates failure would be sent back to
the Home Network Authorizer (103) . Sone error code
could be 5 used to specify the cause of the failure.
If certain attributes in the Service Spec field (705)
exceed the current capability of the Service Provider
Net work (1003), the Service F®vi der Network Server
(104) would try to negotiate with the Home Network
Aut hori zer (103) for a new 10 set of attributes. This

coul d be achi eved Eﬁy'n he ..sa §$r i QUESHrizer
oSt e SO S oot Dabl +h el e Ty e R i ze
Augrgﬁizeﬁg; 3) with the Servi.ce § ecogigld &Egéb A
modit YT ed t FERFSPLGe Shy VERE S8 BPEe BPBYUI Ger
Net wor k Seryereﬁégf%. 15 The Servic%ﬁfrovider Net wor k
SeFgeraqaodyich Hess resdistid QS SEHlePHy tO the
the matched tunnel type. There coul d be nultiBIe 1d b
ek ehesie Berk Hat e Ui e Pridid lder SORE REFRT sEPPer could be
(104) should choose the first match. For a Network .
Bagedd Teanapetyhe, thaecatsg itk Proviaddii et wfkcegtaln
Server (104) needs to prepare the tunnel_ end points
i nebERBPLBAS | B0 t Hee r Ty ersiRese. L imd t WO issfte s Baded
Tunnel , the Service Provider Network Server (104)
woghdrept epapebt Lintiel o f yigee sfrey ¥da Bahorda iNgtwogd (1003),
include that in the reply information. For exanple,
f otha $bbilee | Poév et yipetwirk chamst t Hd Qeriguwde: try to
Provi der Network Server (104) 39 needs to assign a
Hornegégéeate fwi th hehd/bibrhe Netwomal A(tIGi zeand d3icligde a new
possi bl e sone security information in the
set of attributes. This could be achieved by having the
same Service Reguest message (203) sent back to the Home
Network Authorizer ({(103) with the Service Spec field (705)
modified to proposed value by the Service Provider Network
Server (104).
The Service Provider Network Server (104) checks the
Tunnel Sepc field (706) for the matched tunnel type.
There could be multiple matches, but the Service Provider
Network Server (104) should choose the first match. For a
Network Based Tunnel type, the Service Provider Network
Server (104) needs to prepare the tunnel end points
information in the reply message. For the Client Based
Tunnel, the Service Provider Network Server (104) would
prepare tunnel type specific information, and include that

in the reply information. For example, for a Mobile IPv6

type of scheme, the Service Provider Network Server {(104)
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reply nmessage too. Directional information, e.g. uni-

direction, bi-direction, wuld al so be attached to the

5 tunnel information fields. The Service Provider

Net wor k Server (104) replies to the Honme Network

Aut hori zer (103) with the Service Reply nessage (205)
The Service-Reply nessage (2Z¥) could use the sane

structure as the Service Request nessage (203) as 10

shown in Fig. 7. The contents of the Hone-Network-I1D

701 ID (702 dS ' D 03)., . fi.el d
BTt B R 17 o ROt diPordngorite Tetinal (101},

ort espondi
Ser vi ce- Request nessage 203) . .These fields would
pecileatinlipativir ettt o
the request and reply nessaﬁe 1& Sair mhgn t he i-
si GRRFY MEeFF3RE | ©F eused SCorORar t T PEBTMEE! R haP s - THR
content of the Address Request field (704) fi%!d in h
t @i Befbiel RRBTYL MGy (WOb)d ot ilifs afff@ched to the
address(es) allocated to the Mbile Term nal (101). It
20teeRed befarmaionfiirifiess entries with the first
octet indicating the length of the field in byte. The
f ol | owi nBhe pRerviste throidgrn] Ne-vwdik &fdreds (L0, rfpdRes to
one octet indicating the address types fol |l owed by
t hehaciioadé NatdressAutlidniczan dldttlessitins tdig GpadiceaReply
exanple, if 25 the address field is filled with al
zenmessagei $2@9) i ndineatSienmy itclke REPBYl meFepoendk0p10gpuld use
fornms an address wusing WAN | ocal nechanisns (e.g.
| Pyhc agliiie cobfugtuiat i n)the Service Request message (203) as
shown in Fig. 7. The contents of the Home Network ID
(701), MT _ID (702) and Session_ID (703) fields are copied
directly from the corresponding Service Request message
(203). These fields would be used by the Home Network
Authorizer (103) to match the request and reply message
pair when the signaling link is reused for multiple
terminals.
The content of the Address Request field (704) field
in the Service Reply message (205) contains the
address (es) allocated to the Mobile Terminal (101). It
could be a list of address entries with the first octet
indicating the length of the field in byte. The following
part of the field is the address list, with one octet
indicating the address types followed by the actual

address. Wildcard address is allowed. For example, if

the address field is filled with all zero, it is
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(non-patent reference 17) or DHCP. The content of the
Service Spec field (705) in the 5 Service Reply
nessage (205) contains the attributes agreed by the
Service Provider Network Server (104). It is

identical to the Service Spec field (705) in the
correspondi ng Servi ce Request 4essage (203), if al

the attributes are approved by the Service Provider
Net work 10 Server (104) . OGherwise, it is the counter

pro s he Pr ov r &.g% ver
PR e R MR T (L0 e s st
fleld 7 SerV|ce Rep L %?
cora? A Do S T s B e gs tep ot ion)
?V|der Net wor k Server %94 gr exact content of
t hiBORTREHERE TohmEt S i¥T¢ 1f a dient Based
Tunnel pe mere chosen, onI one setti S :
necessarihe o tekamit th?fsgﬁn%q@ﬂﬁﬁ%§lgiﬁ§ er'ds) in the
agreed, the field mould contain the address of th
HoRET KyeRrRaREY gheesade 202 (e IBHia @ sTdrA r?éqtr(lmlf)es agreed
and a security key for Binding Update authentlcatlon
etky The agEVees PrevidendiplwdriRammear k4 -(764) is
woul d be used as the honme address of the Mbile
Tetdenbicg101) the Neevvkke Based fRilthel’4yipan $he
chosen, the field would contain, for 25 exanple, the
endepoespondingsservimmdie qursit ifdsyaget @041 afd adlll the
the necessary details for each supported tunnel type.
attributes are approved by the Service Provider Network
Server (104). Otherwise, it is the counter proposal of
the Service Provider Network Server {(104) to the Home
Network Authorizer (103).

The Tunnel Spec field (706) in the Service_Reply
message (205) contains the tunnel setting chosen by the
Service Provider Network Server (104). The exact content
of this field is tunnel type specific. If a Client Based
Tunnel type were chosen, only one setting is necessary.
For example, if the Mobile IPv6 were agreed, the field
would contain the address of the Home Agent assigned to
the Mobile Terminal (101}, and a security key for Binding
Update authentication, etc. The address in the
Address Request field (704) would be used as the home
address of the Mobile Terminal (101). If Network Based

Tunnel type is chosen, the field would contain, for

example, the end-point address, tunnel identifier, etc,
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In parallel wth the Service-Request nessage (203),

t he Honme Network Authorizer (103) would send a 5 W.AN
Request nessage (206) to the WLAN Server (102) This
nmessage negotiates the necessary setting for
provisioning service in the W.AN. An exanple of the

i npl ementation of this nessagd is shown in Fig. 8.
The WLAN Request nessage (206) contains two simlar

10 fields, Honme-Network-1D field (801) and MIr_ID field

802), t he Service Request .
oSS KBt Do he TE T B { B0 Eoh i nd Ahe T HERETT ot Uare!

t he subscriber's home network. It is passed to the
WBXPServer (102) in case some network policy woul d

apply to_the service 15 provisioning. The ID fiel
(B02) i SThSRRFA b 4 3t R I n Reise. mBePEe 1203

Ter m nal (101% . It could be, faor exaqp e, Ege Access

PoF e ieentiie PerT e dhtididnad WAt 4\/&&% a

Term nal (101)'s | ower Iiger identifier, e.g. MAC ,

ad@kRN sRe Poe Thangerr e s( 204 o ¢ i e WdBSarvex 111910 This

indicate whether a WLAN | ocal address needs to be |

almessaed feyothetedbbie RgIRaT SCICLRY &g F@visioning

address types to be used. The Honme Network Authorizer

( 198y vivoa| Tn delee deLAMet Rer extaepleoedl thedimpsemgntation of

necessary based on the tunnel scheme 25 chosen. In the

exanpt eme spaeaehs asthom ithefdr . octet of 42 this

field indicates whether allocation is necessary with

t he fol | Dive ngLatefRequéon:message (206) contains two similar
fields, Home Network ID field (801) and MT ID field (802},
as the Service Request message (203). The Home Network ID
field (80C1l) contains the identifier of the subscriber’s
home network. It is passed to the WLAN Server (102) in
case some network policy would apply to the service
provisioning. The MT ID field (802) is used te track the
location of the Mobile Terminal (101). It could be, for
example, the Access Point identifier concatenated with the
Mobile Terminal (101)’s lower layer identifier, e.g. MAC
address.

The Address Alloc field (803) is a flag to indicate
whether a WLAN local address needs to be allocated for the
Mobile Terminal (101), and the address types to be used.
The Home Network Authorizer (103) would decide whether the

local address is necessary based on the tunnel scheme

chosen. In the example implementation, the first octet of
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No Allocation ::= 0x00; Single Stack IPv4 ::= 0x01; 5
Single Stack I Pv6 Full Address 0x02; Single Stack | Pv6
Prefix ::=0x03; Dual Stack |IPv4 Preferred :.= 0x04,
Dual Stack I Pv6 Preferred Full Address :.= 0x05; Dual
Stack 1 Pv6 Preferred Prefix ::=0x06 10 It is obvious
to anyone skilled in the art t4mt other val ues could
be used in the real inplenentation of this nessage.
The Service Support field (804) is a conpound field

that,ing|ludes, al] the necessary .attrihutes to _suppar :
th 1ﬁ5§%%lr°§i3c%djp%‘%ﬁ%i etrsﬁf]ﬁ A IheCAIAN Mgty with
content is service specific. An exanple content of

t hfReffeltPrngsdet Hakt ¥scri bed in Data Structure 1

The Tunnel Setup field (805) is also a conpound

field 1¥oiRek¢Held ni 1ar%4 8 mat as the Tunnel Spec

20 field (706) in the Service Request nessage (203).

The | astSinglel dfathel BNAN Re / message (206) is

the Security Field (806). This field is using the
securit yStsgbei Staon IRy privtldAddnes s ﬁﬁégﬁ$@@%iof t he
whol e nessage. Algorithmused for the conputation of
this fietthgls $wadhplnertaiion depetident . 43 The

W.AN Server (102) would carry out the WLAN Service

Addr ess IMaanhgenerit {20 )Pid ferracecei=viOng 4-he

Dual Stack IPvé Preferred FullAddress ::= 0x05;

Dual Stack IPvé Preferred Prefix ::=0x06

It is obvious to anyone skilled in the art that
other values could be used in the real implementation of
this message.

The Service_Support field (804) is a compound field
that includes all the necessary attributes to support the
service provisioning in the WLAN. The actual content is
service specific. An example content of this field is as
that described in Data Structure 1.

The Tunnel Setup field (805) is also a compound
field. It uses the similar format as the Tunnel_Spec
field (706) in the Service Request message (203).

The last field of the WLAN Request message (206} 1is
the Security Field (806). This field is using the
security association to preotect the integrity of the whole

message. Algorithm used for the computation of this field

is implementation dependent.
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WLAN Request nessage (206) For exanple, if the |oca

| Pv6 address allocation were requested by the Hone
Net work 5 Authorizer (103), the W.LAN Server (102)
woul d | ocate the suitable network section and

all ocate the IPv6 address for the termnal. If
necessary, the WLAN Server (102 would also update
the gateway, or firewall of the WLAN of the new
address allocation, so that the Mbile Term nal (101)

10 is abhl.e t ss_the Vi ce .usin his. alloc

| ocal g@?}‘?e@ eerWrAl\E]%g)vé"rO%(lfgf)a%r ulogltalts% ﬁégﬁ
the infor ilon in the Servi upport field (804).to
DO I GRS S ATt ) BReEart SE5 S <he
Service Provider 15 Network Server 104;, if_a _certain
at {Ph RIS RS TIRE WA s EBFr BAETBABactH fyEiEheoca!
WLAN Server (102) would try to negotiate a new set

of
set U7 e erders § | tRtFGH AT Heife Tadpins fast wy e Home Network

Aut hori zer (10]2&é e.ig].r reduce the bit rate, change
t PRusle i 2RF t (HES i ntlers dILANTer vy | 102 oriosnd Besede the

Tunnel schene is chosen by the Home Network

AuslhbEab ke HADB)Tk t9RC AN St \edrl qCBE®) thiGes Pytodhgegs for

do any special setup. Wien the Network Based Tunne

scheeet ésmimel, (He nAKANSS8evelthel@R2RNnBeY¥ero(102) would

identify the tunnel end points using the infornmation

f r@hso 25oddiee Mihd Qydtistaly ( 802)f i AdlHe O ANeSEL@er of the

(102) replies the WLAN- Request nessage (206) with the

WA Redd ye s sshlgec A 2208), .scThehat the Mobile Terminal (101)
is able to access the service using this allocated local
address.

The WLAN Server (102) would also use the information
in the Service Support field (804) to perform local
admissicn control. Similar to the Service Provider
Network Server (104), if a certain attribute exceeds the
WLAN' s current capacity, the WLAN Server (102) would try
to negotiate a new set of service specification with the
Home Network Authorizer (103), e.g. reduce the bit rate,
change the service time interval, etc.

If a Client Based Tunnel scheme is chosen by the
Home Network Authorizer (103), the WLAN Server (102} does
not need do any special setup. When the Network Based
Tunnel scheme 1s used, the WLAN Server (102) needs to

identify the tunnel end points using the information from

the MT ID field (802).
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W.AN Reply nmessage (208) uses the simlar structure as
t he WLAN Request nessage (206), as shown in Fig. 8.
The 5 Home-Network-1D field (801) and MI ID field
(802) are copied directly fromthe correspondi ng

WLAN- Request nessage (206) . These fields are used by
the Honme Network Authorizer (4403) to match the
request and reply nessage pair. 10 The Address All oc
field (803) in the VLAN Reply nessage (208) contains

i R
field ind th dd f
fﬁe%ﬁ%éﬁﬁﬁad&? L
02A Th rt aof .the field
R el AL MR I

Ternlnal (101). For ex ddr ess
al Tt Redus e R5339¢ o@%r@{ “oiélz%lgnd - heTQ'he
next 32 octets contain the act ual | Pv6 address.

Theomr Ve e Suphorii eidl B {8oAnd AT He \KE&IQIdRéﬁIO)? Pare

message (208) contains the information of the service
at €¢P bed edi Bl | Hea flgre (IR TASRIQ NRE e S st

(206). If these service attributes were acceptable bg

t eeygage (YPAN SShese (Cie2psweyedusegybyhehedipeet Ngtwork
from 25 WLAN Request nessage (206) . If W.AN Server
(1M2yheoiter 46l vk ayrmetdh thfe mauEstuEes, bep lyomegsage
send a new proposal in the WLAN Reply nessage (208)
wipdhiattri butes set to new

The Address Alloc field (803) in the WLAN Reply
message (208) contains the information of the WLAN local
address allocated to the Mobile Terminal (101). The first
octet of the field indicates the type of the address, as
defined for Address Request field (307) in MT_ Request_ A
message (202A). The following part of the field contains
the actual address allocated for the Mobile Terminal (101).
For example, if an IPv6 address is allocated, the first
octet would be 0xC2, and the next 32 octets contain the
actual IPvé address.

The Service Support field (804) in the WLAN Reply
message (208) contains the information of the service
attributes as defined for the WLAN Request message (200]).
If these service attributes were acceptable by the WLAN,

WLAN Server (102) would copy them directly from

WLAN Request message (206). If WLAN Server (102) could
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val ues. The Tunnel Setup field (805) in the W.AN Reply
5 nessage (208) is the tunnel information for the
Mobile Termnal (101). It specifies the tunnel type
to be used in the first octet, and the tunnel type
specific data in the follow ng octets. For exanple,

if Mobile IPv6 is used for the data traffic, only
tunnel type is present in this 10 field, and address
in the Address Alloc field (803) would be used as the

Carg oéq%cj%r er’?’stl% Ggﬁ]tﬁ]lwﬂ'részl gecrv\@lﬂugld s(e}lQil)a nefw propcsal

IS use contaln

tunnel, ty first oct h For g
Agﬂe%tt%%dﬁ’@%@%?@hﬁw%%s% i st Rt R < to new
15 The Hone Networ k Authorlzer (103) woul d consolldate

t he*1HfOrmati on fromthe W.AN Server (102) and the

Che. Sor vt MEBIYL e {a0b) Al APARnSe iy T e bide

(208). If the Service Spec fleld (705) or
SEPeTERISUPPOTE 13 P DHRYSOEYN U i dhentlobile

attribute values than that in the Service Request
meBeEEENg D08) Obr - WEANSRegdédesntbsagernpdopype to be used
re- negotlatlon of service SpECIfIC&tIOﬂ IS necessary.
Then Holne  Net svor&e el hornd efh g 108Inado Hvpec sesie L fillge dad@ 1n
val ues proposed by the Service Provider Network 25
Setherf¢lDayimy edize W ANESeT eepmple?2) 1T HobhéseIRefy 48 used
val ues were acceptable, it would confirmthe new . .
sefor nighe usang tief SRN Confy guressladyp(216®) paegent in this
WLAN Confi g message
field, and address in the Address Alloc field (803) would
be used as the care-of-address of the Mobile Terminal
(101). If Mobile IPv4 is used, this field would contain
the tunnel type in the first octet followed by the Foreign
Agent address allocated to the Mobile Terminal (101).

The Home Network Authorizer (103) would conscolidate
the information from the WLAN Server (102) and the Service
Provider Network Server (104) after receiving the
Service Reply message (205) and WLAN Reply message (208).
If the Service Spec field (705) or Service Support field
(706) contains different attribute values than that in the
Service Request message (203) or WLAN_Request message
(206), re-negotiation of service specification is
necessary. The Home Network Authorizer (103) would check

the new values proposed by the Service Provider Network

Server (104) or the WLAN Server (102). If these new
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(211). The nessage pairs Service Request nessage
(203), 5 Service Reply nessage (205) and WLAN Request
nessage (206), W.AN Reply nessage (208) do not have
time correlation. They could happen in parallel, or
one after another depending on the inplenentation of
the Hone Network Authorizer (493). For exanple, the
Honme Network 10 Aut horizer (103) could decide to send
out the WLAN Request nessage (206) instead of Service

Re ] g t] i :
SePYETCs T5 et G o e Mo BT (o Heth e Y T8 L Tn
t.by th t k_Aut hor.j .

Sereiid Brev Ao e s SUEAE At ebl Sopt anessace
th W service paraneters if a re-negotiation is
neZ%ﬂg.'Sane nmessage format as the Service Request

[ d f t he SPN_Conf i

IS use or e nf i message 203)

nmessage éﬁ%ﬁ?

(210) . FIAW RBY IH Ui eB GReq FESHP

be omtted if_ not used. 20 Tunneling infornmation could 206

al 38 BECatRerhe dus $5a 9 ceslr A nFdf yestymgssage (206),

Cient Based Tunnel (eX%B Mobile IP) is used, the .

calf el lf Bepty e85 3#9¢ he? Mbbide notetraltippperrelatlon.

al l ocated by the WLAN Server (102) would be inserted

t oThte Tonhe| hfergresin fharal Y8bg)or qrfe & Narweme s

Based Tunnel is used, the tunnel end-point address,

podeper7dhugrben | the ol mpfendret aian wdiul tdhepdlofmsy Wertaed K n

this nmessage.
Authorizer (103). For example, the Home Network
Authorizer (103) could decide to send out the WLAN Request
message (206) instead of Service Request message (203) if
the connection with the WLAN Server (102) is idle.

The SPN Config message (210} is sent by the Home
Network Authorizer (103) to the Service Provider Network
Server {104) to confirm the new service parameters 1f a
re-negotiation is needed. Same message format as the
Service Request message (203) is used for the SPN_Config
message (210). Some fields (e.g. the Address Request}
would be omitted if not used.

Tunneling information could also be attached if
necessary. For example, when Client Based Tunnel (e.g.
Mobile IP) 1s used, the care-of-address of the Mobile
Terminal (101} allocated by the WLAN Server (102) would be

inserted to the Tunnel Request field (308). If a Network

Based Tunnel is used, the tunnel end-point address, port




The WLAN Confi g nmessage (211) serves the simlar
pur pose. The Hone Network Authorizer (103) uses this 5
nmessage to confirmnew settings with the W.AN Server
(102) if necessary. The nessage could al so be used
for forwarding tunnel information. For exanple, when
the Network Based Tunnel is uskd, the tunnel end
poi nt address, port nunber, etc, of the Service
Provi der Network (1003) 10 would be forwarded to the
W.AN .Server, (102) .i.n thi S . rv )
m%?%b?%’ene?éfstor%c%h% h@@:ﬁés%%%dif%g%g ?‘L(E)1 g:ég%up
the tunnel. Wien the Cient Based Tunnel is used, the
t PHTTAYS address woul d be included in the nessage, so
that the W.AN coul d open the 15 firewall for the dat
Craffic Ty ¥ U SHRgnd 21 FETVER TR SAp aT
that these two_messages, SPN Config ne?i ge éZlO) and
WA RS i g Thessrge (etrprkotitg e ased @ { haSEpnEn 1S
Net wor k Aut hori zer (103) to revoke the resources
alMoTeR R D0 sRiime Nhidet tiargn mdith £0e) WAbh Segger (102)
service session is over. For exanple, when the Hone
Net fworkCeRg oY i z&he( ¥esFadgecedtddatfat CeheskBbfPe
Termnal (101) is no longer in the WAN, it would
i sBerewar N Contfe g imelssanps (o20.1) Fait Axaggt ¢ cehen the
Support field (804) set to all zero. After 25
r déeiwerlg Baded KTuhof imegswgb, tNeAN USdeleen@dl @R)int address,
woul d 48 free all the resources allocated to the
Mobote Temnal etd, 1041 ,trend querifas Mrmatvhete rapptoprikat(é 003)
actions.

would be forwarded to the WLAN Server (102) in this

message. WLAN Server (102) would then instruct the
corresponding nodes to set up the tunnel. When the Client
Based Tunnel is used, the terminal address would be
included in the message, so that the WLAN could open the
firewall for the data traffic.

It is obvious to anyone skilled in the art that
these two messages, SPN Config message (210) and
WLAN Config message (211) could be used by the Home
Network Authorizer (103) to revoke the resources allocated
for the Mobile Terminal (101) when the service session is
over. TFor example, when the Home Network Authorizer (103)
detected that the Mobile Terminal {(10l1) is no longer in
the WLAN, it would issue a WLAN Config message (211) with
Service Support field (804) set to all zero. After

receiving this kind of message, WLAN Server (102) would
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The Honme Network Authorizer (103) would send an M
Reply B nessage (212B) as the reply to the
MI_Request B 5 nessage (202B) . This nessage woul d be
forwarded by the Access Point (105) or any other
attendant, to the Mobile Termnal (101) as the M
Reply A message (212A) . The MIB Reply A nessage (212A)
and MI_Reply B nmessage (212B) have the identical
contents and format. Network Elenents 10 between the

Ho rk_Authorizer (1 nd, Nbbi r.m.nal

(2815 nalPbnacteste fEhe 1t s o e i dEi 1 Terminal
nessa and the Access Poi nt (10% woul d only re-

endLPELI P80t HEX T oo HRsS IO BIRE ke - 40 The u

Reply A nessage (212A) or  MI_Reply B rressage (212B)

15 encryptedione W@W%%e@%ﬁh%%%ci%% JorfdHS & an
between the Mobile Term nal (101) and Home Net work
AukBoRepEY_B 10855298 h%bZlﬁheawrrﬂRfeplr%pw r%%stdg% ML feguest_B

is the reply to the corresponding MI Request

meseagege 202A3B) t hdhhccesssaps moultobe @warréﬁ@woy the
whi ch Mobile Term nal (101) to 20 forward. If the W.AN
Sehuees§1D8ints (b@ST her path ofhehe MeRIEIYy, Badssadobile
(212B), the WLAN Config nmessage (211) could be

pi ggyhaoked (1011 hes saine MBsBagky Aoressarwpl 6,14%) . t Aee
WLAN Server (102) were the AAA server using Di aneter
25MrnRepey VAN s hatie WoRIL 2R f osm@rdis Rdyel MB Repsede (212B)
message 49 (212B) to the Mbile Terninal (101), the

M Repl ynB ifessagel (2d2Bncoubtd beoancaps tleatvedki Blements

t he Di anet er - EAP-

between the Home Network Authorizer (103) and Mobile
Terminal (101) has no access to the contents of these
messages, and the Access Point (105) would only re-
encapsulate the whole message and forward it. The
MT Reply A message (212A) or MT_Reply B message (212B) is
encrypted with the security assoclation shared between the
Mobile Terminal (101) and Home Network Authorizer (103).
Since the MT Reply A message (212A) is the reply to the
corresponding MT Request A message (202A), the Access
Point (105) would know which Mobile Terminal (101) to
forward.

If the WLAN Server (102) is on the path of the
MT Reply B message (212B), the WLAN Config message (211)
could be piggybacked to the same message. For example, if

the WLAN Server (102) were the AAA server using Diameter

in the WLAN that would forwards the MT Reply B message



Answer AVP, while W.LAN Config nessage (211) being
encapsul ated in another AVP in the sane nessage. It is
5 obvious to anyone skilled in the art that same kind
of schene could be used even other transportation
protocol is wutilized. The MI Reply A nmessage (212A)
has the same structure as thed®M' Request A nessage
(202A), as shown in Fig. 3. 10 The Message Type field
(301) has the sane format as that of the NW Request A

( d use an eqger t
ch???ﬁ? g g%%g%o?éfg %n?gé %%d 9?1 eque Eﬁ
Message Len |eId 02) i ndi cat es t.ot Ie t _
o P RES A Sbabe® | 1Pt HoE 1 TR RS ety b TR gL ERe
(301) The_Domain Nane field 03) and the NW ID f|eId
(3885veR RRB: MITRED ‘Q}L%Nn%%%éb% ‘%%Sz%je are ) h&e‘s‘aﬁ?e
as those in the MI Request A nessage (202A)
ob¥NeaBSHbabRFole 3RPTIreE VPt e I3PR I%Ef?e‘sa@efu eFaslS
could be omtted in the real inplenentation for

5si ghuiPrg toosbpendi shilbed IhetiBerad e etidgueste fildd oF
(305) in the MI-Reply A nessage (212A) is used to
cofthimet heusdr e cesepeeyen cot e otrcmsmwrfsﬁ:ﬁl%y grptocol is
Hone Networ k Aut horizer (103) based on the user's
subsctipedon. For exanple, if a user 25 requested for
the I M5 service, this could be the P-CSCF 50 address.
It is obVheusTtRephyohenskidded(22A haram tthehatameptstfgructure
i nformati on necessary to the service provisioning

as the MT_Request A message (202A), as shown in Fig. 3.

10 The Message Type field (301) has the same format as that
of the MT_Request A message (202A). It would use an
integer to indicate that this message is a Reply instead
of Request. The Message Length field (302) indicates the
total length of the message including the Message Type

15 field (301). The Domain Name field (303) and the MT ID
field (304) in the MT_Reply A message (212A) are the same
as those in the MT Request A message (202A7). It is
obvious to anyone skilled in the art that these fields
could be omitted in the real implementation for signaling

20 optimization,

The Service Request field (305) in the MT Reply A
message (212A7A) is used to contain the service specific
information set by the Home Network Authorizer (103) based
on the user’s subscription. For example, if a user

25 requested for the IMS service, this could be the P-CSCF
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could be included in this field. The exact format of
this field is service dependent. 5 The Session ID
field (306) in the MI Reply A nessage (212A) is
copied directly fromthe MI Request A nessage (202A)
It could be omtted in the real inplenentation if not
required by the Mobile Term nat0(101). The Address
Request field (307) in the MI_Reply A 10 nessage
(212A) contains the address allocated to the Mbile

Term,nal (1 .. 1t .shoul d be used by i. rvi
apsp‘:dggﬁ FOnOI;% ]tsf]eObs‘f)luorucSe téjd & SO%.e r—sikrllslsl e%ﬁtlet %glfe £ ﬁits that
and_foll owed by the actual

fielg i s.the adgress type .

adOFBEE, LREPTRR bR ST POSATY Pre Hifir S BRSO Vs CHEL "

all ocated, the_first, octet ulg beé%¢03, and t he .

f oFPY nBQSQHS%P@?é LBnitat Aot dpr dfiex RS dRET8h 5 this

be .used by the Mbile Termnal (101) to formthe

acfagld pieSchryY4resdePerf@rt address information, e.g.

WLAN gat eway address or DNS server address, could

al so be Thel &@eaionolFhbielat {300utes WM RRRlowA message

address information described above. Wldcard val ue

of (8LEAYeis FaHieat@srechhy fhem Mobe NI R _A TDsage

should use local stateless mechanismto obtain the .

act@8RA) nf oftretdwld PEheorfuriesl iRedqihestrefsilelidplsogntafion 1t

the MI_Reply A 25 nessage (212A) contains the

t unnél reguseeti hy the BdbateeBsrminahe(s&k i ce

requested by the Mobile Termnal (101) It would be

tunnel type Hepeasenkeqddet ffisld (307) in the MT Reply A
message (212A) contains the address allocated to the
Mobile Terminal {(101). It should be used by the service
application as the source address. First octet of this
field is the address type, and followed by the actual
address. For example, 1f an IPvé address prefix was
allocated, the first octet would be 0x03, and the
following 32 octets contains the prefix information to be
used by the Mobile Terminal (101) to form the actual IPveé
address. Other address information, e.g. WLAN gateway
address or DNS server address, could also be included.
These attributes would follow the address information
described above. Wildcard value of all zerc indicates
that the Mobile Terminal {101} shculd use local stateless
mechanism to obtain the actual information.

The Tunnel Request field (308) in the MT Reply A

message (212A4A) contains the tunneling setting for
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octet of this field indicates the tunnel types used.

For exanple, if Cient Based Tunnel type Mobile | Pv6

5 were used, the value would be 0x06, as defined for
the tunnel types in the MI Request A nessage (202A).
Followi ng the type attribute, there would be the
care-of - address allocated by $he WLAN, and the Hone
Agent address, and the security keys if necessary.

The address in the 10 Address Request field (307)

woul d be, t he Hone Address all.ocated to t.er m_nal.

L HECREE T aoset Tirme e A E s e et nat
th e attribute, there | d be the address of_.the

| obhP Bna oMot e HitmeltyPndePREcEaEar | 13° Koyt
for 15 the Mobile Term nal (101) to secure

cofftRl caf et ¥ hf 14k -?ﬁﬁ?ﬁ.thﬂu§qﬂﬂﬂéI%&Hﬁ%ﬂWTEd'
(309) in the MI Reply. A nessage (212A) is copied

di rect | yFO¥ o amRl M Redue@nta Bassadhdelnn@&loaps tlobile IPve
could be omtted in real inplenmentation for_ 20

OpYERRZASEAN Bie tTelys gt ihdoe The Secf idafimesd for the
(310) of the MI_Reply_A nessage (212A) is used for
pr buecelt herent Byrihy MF_Reguakiolfe nefsgmel2034h)uses
the security association between the Mobile Term na
( 194) 1l awingloniee Neymor &t Butihot¢ z erhgri3joulzb e tdifoflage-of-
use the same algorithmas that for the 52 MI Request A
nmesddges$ 2021y catéd dry rigoei WA, tdrel MhdRépne Agmdsagiiress,
(212A), the
and the security keys if necessary. The address in the
Address Request field (307) would be the Home Address
allocated to the terminal.

If a Network Based Tunnel type were used, following
the type attribute, there would be the address of the
local end-point of the tunnel, and the security keys for
the Mobile Terminal (101) to securely communicate with the
end-point.

The WLAN ID field (309) in the MT _Reply A message
(212A7A) is copied directly from the MT Request A message
(202A). It could be omitted in real implementation for
optimization of the signaling.

The Security Field (310) of the MT_Reply A message
(212A) is used for protect the integrity of the whole
message. It uses the security association between the

Mobile Terminal {(101) and Home Network Authorizer (103}.

It should use the same algorithm as that for the
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Mobile Term nal (101) would retrieve all the necessary
i nformati on, and configure accordingly. The Mbile 5
Term nal (101) could start the actual service session
(213) using the setting. In real inplenmentation, a
Mobile Term nal (101) could request for a few service
at the sane tine, e.g. a Voiceover-IP session
together with a video stream ng 10 session. This woul d
i nvolve different Service Provider Network in the

h d t t
Ge2b b8 abay TRt b 2b [t he scenar o by
| h
g ot e%%a T S ARG g geaﬁéi‘;‘?&@m , the

(202 t here. 15 cou d be tiple sets aof fields;
SHGPLLe rimsat | ) (o) S SR ﬁ%cﬁf i TRSEA LY
Address Request field 307) and Tunnel %gest
(39‘8§O]T1H%%Jeo$oﬁn‘?|@ WO P BT RaMp EL e

each service requested by the Mbile Tern1na| (101),

onBegrbipl of 1 @ hleseod birs §a 18t dhsvatil e SBF Y@ FEeg 1on

For exanple, a MI Request A nessage (202A) requesting

f of 283V onebnoveke |FeEesd on and a vi deo streami ng

session, two groups of the listed four fields would

be pr esehn . rod1 ermpy ewedniiatg arhe avMcRddireSte rBimedsdgél)

(202B) that 25 contains the sanme contents as the MI

Requesd regesshagiob3 (2824)srtiee Honeidetaggrek time, e.g. a

Aut hori zer (103) retrieves information from each set

of VbheseotorrIP i sdglsion together with a video streaming
session. This would involve different Service Provider
Network in the signaling. Same mechanism and message
structure described above could be used in the scenario by
aggregating several service requests in the same message.
For example, in the MT Request A message (202A), there
could be multiple sets of fields; Service Request field
{305), Session ID field (306), Address_ Request field (307)
and Tunnel Request field (308). These four fields would
be grouped, and for each service requested by the Mobile
Terminal (101), one group of these four fields would be
included. For example, a MT Request A message (202A)
requesting for a voice~over-IP session and a video
streaming session, two groups of the listed four fields
would be present.

After receiving the MT Request B message (202ZB) that

contalns the same contents as the MT Request A message
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corresponding to one specific service requested by the
Mobile Term nal (101) . Honme Network Authorizer (103)
5 woul d performsignaling for each of the requested
services as described above for the single service
request. For exanple, the Hone Network Authorizer
(103) would send Service Request nessage (203) to
both the I M5 sub-system and the network which

provi des the stream ng service. 10 Wiile for the WLAN

Re nmessadges r di.f.f erent [ e L

ar S GReL %%em% e e AT g e e e
Auth rlzer coul a ate t tion
ant 518 bh qg %é tq?{%et%epléeou%ﬁﬁ Squest
nmessages (206 need to be sent to the sane 15 W%A% th
onF9r BRePordt rﬁfhe%% %Ebeq SEHG ﬁeequec?dﬁ y the
address al l ocati on, Hone rk. Authorize }gﬁé
mo%@@lbﬁg?%fﬁ&%ﬁla[1o%he sepg & @tWﬁFSrﬁHFBBHlFﬁFo
MI Reply B nmessage (212B) according to the order of
t heowed vperleEruekymal inD tavd Faitnwald Hitarr apiasied services

Mobi | e Term nal (101) through the Access Point (105)
Mpbile scTiped n2ipo (e 099T clots B inele W%C@Jrr@qqeeéq f For

using the information in the aggregated MI Reply

messamel ¢ 2121¢ . Herfe tietwbik | A termiiae  (LOG30) mlsﬁesite@d

multiple 25 services in parallel, it is possible that

di $éevient Bdgacsl essesace e(203 loczat érb ity tiliee 116r MURaiSystem

fromdifferent Service Provider Networks. It is also

possibtkethatwork which provides the streaming service.
Wnile for the WLAN Request messages (206) for different
services, they are destined for the same WLAN. The Home
Network Authorizer (103} could be aggregate the
information, and send only one message. If multiple
WLAN Request messages (206) need to be sent to the same
WLAN, only cne of them needs to request for the local
address allocation.

The Home Network Authorizer (103) would aggregate
all the service information into one MT Reply B message
(212B) according to the order of the service requested,
and forward that to the Mobile Terminal (101) through the
Access Point (105). Mobile Terminal (101) could then
configure itself using the information in the aggregated
MT Reply A message (212A).

If the Mobile Terminal (101) redquests multiple

services in parallel, it is possible that different
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different tunnels are setup for different service
sessions. In this scenario, a special md-I|ayer
processor is 5 required. The service session

identifier, as used in the Session ID field (306)
woul d be used by the md-layer processor to

mul ti pl exi ng the address and tihnel setting. The

m d- | ayer processor in the Mbile Term nal (101)

woul d mai ntain a | ocal database of the address and
tunnel nf or ion for dlfferent er\vi S j
V\h%ﬁgﬁe%‘%ﬁ/l 28° B %%tl(g 1i;;entebfeate mJtsfrlat]he %Dnb%fisflf%%nt
Ter m nal 01 aye roce sor _wou

Ao RRee {Teoviast Nelbdindy TaePhe Sag8! sliBruBHE! ?ﬁ%r
that woul d be used in the Ses I on Ié%fleld (306)
t hel e RegbieSEnne e sdg s B A)Cr & Cr?g 'sessions.
the MI. Reply A nessage (212A that contains all the
adBFeE%l%mﬂC%%Je‘Pr i hf TPt ﬁ“lC%ﬂ@Sfﬁrqu%?eﬁsor is
processor would create a new entry in its database |
whieBuEBRE ai M &l9enHEs FRSEHRD dAenhdéied  bpst Heed in the
session identifier. Wien a service application needs

t oSeabiPat D201 al el ot idrrsagdhy ithesahids lewer
request with the session identifier to the md-I|ayer
prpressssor The mibtipbgeingridressbiragiuland diwirgde setting.
correspondi ng address and tunnel information fromits

dat abaseThsimid+t heysessioressaentrn fiter Molid eaddrasaal (101)
and tunnel information would be 25 used by the nornal
stackldemgint®ihayelocd b datedtasSHBUitadddssdiang) tunnel
e.g. socket, for the connection. It is obvious to
anynpersktlbedfon dhererdént hedrvice sessions. When a

service session is generated at the Mobile Terminal (101),
the mid-layer processor would create an identifier for 1it.
This is the session identifier that would be used in the
Session_ ID field (306) of the MT_Request A message (20ZA).
After receiving the MT Reply A message (212A) that
contains all the address and tunnel information, the mid-
layer processor would create a new entry in its database
which contains all the information indexed by the session
identifier. When a service application needs to initiate
a new connection session, it sends the regquest with the
session identifier to the mid-layer processor. The mid-
laver processor would retrieve corresponding address and
tunnel information from its database using the session
identifier. The address and tunnel information would be

used by the normal stack, e.g. IP layer, to create
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real inplenmentation, there could be W.AN that has no
controller, i.e. no WLAN Server (102) . In this case,
the 5 Mobile Term nal (101) has to use those W.AN
| ocal nechanisns for address allocation and tunnel
setup. The Honme Network Authorizer (103) woul d set
t he Address Request field (30B5and Tunnel - Request
field (308) in the MI Reply A nessage (212A) to al
zero, this would 10 force the Mbile Term nal (101) to
use chanj e. 9.  IHCRVG, .
co%?%/\é%}?l\he%%ﬁ&a%‘%d@es%i% R A cer't aflorl\ié| ?zglgée,(:%t %ee Ctl\%k?ﬂ'e
Term nal _(101) would . desire to el t.he rvige -
oq st ratt ot 1P AR Bors SRS 5 B et that in
skilled,in the art, that _the above, 15 I,he
oEfan S LOUT AL S S0 RS T afb. oo JTE e e Pas no
service._ The Mbile Term nal (101) 3H|d en?hout a_Mr ‘h
RegRRsTO Al fes shge: (FO2BA N Vilde 'ReqaBstitrefgses the
(305) set to a special value indicating the
t ek hbei Ferpinakelifble has it sl o sh A8 Vioge
Request field (305) 20 could include a val ue as
"t peahaRt aF cfRestdIME F gl Inga oisdt ATt -tiame o s taor - The
group.gprs". The "term nate" before the "request”
kehome dVetwot hehttlagrt 22X et b Patveou e sadr \ilee
i ndi cated by the APN attached after the "request”
kehdordss TheqSessi bheld PP 308 fTuie lofRadveayr field (308)
Request A (202A) nessage would be 56 set to the
sessi thei MENRéplerA oiesdmgselrie tiw Ll tzame nathdg would
The Address Request (307) and Tunnel - Request

force the Mobile Terminal (101) to use WLAN mechanism, e.d.

DHCPvé6, MIPv6, etc, to configure the address,

In a certain case, the Mobile Terminal (101) would
desire to cancel the service registration in the WLAN. It
is obvious to anyone skilled in the art that the above-
described mechanism could also be used to de-register the
service. The Mobile Terminal (101) could send out a
MT Request A message (202A) with Service Request field
(305) set to a special value indicating the terminating of
service. For example, the Service Request field (305)
could include a value as
“terminate.request.IMS. foo.bar.operator-name.operator-
group.gprs”. The “terminate” before the “request” keyword
is the flag to terminate the service indicated by the APN
attached after the “request” keyword. The Session_ID

(306) field of the MT Request A (202A) message would be



(308) fields could be omtted for this type of M
Request A nessage (202A). 5 The Hone Networ k

Aut hori zer (103) processes the MI Request A (202A)
nmessage as normal. When it found the "term nate"
keyword in the Service Request (305) field, it would
retrieve the service session igéentifier fromthe
Session I D (306) field. The Home Network Authorizer
(103) 10 woul d search its database for the session
entr reated at .service registrati,o e, . Thi
sesslofbehtfysBonl AR OFE Rt i of i T e Han e &%

store € i nfornmation abou
settings of the _servjce, e.qg. the ress .allocate
EREeHTRaRl el e s abapatte AR oAb ThRR  Reauest
Hone Networ k Aut hori zer (103 ld send 15 Seryice
Redd&8t F?Gé?snﬁggéﬂeb?oéThE%%éﬁ%bEétQ*%vﬁ¥ﬁﬁ ©Net wor k
Server (104), and W.AN Request (206) nessage to the

WK _Bepyept(20p55839R0fABF2) 1 n t hese nessages, the
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Servi ce Spec (705& field and Service-Support (804) are
set to 3ane Here. Nobvahk AerRerkedr old ter MN&GRTIES the
Server (104) and WLAN Server (102) woul d process the
nme¥8afeansshohmib02Rhehes $ey aeadeP¥Mel al Whegr 4+ found the
Service Spec (705) field or Service Support (804 _ _
fi 8cdrmiheyefobkuwkndwint the ServeeejRequeshi htylonfield, 1t
request. These two servers would 25 search their
dawabaddertorithe skevierviesssors b ridayvtciist etkan the
the service registration tinme, and free correspondi ng
resessces, I8. g30bhefifladdr¥es Homesdevedrk Authorizer (103)
would search its database for the session entry created at
service registration time. This session entry would store
the information about the settings of the service, e.gd.
the address allocated, the tunnel setting, etc. Using the
information, the Home Network Authorizer (103) would send
Service Request (203) message to the Service Provider
Network Server (104), and WLAN Request (206) message to
the WLAN Server (102) as normal. In these messages, the
Service Spec (705) field and Service Support (804) are set
te all zero.
The Service Provider Network Server (104) and WLAN
Server (102) would process the message as ncrmal. When
they read the all zero Service Spec (705) field or
Service Support (804) field, they would know it is a

service termination request. These two servers would

search their database for the service session entry
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bandw dth, etc, for the service session. A Ml Reply A
nmessage (212A) woul d be sent back to 5 the Mbile
Term nal (101) after the Honme Network Authorizer
(103) received notification from Service Provider

Net wor k (1003) and the WLAN. This nessage is to
notify the success termnatinggdof the service, and
free of the reserved resources. In this MI Reply A
(212A) nessage, 10 the Service Request (305) contains

th$ ég{g&ng{igﬁea§§%%ﬁ éig% f?%%éti#?“f#ﬁgvjﬁda free

fo FOMAng val ue cou e us In this fiel

"renoved. request. | Ms. f 00. bar. gper,at ors d

narat Bey QRS BUES YTes, Wt & ha SIS RSRTS

beforg t he "regues%" keywor d indicat%§.the success 15

dePREFEIRET oRtOf TP S&T Vit 19% TRt ous to anyone

skilled in the art that extra infaormation,could b

el uded 160 gReBhbhdete Shdtr (ATHE PRionde RENRESY to

In the process of provisioning service to thquﬁﬂle

Tebhe 4Pt ie1Terpbna by (Chhk rdf tsiodthe iHRRs et

exanple, 20 a terminal using its GPRS interface is

al PeWedr 120RbpH50 Ak ceese e @ Nkl 35 1 riAthal e r'd&ifs

into a WAN, it transits to use its WAN interface

f oPravtdesi Hgtwhek s ahe03seind cehe HIfde t ABIQLARSSage 1s to

provi des nuch higher air interface bandw dth, the

t enoth&l tkeespecess termipaying &f gHw seceser &ngl free of

(e.g. 1 Mips) . In order to achieve 58 this higher

setuececrateetiortheutbbsl e erthimIMT ReD LY _HpoldlrA) message,

control framework needs to be invoked to nodify
the Service Request (305) contains the information about
the result. For example, following value could be used in
this field, “removed.request.IMS.foo.bar.operator-
name.operator-group.gprs”, where the “removed” keyword
before the “request” keyword indicates the success
deregistration of the service. It is obvious to anyone
skilled in the art that extra information could be
included, e.g. appended after the “removed” keyword.

In the process of provisioning service to the Mobile

Terminal (101), policy control would involve. For example,
a terminal using its GPRS interface is allowed 149Kbps
access rate. When this terminal roams into a WLAN, it
transits to use its WLAN interface for accessing the same
service. Since the WLAN provides much higher air

interface bandwidth, the terminal is expected to enjoy

higher access rate (e.g. 1 Mbps). In order to achieve
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corresponding policy settings, e.g. gateway filters.
In the above exanple, the control point, e.g. the
GGSN woul d 5 only reserve 149Kbps bandwi dth for the
termnal's service when it initiates the service
using the GPRS interface. Wen the Mbile Term na
(101) registers the service s®&Ssion again using the
WLAN service, the policy server should nodify the
settings at the GGSN to the 1Nbps It 10 is obvious to

anyone skilled in that r.

SeTET R e SERY 1T Tore Sod BRI IRR Y Hd o
pollcy control._ This licy control uld
PoRb b eh THeCT 4L o et @ﬁ%&g iereRb e e v
the Home Network 15 domain. The present invent.ion
USERT FREC PRARN NP M KY A28 Hol i Fer E(II)B)gatt@‘”ﬁé’noqlelttePfé In
service request and address (tunnel setup
Thekef apeve | exaarl e |t1w1ecqrete1@%lswnt‘unfeoﬂmﬁ% GG would
the policy control decision. This information could
becpassedsdyve hbd Poves Neandy idiut for ithe tromirgd)’ s gervice
the Policy Server of the Home Network domain. The
Povhey BHerieittauts tie tsrrvige udapollicpRéntinglerface.
interface to mani pul ate the correspondi ng node, e.dg.
t héheGC8Ne Mabat¢ Becoimhhgl W1 The HEadtians Sdrey ere duled
al so informother networks involved in the service
progssioni aga?2sb usimg tie WOAN cyewoita,oltHa grmodvionk server
For exanple, the 59 Policy Server in the Home Network
dogmbnl g orbdi £ f oien sdrec 1R i £ty e \@ISN ncd e NIANMpef. It
the new access rate limt, so

is obvious to anyone skilled in that art that other kinds

of setting and a control node would be involved in the
policy control.

This kind of policy control should be based on the
user’s subscription, and therefore in the Home Network
domain, The present invention uses the Home ﬁetwork
Authorizer (103) to handle the service request and address
(tunnel setup). Therefore, it has all the necessary
information for the policy control decision. This
information could be passed by the Home Network Authorizer
(103) to the Policy Server of the Home Network domain.

The Policy Server could in turn use the policy control
interface to manipulate the corresponding node, e.g. the
GGSN, to act accordingly. The Policy Server could also
inform other networks involved in the service provisioning

using the policy control framework. For example, the
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that the WLAN Policy Server could adjust |ocal

adm ssion control nechani smaccordingly. 5 Fig. 9
shows an exanple inplenmentation of the nmessage used
bet ween the Hone Network Authorizer (103) and the
Policy Server. The message starts with the operation
field (901) . This field indi&#tes the operation to be
taken by the Policy Server. Possible value could be:
10 InstaII 0x01; Renpve 0x02; Update 0x03; When Home

SR PR AR AR B g e
| d | " | t fi
mgé;a})lsmsemvawz@.m St T s vt

sessi on, Home Net wor k Author er % .

" Rty eth wﬂw Al khe I§Feredt iSon SV boca AlSsion
"Updat e" val ue would be used when the service request

f refR Erel N Tt MIRATDeGIE01) is regar di ng an

active service session. It is obvious to any

skill ed F¥9 ¢ hd sravs it amale yﬁ@ée@ﬁnt@al@@ ééuftaebe
used in real inplenentation. Second field is the MI ID

f iTed BiSE QO sethiBefviadnd theodtamien datme rikdémwtibpirdzegf (LR8) and
Mobile Term nal (101). For 25 exanple, it could be

t hiehd NBb L bfy t$ernbi | heseesse@eThirdtsi withi shehepaation
Location field (903) . This field would be used by

t heidbl i €§0er vahitso fiiefldi evedicates the operation to be

taken by the Policy Server. Possible value could be:

Install ::= 0x01;
Remove ::= 0x02;
Update = 0x03;

When Hcome Network Authorizer (103) received a new
service session request from the Mobile Terminal (101), it
would use value “Install” in the Operation field (901).
When Mobile Terminal (101) terminates a service session,
the Home Network Authorizer (103) would use “Remove” value
in the Operation field (901). The “Update” value would be
used when the service request from the Mobile Terminal
(101) is regarding an active service session. It is
obvious to anyone skilled in the art that other types of
value could be used in real implementation.

Second field is the MT ID field (902). This field
contains the identifier of the Mobile Terminal (101). For

example, it could be the IMSI of the mobile user.
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| ocati on based service policy, e.g. provide double
access rate when the terminal is a certain W.AN. This
field 5 could contain, for exanple, the W.LAN
identifier fromthe WANDfield (309) in the Mr
Request A nmessage (202A). The next field is the MI
Service field (904) . This fied indicates what kind
of service is accessed by the Mobile Term nal (101)
It could also contain the service 10 session

i nf or mat j on. ﬁgﬁex , eofg@h ontent n.thi éleld

coul d bet e lﬁf sj'lo&‘?ﬁ 8é1n LY (5? & nextt®

field is the Tunnel Settlng fkgg%: 9GF) N&H t'eld

i nbit et e R RiRad Kt 15Ty AeE by EHEMSG [FETTLEVE

Term nal (101) in the WLAN.. The contents of this

15l ¢at 1% hanrdISeEpET Aot he @ﬁﬁéﬂld@nalob@lﬁt slcess

address, port nunber, etc. The exact format is tunne

t ypete sfeen fike e inainels 1 e taded AY -t hBhdanel akd

those defined for the Tunnel Request field (308)

f i @bl d ncemiea il Reej st avesdug SLER0AMENtIG 1rFe firgsy the

field of the nessage is the MI Address field (906) .

THiAN | BD df Deold al 339t hien ddur 8% Respd iy At e s spuglsi 1(@024) .

Term nal (101) in the WLAN. This coul d be used by the

Policy Shaaretto Sietld hies fiHa eI $gmilces ffied dad@@4si.ngThis

the service. 25 It is obvious to anyone skilled in the

arfiéhatindi &dt¢eabhd it enerdfatdeoridend smessagesefd blydshe

need not follow the exact order as described above.

Eaekbfiel tkephsl alsm). It could also contain the service
session information. An example of the content in this
field could be the APN plus the session identifier.

The next field is the Tunnel Setting field (905).
This field indicates the tunnel setting used by the Mobile
Terminal (101) in the WLAN. The contents of this field
are the tunnel type followed the tunnel end point address,
port number, etc. The exact format is tunnel type
specific. The tunnel types used are the same as those
defined for the Tunnel Request field (308) field in the
MT Request A message (202A}.
The last field of the message is the MT_ Address

field (906). This field contains the address used by the
Mobile Terminal (101) in the WLAN. This could be used by

the Policy Server to set the filtering rules for accessing

the service.

It is obvious to anyone skilled in the art that in
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i nclude extra informati on not described in the exanple
in actual inplenentation. 5 | NDUSTRI AL APPLI CABI LI TY
The present invention provides a way for nanaging the
address allocation of the termnal in W.AN inter-
wor ki ng. When it deployed, the nobile term nal could
be 10 al |l ocated an address bas®Eld on the service it
requested and its subscription information. The
address managenent could be carried out wthout

regui ring access to thelo % SQUIC e not foll
i n@%‘ﬁ{i %)I%pg?%%n parl%%/?%’est%e ?rreg %So%ge gf}id%ntnr 0 trﬁ)e oLLow
tunnel setu r ki ng

pin the AN inter- (th. [
t hER e ER et Tab R hat® COo e R Tl 1 nBF Retanis BRukd also
or client based tupnel setup together.with t servic .
U RBLI 9 PBREA TH ST TR T 7P Gt A AT e e 1
for inter-working with the policy control franmework.
UsRRfUat hemPheBeF aeel Provi ded, the service
aut hori zation, address 20 allocation, and tunne

setting information could be propagated to the policy
servers, and proper action could be taken to better

de[NVEPTRRAL sAPVLEGABBLIhE ternminal. Wth all the

met hods, the address managenent, tunnel setup and

servi ce B horésent oIl OhEORIGHS 15 HEY ioh R Ned NY

25 roundtrip nmessage exchange between the term nal and

i t shé2atidnesdoahl acaeiverof THhes, tgrmeigiausi isiWgdd] [Inigr -

time and bandw dth coul d be saved.
working. When it deployed, the mobile terminal could be
allocated an address based on the service it requested and
its subscription informaticn. The address management
could be carried out without requiring access to the local
resources. The invention also provides a method for
control the tunnel setup in the WLAN inter-working. With
it, the mobile terminal could support either network based
or client based tunnel setup together with the service
authorization. This invention also provides a method for
inter-working with the policy contrel framework. Using
the interface provided, the service authorization, address
allocation, and tunnel setting information could be
propagated to the policy servers, and proper action could
be taken to better deliver the service to the terminal.
With all the methods, the address management, tunnel setup,

and service authorization could be accomplished within one

roundtrip message exchange between the terminal and its



63 CLAIMS 1. A systemfor nanagi ng address allocation
of a nobile termnal in WLAN i nter-working w thout
depending on |ocal W.AN access control, wherein a
secure end-to-end 5 service authorization signalling
between the nobile termnal and a controller in a
home domain of the nobile teréfinal that has access to
user subscription information is used for address
managenent, whereby the controller can nanage the
dress aIIoca on__bas 1
|g?%r%ﬁ?3 eayerstE%P ggaﬁgéﬁﬁggéaﬂ%ggg#gusé@g gnd
ternl i nter-working wthout
de}f)%lﬁ%“’%cgt j;c@a?e V@A"f\? ‘ccess control, wherein a
secure end- to end 15 service authorization signalling
between the nobile termnal and a controller in a
hone domain of the nobile termnal that has access to
user subscription information 1is used for tunne
managenent, whereby the controller can nanage the
tunnel based on service authorization 20 information.
3. A systemfor nanagi ng address all ocation of a
nobile termnal and a tunnel used by a nobile term na
in W.AN inter-working w thout depending on | ocal W.AN
access 25 control, wherein a secure end-to-end service
aut hori zation 64 signalling between the nobile
termnal and a controller in
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a hone domain of the nobile termnal that has access
to wuser subscription information is used for address
and tunnel managenent, whereby the controller can
manage the 5 address allocation and the tunnel based
on service authorization information. 4. The system
according to any one of claing3d to 3, wherein
security association derived froma |ocal W.AN 10
access control procedure for encrypting and protecting
a signalling nessage is us protecting a
signalling nessage for the I nter-working. 5. The

syst em accor di t o any. one of clains tQ .

Wher oi 1 stomai 1 YO hLIOn TP AT RIS e P SER tign OF @
used for deciding the |ocation of the controller,in_..

t HEOP hofret HORHIAT of" ¢ e T VSOt PSPt on
according to any one of cl ai 1to 20 3, wherejn the
nmobPFRL t BRI maf Cehb e 1L d GG TE STh o it Ton STiv 40 ~end
nmessage, and an internedi ary node between the nohile

t eP AT haTe andt el 20t @] § i alcleldss e ey dig moblle
informati on and forwards. the nessage based on the ,
doRefning hf arded i een tuderabyin e hate daddiidy pingde moblle
deci des an 25 address for forwarding the nessage to _

t heerohtabl tlat 165 mcmes Siestua acBrdibig terc | igifprpation
or 3 wherein i. a predefined wildcard value is used in
aniaddsedsfat | addt¢on matpesnerdhd wWrenaddr édy controller can
allocation 5 reply for supporting statel ess address
condngye athonaddress allocation based on service

authcrization information.

2. A system for managing a tunnel used by a
mobile terminal in WLAN inter-working without depending on
local WLAN access control, wherein a secure end-to-end
service authorization signalling between the mobile
terminal and a controller in a home domain of the mobile
terminal that has access to user subscription information
is used for tunnel management, whereby the controller can
manage the tunnel based on service authorization

information.

3. A system for managing address allocation of a
mobile terminal and a tunnel used by a mobile terminal in
WLAN inter-working without depending on local WLAN access

control, wherein a secure end-to-end service authorization
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the nobile termnal, ii. an address type list is
included in the address allocation request and the
address allocation reply for supporting different
address types at the nobile 10 termnal, and iii. an
address prefix is included in an address managenent
nmessage for supporting nmultipl& address allocation
for the nobile terminal. 15 8. The system according to
claim1 or 3 wherein i. the nobile term nal generates

ansigﬁgiiiﬁ beEv@@én Qtfﬁégliéje{gﬂﬁl'r%ﬁ aarﬁfra\/ic%%troller in

access sess € Sservice access sessi on

d t fi I d
botvhBht chigh %%' 0 %%I%lﬁ%tae b Sle“%%ﬁ? %ﬁs% es5e to
bi dd I ti
R R R T PR LR R e S
t I f th
SNl 8 SR T s R Serv%%&egf?ﬁ’%ggiei the
used by 25 the npobile termnal for the serVIce access

seééﬁiaﬁ%yala%ora%?hﬁnt%d S i el RES B &Y GFrvice

identifier. 9. The system according to cIa|n18 wherein
t heUthehiFaf1ep 1R8_IBebikend server for storage and
5 mai nt enance of the nobile term nal's address which
is used for the service access session. 10. The

system according to claim8 wherein
4, The system according to any one of claims 1 to

3, wherein security association derived from a local WLAN
access control procedure for encrypting and protecting a
signalling message is used for protecting a signalling

message for the WLAN inter-working.

5. The system according to any one of claims 1 to
3, wherein domain information of the mobile terminal is
used for deciding the lccation of the controller in the

home domain of the mobile terminal.

6. The system according to any one of claims 1 to
3, wherein the mobile terminal embeds its domain
information in a message, and an intermediary node between
the mobile terminal and the controller accesses the domain
information and forwards the message based on the domain
information, whereby the intermediary node decides an

address for forwarding the message to the controller.
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i. the controller creates a newentry with the 10
nmobile termnal's identifier and the service access
session's identifier as an i ndex when the entry does
not exist in a controller's record, ii. the controller
stores the entry with the address which is allocated
for the nobile termnal for thes 15 service access
session, and iii. the controller deletes the entry
when the nobile termnal term nates the services
access session, whereby the controller can nmaintain
the address configuration of the nobile termnal in

the W-ANy' nt er%h%ﬁsé%m{%hn corldlnThecoSycsltaﬁ'H 4CCY & Werein

to claim an aaddress a OCatIOH

request and a corres on se cce s request are
grouped in the' %§§%ﬁﬂ@% VRS e e 1n
for supporting. nu t| Ie 67 address aIIo i on f

di Fﬂfleﬁ%ﬁfe%r@H%%a'ég%%sge%%%i; il %Cﬁ{%%ﬁﬁa. iglocat ion
termnal, and ii. the controller obtains different .
ad8Fes¥ FeBnFHBEPARELBASS BASRIEDH IHE AT F o Eatidte at

access 5 requests of the nobile term nal, whereby
si phiPtBAkOLS SeFpitalsessions are allowed for the

nmobile termnal. 12. The system for supporting
mul tiple addrebs- 10 Qﬂnﬁd@ﬁﬁ%ﬁlﬁﬂﬁﬁfkﬂsﬁnﬂﬁlHﬂq;udEd in the

servi ces sessions according to
address allocation request and the address allcocatiocn

reply for supporting different address types at the mobile
terminal, and

iii. an address prefix is included in an
address management message for supporting multiple address

allocation for the mobile terminal.

8. The system according to claim 1 or 3 wherein

i. the mobile terminal generates an identifier
that uniguely identifies a service access session,

ii. the service access session identifier is
included in an address message sent between the mobile
terminal and the controller for binding address allocation
operation with the service access session,

iii. the controller traces an address which the
mobile terminal uses for the service access session, and

iv. the controller retrieves the address used by

the mobile terminal for the service access session by
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claim1l, wherein i. the nobile termnal maintains a
| ocal database of the service access session
information with the correspondi ng address
configuration, and 15 ii. the nobile term nal uses
di fferent addresses to access different services by
mul ti pl exi ng addresses using ¢he service access
session identifiers. 13. The systemfor allow ng
adjustnent of policy 20 settings according to any one
Pghﬁbﬁﬁh% 9.9 c&‘hséﬁéé‘s sedDELOMLPH £ 1Ddi i es
pol'Icy~con |gura I on providing service to the
nobile term nal by setting an interface with a policy
server, and ii. policy setting is adapted on a contro
node 25 for providing service to the ter
in WAN By 68 ﬁ%%. T ERR RO T ertY ﬁrﬁgaglét} %néﬁlpo el% the
nal | i to the control node thro olicy can ro
e SRBhEPR L v Thed chat Erndctertn hot T SiaAae 0
wherein a set 5 of nessage fornmat use
i NP8 RhENBRCExERahge BebhbentarBERA oo %éﬁ%%?% 2dyich is used
whi ch aut hori zes service and a policy server, the set
of frEsERGeSEBVHEE B6APFFSFRATSLIPN: a operati on
identifier part that indicates operation to be taken
by the policy server; 10 ii. a nobile term na
identifier part that includes an identifier of the
nobi | e t &Pm nalhei$ystemnpbierding Mihatldigedt ivdiprein

i nformation part
i. the controller creates a new entry with the

mobile terminal’s identifier and the service access
session’s identifier as an index when the entry does not
exist in a controller’s record,

ii. the controller stores the entry with the
address which is allocated for the mobile terminal for the
service access session, and

iii. the controller deletes the entry when the
mobile terminal terminates the services access session,

whereby the controller can maintain the address

configuration of the mobile terminal in the WLAN inter-

working.
11. The system according to claim 1 or 3 wherein
i. an address allocation request and a

corresponding service access regquest are grouped in the

service authorization information for supporting multiple
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that includes |ocation information of the nobile
termnal for adapting policy settings based on the

| ocation 15 information; iv. a nobile term nal service
information part that includes service type of the
service, and session identifier of the service if
necessary; v. a tunnel settingeTnformation part that
20 includes tunnel setting information used by the
nobile termnal for accessing the service; and vi. an

?d$58§é E”&?Eg@%k?gnpﬁé{ é?f%eféﬁ# 65,1 AAAresS. o5 sessions
information o e nobiTe termnal Tor ‘accessing the
serﬁigg. 25 6? 1@. Aingihod%$or managi ng address

al PockPFolCBt e Trbbiid t e¥ W nal for accessing service
in WLAN inter-_workin 1 1 hout, dependj.ng. on |l ocal , WLAN
access cohtrol th%o“?ﬁﬂ?@%r §9Fa?%t®d@ﬁ%% @I‘#dtrf?éss
nobi | e ternipal sends an ddr ess_nmanagenent, r equest

{ oBBRREFLRRERORS SRETrFS Rt 16-CohEr ity T vice becess
aut horization request to a controller in a hone
doRBAHCSESt A€ FDBI FePt e nf#EF 1Rt has access to user
10 subscription information; ii. a step in which the

cont rol | BREBPPHCEIBSL BANCURIred Fet 978 RS 1aFe allowed

termnal to access service based on
for the mobile terminal.

12. The system for supporting multiple address
configurations for multiple services sessions according to
claim 11, wherein

i, the mobile terminal maintains a local database
of the service access session information with the
corresponding address configuration, and

ii. the mobile terminal uses different addresses
to access different services by multiplexing addresses

using the service access session identifiers.

13. The system for allowing adjustment of policy
settings according to any cne of c¢laims 1 to 3, wherein

i. the controller modifies policy configuration
for providing service to the mobile terminal by setting an
interface with a policy server, and

ii. policy setting is adapted on a control node

for providing service to the mobile terminal in WLAN by
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the service authorization request and the user
subscription information; and iii. a step in which the
controll er sends address 15 managenent information to
the nobile termnal with the secure end-to-end
service authorization signalling. 16. A nethod for
managi ng address allocation of6t& nobile term nal for
accessing service in WLAN i nter 20 working w t hout
dependi ng on | ocal W.LAN access control conprising: i.

a ﬁé&f%%g&ﬂgnéghéib fg%ﬂ é;&i%%ﬂﬁampd%i esé%gaﬁﬁﬁ% Lgo the

manage reqgues oget a“secu -to-

service authorization request to,a controller.in a 25
hor PR P | e b bt A par ek ase o

user 70 subscription information; ii. a step in which
the controller decides tunnel configuration for the
nobile termnal to access servj.ce  based.on ghe .

servi ce Hut horiaiieit e e dm@ (e GG&dp 43 whereln a set
subscription information; and iii. a step in which the

conf retF eI et tuniidd IO FATARASRT FrGTRRGSohefyeen @

the nobile termnal with the secure end-to-end ,
SeF YF tECQA WO TR o i ghAY iRy 1 286 BRI VA CRethcd 3f PLlicy
managi ng address allocation of a nobile termnal for
aceesstng Ter viele ¢h MSEN dntirrmaio oMy W&H¥cut

dependi ng on | ocal WAN access control conpri sing:
i. a operation identifier part that indicates

operation to be taken by the policy server;

ii. a mobile terminal identifier part that
includes an identifier of the mobile terminal;

iii. a mobile terminal location information part
that includes location information of the mobile terminal
for adapting policy settings based on the location
information;

iv. a mobile terminal service information part
that includes service type of the service, and session
identifier of the service if necessary;

V. a tunnel setting information part that
includes tunnel setting information used by the mobile
terminal for accessing the service; and

vi. an address information part that includes
address information of the mobile terminal for accessing

the service.
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i. a step in which the nobile term nal sends an 15
address and tunnel nanagenent request together with a
secure end-to-end service authorization request to a
controller in a hone domain of the nobile term na

that has access to user subscription information; ii.

a step in which the controll erce™eci des an 20 address

and tunnel configuration for the nobile termnal to
access service based on the service authorization

request d the _user Cri_ptli i nf i QR; -

iii. a sng iﬁ*ﬂﬁﬁgﬁ“fﬁgﬁbgh Fgﬁﬁg;ggggggg ?Egg?ﬁg%PgnOf &

on the address and.the tunnel configurat.io . he
BT oL XA Ik 597 (e AR TS, i TeeR, 1 82ehT

aut horjzation signalling. 18. The %@%% accordin 0

arfP ORI LR s dapen %,Owﬁaﬂéﬁ Ay SS Hnt2o1
association derived froma local 5 WAN access
comMMof - p¥&Eedure for encrypting and protecting a
signalling nessage is used for proteqtin% a .

si gnal | itg nessd&fed o e AN ARS AeELlRorRiAgRatgseRAg an
met hod according to any one of clains 15 10 to 17,

WhRA@T 9 2l orR 30 $THETOY IR IR toftaded hegbiidt ér Fiegar s gnd-to-
used for deciding the |location of the controller in

t hend hemey dosred Wt hedfr t4at ingbitesusstnitigala. c@.Lrpider in a
nmet hod according to any one of clains 15 15 to 17,

whissree nderheel mobf | Eha exabinad wrddw li tthadomgisn access to user
information in a nmessage, and an internmedi ary node
betweenription information;

ii, a step in which the controller allocates an
address for the mobile terminal to access service based on
the service authorization request and the user
subscription infermation; and

iii, a step in which the controller sends address
management information to the mobile terminal with the

secure end-to-end service authorization signalling.

16, A method for managing address allocation of a
mobile terminal for accessing service in WLAN inter-
working without depending on local WLAN access control
comprising:

i. a step in which the mobile terminal sends an
tunnel management reguest together with a secure end-to-
end service authorization request to a controller in a

home domain of the mobile terminal that has access to user
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the nobile termnal and the controller accesses the
domain information and forwards the nessage based on
the domain information, whereby the internmediary node
deci des an 20 address for forwarding the nessage to

the controller. 21. The nethod according to claim 15
further conprising a step inMhich the address to be
used by the nobile termnal for accessing the service
i's negotiated 25 between the controller and an address
managenent, entity. in 72 a network that provides the
se?@?% r]r%tﬁ]u%nstle%fooﬁlmaﬁwleonrfobi le termnal. 22. The

nmet hod for reducing service.interruptio 5 af t

nobi | e tErni ndt ordi S ézlthfl m° ,rog&retrhgirecaggs tunnel
conprising: j. a step in which the nohile term nal ‘

i n‘&‘P%@e%mgath‘f}écficflT AR S A &&s SFEEaLEEH <€
request sent to the controller in its ho

netw% K;
anklRaed i 97 Bh&t{F Vi HN A HE addmity 9B Sal POCat-EE user
the address to be used according to the address

al $esE ¥ oot ieregiesirnaoft helitbbi | e termi nal and

i nformati on about the service accessed by the nobile
termnaliiils 23 stRre iretHddt dhes gopdraldgrnmserdg éunnel
tunnel types and directions according to claim16 or
17¢orf fit giveat ioonprfeimmiidn to dthep nabldisi dereHaadppilté the
termnal includes a Ilist of tunnel types in a tunnel

r egeiest e nesdage-aehts¢wvice authorization signalling.

17. A method for managing address allccation of a
mobile terminal for accessing service in WLAN inter-
working without depending on local WLAN access control
comprising:

i. a step in which the mobile terminal sends an
address and tunnel management request together with a
secure end-to-end service authorization request to a
controller in a home domain of the mobile terminal that
has access to user subscription information;

ii. a step in which the controller decides an
address and tunnel configuration for the mobile terminal
to access service based on the service authorization
request and the user subscription information; and

iii. a step in which the controller sends
information on the address and the tunnel configuration to

the mobile terminal with the secure end-to-end service
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20 the controller; and ii. a step in which the nobile
termnal and the controller include tunnel direction
information in the tunnel request nessage and tunne
configuration nmessage. 25 24. The nethod for managi ng
the tunnel 73 configuration of the nobile term na
according to claim16 or 17, Tlonprising a step in
whi ch a tunnel configuration to be used by the nobile
term nal for accessing the service between the
controller and an. actual tunnel end 5 point in a
ne?%%r% %%a.l%ﬁcﬁﬁ aﬁﬁﬂgiéervice requgsted by the
nobile termnal. 25. The nethod for managi ng the
tunnel configuration of the nobile term nal according

to claim1l6 1Q or 17, urther .CO i sin
0 whi chlehe o 2R yg,s;ng ot 218kns 15

managenent._ entjty |n t he MLAN managi ng, t unnel s. used 1
by ® hb/ ot ES TR rHRHAT L F0r2 RITE 1 (I IEVITEEM EndOcd

ii. a step in which the managenent entity in the 15
WANIE N2 55 oForfi 5ab| OGBS iRl Sieithiing foh
communi cation result with the controller. 26. The
MEPhOEe € biNG e2 t § FEPabl MG deETadhdsedlSEt o Hrotesting a
tunnel for the nobile termnal to access the 20
sesVgual htnorngsRpdo thaitha (VAN Iatgmididing.
conprising: i. a step in which the controller
conmuni cates w th a tunnel managenent entity in the
W.AN to identify
19. The method according to any one of claims 15
to 17, wherein domain information of the mobile terminal
is used for deciding the location of the controller in the

home domain of the mobile terminal.

20, The method according to any one of claims 15
to 17, wherein the mcbile terminal embeds its domain
information in a message, and an intermediary node between
the mobile terminal and the controller accesses the domain
information and forwards the message based on the domain
information, Qhereby the intermediary node decides an

address for forwarding the message to the controller.

21. The method according to claim 15 further
comprising a step in which the address to be used by the
mobile terminal for accessing the service is negotiated

between the controller and an address management entity in
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and configure a tunnel end point in the WLAN, and ii.
a step in which the controller communi cates 25 with a
tunnel managenent entity in a network providing the 74
service for the nobile termnal to identify and
configure the tunnel end points in the network. 27.
The nethod according to claim7® or 17 5 conprising a
step in which the controller communicates wth a
backend server in the nobile termnal's hone network
for the user's subscripti informatiaqn, 28. T

o HORCAE e g RO 1 o T B ¢ SpEren e the
nobi | e term nal uses a set of nmessage format, the set
of "HebL@gee bR - conmprising: i. a home domain
information part that includes the nobile termnal's
home domain information accessible to all network

nodes; 15 ii. a user's identity informatiqgn part that |
is only2accessibleyiph ifgde SAnHET ASFy 18Ssémfegguption
request; iii. a service request information part that

confathe melel be frorelnel \ie@rdEdRe s Gl dceedsimher

by the node authorizing the service request; 20 iv. a
Weadhpdentndi er i nformation part; and v. a address
request information part that contains one or nore
addr ess T equest sstoxp rigs pdridild:-hteo moipd lesgrerindaal includes a
request. 25 29. The nethod according to claim 16 or
17specific address in an address allocation request sent to

the controller in its home network; and

ii, a step in which the controller allocates the
address to be used according to the address allocation

request from the mobile terminal and information about the

service accessed by the mobile terminal.

23, The method for supporting multiple tunnel
types and directions according to claim 16 or 17, further
comprising:

i. a step in which the mobile terminal includes a
list of tunnel types in a tunnel request message sent to
the controller; and

ii. a step in which the mobile terminal and the
controller include tunnel direction information in the

tunnel request message and tunnel configuration message.

24. The method for managing the tunnel



10

15

20

25

75 wherein the nobile term nal uses a set of nessage
format, the set of nessage format conprising: i. a
nobile termnal's hone domain information part; 5 ii.

a user's identity information part that is only
accessi bl e by the node authorizing a service request;

iii. a service request inforndt3on part that contains
one or nore service requests only accessible by the

node aut horizing the service request; 10 iv. a WLAN
identifier_ Lnfornatio t i nel udes. -mgﬁ laim 16
id%%?#% §¥?£%%% %E'%P%lﬁﬁéﬁl%on ?%ﬂ?%&ion HZHU sﬁo crainm
i nformation art_that jincludes one or re t I :
coRfi gt a‘f‘?%gl?g&]%e%t%t%r]r%s‘%lolnc i iy 1_t“[oI'H’i@t‘“:le és#gj%\%gélé:atlon
request. 15 30. The thod according.to claim.21

WhEP ob BAEY RBtRG TR 1R e HUI L of e P e

the set of. nessage format conprisinpg: i. ,a part of .an

| JBREVH FRrDBE e Ha tbi FRPC IO 1SF ATHAISTS RS ndtWoaE nd
ii. a part of an identifier of the service session

r Bk AF Ny a2 sBP WREK ridtfestroviqes Liynriegiicqh requested by

identifier of the nobile termnal in the service
r efhesnobpbe yermingl vi ce request information part
t hat

25, The method for managing the tunnel
configuration of the mocbile terminal according to claim 16
or 17, further comprising:

i. a step in which the controller communicates
with a management entity in the WLAN managing tunnels used
by the mobile terminal for accessing the service; and

ii. a step in which the management entity in the
WLAN enables or disables the tunnel according to a

communication result with the controller.

26, The method for setting up a network based site
to site tunnel for the mobile terminal to access the
service according to claim 16 or 17, further comprising:

i. a step in which the controller communicates
with a tunnel management entity in the WLAN to identify
and configure a tunnel end point in the WLAN; and

ii. a step in which the controller communicates

with a tunnel management entity in a network providing the
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76 includes one or nore service requests; and v. a
address configuration request information part that

i ncl udes one or nore address configuration requests
corresponding to the service request. 5 31. The net hod
according to claim 24, wherein the controller uses a
set of nmessage format, the set7&€f nessage format
conprising: i. a part of an identifier of the nobile
10 termnal's hone network; ii. a part of an

identifier_of the servjce sessi e I r A

r egBbgtce fPr éh%arf‘? 101‘e a%efﬁ%%}f%cger%ndet% rarao | Ic\gn%gure
inal in the service request; 15 .iv. a service

reag%sgu?ﬂ?grﬁﬁﬁi T 1 hEtS TR Udes one or nore

service requests; and v. a tunnel configuration

request information part that includes one or nore

tunnel configuration requests corresp ndinqjggntq%

servi ce ?%ques?he method according to clalim
comprising a step in which the controller communicates
with a backend server in the mobile terminal’s home

network for the user’s subscription information.

28. The method according to claim 15 or 17,
wherein the mobile terminal uses a set of message format,
the set of message format comprising:

i, a home domain information part that includes
the mobile terminal’s home domain information accessible
to all network nodes;

ii. a user’s identity information part that is
only accessible by a node authorizing a service request;
iii. a service request information part that
contains one or more service requests only accessible by

the node authorizing the service request;

iv. a WLAN identifier information part; and

V. a address request information part that
contains one or more address requests corresponding to the

service request.

29. The method according to claim 16 or 17,
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wherein the mobile terminal uses a set of message format,
the set of message format comprising:

i. a mobile terminal’s home domain informatiocn
part;

ii. a user’s identity information part that is
only accessible by the node authorizing a service regquest;
iii. a service request information part that
contains one or more service requests only accessible by

the node authorizing the service request;

iv. a WLAN identifier information part that
includes a WLAN identifier; and

V. a tunnel configuration request information
part that includes one or more tunnel configuration

requests corresponding to the service request.

30. The method according to Claim 21, wherein the
controller uses a set of message format, the set of
message format comprising:

i. a part of an identifier of the mobile
terminal’s home network;

ii. a part of an identifier of the service session
regarding a service request;

iii. a part of an identifier of the mobile terminal
in the service request;

iv. a service request information part that
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includes one or more service redquests; and
v. a address configuration request information
part that includes one or more address configuration

requests corresponding to the service redquest.

31. The method according to claim 24, wherein the
controller uses a set of message format, the set of
message format comprising:

i. a part of an identifier of the mobile
terminal’s home network;

ii. a part of an identifier of the service session
regarding a service request;

iii. a part of an identifier of the mobile terminal
in the service request;

iv. a service request information part that
includes one or more service requests; and

v. a tunnel configuration request information

part that includes one or more tunnel configuration

requests corresponding te the service request.




