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BACKGROUND OF THE INVENTION 1. Field of the Invention Th%ﬂ&@‘g/
invention relates to an encryption nethod and encryption apparatus fo
encrypting a plain text, and a decryption nethod and decryption apparatus
for decrypting a cipher text. 2. Descyiption of the Related Art It

I's conventionally known that information is encrypted in order to secure
privacy for the information when communi cating and recording. Information .
i s encr ypENCRYRRION/DECRNGTEON METHQR 7D SNCREBTION/REGRYRRLQN APPARAMIYE in a
recording medium \Wen.the encrypted information is received, it is
decrypted to get the original information. There are two nmain

encrypthﬂ&ﬁ&ﬁﬂb YRbi 6F Tt NAdfENToy | vate key cryptosystem and a public key

cryptosystem 1In the private
1. Field of the Invention

The present invention relates to an encryption method and
encryption apparatus for eﬁcrypting a plain text, and a
decryption method and decryption apparatus for decrypting a
cipher text. .

2. Description of the Related Art

It is convéntionally known that information is encrypted in
order to secure privacy for the information when communicating
and recording. Information is encrypted into meaningless
information and transferred or recorded in a recording medium.
When the encrfpted information is received, it is decrypted'to-
get the original informatibn.

There are two main encryption/decryption methods: a private
key cryptosystem and a public key cryptosystem. In the private
key cryptosystem, the same key is used for encryption and
decryption. The encryption side and the decryption side have the
same key in private. On the other hand, the public key
cryptogystem uses different keys at the encryption side and the
decryption side. The key used at the encryption side is open to
the public whereas the key used at the decryption side is kept in’

private.

Known as a private key'cryptosystem is the



key, cryptosystem the sane key is used for encryption and decryption. The
encryption side and the decryption side have the sanme key in private. On
t he ot her hand, the public key cryptosystemuses different keys at the
encryption side and the decryption side. The key used at the encryption
side is open to the public whereas tbezkgy used at the decryption side is
kept in private. Known as a private key cryptosystemis the

- 2- encryption/decryption algorithmspecified in a Data Encryption
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United States. In the DES system the encryption/decryption algorithmis
open to tSkandabd (DERJY, t whick|ish@ istgnderd eperyption/descrpgipnspetthod

ci phering key. The reason why the _encryption/decryption algorithmis made
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cipherihg strength is maintained just by a ciphering key. The
reason why the encryption/decryption algorithm is made public is
that it is expected that a vast amount of calculation is required
for decryption without the ciphering key even when the algorithm
is known and the calculation will need more than some hundred or
thousand years with the use of ﬁ high—speed calculation unit.

Encryption is basically performed by a combination of
transposition, which changes the sequence of characters, and
substitution, which replaces a character with another character
according to a specified rule. An enc:yption/decryption
algorithm and a ciphering key indicate how the sequence of
characéers are changed and which character is replaced with which
character.

Various encryption/decryption systems superior in securitf
and speed have been developed in addition to the DES system. For
example, an encryption/decryption system (MULTI 2 system)
disclosed in the US Patent No. 4,982,429 and No. 5,103,479 and
the Japanese Unexamined Patent Pﬁblication No. 1-276189% is known.

" The International Standardization Organization (ISO) also
specifies an encryption system in 1ISO 9979/0009 and an
encryption-use mode in ISO/IEC 10116.



I s knowmn and the calculation will need nore than sone hundred or thousand
years with the use of a high-speed cal culation unit. Encryption is
basically perforned by a conbination of transposition, which changes the
sequence of characters, and substitution, which replaces a character with
anot her character according to a.qupbaLed rule. An encryption/decryption
al gorithm and a ciphering key indicate how t he sequence of characters are
changed and which character is replaced with which character. -
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Fig. 12 shows an outlined configuration of the encryption
algorithm in the MULTI 2 system. As shown in Fig. 12, a 256-bit
work key Kw is generated in the encryption algorithﬁ with the use
of a 64-bit data key Ks and a 256-bit system ke& J. This
operation is called a key schedule processing and is conducted by
an encryption-algorithm executing means C. The generated work
key Kw is supplied fo an encryption-algorithm executing means F
to encrypt an input 64-bit-blocked plain text. The same
encryption algorithm can be conducted by the encryption-algorithm
executing means C and the encryption-algorithm executing means F.

The basic encryption algorifhm of the MULTI 2 system has
been described above. The original plain text may be found by
calculating the distribution of frequencies characters or words
appear in statistical processing in advance and by computing é
matching condition of the frequency distribution and that 6f
character-string patterns in the obtained'ciphered text.

There is a mode of operation in which a cipher text is |
generated by calculating logical exclusive OR between a 64-bit
encrypted block and a 64-bit data to be input next. This

encryption mode is called a cipher block chaining (CBC) mode.



-3-: In the MIULTI 2 encryption system an input data is 64 bits |ong
and an output data is also 64 bits long. A 256-bit work key wused for
encryption is generated by a 256-bit systemkey and a 64-bit data key. The
nunber of encryption stages is a positive integer. Fig. 12 shows an
outlined configuration of the encryptLoE _algorithmin the MILTI 2 system
As shown in Fig. 12, a 256-bit work key Kwis generated in the encryption
algorithmwith the use of a 64-bit data key Ks and a 256-bit system key J.

This opemd¥ iederypticht &lgdriehin exeeduing Nickes ¥ perdbfmssacoBCmddel by an
encryption-al gorithm executi ng means C. The generated work = key Kwis
suppl i ed ercryptdooy/decryptidny@liganttbpecut i ng neans F to encrypt an input
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system has een . ( he or!glna1 plain text may be found by
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statistical processing in advance and by conputing a matching condition of
t he frequeaxcinglitek biltst isnused arghta data unit which cannot be divided by

the number of bits in one block is input, there appears a

fractional data having a less nuﬁber of bits than one block.

This fractional data is handled in an output feedback (OFB) mode.

A fractional data, if any,‘is supplied to an encryption-
algorithm executing means G and encrypted with the use of random
numbers generated by using the work key Kw in the OFB mode. With

lthis configuration, when ohe block has 64 bits, data having a
iess number of bits thah one block is encrypted and a cipher text
is obtained. The CBC mode and OFB mode are called encryption-use
modes.

Fig. 13 shows an outlined configuration of the decryption
algorithm in the MULTI 2 system. As shown in Fig. 13, a 2567bit
work key Kw is generated in an encryption algorithm with the use
of a 64-bit data key Ks and a 256-bit system key J. The work-key
generation is perforﬁed in a key schedule processing in which the
same encryption glgorithm as that used in the encryption side is
-used. The éncryption algorithm is conducted by aﬁ encryption-
algorithm executing means c. The generated work key Kvw is

supplied to a decryption-algorithm executing means f to decrypt



character-string patterns in the obtained ciphered text. There is a
node of operation in which a cipher text is generated by cal cul ating

| ogi cal exclusive OR between a 64-bit encrypted bl ock and a 64-bit data

to be input next. This encryption node is called a cipher block chaining

(CBC) node. -5 - -4- The
encryption-al gorithm executing neans F perfornms a CBC- node
encryption/decryption algorithm In a communi cati on systemin which a
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A cipher text encrypted in the OFB mode is supplied to an
encryption-algorithm executing means g and decrypted with the use
of random numbers generated-by using the work key Kw. With this
configuration, a 64-bit ope-block cipher text is decrypted and
the original 64~bit one-block plain text is obtained. The
decryption-algorithm executing means £ performs a CBC-mode
decryption  algorithm.

"Encryption-use modes will be described below by referring to
Figs. 14A and 14B. Fig. 14A shows an outlined configuration of
encryption and decryption in the CBC mode and Fig. 14B
illustrates an outlined configuration of encryption and
decryption in the OFB mode.

In the CBC mode, as shown in Fig. 14A, the i-th plain-text
block M(i) is input to a logical exclusive OR circuit 101 and is
~exclusive~ORed with the one-block-before cipher-text block C(i-1l)
which is delayed and fed back by a register (REG) 103. The
exclusive ORed data is encrypted by an encryption-algorithm
executing means'102 with the use of the work key generated

according'té the data key Ks. The encrypted i-th cipher block

C(1i) is expressed as follows:

Cc(i) = EKs(M(i). EOR. C(1i-1))



al gorithm executing neans G and encrypted with the use of random nunbers
generated by using the work key Kwin the OFB node.. Wth this
configuration, when one block has 64 bits, data having a |ess nunber of
bits than one block is encrypted and a ci pher text 1is obtained. The CBC
mode and OFB node are called encryption use nodes. Fig. 13 shows an
outlined configuration of the decryption algorithmin the MILTI 2 system
As shown in Fig. 13, a 256-bit work key Kwis generated in an encryption
al gori t hwhere hEKsian Lsimdightas6thdt tm dis encrypkedawiithh B aansd (EOR/ st em key J.

The wor k- kex eneratjon is perfornmed in a ke}/} schedul e processing in which
the sanming E‘Pgﬁijcﬁgiéﬁjoﬁxﬂlrﬁﬁéget%tqlﬁr@d:w ‘the encryption side is
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-5- an i nput 64-bit cipher text.

decrypted by a decryption-algorithm executing means 111 with the
use of the work key generated éccording to the daté key Ks, and
is suppiied to a logical exclusive OR ciréuit 113, Ihe one-
block-before cipher-text block C(i-1) which is delayed by a
register (REG) 112 is input to the logical exclusive OR circuit
113 and logical exclusive OR between the two inputs is |
calculated. In this case, the same data key Ks is used both in
the transmitting side and receiving side. The i-th plain-text'
block M(i) is obtained from the logical exclusive OR circuit 113.
The i-th plain-text blodk M(i) is expressed as follows:
M(i) = DKs(C(i). EOR. C(i-1))
where DKs(c) indicates that ¢ is decrypted with Ks.

In the OFB mode, the i-th plain-text block M(i) is input to
a logical exclusive OR circuit 105. The output of an encryption-
algorithm executing means 104, which is converted to random
numbers with the use of the work key generated according to thé
data key Ks, is also input to the logical exclusive OR circuit
105. The output of the encryption-algorithm executing means 104
is delayed one block by a register 103 and fed back to the
encryption-algorithm executing means 104. A cipher-text block

C(1i) encrypted with the use of random numbers is output from the



In this decryption algorithm transposition and substitution in the
encryption algorithmperforned in the encryption-algorithm executing neans
F is conducted in the reverse order. A ci pher text encrypted in the
OFB node is supplied to an encryption-algorithm executing neans g and
decrypted with the use of random nunbeys_generated by using the work key
Kw. Wth this configuration, a 64-bit one-block cipher text is decrypted
and the original 64-bit one-block plain text is obtained. The

decrypt i Qogdlcgar ekblusikes UR reLmedns 105perf orns a CBC-node decryption

al gorithm Encrypti on-use nodes will be described bel ow by referring
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encryption-algorithm executing means 115 is delayed one block by
a register (REG) 112 and fed back to the encryption-algorithm
executing means 115. In this case, the random numbers supplied
to the logical exclusi&e OR circuit 114 is the same as the random
numbers supplied to the logical exclusive OR circuit 105. The
decrypted i-th plain-text block M(i) is obtained from the logical
exclusive OR circuit 114.

Fig. 15 shows an outlined configuration of an
encryption/decryption system having the encryption-use modes
described above. In Fig. 15, the transmitting side is provided
with a scrambler 100 for encrypting data. Input data is
scrambled, ﬁamely encrypted, by the scrambler 100 and
transmitted. The scrambled transmission data is transferred via
a trénsfer path such as in a space and received by the receiving
side. The receiving side is provided with a descrambler 110.
The scrambléd.transmission data is descrambled, namely decrypted,
by the descrambler 110 to obtain the original data and is output.

The scrambler 100 has a CBC-mode encryption section



C(i )y is expressed as foll ows: C(i) EKs(Mi). EOR ((i-1)) o

- 6- where EKs(m) indicates that mis encrypted with Ks and EOR indicates
| ogi cal excl usive OR operation. The cipher-text block C(i) is
transmtted and received by the receiving side. The received cipher-text
block C(i) is decrypted by a decryptiog-algorithmexecuting neans 111 with
the wuse of the work key generated according to the data key Ks, and 1is
supplied to a |ogical exclusive ORcircuit 113. The one- bl ock-before

ci pher - t eébiclyddog @i engrypliazh 102 dekwyng 4y an enegiypteon(REGHrifinis i nput
to the | ogical ex-cl usive OR circuit 113 and | ogi cal exclusive OR between
the two i ing mﬁﬁPﬁLﬁ%ﬁeﬁchMPtﬁﬁgsaEa%QP“? e PladpatRey) K@i s used
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an OFB-mode encryption section including an encryptor 104 serving
as an encryption-algorithm executing means and a logical
exclusive OR (EX-OR) circuit 105. The scrambler 100 is also
provided with an encryptor 106 for generating a work key from a
data key and a system key. The generatéd work key is sﬁpplied to
the encryptors 102 and 104.

Since the encryptors 102, 104, and 106 can use the same
encryption algorithm, one encryptor can be_substituted for three
encryptors. Since the operations of the CBC-mode and OFB-mode
encryption sections have already been described, the descriptions

" thereof are omitted. |

The descrambler 110 has a CBC-mode decryption section
including a decryptor 111 serving as a decryption-algorithm
executing means for decrypfing an input, received data (cipher
text), a register 112, and a logical exclusive OR'(EX-OR) circuit
113, and an OFB-mode decryption section including an encryptor
115 serving as an encryption-algorithm executing means. and a
logical exclusive OR (EX-OR) circuit 114. The descrambler 110 is
also provided with an encryptor 116 for generating a work key
from a data key and a system key. The generated work key is
supplied to the decryptor 111 and the encryptof 115.

Since the encryptors 115 and 116 can use the same encryption



The. i-th plain-text block Mi) is expressed as follows: Mi) = DKS(C(I)
EOR. C(i-1)) where DKs(c) indicates that ¢ is decrypted with Ks. I n
the OFB node, the i-th plain-text block Mi) is input to a |ogical
exclusive OR circuit 105. The output of an encryption- algorithm executing
means 104, which is converted to random_  nunbers with the use of the work
key generated according to the data Ke? Rs, is also input to the |ogical
exclusive OR circuit 105. The output of the encryption-algorithm executing

means 104 a1qc dr A8ty SfeOBACRYPESr War? Het Fublsei tdbaa aFsk fasb %&Be

encryption-al gorithm executThg neans 104. A ci pher-text bl ock
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-7- | ogi cal exclusive OR circuit 105. The ci pher-text block C(i) is
transni t t eectiens dnstey edrepdyt heen cdeganihedsi ¥be deperirlonse FhargRss - t ext

l;:c o;ﬁ C(Igre omft@é%.' ed to a logical exclusive ORcircuit 114. The out put

In the encryption/decryption system shown in Fig. 15, while
the encryption side just executes the encryption algorithm, the
decryption side has to execute-the decryption algorithm and the
encryption algorithm for generating the work key required for
decryption. In other words, the decryption side needs to be
provided with hardware sections for executing the decrﬁption
algorithm and encryption algorithm. Therefore, the decryption
side has to have a larger-scale hardware section than the
encryption side.

When the encryption/decryption system is used for a
btoadcasting system such as a satellite broadcasting system, the
cost of receiving facilities increases compared with transmissioh

facilities. Then, a broadcasting system is prevented from wide-

spreading.

SUMMARY OF THE INVENTION

Accordingly, it is an object of the present ;nvention to
provide an encryption/decryption system and encryption/decryption
apparatus in whicp a cipher text encrypted with a specified

encryption algorithm is decrypted by the receiving side having
simple configuration.



encryption-al gorithm executing neans 115, which is converted to random
nunbers with the use of the work key generated according to the data key
Ks, is also supplied. The output of the encryption-algorithm executing
nmearis 115 is del ayed one block by a register (REG 112 and fed back to the
encryption-al gorithm executing neans 3,]11‘}5" In this case, the random nunbers
supplied to the logical exclusive ORcircCuit 114 is the sane as the random
nunbers supplied to the |ogical exclusive ORcircuit 105. The decrypted

i -th plain-texheblegkgding drsjedtt Asngeniswen e dnRdbepbotese! tisd ve OR
circuit 114. Fig. 15 shows an outlined configuration of an -

encr ypt i @yegeoty ghventign t ehardugh thet proehstomptafoanueacrppeson destiioded
above. In Fig. 15 the transmtting side is provided wth a scranbler 100
for encr lg'éu&gt 8 voRkTkey) geparatiop, ghep kPr geRerptingr gpverk kasy thwe

scranbl er t 1Lied. The rapbled transnm gsion data is
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descr anbltdre Bpecifielt encrypreiar iadigoni thmt witnctlies usat piit the work K&

scranbl er 100 has a CBC-npde encryption section
generated in the work-key generation step.

The foregoing object is achieved in another aspect of the
present invention through the provision of a decryption method
including a wdrk-key generation step for.generatiﬂg the work key
used for encryption by executing a decryption algorithm and a
decryption step for obtaining the original plain text by
-decrypting a cipher text according to the decryption algorithm
with the use of the work key generated in the ﬁork-key generation
step.

The foregoing object is achieved in yet another aspect of
the present invention through the provision of an
encryption/decryption method including an encryption work-key
generation step for generating a work key by executing a
decryption algdrithm, the step being implémentéd in the
encryption side; an encryption step for generating a cipher text
by encrypting a plain text according to the specified encryption
algorithm with the use of the work key generated in the work-key
generation step, the step being implemented in the encryption

side; a decryption work-key generation step for generating the



-8-s including an encryptor 102 serving as an encryption-al gorithm
executing neans for encrypting an input data (plain text), a register 103,
and a logical exclusive OR (EX-OR) circuit 101, and an OFB-nobde encryption
section including an encryptor 104 serving as an encryption-algorithm
executing neans and a |ogical exclusiyg OR (EX-OR) circuit 105. The
scranbler 100 is also provided with an encryptor 106 for generating a work
key froma data key and a system key. The generated work key is supplied
to the eotkyRéegrasdd2fandendidption by Sexesuting aher detoyptiéd, 104, and
106 can use the sane encryption algorithm one encryptor can be

subst i t uedgordthmpyr the strRD \haing inplarented Bpdhe | BtipRestde: iR and
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the work key generated in the work-~key generation step, the step

being implemented in the decryption side. .

The foregoing object is achieved in still another aspect of
the present invention thrgugh the provision of an encryption
apparatus including key schedule means for generating a work key
by executing a decryption algorithm with the use of key
information and encrypfion means for Qenerating a cipher text by
encrypting a plain text according to the specified encryption
algorithm with the use of the work key generated by said key-
schedule means.

The foregoing object is achieved in a further aspect of the
present invention through the provision of a decryption apparatus
including key schedule means for generating the work key used for
encryption by execufing a deéryption algorithm and decryption
means for obtaining the originai plain text by decrypting a

cipher text according to the decryption algo:ithm with the use of
the work key generated by the key schedule means.

The foregoing object is achieved in a yet further aspect of

the present invention through the provision of an
encryption/decryption apparatus including the encryption side

provided with encryption key-schedule means for generating a work



executing neans for decrypting an input, received data (cipher text), a
register 112, and a logical exclusive OR (EX-OR) circuit 113, and an

OFB- node decryption section including an encryptor 115 serving as an
encryption-al gorithm executing means and a | ogical exclusive OR (EX-OR)
circuit 114. The descranmbler 110 is also provided with an encryptor 116
for generating a work key froma dafalée? and a system key. The generated
work key is supplied to the decryptor 111 and the encryptor 115.

Si nce thﬁegnsgyeieé&ﬂaé AAdctiptEsn aAffortit®nS ABRACERENPHEBh means for

-9- al gorithm one encryptor can be substituted for two encryptors.

Si nce t hgeopeatingns aiplidre teR€- bydencuyp GG mopdadnctewt | agcomtoty s have
al ready been described, the descriptions thereof are omtted. In the

encrypt i éhedeeeghfied emnhionophaprlthy with thei nge eHcth Rkt kS si de
J ust exe%%%%%aggg §9C£R£“éé£}y%k985i leséﬁgaule means; and the
decryption side provided with decryption key-schedule means for
generating the work key used by the encryption means, by
executing the decryption algorithm, and decryption means for
obtaining the plain text by decrypting the cipher text according
to the decryption algorithm with the use of the work key
generated by the decryption key-schedule meané.

According to an encryption method and a decryption method of
the present invention, the work key required for decryption can
be generated by executing the decryption algorithm. Therefore,
means for executing the.decryption algorithm which generates the
work key and means for executing the decryption algor;thm which
decrypts a cipher text can be implemented by one unit, and the
configuration of the decryption side can be simplified.

In addition, when a plain text is encrypted with the use of
random numbers generated by executing a decryption algorithm in
the OFB mode, since fhe text encrypted in the OFB mode can be
decrypted with the use of random numbers generated by executing
the decryption algorithm, the unit described above can also serve
as means for executing the decryption algorithm for generatiﬁé
random numbers in the OFB mode. Thérefore, the configuration of

the decryption side can be further simplified.



decryption side has to execute the decryption algorithmand the encryption
algorithm for generating the work key required for decryption. In other
words, the decryption side needs to be provided with hardware sections for
executing the decryption algorithmand encryption algorithm Therefore,
the decryption side has to have a Iarg1r-scale har dwar e section than the
encryption side. When t he encryption/ decryption systemis used for a
broadcasting system such as a satellite broadcasting system the cost of

receiving facyhbhi €e | pFeRANCIRRRRAGARULN P XTI VY 2SbeBaabastihgi €s.
Then, a broadcasting systemis prevented fromw de- spreading. SUMVARY
OF THE | Isy¢isiéinONthe cost Asf dthE myistemi tansbarrehjoest byf stiimplpfgingt the

i nvention to provi de an encryption/dechption syst em and
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BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram showing an encryption apparatus
and a decryption apparatus uéing an encryption method and a
decryption method according to an embodiment of the present
invention.

Fig. 2 is a block diagram showing an encryption algorithm
used in an encryption method of the present invention.

Fig. 3 is a block diagram showing a decryption algorithm
used in a decryption method of the present invention.

Fig. 4 is a block diagram showing a scrambler to which an
encryption method of the present invention is applied.

Fig. 5 is a block diagram showin§ a descrambler to which a
decryption method of the present invention is applied.

Fig. 6 is a block diagram showing an encryption algorithm
used in an encryption method and an encryption apparatus of the
present invention. | _

Fig. 7 is a block q4agram showing é decryption algorithm
used in a decryption method and a decryption apparatus of £he
present invention.

Fig. 8 shows details of basic functions used in the



- 10 - The foregoing object is achieved in one aspect of the

present invention through the provision of an encryption nethod including
a work-key generation step for generating a work key by executing a
decryption algorithmand an encryption step for generating a cipher text
by encrypting a plain text according tol4the specified encryption algorithm
with the use of the work key generated in the work-key generation step

chi d t h t of the present
Tvent! onSPRTEREICE 1A AR BROWR L dEkty e o met hod cluing s
work-key gener aigory iR fiflo cﬁeﬂfﬁﬁ% REHAAMO L kY s &F Jfo £ifletbn

by executing a décryption algorit cryp I on s
t he orlglnsbdpternciIﬂﬁléﬁ@ngdQ&h¢ﬁ1bﬂgh21aﬁdﬂ@e&hbeﬁésﬂ§0£ﬁﬂ&ﬁ1bdé3éH@%n
decryption algorithm wth the use of the work key generated in the

wor k- key donBlgti®n step. The foregoing object is achieved in yet
anot her aspect _of B!Eejrfgresent I nvention through the provision of an

encryption/ decFyBti tth ok AL agRem Fhawingy gt kev-seheduds processing

algorithm of the present invention.

n

0
g

Fig. 11A shows an encryptor core and Fig. 11B illustrates a
decryptor core. )

Fig. 12 shows a conventional encryptioﬁ algorithm.

Fig. 13 shows a conventional decryption algorithm.

Fig. 14A shows a configuration uséd in an encryption-use
mode, CBC mode, and Fig. 14B illustrates a configuration used in
an encryption-use mode, OFB mode. .

Fig. 15 shows a configuration of a conventional

encryption/decryption system.

DESCRIPTION OF THE PREFERRED EMBODIMENT

Fig. 1 is a block diagram showing an outlined configuration
of an encryption/decryption apparatus which uses an
encryption/decryption method including encryption-use modes,
according to an embodiment of the present invention. The
encryption method of the present invention is implemented in the
transmitting siée and the decryption method of the present
invention is implemented in the receiving side.

In Fig. 1, the transmitting side is provided with a



generation step for generating a work key by executing a decryption
algorithm the step being inplenented in the encryption side; an
encryption step for generating a cipher text by encrypting a plain text
according to the specified encryption algorithmwth the use of the work

key generated in the work-key generatug? _step, the step being inplenented
in the encryption side; a decryption K-key generation step for
generating the work key used for encryption by executing the

decrypti Gerambielr L0M rhpet Sd£th B Regraibledp matkly) dnteyiedy Pbiyoghai de;

and a decryption step for obtaining the plain text by decrypting the

ci pher t esaraambdexrdingndotramsnicitedt | Fheasgoanbled knansniesion dhtat he wor k

key generated in the work-key generation steg5 the step being |nplenented
J

in the deerafmbegmes yda a trangiar matly§URp 88) (2 isPagshiaddedernived) |
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key descrambler 2. The scrambled transmission data is descrambled,
namely decrypted, by the descrambler 2 to obtain the original
data. '

The format of transmission data (receiving data) is, for
example, a transport stream (TS) specified in ISO/IEC 13818. The
transport stream has a 188-byte packet.configuration, each packet
usually including a four-byte header followed by a 184-byte
payload. A dummy period for adding a 16-byte parity is attached
to a packet in order to correct a Fransfer error. This type of a
packet appears repeatedly to form a transport stream.

The header of a transport stream includes packet attribute
information such as packet identification (PID) information
indicating the packet contents, video data, audio data, or other
data string, and transport scrambling control (TSC) information
indicating whether data is encrypted or not. When it is
determined from the result of checking the header of a packet
that the received data is not encrypted, the transport stream is
output as is from the descrambler 2 after it passes tlirough a
delay section. The delay time specified by the delay section is
equal to the time required for descrambling in the descrambler 2.

The scrambler 1 has a CBC-mode encryption section including



by executing a decryption algorithmw th the use of key information and
encryption neans for generating a cipher text by encrypting a plain text
according to the specified encryption algorithmwth the use of the work
key "generated by said key- schedul e neans. The foregoing object is
achieved in a further aspect of the pregsent invention through the

provi sion of a decryption apparatus including key schedul e neans for

enerating the work key used . for encryption by executing a decryption
gl gorit hnganana@emﬁ it SeT¥ing 3R '%Wﬁé%ﬁel%?’r’gﬂﬂ'g@ﬁﬁ%qngeﬁt Ey
decryptin C éﬁﬁf cqlr.dj t ypLi it Wi t he
use of tﬁ%aﬁ%rﬁaegﬁ“% eﬁg e§5b§ﬂﬁﬁ%Qﬁggﬁggﬁgﬁg|é ﬁ%ﬁ%%ggg(éga)'+%efor
f or egoi ngaehagtig i cn WlictkedheNodtyet dt/rdnecendaePptbr 0f2, ddie VNRY2Rh1

i nvention through the provision of an encryption/ decryption apparat us

i ncl udi ngekrdus %¢y?ﬁi&ﬁiﬂﬂﬁdeCirpubVithiand:hneﬁEBymmdeweﬁaqygﬁﬂf;duIe means

. ) i
for generggéggog'xggfhding a decryptor 14 serving as a decryption-

. algorithm executing means and a logical exclusive OR (EX-OR)

. circuit 15. The scrambler 1 is also provided with.a decryptor 16
serving as a decryption-a;gorithm executing means for generating
a work key from a data key and a system key. The generated work
key is supplied to the encryptor 12 and the decryptor 14.

The operation of the scrambler 1 will be described below.“
In the CBC mode, both a switching means 30 and a switching means
31 are switchéd to terminals "a", and input block data (plain
text) is applied to the logical exclusive OR (EX-OR) circuit 11.
It is exclusive-ORed with the output of the register 13 for
delaying one block the output of the encryptor 12. The
calculated output of EX-OR 11 is input to the encryptor 12
serving as an encryption-algorithm executing means. The
encryptor 12 encrypts a plain text by executing the encryption
algorithm with the use of a work key. The encrypted text is
transmitted through the switching means 31.

Input data which has been made fractional when blocked is
encrypted in the OFB mode. Both switching means 30 and 31lare
switched to terminals "b" in the OFB mode, and input block data

(plain text) is applied to the logical exclusive OR (EX-OR)



key- by executing a decryption algorithm and. encryption neans for
generating a cipher text by encrypting a plain text according to the
specified encryption algorithmw th the use of the work key generated by
t he encryption key-schedul e neans; and the decryption side provided with
decryption key-schedul e neans for geng?aging the work key used by the

C

encryption means, by executing the decfyption algorithm and decryption

means for obtaining the plain text by decrypting the cipher text according
to the degeypitors Al gqy iflshealuBivEcOREE wiltH Rhevpakdbtynufitae raitgsitoy t he

decryption key-schedul e neans. According to an encryption nmethod and

a decr yppfotheedécxiniior tlde apdeceparyPiednt ilon thigccasek khg JdeeENRRQY f or

decryptign can be generated by executi t he qi ption al gorith
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decrypts a cipher text can be 1 nplenente one unit, and the
confi gur ahiredghl thé eswitednirig aidamsdgican be sinplified. I n addition,
when a plain text is encrypted with-the use of random nunbers generated by
executing a d@beyporlrkey gauppldied to the én&rypivyr, 12 mod the desryphtex ypted
in the OFB node-can be_ decrypted with the use of random nunbers_ generated
by execuﬂﬁn&s generated before encryption by executing the decryption :
algorithm in the decryptor 16 with the use of a data key and a
system key.
' since the decryptors 14 and 16 are not used at the same time
in encryption and they can use the same decryption algorithm, one
encryptor can serve as both decryptors 14 and 16.
The descrambler 2 provided for the receiving side has a CBC-
mode decryption section including a decryptor 21 serving as a
decryption-algorithm executing means for decrypting input,
received data (cipher text), a fegister 22 for delaying one block
the input, received data, and a logical exclusive OR (EX-OR)
circuit 23, and an OFB-mode decryption section including a
decryptor 25 serving as a decryption-algorithm executing means
and a logical exclusive OR (EX~OR) circuit 24. The descrambler 2
is also provided with a decrthor 26 for generating a work key
from a data key and a system key. The generated work key is sent
to the decryptor 21 énd the decryptor 25.
The opefation of the descrambler 2 will be described below.

When the received data has been encrypted in the CBC mode, both a



the-decryption algorithm the unit described above can also serve as neans
for executing the decryption algorithmfor generating random nunbers in
the OFB node. Therefore, the configuration of the decryption side can be
further sinplified. _ - 13 -

When the present invention is applied tg a broadcasting system the cost
of the system can be reduced by sinplifying the configuration of receiving
facilities. Wde spread of the broadcasting systemis pronoted. BRI EF
DESCRI PTIsuN tahihigEmBRAY! B8Sand a swiitghigi leend |38 laxrd agigghedovbng an
encryption apparatus and a decryption apparatus using an encryption nethod
and a deanfimeds el hoandctrpul hlock datentetphamitestt): As pppided to
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: " which is generated by the decryptor 26, is supplied to the
decryptor 21. A cipher text is decrypted by executing the
decryption algorithm with the use of this work key. The '
decrypted block data is input to the logical exclusive OR (EX-OR)
circuit 23. It is exclus;ve-ORed with the received cipher text
which is delayed one block by the register (reg) 22. The
calculated result is decrypted to obtain the original plain text
and the text is output through the switching means 33.

When a cipher text which has been made fractional and
encrypted in the OFB mode is decrypted in the OFB mode, both
switching means 32 and 33 are switched to terminals "b" and the
received block data (cipher text) is input to the logical
exclusive OR (EX-OR) circuit 24. It is exclusive~ORed with the
random-number output of the decryptor 25 and decrypted. In this
case, the decryptor 25 executes the decryption algorithm with the
use of the work key generated by the decryptor 26 and outputs the
same random numbers as in the transmitting side. The decrypted
plain text is transferred through the switching means 33.

The work key suppiied to the decryptor 21 and the decryptor
25 is generated before decrfption by executing the decryption
algorithm in the decryptor 26 with the use of the same data key

and the same system key as in the transmitting side.



Fig. 3 is a block diagran1éhomﬁng a decryption algorithm used in a

decryption nmethod of the present invention. Fig. 4 is a block diagram
showi ng a scranbler to which an encryption nmethod of the present invention.
i s -appl i ed. Fig. 5is a block diagram showi ng a descranbler to which

a decryption nethod of the present isv@ntion is applied. Fig. 6is

a bl ock di agram showi ng an encryption algorithm used in an encryption

met hod and an encryption apparatus of the present_invention. Fi g.
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of a configuration wused for calculating function [err]2 anong the basic

functi onsarshasite descrambler 2. When one decryptor serves as the
decryptor 14 and the decryptor 16 in the scrambler 1, the
decryptor 25 and the decryptor 26 use the same decryption
algorithm.

In the scrambler 1, the decryption algorithm used in the
decryptor 14 can be equal to a decryption algorithm for
decrypting the encryption algorithm used in the encryptor 12.
When the decryption algorithm is set as described above, the
decryptor 21 and the decryptor 25 can use the same decryption
glgorithm in the descrambler 2. This means that the decryptors
21, 25, and 26 can use the same algorithm in the descrambler 2.

Since the decryptors 21, 25, and 26 are not uséd at the same
time in decryption, one decryptor can serve as the decryptors 21,
25, and 26. The present invention features a common use of a
decryptor as described above and substantially simplifies the
configuration of the descramblér 2, that is, the configuration of
a decryption means.

| An encryption algorithm used in an encryption method of the
present inventioq will be described below by referring to Fig. 2.

In the encryption algorithm of the present invention shown
in Fig. 2, input data is grouped to have 64 bits and output data
is also grouped to have 64 bits. A 256-bit work key for



in Fig. 8. Fig. 10 is a block diagram showi ng a key-schedul e
processing algorithmof the present invention. Fig. 11A shows an
encryptor core and Fig. 11B illustrates a decryptor core. Fig. 12
shows a conventional encryption algorithm Fig. 13 shows a
conventional decryption algorithm Fig. 14A shows a configuration
used in an encryption-use node, CBC'n&gef and Fig. 14B illustrates a
configuration used in an encryption-use node, OFB node. - Fig. 15

shows a Ghhlauishi 98 SdndrAQRY ERbin0RR56-BIX \eylsitan/ HEGT ¥Ra T N6 susTiem
DESCRI PTI ON THE PREFERRED ENMBODI MENT Fig. 1 is a block diagram

showi ng a@ataukeynedTbhenbdunkeridfo encofphior erages ds/ depesptive Hpgegest.us
whi ch uses an encrégtion/decryption met hod including?encry tion-use nodes,

according to &n28RbBYFrEeKk dieyt k¥ ARcgeReTatRAMY SHSCHRLNIER FFHYRIE et hod
o e PR A SO S P RUCH el ey BB gass e L1
si de. system key J. This operation is called a key schedule processing
and performed by a decryption-algorithm executing means E3. The
'generated work key Kw is supplied to an encryption-algorithm
executing means E6 to encrypt an input 64-bit plain text. The
decryption algorithm executed in the decryption-algorithm
executing means E3 needs to be able to decrypt the encryption
algorithm executed by the encryption-algorithm executing means
E6.
The original plain text may be found by calculating the
distribution of frequenéies characters or words appear in
- statistical processing in advance and by computing a matching
condition of the frequency distribution and that of character-
string patterns in the obtained cipher text encrypted as
described above. Therefore, the CBC mode is employed, in which a
cipher text is generated by calcu;ating logical exclusiée OR.
between a 64-bit encrypted'block and a 64-bit plain text data to
be input next. The encryption-algorithm executing means E6
performs such a CBC-mode encryption algorithm.
In a system in which a data unit is determined in advance,
when 64 bits, for example, are encrypted as one block and a data

unit which cannot be divided by the number of bits in one block



In¥Fig. 1, the transmtting side is provided with a -

- 15 - scranbler 1. Input data is scranbled, nanely encrypted, by the
scranbler 1 and transmtted. The scranbled transm ssion data is
transferred via a transfer path such as in a space and received by the
receiving side. The receiving side is ovided with a descranbler 2. The
scrambl ed transmi ssion data is descrantffed, nanely decrypted, by the
descranbler 2 to obtain the ori.ginal data. The format of

transm sgsOinfatd €Haeiapperéahafrastidodl Rt ha®ing hI 28SHOhhmisér &N
(TS) specified in ISOI1EC 13818. The transport stream has a 188-byte

packet codtsgthaniomg Bogk.padhds fusctidnal detadilsghanfided- hpt they kR
foll owed by a 184-byte payload. A dummy period for adding a 16-byte parity
is attacMode-to a packet in order to correct a transfer error. This type of

o Dt SR ERSALE ot SHORRY L B fed P W ccrypradilt hoacer
algorithm executing means E7, and encrypted with the use of
random numbers generatéd by using the 256-bit work key Kw in the
OFB mode. With this configuration, when 64 bits are encrypted as
one block, data having a ;ess number of bits than one block is
encrypted and a cipher text is obtained. The CBC mode and OFB
mode are called encryption use modes,

As described above, the decryption algorithm used in the
decryption-algorithm executing means E3 which generatés the work
key Kw is the same as the decryption algorithm used in the

- decryption-algorithm executing means E7 serving as an OFB-mode
encryption means. One decryption-algorithm executing means
actually does these two operations.

Fig. 4 shows a configuration of a scrambler 1 in which one
decryption-algorithm executing means does the two operations. In
Fig. 4, a decryptor 14 (16) serves as the decryptors 14 and 16
shown in Fig. 1, and EX-OR 11 (15j acts as two EX-ORs shown in
Fig. 1.

In Fig. 4, a 64-bit data key is written in advance into a
data-key register 17 and a 256-bit system key for each system is
written into a system-key register 18 prior to encryption

processing. To increase cipher strength, the data key is updated



I nformati on such as packet identification (PID) information indicating the
packet contents, video data, audio data, or other data string, and
transport scranbling control (TSC) information indicating whether data is
encrypted or not. Wien it is determned fromthe result of checking the
header of a packet that the received gatg I's not encrypted, the transport
streamis output as is fromthe descraitbler 2 after it passes through a
del ay section. The delay tine specified by the delay section is equal to

the timeevegy 56beidl ssstdd o Bgery ddxertasaensbber s@conds. The
scranbler 1 has a CBC-node encryption section includi

- 16 - an efior fhisrcamitdon, ngwisching regans i‘{@naaﬂggg i @FenRe®euting
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| ogi cal exduanikeyORegfetdi)18 are supplied to the decryptor 14 (16). A
256-bit work key is generated by executing the decryption
algorithm in the decryptor 14 (16). The work key is written into
a work-key register 19.

When the work key is generated, switching means 41 and 44
are both switched to terminals "b." Blocked 64-bit input data is
input to EX-OR 11 (15), and exclusive-ORed with cipher data
delayed one block by a register 13. The calculation result is
input to the encryptor 12 and encrypted by executing the
encryption algorithm wifh the use of the work key read from the
work-key register 19. The cipher text output from the encryptor
12 is a CBC-mode cipher text and output through the switching
means 44. When initialization is performed at power on, the
register 13 is set to an initial value.

When fractional data is input, the sw;tching means 42 and 43
"are both switched to terminals "c¢" and the switching means 41 and
44 are both also switched to terminals "c." The encrypted data
delayed by the register 13 is input to the decryptor 14 (16)
through the switching means 42, and converted to random numberé
by executing the decryption algorithm with the use of the work

key which is supplied to the decryptor 14 (16) from the work-key



circuit 15. The scranbler 1 is also provi‘ded with a decryptor 16 serving
as a decryption-al gorithm executing neans for generating a work key froma
data key and a system key. The generated work Kkey is supplied to the
encryptor 12 and the decryptor 14. The operation of the scranbler 1
wi |l be described below. In the CBC nuoglge,- both a switching neans 30 and a
swtching neans 31 are switched to termnals "a", and input bl ock data

(plain text) is applied to the |ogical exclusive OR (EX-OR) circuit 11.
It is exctegdisterOR@d wrhe rardemimunbess gpeeratedihy fdscrypdray Lftg one
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al gorithmw t e use of a work key. The encrypted text is tranSmtted

t hrough tiwge slightfti R@xReanergpted in tHipwaydfhathdi OB hwsdd s cupat
fractional when bl ocked is encrypted in the OFB node. Both sw tching neans
30 and 31thwaoughstiheciswd tebingrnears s¢4Hh" in the OFB node, and input bl ock

data (plain tex ) trtdh bigorLehm used 15 B8Srystion Folizd T¥ the

present invention will be described below by referring to Fig. 3.
- As shown in Fig. 3; a 2567bit work key Kw is generated by

executing a decryptidn algorithm with the use of a 64-bit data
key Ks and a 256-bit system key .J. The work key is generated in
the key schedule processing which uses the same decryption
algorithm as in the encryption side. A decryption-algorithm
executing means D3 performs the decryption algorifhm. The
generated work key Kw is supplied to a decryption-algorithm
executing means D6 to decrypt an input, CBC-mode, 64-bit-~blocked,
cipher tegt.

In the decryption algorithm, transposition and substitution
specified in the encryption algorithm executed in the encryption-
algorithm executing means E6 shown in Fig. 2 are perforﬁéd in.the
reverse order. _

A cipher text encrypted in the OFB mode is supplied to a
decryption-algorithm executing means Dﬁ and decrypted with the
use of random numbers generated by using the work key kw. The
decryption-algorithm executing means D7 performs the same

decryption algorithm as that used in the decryption-algorithm



- 17 - circuit 15. It is exclusive-ORed with the random nunber output of
the decryptor 14 and encrypted. In this case, the decryptor 14 executes
the decryption algorithmw th the use of a work key and outputs random
nunbers. The encrypted text is transferred through the swi tching neans 31.
The work key supplied to the encryptor 42 and the decryptor 14 is
generated before encryption by executing the decryption algorithmin the
decryptor 16 with the use of a data key and a systemkey. = Since the
decr ypt or exéduting Ieagyse EFoshosrdimtFiigie 2sane tinme in encryption and they

can use the sane decryption algorlthn1 one . encryptor can serve as both
decryptors 14 Ahfegeribed abepe, d&%rdéﬁ?mmian?gg‘P’EPeW d*set%énr &bei vi ng

de h A tion tlon di a decr 1 servi ng
Z!s 2 chr y%n %F Hq’ rﬁ'mylg‘x‘ea’c‘ﬁ?" n%é“ae hy ??p‘ﬁ e FEEK ved
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recei ved data, and a | ogi cal exclusive circurt 23, and an
OFB- node decrymmian&ignnﬂmhmlaxéudttqumeans D7 serving as an OFB-mode

encryption means, and it is alto the same as the decryption
algorithm used in the decryption-algorithm executing means D6
which decrypts a cipher text. In decryption, one decryption-
algorithm executing means does these three kinds of operations.

Fig. 5 shows a configuration of a descrambler 2 in which one
decryption-algprithm exeduting means does the three kinds of
operatiqns. In Fig. 5, a decryptor 21 (25, 26) serves as the
decryptors 21, 25, and 26.shown in Fig. 1, and EX-OR 23 (24) acts
as two EX-ORs shdwn in fig. 1. _

In Fig. 5, a 64-bit data key is written in advance into a
data-key register 27 and a 256-bit system key is written in
advance into a system-key register 28. .

In this condition, switching means 50 and 51 are both
switched to terminals "a." The 64-bit data key stored in the
data-key register 27 and the 256-bit system key stored in the
system-key register 28 are supplied to the decryptor 21 (25, 26).
A 256-bit work key is generated by executing the decryption
algorithm in tﬁé decryptor 21 (25, 26). The work key is written

into a work-key register 29.

When the work key is generated and stored in the work-key



decryptor 25 serving as a decryption-algorithmexecuting neans and a
| ogi cal exclusive OR (EX-OR) circuit 24. The descranbler 2 is also

provided with a decryptor 26 for generating a work key froma data key and’
a system key. The generated work key is sent to the decryptor 21 and the

decryptor 25. The operation of_ 4 e _descranbler 2 will be described
bel ow. When the received data has beén encrypted in the CBC node, both a
- 18 - switching neans 32 and a switching neans 33 are switched to

term nal gegdstednN?9) NEnd sWixthifgt AcbAspHBrand8l) and applkiiedhing méens
decryptor 21. The same work key as that used for encryption, which is
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decryption algorithm iﬁ the decryptor 21 (25, 26) with the use of
the work key read from the work-key register 29. The decrypted
data is input to EX-OR 23 (24), and exclusive ORed with the
received data delayed one block by a register 22 and input to EX-
OR 23 (24) through the switching means §2. The cipher text
encrypted in the OFB mode is decrypted to regeﬁefate the original
plain text.
When encrypted, fractional data is input, the switching
means 50 and 52 are both switched to terminals “c." The received
data delayed one block by the register 22 is input to the |
decryptor 21 (25, 26) through the switching means 50, and
converted to random numbers by executing the decryption algorithm
with the.use of the work key which is supplied to the decryptor
21 (25, 26) from the work-key register 29. The random numbers
generated by the decryptor 21 (25, 26) are input to EX-OR 23 (24)
and exclusive ORed with the encrypted, fractional, received data
input through the switching means 52. The cipher text encrypted
in the OFB mode is decrypted to regenerate the plain text.
As described above, since one decryptor for executing the
decryption algorithm serves as three decryptors in the

descrambler 2, which is a decryption apparatus implementing a



whi ch is del ayed one block by the register (reg) 22. The calculated result
Is decrypted to obtain the original plain text and the text is output

t hrough the swi tching neans 33. Wen a cipher text which has been
made fractional and encrypted in the OFB node is decrypted in the OFB
node, both swtching neans 32 and 33 switched to termnals "b" and the

recei ved bl ock data (cipher text) is input to the logical exclusive OR
(EX-OR) circuit 24. It is exclusive-ORed with the random nunber output of

t he decr yqdaxryptioantiethodypt cthe Iprelshing ifeectid)e iARC EPREDGURELLNE GHES
the decryption algorithmw th the wuse of the work key generated by the
decr ypt orPeosubsrapkiplly stmplifiad.r andom nunbers as in the transmtting
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as in thewirhnslidelscigbéidBelow by referring to Figs. 6 and 11.

Fig. 6 illustrates the encryption algorithm. Input dafa
having 64 bits is divided fo the higher 32-bit data and the lower
32-bit data, and input to the fi:st eight encryption stages
including four calculation staggs'ﬁo and four calculation stages
61. Different functions are used in the four calculation stages
60 and 61.

At the first stage of the four calculation sfages 60,
function.ul is applied to the input higher 32-bit data and the
input lower 32-bit data. Next at the second stage, function n2
is applied to the outputs of the first stages. 1In this case, a
32-bit work key Kl is input to the second stage and the second-
stage calculation is performed with this work key Kil.

At the third stage, function =3 is applied to the outputs of
the second stage. Two 32-bit work keys K2 and K3 are input to
fhe third stage. The third-stage calculation is performed with
the work keys K2 and K3. Next at the fourth stage, function n4
is applied to the outputs of the third stage. A 32-bit work key
K4 is input to thé fourth stage and the fourth-stage calculation
is performed with the work key K4.

At the first stage of the next four calculation stages 61,



- 19 - [t is required that the decryptor 14 and the decryptor 25 use
the sane decryption algorithm and the decryptor 16 and the decryptor 26
use the sanme decryption algorithmin the scranbler 1 and the descranbler

2. "\When one decryptor serves as the decryptor 14 and the decryptor 16 in
the scranbler 1, the decryptor 25 and jhe decryptor 26 use the same
decryption algorithm In the scranbler 1, the decryption algorithm
used in the decryptor 14 can be equal to a decryption algorithmfor

decrypt i EanclteoAankLyps | epphilegdrtic hheusatdputs tdf thec icalicolat2on Bhages he
decryption algorithmis set as described above, the decryptor 21 and the
decr ypt 06025 Fhanysatt the ssgronte @bpge ofUngEERR %hhs pPPRdededer kR8l er 2.

'n the actens ef she HIFs? Gage | 8 32 Pon O HEYT 38 LendpRtare KBt
docrypt oreog e sabe Rn JRe A beoer ok b T R Rl I ®e o
a decrypmy warkdkeer KBed above and substantially sinplifies the
configuration of the descranbler 2, that is, the configuration of a
decrypti on nedyts the third stage, function n3 is applied to the outputs of

the second stage. Two 32-bit work keys K6 and K7 are input to

the third stage. The third-stage calculation is performed with

the work keys K6 and K7. Next at the foufth'stage, function n4

is applied to the outputs of the third stage. A 32-bit-wo£k key

K8 is input to the fourth stage and the fourth-stage calculation

is performed with the work key K8.

As described above, the 256-bit work key is divided into
eight 32-bit keys K1 to K8, and supplied to the calculation
stages. The 64-bit data including the encrypted higher 32-bit
data and'the encrypted lower 32-bit data is input to the next
eight encryption stages 62. In this eight encryption stages, the
same calculations as those performed in the above-described eight
encryption stages are performed and a 64-bit further-randomized
output dafa having the higher 32 bits and lower 32 bits is
obtained.

As shown in the figure, the operation in eight encryption
stages can be repeated the desired times,'not limited to twice.

The more times the operation is repeated, the further the output

data is randomized and the higher encryption strength the output



An éncryption algorithmused in an encryption nmethod of the pr esent

invention will be described below by referring to Fig. 2. In the
encryption algorithmof the present invention shown in Fig. 2, input data
is grouped to have 64 bits and output data Is al so grouped to have 64
bits. A 256-bit work key for - 28 - _ - 20 -
encryption is generated froma 256-bit systemkey and a 64-bit data key.
The nunber f .encryption stages is a positive integer. A 256-bit work

key Kwis 3 R et ed by executing a decryption algorithmwth the use of a

64-bit data kofadis AR cRSBelkbomdd SEBER slagd N3 PELAA Seggbled a

key schedul e processing per rned by a yptlon al gorit cuting

means E3. spéeif e asulistd toeilonk eyn Khich %u@hlaradtéﬁ £ EpEIaged @atal gorithm
executing neans E6_to encrypt an input 64-bit plain text. The decryption
aIgor|thnﬁEQEh%ﬁeQPﬁrFQQQ§GGBGryptaomﬁzﬁﬁﬂnwruhﬁ» anéctrangposdidiiont3ineeds to

chcrypt 1 oRPAFRGHIR MBRE R FRgeReses e oningeds < &0 B (e

Fig. 7 shows the decryption algorithm, in which the
calculations specified in the above-described encryption
algorithm are performed ip the reverse order from the output
side. 1In other words, at the first stage of the first four .
calculation stages 63 in an eight encryption stages, function n4
is applied with the use of the 32-bit work key K8 to a 64-bit
encrypted input data divided into higher 32-bit data and lower
32-bit déta. Next, at the second stage, function n3 is applied
to the output data of the first stage, with the use of the work
keys K7 and K6. Then, at fhe third stage, function nr2 is applied
to the output data of the second stage, with the use of the work
key K5. Function nl is applied to the output data of the third
stage in the fourth stage.

Such four calculations are performed in the same way with
the use of the work keys K4 to K1 in the next four calculation
stages 64.

The same operations are performed in eight encryption stages
65 which are cascade-connected to the above-described eight
encryption stages. The decrypted 64-bit output data having the
higher 32 bits and the lower 32 bits is obtained. The number of



E6 - The original plain text may be found by cal culating the

di stribution of frequencies characters or words appear in statistical
processing in advance and by conputing a matching condition of the
frequency distribution and that of character- string patterns in the

obt ai ned ci pher text encrypted as desggi bed above. Therefore, the CBC node
I's enployed, in which a cipher text is generated by cal cul ating | ogi cal
exclusive OR between a 64-bit encrypted block and a 64-bit plain text data
to be i kpuwesnthe. onmumnylm edght| goerYPirA @ tindesy 1seaRpeEted pis s
such a CBC-npde encryption algorithm In a ,systemin_which a data -
unit is GnginFﬂeﬁh? upRemh tiﬂﬁ@ntﬁﬁ-ﬁP?Eftﬁﬁ}iéiéﬁBFEtegrén Eﬁ?ypted as
one bl oc t hﬁMﬂ ch cannot be divided by the nunber of bits in
one bloc%néQQPEigﬁ 3196¥EE ) - 21 - s input, there
appears a frapbitanps dfta dEndulGtiohCperpofiiéd Ni a calculation stage

will be described below by referring to Fig. 8 with the
calculation stages 60 in the encryption algorithm being taken as
an example.

In the first calculation stage with functién nl, the
divided-to-32-bit, higher, input data is output as is without
calculation whereas the lower data is exclusive ORed with the
higher data for each bit and output as the lower data.

Next in the second calculation stage with function n2, the
work key Kl is added to the lower 32-bit data "x" with a modulo
of 2*2 to generate x + Kl1. The result x + K1, which is
representéd by "y" hereinafter, is cyclic left shifted by one bit
and y - 1 calculated with a modulo of 23 is added to the result
to get "z." "z" is cyclic left shifted by‘four bits and
exclusive ORed with "z" for each bit. The calculation result is
exclusive ORed with the higher 32-bit data and output as the
higher output data. The lower 32~bit data is output as is
without any calculation.

In the third calculation stagé with function n3, the work
key K2 is added to the higher 32-bit data "x" with a modulo of
2%%2 to generate x + K2. The result x + K2, whiéh is represented

by "y" hereinafter, is cyclic left shifted by two bits and v + 1



bi ts than one block. This fractional data is handled in the OFB node.

A fractional data, if any, is supplied to a decryption- algorithm
executing nmeans E7, and encrypted with the use of random nunbers generated
by using the 256-bit work key Kwin the OFB node. Wth this configuration,
when 64 bits are encrypted as one prgﬁ,_data having a | ess nunber of bits
than one block is encrypted and a cipher text is obtained. The CBC nobde
and OFB node are called encryption use nodes. - As descri bed above,

t he decr ypiliowlatkegowithna useihlio cfh@®? decagded oto aihgoresultexecgeét ng neans
'E3 which generates the work key Kwis the sanme as the decryption al gorithm
used in tHe" dé&’ypsi Gﬁch#ﬁohﬁﬁrﬁhé-ﬁ(’ééétpﬁge#ﬂ?%?iﬁ spdyerglusive, node

encryptlon ans. Che decr i on n1exe t|n Jreans actually does
t hese two ’otggréu XP{'! °3’t%ﬁ'8\/v§ 5%71 gurdtion of a scranbler 1
in which one q@ﬁcmekl R85 ak@O{é AR ¥oUh AGLTBRNS nidRRdct BE b@OLgper at i ons.
In Fig. 4, a decryptor %4 16) serves as the decryptors 14 and 16 shown
in Fig IgermsxhteXaOR K3. (151)e a@ésmas a WwOKEX- wihcls hissvwrepresenged by "b" In

Fig. 4, a 64-bit data key is witten in advance into a data-key register
17 and a De@einatterst dm REglicrledf shifsed pysone bit and -b is added to

the result with a modulo of 2% to get "c." "c" is cyclic left
shifted by 16 bits and exclusive ORed with the logical OR of "a"
and "x" for each bit. The calculation result is exclusive ORed
with the lower 32-bit data for each bit and output as the lower
32-bit data. The higher 32-bit data is output as is without any
calculation.

In the fourth calculation stage with function n4,.the work
key K4 is added to the lower 32-bit data "x" with a modulo of 232
to genefate X + K4. The result x + K4, which is represented by
"y"'hereinafter, is cyclic left shifted by two bits and y + 1
calculated with-a modulo of 23 is added to the result. The
calculation result is exclusive ORed with the higher 32-bit data
and output as the higher 32-bit data. The lower.32-bit data is
output as is without any calculation.

In the above dalculations, substitution, in which a
character is replaced with another one, is performed by adding
the work kéys Kl to K4 to the data, and transposition, in which
the order of characters is changed, is conducted by dyclic

shifting the data. A plain text is randomized and encrypted by



wi-tten into a systemkey register 18 prior to encryption processing. To
I ncrease cipher strength, the data key is updated

- 22 - every several seconds or every several tens of seconds. In
thi's condition, switching neans 42 and 43 are both swtched to termnals
"a." The 64-bit data key stored in the3ldata-key register 17 and the
256-bit systemkey stored in the systemkey register 18 are supplied to

56- . th . lied t
docrypt i BReCHFHR | SReR & abE R R, P Tl SRS s R 1D, 10

into a work- kRYae&py§tfdn %he substRER16RCaN® Krdifipdsl td0ACEAGELL thm
switching neans 41 and 44 are both switched to termnals "b." Bl ocked
64-bit | mewverdat 8oi shatnpoir dércdyptienl is(pérformell eamd thiey @x@dgddal t h
ci pher data delayed one block by a register 13. The calculation result is
i nput t o PlgdneiferFpisrobvatn@fencrypted by executing the
The above-described operation will be further described
below in detail by referring to Fig. 9 with function n2 being
taken as an example.
In Fig. 9, the input, lower 32-bit data "x" and the'32-bit
- work key K1 are added in a first 32-bit édder 80 and the addition
data "y" is output. The addition data "y" is cyclic left shifted
by one bit in a first cyclic left shifter 81 and is also added to
the output of the first cyclic-left shifter 81 in a second 32-bit
ad&er 82. In a third 32-bit adder 84, -1 is added to the
addition result to obtain the data "z." The data "z" is cyclic'
left shifted by four bits in a second cyclic left shifter 85 and
is also input to a logical exclusive OR circuit 86. The 6utput
data of the second cyclic left shifter 85, the data "z", and the
higher 32-bit data are input to the logical exclusive OR circuit
86 and are e#clusive ORed for each bit.
The.calculation result of the logical exclusive OR circuit
86 is input to the next stage as the higher 32-bit data. The
lower 32-bit data is input to the next stage as is without any
calculation.
Fig. 10 shows an algorithm of the key-schedule processing

for generating a 256-bit work key from a 64-bit data key and a



encryption algorithmw th the use of the work key read fromthe work-key
regi ster 19. The cipher text output fromthe encryptor 12 is a CBC node

ci pher text and output through the switching nmeans 44. \Wen initialization
is perfornmed at power on, the register 13 is set to an initial value.

When fractional data is input, the switghing neans 42 and 43 are both
swtched to termnals "c" and the switching neans 41 and 44 are both al so
switched to terminals "c." The encrypted data delayed by the register 13
i's input 2%-Ha ewsteptbeyid (16) through the switching means 42, and

PRI LI LR M TR TR Dtk e I KT
Fandom nUi% o R, SPSIBICTREHIER, Shegs: 69 ore ﬁdgnéﬁ%’?%@a&%ﬂ%
(15) thr opggp-ddeditid poBes8ERg Sa¥Ydorithh.excl usive ORed with the fractional
I nput data for encryption. The cipher text encrypted in this way in the
OFB node i s owrpwther words, at the first stage of the first four

calculation stages 66, function nd is applied to a 64-bit data

key divided into the higher 32 bits and lower 32 bits, with the

use of a 32-bit system key 34, Next, at the second stage,

function n3 is applied to the output data of the first stage,

with the use of system keys J3 and J2, and the higher 32-bit data

is output as a work key Ki. Then, at the third stage, function

n2 is applied to the output data of the second stage, with the

use of a system key Jl, and the lower 32-bit data is output as a

work key K2. Function nl is applied to the output data of the

third stage in the fourth stage, and the higher 32-bit data is

output as a work key K3.

At the first stage of the next four calculation stages 67,
function w4 is applied to the output data of the calculation
stages 66, with the use of a 32-bit system key J8, and the lower
32-bit data is output as a work_key K4. Next, at the second
stage, function n3 is applied to the output data of the first
stage, with the use of system kéyé J7 and J6, and the higher 32-
bit data is output as a work key K5. Then, at the third stage,
function n2 is applied to the output data of fhe second sfage,

with the use of a system key J5, and the lower 32-bit data is



t hrough the sw tchi ng neans 44. A decryption algorithmused in a
decryption nethod of the present invention will be described bel ow by
referring to Fig. 3. As shown in Fig. 3, a 256-bit work key Kwis
generated by executing a decryption algorithmwth the use of a 64-bit
data key Ks and a 256-bit system keyx 33 The work key is generated in the
key schedul e processi ng which uses the sane decryption algorithmas in the
encryption side. A decryption-algorithm executing nmeans D3 perforns the
decr ypt i OHtRIEORS t riorif dkeyy&ber aFuBCHPK eyl s@PPdiedplsPi e ouiput

decryptiqgn-al garjifh xecut i ng .,meaps tq decrypt _an inhpu CBC-.1mhde,
54-bi [ - bBERedE hf phafef dhedt” (RUERE, E5ih G PBR SPEohiety %
transposiyjitORaglds sUSSEhL!dP worlekeyi RF. i n the encryption al gorithm
executed in the encryption- al gorithm executing means E6 shown in Fig. 2
are performedinnthéefollewhig caliciation stage\ 68,plfancitdoh edcigpted in the

OFB node is supplied to a decryption-al gorithm executing nmeans D7 and
decr ypt eceppldedt fe thgseutput fatemnofuivber calapatiany shpaesi fd.t Réthothe key

e B Bl Sk RO Y R TBR el S el 28
output as a work key K8.

An encryptor executiqg the above-described encryption
algorithm executes repeatedly the basic part of the encryption
algorithm as shown in Fig; 6. When the four calculation stages
shown in Fig. 6 are regarded as an encryptor core, the encryption
algorithm for the encryptor can be'implemented by using the
encryptor core repeatedly as shown in Fig. 11A. Work keys Ksl to
Ks4 are input to the encryptor core first, and work keys KsS to'
Ks8 are supplied in the second time. |

An decryptor executing the above-described decryption
algorithm executes repeatedly the basic part of the decryption
algorithm as shpwn in Fig. 7. When the four calculation stages
shown in Fig. 7 are regarded as an decryptor core, the decryption
algorithm for the decryptor can be implemented by using fhe
decryptor core four times as shown in Fig. 11B. Work keyé Ks8 to
Kss are input to the décryptor core first, and work keys Ks4 to
Ksl are supplied in the secénd time.

By repeating the operation of the decryptor core two and

one-fourth times, the key-schedule processing algorithm shown in



- 24 - executing neans E7 shown in Fig. 2. As described above, the
decryption algorithmused in the decryption-algorithmexecuting means D3
which generates the work key Kwis the same as the decryption algorithm
used in the decryption-algorithm executing nmeans D7 serving as an OFB-node
encryption means, and it is alto the s&®&fe-as the decryption algorithmused
in the decryption al gorithm executi ng neans D6 which decrypts a cipher

t ti ri thm executi ng neans does these
Lhree ki B45°0KB, EaR bR FrdTaied 1ndtlEE AU, C SR em RePo ane put
descranb'i@fst%ah”o%hﬁ?kc’l?@ys dea;wmatcanka&eosfé m"ﬂﬂ%%ukwaaﬁeans does the

three kinds of operations. 1n Fig. 5 a decryptor 25, 26) serves as

the decryptons aésci}Sbedmbcﬁﬁe,sfmmenaergiod algjotit8mORs28xéddtedCt S as
two EX-ORs shown in Fig. In Fig. 5, a 64-bit data key is witten
i n advan@iyhwdth that anﬂmt@glq-‘tl@r: andatle deprotiions pdgonikey and witt en

In the key-schedule processing algorithm are executed just with the

decryptor core. Therefore, the hardware scale can be reduced.
It is highly advantageous especially in the descrambler.

When a descrambler tq which the present invention is applied
is used in a receiver in a broadcasting system, since the cost of
the receiver can be reduced, wide spread of the broadcasting
system, which requires each user to have the receiver including
the descrambler, is promoted.

In the above description, a 64-bit blocked plain text is
encrypted with the use o6f a 64-bit data key and 256-~bit syétem
keys to generate a 64-bit blocked cipher text, and a 64-bit
blocked cipher text is decrypted with the use of a 64-bit data
key and 256-bit system keYs to regenerate the original plain
text. The present invention is not limited to texts and keys
having these bits, and can be applied-to text and keys having any
number of bits.

Furthermore, the present invention is not limited to the

'eﬁcryption/decryption'metaod repeating transposition and
substitution as described above, and can be applied.to other
encryption/decryption methods.

The present invention can be applied to cable TV systens,



advance into a systemkey register 28. In this condition, swtching-
means 50 and 51 are both switched to termnals "a." The 64-bit data key
stored in the data-key register 27 and the 256-bit system key stored in
the systemkey register 28 are supplied to the decryptor 21 (25, 26). A
256-bit work key is generated by execuBbng the decryption algorithmin the
decryptor 21 (25, 26). The work key is witten into a work-key register

29. he work key s generated and . .stored.in {he r k- key

a5 . opbgilrhp odtmineih BT Rbae S e B ke SRR Poans
52 are algh1gwihgheet @sd£ 48 WYt inD sybBed Nee QhﬁpﬁﬁtaRﬁégbVSg,

64-Dbi t-bl ocked cipher data is input to the decryptor 21 (25, 26) through
t he sw t dvangferaiing Sthemnih cemmunii ed thyn ed®caltom iyt meandeofyptrepaid
algorithmin the decryptor 21 (25, 26) with the use of the work key read

from t he GR&IGE- REy telgpheres 2 there: systrPpiern kmcenfdigurgd: sushibeR 23

(24), an%rﬁ@(: luléselr\éew%egaw\;me tphaj&;' el:he fee can decrypt transferred

information.



recéi ved data del ayed one block by a register 22 and input to EX- OR 23
(24) through the switching nmeans 52. The cipher text encrypted in the OFB
node is decrypted to regenerate the original plain text. When
encrypted, fractional data is input, the switching neans 50 and 52 are
both switched to termnals "c." The recg¢ved data del ayed one bl ock by the
register 22 is input to the decryptor 21 (25, 26) through the sw tching
means 50, and _converted to random nunbers by executing the decryption

al gori t hn¥HAF t3° (HATYER It he work key which is supplied to the decryptor
21 (25, 26) fromthe work-key register 29. The random nunbers generated by
the decryptor 21 (25, 26) are input to EX-OR 23 (24) and excl usive ORed

with the encryp;ed“,Eﬁﬁﬁngaah,mégﬁgawﬁﬂugggin bnput through the swtching
means 52. The cipher text encrypted in the OFB node is decrypted to

regener at e t hea pdaatkr-keyxigeneration Astete for heflepdbimmg &iwork Giey ®BCrypt or
for executing the decryption algorithmserves as three decryptors in the
descr anbl executipg & decrypidepyploeritpaendus i npl enenting a

an encryption step for generating a cipher text by
encrypting a plain text according to the specified encryption
algorithm'with the use of the work key generated in said work-key

generation step.

2. A decryption method comprising:

a work-key generation step for generating the work key used
for encryption by executing a decryption algorithm; and

a decryption step'for'obtaining the original plain text by
decrypting.a cipher text according to said decryption algorithm
with the use of the work key generated in said work-key

generation step.

3. An encryption/decryption method comprising:

an encryptioh work-keylgeneratioh steb for geherating a work
'key by executing a decryption algorithm, the step being
implemented in the encryptién side;

an encryption step for generating a cipher text by
encrypting a plain text according to the specified encryption

algorithm with the use of the work key generated in said work-key

AU




- 26 - decryption nethod of the present invention, its configuration can
be substantially sinplified. Details of the encryption algorithm
executed by the encryptor and the decryption algorithm executed by the
decryptors w |l be described below by referring to Figs. 6 and 11.

Fig. 6 illustrates the encryption al gogpthm Input data having 64 bits is
divided to the higher 32-bit data and the lower 32-bit data, and input to
the first eight encryption stages including four calculation stages 60 and
four cal geherathoststes, Bk sbebf being fnplsnientedade tbedenarypeidmur

cal cul ation stages 60 and 61. At the first stage of the four
calculatﬁéﬁestages 60, function [err]l is applied to the input higher

Pancti on [ ory PoobPEvRb iR luda¥iley SR a b o (i lecd obHEFBEEARALADS,
case, a wigkPkbyakkakeyr KdndsSypgtion! b%oeﬁé&xﬁﬁ@%iﬁt agergpeibhe second-

st age calculatlon Is performed with this work key KI. At the third
st age, f wigordithingr thé stepppirgd implemented pin sthef dechvgpddoondideagand Two

32-bit work keys K2 and K3 are input to
a decryption step for obtaining said plain text by
decrypting said cipher text according to said decryption
algorithm with the use of the work key generated in said work-key
generation step, the step being implemented in the decryption

side.

4. An encryption apparatus comprising:
key schedule means for generating a work key by executing a
decryption algorithm with the use of key information; and
encryption means for génerating a cipher text by encrypting
a plain text according to the specified encryption algorithm with

the use of the work key generated by said key-schedule means.

5. A decryption apparatus comprising:
key schedule means for generating the work keéy used for
encryption by executing a2 decryption algorithm; and
decryption meaqs‘for obtaining the original blain text by
decrypting a cipher text according to said decryption algorithm

with the use of the work key generated by said key schedule
means.

—_—

| RO



the'third stage. The third-stage calculation is perforned with the work
keys K2 and K3. Next at the fourth stage, function [err]4 is applied to
the outputs of the third stage. A 32-bit work key K4 is input to the
fourth stage and the fourth-stage calculation is perforned with the work
key K4. At the first stage of rh88next four calcul ation stages 61,

- 27 - function [err]l is applied to the outputs of the calculation
stages 60. Then, at the second stage, function [err]2 is applied to the
outputs of the first stage. A 32-bit work key K5 is input to the second

stage and t hes seqadriragrical/astaypeion apparbeasedompiisindte work key K5.
At the third stage, function [err]3 is applied to the outputs of the
second st age. thewerg2ryptiionosideeprovBlah®wiXh are input to the third stage.

The third-stage calculation is perforned with _the mork'k%¥s K6 and_ K7.
Next at the fourt FREREEION KEFSFhedylq peans for generating a work key

by executing a decryption algorithm, and

encryption means for generating a cipher text by
encrypting a plain text according to the specified encryption
algorithm with the use of the work key generated by said
encryption key-schedule means; and

the decrypfion side provided with

decryption key-schedule means for generating the work
key used by said encryption means, by executing said decryption
algorithm, and |

decryption means for obtaining said plain text by
~decrypting said cipher text according to said decryption
algorithm with the use of the work key generated by said

A

decryption key-schedule means.



I s-applied to the outputs of the third stage. A 32-bit work key K8 is

I nput to the fourth stage and the fourth-stage calculation is perforned
with the work key K8. As described above, the 256-bit work key is .
divided into eight 32-bit keys K1 to K8, and supplied to the cal cul ation
stages. The 64-bit data including the encrypted higher 32-bit data and the
encrypted lower 32-bit data is input_tggthe next eight encryption stages
62. In this eight encryption stages, the sane calculations as those
perfornmed in the above-described eight encryption stages are performed and

a 64-bit furhgiesybPreRpHEERYPPEORUMESAOD ARD BECRFeTRIOBYOECRYPYTON and

| ower 32 bits I's obtal ned. a2y in the figure, the operation in
. eight encryption stages can be repeated the desired tines, not limted to
. twice. The nore tinmes the operation is repeated, the further t he out put

data is random zed and the higher encryption strength the out put

- 28 - ABSTRACT

In a scrambler used in the transmission side, a decryptor
for geherating a work key from a data key and system keys uses
the same decryption’algorithm as that used in a decryptor for
encryption in the OFB mode. Under this condition, in a
descrambler used in the receiving side, a decryptor for
generating a work key from a data key and system keys can use the
same decryption algorithm as that used in a decryptor for
encryption in the OFB mode. In addition, another decryptor can
use the same decryption algorithm. Therefore one decryptor can
serve as these three decryptors. The scale of the descrambler

configuration can be reduced.

Figure 1



data has. Each function perforned at each stage in cal cul ation stages
specifies substitution, in which a character is replaced with another one
according to a certain rule, and transposition, in which the order of
chdaracters is changed. Fig. 7 shows the decryption algorithm in

whi ch the calculations specified in the above-described encryption
algorithmare perforned in the reverse order fromthe output side. In

ot her words, at the first stage of the first four calculation stages 63 in
an eight encryption stages, functidn/Tkﬁr]‘4 is applied with the use of the
32-bit work key K8 to a 64-bit encrypted input data divided into higher
32-bit data and lower 32-bit data. Next, at the second stage, function
[err]3 is applied to the output data of the first stage, with the use of
the work keys K7 and K6. Then, at the third stage, function [err]2 is
applied to the output data of the sgeghd stage, with the use of the work
key K5. Function Jerr]1 igzgpplied taz he out put data of the third stage
in the fourth stigge. <E§ch f our | cR} ati ons are perfornmed in the sane
way with the qu of the @ keys ' in the next four calculation

stages 64. SlThe sane ) ei ght eq@ryption
st ages = e i e i -7 N
& 189 10 < | =
o o< e sy 2 [ 2
Y | o 1) 13%] o X
] @ 4 > e B
s =
w ooy~ = | |¥| 8] |g | 858
o =Y ) { 1
» | W Il } 2‘
| a Ja £ m
2 I [} N (' %?ﬁ %l
> L __ - ——"_ #}zr"“‘s}L"““J
u o o—
— w Y N
o L ©
. Qi [z - Z M
O 19" __aS >~ .
— A
14 =< W =
L 8 5 EsEE]
z _oF N U,.-SA__.__'-._;. =
£ T e B
= N x X 1
= |- T ]y |l g 9 Im)- o -t-gm
[ o |2 l - l gul = 14
Z 'w oS Y ¥l a
< gy o — 1 > -{5 l >
Egg & | [g]n P |8 Le
' s T & | o | &k
w
o -1 w } Ql
s 1 e
&l " ¥ =
x> (
3Y=
Z (@g SY £
o LQE O_J
8 ————————————————— —




65 whi ch are cascade-connected to the above-described eight encryption
stages. The decrypted 64-bit output data Having the higher 32 bits and the
| omwer 32 bits is obtained. The nunber of

- 29 - times the operation in eight encryption stages is repeated is set
equal to the nunber of tines the operation is repeated in the encryption
al gorithm Details of a calculation perfornmed in a cal cul ati on stage
wi |l be described below by referring to Fig. 8 with the calculation stages
60 in the encryption al gorithm bei ng@ £an as an exanpl e. In the
first calculation stage with function [err]1, the divided-to-32-bit,

hi gher, input data is output as is without calculation whereas the |ower
data is exclusive ORed with the higher data for each bit and output as the

| ower dat a. Next in the second cal cul ation stage with function
[err]2, the
g
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work key K1 is added to the lower 32-bit data "x" with a nmodulo of 232 to
generate x + KL. The result x + K1, which is represented by "y"
hereinafter, is cyclic left shifted by one bit and y - 1 calculated with a
nmodul o of 232 is added to the result to get "z." "z" is cyclic left
shifted by four bits and exclusive ORed with "z" for each bit. The
calculation result is exclusive ORed with the higher 32-bit data and
output as the higher output data. The |lower 32-bit data is output as is
wi t hout any cal cul ati on. In 8w€ IBhird calculation stage with
function [err]3, the work key K2 is added to the higher 32-bit data "x"
with a nodul o of 2[err] to generate x + K2. The result x + K2, which is
represent ed by "y" hereinafter, is cyclic left shifted by two bits and y

+ 1 - 30 - calculated with a
nmodul o of 2[err] is added to the result to get "z." "z" is cyclic left

shifted by eight bits and exclusive ORed wth "z" f§? each bit to obtain
the result "a." l
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The work key K3 is added to "a" with a nodulo of 232 to generate a + K3.
The result a + K3, which is represented by "b" hereinafter, is cyclic |eft
shifted by one bit and -b is added to the result with a nodulo of 232 to
get "c." "c" is cyclic left shifted by 16 bits and exclusive ORed with the
| ogical OR of "a" and "x" for each bit. The calculation result is
exclusive ORed wth the ower 32-bit data for each bit and output as the

| ower 32-bit data. The higher 32-bit data is output as is w thout any

cal cul ati on. In the fourth calguf 8§ion stage with function [err]4,
the work key K4 is added to the lower 32-bit data "x" with a nodul o of
2[err] to generate x + K4. The result x + K4, which is represented by "y"
hereinafter, is cyclic left shifted by two bits and y + 1 <calculated with
a nodul o of 232 is added to the result. The calculation result is
exclusive ORed with thé higher 32-bit data and tput as the higher 32-bit
data. The lower 32-bit data is output as is wthput any cal cul ation.

In the above cal cul ati ons, substitution, in whicl®a character is replaced
wi th another one, is perfornmed by adding the wotk keys KL to K4 to the

data, and transposition, in which the order of éﬁﬁwacters i s changed, is
conducted by cyclic ' 5
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shifting the data. A plain text is random zed and encrypted by

- 31 - executing such a substitution and transposition algorithm

In decryption, the substitution and transposition algorithm reverse to
that for encryption is perfornmed and the original plain text is obtained.
The above-descri bed operation will be further described belowin detail by
referring to Fig. 9 with function [err]2 being taken as an exanple.

In Fig. 9, the input, lower 32-bit data "x" and the 32-bit work key Kl are
added in a first 32-bit adder 80 an§ £N& addition data "y" is output. The
addition data "y" is cyclic left shifted by one bit in a first cyclic left
shifter 81 and is also added to the output of the first cyclic |eft
shifter 81 in a second 32-bit adder 82. In a third 32-bit adder 84, -1 is
added to the addition result to obtain theﬁgata "z." The data "z" is
cyclic left shifted by four bits in a seco cyclic left shifter 85 and
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is also input to a logical exclusive ORcircuit 86. The output data of the
second cyclic left shifter 85, the data "z", and the higher 32-bit data
are input to the logical exclusive ORcircuit 86 and are exclusive ORed
for each bit. The cal culation result of the |ogical exclusive OR
circuit 86 is input to the next stage as the higher 32-bit data. The

| ower 32-bit data is input to the next stage as is w thout any

cal cul ati on. Fig. 10 shows-an al gorithm of the key-schedul e

processi ng for generating a 256-bi6 MfFk key froma 64-bit data key and a
- 32 - 256-bit system key. As shown in Fig. 10, two sets of four

cal cul ation stages 66 and 67, and one cal cul ati on stage 68 are
cascade-connected in the key-schedyle_progessing algorithm I n ot her
words, at the first stage of the fi (éznég cal cul ation stages 66,
function [err]4 is applied to a 64-bit data
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key~divided into the higher 32 bits and lower 32 bits, wth the use of a
32-bit system key J4. Next, at the second stage, function [err]3 is
-applied to the output data of the first stage, wth the use of system keys
J3 and J2, and the higher 32-bit data is output as a work key Ki. Then, at
the third stage, function J[err]2 is applied to the output data of the
second stage, with the use of a systemkey J1, and the | ower 32-bit data
is output as a work key K2. Function [err]1l is applied to the output data
of the third stage in the fourth sgadges and the higher 32-bit data is

out put as a work key K3. At the first stage of the next four

cal cul ation stages 67, function [err]4 is applied to the output data of
the calculation stages 66, with t e a 32-bit system key J8, and the
lower 32-bit data is output as a Egléfke K4. Next, at the second stage, -
function [err]3 is applied to the output dat a of the first stage, with the
use of system keys J7 and J6, ﬁbls out put as a
wor k key K5. Then, at the th| ngﬁ PEEﬁFﬁ%ﬂ} applied to the
out put data of the second stage mnth e use a systentkey J5, and the
| ower 32-bit data is
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- 33 - output as a work key K6. Function [err]1 is applied to the output
data of the third stage in the fourth stage, and the higher 32- bit data
is output as a work key K7. In the foll ow ng cal cul ati on stage 68,
function [err]4 is applied to the output data of the cal cul ati on stages
67, with the use of a 32-bit systemkey J4, and the |lower 32-bit data is
out put as a work key K8. An encryptor executing the above-descri bed
encryption algorithmexecutes repeatedly the basic part of the encryption
al gorithmas shown in Fig. 6. Wen 8h€ 15our cal cul ati on stages shown in
Fig. 6 are regarded- as an encryptor core, the encryption algorithmfor the
encryptor can be inplenented by usin h epcryptor core repeatedly as
shown in Fig. 11A Wrk keys Ksl to Fki4ﬁiie£fnput to the encryptor core
first, and work keys Ks5 to Ks8 are supplied in the second tine. An -
decryptor executing the abo®® BEE®ribed decryption 3&BESi t hm execut es
repeatedly the basic part of tge decryption algorithmas shown in Fig. 7.

When the four calculation s rded as an
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al gorithmfor the decryptor can be inplenmented by using the decryptor core
fow times as shown in Fig. 11B. Wirk keys Ks8 to Ksb5 are input to the
decryptor core first, and work keys Ks4 to Ksl are supplied in the second
time. By repeating the operation of the decryptor core two and
one-fourth tines, the key-schedul e processing al gorithm shown in

- 34 - Fig. 10 can be inplenented. In this case, system keys are input

i nstead of work keys, and data keys are al so supplied. As descri bed
above, the encryption algorithmis @x€dsted only with the encryptor core,
and the decryption algorithmand the key-schedul e processing algorithmare
executed just with the decryptor core. Therefore, the hardware scale can
be reduced. It is highly advantageous especially in the descranbler.

Wien a descranbler to which the preepﬂksinxgntiOn is applied is used in a
receiver in a broadcasting system Bi . cost of the receiver can be
reduced, w de spread of the broadcasting
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system which requires each user to have the receiver including the
descranbl er, is pronoted. In the above description, a 64-bit bl ocked
plain text is encrypted with the use of a 64-bit data key and 256-bit
system Kkeys to generate a 64-bit bl ocked cipher text, and a 64-bit

bl ocked ci pher text is decrypted with the use of a 64-bit data key and
256- bi t system keys to regenerate the original plain text. The present
invention is not linmted to texts and keys having these bits, and can be
applied to text and keys having any 10wfil8r of bits. Furthernnre, t he
present invention is not limted to the encryption/decryption nethod
repeating transposition and substitution as described above, and can be
applied to other encryption/decryption nethods. The present

i nvention can be applied to cable TVFS!SB nlg)
- 35 - satellite comuni cation syste ot her network systens. By
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allowi ng the user to obtain system keys and data keys by transferring them
i n comruni cati on data or by means of prepaid cards or telephones, these
systens can be configured such that only users who have paid the fee can
decrypt transferred information. -

36 - WHAT IS CLAIMED | S: 1. An encryption met hod conpri si ng:
a work-key generation step for generating a work key by executing a
decryption -al gorithm and an encryption step for generating a cipher

text by encrypting a plain text acddrdildg to the specified encryption
algorithmw th the use of the work key generated in said work-key

generati on step. 2. A decryption nethod conpri sing:
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a wor k-key generation step for generating the work key used for encryption
by executing a decryption algorithm and a decryption step for
obtaining the original plain text by decrypting a cipher text according to
sai d decryption algorithm with the use of the work key generated in said
wor k- key generation step. 3. An encryption/decryption nethod
conpri si ng: an encryption work-key generation step for generating a
work key by executing a decryption algorithm the step being inplenented
in the encryption side; an endypti®n step for generating a cipher
text by encrypting a plain text according to the specified encryption
algorithmw th the use of the work key generated in said work-key

- 37 - generation step, the step being inplenented in the encryption
si de; _ . '
=
]
O~
1
3
>-
(1
w |2
al |w I
S
Uiq (T
- | -
Sa S |& o< ~
= £ e
z@ & t o @
O T
3:% 4 o I«
[ s = o o
N 'S O~
. m ; (& ]
O { x
— (&
L ~ N
_— m LY
> ol |&
(7]
¥El ¢ | F ¥§
< | & Zo
l&-ﬁ' O %m
bt o E
|
-
= P
\u*_”:
Xm
ok
o
7




a decryption work-key generation step for generating the work key used for
enctyption by executing said decryption algorithm the step being

i npl enented in the decryption side; and a decryption step for
obtaining said plain text by decrypting said cipher text according to said
decryption algorithmwth the use of the work key generated in said
wor k- key generation step, the step being inplenented in the decryption

si de. 4. An encryption apparatus conpri sing: key schedul e
means for generating a work key by BXxe€dfing a decryption algorithmwth
the use of key information; and encryption neans for generating a

ci pher text by encrypting a plain text according to the specified
encryption algorithmwith the use of the work key generated by said

key- schedul e neans. 5. A decryption apparatus conprising: :
key schedul e neans for generating the work key use& for encryption by
executing a decryption algorithm and decryM i on nmeans for obtaining
the original plain text by decrypting a cipher tdxt according to said
decryption al gorithm o '
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wi th the use of the work key generated by said key schedul e means.

- 88 - 6. An encryption/decryption apparatus conpri sing: t he
enCryption side provided with encryption key-schedul e nmeans for
gefierating a work key by executing a decryption algorithm and
encryption nmeans for generating a cipher text by encrypting a plain text
according to the specified encryption algorithmw th the use of the work
key generated by said encryption key-schedul e neans; and t he
decryption side provided wth 14 / 15decrypti on key-schedul e means for
generating the work Kkey used by said encryption neans, by executing said

decryption algorithm and degr | on neans for obtaining said
plain text by . FlG.(iZFA
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