1 METHOD AND SYSTEM FOR EMBEDDING COVERT DATA IN TEXT DOCUMENT USING
CHARACTER ROTATION FIELD OF THE INVENTION This invention generally relates to a method
and systemWdD 20piediag data covertly in a text document using characte PRG0N .
BACKGROUND Digital watermarking is a well researched area in the signal processing community.
Many techniques been devised to hide information covertly in text and image documents. Hiding data
is commonly termed "steganography" in the cryptography community. Steganography for text and
image documents differs greatly since modifying pixels in an image has much less visual effect than
modifying pixels in text. Therefore, existing stegar?ography techniques for image documents are not

directly appligdad AKNSISYSTEN R IREMBRBBING CSERT Y APAN FNar B&RlMRNAments include
dot encoding, space modulation (line_shift caoding, word shift coding), luminance modulation, halftone
HARRRIER R

guantization, component manipula SHONohventional methods each have their
own advantages and disadvantages. For example, dot encoding has high data hiding capacity but is
typically vUspel #PE @HPE INVE NI RCanning of the text document because noise is introduced and
interferes with decoding the dots. On the other hand, syntactic methods are resilient to printing and
scanning but have low data capacity and are not self-verifiable.

This invention generally relates to a method and system for embedding data covertly in a

text document using character rotation encoding.
BACKGROUND

Digital watermarking is a well researched area in the signal processing community.
Many techniques been devised to hide information covertly in text and image
documents. Hiding data is commonly termed “steganography” in the cryptography
community. Steganography for text and image documents differs greatly since
modifying pixels in an image has much less visual effect than modifying pixels in text.
Therefore, existing steganography techniques for image documents are not directly
applicable to text documents.

Conventional methods for data hiding in text documents include dot encoding, space
modulation (line shift coding, word shift coding), luminance modulation, halftone
quantization, component manipulations and syntactic methods.

Conventional methods each have their own advantages and disadvantages. For
example, dot encoding has high data hiding capacity but is typically vulnerable to
printing and scanning of the text document because noise is introduced and interferes
with decoding the dots. On the other hand, syntactic methods are resilient to printing
and scanning but have low data capacity and are not self-verifiable.

There is an increasing need to prevent unauthorized disclosure of important information
in text documents, especially in this knowledge-based era. There is also a need to
discourage improper information disclosure by putting a track and trace mechanism in a
printed text document. In case of information leakage, the source of leakage (person

who printed the document) can be identified. There is also a need for data hiding with



There is an increasing need to prevent unauthorized disclosure of important information in text
documents, especially in this knowledge-based era. There is also a need to discourage improper
information BiOcle8UIESRI2 putting a track and trace mechanism in a printed RETHEGCANGA0M case of
information leakage, the source of leakage (person who printed the document) can be identified. There
is also a need for data hiding with 2 high capacity that is resilient to printing and scanning,
accommodates a wide range of text documents with little or no restrictions, and is self-verifiable.
SUMMARY An aspect of the invention is a method for embedding covert data in a text document, the
method comprising providing the document with a%character that occurs in first and second

occunencergRelasiing s IS GRGHIEBRRAL TR ARG A5aRIRIRNCS GhIagiLapd the second

occurrence of the character as a rotatable character, altering a rotational orientation of the rotatable
character téeﬁ?saﬂff@%ﬂm@ﬁ'%ﬂépé?d@tmﬁrﬁ'@%@té?ﬁﬂ’ﬁ@%?ation with respect to the reference
character, wherein the rotation represents the embedded covert data, and formatting the document to
produce a ggmgiigeydocument based on the altered character. In embodiments of the method, the
method may further comprise providing the document with multiple characters that include the
character, analyzing a frequency of the multiple characters, and selecting the character from the
multiple charaa$pestinfribepovesditn iba clednadter embieddin rosrfdxadnd yext Hoeumattippbecharacters.

The methog BTt HEROREIR AR e A QHHICRLR kAiBe sa3taRLe R fhat include first

and second characters, analyzing a frequency of the multiple characters, selecting the first and second

characters JRFANHERHIRRMES KERAIRILNG fest 96rirense Rt MR ChA@Letaha IR s occurring most
frequently ichtirecteutip ¢hehsacmid xtorprockiottise theiadtehas actettabledt iaraeterhaiteting selected

characters @i i MIRCGUHE RAGBIEnarieiad SRRk Sh B aF(ReIaaEPiRIrAce character and

a second occurrence of the selected character as a selected rotatable character, altering a rotational

orientation BEARCLBIBRILS AN IR 1GTRRsLIR NG IHIStRNCE Shemsian MRRSRANEHRIHAB with the rotation
with respecetwesantsdhertacbeeided corerhdata: t@rd fompetiing iserdoatiorentiorpesiutethe embedded covert

data, and fesmatinpdhgfertniesl thiradierd faumaited document based on the selected altered
character. The method may further comprise providing the document with a third occurrence of the

character, selecting the second and third occurrences of the character as rotatable characters, altering
a rotationallwaeediments tfdche taetind, tharaetizrd map fodberccalteriss phavidingthevith the rotation with

respect to &tRIERERRR FRISIE ISR aratRpE et IRIRIIR LHaPAERR MAdNSing a frequency of

the multiple characters, and selecting the character from the multiple characters in
response to the character occurring most frequently in the multiple characters. The
method may further comprise providing the document with multiple characters that
include first and second characters, analyzing a frequency of the multiple characters,
selecting the first and second characters from the multiple characters in response to the
first and second characters occurring most frequently in the multiple characters to
produce selected characters; and for each of the selected characters, selecting a first
occurrence of the selected character as a selected reference character and a second
occurrence of the selected character as a selected rotatable character, altering a
rotational orientation of the selected rotatable character to_produce a selected altered
character with the rotation with respect to the selected reference character, wherein the
rotation represents the embedded covert data, and formatting the document to produce
a formatted document based on the selected altered character. The method may further
comprise providing the document with a third occurrence of the character, selecting the
second and third occurrences of the character as rotatable characters, altering a
rotational orientation of the rotatable characters to produce altered characters with the

rotation with respect to the reference characters, wherein the rotation represents the



embedded covert data, and formatting the document to produce a formatted document based on the
altered characters. The method may further comprise providing the document with additional
occurrenced\ gqeodnaratter, wherein the second and additional occurrencB€ BRI Ao r
constitute all remaining occurrences of the character in the document beyond the first occurrence of
the character, selecting the remaining occurrences of the character as rotatable characters, altering a
rotational orientation of the rotatable characters to produce altered characters with the rotation with
respect to the reference characters, wherein the rotation represents the embedded covert data, and
formatting the document to produce a formatted ddcument based on the altered characters. The

reference COARGIRIAINAFAUCHRY FIARHY tAA6BGMIBHNE HRIANG § i%%ﬁ%t% AR line. The

reference character and the altered character may be formed along a curved horizontal line. The

method malPRA%ASY BE Afsied RS s msiiad av itherramhese BIaYdirgiBR dded covert data
based on thiealtezetwithaadditenal becamiredd @fl the\vheirdetta, whyréie theisecamdrard The character may

be selected bR EAMbARIIRELAIARPEISHIDSR RHbRhg LG FeRglshalpnanet, wherein he

predetermined subset includes most frequently used characters in the English alphabet and excludes
least frequéERAPEEE I dha Aocturent Rt IR Arsh sRcERNe? AitesshrtReissrsalatifgitied subset includes
characters ramdinoly aiairences isfithé\cbimtatén ble ratathblecthd et raitdeng enrothiidnabtation is visually
undetectablgAlatirseind RAREBRELALRIOER S5 BRELEE LI SRREIER MR ERlaH pias relatively

low visibility and excludes characters in which rotation has relatively high visibility, or wherein the

predetermifSPEHB G FEIBEECT AR RAiers R iIB fhr rptatian ISRRSS NS ARper e fline and excludes
characters toat¢india) @rad felatatbhg lthegdboument & preduthe fveskateddovachentisetethay include 'a’ and
© and exclydesdrthanaoldre PHRSRIRIRIGE LRS! BHY HRER A ofar ARy cOCtermined

subset may mclude a, ¢, e and 's' and excludes t, i, '0' and predetermined subset may consist

of &, 'c', "o YMPLAYIGA SRR rirentat ingy EH%(&&@%V’%B?@@H@%&H@TE%H or a binary
sequence Theradieatioay renfpveed abthwise ufied fetkmtahiag. bEheguetterdoionkiurderThe rotation may
be prowde%t:tP%@'&%ﬁ%@.ﬁ&ﬁt@%%m@m&ttétra»@armaé%é&d%&m@n%@ags%@ rotation is

omitted if the %ter d character represents a second blnary value of the single bit. The rotation may be
%%I’ Chareat, Bgﬁgggfﬁg 24irey BThAAAMAYPS PSR GRS, TR the rotation is 4

clockwise iPth€'&
counter-clochavasteifriay béteptettaddrantéhe Emglisbralphabetomnal fradetgrrined siilibet ofithée bit. The

r(l)ttatlodn rﬁaﬁrﬁ?sa gﬁ%ﬁ@b??g\fﬁ&%lrpfh@ B?e%&?ﬁﬁﬁ% éﬂb@@tqlfemggﬂ%}% {FQ&J@I@ %@%@ Cg?fraCter and the
altered character in the for men visua arent to a user and a difference in
rotation betvs St §,ﬂ* ih%\ éé’e énﬁélﬁ% E@%Xﬁ‘f‘@@@%@%‘é‘?ﬂ@ﬁﬁﬁéﬂgﬁ hidden from
the user. Irﬁﬁ@lﬂt)%lﬂh?@ﬁt muMommmmmn@numetmmmMmm whithhe altered

character w&aasw@lmmm&ea@m eSS ERRAARAEHWARR FoRERAYIMSHAIRNd the formatted
document is %see IIyV|s Ilé/ {dent he use %ﬁ Sﬁ? ct of the |nYFentJongHI$%i em for
or wherein reg r?t ine s? 2t racé g d a

embedding cover‘fa 3 T Xt HOEM e sy /7 that
receives thbBagdelativeit i visikiliniardeaxaidescehamntersdn mew@nmmm@nm higherein the

device incllﬁtﬁﬁt@mm&m&ﬁ@%memﬁmmﬁQ%Mwmemﬁ%% predetermined

rotation, an%'g f\ale? ces or. seleﬂsnthe excu urr?grac% n ﬁtera ﬁéirence character and
the second occurr% 8 o?tﬁ arac er asaro ata ade ' ClI' & TS % rientation of the

rotatable ch@f&@@?'tb‘proﬁlﬁ:@%ﬁ&t@ﬂééd:ﬂdﬁ@twlmm r@taﬂ@rﬂvﬁﬂd rxchydests and reference

character, acndfaéraaéaétaardmm&e&t%amduaeeaéormaémei%cumeﬁrbeaeﬁmﬁbﬁt%asfed

character, thereb beddln the embe overt data in the q%[cume ased,on the altered
character. Imé,mrb hts t ""aocumecrctlI gsgr%su ’p|e charr'éc ers ThREHE mc‘lﬂaﬂ'ert%e cL:haracter and the

processor Mﬁ’@‘s"ﬁ ﬂfeauéhc9 énthe' mihgpretation atteesligrrt sbrrasteraahgriesentsdin the multiple
characters ShgSHiRBFE bihiig sdtpeHee! mﬁswam@mﬁét B@qmm}w e rordtisdensdiapacters. The

document ma%h ve pe muI Ie S ?.I’aC'[eI’S mclude f| SECQC cha acters, an the processor
? er-Cloci rov P { arac erd'e reésen
analyzes a frequency of the mu t|p & Charadiers: & first &nd 'secon Sracters from the

multiple chﬁf@!&WrY?b@ﬁér&s‘éﬁ@QMtﬁﬁﬂmfgﬁbﬁmﬂmg@@éﬁawﬂt@mégﬁrequentIy in the
multiple ch%p@@éﬁt&@@%ﬁ@%ﬁl@%deﬁbﬁm&ﬁ@ew fme&atamt My Beleraavidaarasders, selects a
first occurrepce % Hl\? Sgl 'epeterd ch [ac rst s a sel cte refe ?t ch%r cter.and a second occurrence
of the selec?ec( tharadier as A salactad Totatab e narac e?'nglfaers 6t ﬁ%ﬁ Ohehitation of the
selected rotatable character to produce a selected altered character with the rotation with respect to
the selected reference character, wherein the rotation



5 represents the embedded covert data, and formats the document to produce a formatted document
based on the selected altered character. The document may have a third occurrence of the character,
and the prod¥Q39p%E16232 the second and third occurrences of the charactd{EYetaa80WMaracters,
alters a rotational orientation of the rotatable characters to produce altered characters with the rotation
with respect to the reference characters, wherein the rotation represents the embedded covert data,
and formats the document to produce a formatted document based on the altered characters. The
document may have additional occurrences of the character, the second and additional occurrences of
the character constitute all remaining occurrences?of the character in the document beyond the first

occurrence g g CRRKIRLEir Aol O SR PSSR GBI B G ATTETS Bt character as

rotatable characters, alters a rotational orientation of the rotatable characters to produce altered
characters QithTIe PREAR MV e 4 A2 RPIRRS OFFdA 8RS R ters, wherein the rotation represents
the embedded covert data, and formats the document to produce a formatted document based on the

altered chapagiess, i AMNPUHE SRS A8 ERIFIERF S AR HESIRRaNEh S ALSHArlARES are formed

along a straight horizontal line. The reference character and the altered character may be formed

along a curdRPMEALBIREPRvisupieaDparer; 10 a1 ferARY aslifsrrace instatirntBeineradifce that decodes
the formattezfaiencevbatdcterandiib altmridaddenttenices sattidipsatialy hidbedtéoaal tbharacter. The

embedded goyerdRIABAMBR AHPH18ME ] BLIARSHATaIR Selpgsdromytfie English

alphabet, or a predetermined subset of the English alphabet, and the subset may include the most

frequently l?g&ffgﬁg?éﬂ?éer%qwM%’@Hg?%‘l’?'ﬁ%‘&k?e?%ﬁﬂ@'&@ldlﬁ&%‘?‘f%ﬁﬁ’éﬂiﬁ/%@ﬂ‘%racters in
the EnglishaalpitedetmBtiedxieciatenhis esssotisbt visagliynblddendbdinaatses in which rotation is visually
detectable and excludes characters in which rotation is visually undetectable, or the predetermined
subset may. include characters in which rotation has relatively low visibility and excludes characters in

which rotatffh3REFILIRABIPV ARV ISR SYStes irkeprRerding. fovsit datain #isx fastmentnticters which
exclude a reyatereigongsing i datm Bfinedingiexickithes recaizs éhe doatimeitidithearchatiaetsr long

horizontal liRg: JdeGrRiRdRiEsMINRdoHRRRLMMERC G MRS cRMERELIRRemapdng - The

predetermined subset may include a, c, e and 's', and excludes'o’ and 'V. The rotation of the altered

character AAIEpREINGMGY Biess AhaiAaryasthanda PajstespRedicoatio addfkwise, or
counter-clopioséssomsaieatsdtio finst@pduerence pfdbie ichasastarrasiactederarics chprasteresditfiest binary value

of a single bl s RUBI 135 AUBHSHE DRI, RIS UBRLAGCON Dinary value of
the single bit, . rotation may pe clockwise if the altered character represents a first binary value of a
Single bit. HEHRBADR 1 RATIR SRIPHEL IR HIHE APLe T APARE T N A (888 c0ng binary
value of thavihhtgiepeiit thiertateriencechaiastertandfomptsdbe dosumepide gredecdad example. In an
embodimergnittéaiaseier itk 8h MR A eHaR GBAReIBbY LIS IRRPHE G iBcydaant are visually
apparent to a usey. ??an% ?hgl erence.in ro?ggnh%%tl\{vgg(?c%er areéerence character and the altered
character i$258eh |aII'y wsuacﬂfy PR SATRS A GLereY PIREAS S ument and the formatted document the
reference character and the altered character may be visually apparent to a user and a difference

between thg, dapoaidng) thiheoimtadsdacispe chisResMHA inofifdéaihs bitesido dhe user.

the processor analyzes a frequency of the multiple characters, and selects the character

from the multiple characters in response to the character occurring most frequently in the
multiple characters. The document may have the multiple characters include first and
second characters, and the processor analyzes a frequency of the multiple characters,
selects the first and second characters from the multiple characters in response to the
first and second characters occurring most frequently in the multiple characters to
produce selected characters; and for each of the selected characters, selects a first
occurrence of the selected character as a selected reference character and a second
occurrence of the selected character as a selected rotatable character, alters a rotational
orientation of the selected rotatable character to produce a selected altered character
with the rotation with respect to the selected reference character, wherein the rotation



An aspect of the invention is a computer program product comprising a computer readable medium
having computer program code means which, when loaded on a computer, makes the computer
perform a n¥Maetaretibedding covert data in a text document, the methoRICABS63AEING0POViIding the
document with a character that occurs in first and second occurrences, selecting the first occurrence of
the character as a reference character and the second occurrence of the character as a rotatable
character, altering a rotational orientation of the rotatable character to produce an altered character
with a predetermined rotation with respect to the reference character, wherein the rotation represents
the embedded covert data, and formatting the doc®iment to produce a formatted document based on

the altered (LREHR! 1y LAMGED' A INUERIGR R AEATIAL SCSAGANE AN ARG Prodram

recorded which, when loaded on a computer, makes the computer perform a met embedding

covert datadPCHTeRt BaRasthanrha se'aetar slecehirEast hrobRifas metseaxhave Rith character that

occurs in firstcamdreecibecciaractac endibeptorg st %mmmﬂoadﬁﬁhmtrbmm@ema refgrence
character agdiberecaar AGUMIANE AL ERRAS AtAJIAARIRABAGHR rdligiing a rotational

orientation of the rotatable character to produce an altered character with a predetermined rotation

with respectBrasiaR PrErdvre alissed GRaraginet ufithne rotalicmwith resesntirbesieiBEMIEd covert data,
and formatithgréctecoahereint the potatiorerepfoserdsttd dmbeduzot daveeadiat, tanddtlianats tharacter. BRIEF

DESCRIPTYON, A T RAY I SSRGS SLIGh pygafio Mgy be fully and

more clearl& understood by way of non-limitative examples, the following description is taken in

conjunction Ry IRy AP BRL A RERe SR RE M RIchIEEiRtnthe AerRRd Aedrdsionsl similar or
correspondacguetemees tf thegibaractadcpostibite allinehiainingadrchiEndeslobthe ehaystemintteccordance

with an emBeaijmgﬁ'lt@y%_ﬁ%%&éﬁ@n&%ﬁ@cﬂé@&eﬁhﬁf& Alproetiand- Qbplate filing in a text

document and data extracting from the text document that includes encoding and decoding the data in
accordancdSmaining gmﬂganﬁ%sh?fo%ghmggﬁﬁ gﬁ.rotatable characters, alters a rotational

orientation of the rotatable characters to produce altered characters with the rotation with
respect to the reference characters, wherein the rotation represents the embedded
covert data, and formats the document to produce a formatted document based on the
aI"(ered characters.

In embodiments, the reference character and the altered character are formed along a
straight horizontal line. The reference character and the altered character may be
formed along a curved horizontal line. The system may further comprise a data
decoding device that decodes the formatted document to reveal the embedded covert
data based on the altered character. The embedded covert data may be a user name.
The character may be selected from the English alphabet, or a predetermined subset of
the English alphabet, and the subset may include the most frequently used characters in
the English alphabet and excludes least frequently used characters in the English
alphabet. The predetermined subset may include characters in which rotation is visually
detectable and excludes characters in which rotation is visually undetectable, or the
predetermined subset may include characters in which rotation has relatively low
visibility and excludes characters in which rotation has relatively high visibility, or the
predetermined subset may include characters which exclude a relatively long horizontal
line and excludes characters that include a relatively long horizontal line. The
predetermined subset may include ‘a’ and ‘e’, and excludes ‘f and ‘0’. The
predetermined subset may include ‘a’, ‘c’, ‘e’ and ‘s’, and excludes ‘r, ‘', ‘0’ and ‘t. The

rotation of the altered character may represent a single bit or a binary sequence. The



FIG. 3 shows the rotational effect on characters "a", "c", "e" and "s" in accordance with an embodiment
of the invention; FIG. 4 shows the rotational effect on characters in a word in accordance with an
embodimenW§ 2689ihv@ntion; FIG. 5 shows a graph of frequency of charactB€I (€840 MBHYNsh text;
FIG. 6 shows an extracted sequence of characters from a text document in accordance with an
embodiment of the invention; FIG. 7 shows mapping data into an extracted sequence of characters
from a text document in accordance with an embodiment of the invention; 8 FIG. 9 shows a
comparison table of conventional data hiding technlques in a text document with an embodiment of the
invention. DETAILED DESCRIPTION

rotation may be clockwise, or counter-clockwise. The rotation may be provided if the
altered character represents a first binary value of a single bit, and the rotation is omitted
if the altered character represents a second binary value of the single bit. The rotation
may be clockwise if the altered character represents a first binary value of a single bit,
and the rotation is counter-clockwise if the altered character represents a second binary
value of the single bit. The rotation may be 2 to 12 degrees, or 6 to 8 degrees, for
example.

In an embodiment, the reference character and the altered character in the formatted
document are visually apparent to a user and a difference in rotation between the
reference character and the altered character is essentially visually hidden from the
user. Inthe document and the formatted document the reference character and the
altered character may be visually apparent to a user and a difference between the
document and the formatted document is essentially visually hidden to the user.

An aspect of the invention is a computer program product comprising a computer
readable medium having computer program code means which, when loaded on a
computer, makes the computer perform a method for embedding covert data in a text
document, the method comprising providing the document with a character that occurs
in first and second occurrences, selecting the first occurrence of the character as a
reference character and the second occurrence of the character as a rotatable
character, altering a rotational orientation of the rotatable character to produce an
altered character with a predetermined rotation with respect to the reference character,
wherein the rotation represents the embedded covert data, and formatting the document
to produce a formatted document based on the altered character.

An aspect of the invention is a computer readable medium having a program recorded
which, when loaded on a computer, makes the computer perform a method for
embedding covert data in a text document, the method comprising providing the
document with a character that occurs in first and second occurrences, selecting the first
occurrence of the character as a reference character and the second occurrence of the
character as a rotatable character, altering a rotational orientation of the rotatable
character to produce an altered character with a predetermined rotation with respect to



FIG. 1 shows a system 10 in accordance with an embodiment of the invention for embedding covert
data in and extracting the covert data from a text document. An original document 32 is embedded
with covert NN@UMUEEP$ a data encoding device 132 which is a computeP€3HseR8M@WHocessor
134, memory 136 and data embedding encoder module 138 for encoding the covert data in the text
document 32. A user may input and view the data with an input 142 and display 144. Once encoded
and embedded in the formatted document 36, the formatted document 36 is transmitted to a data
decoding device 152 to decode the embedded covert data in the formatted document 36. The data
decoding device 152 is a computer comprising a grocessor 154, memory 156 and data embedding

encoder g SRIOEASSOMI AR AW A P OO PG AR BB A dadioghdney nput and

view the data with an input 162 and display 164. Although shown as two separate computers, it will be
appreciatefPIR3AIAS B LosHRRU SRR @e@ﬁﬂ%@@@&éi“ﬁ{ﬁ&ﬁ%‘é’ PadgheRiaE8 may reside on the
same compbhéeackertransmission link 146 for transmitting the original document 32 to the data encoding
device 132, and transmission links 148 and 166 for transmitting the formatted document 36 from the
data encoding device 132 to the data decoding device 152, may be public or private networks, the
Internet anﬁ'#\%':l ngmﬁméb y be hardcopies and/or electronic versions. If the
documents 32 and 36 are in hardcopy form, the documents may be converted into electronic format by

scanming ofch g ikge EBodrERYSAHIN G 4b0ha fIHRG AbAAR LI DRaRtdatg,exractng in a

text document in accordance with an embodiment of the |nvent|on that includes an encoding process

30 and a d¥¥&HPpriRialve Sxameiesidefelionngdesesptionistakenip Bmgwmdr!%gonthm 34
into the foracathmgpahyingeavdgs intivbiemikelnfperoeassials ldesigriat@8itdlireohidden may be a user
name, 9'O%r@%ﬁkﬁﬁ&ggﬁ%@‘%df&ﬁg%ﬁ@%ﬁim AR HERRAO, the formatted document 36 is
printed, a hardcopy document 42 is produced and scanned, and a copy document 44 is print-scanned
46. A decoding algorithm 48 extracts the hidden data from the copy document 44. The invention
embeds infdGnatshowsia aystetndo acnveddripe mathtamceoddimentantibieisventios; text document that are
not be easily noticed by human eye. The invention is not limited to any specific language as long as it
IS computa |onal feasibl %lstm uish the rotated character from the original (unrotated) character
using decodfig? B%(ﬁlﬁt ?(‘-,’\" Ghert A e df iR hiding ina exferrmryyddiacharacters that
belong to thxtregting flar duedexdiosdmgnidhatyndiB @8eaddihgsankdakeodingtthe dataracters to illustrate
how the inyRRERAN SR GH SRNGRIAEH: BiliHSRBREBRIAted that the embodiments of the invention
could be applied to any other character, characters or character sets including other character sets
representing other languages. Additionally, a reference point for determining the degree of rotation is
chosen by BlGré-showmntheggtetions| gfftchbateharactersiaii ‘ehrsfaaed s’ ihachordanemitfter encoding.
English texiiemBsianmentbiirsdsvinird from the 26 alphabet characters: {a, b, ¢, d, e, f, g, h, i, j, k, |,
m,n,o,p,q,rs,tuv,w, XYy, z} Text documents typically are highly ordered. Since human vision is
often highly sensitive to changes made to a text document, the selection of characters to be rotated is
important. Efarhehews i mighiooalieffett votahardoteesdaraord aviagserdenceivdtivamtal line, may be
highly visibighpifndatatark Hyeratere, upper-cap characters are not preferred: (A, B, C, D, E, F, G, H,
LJ,K,L,M,N,0,P.Q,R,S. T, U, V.W, X, V. Z). For lower-cap characters, a, c, e and 's' are the least
visually intrusive when rotated and therefore are preferred. FIG. 3 shows the rotational effect on
charactersfGe Seshewis @ arapbcefeaianoyiof ehatacisrsoisashindinalisiriextition. In FIG. 3, a table 50
illustrates the visual effect of rotating the four chosen characters a, c, e and 's' through 2-12 degree

angles COURE3L léwlssgng iz aPe%'Ee%EE%%“et'SP cha chersr}%m Atext %Sgu%c’egt%%% Srdarice

with an embodiment of the invention;

FIG. 7 shows mapping data into an extracted sequence of characters from a text
document in accordance with an embodiment of the invention;

FIG 8 shows a flow chart of a method of decoding in accordance with an embodiment of
the invention; and



FIG. 4 shows a character rotation 60 by rotating selected characters in the word "characters”. Visually,
it is difficult for the human eye to detect the difference between 10 the original word 62 and the
modified wonPed®sédally when direct comparison or reference to the oridfi@aS&06208nade with
the modified word 64. Data Hiding Capacity FIG. 5 shows a graph 70 of the frequency (in percentage)
of characters in English text. Characters a, c, e and 's' occur with high frequency at 8.5%, 4.6%, 11.2%
and 5.7% respectively. In particular, 'e' and 'a’ are the most occurring characters in the English
language. Hence, given a text document, a potential data hiding limit using a, ¢, e and 's' as the
rotated characters is 8.5 + 4.6 + 11.2 + 5.7 = 30%%f the characters in the text. Encoding FIG. 6 shows
a method 90 in which, with a given text document, a "sequence" of characters a, c, e and 's' is
selected 92 and extracted 94 in accordance with an embodiment of the invention. The first occurrence
(or instanc&) Bf A skowsmeewnarisaftablef senyeatiansifidiaihidingdechpiaprs:b atexhcters remain
unrotated adutwasribevitisan erabedimentef theaaistisnn rotation detection during the decoding phase.
The remaining occurrences (or instances) of these characters 98 are rotated by a predetermined
rotation (such as 2-12 de rees(j_ relative to the reference characters to embed the covert data. It will be
appreciate@ﬁm%'f@eo&%&? e ways of determining the reference, for example, multiple sets of
pre-determined occurrences of a, ¢, e and 's' that remains unrotated could be used for reference point

to determing degie,al KAAR G JohaUR\ARPRCANGIRIRD B Acisaegyence of characters

from a text document in accordance with an embo e Invention. To embed a 16 bit data 102,
a mapping fSAdNEERYRIARE DA extiasting the-erYers data fiRe det RAUMRRS, A8 illustrated in FIG.

7. original document 32 is embedded with covert hidden data by a data encoding device
132 which is a computer comprising a processor 134, memory 136 and data embedding
encoder module 138 for encoding the covert data in the text document 32. A user may
input and view the data with an input 142 and display 144. Once encoded and
embedded in the formatted document 36, the formatted document 36 is transmitted to a
data decoding device 152 to decode the embedded covert data in the formatted
document 36. The data decoding device 152 is a computer comprising a processor 154,
memory 156 and data embedding encoder module 158 for decoding the covert data in
the formatted document 36. A user may input and view the data with an input 162 and
display 164.

Although shown as two separate computers, it will be appreciated that the data
embedding encoder and decoder modules 138 and 158 may reside on the same
computer. A transmission link 146 for transmitting the original document 32 to the data
encoding device 132, and transmission links 148 and 166 for transmitting the formatted
document 36 from the data encoding device 132 to the data decoding device 152, may
be public or private networks, the Internet and the like. The documents 32 and 36 may
be hardcopies and/or electronic versions. if the documents 32 and 36 are in hardcopy
form, the documents may be converted into electronic format by scanning and the like.

FIG. 2 shows a flow chart 20 of a method of data hiding and data extracting in a text
document in accordance with an embodiment of the invention that includes an encoding
process 30 and a decoding process 40. The original document 32 is converted by an
encoding algorithm 34 into the formatted document 36 in the encoding process 30. The
data 38 to be hidden may be a user name, global identifier and the like. In the decoding



11 If a particular character in the sequence is mapped to binary value '1', the character is rotated
correspondingly in the original text. If a particular character in the sequence is mapped to binary value
10, it remaiMORPARESY in the original text. Alternatively, in another embdifFeGRMFPMINcular
character in the sequence is mapped to binary value '1', the character is rotated in a first direction
(such as clockwise) correspondingly in the original text. If a particular character in the sequence is
mapped to binary value '0', the character is rotated in a second direction (such as counterclockwise)
correspondingly in the original text. Embodiments of the invention are not limited by how the hidden
data is mapped to the extracted sequence. For inStance, a key hashed code of the hidden data may

be computestapct apPRRABHARE BRI E AN IRG STRASIBp i ERaRISS ABdatearty check for

the hidden data during decoding. To further reduce tampering with the encoded text document,
pseudo-rarﬂlﬁ‘rﬁﬁ?&gﬁ%r@%ﬁﬁ%ﬂ?&ﬁi’éﬂ‘%ﬁﬁE?e?@'ﬁ?%"&?ﬁﬂs%?n fodscmsine Aot Atiata. Error
correcting extracts @€ hiddgnalsta frera $keel dopindoeameniobtistness of the embedded data. FIG. 8 shows
a decoding process 110 in accordance with an embodiment of the invention. FIGS. 6, 7 and 8 illustrate
decoding a_hardcopy text document in accordance with an embodiment of the invention. An image file
126 of the Jﬂ?ﬁt@d‘i‘é&’ﬂ%ﬁ?ﬁéﬁ?@i’?ﬁ%OHB’Eé?r?elf’S;F%CEEﬁ%BY HRANGA FUBILEBAT TSR text region
detection atbetikindptuepoisivatrac tlotbie ebsiy mticedibarkemdan Hye. iTbgmveetidteistpnosing an optical
character recaeiinih{QAbdkalang 16 hERG BARHUR ARSI e d AR S RAMSHRSURANE € and 'S'is

extracted 114,116 from the text and the corresponding locations of these characters in the image file

are identifié8la RIS Poh RS fenAldtBials s erdrnusng desadingedf origeidlfie may include
text featuregnidlesstzuhging tie frivehtiem dhecEngishviangrageansmnticiers that betutgdddhieamee of profiling

done. Sincefhe &g Qﬁéﬁéﬁm@%Hﬁf%’(@@@_)—ﬁB&ﬂ)%Eh@E@%?'ﬂ?é“&%%&ﬂéﬂ’ RGIATHEHEN GRS haracters to
and s’ in

determine 122 if the 'a’, (f e n . . . . .
invention is applied, however it will be appreciated that the embodiments of the invention

could be applied to any other character, characters or character sets including other
character sets representing other languages. Additionally, a reference point for
determining the degree of rotation is chosen by a pre-determined set of alphabets that
remain unrotated in the document after encoding.

English text is made up of words formed from the 26 alphabet characters: {a, b, c, d, e, f,
g, hijklmmnopnqnrstuvwXxy,z} Text documents typically are highly
ordered. Since human vision is often highly sensitive to changes made to a text
document, the selection of characters to be rotated is important. Characters with high
order structure, for example having a long horizontal line, may be highly visible when
rotated. Therefore, upper-cap characters are not preferred: {A,B,C,D,E,F, G, H, |, J,
K,LLM,N,O,P,Q,R,S, T,U,V,W, X, Y, Z}. For lower-cap characters, ‘a’, ‘c’, ‘e’ and
‘s’ are the least visually intrusive when rotated and therefore are preferred.

FIG. 3 shows the rotational effect on characters ‘a’, ‘c’, ‘e’ and ‘s’ in accordance with an
embodiment of the invention. In FIG. 3, a table 50 illustrates the visual effect of rotating

the four chosen characters ‘a’, ‘c’, ‘e’ and ‘s’ through 2-12 degree angles counter-
clockwise. The angle of rotation may be narrower such as 6-8 degrees.

FIG. 4 shows a character rotation 60 by rotating selected characters in the word

“characters”. Visually, it is difficult for the human eye to detect the difference between



12 the rest of the document are rotated or not. In this manner, the hidden data 124 that is encoded
and embedded can be decoded and recovered. It will be appreciated that data capacity is proportional
to text infor¥QidMitbEs2Zlocument, and processing is performed in verificalt€/S62EANNNY OCR. FIG.
9 shows a comparison table 200 of the storage characteristics, robustness, text document limitations
and security for conventional data hiding techniques in a text document with an embodiment of the
invention. The invention is applicable to various text documents such as transcripts, diplomas,
certificates and the like in the academic field; shares and bonds certificates, insurance policies,
statements of account, letters of credit, legal form&and the like in the financial field: immigration visas,

titles, finantirl SxgiHAMRIIES £ AR #d dGRBIWORTBURRPBYSIF RRSHIGHLEADMSALRBA the like in the

government field; prescriptions, control chain management, medical forms, vital records, printed
patient infof ﬁﬁ?Sffeatﬂd grigiedvard fR 5dnads it the LR $4ss border trade documents,

internal memos, business plans, proposals, designs and the like in the business field; tickets, postage
stamps, MapkalfiRighEMsisPUPONS, gift certificates, receipts and the like in general consumer field;
and many other applications and fields. The methods and systems described in FIGs. 1-9 may be

implemented on any suitable server, workstation, personal computer (PC), laptop computer, handheld
device, withFis Sesdhdivplagsaphdo ohtionfteqsetele fih presntadke)l of cbeptiersis, Bvightbdsxdevices, PDAS,

Internet apliafisaersat, QR ‘Bo¥ES MMGMMR R INFHlEndy %t H29COSEIN] PbSYAIPEN Ay, fOr example,

may communicate with each other using, any suitable protocol and ma{??ae |mé)Iemented using a

general-pulSERESLER, JRPALIEHAN ‘§naHh & 17VE MR D1PSL 8GFHIEAG SRArRCTS PRSIl ed, including
Internet acderguagel tHenmsgiveniadedrdotument su patsiktitd data hitingdimdtioeinghadéeh, alireless

communicaiipne me e RN eHHf8cASGe 8 NS IY 62 RlYark Mawdae bidRakialgSR QA RL!Nications

networks, cellular communications network, Public Switched Telephone Networks (PSTNs), Packet
Data Networks (PDNSs), the Internet, intranets, hybrid communications networks, combinations thereof
and the like. 13

Encoding

FIG. 6 shows a method 90 in which, with a given text document, a “sequence” of
characters ‘a’, ‘c’, ‘e’ and ‘s’ is selected 92 and extracted 94 in accordance with an
embodiment of the invention. The first occurrence (or instance) of ‘a’, ‘c’, ‘e’ and ‘s’ is
omitted 96 so that the first instances of these characters remain unrotated and can be
used as reference characters in rotation detection during the decoding phase. The
remaining occurrences (or instances) of these characters 98 are rotated by a
predetermined rotation (such as 2-12 degrees) relative to the reference characters to
embed the covert data. It will be appreciated that there could be other ways of
determining the reference, for example, multiple sets of pre-determined occurrences of
‘a’, ‘c’, ‘e’ and ‘s’ that remains unrotated could be used for reference point to determine
degree of rotation.

FIG. 7 shows mapping data into an extracted sequence of characters from a text
document in accordance with an embodiment of the invention. To embed a 16 bit data
102, a mapping is done between the extracted sequence 108 and the 16 bit data 106, as
illustrated in FIG. 7.



It is to be understood that the embodiments, as described above, are for exemplary purposes, as
many variations of the specific hardware used to implement the disclosed exemplary embodiments are
possible. FOVE&AMNE% e functionality of the method and system may be iMI&EG2HEWA%ne or
more programmed computer system or devices. To implement such variations as well as other
variations, a single computer system may be programmed to perform the functions of one or more of
the modules of the exemplary systems. On the other hand, two or more programmed computer
systems or devices may be substituted for any one of the devices and subsystems of the exemplary
systems. Accordingly, the principles and advantaéﬂas of distributed processing, such as redundancy,

replication pag el mavabeﬁm%@%&e%ﬁﬁé& {ObR%A/VAlE NFEARSORHRINESS and

performance of the exemﬂﬂ% systems described above, The exemﬁEIary systems described above

may store [RIBIFHHREFR b1 i priopsial dexds dbaRartinagharagter s B IHERES Smay be stored
in one or nToappee tadirary wable 43, i remdioksknaipniget disthernagjnattextptical disk, RAM and the like, of
the devices and subsystems of the embodiments. One or more databases of the devices and
subsystems may store the informatjon used to implement the exemplary embodiments. The databases

may be ordIRTEHEYH ' gaeiher smbpdienicy, 2RArUcHRI CRIBRE I0h Seqsace & ApARPSfees, lists and
the like, indubiedrinvehe & rtherehareoterrie mtstechinag finsd direntioni¢sulibtes dbawésalll or a portion of the

exemplary gypéepondiRg IRATkARBIRIMAY. IEGRUNENR L LRRIEM SIS Heine Wm i aere
general-purppose computer systems, microprocessors, digital signal processors, micro-controllers and
the Iike, pritPIRR A Gor iR SR IR B A R A freshon GHRaR R Rments
Appropriateleciwizeaecaregs pendinglyiinthe paigihbigxirogrammers of ordinary skill based on the teachings
of the disclosed exemplary embodiments. In addition, the exemplary systems may be implemented by

of compon B ERTCAOh T LNt R oLV THE DR R VOB EAA E PR IR Rustateas it wil
be understediabliedresuientitedor isiarashadieyhashadaedsiofithe riddsndafatiumsber 14 modifications
in details OfSiRBIABIArRPASIEHIEAND BRYRRIAAIRaBERRE HRRACIRG. PR Engrmseation. 15

integrity check for the hidden data during decoding. To further reduce tampering with

the encoded text document, pseudo-random positions in the extracted sequence are

chosen to embed thé hidden data. Error correcting code (ECC) may also be used to

increase robustness of the embedded data.

FIG. 8 shows a decoding process 110 in accordance with an embodiment of the

invention.

FIGS. 6, 7 and 8 illustrate decoding a hardcopy text document in accordance with an
embodiment of the invention. An image file 126 of the printed text document 112 is
obtained by a scanner at high resolution. Using a text region detection algorithm, the
position of the text region is marked in the image file. Next, using an optical character
recognition (OCR) algorithm, the text document is read in. The sequence of ‘a’, ‘'c’, ‘e’
and ‘s’ is extracted 114,116 from the text and the corresponding locations of these
characters in the image file are identified.

A profile 118,120 for the first occurring ‘a’, ‘c’, ‘e’ and ‘s’ is computed. The profile may
include text features like edge and pixel densities. However, the invention is not limited

to the type of profiling done. Since the set of first occurring ‘a’, ‘c’, ‘e’ and ‘s’ are

unchanged, they act as reference characters to determine 122 if the ‘a’, ‘c’, ‘e’ and ‘s’ in



Claims 1. A method for embedding covert data in a text document, the method comprising:
providing the document with multiple characters that include a first character that occurs in first and
second occliYfepest1IaPRlyzing a frequency of the multiple characters; BEEBGANMOFHML character
from the multiple characters in response to the first character occurring most frequently in the multiple
characters; selecting the first occurrence of the first character as a reference character and the
second occurrence of the first character as a rotatable character; altering a rotational orientation of
the rotatable character to produce an altered character with a predetermined rotation with respect to
the reference character, wherein the rotation repr?e%ents the embedded covert data; and formatting

the documeft faspHR thiGoR MRS AREUBRRGD I B MR REFHUGBA'ARLT 24 thafish Method as

claimed in claim 1, further comeprlsm :
encoded and embedded canbe decoded and recovered.

It will be appreciated that data capacity is proportional to text information in the

document, and processing is performed in verification, for example OCR.

FIG. 9 shows a comparison table 200 of the storage characteristics, robustness, text
document limitations and security for conventional data hiding techniques in a text

document with an embodiment of the invention.

The invention is applicable to various text documents such as transcripts, diplomas,
certificates and the like in the academic field; shares and bonds certificates, insurance
policies, statements of account, letters of credit, legal forms and the like in the financial
field; immigration visas, titles, financial instruments, contracts, licenses and permits,
classified documents and the like in the government field; prescriptions, control chain
management, medical forms, vital records, printed patient information and the like in the
health care field; schematics, cross-border trade documents, internal memos, business
plans, proposals, designs and the like in the business field; tickets, postage stamps,
manuals and books, coupons, gift certificates, receipts and the like in general consumer
field; and many other applications and fields.

The methods and systems described in FIGs. 1-9 may be implemented on any suitable
server, workstation, personal computer (PC), laptop computer, handheld device, with
visual displays and/or monitors, telephones, cellular telephones, wireless devices, PDAs,
Internet appliances, set top boxes, modems and the like. The devices and subsystems,
for example, may communicate with each other using any suitable protocol and may be
implemented using a general-purpose computer system and the like. Interface
mechanisms may be employed, including Internet access and telecommunications in
any suitable form such as voice, modem, wireless communications media and the like.
Accordingly, a network may include wireless communications networks, cellular

- communications network, Public Switched Telephone Networks (PSTNs), Packet Data
Networks (PDNs), the Internet, intranets, hybrid communications networks, combinations
thereof and the like.



selecting the first character and a second character from the multiple characters in response to the first
character and the second character occurring most frequently in the multiple characters to produce
selected chdrQ@ae¥18¢942for each of the selected characters, selecting BAWSGEEeUIRSHYE of the
selected character as a selected reference character and a second occurrence of the selected
character as a selected rotatable character; altering a rotational orientation of the selected
rotatable character to produce a selected altered character with the rotation with respect to the
selected reference character, wherein the rotation represents the embedded covert data; and
formatting the document to produce a formatted ddcument based on the selected altered character. 3.
A method as claimed in claim 1, further comprising: providing the document with a third occurrence of
the first character; 16 selectin éﬁ the second and third occurrences of the first character as

rotatable cHﬁ'Pa'&QFS”"dersm?éirmat Rt RN GRS nBsAsS SHRk abrueapre 195858880 produce altered
characters puthdses resationywétiatessedithe spediétchenivachased torimpldmeetitddisoiadenh represents

the embeddgdRURIeABGiiRBAts are possible. For example, the functionality of the method and
system may be implemented via one or more programmed computer system or devices.
To implement such variations as well as other variations, a single computer system may
be programmed to perform the functions of one or more of the modules of the exemplary
systems. On the other hand, two or more programmed computer systems or devices
may be substituted for any one of the devices and subsystems of the exemplary
systems. Accordingly, the principles and advantages of distributed processing, such as
redundancy, replication and the like may be implemented as desired, for example to
increase robustness and performance of the exemplary systems described above.

The exemplary systems described above may store information relating to various
processes described herein. This information may be stored in one or more memories,
such as a hard disk, optical disk, magneto-optical disk, RAM and the like, of the devices
and subsystems of the embodiments. One or more databases of the devices and
subsystems may store the information used to implement the exemplary embodiments.
The databases may be organized using data structures, such as records, tables, arrays,
fields, graphs, trees, lists and the like, included in one or more memories, such as the

memories listed above.

All or a portion of the exemplary systems described above may be conveniently
implemented using one or more general-purpose computer systems, microprocessors,
digital signal processors, micro-controllers and the like, programmed according to the
teachings of the disclosed exemplary embodiments. Appropriate software may be
readily prepared by programmers of ordinary skill based on the teachings of the
disclosed exemplary embodiments. In addition, the exemplary systems may be
implemented by the preparation of application-specific integrated circuits or by
interconnecting an appropriate network of component circuits.

While embodiments of the invention have been described and illustrated, it will be

understood by those skilled in the technology concerned that many variations or



formatting the document to produce a formatted document based on the altered characters. 4. A
method as claimed in claim 1, further comprising: providing the document with additional
occurrence NS gaedfirst9sharacter, wherein the second and additional occurRGRHEES2PHWFRE character
constitute all remaining occurrences of the first character in the document beyond the first occurrence
of the first character; selecting the remaining occurrences of the first character as rotatable
characters; altering a rotational orientation of the rotatable characters to produce altered
characters with the rotation with respect to the reference characters, wherein the rotation represents
the embedded covert data; and formatting the'@ocument to produce a formatted document based
on the alterR FRAIRGIS A detaild of YEURINBF BRAIBURS iRy U da NG dBFaiRIRI RBRRF Character and
the altered character are formed along a straight horizontal line. 6. A method as claimed in claim
1, wherein ﬁﬁ YRMSNe character and the altered character are formed along a curved horizontal line.
7. A method as claimed in claim 1, further comprising decoding the formatted document to reveal the
embedded covert data based on the altered character.



8. A method as claimed in claim 1, wherein the embedded covert data is a user name. 17 10. A
method as claimed in claim 1, wherein the first character is selected from a predetermined subset of
the English alphabet. 11. A method as claimed’ claim 10, wherein the predetermined subset
includes characters 'a’, 'c', 'e' and 's' of the English alphabet. 12. A method as claimed in claim 10,
wherein the predetermined subset includes characters in which rotation is visually detectable and
excludes ch@ksgtsys in which rotation is visually undetectable. 13. A method as claimed in claim
10, wherein the predetermined subset includes characters which exclude upper-case characters.

14. A method as claimed in claim 1, wherein the rotation of the altered character represents a single

bit.  15. A methbd as daisEPth Ghiembeddingeravierd ftiatibh ik daeamaihihacgthedresents a
binary sequ&itgrising:
providing the document with multiple characters that include a first
character that occurs in first and second occurrences;
analyzing a frequency of the multiple characters;
selecting the first character from the multiple characters in response to
the first character occurring most frequently in the multiple characters;
selecting the first occurrence of the first character as a reference
character and the second occurrence of the first character as a rotatable
character;
altering a rotational orientation of the rotatable character to produce an
altered character with a predetermined rotation with respect to the reference
character, wherein the rotation represents the embedded covert data; and
formatting the document to produce a formatted document based on the

altered character.

2. A method as claimed in claim 1, further comprising:

selecting the first character and a second character from the multiple
characters in response to the first character and the second character occurring
most frequently in the multiple characters to produce selected characters; and
for each of the selected characters,

selecting a first occurrence of the selected character as a selected
reference character and a second occurrence of the selected character as a
selected rotatable character;

altering a rotational orientation of the selected rotatable character to
produce a selected altered character with the rotation with respect to the
selected reference character, wherein the rotation represents the embedded
covert data; and

formatting the document to produce a formatted document based on the

selected altered character.

3. A method as claimed in claim 1, further comprising;:

providing the document with a third occurrence of the first character;



16. A method as claimed in claim 1, wherein the rotation is clockwise. 17. A method as claimed in
claim 1, wherein the rotation is counterclockwise. 18. A method as claimed in claim 1, wherein the
rotation is provided if the altered character represe}](fs a first binary value of a single bit, and the
rotation is omitted if the altered character represents a second binary value of the single bit. 19. A
method as claimed in claim 1, wherein the rotation is clockwise if the altered character represents a
first binary value of a singl&detingnththectotadiamd ttdteccainekuiseof the dlisrechaharactas represents
a second binary vz%lqgtgﬂ‘) tehehgirrégj(grgjt. 20. A method as claimed_in claim 1, wherein the reference
character and the altered character in the formatted document are visually apparent to a user and a

18 difference in rotation FetgiEEhaetrsferahesieMatignedhe tobataklectharstsetdeiPrasussly
undetectable to theltged. charatlerd Wigkhad astelasnesith etspvcl wiiesaipfénciie dagrivens,and the

formatted document the. reﬁrentc%character Eglgl?tebe allit?e({(?%icc%%%c%rt argn\clllsually apparent to a user
atte

. wierein [ne rotation repres S em a
and a difference bétween the documentand the torm ocument Is visually undetectable to the

user. formatting the document to produce a formatted document based on the

altered characters.

4. A method as claimed in claim 1, further comprising:

providing the document with additional occurrences of the first
character, wherein the second and additional occurrences of the first character
constitute all remaining occurrences of the first character in the document
beyond the first occurrence of the first character;

selecting the remaining occurrences of the first character as rotatable
characters;

altering a rotational orientation of the rotatable characters to produce
altered characters with the rotation with respect to the reference characters,
wherein the rotation represents the embedded covert data; and

formatting the document to produce a formatted document based on the

altered characters.

5. A method as claimed in claim 1, wherein the reference character and the

altered character are formed along a straight horizontal line.

6. A method as claimed in claim 1, wherein the reference character and the

altered character are formed along a curved horizontal line.

7. A method as claimed in claim 1, further comprising decoding the

formatted document to reveal the embedded covert data based on the altered character.

8. A method as claimed in claim 1, wherein the embedded covert data is a
user name.
0. A method as claimed in claim 1, wherein the first character is selected

from the English alphabet.



22. A system for embedding covert data in a text document, the system comprising: a data
encoding device that receives the document with multiple characters that include a character that
occurs in first and second occurrences, wherein th&’device includes a memory and a processor; the
memory stores the document and a predetermined rotation; and the processor analyzes a
frequency of the multiple characters, selects the character from the multiple characters in response to
the character occuising moshdthod esthainide imndltipte Chaiaaier shedieatshbheabirst Beaslergeate of the
character ag.a nrleJ%rr%Hg{ae Prpl%g&g%ﬁ)g&do%qtﬁ S E‘s(i!l%: urence of the character as a rotatable .
character, alters a rotational orientation o the rotatable character to produce an altered character with
the rotation with respect to the reference character, and formats the document to produce a formatted
document based on.the alterreéheldasaciRiniberebylembesidifgetam embededcaviadddaidde the

document %?ﬁ;%gsnc rga%l[tered,ch,aracte ¢ of i%%‘EAﬁ OmpYter program product comprising: a

non-transitory computer feadable medium aving coﬁilputelpprogram code means which, when loaded
on a computer, makes the computer perform a method for embedding covert data in a text document,

the method comprising: A ni¥i@¥ding themasumentyith MRl isasiedstthatiineudpacharacter
that occurs.in [Igg seciond.oc rences; anal zingna fée uen% of the udti Iencharacters;
resSp At

ta ;
selecting the CHaractef oM tHe muﬁ%llﬁ)lreOE%g’r%é?erss‘f S Bncg%b e firs S8REI S B acters
occurring mekicheqtatiotyisrvihimbynlngkesteliscters;

13. A method as claimed in claim 10, wherein the predetermined subset

includes characters which exclude upper-case characters.

14. A method as claimed in claim 1, wherein the rotation of the altered

character represents a single bit.

15. A method as claimed in claim 1, wherein the rotation of the altered

character represents a binary sequence.

16. A method as claimed in claim 1, wherein the rotation is clockwise.

17. A method as claimed in claim 1, wherein the rotation is counter-
clockwise.

18. A method as claimed in claim 1, wherein the rotation is provided if the

altered character represents a first binary value of a single bit, and the rotation is

omitted if the altered character represents a second binary value of the single bit.

19. A method as claimed in claim 1, wherein the rotation is clockwise if the
altered character represents a first binary value of a single bit, and the rotation is

counter-clockwise if the altered character represents a second binary value of the single
bit.

20. A method as claimed in claim 1, wherein the reference character and the

altered character in the formatted document are visually apparent to a user and a



selecting the first occurrence of the character as a reference character and the second occurrence of
the character as a rotatable character; 19 altelrg1g a rotational orientation of the rotatable
character to produce an altered character with a predetermined rotation with respect to the reference

character, wherein the rotation represents the embedded covert data; and

formatting the document

to produce a formatted document based on the altered character. 24.A non-transitory computer
readable metfurereavingretpiograsvweeorded eiiehcwhkbarietseamn theamputechnakes the computer

perform a mﬁggﬁ%f I (%rp

the documen

t wit

eflgga(ﬁ?éqg govert data in a text document, the method comprising:
c

multiple characters that include a character that occurs in first and second

occurrences; analyzing a frequency of the multiple characters;

21. A method as claimed in claim 1, wherein in the document and the

formatted document the reference character and the altered character are visually

apparent to a user and a difference between the document and the formatted document

is visually undetectable to the user.

22. A system for embedding covert data in a text document, the system

comprising:

a data encoding device that receives the document with multiple
characters that include a character that occurs in first and second occurrences,
wherein the device includes a memory and a processor;

the memory stores the document and a predetermined rotation; and

the processor analyzes a frequency of the multiple characters, selects the
character from the multiple characters in response to the character occurring
most frequently in the multiple characters, selects the first occurrence of the
character as a reference character and the second occurrence of the character as
a rotatable character, alters a rotational orientation of the rotatable character to
produce an altered character with the rotation with respect to the reference
character, and formats the document to produce a formatted document based
on the altered character, thereby embedding the embedded covert data in the

document based on the altered character.

23. A computer program product comprising;:

a non-transitory computer readable medium having computer program
code means which, when loaded on a computer, makes the computer perform a
method for embedding covert data in a text document, the method comprising:

providing the document with multiple characters that include a
character that occurs in first and second occurrences;

analyzing a frequency of the multiple characters;

selecting the character from the multiple characters in response to the
first and second characters occurring most frequently in the multiple
characters;

selecting the first occurrence of the character as a reference character

and the second occurrence of the character as a rotatable character;

providing



selecting the character from the multiple characters in response to the character occurring most
frequently in the multiple characters; selecting the first occurrence of the character as a reference
1 , )
character and the second occurrence of the charadtér as a rotatable character; altering a
rotational orientation of the rotatable character to produce an altered character with a predetermined
rotation with respect to the reference character, wherein the rotation represents the embedded covert
data; and formatting tleeclaguntentitionat @aiicradibarofatie doiacbioehthasadiopibéuatiared
character. altered character with a predetermined rotation with respect to the reference
character, wherein the rotation represents the embedded covert data; and
formatting the document to produce a formatted document based on the

altered character.

24. A non-transitory computer readable medium having a program recorded
which, when loaded on a computer, makes the computer perform a method for
embedding covert data in a text document, the method comprising;:

providing the document with multiple characters that include a
character that occurs in first and second occurrences;

analyzing a frequency of the multiple characters;

selecting the character from the multiple characters in response to the
character occurring most frequently in the multiple characters;

selecting the first occurrence of the character as a reference character
and the second occurrence of the character as a rotatable character;

altering a rotational orientation of the rotatable character to produce an
altered character with a predetermined rotation with respect to the reference
character, wherein the rotation represents the embedded covert data; and

formatting the document to produce a formatted document based on the

altered character.
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