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AA .. Start

BB ..Yes

CC ..No

DD ...End

S41 ... Extract driver list (name, start address and end address)
from the system module information

$42 ... Set driver to be searched, and set variables i and j

847 as the start address and the end address of the driver
N to be searched
845 | 7 Mo WA Ao Bt | 543 ... Extract the of the i ion used
by the driver object being searched
| S44 ...Is the a value variables i and j?

I MQZHN'PH e | $45 ... Decide that alteration has not occurred
= il §47 ... Decide that kernel alteration has occurred
| S48 ... Warn the user
546 ... Has alteration searching of all drivers been completed?
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(57) Abstract: The present invention relates to a method of searching for Windows kernel driver and system alterations by using
system module information which constitutes the most constant form of data in the kernel. The Windows kernel alteration search-
ing method according to the present invention comprises: a first step in which an alteration-searching driver reads the name and
the start address and end address of the driver being searched, from the system module information; a second step of extracting a
mathematical function used by a driver object of the driver being searched, by using the name of the driver being searched; and a
third
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