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MODI FI ED COVPUTER ARCHI TECTURE W TH COORDI NATED
OBJECTS Field of the Invention The present invention
WO edoatied2¢ o conputers and, in particular, to aPoDdURi0egd00s80
machi ne architecture which enables the operation of an
applica i8n program simul t anegusl y on a Iurallj t of

D
.'4.:\4‘ - Staleye =.

B 20 AV A

Background Art Ever since the
FSOABE e Nvensight War e for conputers has been witten to
be operated upon a single machine. As indicated in

Fi g. The prasent isvangibe relaiesto comtputers hindyén pattisulan de a wpodified

froma central processi unit. or. CPU ..2 which is

e RRE Al e HEREPPIes i SPSrinot RPUGHOR ARE By 1 o
sinf@taBeSusty & £pNiddlitp UbcsthfiRérs iniBiebhidedd wiih tdmafunidaBons
singl e machine 1 such as a screen 5, keyboard 6 and
ngiesle 7. A fundamental linit to the performance of the
machine 1 is that the data to be nmanipul ated by the

B GenPRF the results of those manipul ations, nust be
‘%@%’%‘u%y—rhe bus 4. The bus 4 suffers froma nunber of
pr obEsassincecthe ddvegt sHecaadutas, dnd comguine softivarenfied cdmgputers
units wishing to gai.n an access tqQ the bus, cantentiqgn
hi s SN Te T e ORE BN PR BRUIG e EMiateigh o tha
sBgle§ior aRenthirRVi RtSfeR) MR h QMSra3 i &GS Bnit, %g lb;!/"@), R9vhich

cache nmenory, however, Such stratagens invaria
is qranecsbtotdhmendri hivatartatsidy eAlow eorineated ¢d thetbas deechvareus other

Nat.ur al | er. the ars,vari ous att ts hav en
i it of VS sinleiCmkRAS SR et SR Pan Skl puse 7
to use symretric nultiple processors. This prior art

appr gagifdiiaentigenit usee peffosmanea bl 8@ mAhRRI 1 isGRARkE @ftSto be
and is schematically indicated in Fig. 2. Here a

mapipulated Yy Be (GR{2 sarfzhgresultopfibescanenipilatigsamupigigngved by
A2 RS RS R TE S e

“iracsiedeformédbyranits' Wishiplgeo Syiataarctdymgethe bliiebatenSowpioplems,
on plication and one whol e copy of the nory for
anchie J5g 1 (1Bt READIGRTS GO 78 Seme eFiP R be el iaied Qﬁ@arg%ﬁgﬁtagems
: gl kGt d : I ite
e e o e
admanspéve nvérhcadifehemablinelare a nunber of such
machi nes interconnected via a network, this is

achi d t aking the single application itten for ..
201 RaRB, e et Sp 0 B AR ek Bhafndty s ghachine
pEESENHNEE SOhO hShrBAThliS to UReFMnRAiE Mubipte ﬁﬂ@eéksdﬂs.s thispHeedrt
across a nunber of conputers to formthe global nenory
appyozshdies Sper esepyn a9 pallep(jsuper>compiyters gpe iscsgheraaticaly dudicated
o meski i di At O e
iR oA ) 0 B BB Lo ORORTEA, Dain.
boitlgnatiasisshianhongniabhl caiom hetwera ha€PULSI2 akicths memoirn 13.

a network) a mam)rgﬁl ocation physically located in a .
Thisfreesnhashgen foxmed ABinglo Ryistes Beagec o ABereds enly one apeliggtion
. | . i P i
e R

globel memotye réretsimgberpppdication cankres] frivarand xirite b l(ie share) any

expensi ve not anly to manufacture but to
mem%ry focat?on comp ete}/y transparentﬁy.

Where there are a number of such machines interconnected via a network, this

is achieved by taking the single application written for a single machine and
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admnister. In particular, the single systeminmage
concept has never been able to scale over "comodity"

W@ 00518936 pr oduced) conputers and networ ks. | nPCT/AU2005/000580
partlcular the Single System | mge concept has only

e e BRI BooR e Bt e 0 el B
atdBsla Blfbérdfl P mPURENDI f¥A tHREIIYRN |ﬁ§>mo‘1\y fig rat:&%glble byhall CPU’s

8055|b|||ty of increased conputer power through t
sd’ h@fprachumr&hemmeafklm, orrhtsiing, dhe laﬁmgespammn frhm the single

i_but ed conp
B S o e R BB, TG R B508Y PR ED gome
nedchie et adcessAvid NEdtaof)fal m@ﬁ@ﬂyqacambﬁ ghwitaﬂl%ﬂbcat& ina
partitioned by its author (or another progranmer who
dHfzei @Rashiet ami | iar with the application program into
various discrete tasks so as to run upon, say, three
machi [ t: .
The. Ul SR EoFRSR vt Bechl fobsbally shollsqfl 38K ovime high
compi/Btionah sates thefyfage rottcontmarcially sadeessfudtin theat ﬂmm inhatnton

andthe |on|s at the | oad d to,the
R RO R T K R B b
aGRIHTME, CIﬁtpﬁrtiéh@r ah® ShpRIskstdd A& Borfe@pt 128 ne{/é}\ﬁee& dblk Bo
vari ous forms such as a conmmuni cations |ink

S¢alﬁ evet & @ommmht hesr snass p@duceaﬂb e@mpetpmnrdsw,et\mras threpartlcular

the s rati.on of..such
the e R et K SRR RS, R PRl C0 BB o verefast
(e&ﬂ&ﬁdcéﬁerfb Bﬁpe’iﬁsiv@m I\th&@ il oAndciedencirPtast (@d similarly
i ndi vi dual nmachi nes , etc. Distributed conputing
eXRApivelnatyveksa number of di sadvantages. Firstly, it is
adifficult job to partltlon the application and this

nust Al f

part oy " 90R FOIHE of ereaSarfltor R DGt 10wl plyra

numbersafamchdm ansﬁsrfmm e wioe aﬁ&aﬂcepil’bf distiripptet] vempating which
|ff|cult o, sca

{Méﬂg%f%? lgg,l ‘{?{fggfigﬁlﬁ ﬁ;&%sﬂ%{ aéygﬁlglgnt? paingle apphcatlon

pﬂfgmﬂl@ %) i9 @aﬂﬁt\bhg&bp 28 Buthéy (ot aﬁ&H@rcbrbgPa&me% PhotHAE BEcome
oes not” run well upon four machines. Fourthly, 1n the

faeménlt with gte applicasfontiregramg krite eariahvalidcdeth b aii toath sphn,

st Bt e Ripe 5 UBLERG & IRl h B TR, . ot inihtion her i

that ERAGEMR thadtnds M. MS rivilaMiffkreB MR IOf Mgk Sitie iq_pphcatlon and
"clusters" as is schematically illustrated in Fi

therinteniien isphat deecloads anplied tq the vapensi raeabinsy bp@pp@au@aiely equal.

Tﬁghﬁcﬁﬁg] o%mﬁﬁ? t%?ahi He%(fom I%WEwh ‘ca y? pr %ﬁfela 1%3#3)&9‘;50rms
conmmuni ca‘f es W ?‘I common % 0es not

suwhrasErbgat ichtioas hhly thé infferhdtpinahieas, (0@ bited @stwohkd, Iaﬁd;g{e

each P e runs the sams ap Ilcatl on,. each machi n
likey 1356?1??3 Yatg%l seee o€ Aperaiionhof sk nevosksol is anogdes b magnitude

sIBRELhYn th%%ed ﬁ)‘ﬂ sA%R¢EcH OF e Wr&f@ﬂﬁal%achmes M1,
w ndows 0 sel train tickets t he
Mybtcic. This approach does operate, is scal able and

mai nly suffers fromthe di sadvantage that it is

di f fjcul.t t d t . ter. ..
o Pl g3t oo i ShBh d RBIA s i
diFBEH Joby@g/m%n SR Pplibsion aWﬂtﬂhs WHsChe RIRANARERY S S6tRakly,

In the JAVA | anguage these are known as objects and

cehmyriestingdass. artiakeesalis, atgulis and the dike @tveldhc hetweork 44 igan
%ﬁ‘f&gﬁltr% 1}1@ %éé@%rd; OJ;fﬁr'rgg? ggelé{]egg 2 Or; psart?cso i alt<es it extremely
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there is an initialization routine known as

"<clinit>". Oher |anguages use different terns but
Wa@IRi0bi12392@ si m | ar concept. However, there is POI/AU2005/000580

equivalent "cl ean up" or del etion routine to delete an

%ct or_ class_ once IS no Iog ger required,

HE tpscalerpgvardly &aﬁﬂ sing RSP 8RS R IR ISP pBPlCafipn having

b@éﬁﬂf&ﬁ@éﬁé@ iiRd&sy thikbe! 865 WBI B vidli lgﬂ))‘n 6 Mtihes. Fourthly, in
envi ronnent |t |s necessary to acduire and rel ease a

thegryknt thatermstsif dhet inechises shbuldbetoms distlsled, tesovaragéperformance

I, d d fferent, parts of the application

gﬁ{uc uﬂi%?%ﬁﬁ%ﬁﬁﬁnglﬁgﬁg?ﬂ%isane resource at the one

time. In the JAVA environnent this is known as
synciy ﬁ@ﬂhélaibm(ﬁ'rhrt ﬁfungemsmac Rh@vess ntwdMedniputinBeia “clusters”
"monj tor enter” "monitor exit" instructions or
ay 5 seherpafically Herstra@ﬁgnﬁgeé s Bisarpreachnihe eafitesppligation is
dé'ﬂé(jl })Et% e@cl‘?bf@hla %{atcﬁﬁ’lgg R/Plt Mfe Mnfsﬁ%% %ﬂﬁ]ﬁl@ o&'?numcates with
I'scl oses a conput i ng environiten
aapmiionatatabasbagioasmapenaietcasd divdctigvathihe vilen rrgachmes

of conputers. In such an envirqgnnent it
Aﬁ%@@@%ﬁ% mashERd R Rane APRICAIOR, SAGRAGHBRHS doing a different
“JoBP Eh@{lée% Bhi gq'ﬂs owh R, A 1§Wlﬁf‘%&ﬁ% do¥f+to a nulgber of

procedures oOperate In a consistent an ordi nate
lewscnac}aof th:hasb]l trainetioketsho tespublit. Thistappagiodbesafperate, is

R T NN TR A -

n&n\@ge_nt invention there is disclosed a nultiple
comput er system having at |east one application
program runni ng S|nultaneous¥y on a pluralit
AcenehiyH

conplit 6PIPYEE nguREss shely apyA SQ.E]EIV\EE& therecare two
I I ha [
mNF S o oot W h ek R e JATTR 1hage these
areokgmivtre ras astfecenahd hdasdsesy  Evetyb sibgentim aiHJectudemédtahlthere is an
. ha wherein the initial conte ts of each of sa
iniplia HEMFQUHingG JHR BB &6t SIS s CHBEIARY: Gery tipee? §1&F?els loaded
LIl bi.gis-rar
i O Rl o B | G JnEAAo Y difforen

temms buingdize nsaddartawncafter to their correspondi ng

obj ect, and wherein said systemincludes a | ock neans

applicable to all said conputers wherein any conputer

Wi ShiRgrel &, Weré iif o RqRAARMAt 88bAL TPt BEUBIAoRGEMNER d&lete an

author|2|ng | ock fromsaid | ock neans which permts
okjastdomiclass pace ohiamd lnngqrhregue@dentlgstaad thise“dedreup” happens

uters fromutil t heir correspondi ng naned
%%Eléltve@rﬂll |ba§‘§§f8 CL g% zing | ock i spr el i ngui shed. In
accordance with a second aspect of the present
invention there is disclosed a nethod_of running at
| eastUEHEmaH| N BPMPHLET CRVFNAAL jf iy APgassarpfto acquire and
t I 0
rel(fér%tgé; lracgo%get?t ge?gllb ea'ﬁfe H@ 4t fsﬁé’H gss%%ggg{l % 2)2 ég&ctureskto avoid
diftetetht pettd of] tlmoerpphcetldmgprbgmmsatemmtmfg to (usg tlor exdid regowrce at the

like plurali f substantl JIyldentlcaI bj ects ea
ony e b i%yo CRETQBRE B B rlposic s AwKHpiZtion. his i
acHiRSl 2NTAIA ¥y hdentd bRl ¢ xf"Ean ‘g:ﬂamt‘“of eab ﬁgtrﬁ&ﬁ)ns g routines.

initial contents of each I denti ca name

Odisy bogsagssiust dififercant koyms bet wilive a sfrmilad)codedpet i ng al |
said identical objects collectively when all of said
plurality of
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conmputers no longer need to refer to their

correspondi ng object, and (iv) requiring any of said
w@ompno®ee W shing to utilize a named obj ect tPEr/aumos/000580

acquire an authorizing |lock which permts said

utilization and whi chéﬁ$$vents al | theot her coqputer

fr om0 PTFHgIpvRREQN BEH Gh FORGUHASE T VIBPBERL i Viich an

a%ﬁ]iéizti@ﬁ Ipbé@'rhrﬁ' J&ra{t&cslimhﬁaﬂe%hﬂ? QHiShality Bf t&l2NGR such an

hird aspect of the present” invention there is
eam@ru@@édt ia n@@‘?ﬁp@l‘b’é@ epsuyg thatriher abduemensmpd urgtlmlgzaaos,sﬂean up

trugtions s ored in a s di
o AR loR sl SPrhleth & s By PG e BTG Soross
atiuthe tﬂ‘ik&:hﬁiwv eIIﬁE@&hlﬁ) pedl oEtb@dinatin eat Desy beekdrofOfhe present
t he Draw ngs Enbodi nents of the present invention wll

IBeSRtipR described with reference to the draw ngs in
which: Fig. 1 is a schematic view of the internal
architecture of a conventional conmputer, Fig. 2 is a
schemterddnkce siithat fﬁl@%@hﬂ\lﬁfﬂg présent inkeditival there is disclosed a

arc itecture of kpown nmretric I tiple processors,

ngjigple gomputer 9Yleg a AL SuRmRRR 106%%Pros¥a%¥un§mg
sehatdnbouies £ gﬂﬁ’éﬁtﬂ/ B9co ?l&ers‘}nﬂefcoﬂne% t¢mmunications
representatio rlo art network conmputing using
nctvmk,swlﬁreﬁlaglkeﬁolmh@ afchbstattially identikal sibjegtscare ofeated, each in

Iurallt of machi ne ratin he s catlo ]
s St oo eD <At e Pl SGicaRe §ithg herein
IR BRRNEorteMe BE ¢RA of FAid 1de@1t1b§l}ana‘§xfé'<‘ﬁ”ﬂj"édtscls ishibsgaitfafll ‘tﬁénsame

of a prior art conputer arranged to operate JAVA Code

whetpin plésail jdemtinaltabiastseare colfepively delsted whepiviaoke one:pfgsa1d7

phﬁal?cy %F @%Nnég%e 3 L}n@olloﬁl%egélgecfs td é'ef6 r t?ﬁgﬂa céor‘lg'lﬁsstpér? ihd gb_] ect and

v@fefe’ileﬁdi@ Sy sesh @ebilidRB . lodk @earl abplicablyy t3\Wl1rgidsdom u@e"rs WBerein
Fig. 5 but,illustrating the interconnection o

apy mrapliltﬁlywhm@dﬁﬂa{léﬁ 3 npedholipe iharpingeayings a@@&t%wimﬁlrxgﬁeck
I

{éﬁ&e lo'gir( gg%g{l ?)‘161?0? (H pgf T %11% étrllllir%lg (ﬁ%% a{r!:%gftscﬁ%g other
camphﬂersaﬁdm ntibining dlodir crarporelingnanieel ob@etc‘t\nmkl safd authdringslock

Iowquart showi ng a nodified procedure simlar to
I%W PAY¥Ei g. 9, Fig. 11 is a schematic representation
of nultiple thread processing carried out on the
machinggoffankd @ithd sH&ddd' a%b&ﬁ oPthte'p"recstenteiHbéiﬂioﬂ‘%Hére % disclosed a
menory updating, Fig. I's a schematic representation
nmgithed) @rrummngafgleasi ong @pphcaﬂlmpnoataanngn apllmaltte of a«vmpeters

13 i1l ustr

STHNRART TS Or 594 bt oRohaPRjed by mtpPSE 4R B lnications

néiShelRbidanéthbdsdihplidinnthefsteps BRI or art CO"DUt er
arranged to_operate in JAVA code and thereby

( ons efeatinga Hkgplwraliy of sbistantialhy identiqal gbjeats chch ig the
cg’ﬁ:& ].{lg gﬁtgtsﬁ{ht Akh ggwﬁé a gu tfl'aﬁg ?de'hg%ﬁ et he
ca by

app rogram an tironal
(iperv elreaﬁmihle rieitiX], contents of each of sald identically named objects

substantially the same,

(iif)  deleting all said identical objects collectively when all of said plurality of
computers no longer need to refer to their corresponding object, and

(iv)  requiring any of said computers wishing to utilize a named object therein to

acquire an authorizing lock which permits said utilization and which prevents all the
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Fig. 16 is a flow chart of illustrating the

nodi fication of initialization routines, Fig. 17 is a
wo b@d/1edvast il lustrating the continuation or abCI/AURI05/000580

of initialization routines, Fig. 18 is a flow chart

i.llustrati r%g the enquiry sent to the server machjne X
offjegycompptpts fEom phlizipg their orrespaadingdigaied ©bjset wid said ver

b t: est of Fig. 18, Fig. 20 is a

a@gﬁlﬁgﬁékilﬁ‘%@tﬁ‘ﬁétﬁ%g a modified initialization

routine for the <clinit> instruction, Fig. 2 1is a

f | owdthagcordanteiwithatthind aspeatoafithe pebsdm irtvieatioe therenin disclosed a

routine for the <init> instruction, Fig. 22 is a flow
cOREYEr GpE DORPE PTEiRg Hgt o ErYRSHop Safpd b
sfagk Mddingatbh@ Bﬂérﬁbﬂ'é k& BEmifA Pluradidy bcanputety/t€ Baty out the

iIl'ustrating the continuation or abort’ion of
abewgmientienedrmetbod-i nes, Fig. 24 is a flow chart

illustrating the enquiry sent to the server machine X
BHefDe&RiptiSn 8f HeWaGilfst Of the response of the server

machine X to the request of Fig. 24, Fig. 26 is a flow

char Entodirhdntisbdf the pregerithievention filt abwde described withniefedence to

enter, and e j% routines, Fig. 27 is a flow chart

they f%‘é”tnlg%dr}wglc he process foll owed by processing

mechiNe 1iifly SQRUERE LG bie ARGESITLLIRRRRE ofs LRk &g

28 is&g flf]&cl)w cﬁ%rt Wust?atﬁﬁg t%]el requgst!;ng gfl ta%e
compdase of a lock, Fig. 29 is a flow chart of the

PR i G G P SR B
Sﬁ_ﬁﬁ@@fé&ﬁmﬁfﬂetﬂ?gce%wry,er machine X to the request of
Fi Fi 3 1is a schematic representation of two

| apt Big- 8 dnpschematic mpsessoiation ppriorarsdistuibied sompiting, un
a plyrali.t f _applications ith both _ applications .
 nnf e it senBRE rirsohBlSn ofh prlorygt PRI tcifiuiiilbsine

clustefs, 9. 3 1 but showing the Fig. 3 1 apparatus with
one application gperating on each conputer, and Fig.

33 i EigaSs eophemafi Alock dliagragm of 8 pluraliiy of maghines opspating the
s Eoriatioh phoB P A it} P B AP B present
invptoar, i cation i ncludes Annexures A, B, C and D which

provide actual program fragments which inpl enen
Var | Bigs 6 Sspacralatt driatese el Bt ErAsOu iR A ShEsA operate
TAVISSIRb 8iid irdyeloslsitBRG POVIXiH Gl BobRat es 1o

initi _al | zation’ Anngxure _C rel ates to i na[ i zati on.
AnnekKig & it devangsimilar toyifight buti idustiating tideiniial bading of code

g L P AR BHEGOPRGHEDE the o

Fig. 8 is a drawing similar to Fig. 5 but illustrating the interconnection of a

plurality of computers each operating JAVA code in the manner illustrated in Fig. 7,
Fig. 9 is a flow chart of the procedure followed during loading of the same
application on each machine in the network,
Fig. 10 is a flow chart showing a modified procedure similar to that of Fig. 9,
Fig. 11 is a schematic representation of multiple thread processing carried out
on the machines of Fig. 8 utilizing a first embodiment of memory updating,
Fig. 12 is a schematic representation similar to Fig. 11 but illustrating an

alternative embodiment,
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present invention a single application program50 can

be operated sinultaneously on a nunber of nmachines M,
WO/R005/10396 communi cating via network 53. As it BT/AU2005/000580

beconme apparent hereafter, each of the machines M,

M. .. operates wi.th the sanme applicatjon program 50

on” cKith [abauaks mltlﬂﬁtea$ GO BPGHOS o1 he BeripyErs of Fie. 8,

machipnes4M a sdBmatic Mushalsh b TR k&G AaRBe COPerate |

and dggtea SO?SSi Irﬁ'alnélr.I );S eachﬁ@ the ma tlwll nes al\%: I\/lszoeraeln
JAVi¥hcasioend thesehyi cdnstitnte s BAEA (virtusd mizshimat i al |y t he

sane).. i.fier 51 .0on each chj ne M2, .. and. .

©hus Fif 1561 FemRiE RRre e RoR A magRinee ran b Spfdicpton
pﬁ%&%ﬁﬁ and sabic¥d bien SadrBdndrReivel @hcHinelxW th t he nodifi er

of machine M2 bei ng designated 51/2. in addition, )

duri Hig- Lfés 2 Bawiohgrtof illusiratigtbe aodificatien ek sutializetiomroutines,

t he LLcat i hi . . h ..

app! a7 86k HEM ol BuRRR PR bn o opriok B infRfgcion
roued,i er 5 1 according to the sane rules (or

substanti al lé the same rules since mnor_optim sSi

2 z J p ng
chan§jigs 181%? Bewrhart dipsiipting the sREWH5HE 19 the seyyprymachine X,
.5 : '
- S AT BRUEICR s e BB e e
ofEBig, 1& shared menory capability of 10MB, then the

total. shared menpry. avail abl e t.a each .applicat.ion 5
o nbie RO REv R R e Tt PRRos g dyhe
<YB inkle\gar . how this results in inproved operation
w || becone apparent hereafter. Naturally, each

mac hFige 2Mis a Newcharhiblubizatingra medified sutislizateyroutine for the
<ca[gabi i t‘%ﬁ‘ The unshared nenory capability of the
SHIHESURE: o ..M are normally approximately equal
but rRed2 M4 f16R-chhrt b ilkR@Nh the MddifRealbh 6f “@édn dp? or
operate a machi ne (produced by one of various
finglivatige ratiaes and havi ng an operating system operating
ino . VAR] i I ' . - C 4l
| angid S EHRE HafnhLEE me BOAMAARHH ol AcRyRPH it Ron
romigkd,ne as schematically illustrated in Fig. 6. The
prior, art arrangenment of Fig. 6 takes the form of _the
appl figadt &tf Bow ?littﬂjéﬁtfﬁ%?& e coguiey 4%@&5@ gerypfgmachine X,
execpil Bg; f : § t
ahor o REIA AT HA PAUR v phRt (OB R hine X 0 the ppaues
of Bigg2hge JAVA, a JAVA virtual machine is created which

is aple,t0 operate c i n. JAVA irrespectiye of .the
montise2hdihavenrs et nedbnmodfEREFT bl i rignilof Soter and
eXiBfdukingy, For further details see "The JAVA Virtual

Machi ne Specification" 2nd Edition by T. Lindholm& F.
Yel | Fig. 87 issufiowichan Slustrating thea process foHewesShy progessing machine
ikrnov\e/p .gr bjger ar.tit%r ro§n?ecgent of Fig. 6 is nodified in
nagg%rsg hes ARHPRMPRS 6 ¥ferred enbodi ment of the

pr esBiy 28 DveAbW @Aare Yiushetin ¥ r&juestingfofake Rké bONRKK,
facility which is conveniently termed "distributed run

t i meFigo?9 brerflgw thar of thegespangs of therseryqy npgeljineX tq the request
0’?@‘@ 'Q.Fati on 50 is | oaded onto the Java Virtual Machine

Vid the distributed runtinme system7 1 through the

| oadFipg3pisacfohchart iltlisaatigithb yespotisewf e sefved ingichin K txthe

run tipe sgstem is avail able fromthe Open Software
regyesi @ht 1A% under the name of Distributed Conputing

Envi . i: j '

Funt | e R ehematc [PrRBGGL v fipifp EBREkRbE eomected
toprimokaheoesly mai ¢ plueaith pf appliowtions, with bbth appligations running on a

application 50 so as to initially create
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the JAVA virtual machine 72. The sequence of
operations during loading will be described hereafter

WO poosabyeé on to Fig. 9. Fig. 8 shows in nodifiPRdI/AURIGS/000580

the arrangenment of Fig. 5 utilising JAVA virtual

hines, each as illustrated in Fig. 7. It will be
Sﬁlﬁ%a‘ro BHUThat agai n the same application 50 is | oaded
ont 0 pgAGh IFRGRWEmMar + Efig $
comTuPﬁglacatll ons between }g{g nach?‘g%% b ng%ﬁamsa‘ﬁc}h one
applitiation eperbiingon cach cd@Biputetandugh physical |y rout ed

| nat SIS pRECimTn 155 3T and BE bhf Moo it Herpparatus
vﬁﬁhl&th %{ibliéﬁﬁ'@ﬂs' d_})@raltllﬂg%uﬁ'ﬁién@&s%ﬁﬁdih icoRglicaed as the

1/n comuni cating with each other VI a
the netvvork 73 rather than the machines M, M.

t heng&p veesificption nrrféudﬁ:@vﬁrmexmp@é B7C and Dowhighprorgde Mual

P SRS P e AP0 B R ES

Amneitifre @atel a0¢300 fiviiscmd Aatne@ite Birekitd to Inidialization o lanasxirb €
menory | ocations

initi tep 9 of detectln al |

relytgs ai /%WGE‘WAP re i‘)tESE eyoFlranigion er ns are used

i n other Ianguages) in the appllcatlon 50 being

]je%g@g)eségﬁﬁnnenory | ocations need to be identified

for "subsequent Jorog:essj ng at steps 92 and 93. The DRT

71 &uchrmgcttmwew th &l Aginmcoardaneeovitba prefatedsenzbddimment of the
ocat.i ans thus identified A

ottt g el g i b s B N pgppsig on o

nﬁﬁﬂelﬁﬁﬂﬁi@hﬁfé@ ug1, V2. $n 86Bmiuhih@h vid Retwisk 53 PPASewill become

(deS| gnated 92 i'n Fig. 9) of the nodification

piicafters each of dlag @hcfumsd‘d@,rwheMep@em@ byiéh the same

i i o) t at e, ev sin
A S P L S b TR B
MioMZs.pmbiaveghé sartidgépplicstiongeide bad dsta at) Shﬁnafo ka@nék the
thus wites to fields so the val ue at

maphipessHd niingMpetRsFaes witlathesame éorowhﬁg@taaﬂyxﬁh@ sPrag)dROdifier
SPBEE%h'rﬁ tﬁﬁéqgmcw VW% 1&f"th@Hfa hﬁ%MWMé“el\ﬂﬁl%e

| anguage efect'e IC c anges the d val'ue
thelseme dor stbpaaiallyghp samejgmdﬁer Slowith tie' mmcﬁﬁemdenic&@diym

o3¢ Besienafd il hEatifos. v wBIRHR of e e OF crpation

of, kiR hp ﬁ@ﬁlo%mchE{h%ﬁﬁ@M?rMZt e |e%@1¢hﬁ}91c@f1&?9@ﬁ£seoeen

continues in a nornal way as indicated by step 9
mpdg”led@y thecerraspording wedifisr Al eécording tathesaule frulca(qron

ading is i.llustrated in 10. Here,t
s @by R MEP s Sbes RGB Rl e iner e Ere P coch
n@ﬂﬁkrSB/lar.GlmE.e sane as in Fig. 9. However, rat her
than insert t "updating pr opagat| on rout| ne" as in
step,93 in which the processing thread carries out the
u pdaéﬁ AGODSCAYEREE AT ¢ abgr/%ﬁl%scmb@ﬂ JrFARgement, Hsaph abthgmachines

ML §R. 0% hath&y, 2kedla ﬁlgiﬁ'i) aﬁlﬂ%&“ﬁl\g 3] thtalg [kfeacgiiaﬁ Shared

t hreads not uséd in proce
meRdry availelle ty eanhtapphmtmcséssamtyammpﬁght exprct, Thn 3B betp

[ er aI tive which results in |
ol P M, NP ho ke Soul i IPEReR GiReiGo AL PRome
aﬂp@%k R&eMAC GBI @8ch RKEEnEMACRID. tﬂ/ﬁf‘ha%'a&l Ehfﬂ@c?mg ory

he multiple thread processing operations i strate
capablhbg sThennshardd nemoaak espapiliy ef thasnahies M, FM@ .M are

mul t.i ple thread prqcessi 0 on the machi nes
noég’ﬁb?'gwrﬁém& gl?’ﬁﬁ%%é’ﬁ’iﬁ‘“’%%’f%‘?z 111/4 is occurring and

t he processing of the second thread 111/2 (in this

exanple) results in that thread 111/2 becom ng aware

at step 113
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of a change of field value. At this stage the nornmm
processing of that thread 111/2 is halted at step 114,
wa@pastbecane thread 111/2 notifies all other PEI/AU2®S/000580
M2. ..M via the network 53 of the |dentity of the
ed val ue  whi red a

h |
e PSR R R R e O N
viafi6ud aReBcthild AdeRidgamlspRatihb @yﬁéxﬁ Gpemting 1@6n§6fe\¥3rlous

115 until the next instance whéere there is a change of
differerf langugees) ima paicalar lnguage s the anpheasioanby creating a virtual

d 121/2 h b
RS SU L e ME , ERLGAL MRS
tales theufots oDBE applicstisi J0gviRéh inake Javdilapiigct M &beiinkaPithin
%nd ﬁ 127) that_another thread(s) 121/1 all ocated
aJ3va gﬂ@ﬁﬁ%ﬁ@éé&s. Thys. psre etl@ieme@ﬁwse pfithe application is
t@%ﬁ@%&%ﬁ@ﬁm tal'll@‘z\}ﬁ Q1rkﬁ§{n\éb}ﬁné Eecr&?éd’%%ép?? aﬁlg toagéeaate code

nés dent
i IAVA iamespectiee oftha geedhina Immufhatmertaeﬂ iaterral @¢taildlSE thd Riashine.

- Toh 0 Ehep BTt ee TR A A Pl Mithiar Sprrtbimatins S don oy 1

I9RHn6Ih B BT YIlh e SOR MRV Ms B, b@keaded in step 125
before the thread 111/2 Tesunmes processing in step

115. The other thread 121/1 which has been notified of
t he &l‘img@l kagsvi prdeteat @eanlgymamtmf\ﬁlg_ &7y mddéfted in accordance

dIC ste .128.vi a
Bl R S o AEscb BRI bt e RSB B
aEfdtltlsneﬂ g v&i’ﬂblatsgﬁ)méﬁlerﬁfy teinged “UastiBlteSrdih€r or DRT 71 as
utilisatiqn_of the processing power of the various
s¢aRria é% 71 19 F4g. 7, the gpplication §03stpadedi pnfo thenfars Virteal Machine

70 Qlﬁgﬁg Qfsﬁjlb tecd%ﬁﬁfé sﬁr&erﬁ% %roﬁgﬂﬁ{é‘]l&c{lﬁ‘é‘ gm%(ylﬁﬂ? T by
scaling wth increasing size of "n", (n°belng an
arrowe/gerA gm:dmmd tuhaimeosystenialavditabR fadrihche Opar Ssfewis

Fppglgh a{wq{“@%‘?&vﬁ%&aﬁa%%&%ﬁc&‘ﬁé@éé&é&%ﬁ%f&gﬁ §fh
pa@icﬂama ﬁgﬁi"bﬂ@d}ﬁntlﬂié § 7 ERHREL g’:’@%ﬁ%fratm &ngr OUHE !

is used, the ch ang ed ntities
prisedure adimtectbsemm& 35 @f thepiiofrhgppléxition SQko at tmenntaﬂg create

e networ Thi s i 1.l ustrat
oA AR maghile 7 Thitedbnet Shperapiots i inedoddihg Fife
dEefibed RerbdfeR i@ EdtoRdo Y. 9t ep 128 in Fig. 13) sends via

the network 53 the |deﬁ%|ty and changed val ue of the
listed mepory | ocation generated at step 113 of Fi
12 b¥igP shewsimgodifiedderh the ayrngemeng aﬁﬁgoﬁ utiigingd AgﬁA
e 1l
ERAD RGN eqch Nty P b1k 77 1MIEPe RENEER: A qisdine
applickiign SAB léated athéach nidehing ME(M]'ZVIMQ H@@Jeivéieﬂtei ty

and val ye pair fro t he .net 53 and wrij.ti t he new
C%@H@CW&%%%@&@ maghipe -nd/hERe imAisatedly FEOWHS3,

aﬁﬁlﬁ{gﬁ? h%lceﬂfytroﬁtreﬂ ANBEERAE niddhirle Fardvaid, 'aké §drfﬁ%lled by the
di stributed software, nenory accesses fromo
indixgduiah ORI ’s 1 Alwaf En Mothuemhynqohm1 dhbib,yin pmcateeﬂlnmay be

anot her chine m .t ed t.he. net
o e es AL HotConmiiiaint wi fechatbsryia the
n@tﬁz@ﬁ@”ﬁ?&ﬂfe@%aﬁ&ﬁé’hﬁachﬁeﬂ%ﬁm L RIPRheR&SwdsNg of the

order of 10 - 10 cycles of the central processing unit

of the machine._This in |arge part accounts for the

di mi hrsHRngye o Bigkrenand Stluringtheuoading proceduse Zbrth@pmcam 50
beggg ingaagcﬁg J;gvl\.@gfcﬁl JA\pA tvprg{ar Bﬁ%é ﬂf Esrrgggi?ig& hi3odification

ove I n conne
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Fig. 8 it wll be appreciated that all reading of

data is satisfied |l ocally because the current val ue of
W@bdosfiomwkels is stored on the machi ne carryi ng PUI/AUR®S/000580

processi ng mhich generates the demand to read nenory.

Such Iocal si ng c?n be satisfied w.thinp

- 10
CRMEIeREes St ?Hfé ﬁtap%imﬁ Vi desiniigl stap Pl Offﬁﬁgctmg@?l memory
1RGAGH &8mell !‘ﬁ%rc@ ih ?AW—SEL‘R ggﬁh et fBRn Yk %é}ﬂmfd%ﬁerrrﬁig%ges)

accesses which involves re However
irafhp lappladation 58 btingdoasled e Sdsh menmyylobatams elned ;o tevitlentified for

sl bReE et b & AR TR RET by cine mepsgrer

79 erdafes Wlist 6£1N 1he niPhety Y @ti¥nSthayRRERA, ath JAWAffﬁldsaJeﬁlg
at which nmenory is being read. Because of this slow

ligteerlapi @bieet andiralass n ot valatilpand pynghumonefioldy aretlistedt i el ds
can be continually updated at a reI at ively | ow speed

v o eI, S el 8%
sehectthebuigh ﬁhWXebumbletappHthodeThﬁ)rdﬁﬂu |l<§cateSeVTeh}&probé£mg

performance of the Fig. 8 arrangenent is vastl i/
a%tufﬂéfrth@ﬁn%mlﬁs% %cfhang@s fiedd valgeseqrigsponding g dhe listgepeyated at

stef of %héfﬁ gfr JQS for}?elgsg Vifie vAIDE of (6 @51‘6 stp@ﬁdﬁ@ gne\ﬁﬁlry ‘f&baﬁgn is

changed S can grouped i nto es~so as
clﬁang‘edheWhea dudeart dperatemeygicatly putstaticamputfictdin the J ANe}e d

f th k 53 t th .
gt ettt PGt ed it 1 i sedt e ppeessipn
rduti@ealstindebal bl @te@ 93afp ltkﬁs fa@@fnecﬁe ?i’b 288k o Qﬁ-ﬁreﬁh&t WM&fer

initially recording the or each field there

maghlaemn@otéﬁzi @@E‘thc tvylumf (f;he ﬁleé,d baswhangadartheydadier, therkpading
PRI S BRatt SR oS e Bl e g s e

corresponding to a given naned field will vary over

t i me Asialematiae fornpsfhinitial olificpi @pdeii lvadiyg Btillngrated in
changed field values at different |ocations accordln%h
e

Figo 19+ Klendhe sartand diting ders¥band Srapd thpeearchingsiemOare
sfthe 1935 TR M bveh e oy BR0R T S BBl RBHRS ine” as

irsstere93 in whidh el pIedessmg tledad eartiéseou ithef wrdatihg, iestendyan “alert
| ocatj qQns t wil arent to thgse ski
ST s Taerted Aiicn bt Do iR BRE st ¢ Dagadan treadie!

udRikh g?&tegsg{g ﬁfdoﬂfo@ﬂbﬁj W thB DR PAF chrdy Gétr’ch@ ﬁe&&&?ﬁﬁx‘dpﬁﬁk&fén
In u five ways by: (i) ré-conpilation at |oading,

Thisisjepoyp3as pqemkmqbnehatw@whmhdcsd@m lgyvaroverthead. oadi ng,
(|||) conpllatlon prlor to loading, (iv) a
JUS op (V)4 L & com
a + oD ey M cftbp g e AoRine PRI R Bt gace,
theh eith& one |o€ﬁ®ﬁhul@1fple0tﬂfdae pRsvasHinopedons dlusaated 96l BigsNl Pand
di stri buted enV|ronnent) Traditionally the term

12 kppplees: | dnseenip Figed | ameliplrgaread peesgesteg 11 Gomthagrachings
oD 198 Sl PR RIS L 0 SLG
t}gasﬁrﬂmifz (@athieepamAd)entidls in l:hat tlﬁeamlr Hd énbecoping dwaratat siop 113

s not s i cted .and c al so i ncl ude
ob e &F Heaalier Kie Ries Hiuoudaproresh i gh hgbtiread 111/2s
halted at step 114, and the same thread 111/2 notifies all other machines M2...Mn via
the network 53 of the identity of the changed field and the changed value which

occurred at step 113. At the end of that communication procedure, the thread 111/2
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In the first enbodi nent, a particular machi ne, say
machi ne M2, | oads the application code on itself,

woesfidm®ss it, and then | oads each of the ot her POEAL20089000580

M, M3 ... M (either sequentlally or sinultaneously)
mnth t he di fied code. arr angenent ma

e P h0 RGP EPEA, AtFRL > S De FeHBATHEoigrs tgs is 3 change
Mael©Oafig What it is glven by machine M2. In a stil

further enbodi nent, each nmachi ne receives the

appl i cation code, but nodi fies it and | oads the
nodi i g Aistative arprgemeat Hiuseated i Bgelonesa thread 121/2 has
R P B Pl e by SR AT Al R progesing 120

(aviabichted bysepdnd aaparraivi 129) &msirﬁﬁherméa@(b) 121/ 1: @mwa%atto the
with all other simlar npdifications.

DRT progessing: 1204s fupiopagatain aeaaHane w@h@}ewﬂ 58 V@é@%nﬁtwerk 53 to
o e e 0 R o BB Rl oma i g vlue

dedied anstep db3 This inadoferabnwerich cam Hercaatidd mmslumkl;e:md thus

t he supply be e NP su I|es eac

thgproRmiing oE thyiipsial ﬁ%aw?@’aé oalydte q%%mt%nl Y(aﬁén pated

11@5’&% '12§ b&brevRe ‘ﬁﬁeid"f—‘ﬂ/@ %%b@ﬁrovgssﬁ‘fg it BepN5. GHP B{Heﬁﬁlread
w4, so on). In astill further arrangenent,

1akd mllnéshwl been nvtified affithe ehanga I(as lhdna@ted bﬂ agowsl 2t7¢ thm

addlth hi ne t o

s e o et ot BRSO T Br o S eph of the
otRehfaticiaéd ¥, Vivim. any of the af orenent i oned net hods,

and returns the nodified routine to each of the

machines M to M which then | gad the nodified routine

| ocallhis seeond; axrangementrf Fie 12 makes hetirs ytilipation qffthe processing

t
PhRE e Phtons WRaA SRR, 1113 151 31 Ghloh DB Lo e,
suekitfto equtal danapds) fud giwels battet hnaiingd\dﬂltmaﬁaﬂlngmzhoff&l”can
i.nclude any of tge nDdlflc s covere und %
being ga lwgetrr%ea&ré AhAT SRR BHED FETSEHS Lol aBdH Sthe
rrfa‘éHiBH§ RRHA Sortiebted RERWBRRrRE3 3hd WRHLruh 8 application
techni ques used in creating nodifications in é%hputer
progtien STlsandliansously). tIr:resrmktevetdfevhtddmfrangamenfus used, e changed

rield g ey ne o R aGR) 17 AP shdp RGNS her
nﬁ@p@@§pmﬂaphgﬁl&@qwﬁﬂﬁgrnedlate Ianguage) Once this

conversion takes place the nodification is nade and
then the conversion is reversed. This gives

desi H&k ip @giratedin Figal? “@@remwl&%alél arrqlw ds tlm:addm/ 1 of Fig.
BRSBRHAL Yy kg 138 SORUCED) AT HRFONSSUBL 8y an
chaaiged ag&é of ﬁiaenterdhﬁemglhbmm @ereratad apgiep 1 oo Eby

bei ng | oaded, and executed. The fourth passibility is
PROGeSHIRBmachine M tgicaeh Ot ethebmashipe MenebRat o

representation, mhlch is then nodified and

subsequesthy oBRPURELRE WPt OVIRGHRSuFOd %ctJr{‘ﬁldR!a?eaWsteps

i nvention enconpasses all four nodifilcation routes and
135 awd B3 ciodig.nidt foo maohmt Win by tﬂcamngrthe identityl dndfvalne, pairffrom
such r es., Turn now
R R o ot re Yok i dhe BE shrsToptbe pmory
IREdieH, art conputer operated as a JAVA virtual nmachi ne.
In this way, a machine
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(produced by any one of various manufacturers and
havi ng an operating systemoperating in any one of

wo ar500926i ff erent | anguages) can operate in tPEI/AU2005/000580

particul arl anguage of the application program 50, in
this |nstance t he JAVA | anguage. That is, a JAVA
vi rt JaheRpgaHaragementip Kig uab@naﬂ@tré@a%d spitwase tRnory

I
Y RRA0 rac P s bl o Wbnol YRR 1h & i nother
mavhernat peletitied sy thie mhmrMMCMectmg theenabAinks| Bogwaegesuch

the initializatio ine <clinit> ns ce
Y Bots R on ol if Ay SR s abe CRERes I ~ & s cles of

t}hé"éetntr@i ﬂ)rééés‘sﬁ’l@ UhRUrHREm siHhd >TIRARPERR g‘ﬁfrtta%bunftsofor the
exanpl e every tinme a new object 50X,” 50Y and 50Z is

démisished petfornzangt of the mwtiple detercaneectedatechinssi or t o

obj ects so that in the application progran1|IIustrated

in Fi t.hr
o) e et5 LB Pl b e o HoochReh BB GEpecrigp vin
Fid) 8nittwill beiappiecibideit SHQ¥adisg bD&dLH, satﬁfﬁd lseAgbcause the
obj ect 50Y is. |l paded and finally third object 50Z is
chige vglue\g e dieldsds storad; op the maclwn@ FaTying @Pﬁ the pragesgigwhich
SENTRNL e RhnaHBESAE n?e?nor%r §ﬂcﬂgcﬁﬁﬂ&!e§§ifl$} 4n be satisfied within
|nconS|stency arises it n the runni
1[) Ai-t 0 dyzhes iob meruentralrmscassmgnniedThm opemetice, therd isg t he

d|n rocedur However, in ar rangenent
S lP~°1 %ﬁ’%’?ﬁ%gga"aﬂth"%i%ﬁme@oﬂ( aGFaSSSP gvguq%r}nw &%S 1°83s:33), a
plurallty of individual conputers or machines M, M

Vh_ aikgywRs el st gl soffaRlroAlemb bR ORAAY Bt Whies %o

conmmuni cat ions network 53 and each of which is
iy sdatively nfrequerdlys idera @nsequetcd, thedets amhnclamcmmmﬁ bemg

PR R ST B TR e L oLy b i

réxdn Mi&e@ﬂtlﬁ@@lbw(ﬁeniahﬂ fomnehitinElorede - Wil GRBedvbry, W2 fields can
M, It follows therefore that in _such a conputin

be gontiwatE HPdated ftq relasixelydovy spesdatia G\eénqmnﬁ%@qm@pgwe

ok SOk o s M e A B o
foroskitingsto rheroryf Thegesult is thapthe\pedfermdnce olfi éheRE. & artarigement is
Fig. 8..1n rde fo_ensure consistent initialization,

V?ﬁﬁ&%ﬁiﬂ‘?@%ﬁ?%ﬁ Btdram 50 is scrutinized in order to

det ect program steps which define an initialization

rout Ig furftel ﬁlo%l?ﬂdéhbﬁ‘ﬁl &%oﬁ%ﬁle%@?@ 11 {aB8HtidR @ Valubs of
| oadi ng, or during t | oadi ng procedure 75, or even

chenged fields chwbelzreypgd mblmlms 36 a tufurther ngdececthe demins on the
th t de).. It
oy =l SR o BB PP P PR R BRI einbs

understanding that the term conpilation normally

i nvoliweisl dscChedigarentitocick® skilleddan geagethacia aft&ﬂmcﬁéawd(lﬁy each
to ob ect code or ane Ian%ua e to anot her. Howeve
¢

bWé@léH’tlm}l}Ysl’F%ﬁé@gtth%ﬁ ds.rfpr eaghnbiel dathpisrs 2 navg Oir t@ntuy
U n
R s R R S S P
Hoedeerpin thanglieigeal Mechines diesremenydecation cbiresponding to a given
abo oned scrutiny <clinit> routines are
RRFY MY MGBREET Bl SRkt SHHBREF S IAPHGERSF Y Fh e glanged
fibld%Rhea bl irRR¥eTRhtibRSIEHAIQD H ol ih{2HRI f)ﬁfées%es BhisQhe
Ive rise to a nodified <c |n|t> routi ne.
t nfeaddof thaDRiks Wil haye] ingendrhlp diffeasd nBO0rY rhoqatlensdﬁut each
t he machi nes, for exanple JVM#L1l, and tell all the
other machines M2...Nh that such a class 50A exists
and its present state. There are several different
nodes whereby this nodification and | oadi ng can be
carried out. 11




10

15

20

25

30

Thus, in one node, the DRT 7 1 on the | oadi ng machi ne,

in this exanple JVM#1l, asks the DRT's 71/2. ..71/n of
wa@bkdostibe®2eot her machines if the first class 50Ap@EAU2005/000580

al ready been initialized If the answer to this

IS yes,.the he nor i pitializat
BTt v B etk B ot "o Sphelecoret i difSwet mewory
16&tiohdren the normal initialization procedure is
operated and the consequential changes brought about
during that procedure are transferred to all other
mach iIher@il glso Bﬁ apnazens &0 thpsaskilbedsingle s tigk the abovementioned

oo fon O L ol B S BT AR Bt i i o

ﬂ%ﬂW@&by does not discern, as a result of

j.nterrogatj on, that the particul ar object, say object

Boy, 1® ﬁo%faﬁ%ttqnoaﬁ lepdings| r eady been | oaded onto the
her, i 5 1MBo Myprd 71/1 runs the

Q%Jec %ﬁglfl izafi%ﬁ rout@ﬁﬂt&mﬁggﬁTads on each of

(tihe @Dimeﬂamlbmoresldeﬁmg, Mh an equi val ent obj ect

[ tly be t d b t
(e eri el A SRR Phe ni tial val ues. However
(¥t hechRpildinlafiel RuH8st, bf‘ﬂ)tr ekiifplePhedSre esrl@cxltioﬁ of the

cluesti on already exists on the other machi nes, then
relpeani or emtespmdmempimtlword@ A & distriusediinvitohmdntind a
| ocal copy is created with a copy of the current

val u . [ ‘ I Q L,ng about

! e dRifRD AORER SoRpiRO R By Ao PRIBR. oo
filotn §duecege vdjaat cdﬁerdi@ge teeigtiagefto lahthel Clsary ﬂt‘éhﬁ@ gf ih@ term

L hat_nachines M Mh are as before and run, the
“compilationp’ K%lﬁltltScatarpmaﬁaei pAYIRlepi by theriesgnt speciticagion is not so
SRR DGR MnvaldFBincluddBr esrhﬁ?d{:ﬁ @B&gfig&&{ s WIS N, sane M de or
previ ous arrangenent 1s no Ired by the provision of %a
lsgonagr nmachi ne X which is conveniently able to supply

a housekeeping function, and especially the

Syncf 61 Batt Spainett dorut GUS Hediind "Shrcmeching MY, loads the

applEcation SEdVE itdBRG RdJueries i€ ARd AR ndohRéa¥RbY %ec&ﬂéfqﬁh&ﬂnes Mi,
conputer such as a PC since its conputational is

Mbw. Ms (piflesir cageantiBly lor @mmitainpmséy)iwtlntlge nrpglﬁqdv@de In this
RGfl + LoV

ai?gl%ﬁ{cfgnc Jfalpul‘r%%1 ;682 Oeél ncr%gg g% hgaCY] gef%?ﬁfhmes M1, M3, ... Mn

ldadknaibiiitistgtv@fb)tmectﬁneh@n Wiere two such server

machi nes X and X+l are provided, they are preferably

operated as dual machines in a cluster. The additional

machi g sth s?‘l"]_: 'ﬁéft&{ %mﬂloﬁﬂﬁent ae%ch ﬂfycﬁi% ?ch%s ttﬂ?ere%éﬁhggﬁcgh code, but

lines In I'S 'not necessary
nedifiesr it rah ilomlsXthes mddéfieclo rpdd ani dtaal mhdﬁﬁh cafhideenables the

di s ri.but ed, qver machi nes ernat.i vel
dHiFRHEE SATISH Ut R 2R @ﬁ%‘“ﬁ%é‘li\i/%ﬁeﬂl@mﬂy dlierénichoing gplimized
b&s)éﬁ%ﬁ%ﬁei'tsaﬁt‘cﬁﬁéctﬁt%narﬂeoﬂﬁ%gf st e!tos‘ﬁﬁe RinfQuith all other
function. Fig. shows a preferre general procedure
sipolap exoddifidatioesd for initialization. After a | oading
step 161 has been commenced, the instructions to be
executed are considered in sequence and al

i ni t 2k ifg@idr Afrah St es patitudehacking a5 NNdbad! e uhfi'lodlﬁed
step 162. In the JAVA | anguage these are the <init

cegdecandcall pthesmaghingsne, Mﬂ dd @ medifipation to delete the original
W{CEEI&PJ;O%%)Q]{i (%I zaﬂoaﬁ%;ég‘%ﬁ use different terns.

ere an 1 ni W& is detected in step
162, it |s>nDd|f|ed in step
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163, typically by inserting further instructions into

the routine. Alternatively, the nodifying instructions
w@ombdolses i nserted prior to the routine. Once PEGIEAU2005/000580

nodi fication step 163 has been conpleted the | oading

procedure continues, as indicated in step 164. Fig. 17

illustrates a particular formof nodification. After

COMBAGI1 Rsthdes, 1R tsﬁ;{jﬁy b&h B¢ BRAndHEH d(lé e ﬁ@gﬂ&t RDf M1, M3,

assets or resources n JAVA terned cl as
Nbj eéfbdlsf)CﬂVbOIt@Sc&ﬁedloa séientiad ((ie, M2 apslies M 1 whichathkw sutpids M3

be used gl obally by all
Wﬁ%@h ﬁ%guppﬁxﬁ?w conveniently done via a table

mai nt ai ned by server nachlne X of Fig 15. This table
al so_includes the status of the class or object to be
i ni t e sal furtheri aeaneamen, ithe maghingsy M o é\tﬁ@,p@anl?@ldaaib load

I
o 08) BLELAE Bk E LR RATRH A8 bR aoppsion
propedrh hehivhr peyfon@s ahié niduéfidacian ivitg iny bEthd Mfofeni@idsed Bftthods,
the object or, class. can be initialised_in the narmnal

apch B thy medified; ragting to "é‘P’é of ihesmaghines M tpé\@ wémfh thep load
s M

R G A R T s

lcualdi tefjeests &l ﬁéw\ﬁaédlapnalhmchmwmdhhmtumm at ﬂned1ﬁeﬂabu11me: to each

B R cRo hioPl pErar i i R QuBal e 8 Tndude any of

ﬂ@}ﬁédlﬁgatidﬂs cbver8ihdR kb scBe §@HE ﬁféﬁ&t%%nﬁbﬁ p 175.
Fig. 18 shows the enquiry nmade by the | oadi ng machi ne

(one of M, M2. ..M1) to the server machine X of Fig.

h f. of the.loadin chi ne i .
e b R e R T
ubddein rcmhﬁg hﬁ)dﬁﬁ@lﬁbﬂﬁﬁh dohipirerR6dY. MEhefirsEis tb Hake ﬁIeQﬂodiﬁcatmn
step 182. Fig. 19 shows the activity carried out
inyherriganak %ﬁurcm) gengyses. nThesqsend és tootanyen tanodgigal cro)de 4in say
f; Nl [ t
18VP ol mfehed rodSerdloh @ RRHL GG BhURLT Once s
cm;uetsmi takesjplatdﬂﬁlerlﬁsdlﬁg&mnt i® nidiatané fihie@cthe icon & sibn tiOreversed.
e.en n chi ne hy | ng_out step 194.
Thysgiyes eydewgd ffr%gﬂpﬁquaﬁqdi' VAR at us | &
uninitialized, the corresponding reply is sent by
carrying out steps 195 and 196. The waiting enquiring
machiChe thirdsmsaﬂ)i]}iny istepodh@?t fosmadhime edaleg(cttberrdissptipdr via the

accord Ref erence is t he, acc [
Bl et S APemadon o bhca Dayreschime S0k ot Boaegddpetore
b&ﬁg foaldBd bl @lde@ed! The |f@ir€l§pos§i’6ﬂﬁ3i 18 cBhydrBthd dripRial 8dde to an
code fragnent from an unnodi f <clinit> instruction,

intgimedigteerepreseriation, svitly i Gan qulﬁ@lsgétsubé¢qtanﬂb d@piivestgd into
i nstruction, Annexure B3 is a typical code
mﬁgﬂlgﬁé‘%‘f froman unnodified <init> instructi on,
Annexure B4 is an equivalent in respect of a nodified
<init>instructiqgn, In additign, Annexure B5 is an
al t el AapiesRnt fRyeptien erreEIngsseaat sxuimeodiicationdowanand aleo a
c&ﬁblh 1cﬁpofat%efkgéaet6r e‘%fextl g].}tﬁnﬁ cgﬁ ghpgutéﬁs\nnexure B4.
ernore nexur e [ he "sour cé- code of
Initdient, which queries an "initialization server”
f or Thlmilig’]hd)waibi Bigt ilé),nthstealsuﬂusifatetdwe stisdneatenteprdsersistiar of a
urce-cod of llnt I Server

Annexur e B8
BFio ot B pBUIeE APSEARR LA T AXA Biak B his Way, & machine

(produced by any one of various manufacturers and having an operating system

operating in any one of various different languages) can operate in the particular
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query by InitCient and in response returns the
correspondi ng status. Simlarly, Annexure B9 is the
waowsaesseowde of the exanple application used iPCT/AB2005/000580
bef ore/ after exanpl es of Annexure Bl-B6. Turning now
to Fig t.he rocedur followed to (fy the .
st T BoRREC) B G0 B ‘bR detens Al AV Ao ge That i,
afrmtdrﬁuaqﬂ@chﬁﬂeawablefw ARBRYLESIB0 IPtHeNAVA language, and
codefra%nent of Annexure B2 is indicated. The |n|t|aF
ufibzaditlhey JOIV A trechafspture: aresprctpieogf 4l sGchineomahefaginies and the
ine 72 1s commenced at step 201, and each
\{?ljrrléﬁgeftalp%g%e rga%}gp%tl nized in order to detect those
instructions which represent the <clinit> routine by
carr¥|ng out step 202. Once so detected, the <clinit>
r out iThés SAWAdlangeageathei inttiakizaticn Todtipg rebinire heppapy only once
r 0
A i3 ity TEROAR toied, CHIGFRYET ¥ a0 ol Sinic

hagrens ofied, fotlethmpi eeorytiage BhevaobljeB250H, 60tYhdeSGZDfs€cr@m€ﬂ In
g%ter excer pt of%f <clinit>_ jnstruction respectively.
HORyolRFFE qre deededBion & SBiseH % el Bepliction “program
: i4n , i,nal
NG R 14 pafatp held PRsPpO Qa8 O BIERTRIESDY, e fir
clefs 504 & lbadedrfastyliehdle fitst sbject J0eis feaded ythkw saxbnd nbject 50Y is

f.ield) .called "thisT Y .. Thus, .w t hout nagenent . of
idaieCatd SR3hY, B Seg 4 istlgtdbd” hiten frim e ddehere isdnly a
sﬁ@lémoﬁﬁ)u’ﬂ@ \3k ehalcBink 7! !h@h in§ @ohfMidt &@ﬁ@orﬁﬁ@é&%aﬂ@é’éqﬁ%he running
| ocation (field), with different obj ect s ear |

of the fiitialigesion reiings injendedéo opstate during Hieileadingprogediye.am
bei ng | oaded expects to happen. So, taking advantage
of the DRT, the application code is nodified as it is
I oadH@Wenm it e drRepémentilughesdding.t §)garndhlsdid Figs. 31-33), a
nmet hod. . The changes nade (highlighted in bold) are the
pkuﬁalrtr of indvgeralcomsmiers Ramaghigesdl, M3 ». e provided cach of
e [
WU PRere ARG VL CRTMEOREDFRER'SS tnd Bch 61 Bt s
pros't&edewﬂly laoabeifiar it et Joaded etith etdommisore applésativn Weogram 50.

al se ¢ nding to the | oaded, state of this class.
Eﬁﬂ'?@“‘i‘lb’Ai%F %({jf atletidr derlicats @fl%rrré:a MOKH SRS AR (cpntents
oﬁ LG if'lhé“i i M1 MEnG{Rs MEPINS ENA. Stfén)b% hdrSQHd ih% r?lfsuch a

for t (See Annexure B5 an for exarrp
cmmwtnmvubnmhm it isazsessary ta cobars shadlspecof tﬂlepnchmelnuh machines

hi, s, cl ue nu resenti IS class
Ml RN B8 ifisifbatlan & bRt Guhioh. ¢ hE tRogyiner Gipfis. of the
m@ﬁlﬂerasrlopﬁrge@@wvr&d% tEJ‘DRTC'haiﬁ% Bhi s way, the DRT
can support the | oadi ng of nul trple cl asses at the
same time wthout becom ng confused as to which of the
mul t { pl S a d.an t
by uisdlorcr’gde h§ %hsl‘fir uegllmgJ At i @l learlzofo %egfci:l % ié\fz}!sag% rSgIna& 50 is

saisrdd it bRlee a6 rdertt peednl stops twidch Sbfinead Mhﬁﬁﬁ@dmn routine.
tabl e. The DRT can determ ne the Ioaded state of the
This $ggutiny can ﬁ%lf?oelﬁceorlt%yémr fo kraémabpy uing therlogdipg praegdure

78RGNLNG Ll ] (fhng fBr %gilmaes§ ﬁu‘é ?@fgfed ex Eﬂoﬁ fofatﬁ¥ relevant

rmachi ne repIres n re rue
cdredspendidg amlmanmv ebde). tthmapse hmndsdﬁtb 4 omapﬂarmmrprneechn&nwnh

consul t share record t bI e er arate
E@nge@ ﬁr mpflatipr, %@}a@mlng%g?sea cheRgsyig code or
1%%%% @ﬁBersolu%acb o‘BPc%béc{E’or%e "I’af%ﬁﬁ SEbtHe? Hov#ever in the

rmne I f this class been [Foa or not the
PRt riettancaghé ddree’ cann@latiodi @nﬂeﬁwgratrmmtlcahecaumalaﬁs) samt so
not been | oaded
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before on any machine in the distributed environnent,
and hence, this execution is to be considered the

wo poostiomeel original. As a result, the DRT nustPCpaa2®s/000580

the "i sAlreadyLoaded"” record for this class in the

shared record table to true, such_ that all  subsequent
IPRWGeh A8 neoflsp sRFRudE Rty atse odificalipnso I the Hrmescode or
1@dagdicl uding the current machine, will now return

true. Thus, if DRT.isAlreadyLoaded() returns false,

the nodified <clinit> nethod proceeds with the

origihal code bl OCk‘n&(.ﬁ]i CQ now trails the iniierted .
t hr eé™S AsTPHRTYCBRE . Mo AROVSITRHORESh SCTUMRY { Tlinpgyrroutines are
ifighlly Rokéd @8 andReer fdusd ﬁ?@&ﬁfy‘iﬂ?&ode%ﬁi&él@%%v&ﬁﬁinstructions)

.al ready been | oaded in the distributed environnent, as
iy wewtedeaq a o give rish4r ethodifpdrelinibireutife. (Thécmadidled segine is to

se, t original eode bl i.5; NOL .t
PSSRk LU, B9L5 B N R o ot
niiehipey MDCallh QRg ®ich-a FRAss S0Mhadists Red DRTplesdndrshie.t I'TiRre are
the inserted three instructions prevent execution of

seeeal slififerpnianodes qeherehydhis anadificatiop ang nadingesantbs cemyied out.
appl i iQn [ i val ent . f he

SPPL kL GO0 VRSN (5 SEMORIAE NS 3 Sy
JWiMyL, 2skd thdBRE’ ST EPS. A liRoditih? btheahackifies ifahefifst tiass S0A has
gte s. 202, and. 203 of Fig. 20. This results in the code
agfadxnhesRuinatigisepei Hothe sveet do thise apegtien ébaessothen the normal
inMAEAHES pRedie $4 J%@rofﬁijﬂifSél%ﬁd.' Hﬂhf‘ﬁné’%se? s H&then the normal
<clinit>1s used for <init>. e application prograns
indfiglizatiom| pyededper isobpokied asl theecanse@rntial phdngeplbeought about

unlike <clinit>) js ar are detected.as sha b te
ashind KRy ihsedtice ate LoD ol bl o BEatiba BY Shrows 83
itPpesently across the distributed environnent.In the
exanpl e of Annexure B3 the application programs <mt>
instructions initialise a menory location (field) wth
coul & YEEE el hibpeAfol BncsRion e AREILEY 30 50 or
50bhjisetbeiasied daliceel theRAIT M, ddeh ndt A&, iabutreshilt of
envi ronnment, where peer, objects can | oad at different

interrpaation,fhatithe partiglanehiect; 8y pbieeE QY yin ugesHoRas plready been
. o P : .
e ot RS A3 L gl SR 91 BUBRL:

imtiisd eraderiviutide,i and tloads ton@acisefie nther afatitinesoidi f Maani egnivalent
as taken place is sef out in Annexure B4 and the
o (RS BERich bs tf&lf%ﬁgé%{ro@mr)gagqtbww # fopy of the
i1 dal e HbWBveT! fF 'tﬁ?DR?dZ 171 §&kiufifles A thé BbieBEs (S€ 1M dllebtfon
modi fication, the nodifying instructions are often
alrgagyiexisth anothb ethet amebines, then thénmortriahudt@mzatien Airttion is
instruction,. instead of at the very begi nni.ng. The
@b ¢ Bidek oqY 5P pilr iy R e chkol VALt AN R ore
vaRARWays 8F bAAginShb&t tha@itedRsulpf t en have simi | ar
subt | e desi gns nuances. G ven the fundanental concept
of testing to see if initialization has al read%/ been
car r pedesun Figrd a modification toyhegenetal guengemeat pf Fige8 is
. y ] nitial an: .
pRhicA 3 ik BlolLs RN MG WM o 3t B sa bS5 B
pogran @ ppodramines) Sleod alt stackindodil NP1, . Vi dhdnitargiolisly.
H:gachi ne, say machine M2, | ogjg,s t he class,or object on_,
Pt thg pac oS ITAg aerac armogiied jvy the previsipictfiassyermachine
. . | . . .
b1 Pl ool BB S ity
initialisation, the clean up and/or the synchronization of structures, assets and
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"master/slave" each of machines M, M3, ... M | oads
what it is given by machine M2. In a variation of this
w0 pmstieres| ave” arrangenent, machi ne M2 | oads PEEAU2005/000580
<clinit>routine in unnodified formon machi ne M2 and
then nodifies the class by deleti the initializa
resoutres.n Su¢ha sarveranachinetX; cahbe ¢ iopaliip commatiey smpft }s%“%ﬁ as
the. .0 DRSS N85 is DRHSAd fdicdtied by bibladenet eFig. 15, two
aﬁfgalf‘%“f lé%%gllgoﬁutl S nlcl)wagl%y- bassilrlllngc of b{yhe initialization
sefv@bnabiing X aad 0et ledande podvided fon redundanss purnesessiodagsgase the

o till furt di nent , :
overlae it theascieat | PheTeanor e porier A O pEX ] are
pr@ﬁﬁ%+, g@%t%ﬁé B%g%gl&fdp%ﬂtémtduaﬁn@éhiﬁdaah aRsirn@he Fdditional

ena ifrcation carried out by each machi ne
mbchineeX$1 isgipttionaldistifdicased by dierhgolsmlings #bbigatad upon its

architecture and operating system yet still coherent
with all other simlar L )00 a5 it bofndutdtions load can
ar r ShEEAECSIFTR LG Priogbqeg‘llr)sg{r?fae%ﬁ?yé@gz(ails N I%lads t he

bEdiasiBuRAGval hactiRaMnevhi.(da. Miterduively, a Natalse gperated by

modification to delete the initia izatd'a[ﬁn r%tierel(e alplg
orleamat hittee(imv diasice/alave fyep oReration) 4ap b BEGAAQE e hqugkeer

S“&’(Ply can be branched (ie M2 supplies each of M, M3,
10t ¢ di rectly) or cascaded or sequential (ie M

applies M which then supplies M3 which then sup,gl i es,
M4, Riad16showr)a prefermdgendthl proeadues todqerfgﬂg‘é%fqr iniiplization.

e hi e Ve - Lt

ARgealaginten Marheg et crimt i Spb nefiiic? o bE biqeled are

ccﬁlsﬂﬁ?ﬁﬁ%nltsg%gﬁge byg ARsiidNeatidh rolitthes ar@Bidiectédad indivatednn step
0 all other

machi nes (either in branched or c&gca € dsi
16 slhitheJ A VAhienguage these et the <iniiPrfad <chaiy KPIingg iy meigpds n

access a class.l.isted in_ the.. [t sends a request
JA¥ ﬂ?l&s‘Ofﬂgg)/i ghief t?ggﬁagggggs%aéli/fgﬁhf%ﬁn%ti on. Thus the
information provided to machine M is, in general,

di f f eyiRms af [emMAlIZABo foutibals detated ih swgd@2; ihisomadiding Hestep

M2. Under the above circunstances it is negessar
63 aypicalbyrlyy idserting SeTEhST GIITBCUADS 40 JOFLARHPRE O Rakveths

n}v\(@ig‘égl&i iﬁ%@gﬁ%@ e PR REC BRIrekiddIanc? thd aBdification

data i s demanded, both the cl ass
s@p 168 AhSbentohipietebibetloaing procesurs exbiones, AYINdiaiRddp step
are transferred in response to the demand. This "on
é&mand" node increases the overhead of each conputer
but reduces the volune of traffic on the
co mnﬁ]% qat;j1ASitdIet ppidul T of Mbeificatise CAfert dvemencing the
conput®ers. In a still further arran eneqh% t he 1
rowieiin step M71 the Miyctargs, ag&qﬁﬁoraﬁﬁour@agmr% dermed glagses or
ddi ti onal . machi ne X (of. Ki , ' Qsed
o) FE B FRTOT b an 5P 177 Higebl it e RhiRhER: bE
e ooty kb5
0 iC en | oa e ¢las oca Lo hn i S .
sarveamgaon R oTHE b ndBispble SRR o S LA oley Sigtieet
o% reg&yda for any class, and instead, they forward
QPF PHEFPequest s  to machine X, which maintains the
tabl e of | oaded classes, and returns a nodified class

to eaghindatdrie Fitep@nidateps 673 et Meletesmingobaj the globphpame is
o alradl TSR RO (P &P s Bf M Rcithe ddrying ou
thi fdaﬁﬂmg? e 0 rida8s TRk BRI Gnass eebe thitialited irt fhe normal
scope e

fashion by carrying out step 176 since it is the first such object or class to be created.
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present invention. Referring again to Fig. 14, in the
JAVA | anguage, the initialization routine <clinit>

whappae2onl y once when a given class file 50APCHAU2005/000580
| oaded. However, the initialization routine <init>

i ezt 1 Sr o e Sk

! i
utg}%gc? glge\%t% ? hlis?%%g% ﬁfa}1 %ﬁgerHH&?Hﬂegl\?fs Eﬁeaﬁ‘éﬁg?rj;gﬁi‘éddgﬁl; Sf:Sass or
g

and cohsegacio) thetrsgub@Xniialisation eovtineds alariggdn o Antirsty,
oaded first, then first object 50X is | oaded, then
bk‘@é’é’#&ﬁ%] set1780Y is | oaded and finally third object
50Z is | oaded. Where, as in Fig. 14, there is only a

Si ngpy i COURMIAhe BliquilyGhidehyTBe 1dadBy mmhmr(bhe of M
|

i nconsi stency arises in the running t f
M2ni. Minatd thaseer machinghliFig-dAd éféletoeeféﬁ%? gt e doadinggmpghine

| oadi n rocedur.e n 8 r&eivet 9r
isyéinpad B EFGRIIEs PERRUATY gy PODEAE HIAEDIyG rebeivelt Grom
mg@ﬁﬁéjq Phicertivyssr-B2Z are, in future, liable to be

r equi red for the program 50. ThIS i s done by

mai nt ai ni ng a "handl.e cou ¢
keepElgt 1%&1vg@%9fthf~‘ ﬁ%ﬂ‘ﬁt}’ 9ut§ E}I\eﬁi P%lzerlgeise%:n ‘téz%nse to
pﬁﬁhﬁ % S ENGEFiLS1 ﬂmﬂﬁz ihRiafsa10RGHCis dbjeBfined in steps

count “for a specific object reaches
mzemi mrmﬁelf.aﬁemﬂmmahsm thetresponsc o thal edfegloid senitip e

Kk f ta th bj
S N e
Bﬁl bie % bl}y ifl Gérﬁ bedafrping @hﬁﬁé}ﬁdl 95pindr1 96. The
ecause

|na |zé IS no | onger needed. Th ane. |
waithgenguieing pdchie omﬂt@d b;gstpmi%@,tgenfthe LSRR ac‘F‘ﬁ 1ngly.
particul ar, the conputer programer when witing a

program usi ng. the, J ure, need
not %ﬁ%@cgﬁ mage @%’/ﬁbéc ggﬂﬂﬁlﬁgo g)r(ﬁjté%mp‘&%\%/%lde f or
AniRbBuréd Awmuu@tratde&t&illoode orrefatiphitz felden. | nstead a
singl e JAVA virtual pachine 72 can Lr
Agiasise B1ds 8yieal Snge BFEmER Gt s AEET B T o Py
q,n%'é Jrg@Z' %_baﬁ 'e@t'ﬁ)valgﬁt 1ﬁ‘§ﬁs‘g§§t‘?ffﬁ rhéHi B LElRitribgiuction,

arrangenment illustrated in
AE!n@xurS B3(1aadypabai &odmfrEgrgsnt fRm a3 ynmadified inipy ipstgyetion,
i ndi vi dual

Agmgyirg & 18 48 ﬁg'g‘f" akmi 18??655’?% I}ﬁtné?dé onn e{}{?'> \}ﬁ%ﬁgn

It Qﬁ'al}igﬁ d/ﬁfﬂeﬁﬁ‘x% B@fs\%ﬁfa'&eéﬁn@@% tB@6ddedf AMiiegtireiB2, and
provided wwth a nodifier 51 (as in F\Hg 5 and realised
Anpneive HORS a7 altewhtiv . theyodgrdlAvmgsered* h a common

a licati 50., E f 5 es an

crpofe n%ﬂn%“érg gﬁe aﬁ}bGI %éﬁnl Sﬁ(!léc)g eﬂ@gﬁg gﬂ e‘yg%ldt éué?f y
%lﬁﬁ&&ﬁ@n Ve FEStha Gitiaslszatibe status ofithetryleodnt icked$ uf chjedt.
machines M M2...M. It fal]ows tgggefore t hat . Jgs[ tatus
Anneane B8 rsgthe wonicewasnof initSesverowRich Zeqpives anuitializq H’&S

in a
%Wh?y%é@ %'Il}é ngsgghsteh r essndquf d)rt§eoswt:'nlﬂifﬁlg gtzglf s). In
S?ﬁl’il"aﬂ? UAﬂﬁexu!ﬂ@ Hosis the ESopﬂ:etclodeJ lofitheraxdmple a(pphgatlon@)sed in the
have no further call_on an object or class,

t&ﬁuw&prwm%@(@wxw BIvES- still need to refer to
that object or class in future. Thus if the object or
class were to be deleted frommachine M3, then if
ver e Twanitigirosy todFigh2d, tb&aplecedlmﬁﬂﬂ]@ﬁ@ddo moglify ghe, éChIPF?eWu"me

that change in val ue c ot the cod
eRibEgIARear 25 BeoruehiRasiRpo R RAREbure B to the code
machi ne M3 woul d not include the relevant object in

its local nmenory. Furthernore, were
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machi ne M3 to execute the cleanup routine on a given

obj ect or class, the cleanup routine would preform
w@bk@aneg2aot just for that object on that nachPCEAURINE/000580

all peerobjects on all other machines as well. Thus

i nval i dating the .object on_nmachi . Thus the goa
fragmeny B5 danrextEP By I dikitaleh | THecBY ?%gﬁ’tge(}ﬁ}ﬁe f gl program
5¢ o F’J'?sl\?‘&svir'%%l 1MRhine W9 is @Sl hESte 201, ShiehdrARRdode

operation of the sane application program woul d not i
is berueiafzb@ iteckdet to detebe thase irstractians odreh gpegsent the <clinit> routine

finalization, cl ean up,, the,appl igatio
o g O 37,553, 4 b2 PRL L OPuphOS 3biBea s
inEichu!eEi &n Afle8RR BIPbY Qriie oul Blep 2081 Utd Micard tyaktep 204, after

pl'ace either prior”to loading, or during the | oading
thp nmuckifatien issonenletnd dietloading pracedie bt SRBBYFY (Dbut

bef ore execution of the rel evant correspondi ng portion

of the application code 50). It may be likened to a _

conpj hadxuedy BT SEEBD ae: thie bbfdré endiaftte extapdofmg<¢lime> npteuction

termconpilation normally invglves a change .i.n de.o
rebpaatjueiye The quac et e teas 1 5 g e magesl B gjighted i bold. In
|, angua ! lthe kBlidiBEmMRI®E @MatdsnSiewnoect of
ﬂ’ﬁ?él%wtn ?rgﬁ)&ecsgﬁ%?% gf’i&%% ang" tP%s ér arrlrlrlat i cal l%'
it QA M@ edsSthis 19 themeamry éxttion (fedd)acatled dthislesd. i Thassygithout
enbrace nmpdj ficatjons w.thin the sane code.or .. }
maRRagEEYE Of ﬂJ@SSan?éWge‘aL?gﬂ’éE}b“ﬁ‘? THEORES Ve 7T PaeiHge would re
irﬁt?egfég ltl{éysa@e ddRn Rk 10ERioR [(Beld N ivittaditérdn® Okjectsf Qlearly this
and when found a nodifying code 1s inserted so as to
isghotewhits thet programderf p8 dhe kpelivation moearpmebeingilgaded expects to
nodified routine is to abort the clean up routine
h%RPSHy speci fic machine unless the class or object to
be deleted is marked for deletion by all other
machi nes. There are several different nodes V\,hercﬂ:)%/ o
lifigd, as it is

t hi s Soptikingcadvaotagared the &R hgthe ApPHeatioarsade ds gue
this.conpection refer ' : ur WAREE mad
l@gg‘iﬂm?s fn\?glﬁlfl%j?' Sﬁ%égn%ghegrg |l¥rélr¢gzlgﬁgon?hr$gges ar em ade
(l*lﬁgltxl(i]gﬁt@d inTBﬁl‘él) akd) tKHlﬁlti]ﬂiﬁldﬁstrdcﬁenDRiﬁt THe ¥clmitt meethod executes.
oadi ng machine, in this ex e JVMEL, asks .S
Theyepadded Angtrucpnsapheck HE this ﬁgﬁnfhﬁfcﬁ]if% fgsm 5‘.’15#‘?5;3??&}%% the
Firsty ob ich! | L@ Ordel & e EBHISBEhIRY to the
lsd%fegfl}’]g%dg%Q lg%%ﬁ}érrmn%%ﬁénéﬁ M. ..MWnh. If t heﬁans%er
16:@ed bage cfulistclas®) i s yes, then the normal clean up
procedure is turned off or disabled for the first
obj ect 50X on machine JVM#1l. |f the answer is no, (ie

t thﬁ fTih'éSiEAH@idg baR@y§ ngthdBlofeRe DRT el epticrallpnalal dn argument
0

er nmachines) then the nornmal clean procedure i
veljielr adpeckentach thigué iidentifien fercthiselrss Seq ehutesarenBp a9l @6): for

on chi ne JVI but on al,l_oth I :
cprEp rtgf) pgme H’gﬁ ?8%5’&5 % 4dag (fb%e%glr‘%mgg%flg%gtﬂ{c\)@ £ ]f?(se | ast A
RGRE &?ré%ntﬂ@t‘ﬁis@asﬁs herRbhk etachines; tads usat indik defeomination of
Fig. 22 shows a preferred general procedur%to%ge f multin]
tholohdadkslation of Gisselassn Tls Makathe PR eam suppert fhey lgadipg, gt multiple
61A has been go , NSRS HT R0 ;e multiple
Ci%?%?u? e easﬁglecﬁ]ﬁlgr‘ggﬁﬁg ble%&gleﬂ u‘che gn ‘31 }Vﬂ%:cllge%%‘_[hﬁ p P
JARs H6ABEE Balier ietiwhichi ardinogtbydising St emiqi2identifier of each
t he JAVA | anguage these are tGe g}%&:dl ﬁ% )" routine
class tareqnisald therpomaviaes@d n s isgysady Bifrguages use
different ternms. Where a clean up routine is detected,
it is nodified at step 163A, typically by inserting

further instructions into the routine. Alternatively,
t he nodi fyi ng
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instructions could be inserted prior to the routine.

Once the nodification has been conpl eted the | oading
w@e@saoisee continues, as indicated in step 164BRCT/EUgN05/000580

23 illustrates a particular formof nodification.

Firstly. th ,
e e A R T O
rgféﬁlt:ﬂl}g: Focat X df,q@ﬁ goichife B ufth @ﬂﬂiﬁﬂcléb@,ls Ruded ainﬂﬁﬁdlyy machine

a name or tag which can be use

replliesbiad, \thény restiin tnm;mtlmrwmm falspp . Alterngiivelys the, é?stétoéthwocal

st ep 172A. T r abl S

s £t goud) poRiass SR (1 SF RRRBRA A R RAtHAE (cg

m&&i?ﬂé?m et sohdrRAeshhrdl Rcbrdlthisle aithé Rcabmlathing er watatabase) to

machine X. This table also includes the "clean up
des¢ratingsif thif clabehas|bger logdedef ¥t | hi the preferred

enbodi nent, this table al so includes a counter which

stores a count of the nunber of machi nes whi chhave

mar kgdhd WRST ag6@b fﬁl@é tﬁat éis aransTthat thas tlassahascafrireen loaded

val ue of | ess than - (ﬂdl cates a ¢l ea

b@@@tQmSaITYdﬂaQ}h@ ’é’s@%tdlsgéb”ée RGPS R G}Kg gex}gg Fhﬁsd?’%eﬁt“é% 1s to
gzpe?gereg?’me af ﬁst ghxq%g!l%naﬂ? 4 Sed@l (HRIBRY Rkt u date the

Fon on ines (ie all except on t
“igmBEidyE opdedy asdond fctrdhls atasyirothe Shatred celceatﬂ:abb tp e Wéb that all

sébnbéqnvs%sh@p&‘iﬁﬁi ok S8 oBR S35 i Wploeh B B Blye e

ent hidSBink Swﬁt hdw rét&ﬂlttmee drhu@Sif DRI (‘s@Il@ddjinoaﬂbd{p rétﬁﬁ)Afalse
wever, If the global name is marked for_ de] et

thelhodified Koles (> mkthed peenseds Witk theorégingd icode Blockew ich now trails

requir this class or object. As a consequence, the
ﬂWéﬁﬁﬂﬁgagF%Eﬁnﬁﬁ“W@utlne i ndicated in step 176A can

be, and should be, carried out. Fig. 24 shows the
enqui ry made by the machi ne proposing t.0 exec

cl eaﬁ)nl,tpe othet haed, (bhe LRT ppturngprue, th,%) hig glqaﬂ%ﬁggﬂs% plass has
Th
<Fei oS oyt RIS AL Tov kol APRLNA TR Hfrdrecord

tabB2d% loat¥di dlaskdre Themdtya éaserthe engmall dode blavkdhNEET 0, be executed,
i ndi cated by step 182A,. Fi

hows t
a@@rwtlbnglt%?lrmﬁpﬁ@hg@dl %eme%fprqgtéoqs ehtgu L V] Bé(n the DRT
I'%%kﬂ%lu 'tx&%,zt&g gﬁle&?rﬂeéjﬂlsﬁﬁﬁfoﬂﬁ gte%egteéx%ﬁﬁﬂdh%f tB$ ofigidhl dode, and

no - resource i s not
rmmkﬁdlﬁoawdﬁtwmeapplmatlolmpmgrmch| nes (ieis utilized
el sewhere), the response to that effect is sent to the
enqui ring machi ne 194A but the "marked for del etion”

countgy eci}rl]:?‘falléiﬁ 'b?cfE@&‘ﬁt% doibite Qﬁﬁtﬂrbhtln@&ehﬁﬁg\ﬁb bhjects syllustrated
197A. S arly, if the answer |sﬂges - the

e Big. éslpwhe:te IS¢EDS é{iﬂyands"’-@e@ﬂi@ eawivalgal toatiens %Q? Qa3 of Fig. 20.

The | ti,n exure
paE It e A Ve L I L S A
B4 Fig. 25, preferably in addition to the yes response
shown in step 195A, the shared table is updated so
that the status of the globally named asset is changed
eaned U t < e lié lication
agai i FONE R BSLEALEE Diif RRsIPRA<UHE CTTe A
rBmt P<i@asivlockier blacks, &y melm cani eamubipleof u1§ti@cﬁ°ﬂlnﬂﬁ>) is or are

b 50X- 50Z wh th
doicinis e zaeeD Fogtd RSS! eaciioB; BRI, PLy ot Tehave
q%ﬁ%ﬁén%ﬁg‘?éé%gfhﬁﬁibﬁﬁ&%@dﬁ%{é‘t\” rtual machl ne 72 of

e to ensure at an object is properly
synchroni zed as specified by the programrer and thus
only utilized by one part of the executable code at
any single point in tinme. If another part of the
execut abl e code
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wi shes to use the sane object then the possible

contention is resolved by the JAVA virtual nmachine 72
w@omk/103%26 ot her executing parts of the appli ce€T/an2005/000580

program have towait until the first part has finished.

The sane procedure applies_ nutatis, nutandls f.or

ol ads dee s@mpl AT PareFEe Ba the ARRLGATAN R RFram s, JPll7 ingtructions

1n1§fhle§$ 3 Cttﬁ&g RBedd %ggf?e@%l)uﬂtﬁ Oht REnelMh bﬂﬁlﬂau &gtdln@nﬁime The

nee to use a synchronj zation
appdationedov)d iuse ahide fort exampiml tderecond wher this ophiegt cwagp freated.

Cl;zgg%, ?1{] ;ngqgnp,qte ]_Sepfalrojilg{r]q . e?é/ ?ﬁe\érl rqj%?%s ca{}laﬁ)la% W gﬁﬁ?ent times,

SSés an
sp@cﬁgl t \égr{igitqglﬁeé‘e )ﬁﬁﬁﬁﬂl@é fiffe HHafHeaifBestnh eﬁﬁﬁsfﬂstyloaded peer
unobtrusive fashion. The process whereby only one
ow&ﬁBmﬂnOVmﬂhH$sby§MQmmwughW@$y used is termed
synchronlzatlon In the JAVA Ianguage t he
instructions "nonitorenter” and "nmonitorexit" signify

t he 'ﬁ%%@&‘és&ﬁbl%ﬂ dn@nRtiee sefucacs yhehmodifizatiomhas tiken péace is
ich results in e acquiring of and relea I bold.
se’t bnmh Armesywedi4 ami the mdifieddinesrisdrigstaigligRsyr hb%ﬁ‘#g eflﬁ‘%
[ Sonken £ <clinfi>t RBHC A mod
qu| I%ltfs %‘%‘%e dm]oﬁ ﬁ%g’%o Unl'_ﬁv‘gﬂ <clinft> [ﬁﬁ)d?ﬁdfa mo ifying

also In Figs. 31-33
inPidtidh tave @fteh NSivitadu el be opfmueti eafter athe rfhln:\rnknra@c - 1rwguct10n

o L LU Each of ML L S YA
r oyl ded, sve simfhGsubfie dBgigns nuances.
gl?ﬂl? e a{l{;%eogguﬁg%%e@ O%tle é}ﬁ 8) and Iuoaged %\/I th a

co(rjm?rwarmé Ifmaialnmntqb roogcezptnOS(DesuEg 5;@ 5e¢ &ff injtialigation has already
modi fi er

sures
b%?arﬁarffé%% ot B 4 P800 g 2t ot 10F CarpAh o ah Forther
1n% 51? H{e el @asdifent Wity mansbclothisymchstean batariad out.
parti dular | ocal asset, such as an objects 50X-50Z
or class 50A, no ot her machi ne M2...Nh utilizes the
correspo n se | 1
part ﬁb&‘fzgﬁ ﬁ%?hqﬁg?erghae ?fgéltﬂ%ng@ éhlﬁ@ |}ﬁr%1l cem?% %/{/2 load)s ﬂllesc s

6@ ﬁie\lf A% fhn AohdgRheicbf O cﬁhefi&ﬁacharesﬂ\ﬂb,rMﬁac hMse(either
% may al so be instructed by the c

et is
smuerrmetllyng)rt gmakienepsslyd| y Inslis RERDSHRER "gt}‘ }blrﬁg% b termed
« { PGt ORirClod@sS whEY i id Bive® by machine
@QQF{JQ?‘{%V@?‘?]&@&‘%})}‘“E%P@ rrl\gghl nlé/léfl “then t he bglhaw 4
M. the object and application as a whole is undefined
- that is, in the absence of proper exclusive use of
an object when explicitly specified by t he programmer,

per nent n n WeeEN ﬁaﬁ Infént Vmadhigle M2 hioads the
M3 lM{&’t%ogirrZlglgl thas%%s a %/(I)al of substanti.all

<icﬁﬁllﬁi> Ir@lﬁineriﬁrmmodmﬁﬁﬁ fomtsorf macleae Dend thenpmedifige Qlemlzss by
required. far | t.ane

delio: s RO PO R BUrT HOn AT Hag@feq b B the

o‘i?ﬁe‘ij & adt®ENSHLR KoM HistRte MeNmbiTRAEAL isonott fiby-passing of the
application programis scrutinized in order to detect

ipitielizaion sowtjs b celetion phis on allyRackNshP¥EPt 81 r out i ne.

This scrutiny can take place either prior to | oading,

or during the | oading procedure, or even after the

| oadifg fOKSEHE &nﬁ&ﬂiﬁeﬂ@%ﬂﬁﬁnm&mmﬂecmnemﬂletlmgallzatlon routine,

rel evant correspondi ng portion, of the applicat

modeddifies itnangd beds theemedified rquiisnpR rfll%ﬁ lﬁ%hﬂﬁ ocggﬁr%‘ables the
the undep s L bELARRNBiffeddnt MRing optimized

IHB‘& gtign F"}WS é?%g J}%}éﬁg%ﬂ]f&r?h@ode Iggr "anguage, egg

fromsource to object code or one | anguage to anot her.

However, in the present instance the term

"conpilation"” (and its grammuatica
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equi valents) is not so restricted and can al so incl ude
enbrace nodifications wwthin the sane code or

wo anvguesye¢ Reference is nmade to the acconpanyi PQI/AU2005/000580
Annexure D in which: Annexure D is a typical code

fragnment from an unnmopdi fied synchronj Zt? rotut Lt 411 other
basevid upein R (Arehitopture apdh opeiafipg SEFem™; ot & L er8‘? q
hroni zati on routine, Annexures D and D2
Sug?%1%%ﬂﬂgﬁ%%§e and after excerpt of a synchronization

routine respectlvely The nodi fied code that is added

E:gdtelrr]le 2r°%¢e{q§ﬁﬁ:g fja{ i fgﬂad 1 L8tk Qla@@Lmd all

Yncrement s
otﬁ%}%%lﬂggm M3ocaMrP Bo @Qﬁéﬁiﬁ@dﬁon%tdéﬂeﬁe ke ﬁlytmhlzamxm matine
at enent e pur pose .of the synchronize statenent is
ariddomhthe neodifivdeatsionf ety of the increnent operation in
mul ti threaded applications. Thus, w thout managenent
of synchronization in a distribut ed envi ronnment, each

mac hiyng M@Mh@ksf)ﬁfefsepﬁny&m@hrwwched (ioM2 suppdich @aéhoof, M1, M3,
t hus potenti al

t th
MESTCI RO
h d ly thi t what th
WE’FESIFE‘?F?EBP F\ an'ﬁosropq ) early this is no a e

fthe ap cation program expects to
happen. So, taking advantage of the DRT, the

i 2y A e
1ni1thaﬁl JLriit é‘rﬁgiethgﬂ ghl Lahtetle vhifiPlifd aBhies élB&es Madedby machine

tructd ons an endi ng I nstructions that the
MEY N@hisonbleatsi then rsentt tonall eter unashiney {eidher dgderanched or cascade

instru S act, to al er
L
1tc§'e§&srd L4 16N} kP PrRTe, thh aearp ifsmiationg Ths the information
synchroni ze behavi our of the applicati

n pro

pawided stoampéhinea Mn ys,df general, rﬁbﬁ‘ere%@%cgﬁu lﬂl&@géi?(t‘j loaded ino
net, hog/[%pf the DRT takes an argunent which represents a
3ge YT dentifier for this object (See Annexure D2),

for exanple the name of the object, a reference to the

object in question, or a unique nunb rr sent

t hi s Undpeide aheyoescumsiangeids 19C8SsHe ES%C?‘?P%%‘&JP? ?%e to be
| obal, | ock t cBasi@ thdt hecl
AR R PUSRE o Sl oo kel

1@&&@cqsluatwhéaedaaﬁe démareledi bothube blasoedntepte end theeepuns of the

to which of the nmulti Qbj ect alrea »
cgyeﬁphn@mg z:éantah@revwﬂnéﬁﬂaii OnSS3 T Jemdie This qon demand
Ob &h cbRpaRPBHL fedhbiR the %Bﬁﬁe of traffic on
gggiflé 5 tﬂgé O€ﬁg§heid$¥sync cr onhi zation table. The DRT
tﬁ@ébn@iﬁﬁ@bmdm netveork wigdir interccameadnthetcam@uists.t he obj ect

in a nunber of ways. Preferably, it can ask each
machine in turn if their local copy of this object is

pr es?ﬂtil&llﬂfﬂﬁﬂ&oﬁﬁﬁ%@meﬁ‘tﬂ dhd fnaehivesrdEhitoMnepdn esnd all load
true en to wait until that obj ect |

is

relqlseyhs ¢hpo ad@ednalanacélmm X éOfsElﬁc}ﬁ)oWhlfh pexpansy, e Gqdification via
Al t er nat i h Hﬁ@' | £ th

aé‘éirP cth%giﬂr? néerg]ﬁg? e\rﬁeocdtsn’r %Kf)ﬁbl 9 gps OAEE!;QB c3h of the

mERMa N1 PR Which glenTeadiheelasy 1ooa11y almﬁhueamtgemhatr, apchines

record table on the |ocal or. a dat abase)
MetoM denbt mejtan @HP‘%‘@ ©f ﬁfarercgégh R S MRt the§ forward

%Fﬁa [{%ﬁﬁqz bx‘la@ E'IEIJ s BR%able §PloatibERlasses, and

sta us o ect 1s changed to
rehgsy A) ﬁ{UdﬂﬁEdSﬁdss t@nghch machme dependant on whether or not it is the first
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then acquire the |ock by marking the object as
synchroni zed, otherw se acquire the |lock by marking

w0 b@sofgoect as synchroni zed by this machi ne. |PCT/AB20R000580
determ nes that no other machine currently has a | ock

for this object (ie, ng, other hi has. chroni ze
tim A givepjckass )s loadadrpry raaﬁ%%ﬁﬁil\gletqnﬁé | ﬂﬁwﬁﬁ%ﬁw P&B’ﬁ'log%??d by

on . al chi , EBLE cBYerb® 3AgerOthe scope of the
Inﬁ%@%??&?%g?%ﬁe c%ﬁ?gzggag%%g entrycin a shared tabFe
predensinveliani zati on states, or alternatively,

sequentially acquiring the lock on all other machines

in addition the current machine. Only once this

mac hi ge IC 68 554, Ul4, Yin GRNFAVAETinp e, B Diitivdization routine

rracm{nerr sa%%greﬁ?%g synchroni zed this_oEje

ct, .and
<dlhiits hepphin enlyaenceovhass paidongpss Blernek dhi it ﬁ%wq:\g;;, the

. can the execution ,of the origi j .
oo aprco Gon & amale YR € R objeet SOX.
56507 Ne Srdatadl AN@EIRG, Blaskel ar loadedapri@adyobjects so that in the
synchroni zed this object, then this cﬂqisng lS Ei?hr biect
appisetiorerogseat tuswated in Fige 1brhayinga s1g§5§e HnP5 @nd three objects

'bl ocC n || C i S o Ilédad,th

SERSAAYE AT D Pabb Bty ROugensomni e,
sRYAE Bhjeni Y & lahdudenid firatly tthird objbetedZ, is doatledh Y harpi as in Fig.

machi ne has correspondi ngl ynchraoni zed t bj ect .
e o Sael s honda St T L B0 §55h 0Bk Sebpsisncy
N homB eru%ﬁ%”&feﬂleuﬂtiélizﬁﬁﬁns rdRBEE MRefRA @Udpaateeduring the
WAL N0 ot her machine 1S executing a synchroni ze
|t BlggBdEdufediechitieshotipgle tmachimeiof Fig. ILH ipahle i pagily jeep track of

corrupt the, object the .pagrticipati '
vgbet 815 BRI BICE e SPA Rl by, BRfE 18 PHAES for the
prdgr rﬁfsfoh TS Us UbAY bl RdThiafins @ FEAEJIE BOWER @ Wirhidar. OThis count
synchroni zed statenents. Thus, when the DRT dteter m. nes

Kedpattrack o§ thebjuedter 08 plaeesda ity grecaiphlespdh ke relergce pppade to
prevents. exegyt | f 1h Qi C -% K Hay , there is
aﬁaﬁ%ﬁﬁ Qgieﬁé g&”@gﬁﬁ? g?in(%? g?'%fé f&la% gh?cr efg@e t;]& opelrZ at o_r(13 e '
nBWhbke iAYES eRedutdble esleavkioh nekpe refemeged toethe adbitetc A object is
operation is executed by the present owner of the
thenekid tofbgsfinglizableScut i on of a "rel easeLock()"

operation, the machi ne which presently "owns" a | ock

(ie, is executing a synchroni zed statenent) indicates

t he s ehioktatd Basshean hchieredethestbiztct nambe sdfely delesad(os cleaned

by marking this gQbject as "unsynchroni sed" in the .. .
u@%/mrfg@li{: |hecgrse gg,iqd}qugﬂgezrﬂep - g Sagie Brlocecﬂne agphes mutatis

rﬂt&f«{i??otr'cﬁa%éé: I% E%@ﬁ‘ltaf, Fhd Sonfth&@FRbFamhe khel Gtitingedbrogram
on all other machines. ‘At thi's point, any other )
WRRghthe AW Tangepdecand egéhitectues; meebnotonrite ayrsPeaiie sais i order
synchropi zed statenent .can then,.claim rshi f :
19 AT spjoE 8 S1eP 0k UBy 5tk LA 1 OB p e FAVA virtua
Iﬁ&‘ﬁ’irﬁ%eﬁn(lde%) feliay@t} clagcidi dbpde0Biddic capey atd dewn dpdior carry
exanpl e, marking itself as executing a synchronized
it fihalivetion¥ asmet¢ssarydbprynobtrsivedashigik ed t abl e of
synchroni zation states, or alternatively, sequentially
acquiring local |ocks on each of the other machines.
So, t@daer AdvAe hagereafent NRisRId it Fig. 8pind edd inrFigodd-33), 2
is nodified as it is |oaded intq iﬁg nacﬂgge bﬁ :ded each of
whuatity ofgindivédus) aempuiTsrrneshines M -nd2-cordPAs REpVided

i nni ng - noni torentet, icAloRNAtRGK BY MHnkOga@M i df 'which is
ViiED AL 8%%5&‘%@%%%%%@@91%@%&(% e
Rbeidedeviihnd triodlficr 5at(asiot Figns antacaliskd by yhe RN L af Fign 8) and
routi ne executes. These added instructions check if
this | ock has al ready been acquired by
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anot her machine. If this |ock has not been acquired by
anot her machine, then the DRT of this machine notifies

w@bkdosooises machi nes that this machi ne has acquP@PaAULI8/000580
| ock, and thereby stopping the other nachines from

executing synchronjzation routjn f S
lomHer Wb BROTHRER RCHAKPDEE SO0 Rl i §?t%ﬁgﬂé’f PRI
71“@1)63 fiek Phe i cdde SPO! cﬁé@&t@ dag 1&)@ohﬁﬁesee[&(b’s¥ th@Fleahty

sync foni zatli on routi ne, i ndividually consu
ofdiadividar hiatlneoMHs M42.t. Mm  Itffollons tHeoefkre) thatalny wighy computing

acquired. .If so, the DRT [
eShene ol e SR epSicps BE AP el i natized
pbAkStRDIREs)Or obj ect. CQtherw se,
lnﬁw %E%ﬁggggaﬁggﬁ?ﬁ?s synchronl?atlon routi ne.
Alternatively, 2. corresponding to the entry to a
sync ronlz tion..routin M8 Gurth 1
t abl %YOWE*Q SRS P alg[%?g I ?“a%geﬁ&%gi% b%@lg n%or a o
off %))ébj@&t & cﬁtb@r atbthibhehor (e@CMS()fmdymmpmeﬂltc qufat torfat object

whi ch i ndi f hi
of”?i&n;?f%m Mo the obiset phelamRroee e Hes FBpearhio M3,
h lin val
o)1 3, O SLSA EPRLEAERU R0 e e s v
c@id a6t be IQQF@% dSthlt‘ddgho@R'ﬂ the :nr:;whﬁsest Mls Mﬁfa:;Mrn@nq:mthp meachine
h dt or. ta ere are mul ti
Ms‘ﬁf %S@w&nc@ée v phiEcaH 168 mRBoHe RIS were
mag ll\ﬁ’? lf% eQ&%’té Pﬁ%l%ﬁﬁ %ﬁﬁnet B aSHehbBjBLIZ ¢1as, the cleanup

rou | ock i s rel eased, that i s
1duBing EWOuld/\:bmﬁortm eleemgr:mh JOS‘t fof that gknn@tmrbthat axarkjae, but all peer-

obiegie 59 o OBECRRTLLSS § Wilhy A B ALLGE Y giebf gh Afikine Ms.

1bf BShRHN rlqélﬁi]:aI ety @shients 0fof each of the machlnes
T?g%?ﬁl g(hal zation rou?| ne, the DRT indiyvi dual ly notif

M ch20t. N, asamqmed tfontsimpliansons mperatighne! thee sFge kapp ication
Al ternati correspondlng to the exit to a

pg%%‘h’r‘ﬁh‘ilé Yllé%a(ihbea’t ne, the DRT updates the record

for this | ocked asset or object in the shared tabl e(s)
of records such that this machine

r ec ofuletleato enguraepnsisieat figalization quc r‘tphgte p[phgat%program
ﬁgjl'ut%mqeg%g Hr@e%sto NGt &go é’m%@éi}é | s cR dbﬁﬁck ekl §F toutine.

ernative for exanpl e:
TQl@sf §cﬁ3§tﬂ@n@nﬁgké platd eitleartpripr ttq)) laadingn oh deing ghe. lgading procedure,

hC I T
c%ﬁgﬁiohﬁmtg?ﬁmh&%‘f tH Qﬁblfc@ﬁ&?é&iem)t nengypbé Hidnedws laro‘,gmpﬂatlon

e specl |ed machi ne, if there are no other
predetdinreg with cthie ntﬁsierstdndmgﬂm dhe denme compilation parmally involves a

f at t
i@f&%cﬁ ehaniaee: o5 IR eSUyR A7 oGk FB0F or A fpuage tg another.
e\JeP ckeORir&ehs il®thcBOlhef @ tdvenpifatibn’ gamd Gtsi gﬁlmmatlcal

I't can acquire this |ocked obJecg and Hh _% Lo th
eqnma].mtsblgs natso ggstta;qw&)mdz@p,a(l)w ipglyd¢ prabrage modifications within the

corre h@ to the entry to a synchroni zation
ﬁ?agor notlfles the present owner of the

| ocked object that a specific machine (say nachine MVb)

woul d like to acquire the | ock ypon rel ease

b
mchi A o Sonpeaseprin. fie) SDONRETIGRET) RV clopt P Fpyipes e
i?]{ﬁaggr |1§°g‘1%§ g’!nt, LRE whks 5@ FRdR)indRbid RAnsBehisBRS td Bive rise to

a modified clean up routine. This modified routine is to abort the clean up routine on
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object, finds that there are already one or nore
machi nes waiting, then either appends machine Ms to

wo b@sao2of the |ist of machines wanting to acPCi/AE2005/000580
this | ocked object, or alternatively, forwards the

request from M to the first, wai r. eleleti
anyeoedifie mashioe yglessiheilass ohAbigs &rs ﬁgf‘#‘ﬁ 1p H}%ke%tr@c delgtion by
al{@tﬁ%y 19‘301%?63' Prilbehfe defbhEdifkrenf ARHESwWhereby EHik eddfivdtiog and
he en to a synchronization routine, the

DRT
loadifi® bﬁsbe tai'ﬂbd outn Ia tlsik aom&ctuabteée{rgl)cegs made & Aangxuge C where

exanp a ta | e stor % a shared %?&ibase
exgg)@@sq BRROYSC %ﬂnluﬂﬁi 1004POGE 1S 5t 8 s epar at e

tabl es which are substantlally S|n1Iar) Stil

further, the DRT can notify other machi nes, queu qﬁto
achl‘lms irhiose oasle, ﬂmpggp?)fﬂ/(éhqiilgth? doading @achings iy this example
l b e .
J\?I%I% dﬁ%H@ﬁ gﬁﬁl N/ c¥f ehfjglr% c;eﬁ)%%r%ﬁﬂuh& K€ Mn if the first

OEjQJtrmoé’b@' ng idizkd G(leﬁ‘hbt nm‘rkefd ﬁyrnddfletmmn)zhy i any other machine
fouti ne, he DRT notifies one of th awai t i

M2f oMne )«Iﬁfh@l aasweniosthis; questiqngls pes dhenf ? RerRal é:i%n(ﬂp prodedire is
tu‘étb%dtrolég gr hé(ﬂ?)? )d%ehe o0& SPR% hacHi®l PASIEY, I2Zhe answer is no,

exrt of a synchronization
(i€ oned ﬁx@ﬁob;te&’t% ODRE madked fesdebatenain atlhethaw\ma@hlmf) ifeearthe agrmal

c]:‘@g,&?&p gé)%%gﬁ pq,]ég:?atg% }hﬁngﬁglt&@kec EO):{ &3 (ée gteg S0Pl C}y on machine
J@l@ﬂﬁll .2 BR l@}lydthé-l) MRS Mo CRRY, Piefdrilsly ¥R tlegn ﬂplmk iofillocated

chines e, the second machi ne and

tcSﬂhb mqmmmem/thmaﬂsngthelob]en‘gorﬂm’ss foridelationk) . This way,

t he second machine inherits the list of waiting

machi nes fromthe first nachlne and t hereby ensures

t he ?%;Q% RHbWYa Plefdrhl e Eedzm td Brgfolianbd ireeelation to

each ine 1n turn down t e list acquires and

finaliration eAtFﬂequaéing%ég hal @eq:wnmmgeflr@e insgructions to be executed
above l.oned scrut.d ny ;

a@&oflﬁlgg’i’?é in W%‘i?sanfi 0 dleatnr@g{‘b HesGHY &rtect@c{'ﬁjs 1n5R5!ﬂeH‘Pr[ step

are initi | ooked

1694, athe TWNER 1dn@usEh thasermeliteyfingliwdierdusing (tzremtth@ﬂ BJAVA
as to give rise to a nodjfied synchronization routine.
termiieologi Qtherlengueges ue UG IS r el eases a | ock.

There are sever al different nodes whereby this

modi fWﬁ% rﬁﬁ b @AY 19988, ki?1s(h@<§cﬁﬁéiﬂat@t€p 168 &yglicatly by
D provi rt er information. Fig. 26 shows_a
nweﬁfrgrﬁlﬁﬁergastmcabnpm@‘éd wowineo Aﬂ’@maéllVP]dNé’G medifydngt i on

T

&@ tJEHE Todd Ehogaﬁee@%@c@muad bs Eytvatedan septlcoA.
tines are detected as |nd|cated in step 162B. In
the JAVA | anguage these are the "ppnitor_en

e nd
" moniRtigr23eMistratésrespartieslidipgn obmedHicAEAy u%‘@%g' nges?mcmes
different terns ti h
KA IS (}nSJ}}[\x%et% &%5&%%&6%@ ;5/6’1? nS;(g?t ISES Wiich are
ﬂo%lBE%ﬁnth&tEﬁ tochd Qednet Iilp,ohetvh alreaﬂytbeam allg@datesk aneamie e tpg which

o e ot s1aba el RO RE Y - U - MRS i, Bt By 3519&°1r7t2A° This
T
SO P ) p o

obatieBodineass a cibkr mamtamealrhy server glachive X. oBis tAblexalso

includes the “clean up status” of the class or object. In the preferred embodiment, this

table also includes a counter which stores a count of the number of machines which
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ot her machi nes” nodification as indicated at step
163B. Fig. 27 illustrates a particular form of
worp@sfio®ad i on. Firstly, the structures, asset SPOI/AU2005/000580
resources (in JAVA ternmed cl asses or objects eg 50A,
50X-50Y) to be synchronjzed have already bee )
hag metkeddbis assehfes dsfetiong THRY ot &Hwﬁé’aﬁ?é’ﬁﬁgﬁ S5 5Dy
gL Mech bRk &ahLGe BYseb hEPndk kR wibles
’n@$%?%?a %ﬁﬁgﬁgiﬁs@%ﬁgn fﬁg ol asses o obj ects are
originally initialized. This is nmobst conveniently don
Vi a /s indlehedinFig. 28 nid thenglolsad newe isveat matkeddor gpletion gpp
al so inclydes the s hroni.zati on. t
o sk e e SHIE LSO RR AL f o WSS
roﬁ{éﬁeﬁ hGhidESind tioH Bieeprapssed GRAR tp raviine lof stecwtgert bhelass
Identities of machi nes whi ch have requested us

[ of
shiohidsbeabersed sinee fhadibirst eclass isttdlrequisgs!, 8¢ mdilcg’fedg’?/, St O A-

an "acquire | ock"™ request is sent to machine X, after
whi t he .sendi Lne ' RN hAGHiheRNthef
Iocﬁﬁ%{?ﬂﬁr’s’i eﬁ%@%ﬁ%@%@? ‘Selédeﬁlé;ﬁ)g. Thus, if the
mOArR IRt ndafker nSachldeaaghires daik eldsy oreotjdve A6 arcesysaneticagthe

asset is in use by another hi ne ot than
regalehtlaen i BHOEF F@if%eda]&ﬁﬁpr nbge %esﬁ“ﬂgﬁa‘leh?%%ﬁ%g‘ﬁ%
that the proposed synchronization routine of the
obj eg; v@ssta he 8 @thchink ipkofgddihigab erexiutena clean
cl aggltgi %{ E}ﬁ ocC 83 yh?ﬁe c}f}??ent cowné)r .IiAIdgt ernat i veé%i
up foutibe (@leatiMl 1 Mdae . Ms) todhe baseiranaching X. e ABSTARRR Oh{gis
ot her machine is using.this,c ohi ecite, 182A. until
PRBRIPY HEERBh P PO Sk B B AR g AT 1624,

th%vf'gﬁl_ ek &bed 8681 MhciRfe Xomficatedbiysepdi82Aock |
ac uF3|t|on, execution of the synchronization routine

is allowed to continue, as, shown in, st 175B. Fig.
ShovEiz. A St aeegty Sneher BB oaRgss P Sich 3t
rogr execut i jne: Whi B @l ifgol e a
et :al%gT?aﬂi“PiSa%“%??%{eﬁgln%ﬁgbaeyé%gg? lgtgép? 18 IB. The
NSRS Alsb®Be gf%dt lniaskaay fop deletian mra(lhl)rtaacilsnetrsléwps pkzady
i nterrupte y steps 3B, 184B until.the r '
clscubarob oo R e ek P ap s g B but the
«an cMb i 0N MBS bneheanas showsbeptepSIBA.
%{qﬁegﬁg ﬁ%tfbg‘nfigg‘?efﬁa. cat glgécii 1r)]j;]gt e@t).18258, t_lr?g r%g Qi ne
Shafares i the anelads gesof the coreskondingreepdy is semice Ridicatefeby steps

‘gl obal name" for.this.lock.arecedi i

i el o SR SRR PSR ledtnts. 4
LA iRESInGaR BepREGably adadiiton @l thagertespdnsostown
1@%%%@£P%§eﬂlgﬁﬁgﬁ@gﬁ6¥her. Sléi 3.1 59 z)gomsytgﬁ 1 asset
inetep P54, thashared table is wpdatedsn fhet e sfatus Besnglgbalty ngped asse
acquire Jock". enqui.ry. i . After receivin

1% a%gi‘{ﬁ?l pgeapg%ﬁp q‘?‘selaﬁlgét? ﬁgl{:s%P elég 91B, the | ock )
status is determ ned at steps 192B and 193B and, if no

- the panmd JesoW ¢ | i o0 i 14 isOblE he casil
o AR 16 38 HOErpig sfrn yioiibe ot
ferfermusyrehumizatient of spaeidigi sPieFen %q{b wghen - spectiied "oy the
ﬁ?ééfgﬁlﬂﬁegﬂﬁgé ?f a gnclhgﬁlizzdﬁ%ﬁéutgfﬁ. i)Aﬁfeailg mlbjectire?mgscbmy locally, the
sk JAYABHrTAENIES 1 ObRaLs P e (st properly
sé/ﬁcl%ﬁi%éﬂ & dpeeifRMghe piogainimer mduhasenlpotibzad bygene payt of the

arrying out step. 175B.of. Fi i 14 Qckiisle cod

esuble pafls at i Englepally P if aﬁdﬁg%rﬁg%{ o &g&téeg: 1%6% code
WRhé@tust hise simé vbjeof theh sheypassibld gomention: inseselveddy the JAVA
\%praﬁgrggchﬁrge 7i 8fc|ﬁecﬂat' other executing parts of the application program have to
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Fig. 30 shows the activity carried out by machine X in

response to a "rel ease | ock"” request of Fig. 28. After
WO e@silviong a "rel ease | ock™ request at step 20RCT/AU2005/000580

machi ne X optionally, and preferably, confirns that

t he machine requesting to release the |lock is indeed
wdihghtl} Wi @Rt pevRerfiméhetine | ock”, as indicated in step

202. Next, the queue status is determ ned at step 203

and, if no-one is waiting to acquire this I|ogk, .

mac Hitreesadermobalurdisplies akutatis mutsadisdar clapses RAAs Hgy Regticular,

t abl ' Bl Lkinpahé YASROdsngaage and
ot S B Rl pOBeRPEl e dartase
arctitshiunes need ORIy AP ¢15¢ & @YRFAIQRIEAI0 FUUBEL] gn oH |t‘28r°cvﬁ%e or
R R o e o
uilimkomgr e et et bkt S ARD S Rei g BUfS as
néc@ﬁkrﬁﬁﬁ aﬁ_QiﬂoB’@ﬁBit’Idé %ihiby. {The preess whe:rhbyﬁenlmnﬁ Wb]%%@ggl?lss is

as shown I.n ste - 181N C 3 tions
B Re e EPOR (o EHegniEg Iﬁl&@ﬁ?ﬁ’gf*a%ﬁé%g“%éoq%
“randtcanasquedt [“mongosyd? sigaifiedhd oRISIBRS alP‘Foﬁ‘i‘ pg of a
sy%gﬁr%giz%oﬂ\@&{tfn@%vﬁ@ﬁ RLABS in e hORIER 66 and réléng266a “lock”

drning now to Figs.

31-33, two l.apt conputers 101

respretivgly véhieh prevenis %@Séatbmeetﬁ%% té’?go tﬁﬁ%é’nd 102 are

not necessarily identical and i ndeed, one can be an

I BM gr | BM cl one an . i BB Fies. 31-33),

conpﬁ?@?YﬂWﬁﬁtgé%%ﬂ %égﬁi@%ﬂgﬁgqggg?ggggufﬂg scfggns -2
pikBity b Bdivieudi epb@atetsorl MachiddEMILM2a. .5 Myl @repoergded each of

107.” The two machi nes 101, 102 are |nt1§r5§onrhece:§c%do Yohfth is
whishnare gntescosneried Vit FORIMEAGEHINS PETWRTS 28 a Mt cAbl e

314, 4T L0, Plak GRFI P hiE 13 the QURM I70ddddg. 8) and
p@ﬁfdgdewga@hgégﬁfﬁeeraﬂai ﬁﬁtggg?o&l}{dq%oz tl%)(re ;r ogr ans bel‘igngD
1086l fitth esnmbeyppliatibe pragrinSe Esentivdy the rdifigsaleor DRT

In thi nmbodi t ot fi t i . . ¢
71;22|n§1g]|e§tt]§q1 %P%g%g% ﬁﬁwrl ! ﬁﬁtgj%lpﬂrlo%ﬁ@' Sr@ag%ng}gs QHRJn@ of the
mgaghiﬁ%s'é @Iz&ﬁsix"féiﬁ] 1880 (&, 3B} Axass onsjbroitzaeien) AQmrtictie local

cond programis a graphics program which, di a -
afset) rsuctohoan ebjebls FOKs50D or mhss:g%,r@o gthey W@péﬁa&- “Vin wilizes
col ours and which. npve about at randomw thin a
tw&%ﬂag}gﬁwl%{[gfocﬁ]grgﬁﬁ? after |oading, the box 310
is displayed on the screen 105. Each application

operates independently so that the blo .1091ane in . an
r anddmpaticilen whilst leee Perticelsr mpshingiFay, M) cEPUSPY Hise

he, cal cul ator 108 . it 88 code it ;
o435y 520 A B (15 )bl R marn code
cR6eihi QB eRELuEMELY Pkithat dhett os alashat thahéimeal Ehisaifghe pbiget or
di splays the result. The se 107 can he .used t .
clags gmey@% peslus gy aner %ggtﬁsrgqfinqea, tﬁﬁ%a}el kb&il?Vlglcllf %fs téle object
atg.{l’ %Pﬁﬁga‘ta’ig{'} &% gﬁgﬁﬁ? lif RhRABE —SBaERNinlthe gﬁﬁmaé of proper bxadusive

e S| ustrated in Fﬁgi 32. In this
Ré I ahgeneitfect t ivker abxplicithorspegified cby | e iPsogsenRigr, permanent

conduct ed. on nmachi ne ilst t gk. [

agppisiary brfwegs peRg vt aprage OP IRRY 1§ Rt Ths the gou

FANGHEly WecffBRhEfor QRuteHRWeN 6tch ofshd fubelsihealddM. Mn as
ig. , 1t 1s possible by nmeans of the nouse 107 tﬂi ‘b

rdqcedt foe sivailtnkeusooperg®n: of tha samp fppligadios gungtap, pyQrd not be

ag:}%jseso as to have a part of the cal culator 108

¥edyed by each of the screens 105, 115. Sinmilarly,
the box 310 can
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be dragged by neans of the nouse 107 to the left as

seen in Fig. 32 so that the box310 is partially
waoleephiedpedl by each of the screens 105, 115 as POTAU2108400580

Fig. 33. In this configuration, part of the cal cul ator

operation is being perforned on machi 101l.and p

on rfaceidale ta OASHS %SIWtSYBFhIPW@aW’a% 7 @EP %Ipnc%to %ram is

tdt br c{g@ﬁn RS0 chl 8dfind sjrftBrdnesmibn deitine.

Scm%m%:)zglri?gé)g@% tbq%e ng I ne 2 The foregoi ng descri bes

T lsc}tuﬁm}m?arewhe glee mthemlﬁrlqrhe lmde@mr duripg the leadingprocedure,
nodi fi cat |

vious tp th I h
oo HeRabt oDt GO, S e S, plevan
003’3K Ji Bﬁ JfANE E‘% pIRBto86degX élﬂ‘ﬂia(y ber kifteaeénc e ctou:npllatlon
A|n es bot h the JAVA | anguage and al so é]IA I
probaiufeomithatie andﬂwtm@chngj rthat thp deem sq@mnﬂéamil roppally involves a

t
C@Bgegmg‘?onm? Hg{a?%}ﬁge\gﬁ% ar e nsei% E)tp 8ﬁ§n gl)l(l st8£ |b ng other.

HG@/Q\%rO’in | 18 t fre6enk Clﬁst&ﬁ’de tie sl f‘yomputaﬂont’ h(eanéﬂltsstgrmgmatlcal
code or instruction set may wel] require fuc{é?a%ons within the

equirildritg)as hofrso(regjripipd pad pamles Inglids endEALE ARG
InStrUCtLﬁ? % so that offsets, branching, attributes,

Se like are catered for. Simlarly, in
t he JAVA | anguage nenory | ocations include, for

exa both fields and array types. e
des nﬁﬁfﬁfqnéﬁ isfeadestothe FFCPF’@P%X%%‘E?W‘? ﬂ:‘gr@ggh requi r ed
Aﬁﬁef-xu% DNs %@gﬁ’ Sl 3% SRR hdkd ah ddtodifiB®syRidhRniZtion routine,

the present invention is equally
mﬂppllcable to simlar progrannlng | anguages (i ncl udi ng

rocedural , decl t.ive a VA
A?lﬁ@f%l%ags P eqgaED ' \#SBF %%‘ e 55)“8‘%%?‘&5?%1} foeilé
(Visual Basic, Visual C"* and C#) FORTRAN, CVC+ ,

COBOL, BASIC etc. The aboverrent| oned enbodi rhr ot
whi cAnntsarcoBg o PRara eI T8l S ERENPt BLb iSHeshrepization

nodi fi ed b § d in
roigecT Bt o e AoHE ABRBIRE REAR p R e
bWt t i thel &léinﬂn@bd%‘dﬁq)pm bf tAhnaexme ik, |thg csgls ummr(ltntN@@hared

witten in C and Assenbl er, r exa a e of the
ey riecamon (compter) Withigain SX"r‘F ORRGASTRYG Ptal |I§’§t PGRoS

Line. Anent operation in multl-

S?'I?ﬁ%f?né?e sstmtel oiriit gggfe :n%!lerg ﬁ%ﬁ%gﬁgﬁ &aflr}ge #ﬁgt ead grrend
thrbMdY @plitAHbBROThug wtithoet wianademeat p&symhropjxesion in a d1str1buted

initialisation rautine,

at if the obiect,
ehgiremanid Pasth Jaghng HERM! fnaedi pRPESRRRLGY | ign soBBE thus

P %%hhlgfﬂc ttlng Qlllé ﬁﬁred' dbuftfed 8f tht QaPBhAS fbaaimgho @Btentlal race
a ‘Initialisation routine" is to

candieibafspat imOhererhtudenwyt Helgaily Biisisoped vt Hwtmeg@m}sr of the

initialisation roctu5 %rlgﬁand the "combi nati on" of the
appNoatioR PE MR SXPIEH IO BEP heand t he LI NUX or HOTSPOT

code fragments which call or initiates the JAVA
initialisation routine. The abovenenti oned, enbodi

t ., .

i wifics halting edvatsagst of fhe DRVAUK RRAIREHRN Gicofs Bodied gy it i
t fied 4
R R o BRSO, SRUIER PR mac
(M‘%@H%l)&é%d ViR balaN ate tie aital] ﬁmeu)wtmmstam ctphmgnnsﬁglc’gg@t thet the

witten in C and As for e

I
se'adnomg@tmm agomtine  exsPuls] | aﬁﬂ%i Jnsiac 1915%@?1) 5? Iaddltlonally
]?e{ﬁ)t I ﬂsgrnu oniz*fi {B0%E gé ant (Rhéreﬁ‘é@mﬁ&em] ONAdikiribatedsatviropment,

arren ed and i nstead amend the LI NUX or
HOTSPOT routi ne which calls the JAVA finalisation
routine, so that if the object or class is not to
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be del eted, then the JAVA finalisation routine is not
called. In order to enbrace such an arrangenent the
wo evosiiddoeamal i sation routine" is to be under st oPAI/AD2005/000580
include within its scope both the JAVA finalisation
routine and the "conbination' of the JAVA .finalisat]
thergby ipreseaiee e SYRRE9RIZSy bql?@T@Pbeég‘a éplﬁf"é"&ﬂ% e agiBss a
cal. ipitjate the JAVA finalisation routine. The
pl%%b’e??{émnéﬁ%%égd enmbodi nent in which the code of the
JAVA synchroni zation routine is nodified, is based

upon t he ass tion.that. ei he ru ' t
Sy TP R AAEE GRS o Fibbis wh Effesents o
ur}@}’ﬁrggﬁﬁﬁ&#f‘or%ﬁr éﬁjéagss%/ HrEkdre | DRYX forr exdneple ithe Gamachf the
senbl er, for exanple) of each machine M ... N wil.l hi
objeutyralrtferance up rthe thiscl B RUASHORNE ¢ JBIUC YRR deRresgpung this

V) but ngt qn any ot her |.ne : i ;
o) e . 5 SR SAGRESE s io b of P i
THRAFRNYRIDRcdmaitppad thereyithtditzakibhldX noultiplORBROTs at the same

routi'ne which acquires the | ock I?call . omﬁatt Lt alread
timerwitspurivcoging senfusadeas ihavhide Rt & 1 ile ppbjects are already

nmachi nes a I b r i ach object to
S@Fﬁré’r‘?bz@ﬁearﬂ% ¥ lé’ht aer%: %Q?’s n?:"ﬁltrngnt?z at | gn rﬁgﬁt{f{?eggof TS to
chBuleicsicenctd ih tied shdedwihdtironizationgelpe bot h t he

JAVA synchroni zation routine and the "conbi nati on" of

the JAVA synchroni zation routine and the LINUX or

HOTSRET LHOFEu! SAGHEAL the WheHoMBAIcR b OF theabgut &i & hamber of

and rerl ease. e terns object and class used herein . .
wape Hefindsg, ftreamatiheachAvdchireinrtonmis theinlogalgapyiofithis @bject 1s

to enbrace sjm.l ar, terns rived. fromgiffe . :
PR PO L S R B8 FIgier et | PR gt that obect
i ks ﬁemf?ﬁis&ﬁjo%kw&e dgndhaGkAORSs oljéctllovatlyi exltarmitively; the DRT
nme r

y locations. The"term "conprising"” (and its hi
og tizenioadlimathinesnan aphonisd shated reeqrd fiehle (nerhaps g @feparatefpachine

i ncl usi vg.sense, of having: Lag" NGt 2 ddtab
ey S50 Rt DRl O @t s
tNaLle&BinENF $hip abR6t hawdeehfhaked an spmhtanizes byaewy pler machine,
whi ch is subject to copyrj protecti

ht t
and piysa. gen e antil tha staks of the, gbissiC

bj ection t . ti f i RPabE NHtherwi ire the
L EFHHED] L5 PERIPLYE A0 A i
160kety) @bikencoths objeat exckyReltrenived by thiemh¢Hies for the

pur poses of review, but otherw se r.eserves,all .
Copyilf Gt DIacSiSEVEES T Toarip TRghine GHECULY Py lock for this

2 'tﬂ ggrel%chronised” and

ous

i MGl i tOn B8R B HjeH P tiRenae Apgiier the lock for
oﬂ'ﬁ%ké&%ﬁﬁ@&ﬁé@lﬂu v ?t t%n appr OVgﬂ )gf t he copyrii{qht
thnebiednoax ail eotherTmeachiles,oibm gxamplepbp gingms| 08t mRgdying the

t he JAVA | anguage: isfirst e t i r ivel
i S8 et U 3 S BRRER e, P it
ol BG RS tHelloflt HYI8N itk bRk Lin digitioncthe onrrent machine.
s?%%eg%aléflg%u)‘i‘f’ﬁ%t ei (r)rpl ements the nodifjications, // hine h
&ARIndey thes [m@chmdbas: S@f@@fl.d.bt ,cpb@m@e._d s eno p};he.r machine has
c%rrweg’&? d%yr?c Shizkd” etﬂisnecgbl}gcq, | ha® this GhY&ne! RRSTddrRspondingly
synchronized locally, can the execution of the original synchronized code-block

begin..

28



10

15

20

25

30

int code_|length = Code_attribute .code_|ength; int DRT
= 99; // Location of the CONSTANT Methodref info for

WO b@snH39BRT. alert () nethod. for (int i=0; PCIT/AU2005/000580
i <code_length; i++) { if ((code[i] & Oxff) == 179) {

|/{|-3P(l)Jlfl; fiwggtl grklbert]rf’dt@ ﬁlte: @gatc%sr%]ﬁﬁ%)tﬁé{ a%)gtgg)ﬁlé_c%]\ ehas already

syéaéf:gﬁ)zfcil ﬁ'ﬁs gec‘é Wﬁﬁ%ﬁﬁ‘st Ié‘ltgglﬂeinélz _'i}ifo" fi&s&ﬂd}%te ee;x@JSuttdiheof/ the or1g1na1

sy8cKashitzg cod@@k[ckﬂﬁ]tﬂ suthyat ‘gme(a,BRthegD f gapy cq(ng'}rm/ lhaENE? other
m%mp%glpsrqsrsc;s ?rége(ieqﬁxlglg E?gtﬁ’ @r'ogiaz%gs nl% %Pﬁ% Slir)gg?% (a%d that this
his %r Sr&spbh B X\/ Jgne"ﬁ@ﬁ'iecpﬂb:l bEJe&t Jatalty. v @n dueh erdase, the

synchroni zed ALERT L
orlglﬂaﬂ calle btcskas WO Tito de DRFCUL é%id thig m%ﬁwﬁ%&ﬁ?é }Qat no

nmallgziglnei?-ﬁl g}g:egzg : h' rg cfn%eﬁtsta'te?nﬁﬁ‘ %RToﬂclust Q%Je@RTas it will

p&@rﬂﬁt‘ll?tcérrhﬁtr teadbjeaf ato@csss e pegrticipatirfg reathirss coie ty retch@ondmons
val ue  across the network. .// START. Mul ti cast Soc
ineondigtenc e fMpEmoEA Andotok arth sesulfipg Fram rftﬁff fPReyLten E8§?€é1 lon of

sy/n/c]%%%le %c} Q‘%ﬁe&xpe%tg;f}hlfs Ofvhd] the PR Hét@ﬁﬁlh@d"thabﬂﬁseoﬁjm'ﬁﬁ@senﬂy

nanme tag" on the network fo
“dyfitigonized], ehd DR bfbvénteledecutmdnffthe ooigned code-block by pausing
get Decl ar edFi el d(

the/exeeuion: ¢fdhe / aqﬁyéqegy%l@% i Qpee%t}g]slér{t],l /Ssh(l(:}he% Sa§e gg:oﬁ}esg;oqdmg
SNl A R st () )
The DRT thread is waiting for the alert ’

Thus, on execution of a “releaseLock()” operation, the machine which
presently “owns” a lock (ie, is executing a synchronized statement) indicates the close
of its synchronized statement, for example by marking this object as
“unsynchronised” in the shared table of synchronization states, or alternatively,
sequentially releasing locks acquired on all other machines. At this point, any other
machine waiting to begin execution of a corresponding synchronized statement can
then claim ownership of this object’s lock by resuming execution of its postponed (ie
delayed) “acquireLock()” operation, for example, marking itself as executing a
synchronized statement for this object in the shared table of synchronization states, or
alternatively, sequentially acquiring local locks on each of the other machines.

So, taking advantage of the DRT, the application code is modified as it is
loaded into the machine by changing the synchronization routine (consisting of a
beginning “monitorenter” and an ending “monitorexit” instruction/s). The changes
made (highlighted in bold) are the initial instructions that the synchronization routine
executes. These added instructions check if this lock has already been acquired by
another machine. If this lock has not been acquired by another machine, then the
DRT of this machine notifies all other machines that this machine has acquired the

lock, and thereby stopping the other machines from executing synchronization

routines for this lock.
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/1 method to be called. byte[] b = new byte [ ]
{naneTag, field. getByte (null) } ; // Stores // the

W0 toosaemwIag // and the // value // of the // fPrel/dUtaosmeosso
/1l the nodified // class in a // buffer.

Dat agr anPacket dp = new Dat agranPacket (b, 0, b
.length); ns.send(dp); // Send the buffer out across

t he Tﬂgt wcaﬁ bdorENR % - }Qﬁsfﬁuf}{ehmﬁﬁﬁﬁésoin infanpawkys, for

recér vi ng. s 1s a fragnent of code to
exﬁﬁl rlkve a DRT sent al ert over the network. // START

T costsockel o < PR SELALL SRS 0 vt
co%nnew Jb?iy{i q:{lﬂé;?ﬁle @a&s@%ﬁ'ﬂﬁaﬂﬁehcﬁ Rs alribﬁig @qhﬁfgd aiiPss; k¢ DRT

byt e naneTa This is
paula theexeeutiag b the svhcélromzwummﬁme uuml gll/qth%néacamerm@ |1<epger

fi =
o syl B LSS5, SFLFRS) YEBR AN i
roi“@f—?érnAR&h%% @npl e, the fieldis a byte field, while
i sRunni ng) éﬂ@ recei ve_ (dp) /'l Receiv e
2.pr eviawspondingnto Befenity mraoﬁbrrxch@nr?@f% Fﬂutltﬁyfla ?Rtblhwnaﬁlts a
oA el T PR ERl e oyl

edcR®f \fﬁé partitipatihd Aerchipbsyonkich andiedtte £f anynmechln@ corently “owns”
l'ocation in nenor } The fifth.exce

tisgoge, BraniprORE hinchtrsRRPe! faper el g SR EEIAE on tis

machine untdl all other machines no longer own a lock on this object. Otherwise the

DRT records this machine in the shared table (or tables, if there are multiple tables of
records, eg, on multiple machines) as the owner of this lock, and then executes the

synchronization routine.

Similarly, when a lock is released, that is to say, when the execution of a
synchronization routine is to end, the DRT can “un-record” the lock status of
machines in many alternative ways, for example:

1. corresponding to the exit to a synchronization routine, the DRT individually
notifies each other machine that it no longer owns the lock. Alternatively,

2. corresponding to the exit to a synchronization routine, the DRT updates the
record for this locked asset or object in the shared table(s) of records such that this

machine is no longer recorded as owning this lock.

Still further, the DRT can queué machines needing to acquire a locked object
in multiple alternative ways, for example:
1. corresponding to the entry to a synchronization routine, the DRT notifies the
present owner of the locked object that a specific machine would like to acquire the
lock upon release by the current owning machine. The specified machine, if there are
no other waiting machines, then stores a record of the specified machine’s interest in a

table, which, following the exit of the synchronization routine of the locked object,
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Met hod void setValues(int, int) O iload_| 1lputstatic

#3 <Field int staticValue> 4 aload_0 5 iload 2 6
weoaositedods #2 <Field int instanceValue> 9 ret ur PCBAU2008600580

s:c;(th exg_e][ pt is the same exanple applicationin 5

after_ nodification has been perf.or T . .
herouiHics 489 WG FEACHITG MG BN U oK Rl By hus begin
ex%gl%ti\@liﬁesﬁﬁ%ﬂf)mzét rogtiﬁé oad_| 1 putstatic #3 <Field

Mt Stattcval ue> I'dc #4 <String "exanple"> 6 _iconst
2.0 7 domespcesirat focthéBntrivies hosinahoonizatiosrmopiing dhe B otifies the

bj ect, int 0 al ' [ . i
S S bR A o
.11 . NV.O - At j i Ps I
g4 B e ek b,
machinteckicifdefiods aftee censatiinedisappinicel wejHng swghings & ds fpcked
onfect, bt etk ey G2 o mofit aisings Wil Bk appends
mSiHahd SRdoUBe Tnd of tHe'Tist S AR Bink Slaatoetd acghite this lqnkbd object,

I nt |n_stanceVaIue:O; [ ** Exanpl e hod t.hat [
ort altereatively, (forvsardsn dee requtesf) from: M“é’g%rd?cﬁ%p% ‘Halgg&vg‘iﬁ fG other

bt i CORLELR L oot eyl it o
recb@sdAl ert, which alerts thg "distributed run-tine" to

3.jp ;3 ggqg;gsgqn%irfg t%rltgg gnt\lf?'lcouae s'ynlcﬁgrc))(rilrztatiJ)rii }/o%tilngr{ﬁé ]*)’R"Il EBSE itself
in a shared table(s) of records (for example, a table stored in a shared database
accessible by all machines, or multiple separate tables which are substantially

similar).

Still further, the DRT can notify other machines queued to acquire this lock
corresponding to the exit of a synchronization routine by this machine in the
following alternative ways, for example:

1. corresponding to the exit of a synchronization routine, the DRT notifies one of
the awaiting machines (for example, this first machine in the queue of waiting
machines) that the lock is released,

2. corresponding to the exit of a synchronization routine, the DRT notifies one of
the awaiting machines (for example, the first machine in the queue of waiting
machines) that the lock is released, and additionally, provides a copy of the entire
queue of machines (for example, the second machine and subsequent machines
awaiting for this lock). This way, the second machine inherits the list of waiting
machines from the first machine, and thereby ensures the continuity of the queue of

waiting machines as each machine in turn down the list acquires and subsequently

releases the lock.
During the abovementioned scrutiny, “monitor enter” and “monitor exit”

instructions (or methods) are initially looked for and, when found, a modifying code is

inserted so as to give rise to a modified synchronization routine. This modified
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inmport java .net .*; inport java.io.*; public class

FieldAlert{ /** Table of alerts. */ public final
werasileskasht abl e al erts = new Hashtable (); /PCT/Bbp@EN00580
handl e. */ public Cbject reference = null; /** Table

of field alerts for this gbject. * [
rofified abajuizes end-raleases a fock. d&ﬁjﬁegrs é%e{rr?lpéllge%ﬁbg}%glese%ﬂ[e@ this
Fi.el dAl ert - (hj;ect Tl ini tjal Fi i
mpg‘fi‘g%éo&c eanc:1 o%%?ﬁj%i é:?ra Alfele :&ttdrsrieg %{elfvav bégllhg)g%é‘ Nb) ptovides further
infdriatib@l Fi el dCount] ; } /** Called when an application

nmodi fies a value. (Both objects and classes) */ public
static void alert (Object o, int fieldlD) { // Lock

the _\E?i'ggﬁé g}ogf’sg& Pﬁfﬁﬁ%@ﬁé}m #8&dus t%'Ue;S’fbl_l({wé:d &l rdRtied to

al er = ( erts .get (0) if (alert ==
symuhiohizhtiéd. Afiesloadingd61Basnbeenisemmenced, thajingircions to by
so add to alerts table. ’

PP congidgred Tn pépptce gl syt B Rl PRt Srrogrpt o
in?fcaﬁgﬁl tsteP flseBd A BletiAVA ﬁi% thede/arédhe “aivnétbgenter” and
e erts array. bool egdr??] = new bool ean
“thbmiedrakiBH istrctBynst Eitherdangageasype diffesent termise| dAl erts, 0
, b, 0, alert .fieldAlerts .length) ; alert

fieldAlerts = b.: .} [ : . .
1 e ST Sepredap réulf 08ds ik Rdaini Biteally by
infbi@ing Bemichr iReneiing iftottheigiutiné. Sltgmativdliahe nivdifyings one

or nbre // propagatio iti ' '
instyactiqap ppwg%piigqegtgg Iﬁagf W\ﬁgéguggﬁ 6/nce|:{hg %g&{ﬁcaQ%trlllfay been

completed the loading procedure continues. The modifications preferably take the
form of an “acquire lock on all other machines” operation and a “release lock on all

other machines” modification as indicated at step 163B.

Fig. 27 illustrates a particular form of modification. Firstly, the structures,
assets or resources (in JAVA termed classes or objects eg 50A, 50X-50Y) to be
synchronized have already been allocated a name or tag which can be used globally
by all machines, as indicated by step 172B. This preferably happens when the classes
or objects are originally initialized. This is most conveniently done via a table
maintained by server machine X. This table also includes the synchronization status
of the class or object. In the preferred embodiment, this table also includes a queue
arrangement which stores the identities of machines which have requested use of this

asset.

As indicated in step 173B of Fig. 27, next an “acquire lock™ request is sent to
machine X, after which, the sending machine awaits for confirmation of lock
acquisition as shown in step 174B. Thus, if the global name is already locked (ie the
cotresponding asset is in use by another machine other than the machine proposing to
acquire the lock) then this means that the proposed synchronization routine of the
object or class should be paused until the object or class is unlocked by the current

OWner.
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if (FieldSend. waiting) { FieldSend. waiting = false;

alerts .notify (); } } }A9. The ninth excerpt is the
wagowsaesseowde of Fiel dSend, which propagates che@mas2005/000580

values alerted to it via FieldAl ert import java .lang

L MBOLE R 00 eS8l WRSKGed g
m%h@f?e is Elkfﬁ%‘iﬁﬁ §hthsd &%tgé@ nd cBHﬁHﬁ‘Qio%{of/loc’k dEEl@lTsﬂﬁ)ﬁhs received

ublic final static int CLOSE =
straight puhy.i Afte I‘E&lélp!s ofxtanfirmationNdeckacguisitisump precutipmgf the

sspHEEyIEeRne Sows T PtRbh R sapf i fep 17550
PROPAGATE CLAS S = 20; /** FieldAl ert network val ues.

*I prig |283sﬁdvﬁ&he picRbdEesStollowed By dw:apph&‘gtmnmmgram executing
get Property ("Fiel dAl ert_network

mbéliot whichovighesie v ch aToRke gehe ‘TGl SEp lﬁmflg?f@% ghtep 181B.
T q;e ctqgelrr%tgoer tf%]ﬂ.(s grc%peol %Igoc a Jchi3GE VBT td&é}ﬁ& 'int%rr\)tptec{ by sttpPi BB,

obj ec
1M}ﬁﬁﬁtgqﬁ@rewlglrma}eutﬂrmpmwngsx torrgrpbhding 9 step 1&4Bua|né

Hasht abl e obj ect Tod =
expghlien hen @e;osg%)gg ag q%dgc% |r11|1 IE)TGE ég%\q @?ﬁgﬂg ancg Zs 1ndlcated in step
S I |
R S e r ok
fc(r)ﬂ%lls Adck prevedingas requasebelﬁg mage tpageltinoX. |Téusp‘§m|1wglt1p]>e Jlocks
olg';l}’gllﬁ? Sﬁ{a%téllngﬁ ga,o Sa%ﬁm?ﬂf g ng a f 3) ﬁ%{%\t 'lr}tenrg Wlﬁg

m?c& A ¢ boolean waiting = fal se; /** Background send
read. Propagates val ues as thls thread is alerted to

their alteration. */ public void S
pri nFig) 29 skpws ﬁﬁAlaéﬁint}hm (kut meg}%éqgé%;nesg]to :grllJ dcquire

lock” enquiry (of Fig. 27). After receiving an “acquire lock” request at step 191B, the
llock status is determined at steps 192B and 193B and, if no - the named resource is
not free, the identity of the enquiring machine is added at step 194B to (or forms) the
queue of awaiting acquisition requests. Alternatively, if the answer is yes - the named
resource is free- the corresponding reply is sent at step 197B. The waiting enquiring
machine is then able to execute the synchronization routine accordingly by carrying
out step 175B of Fig. 27. In addition to the yes response, the shared table is updated
at step 196B so that the status of the globally named asset is changed to “locked”.

Fig. 30 shows the activity carried out by machine X in response to a “release
lock” request of Fig. 28. After receiving a “release lock” request at step 201, machine
X optionally, and preferably, confirms that the machine requesting to release the lock
is indeed the current owner of the 1ock;’, as indicated in step 202. Next, the queue
status is determined at step 203 and, if no-one is waiting to acquire this lock, machine
X marks this lock as “unowned” in the shared table, as shown in step 207, and
optionally sends a confirmation of release back to the requesting machine, as
indicated by step 208. This enables the requesting machine to execute step 185B of
Fig. 28.
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System out. println ("FieldAl ert_network_port=" +

port); try{ // Create a DatagranSocket to send
wee@pagaeed field val ues. Dat agranSocket dat agp@nsozioen00580

= new Dat agranﬁocket (port, InetAddress .get Byl\lama

(group) ) /'l Next, create the buffer and packet .f.o

al | Alrteam@tmebs iifyes — thytris[qthesumachines ans RIS 1 3egy this io"k ‘

LKi
o AT S B Dot s g
sh6?§{1ﬁ Step 2t04,aanh;1ﬁe?ﬁirendé £ ogifinmatiombf logk @t@hﬁ'@@@ito the queued
errupte t =
e SERA0S; S ARER AR e e ek aivafd g i dulde of
wﬁ@%h&fﬁ%@? ﬁld%attecﬁﬁs opggat e sonet hi ng, Whl l e

ting = true, FleIdAIert .alerts .wait
waiting = faI se; eghpendl ng = false ent 'es =,
) ol Danmgnovelodizs 31 yesiapiap cmpvisat 18,2 103 are Busigpted.

alerts on e copjied. t
Thecchlg?ut? 5; (i8 c} T@/ ge élgg cgcs}%ﬂgjb'l.d' eljl:t%c% ?ﬁ 1?13%&:&1 t@%ﬁ?%&rﬁoeoa}n
I]i(MQ)tr IBﬁpelohe‘ﬁ{H thie @her tANBE i APF]L'E cbmlfau‘ek dBhe camputerst] 0% and
FieldAlert) entries

1%1:321??«:@@@«@1053 éti@ﬁgllfw‘bwéﬁﬂ%@ 11?&}}5{1 pipgle s P7. The
nc
iR OF) iR FPAROAR sifths SRREbsbls o

tda*st@d%ﬂt&blé Byd.e) ((PROPAGATE CLASS " 24) & Oxff);
buffer [index++] (byte) ((PR(PAGATE CLASS " 16) &

& Oct i ool abl AR S EFY By108) Ml BROPRBRTRL O REE P res
161 fm?ﬁé brogRld Bélng! F}{&ﬁlffed(éttﬁéyrb@é b@hgldaded 6f sseribel above.
In this embod1ment the first app11cat1on is a simple calculator program and results in
the image of a calculator 108 being displayed on the screen 105. The second program
is a graphics program which displays four coloured blocks 109 which are of different
colours and which move about at random within a rectangular box 310. Again, after
loading, the box 310 is displayed on the screen 105. Each application operates
independently so that the blocks 109 are in random motion on the screen 105 whilst
numerals within the calculator 108 can be selected (with the mouse 107) together with

a mathematical operator (such as addition or multiplication) so that the calculator 108

displays the result.

The mouse 107 can be used to “grab” the box 310 and move same to the right
across the screen 105 and onto the screen 115 so as to arrive at the situation illustrated
in Fig. 32. In this arrangement, the calculator application is being conducted on
machine 101 whilst the graphics application resulting in display of box 310 is being

conducted on machine 102.

However, as illustrated in Fig. 33, it is possible by means of the mouse 107 to
drag the calculator 108 to the right as seen in Fig. 32 so as to have a part of the
calculator 108 displayed by each of the screens 105, 115. Similarly, the box 310 can
be dragged by means of the mouse 107 to the left as seen in Fig. 32 so that the box
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buf fer [index++]

(byte length " 24) & :
buf fer [index++] yre) (! J ) g

. (byte) ((length " 16) & Oxff);
Whefosa039pé ndex++] (byte) ((length " 8 ) & OxPEY/AU2005/000580
buffer [index++] (byte) ((length " & Oxff);

B AR e Y AL

o%n? g%%{lgﬂ paﬁ%?;%-[gu(l%ﬂ Rgg;at{dn% gelﬁgg_rﬁt)fnga& orglhi%(}?fﬁ% 101 and

pdtidn fechihe Delewhitdt part(df yheegrapl(lmppkmm@gg@gpame@ t the

Oxf f buf f d
S0l (PR LR e B PN 0 vECT
((PR(PAGATEJDBJECT 0) & Oxff); int globallD =

( (1 MgoRrdecttl &SR @A @sbodimbets of theqfreseatinggntion and

). intValue ( ; buffer [index++] = th glo aIID
mbdﬂ'l&b)ttlc&lsmbvmgs to bhqspékﬂlﬁg i Aty Can W?‘i?) réeéq

a% nég?( th%s{j:]o fgf‘ &rf pL%gl)%q +"f11101{1 8. §>&‘1}n %,g%fg%ké {3 J’A‘@A

1n&lu@é§ Both the R{eAdagmaze ahdealto JA@A@aﬁm an% doehdtecture. °)

r;efltﬁgt::onl fjo ggt a table of fields that correspond to

ie n

= nullhesejskil ](egllélp g%é}e;fgg%%%ﬂﬁ% Ert‘tae v ??J?? %\ivzgg ﬂ‘lsat lgv}{ep &Eﬁl‘t ghﬁ%ode

ot élg?%goﬁg %/%é%Flﬁé@%St@ﬁr?&&smﬁ:ﬁé 8P EBruction set to modify same,

are }el se ields = alert.
tHeadkixtiag cede @Hh@hwﬂsn GetmayyeelDeagiuire ér@rrheé myslificagion (g8 by

Now encod
re-RypbgTing:; of slgrgreélpﬁl In§HyG %gg%)gss tlia{t %F ! g,tl%ﬁ{c!ﬁﬁl_é) Q?Irﬂ‘?l%tesf Hark up
a%@{hgrlﬁ(e afé @d!té}@é edit S [J"] == fal se) continue; buffer
I ndex++] (byte) ((j " 24) & Off) ; buffer [i ndex++]
(byte) ((] 16) & Oxff) ; buffer [i ndex++ P te gj
8 an&l@lof fir) the JOMA éamgpagﬁdas‘éml]y ?1‘:?}&085 mepydey % e§31’g}g1 both
ﬁa(dfs a21d hrray ty%gg o'flflse Xb%vg Qescription deals with fields and the changes
required for array types are essentially the same mutatis mutandis. Also the present
invention is equally applicable to similar programming languages (including
procedural, declarative and object orientated) to JAVA including Micrsoft NET
platform and architecture (Visual Basic, Visual C/C*, and C#) FORTRAN, C/C™,

COBOL, BASIC etc.

The abovementioned embodiment in which the code of the JAVA initialisation
routine is modified, is based upon the assumption that either the run time system (say,
JAVA HOTSPOT VIRTUAL MACHINE written in C and JAVA) or the operating
system (LINUX written in C and Assembler, for example) of each machine M1...Mn
will call the JAVA initialisation routine. It is possible to leave the JAVA initialisation
routine unamended and instead amend the LINUX or HOTSPOT routine which calls
the JAVA initialisation routine, so that if the object or class is already loaded, then the
JAVA initialisation routine is not called. In order to embrace such an arrangement the
term “initialisation routine” is to be understood to include within its scope both the

JAVA initialisation routine and the “combination” of the J AVA initialisation routine
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Class type = fields [j ].getType (); if (type ==
Bool ean. TYPE) { buffer [index++] =(byte) (fields [] ]

WO g@tsBasbean (reference) ? 1 : O ) ; }else if PCT/AB2005/000580
Byte. TYPE) { buffer [index++] fields [] .getByte
(reference) }else if

antlith¢ BE\U{IJX dr. T@h@iﬁcoglt éﬂ@ﬁ@ﬁ&ggghtoaﬂy o 1?%@’83‘&% i

&) ;) "8 ) & Oxff); buffer [index++] (byte)
“Etka%sa‘ oft utépe()(ff) lelse if (type == Char act er . TYPE)

char v fields [jJ ] .getChar (reference) ; buffer
[ in dFPfe"aﬁiovem(eﬂydrE)i eﬁ(bxbdime&t Jn Which ttie) godp wf ther JAY A diaglisafion

or CTESPPEP rputum lsqnodlgi?cg F%%Sf% ul?gn | EP?S;R{“P%P%?‘&I g%éer)f{fleegﬁ time

R R R BT

the of;émtmg s3(s(cam (LEJUX&JI@CNH) andiAssemblen fexaxample) ¢pach

(NN Y TIMEEE MO e 7 e

JAvgf@aﬁgﬁfan rbutum&faﬁfen&ém@qﬁs&ad:mﬁm thy LOGUX' or2[4())T8POT

buffer [index+

raomtihé m}nc{h qatle ﬁxqu]A\&A (ﬂgy]]p@por(l (thmegso)th@; 1&1@@@6305 % (Flé§s is not to
b«%_geﬂa %E b{)jAs)oAﬁ %thsa’u? }ciugi %&f I{(%t ’caﬁé?f Slg rc])g(ier & ¥RBrate such

ak fu@diReRAEthe terbiffiratisdtiondentine] 1s=to(H@ytnd¢rs’(o(od t6 irgydegwithin its
Oxff) buffer [index++] (hyt " A48 ” e) A){,l‘&fer
sc[qpn @gﬁnﬂa? J ,(xyﬁ :@yah(sateorvo-utlaq)a!;d t& n%ﬂﬂ.n Og J
+
E‘l Egu{&%}w Qw}w &ﬁ "I%d(e )ra3ieh@rwilitih egkort]

ffer i ndex++ bvt
iditide fhe]JAWAcﬁnQiia‘tl))nlmdtnfeer [| ndex++] [(byt e) ]( g {// ¢) 8(

) & Oxff) : buf fer [index++] (byte) ((v " 0 ) & Oxff)

J el’l"ig a ovegnenaoned em%)ol'clltl)rlngﬁt i1-1r val)nE(?h tiw code of the JAVA

synchronization routine is modified, is based upon the assumption that either the run
time system (say, JAVA HOTSPOT VIRTUAL MACHINE written in C and JAVA)
or the operating system (LINUX written in C and Assembler, for example) of each
machine M1...Mn will normally acquire the lock on the local machine (say M2) but
not on any other machines (M1, M3 ...Mn). Itis possible to leave the JAVA
synchronization routine unamended and instead amend the LINUX or HOTSPOT
routine which acquires the lock locally, so that it correspondingly acquires the lock on
all other machines as well. In order to embrace such an arrangement the term
“synchronization routine” is to be understood to include within its scope both the
JAVA synchronization routine and the “combination” of the JAVA synchronization
routine and the LINUX or HOTSPOT code fragments which perform lock acquisition

and release.

The terms object and class used herein are derived from the JAVA
environment and are intended to embrace similar terms derived from different
environments such as dynamically linked libraries (DLL), or object code packages, or

function unit or memory locations.
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| ong v = Doubl e. doubl eToLongBits ( fields [j]
.getDouble (reference) ); buffer [index++] = (byte)

W@ eoos/10989 & Oxff) buffer [index++] = (byte) (PUI/AUZBF/000580
& Oxff) buffer [index++] (byte) ((v " 40) & Oxff)

F,u];]]:j'gl;@,.[ I ndg%(rggxpgljlg ’Eg{uﬁ, 1t2; g%%m@%@qr atlog%};%s él;sgcfjherem is used
: i e I f
i [thgg‘n%ﬁfé.l"{/]e sen%:k&ft gl%w%g E(?/? "mc%)@m d%ﬂ; rgo’t 1% ﬁﬂ]gfegflhfliv% 3eer;(si i)]f
“—né1btyrt@c)nly ofv¥ " O & Oxff); }else{ throw new
AssertionError ("Unsupported type."); } / / Now set

t he, L engt.h of the datagranpacket .
%@E&éﬁ%&%ket.set Length (index) ; / / Now send the
packet. datagrantSocket . send (datagranPacket) ; }

} cat ¢his pReaeHleb@RRaton cdntdify @uteriahwikish & dubjeoEror apyright
("Exception: ™ + e . toStrin

pno@emlhn eXbeequyright eweerdphicdds g@@@Pﬁ?anﬁ}}@ﬁ &Peé’gb‘?"(}%n to the
I labl

relpf té%rh(gteﬂﬁ/sﬁgzate%:t Q}ge% ?% Spémgdj?‘lﬁ%g?lt%q}‘ogls gﬁbli@lga\./al able

asfs@&ht%ﬂ Patehit Offiqectilts f(mvlaa plttpd)ses of revieny bt otherwise reseraes all

t Fi el dReg
conypBRBHR s e B B O R GBI £ Uo7 into

| &-dgpFoval ofithe REBYright bivhad.
ag@gkﬂll&r{xﬁtﬁ@&“ﬁé %&ﬁic‘p{% lic fE?Vr?a? st atél]t:%t:r g|hnt ACK = 1,
public final static int PROPAGATEIJDBJECT = 10; public
final static int PROPAGATE CLASS = 20; /** FieldAlert
network values. */ public final static String group =
System . getProperty ("FieldAl ert_network _group" )

37



public final static int port = Integer .par selnt
(System getProperty ("FieldAlert _network port") )
w0 2d05/Tedde of global 1D S for | ocal objects. PCT/AU2005/000580
(gl obal | D-t o- hashcode mappings) */ public final static
Hasht abl e gl obal | DToQbj ect = new Hashtable (); /**
Tabl e of global 1D s forAMSXHIEA| assnanes.
(gl obal | D-to-cl assnarre mappi ngs) */ public final

TR A b e 1oy ot

| ock. */ public v0|d run(){ System out

Alpr i Ttk lﬁ(rs't ek edrpitAls @att of dtevad@ﬁgqtmp:ﬂde + I@s,e@qg:bys t@;@.tgglﬂle

ougg{r'a ' tln (tg ‘%a%%‘ﬂ? ﬁ“é‘&é{{%\l\‘? éB@e 17§)6pa téléentsthe

mbificghivgl ues from Mil ticast Socket multicast Socket =
new Mil ticast Socket (port) ; nulticastSocket.
0| nGroup (InetAddress get ByNane (group) ); // Next,

b%ﬁ%?gfre the bé,l Lecrrlkﬁng ogggket f/PrBZLaécladet Bﬁasmv§§imeﬂﬁnd in a

“ouf fer = new byt e[512] 7/ lkvahbskbemidi mit of 512

// byt es per packet Dat agr anPacket dat agr anPacket =

1rrtewd@_a1teagtrharrané¢<eFtr(lb‘ﬂﬁef g 579thuf fer. | ength)

int

whil e (J,Thread, it et 5upt ad: kolduatd mddake:csUneo 11 raset
engt h. 9[9dat agré/ &k@&rt S&Ei&bggtﬁ (buffer ~length) ;

/'l Receive the next avail abl e packet. mul ti cast Socket
forr g V@7 (idiawcégiﬂealﬁpack*éﬂ int index =0, length =

_dat aqr zﬁa}cke&x fg H?Q)qt? (thsJaéch@s‘ngectme conmmand.

fer [index++] & Oxff)

24) dys’(eﬁnbé.lfrfaﬁfop{/ldﬁd@X:bHS] &d@(ﬁf@ ﬁod}ﬁi)enhtl(-(b@ffrer

[

i £ (CBRTaRHd ~=2YPROPUCATE [ OBTECTY -l 7ot

ructlon for fgg)

ndex++] & Oxff) " 8) | (buffer |nd§x+
pagate

operation for // obj ect #I el ds. // Decode gl obal id.
i nt ghohakl B myté)nt)ore G>(dbuf foerd)fi ndex++] & Oxff)

[

}

24) 1 ((buffer Llndex++] & Oxff) " 16) | ((buffer

N cReR S HTS =P
}

DRS § ORERBuffer [index++] & Oxff));

// END

A2,

This second excerpt is part of the DRT.alert() method. This is the body of the

DRT.alert() method when it is called.

/7

START

public static void alert(){

}

synchronized (ALERT_LOCK) {

ALERT LOCK.notify(); // Alerts a waiting DRT thread in the background.

// END
A3.  This third excerpt is part of the DRT Sending. This code fragment shows the
DRT in a separate thread, after being notified, sending the value across the network.
// START

i ket = DRT.getMulticastSocket(): // The multicast socket
MulticastSocket ms g e by the DRE for

// communication.

byte nameTag = 33; // This is the "name tag" on the network for this

// field.
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/'l Now, need to resolve the object in question. Object
reference = gl obal | DToObj ect .get ( new I nteger
W@ gloshedob®) ) ; // Next, get the array of fi el BST/AU2005/000580
thls object. Field [ ] fields = reference .getC ass (
.getDeclaredFields (); while (index < length) { //
gg&dth%oélfg%o@lésds étBLlean&ngélQ "Thyfleﬁ]&])"( (/( @Ufgrfeer
exX++ 54y T ((buf fer [1ndex++] /6 toxfefdLd”
1_6) | ((buffer [|ndex++] & Oxff) " 8) I (buffé F°mthe
[index++] & Oxff)):; // Determine value |engt ﬁ/ @ggséae
corresponding field // type. Field field = flel
/1 bk ebdd Blanp1r &l agscigpas= bial dicrget Type (), if (type
wl‘;‘i?e Bomﬂ.?aalrmnni'mm?)( { boolean v (buffer [index++] ==
rue : false ield. setBoolean (reference, v );
} EYEBEIE yﬁ@mw%‘y fe. TYPE) { b§/te v = buffer)
[i nqx%f}_,(R"i‘thdK.Jallgl d SelrByher theheriengeting jor; theehseti f
(type == Short. TYPE/)uef{hosft@rwe valted.short) ( ( (buffer
[ ndex++] & Oxff) r% dex++ & Qg £
fielbdteldet S5yt PYER B BT BN, fjxfﬁ 96‘5‘3& e yperes"
Character .TYPE) { char v = (char) ( ( (buffev nameTag
[i ndex++] & Oxff) " 8) | (buffer [i ndex++] &/@ﬁft)ﬂ}

field. ' =
setChar (reference, v ) ; }else if (ty e :ﬁe

Integer. TYPE) { int v = (int) ( ( (buffer [i r
xxff) " 24) | ((buffer [index++] & Oxff) " Eé?%éfiglﬁed

((buffer [index++] & Oxff) " 8 ) I (buffer [Vﬁd@i*#}n&
(_)_<ff)) tf| el d. )setl nt (reference, v ); }else’{ %% pe
& C)(]%a 3gr@mP2'xEE)% d;i ( brhefﬂf IYata rgfnl%té%(efs_ (Q:Uﬁn%&}l [ Ilg;jei('l"l']

( (bufst. &rndkdpmde)ﬁ'ﬂ]en&tﬁ(ﬁ)ﬁﬁfe o8t )across the network

}

}
// END

A4.  The fourth excerpt is part of the DRT receiving. This is a fragment of code to

receive a DRT sent alert over the network.

// START
MulticastSocket ms = DRT.getMulticastSocket(); // The multicast socket
// used by the DRT for

// communication.

DatagramPacket dp = new DatagramPacket (new byte[2], 0, 2);

byte nameTag = 33; // This is the "name tag" on the network for this
// field.

Field field = modifiedClass.getDeclaredField("myFieldl"); // Stores the
// field from

// the modified
// class.

// In this example, the field is a byte field.
while (DRT.isRunning) {

ms.receive (dp); // Receive the previously sent buffer from the network.
byte[] b = dp.getData(}:
if (b[0] == nameTag){ // Check the nametags match.

field.setByte(null, b[l]); // Write the value from the network packet
// into the field location in memory.
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| (buffer [index++] & Oxff)); field. setFloat
(reference, Float .intBitsToFloat (v) }else if (type
we2005008926 TYPE) { long v = (long) ( ( (buffer PCTAE2005D00580
& Oxff) " 56) | ((buffer [index++] Oxff) " 48)
((buffer [i ndex++] Oxff) " 40) ((buffer [index++]
f) " 32) ((buffer [index++] Oxff) " 24) ((buffer
[|ndex++] Oxff) " 16) ((buffer [index++] Oxff) " 8)

buf ndex++l 5
i 18 appli i@ﬂﬁef &%&&ﬁe tion h: d.
%;X(Zeg(il ’}lljl ]; %q 1catl O ation )as{occurre

== Doubl e. TYPE
HWGV\(PI uffer [|ndex++] & Oxff) " 56) |

ll%ql_f. [i ndex++ " 48 buf fer [index++] &
¥s}atrc #@O§F1¢ld(11€tbﬁﬁt’fcé{%1{e?ndex++i fa( Oxf f) "[32) !
G(glmﬂf@r [index++] & Oxff) " 24) ((buffer [index++] &
Q{foﬁd_? 16) ((buffer [index++] & Oxff) " 8 ) | (buffer
bipucitetd#2 <Bielkint jstanbeédlde™> set Doubl e (ref er ence,
quth}@_.longBltsToDouble (v) ); }eI se{ throw new
AssertionError ("Unsupported type."); } }telse if

%7 OMFRe xfh X0 E?’ ﬁ@ﬁg— Santd-@@mpld applicRliGiPiagRifer atodificisivn has
n pe fo ic (4(%51%? éﬁﬁh &l 7 wgighane. int
§<(¥#1 g

[Tndex++] & Oxff) " 24) |
?'@ Sé V_léilé (b d Od1) * 16) I ((butfer [i)ndex+2-]
u i ndex++] & Oxff Strin

%taﬂcﬁﬁ/\f@ﬁml Eff}faﬁ'bf‘lr i ndex] narreLe%i;t h): i ngex

Hdhéﬁé@@ﬂ@&hexmplﬁ&t get the array of fields for

tohicens¢|thss. Field [ | fields = FieldLoader .loadC ass

onamesta;mﬁse@htmw@d alert(java:lang.Obiectd@tzl | bat ched

0 elodé 0 ncl uded in this propagation

11 iload_2

12 putfield #2 <Field int instanceValue>

15 aload_0

16 iconst_1

17 invokestatic #5 <Method void alert(java.lang.Object, int)>

20 return

A7. The seventh excerpt is the source-code of the example application used in
excerpt 5 and 6.

import java.lang.*;
public class example{

/** Shared static field. */
public static int staticValue = 0;

/** Shared instance field. */
public int instanceValue = 0;

/** Example method that writes to memory (instance field). */
public void setValues(int a, int b){

staticValue = a;

instanceValue = b;
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/'l packet. while (index < length) { // Decode the
field id. int fieldlD= (int) (((buffer [index++]
waaxdos)o3v2@4) | ((buffer [index++] & Oxff) " 16RCT/AU2005/000580
((buffer [index++] & Oxff) " 8 ) | (buffer [index++] &
Oxff)); /1 Determnefleldtypet dleter e val ue
ABengtlie eighthledcdrpeis dhe-souresrqgde pf F@fﬂkﬁ Wméﬁékegsﬁ%e =
“distabuted gettippet Propigaty @ ghraged-vaba| ean TYPE) {
mb@aodeqﬁ dengGbuffer [index++] == 1 ? true : false);
Y?Eéia sétBpdl ean (null, v ) ; }else if (type = Byte.
1% hyte v = buf fer [index++] ; field. setByte
las¥ E)lelc}AeJazste if (type == Short. TYPE) { short v =
?*h*ort (o(f(guffer Jlndex++] & xff) " 8 ) I (buffer
[ &gg?f? al&si&iji )HZShtrakgl%l Eg.ertcsel %QQrHtasl'(t@Hié 1), v ) }el se
== aracter .TYPE) char v = (c ar)
((/(abuﬁjfeef nhhdldex++] & O(ff) " 8) | (buffer [index++]
&r@Rfif Ppjeck| wiferenget-Chat’ (null, v ); }else if (type ==
Integelrl .TYPE) { int v = (int) (((buffer [index++] &
ff )Fable204f) fielé(ﬁgégsefor[tﬂg%ﬂ'é‘dt.&/Q(ff) " 16) |
( E)Alflt%oidanpheﬁet]dm&ra(#fryull' 8 ) 1 (buffer [index++] &
xff)); field. setlnt (null, v ) ; }else if (type ==

FI'§atconst
O?kal)lc..Flr(%X r{t((%}:Bu?‘rf St E’Al n%')et)z.%_i]i(leicgumt { [' ?-d)ex"""] &

ere

ﬁfAléﬂte%xw]oo&e@qﬁﬁ:)tl 1E8eJ)dCd>un(cb;uffer [i ndex++] &
O§ff)) f| eI d. set Float (null, Float .intBitsToFl oat

n [o) _i L ifle LY. e{ obYeCts
<</%’b@g L 58 SRS B R D Ty ooy rhong
pg%ﬁl stgtf% $01d alert (Object o, int fieldID) {

// Lock the alerts table.
synchronized (alerts){

FieldAlert alert = (FieldAlert) alerts.get(o}:

if (alert == null){ // This object hasn't been alerted already,
// so add to alerts table.
alert = new FieldAlert (o, £ieldID + 1};
alerts.put(o, alert);

if (fieldID >= alert.fieldRlerts.length) {
// Ok, enlarge fieldAlerts array.
boolean[] b = new boolean[fieldID+1];
System.arraycopy(alert.fieldAlerts, 0, b, 0,
alert.fieldAlerts.length);
alert.fieldRAlerts = b;

}

// Record the alert.
alert.fieldAlerts[fieldID] = true;

// Mark as pending.
FieldSend.pending = true; // Signal that there is one or more
// propagations waiting.

// Finally, notify the waiting FieldSend thread(s)
if (FieldSend.waiting){

FieldSend.waiting = false;

alerts.notify();
}
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| ((buffer [index++] & Oxff) " 40) | ((buffer
[ ndex++] & Oxff) " 32) | ((buffer [index++] & Oxff) "
wazgosioxogbduf fer [index++] & Oxff) " 16) | ((buP€BAU2005/000580
[i ndex++] & Oxff) " 8 ) | (buffer [index++] & Oxff));
}fl eld. setLong (null, v ); }else if (type == Doubl e.
TYPE) { long v = (long) (((buffer [index++] & Oxff) "
56) | (buffer [|ndex++] & Oxff) " 48) | ((buffer

Aggnigié% (ﬂé Té &&%g}uﬁaas% AR Hrofeet blarzes

1 | ((buffer [index++] & Oxff) "

i ojt E @b@@e;ef[éc@dex++] & xff)); field. setDouble
i avabedibl-e. | ongBi t sToDouble (v) ); }else{ //

1nldnsmpp@rn®d*f| eld type. throw new AssertionError
igpotihdeiipdt-t ed type."); } } }catch (Exception e ) {

p%ggco\é%mv%&és%ﬁ& I gﬂl’iﬁmg md%egption: " + e .toString

Fi el dLoader.java This excerpt is the
sour cestocdeswfoi Ficetadberader, whi ch nodifies an
ap]@ﬁlﬂéa‘-tlfl%}ns?ﬁ? iﬁ SHEi Mg 31 oaded. i mport java.l ang.*

@%@ﬁg ﬂi}as Qi gppr_tl,J ava .net .*; public class
él:—qaﬁjﬁr sextends PhﬁA@ﬂS@ﬂJﬂ@derl{O publ i c Fi el dLoader
(UEH_ME finalr bedei¢ lsm?é@PAGlt‘:ﬂEL@)ASS =}2%rotected O ass

fin CI ass Strin rovvs Cl assNot FoundExcept
/E% 1 t ption{
(]P %é tZilﬁuétLrng d&¥$p =

System getProperty ("FieldAlert network_group' ')
public final static int port =
Integer.parselnt (System. getProperty("FieldAlert_network _port™));

/** Table of global ID's for local objects. (hashcode-to-globallD
mappings) */
public final static Hashtable objectToGloballD = new Hashtable();

/** Table of global ID's for local classnames. (classname-to-globallD
mappings) */
public final static Hashtable classNameToGlobalID = new Hashtable();

/** Pending. True if a propagation is pending. */
public static boolean pending = false;

/** Waiting. True if the FieldSend thread(s) are waiting. */
public static boolean waiting = false;

/** Background send thread. Propagates values as this thread is alerted
to their alteration. */
public void run() {

System.out.println("FieldAlert network group=" + group) :
System.out.println("FieldAlert_ network port=" + port);

try{

// Create a DatagramSocket to send propagated field values.
DatagramSocket datagramSocket =
new DatagramSocket (port, InetAddress.getByName (group));

// Next, create the buffer and packet for all transmissions.

byte[] buffer = new byte[512]; // Working limit of 512 bytes
// per packet.

DatagramPacket datagramPacket =
new DatagramPacket (buffer, 0, buffer. length);
while (!Thread.interrupted()){

Object[] entries = null;

// Lock the alerts table.
synchronized (FieldAlert.alerts){
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Buf f er edl nput Stream i n = new Buf f er edl nput St r eam
(findResource ( nane. replace ('.', '/ ').concat
W@ 20081168936 ) ). openStrean( )); cf = new C assFi PET/AUR)05/000580

}catch (Exception e ) {throw new

G assNot FoundException (e . toString O): 3y 11

A ass-wi de pgj nf A 9.1h8 Id 6-30 tals%ﬁ@thubdex i nt

| dci ndex = pie t&LEnﬁ erti ndex = - ; (int i=0; i<cf
. met hods_coundajtiing+) tfuef or (i nt j =0; J<Cf .methods [i]
.attributes_cdoekplejtiaderfs.pitO A (cf . net hods [i]
.attribute [‘]al‘jl“PnsF%"ﬁEteof Code_attribute) )

conti nue; de attribute ca = (Code attribute) Cf

. met hods [ ipknaiag t=r theées [j]; bool ean changed = fal se;
for (int z=0; z<ca. code | engt Q

((ca. code[ Pt 67 ~sF i Prprialer g@)enfrylg? ( %O(% S¥5r a
PDTSTATI C ///; d10st buGkk QRee Ghangedodiianed./ The code
bel ow onl y rsemppoirt saikiel. dsatn:this class. // Thus,
first off, check that this field is local to this //
cl ass. CONSTANT Fieldref info fi =

( CONSTANY, i, 6.k e B5): GhexiConstant _pool [ (int)
(((ca. coder [(zfc LD efdefitd.18ngBh) 1|P+ (ca.code[z] [2] &
Oxff))] ; CONSTANT C ass |nfo Ci

( CONSTANT_GH &8 §55tff = (Bt BEoEs T
.class_indgx] ;naStLigdg className = cf . constant_pool
[ci . nane idadﬁg)ﬂam}?at:ﬂﬁtfeitnglg(:h))uifeirfleég’dhman'e equal s
(cl assl\larre) ) {throw new AssertionError ("This code
only suppor®sedti gtgeenee '“e‘&l’és anceoftglcﬁgél jass"); 11,

now sear ch ‘fof ﬁib%ifl?é d8sd1ar 4 ad-dch int index =
0 ; CONSTANT I\IamsAndTy e_info n| =

(OONSTANT_NamefineTyptoxt nif o)(ete) . COMIEENE-D00 LM & oneor)
£t ++ 7

- name_and typﬁiffi‘ﬁ%*ﬁiimsff(@’@ | LIRS nss o5 ) « oxen) s
{ ;

)
buffer[index++] = (byte) ((PROPAGATE_CLASS >> 0) & Oxff);

String name = (String) alert.reference;
int length = name.length();

buffer[index++] = (byte) ((length >> 24) & Oxff);
buffer[index++] = (byte) ({length >> 16) & Oxff);
bufferlindex++] = (byte) ((length >> 8) & Oxff);
buffer[index++] = (byte) ((length >> 0) & Oxff);

byte[] bytes = name.getBytes();
System.arraycopy (bytes, 0, buffer, index, length):
index += length;

}else{ // PROPAGATE OBJECT field operation.

buffer[index++] =

(byte) ({(PROPAGATE_OBJECT >> 24) & 0x£f);
buffer[index++] =

(byte) ((PROPAGATE OBJECT >> 16) & Ox£f);
buffer[index++] (byte) ((PROPAGATE_OBJECT >> 8) & Oxff);
buffer[index++] (byte) ((PROPAGATE_OBJECT >> 0) & Ox£ff);

o

int globallID = ((Integer)
objectToGlobalID.get(alert.reference)).intValue();

buffer[index++] = (byte) ((globalID >> 24) & Oxff);
buffer[index++] = (byte) (({globallD >> 16) & Ox£f);
buffer[index++] = (byte) {(globalID >> 8) & Oxff);
buffer[index++] = {(byte) ((globallD >> 0) & Oxff);

reference = alert.reference;
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cf .constant_pool [ni .nane_index] .toStringO ; for
(int a=0; a<cf .fields_count; a++) { String fn = cf
wo e@sgomné _pool [ cf. fields [a] .name_index] PCDSUZI0NGO0SS0
§)i |/; (N];I el dl\lamla equals (fn) ) { index = a ; break;
xt, rea ge code_array rrrak_Ll nq ro%n}rfg
£T Of d h dt
the // i nsé? tﬁ?'ﬁeld Lj [isegolci@Znall@e v S i c Joale °
. I engt h+3] pldraSyshem- amaycopy (ca. code 0, code2,
O 4 z+1) ;1S§sé$mtn®;% oop code, z+1 code?2,
z+4, ca .codéie}sgnyFheld adc code2; /]
Next, insert p%leﬁbéewgﬁc§f Tg)l%%“ﬁ'egﬁ %(Sl Uzi ndex ==
- 1) { ijhﬁ;f %ifefiéfi Bgeﬂtnféieﬁgibe geft@¥és () .getDeclaredFields () ;
CONSTANT_String_info (ci.nane_index) ; cp_info[] cpi =
new cp_info [cf const ant ooI Ieng}'m[“lL %ﬁvhlueyste

ar raycopy (ééfN‘”l’n a %13 mo‘f e A

. const ant _pool %ng hy Cplle cpalC eng - 1] =
csi; ldcindexs=(apit. fleemglteh‘es[i cﬁals@onst ant pool =
gpl; ffB] const asfrtpyel _count ++; } ca code [z+1] = new
yte ca.c f [[ dl OJ = gp ) Lax£0de[ 2+l ]
(1] = (byte) LLIBC T o ke & Ry e

[2] = (byte) b(ulfﬁ&l[ﬂdi@ﬂﬁﬂ& =O)(Pﬁyft)a /(i >Net ¢ OkfSert the
SI PUSH i nst r bet Fonindestd cdéPEeR] (= >R b;Pf‘éf [3];
ca.code[z+2] [0] =, ébélt £) 17; ca.code[z+2] [1]
(byte) ((indeX,"=Go). & exib)s1 . sargade] z+2] [ 2]
(byte) (indexis&( @pif} Bo/oiealﬁlnatl{y, i nsert the

| NVOKESTATI C i nstffepcitindspr+] = (byte)

flelds[jﬁ getBoolean (reference)? 1 : 0};
}else if (type == Byte.TYPE) {
buffer[index++] = fields[j].getByte(reference);
}else if (type == Short.TYPE) {
short v = fields[j].getShort(reference);

buffer[index++] = (byte) ((v >> 8) & 0xff):

bufferlindex++] = (byte) ((v >>.0) & O0xff);
}else if (type == Character.TYPE) {

char v = fields[j].getChar(reference);

bufferiindex++] = (byte) ((v >> 8) & Oxff);

buffer[index++] = (byte) ((v >> 0) & 0xff);

}else if (type == Integer.TYPE){
int v = fields[j].getInt(reference);
buffer[index++] (byte) ((v >> 24) & 0xff);
buffer[index++] (byte) ((v >> 16) & O0x£ff);

o

buffer{index++] (byte) ((v >> 8) & Oxff);
buffer[index++] {byte) ((v >> 0) & Ox£f);
}else if (type == Float.TYPE) {
int v = Float.floatToIntBits(
fields[j].getFloat (reference));
buffer[index++] = (byte) ((v >> 24) & Oxff);
buffer[index++] (byte) ((v >> 16) & Oxff);
buffer[index++] (byte) (v >> 8) & Oxff);
buffer[index++] ( ;

~ N

(|

(byte) v >> 0) & Oxff);

(
(
}else if (type == Long.TYPE) {

long v = fields[j].getLong(r reference);
buffer[index++] = (byte) ((v >> 56) & Oxff);
buffer{index++] = (byte) ((v >> 48) & Oxff);
buffer[index++] = (byte) ((v >> 40) & Oxff);
buffer[index++] = (byte) ((v >> 32) & Oxff);
buffer[index++] = (byte) ((v >> 24) & Ox£ff);
buffer[index++] = (byte) ((v >> 16) & O0xff);
buffer[index++] = (byte) ((v >> 8) & 0xff);
buffer[index++] = (byte) ({v >> 0) & Oxff);

}else if (type == Double.TYPE) {
long v = Double.doubleToLongBits (
fields[j].getDouble (reference));

buffer[index++] = (byte) ((v >> 56) & Oxff);
buffer[index++] = (byte) ((v >> 48) & Ox£ff);
buffer[index++] = (byte) ((v >> 40) & Oxff);
buffer([index++] = {(byte) ((v >> 32) & O0xff);
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if (alertindex == -1) { // This is the first tinme this

class is encourtering the // alert instruction, so
whaons/10392@dd it to the constant // pool. cp_i nPOI/AU2E/000580

= new cp_info [cf .constant_pool .length+6] ; System

arraycopy (cf .caonstant ol , [ , ,

“constant _pool SESTGTRLTE 1ot SEEhalint el Seii ot

. const ant _pool Gt itkex6]; = TANKE St )8« iaxf0 ;ul =new

CONSTANT_Ut f 8_%0@'{ FidekdAl erbYee) ; ((ef>> YoAs¥aht pool

[cf .constant!e | .length-6].= ul.

CONSTANT Gl ass_i W' g1 Agseﬁ‘éva“WBLrRW_pﬁiraté%f?’ W0 ( cf

.constant _pool count-6) ; cf .constant _pool [cf

.constant_pool .length-5] = cl; ul = new

CONSTANT _Utf8 info( "alert") ; cf .constant_pool [cf

.constant _ -d e th:of‘”tl;le Haéa ranPEMet .

CONSTANT_ ULt oﬁﬁig&%&%&a{ﬂ@m&mfecg 1)V cf

.constant_pool [cf .constant_pool .length-3] = ul;

CONSTANT _NarremnEryppene mpefest = new ...

CONSTANT _NSAEARYFY PET 150 (52 FRE#™ 2 €6 h5t ant _pool

.length-4 , cf .constant_pool .length- 3); cf

.constant_pool [cf .constant_pool -length-2] = nl;
CONSTANT_Met hodref _info m| = new

CONST. N'[;_ thodref . jnf o ( cf .constant_pool .length-5
, Cf}cécﬁ%%@vg%éﬁ;é% onEk @RYiHAep2) on: Cf +. £.@8Sdrarg() pool [ cf
.constant_pool .length-1] = nl; alertindex = cf.
constant _pool .length-1; } ca.code[z+3] = new byte

[3]; ca.code[z+3] [0] = (byte) 184; ca.code[z+3] [1] =
(byte) ((alertindex " 8 ) & Oxff); ca.code[z+3] [2] =
y(byte) (alertindex & Oxf f); // And lastly, increase

the CODE_LENGTH and ATTRI BUTE _LENGTH /./ Vﬁh es. .
A10. The tenth excerpt is the source-code of FieldReceive, which receives

propagated changed values sent via FieldSend.
import java.lang.*;

import java.lang.reflect.*;

import java.util.*;

import java.net.¥*;

import java.io.*;

public class FieldReceive implements Runnable({

/** Protocol specific values. */

public final static int CLOSE = -1;

public final static int NACK = 0;

public final static int ACK = 1;

public final static int PROPAGATE_OBJECT = 10;
public final static int PROPAGATE_CLASS = 20;

/** FieldAlert network values. */

public final static String group =
System.getProperty("FieldAlert_network_group");

public final static int port = . .
Integer.parseInt(System.getProperty("FleldAlert_network_port Y):

/** Table of global ID's for local objects. (globallD-to-hashcode
mappings) */ .

public final static Hashtable globalIDToObject = new Hashtable();

/** Table of global ID's for local classnames. {globalID-to-classname
mappings) */

public final static Hashtable globalIDToClassName = new Hashtable ()’

/** Called when an application is to acquire a lock. */
public void run{){

System.out.println("FieldAlert_network_group=" + group):
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ca.code_length += 9 ; ca.attribute_length += 9 ; } }
/1 If we changed this nethod, then increase the stack

waewse/1Bp2eone. i f (changed) { ca.max_stack++; /PCT/AFR005000580

make sure. } } } try{ ByteArrayOJt put St ream out = new

Byt eArrayQut put Strea rializ out) ; byt
b —Séiilftem TSR RAR dY e J(d}%e‘:t ?eécf”?f?‘ﬂpoéeﬂ net %s)s (na?/ree[]b

, Oyp .length); }catch (Exception e ) { throw new

d assﬁlot FoundExcepti on (nane) ; }A12 Attr| but e

i nf 0. | Aver-Gonwi Rateeranfoasss forerepr M & @eld values from
11 .'L

attri %%EﬁZQESQCEZtEf’%W %&s‘x’\iﬁﬁm g@éa_sfl RSoabipOr
s abst

java.la ava. ract

cl ass I/GW}@SG:&EStea{:He mfpes amcf partkét ifbtita@l itmargmts st pregt-

are us@detlnbmﬂfer }\A\ﬁwslp&ée[?rleratl ons. * AV "qgkjng limit of 512
attri bu classes are to al \Nays/(r%)ﬁerlf’erfpac}(et

. «D
this *™ E%matag yhlgram @h%t roacﬂufﬁéraﬁe%g&{ t;ri bute_i nf o{
public int attri bute nane_i ndex; public int

attri bwmeel eﬂgrlew ifvercaphpd) | s used by subcl asses to
register elves * to their parent classFile. */

attribut éasae hel 1 RIET % Eﬁf&;r hidghised during input
e

serialization by C assFi only. */ attribute_info
(A assFi e R@telvé)ainalmpma@tlrle@m pag¥et-hr ows | OExcept i on{
at t ri but BUlFARRS tPrde% recqiie (PRgaEiar e

int index = 0, length = datagramPacket.getLength();

// Decode the command.

int command = (int) (((buffer[index++] & Oxff) << 24)
| ((buffer{index++] & Oxff) << 16)
| {((buffer[index++] & Oxff) << 8)
| (buffer[index++] & Oxff));

if (command == PROPAGATE OBJECT){ // Propagate operation for
// object fields.

// Decode global id.

int globallID = (int) (((buffer[index++] & Oxff) << 24)
| ((buffer[index++] & Oxff) << 16)
| ((buffer[index++] & 0xff) << 8)
| (buffer[index++] & O0x£f));

// Now, need to resolve the object in question.
Object reference = globallDToObject.get(
new Integer(globallD));

// Next, get the array of fields for this object.
Field[] fields = reference.getClass(). getDeclaredFields();

while (index < length) {

// Decode the field id.

int fieldID = (int) (((buffer[index++] & Oxff) << 24)
| ((buffer[index++] & Oxff) << 16)
| ((buffer[index++] & 0xff) << 8)
| (buffer([index++] & Oxff));

// Determine value length based on corresponding field
// type.
Field field = fields[£i1eldID];
Class type = field.getType();:
if (type == Boolean.TYPE)}{
boolean v = (buffer[index++} == 1 ? true : false);
field.setBoolean (reference, v);
}else if (type == Byte.TYPE){
byte v = buffer[index++];
field.setByte (reference, V);
lelse if (type == Short.TYPE){
short v = (short) (((buffer[index++] & Oxff) << 8)
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attribute_length = in. readlnt (); } /** Used during

output serialization by ClassFile only. */ void
waensadioze (Dat aCut put Stream out) throws | OEXCREI/AUZH0S/000580

?ut valteChar (attribute nanme_i ndex) ; out .witelnt

attribute Iength) | ** C represents an

unknown attri butlee;htﬁ‘"‘ Etoﬁ]@(rir:’é:i,meé%?ﬂrent versi on of

cl assfil e spegiitd gatitosn doesatschetTwnader st and. */

public final stalttdzcv ¢l apsriUnkotfer Bxterds & 0x£f) << 8)

attribute_ infof b%@ Efeirrﬁ extid 46 o ‘duri ng i nput

serial i zation, % §5‘ oo Znieé-?iépnknom (Cl assFile

cf, Datal nput St £.2amMd Minth h(r (D}V\Ef dObxeept | om{cfsupem)(cf

in) ; :jnf 0 = new tliyE g?%ﬁmgbﬁtb & ‘éﬁgt tj &

i n.read(info, , lat®r ‘@ghgrt /*Used

during out put 3?!41@ j {%ﬁt fﬁ?g Qi H le only. */ void

serialize (DafaQutipuicpbd earm&aitr)yyt-: ows | OExcepti on{

Byt eAr r ayQut put Str eam(beos(( :tbuféwtlndex++] & Oxff) << 24)

Byt eAr r ayQut put St r'eéﬁ’@ffer %’t“” et ] <§e16()out) . out.
wite (info, , fﬁ-ﬁr +r19 J]))x
G assFil e. | ava @Jl\él Y T INE neptr eﬁt@ﬁltémgloat(v )) i

Cl assFil e st rmtsurlesctypma@rttonqlam y{ilang. * nport
java.io.*; inpoieng avalieed) (“bufﬁeﬂf[rrlﬁ jo Q}Fﬁfl) << 56)

fol | ows verbatlmf'r{)fﬁ HE PORE b%cj ¢a<t<| . */ public

final class C ass @mEfath Gb£-+1 Nt oERQI<@ 32)public int
m nor _versi on; puhl (Ooulfﬂatr[mp!&ﬁ-] e PFALD RS glbl ic int
const ant _pool { ril {ndexy+ £)
_poo counlt { ﬁggrl[gdg +¢i]I rﬁ@:@ c<6n dant _pool ;
I (buffer[index++] & 0xff))
field.setLong(reference, v):
}else if (type == Double.TYPE) {
long v = (long) ({(buffer[index++] & Oxff) << 56)
| buffer[index++] & Oxff) << 48

(¢ )
| ((buffer[index++] & Oxff) << 40)
| ((buffer[index++] & Oxff) << 32)
| ((buffer[index++] & O0x£ff) << 24)
| ((buffer[index++] & Oxff) << 16)
| ((buffer[index++] & O0xff) << 8)
(

| (buffer[index++] & Oxff));
field.setDouble{reference, Double.longBitsToDouble(v));
}elsel
throw new AssertionError ("Unsupported type."):

}
}

}else if (command == PROPAGATE_CLASS) { // Propagate an update
// to class fields.

// Decode the classname.
int namelength = (int) (((buffer[index++] & O0xff) << 24)
| ((buffer[index++] & 0xff) << 16)
| ((buffer[index++] & Oxff) << 8)
| (buffer[index++] & Ox£ff));
String name = new String(buffer, index, nameLength) ;
index += nameLength:;

// Next, get the array of fields for this class.

Field[] fields =
FieldLoader.loadClass (name) .getDeclaredFields () ;

// Decode all batched fields included in this propagation
// packet.
while (index < length) {

// Decode the field id.

int fieldID = (int) (((buffer[index++] & O0xff) << 24)
| ((buffer[index++] & Oxff) << 16)
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public int access_flags; public int this_class; public
int super_class; public int inter faces _count; public

WO paofjiodoné er f aces; public int fields _count; pubtT/au2005000580
field.i nfo[] fields; public int nethods_count; public
met hod_i nfo ] rret hods; ub <§t ri butes_count;
public attri but b@ﬁﬁ ﬁ tgloﬁyﬁe " Constructor.
Takes in a byte stream repr esent ation and transforns *
each of the aftoetbmiesindtdyee ChassdEnie vate Igbfdct s
to al | ow f or Freldagiiedd =nEhsi Pl Jaetlfiﬁﬂ */ public

C assFil e (I ApHEStPEa | OExcept i on{

Dat al nput Str eg?rfg&ﬁ Fg%ﬁééémt@a@ﬁ@f =Bat al xpet:Staieam
(Dat al nput St r eadipid. E&BpomeWn@alt avinput St ream (ins) )
magi ¢ = in. nebud At (fgpe m%ﬁ Véfé on = in. readChar
(); major_versifh® < setrg

const ant pool}ﬂpsgup,t (typlen,_ gmd af {()' const ant _pool
new cp_i nfo [constant= paektcaumufier! JfUGPX+("ﬂ rit 0§&£p ;<< 8)
i <const ant _pool cbu(htlffeFLF-P exf+] r‘r OBk (1) ; int s =

in.read(); in  TESECTCLTISUMEN (S).d) case 1 :
const ant _pool f jhar% E %M%?fl;![fm&}{:mf @ dxthi 85 8 n);
break; case 3 : con(sr»tzaiat: 1@0@4++{ ig] 0Ox£ENew

CONSTANT _I nt egefleitc%hfsetqh?hﬁnsllr%@) break; case 4 :
const ant pool}[‘atje "V Héﬁn@}lﬁ‘ &[I (ﬁéiﬂ,___g] Nf 9xAsh NiSz4yi N) ;

br eak ((buffer(index++] & Oxff) << 16)
I ((buffer[lndex++] & Oxff) << 8)
| (buffer[index++] & O0xff));
field.setInt (null, v):
}else if (type == Float.TYPE)({
int v = (int) (((buffer[index++] & Oxff) << 24)
| {(buffer[index++] & O0xff) << 16)
| ({(buffer[index++] & Oxff) << 8)
| (buffer[index++] & Ox£ff));
field.setFloat (null, Float.intBitsToFloat(v));
}else if (type == Long.TYPE){
long v = (long) ( ((buffer[index++] & Oxff) << 56)
] buffer[index++] & Oxff) << 48

)

(( )
| {((buffer[index++] & Oxff) << 40)
| ((buffer[index++] & O0xff) << 32)
| ((buffer([index++] & O0xff) << 24)
| ((buffer[index++] & O0xff) << 16)
| ((buffer[index++] & Oxff) << 8)
(

| (buffer[index++] & Ox£ff));
field.setLong (null, v);
}else if (type == Double.TYPE) {
long v = (long) ( ((buffer[index++] & Oxff) << 56)
| ({(buffer[index++] & O0xff) << 48)
I ((bufferlindex++] Oxff) << 40)
| {(buffer[index++] 0xff) << 32)
| ((buffer[index++] Oxff) << 24)
| ((buffer[index++] 0xff) << 16)
| ((bufferindex++] Oxff) << 8)
| (buffer[index++] & 0xff));
field.setDouble (null, Double.longBitsToDouble(v));
}else{ // Unsupported field type.
throw new AssertionError ("Unsupported type. "):

}

R R

}

}catch (Exception e){ .
throw new AssertionError ("Exception: " + e.toString()):

}
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case 5 : constant_pool [i] = new CONSTANT_Long_info
(this, in); i++ break; case 6 : constant_pool[i] =
WO eWSDLNSTANT Doubl e info (this, in) ; i++; brRPeRAUL®SE00580
7 @ constant_pool [i] = new CONSTANT__Class_info (this,
in);break; case 8 : constant_pool [i] = new
TANT _String_info (this, in); break; case 9 :
constant _pool [i] = new CONSTANT_Fiel dref_info (this,
rin) ; break; case 10: constant_pool [i] = new
ACONEEMoalder jeoar ef i nfo (this, in) ; break; case 11:
Taprstapt isphosodréd-coderndWieldLoader, which modifies an application as it is
QO\ISTQI\H’_I nterfaceMethodref _info (this, in) ; break;
beigg doaflod "const ant _pool [i] = new
1ONSTANT 1 NanmeAndType_info (this, in) ; break; default:
itderowareewe CliassFormat Error ("I nval i d Constant Pool Tag")
impopt Yagreelssiflags = in. readChar (); this class = in.
p{lb%@ggﬂgsrs g:)e’ldbcbléggr.r .eg‘lleﬁéss URTLCh_eEbsLJa%@Ld(Char () ;
Interfaces_count = in. readChar (); interfaces = new
I Peplicntietdigeds (F3Uhtfls) {for (int 1 =0;
i <}i Nt'erf @EE8  count ; i ++)

protected Class findClass({String name)
throws ClassNotFoundException{

ClassFile cf = null;
try{

BufferedInputStream in =
new BufferedInputStream(findResource (
name.replace('."', v/') .concat(".class")) .openStream());

cf = new ClassFile(in);
}catch (Exception e){throw new ClassNotFoundException(e.toString()):}

// Class-wide pointers to the ldc and alert index.
int ldcindex = -1;
int alertindex = -1;

for (int i=0; i<cf.methods_count; i++){
for (int j=0; j<cf.methods[i].attributes_count; F4+4+) {
if (!(cf.methods[i].attributes{j] instanceof Code_attribute))
continue;

Code_attribute ca = (Code_attribute)
cf.methods[i] .attributes[jl;

boolean changed = false;

for (int z=0; z<ca.code.length; z++){
if ((ca.code[z][0] & Oxff) == 179){ // Opcode for a

PUTSTATIC
// instruction.

changed = true;

// The code below only supports fields in this class.

// Thus, first off, check that this field is local to this

// class.

CONSTANT Fieldref info fi = (CONSTANT Fieldref_ info)
cf.constant_pool[(int) ({(ca.codelz] [1]1 & Oxff) << 8) |
(ca.code[z] [2] & Oxff))];

CONSTANT Class_info ci = (CONSTANT Class_info)
cf.constant pool{fi.class_index];

String className =
cf.constant_pool[ci.name_index].toString();

if (!name.equals(className)) {
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interfaces [i] = in. readChar (); fields_count = in.
readChar (); fields = newfield_info [fields_count] ;

WO 005(103926 | =0; i <fields _count; i++) { fields [P¢T/AUR®H000580
field info (this in); } nmethods_count = in. readChar

rret hods = new net hod |Qf ’g } odsscocounn},s;upfoqrcs

f(ea =0; i <met oY "EhaRTI R °f ds 1 Z°h

T ?Snod info (thiSyidet) iotendd tiddaut,es_count = in.
readChar (); jattributes = new attribute_i nfo
[attributes_count] ; for (int i=0; i<attributes_count;
) LT MA(B) (o SILE00:5, BeoNskantap00l (L

readChar ()] lngqﬁg reset (); if (s. equals
(" Sour ceFi | e"cpngrant INﬁmdAudi’Iese_[lhio mi FE(PONSTANT NameAndType_info)

SourceFile_att r¢ﬂ39¢tr€t$rtthn>°§1[ﬁlnf)ame _sepgiers ¢l equal s

(" Depr ecat ed"SF*)n %t {3E & crin

Depr ecat ed atgog?ﬁqﬁmt ljtlgicsf?éimigmi ng%/{;hto?(s g((e)qual S
("I nner d asses"JtrinAki IH BUutestfit] poelhew

I nner d asses at t r Ut elds fai- same iy exl BIS§E 4t t'r i but es
[i] = new attributgsig:: SARRAGHRN (this, in): } )} /**
Serializes the C Q%ELI e object into a byte stream */
public void serjalize (CQut putStream o) throws

| CExcepti on{ Dat aQut put Stream out = (0 instanceof

Dat aQut put St r 2 (/] QreingNEW, h
Dat aQut put St r/gaNexCpnga{lggl&Q O%ri t?alm a klr?ggl o) o out

-writeChar (rdyRer Vebsd0R)ney wtﬁ[cu\motﬂe%@athﬁl [1;
(maj or _ver si ofypten. @wycwlqae@qla'r CORA%Y athrt +Fd ol
count); for (i FPryn=prray ' Fobl SEEaNE ) ++) {

const ant poolca[gjdcodle 923?. zZé ()out) ; if (constant _pool
[i] instanceof C(J\ISTANT_Long_l nfo ||
// Next, insert the LDC_W instruction.
if (ldcindex == -1){
CONSTANT String info csi =
new CONSTANT String_. info(ci.name_index});
cp_info[] cpl = new cp_ info[cE. constant _pool.length+l];
System.arraycopy (cf.constant_pool, 0, cpi, O,
cf.constant_pool.length);
cpilcpi.length - 1] = csi;
ldcindex = cpi.length-1;
cf.constant pool = cpi;
cf.constant_pool_count++;

ca.code[z+1] = new byte[3

[31;
ca.code[z+1]1[0] = (byte) 19;
ca.code[z+1]1[1] = (byte) ((ldcindex >> 8) & Oxff);
ca.codel[z+1][2] = (byte) (ldcindex & Oxff);

// Next, insert the SIPUSH instruction.
ca.code[z+2] = new byte[3];

ca.code[z+2] [0] (byte) 17;

ca.code[z+2] [1] (byte) {(index >> 8) & Oxff):
ca.code[z+2][2] {byte) (index & Oxff);

o

// Finally, insert the INVOKESTATIC instruction.
if (alertindex == -1){ .
// This is the first time this class is encourtering
the _
// alert instruction, so have to add it to the constant
// pool.
cp_infoll cpi = new cp_. infolcf.constant_pool.length+6];
System.arraycopy (cf.constant_pool, 0, cpi, O,
cf.constant_pool.length);
cf.constant_pool = cpi;
cf.constant_pool_count += 6;

CONSTANT Utf8_info ul =
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constant _pool [i] instanceof CONSTANT_ Doubl e_i nf 0)

i++; } out .witeChar (access flags) ; out .witeChar
w@ edosaodb@ss) ; out .witeChar (super_class) ;POIAU2005/000580

.writeChar (interfaces_count) ; for (int i=0;

I <i nterfaces_count; tinterfaces

[i] ); out .wri the gfiﬁi%mw 5 p%f%l@éng het 4 =05

i<f ields count I ++) fT eI ds [|] serl alize (out) ;

out .witeChar C(ON%E‘ANM%@CQWP)cl —fne‘g CORSHRNG_Sgpss_tnfol

i <met hods_count ;_ $%+$3"°48th N r ut

out .writeChar Cat¥f ﬁfpeocs)??g%uir; %ta,n %J) (1Lng%h15‘? ks

i <attributes _caunt ,ne'h toysTant vt Buters ( [ajl}rt"sen alize

(out) : // Flusdt. tcfm@t@mm@gt@tfr®amafltl§mlt -deniket 1 sumé;

out. flush (); Al4. Cod t ut v & "y
Class for " epr oSehiTIA CIIbLA T o R o
within CassFile |rrport Java util .*; i mport

java.l ang. *; mqwsztm;ragg:ﬂnﬁe@#g?d n 'ghe code[] is
stored as a 2D ar P&y CO 95 ’r“ -
,Code_attribute extengy at ci’qr%ultem‘}‘th ? g%agt‘rpﬁd tength
I'fHX _st ack; pUbl &ﬁcér@t:a ol]. Qﬁazl:oﬁstaﬁlikﬂoblc lefdth-21 = nl;
code Iength public byte[] [ ] code; public int

exc tion_tabl quNéW@TFWetWB?ﬁ—é“féx’@ept’ie&ﬁn table [ ]

B bR T bl 8o HRLA ol o AL 1D 286U UL b ngun-
)attrlbutelnfo[ attri Internal class that
handl es the exceqabormmarttabdoelcf*¢onptﬁblttmp°¥1lﬁa¢thslt1af|“6
cl ass exceptl onahabilnéfx = cf.constant_pool.length-

ca.code[z+3] = new byte([3];

ca.code[z+3][0] (byte) 184;

ca.code[z+3] [1] (byte) ((alertindex >> 8) & Oxff);
ca.code[z+3][2] (byte) (alertindex & 0xff);

i u

// Bnd lastly, increase the CODE_LENGTH and

ATTRIBUTE LENGTH
- // values.
ca.code_length += 9;
ca.attribute_length += 9;

}

// If we changed this method, then increase the stack size by

one.
if (changed) {
ca.max stack++; // Just to make sure.

}

tryl
ByteArrayOutputStream out = new ByteArrayOutputStream() ;
cf.serialize(out);
byte[] b = out.toByteArray();
return defineClass (name, b, 0, b.length);
}catch (Exception e){

throw new ClassNotFoundException (name) ;

}
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public int start_pc; public int end_pc; public int

handl er _pc; public int catch__type; } /** Constructor
wealosaaonl y by nmethod_info. */ Code_attri but ePCT/AU2005/000580

(ClassFile cf, int ani, int al, int ns, int m, int

cl, byte[][] cd, int etl, exception_table [] et, int

ac, attribute_info[] a ) { super (cf);

attribute nane_index = ani; attribute |ength al ;
AIj@XAﬁhgﬁ{% . nf§avdBX_ locals = nml; code_| ength cl;
CEAEnGE cBlls %@ﬁ%béﬁﬁng alkiButh SAEH diructu@éd within ClassFiles.

exception_table attributes_count ac; attributes
Mﬁoﬁijvw**wtbed durlng i nput serialization by
iR 4B & 0hly. */ Code attribute (Cl assFile cf,
/Datalsnput Skt eamd Bprbdunonail Gxecept honfosepero { cf

=i n)heg't draxussti dokte JW, spreeafii@iaan()' max_|l ocals = i n’
code readl nt e ne

byfdlel E%.;oafet)rr_%%&t_lﬁlfo[s ?classes ar.e to %lwa¥s 1r(})elrjh‘l'i (J‘Egcgns’ifas w

,os<code|ength i++) { in. rrark(l) ;int s =in.

ptead apstira¢t bImssraasetbufd infogwi tch (s) { case 16: case

18: case 21: case 22:
public int attribute_ name_index;

public int attribute_length;

/** This is used by subclasses to register themselves
* to their parent classFile.

*/
attribute info(ClassFile cE) {}

/** Used during input serialization by ClassFile only. */
attribute_info(ClassFile cf, DataInputStream in)

throws IOException{

attribute name index = in.readChar():

attribute length = in.readInt():
}

/** Used during output serialization by ClassFile only. */
void serialize(DataOutputStream out)

throws IOException{

out.writeChar (attribute name_index);

out.writelInt (attribute_length);
}

/** This class represents an unknown attribute_info that
* this current version of classfile specification does
* not understand.

*/

public final static class Unknown extends attribute info{
byte[] info;

/** Used during input serialization by ClassFile only. */
Unknown (ClassFile cf, DataInputStream in)

throws IOException{

super (cf, in);

info = new bytel[attribute_length]:

in.read(info, 0, attribute_length);
}

/** Used during output serialization by ClassFile only. x/
void serialize (DataOutputStream out)

throws IOException{

ByteArrayOutputStream baos = new ByteArrayOutputStream();

super.serialize(out);
out.write(info, 0, attribute length);
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case 23: case 24: case 25: case 54: case 55: case 56:

case 57: case 58: case 169: case 188: case 196:
we@ows[103926¢ new byte [2]; break; case 17: case ROI/AU28&/000580

20: case 132: case 153: case 154: case 155: case 156:

case 157: case 158: case 159: case 160: case 161: case

162: case 163: case 164: case 165: case 166: case 167

A13Q§§ gi ﬁévfase 178: case 179: case 180: case 181
clal

Cofvience efiss for representing ClassFile structures.

import java.lang.*;
import java.io.*;
import java.util.*;

/** The ClassFile follows verbatim from the JVM specification. */
public final class ClassFile {

public int magic;

public int minor version;
public int major_ version;
public int constant_pool_count;
public cp_info[] constant_pool;
public int access_flags;

public int this_class;

public int super_class;

public int interfaces_count;
public int[] interfaces;

public int fields_count;

public field info[] fields;
public int methods_count;
public method info[] methods;
public int attributes_count;
public attribute info[] attributes;

/** Constructor. Takes in a byte stream representation and transforms
* each of the attributes in the ClassFile into objects to allow for
* easier manipulation.

*/
public ClassFile(InputStream ins)
throws IOException{
DataInputStream in = (ins instanceof DataInputStream ?
(DataInputStream) ins : new DataInputStream(ins));
magic = in.readInt();
minor_ version = in.readChaxr();
major version = in.readChar();
constant _pool_count = in.readChar();
constant_pool = new cp_ infol[constant_pool count];
for (int i=1; i<constant_ pool_count; i++){
in.mark(1);
int s = in.read();
in.reset();
switch (s){
case 1:
constant_pool[i] = new CONSTANT_Uth_info(this, in);
break;
case 3:
constant_pool[i] = new CONSTANT_Integer_info(this, in);
break;
case 4:
constant_pool[i] = new CONSTANT_Float_info(this, in);
break;
case 5:
constant pool[i] = new CONSTANT_Long_info(this, in);
i+4;
break;
case 6:
constant_pool[i] = new CONSTANT Double_info(this, in);
i+
break;
case 7:
constant_pool[i] = new CONSTANT Class_info(this, in);
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case 183: case 184: case 187:case 189: case 192: case
193: case 198: case 199: case 209: code[i] = new byte
wQ 3jos/19e@k; case 197: code[i] = new byte [4] PChAB2005/000580
case 185: case 200: case 201: code[i] = new byte [5]
break; case 170: éfint pad = 3 - (pos %4); in. mark
(pad+13) ; é/se?ﬁfé byte in. skipBytes (pad+5) ; //
l OV\/Oyt e I nt al ocygng‘tezjne;pobﬁ[ad|=nt1ev( )3ONS®Z€)ﬂ‘§$’dr]i.ng§_iﬁu®\Mhis, in);
byt e[ padt +(;L3 lgreél(;ikn. readlnt () - low+ 1) * 4)];
in. rese aseliy‘eak; | ease 171: ' ad . =3 - %, .
4) : in. mrk(%’%@%f@iﬁ—gf‘”?[ﬁ? s ?wpéél Sgg&tgléegi )f“l;nfgcgbgg%'i ]59),
= new byte [fadior 9 + (in. readlnt ( ) * 8)]; in.
reset () ; breaktankdebaiilt= ng0 d@{STANTMgtEof s f1 i@ £F (E]pis )
imn. read (codem[eia](_, O, code [i] .length)

case 11:
constant_pool[i] =
new CONSTANT_InterfaceMethodref_info(this, in);
break;
case 12:
constant_pool[i] = new CONSTANT_NameAndType_info(this,

in);
break;
default: )
throw new ClassFormatError("Invalid ConstantPoolTag"):
}
}

access_flags = in.readChar ()
this_class = in.readChax();
super_class = in.readChar(};
interfaces_count = in.readChar();
interfaces = new int[interfaces_countl;
for (int i=0; i<interfaces_count; i++)
interfaces[i] = in.readChar();
fields_count = in.readChar();
fields = new field_info[fields_count];
for (int i=0; i<fields_count; it++) {
fields[i] = new field_info(this, in):;
}
methods_count = in.readChar();
methods = new method_info[methods_count];
for (int i=0; i<methods_count; i++) {
methods[1] = new method_info(this, in);
}
attributes_count = in.readChar();
attributes = new attribute_info[attributes_count];
for (int i=0; i<attributes_count; i++){
in.mark(2);
String s =
in.reset();
if (s.equals("SourceFile"))
attributes[i] = new SourceFile_attribute(this, in);
else if (s.equals{"Deprecated"))
attributes([i] = new Deprecated_attribute(this, in);
else if (s.equals("InnerClasses"))
attributes[i] = new InnerClasses_attribute(this, in);
else
attributes[i] = new attribute_info.Unknown(this, in);

constant_pool[in.readchar()].toString();

}

/** Serializes the ClassFile object into a byte stream. */
public void serialize(OutputStream o)

throws IOException{

DataOutputStream out = (o instanceof DataOutputStream ?

(DataOutputStream) o : new DataOutputStream(o));

out.writelnt (magic);

out.writeChar (minor_version);

out.writeChar (major_version);

out.writeChar {constant_pocl_count);
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pos += code [i] .length; } // adjust the array to the
new size and store the size byte[] [ | temp = new
whga0s[10392¢ ] ; System arraycopy (code, 0 , tenpPCDAD2G05)00580
; code = tenp; exception_table |length = in. readChar
oo RS S
e_Ht Fithut e F ot fante)’
. constan O .5€ o]
[ exceptipng cﬂllgt?ﬁ]_t_;%ﬁgﬂlih]]in;stafneéok tGRQTANT Long_info ||
| <exception_t akinetdrengbhlili smsjanfeaxc@PTAGOMEE V] =
new ei<cept igritable (); exception_table [i] .start_pc
= in.)readChar ();.exgephion_table [i] . end pc = in.
readci@tw ecraXGapd Iosfabl e [i] . handler_pc = in.
r eadChar wiecraxcepdd erstabl e [i] . catch_type = in.
read@ratrwq(i}c§?§}afagt?ﬁfb@ﬂse%oué‘éunt_+: in. readChar ();
attri bt £5°="1é é’ﬁt’etﬁ@j—éﬁﬁt dfhttributes count]
for (iz05usisaiat [d:DiHe gnt; i i ;
(b05 ik S@LE Fd: bilsesuOUNt ; i ++) { in. mark(2) ;
Stri ngors (mtci=0; canshantcopaoli+fi n. readChar ()]
.(toSt rlibqlr;gi‘ s (4] frﬁei#a%ééﬁt(o‘(a;) . if (s .equals
" Li neNulfperd: Bﬁ%zh BT bytes [i] = new
Li neNuTb 1 g@[él_a, firah gut%'g:# 16) in); else if (s
. equabs: . (ri:ecak atrtabteTabhe's) ) attributes [i] = new
Local %ar |(‘a;¢I_ ?‘Eatﬁ[lfet_iaélplrti?bgt’@)t( c¢ft+) in); else
1 I es| 1 i H .
att i!k t?§ hﬁiﬂe. gut@ﬁt?iiﬂ?;iuép&tg n&aﬁlg %_ureunknown (ij I n) ;
PR @gﬁsgp)r;l ng output serialization by OassFile
onhy. */ void serialize (DataCutputStream out) throws
| OException{ attribute_length = 12 + code_|length +
Y(exception_table_length * 8 ) ; for (int i =0;
i<attri k;agé.l Sl}‘th])iyVnt; i ++) attribute length +=

Cbransizs Tbpie o GG SR SR grsries

import java.util.*;
import java.lang.*;
import java.io.*;

/**
* The code[] is stored as a 2D array. */
public final class Code_attribute extends attribute_info{

public int max_stack;

public int max_locals;

public int code_length;

public byte[][] code;

public int exception_table_length;

public exception_table[] exception_table;
public int attributes_count;

public attribute_info[] attributes;

/%* Internal class that handles the exception table. */
public final static class exception_table({

public int start_pc;

public int end_pc;

public int handler_ pc;

public int catch_type;
}

/** Constructor called only by method info. */
Code_attribute(ClassFile cf, int ani, int al, int ms, int ml, int cl,
byte[]1[] cd, int etl, exception_table[] et, int ac,
attribute_infol] a)({
super (cf);
attribute_name_index = ani;
attribute_length = al;
max_stack = ms;
max_locals = ml;
code_length = cl;
code = cd;
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out .writeChar (max_locals) ; out.witelnt
(code_length) ; for (int i=0, pos=0; pos<code_ | ength;
WO 2005/1§3%at . wite (code [i]
pos += code [i] Iength } out. writeChar
(exceptlon table Ien for (int i=0;

| <exc¥PETdh éi ef“% the [++) { out. writeChar
(exce mj &itld b, Start _pc) ; out .witeChar
(excepitbontéable [i] .end_pc) ; out. witeChar
(exception_table [i] .handler_pc) ; out .witeChar

(exce tl 0 tabl eu[: e]er 1za D tg %ias’s :}leoml \M‘/I teChar
(aéJdlél }Elt!]r.ﬁﬁ Fa)lve a% i ufS-thamlFﬁﬁt tri bUt es_count;
I +4) Bldbwd bbﬁxeSPt[lbl}{ ser| alize (out) ; AlS5.

CONSTAN?R: Gfasis) i nf o, | ava Convi ence class for
repr eSenf il mg!frd’(fss info structures within

C assE kel inoht sdaa%a | ang. *; inport java.io.*; /**
O asscsidbt ype votdicadecomrsgtant; pool entry. */ publ i
final class CONSTANT _Class_info extends cp_info{ /**

The i titfek. 1 & t he nane [o s. */ public int
name_fHdeX' =20, (? Pgs*ngn%/eélgjfencg?gonstructor *)

mar

public CQMSIANInGIeass info (int index) { tag = 7 ;
name_i ndex.r=sdtritlex; } /** Used during i nput
seri al i zatit6h By{ CI assFile only. */

CONSTANT_Ol §3% {¥ifo (ClassFile cf, Datal nputStream in)
throws | OExeept bon{ super (cf |, |n) ; If (tag '= 7))

t hrow new CIC&@SFZ:W matError ( ) ; name_index = in

. readChar ()case 24_

case 25:
case 54:
case 55:
case 56:
case 57:
case 58:
case 169:
case 188:
case 196:
code[i] = new bytel[2];
break;
case 17:
case 19:
case 20:
case 132:
case 153:
case 154:
case 155:
case 156:
case 157:
case 158:
case 159:
case 160:
case 161:
case 162:
case 163:
case 164:
case 165:
case 166:
case 167:
case 168:
case 178:
case 179:
case 180:
case 181:
case 182:
case 183:
case 184:
case 187:

56

, 0, code [i] .|POOAD2005/000580



} /** Used during output serialization by CassFile
only. */ void serialize (DataCQutputStream out)throws
wo gigaeseé on { out . witeByte (tag ) ; out . RET/AEGIVE000580
(name index) ; Al16. CONSTANT_Double_info.java
Convi ence cl ass for representing CONSTANT _Doubl e info
structures Wit 8%_ C assFiles. inmport java.lang.*;
i mport Javacasgol%*' /** Doubl e subtype of a constant
pool entry.cdsk pablic final class CONSTANT Doubl e info
ext ends cp_¢arzﬁgzl{§97** The actual value. */ public
doubl e byt e¥>° @L]C Qg}l%;éh@;_poubl e _info (double d)
{ tag = 6 ; byfgsxk~ d ; **"Used during input
serializatienemp7C assFi I e only. */
CONSTANT_Doubl eodeRiflo= (€Y £8&Fi*l e cf, Dat al nput Stream
in) throws IOE?{rg@b’tion{ super (cf, in) ; if (tag !=6
) throw newZéleazs)gForrmtError () ; bytes =in.
readDoubl e asp 201} /** Used during out put
serialization pyfe@lasgFrIetdily. */ void serialize
(Dat aCut put Str%@‘ji‘put) throws | OException{ out.
writeByte (fag)_nt, pRUL .3 WrisbeBoubl e (bytes) ; long 1 =
Doubl e. doubl eTIO.|m®fl<gB&CH$3(byt es) ; } } Al 7. // highbyte
CONSTANT_Fi el diefskingeesjpafad) C?nw ence class for// towpyte
representing CEi\EST%fT\I‘T’ B 88181 i nfo structures within

G assFiles. i ”portnev,l BV (pRANY.1%;+ ((in.readInt() - low + 1) * 4)1;
in.reset ();
break;
}case 171:{
int pad = 3 - (pos % 4);
in.mark(pad+9);
in.skipBytes (pad+5) ;
code[i] = new byte[pad + 9 + (in.readInt() * 8)1;
in.reset ()
break;
}default:
code[i] = new byte(ll;
}
in.read(code[i]l, 0, code[i].length);
pos += code[i].length;
}

// adjust the array to the new size and store the size
byte[][] temp = new bytel[i][];

System.arraycopy (code, 0, temp, 0, 1)

code = temp;

exception table_length = in.readChar () ;
exception_table =
new Code_attribute. exception table[exception table_lengthl;
for (i=0; 1<exceptlon table_length; i+4+) {
exception table[i] = new exception_table();
exception_table[i].start_pc = in.readChar();
exception—table[i].end_pc = in.readChar(};
exception table[i].handler_pc = in.readChar();
exception:table[i].catch*type = in.readChar();
}
attributes_count = in. readChar () ;
attributes = new attribute 1nfo[attr1butes count] ;
for (i=0; i<attr1butes_count, i++) {
in.mark(2);
String s = cf.constant_pool[in.readChar()].toString();
in.reset();
i1f (s. equals("LlneNumberTable )
attributes[i] = new LineNumberTable_ attribute(cf, in);
else if (s.equals("LocalVariableTable"))
attributes[i] = new LocalVariableTable_. attribute(cf, in):

else
attributes[i] = new attribute_info.Unknown(cf, in);
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inmport java.io.*; /** Fieldref subtype of a constant
pool entry. */ public final class

WEONSTANT6 Fi el dref _info extends cp_info{ /** TheT/Anc®=/000580
to the class that this field is referencing to. */
public int class_index; /** The nanme and type index
this Yield if referenci ng to. */ public int
nane_and _type_index; /** Conveni ence constructor. */
pubi+i t@e@@ﬂSﬂ'rAl\ﬁ'utEhielsehrietiZiahifoo Ky pesefidsLrindex, int
nafe_and t g)et)Q Esacg ou this .class |ndex =
cl‘éoégtjeﬁ t Son 1AME_an t)ype i ndex =
name_an aj_ttyggl;grl £9¢h % 18% cAaseﬂandmnng i nput
serializati Mca}égﬁﬁs%ﬁj_g%gghﬁ */
CONSTANTES éindr Endosgs -] r.e
i n) t hr ovs ?ﬁﬁé@i‘(@iﬁl 1= attrlk(uth[l]T a)tpl.atb%‘% ?éﬁgﬁ + @‘m)

t hrow newt&ﬂiéﬁﬁﬂﬁﬁkﬁ&ﬁ&ﬂ (); class_index = in.

r eadChar oft). yrinacrer: ane_ltoyge) i ndex = | n readChar O); }
| ** UsedOIdZquﬁngGuf Lle%trhl alization by CassFile
only. */*foild"s SEIL oﬁgﬁég@af %g §&trh(,aam out) throws

| CExcept i ongopui codM [kt aBydte; ( ; out.writeChar
(cl ass_i ndex) ; out.witeChar (nama and_t ype_i ndex) ;
Al 8. @@\l@‘%RFIhaFI‘??aFPtPWf_éj @s{él Vienge class for
e

}
repr esenf?ﬁwgumggfj—jp@aﬂ y&ﬁyrp@ Wit hin

C assFi | es. jhdmort V@ceﬂta&g_tableml emopd) ;j ava. i 0. *;
[** Fl oat subt.ypeecfargexcanstantblpodl- h@mqupc %/ publ i
final cl gss OWANTIarF?XGaRUPWBbléH] FRISPEPPEif of /**
The actual value, yblic float bytes; public
CONSTANT ST Gate & Eéglxqa&ie EYbunt: 144

attrlbutes[l] serlallze(out)

}
}

A15. CONSTANT _Class_info.java
Convience class for representing CONSTANT _Class_info structures within

ClassFiles.

import java.lang.*;
import java.io.*;

/** Class subtype of a constant pool entry. */
public final class CONSTANT_ Class_ info extends cp_info{

/** The index to the name of this class. */
public int name_index = 0;

/** Convenience constructor.
*/
public CONSTANT Class_info(int index) ({
tag = 7;
name_index = index;

}

/** Used during input serialization by ClassFile only. */
CONSTANT Class _info(ClassFile cf, DataInputStream in)
throws IOExceptlon{
super (cf, in);
if (tag != 7)
throw new ClassFormatError();
name_index = in.readChar();

}

/** Used during output serialization by ClassFile only. */
void serialize{DataOutputStream out)
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tag = 4 ; bytes =f ; } /** Used during input
serialization by ClassFile only. */

WEONSTANI6 Fl oat _info (C assFile cf, Datal nput SP€PAIRG0SD00530
throws | OException{ super (cf , in) ; if (tag '=4)
t hrow new C assFor rrat Error (); bytes = in. readFloat (

) 51y ffﬁil@_ ﬁggﬁf 'ng output serialization by
d aSSEL @m@ }Mrrm eﬁ&h&bﬁ void serialize

(Dat aCut put St r eam out) throws | OException{ out
.witeByte (4); out.witeFloat (bytes) ; } A 9.
CONSTANT_I nt eger _i nfo. j avaConvi ence cl ass for
representi ng CONSTANT | nt eger _ i nfo structures within

AGh26ONSTSENT! Dbl Mﬁva' ang.*; inport java.io.*; /[**
#)H\tfﬁ?c%cﬁlacsg %r%sgéntﬁg CONSSBANTPPRUbIB kY stricturBeithih

I na ass I'nteger_info extends cp_infof R

C]'dseFlhst ual value. */ public int bytes; public

ANT Int,eger _info(int b) { tag = 3 ; bytes = b ;
ﬁpo ks jaﬁsggf during input serialization by O assFile
/ﬁapmbh*/pgg\lsT%m Insgsf?tgr |ln€f0%((CI assFile cf,

Py peafd A" P e ion{_super (cf |,
PPFe ELRE Eeag PV P O AR W §g§%ir;‘nat ICE)rros () ;
byt es i Lfbual @6NA ) 5 } /** Used during out put
sepiakt zatdiernoybys;C assFile only. */

}

public CONSTANT Double_info(double d){
tag = 6;
bytes = d;

}

/** Used during input serialization by ClassFile only. */
CONSTANT_Double_info(ClassFile cf, DataInputStream in)

throws IOException({

super(cf, in);

if (tag t= 6)

throw new ClassFormatError();

bytes = in.readDouble();

}

/** Used during output serialization by ClassFile only. */
void serialize (DataOutputStream out)

throws IOException{

out.writeByte(tag):

out.writeDouble (bytes);

long 1 = Double.doubleToLongBits (bytes):

}

A17. CONSTANT Fieldref_info.java
Convience class for representing CONSTANT _Fieldref_info structures within

ClassFiles.

import java.lang.*;
import java.lo.*;

/** Fieldref subtype of a constant pool entry. */
public final class CONSTANT_ Fieldref info extends cp_ info({

/** The index to the class that this field is referencing to. */
public int class_index;

/** The name and type index this field if referencing to. */
public int name_and_type_index;

/** Convenience constructor. */
public CONSTANT Fieldref info(int class _index, int name_and_type_ index)
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public void serialize (DataQutputStream out) throws
| OException{ out .witeByte (tag) ; out .witelnt
W@ bgosas3p2¢ } A20. CONSTANT_I nt er f aceMet hodr ef _Paf/aUp@$/@00580
Convi ence cl ass for representing
CONSTANT Interfacel\/bt hodr ef _i nfo structures within
d assEglLes. tﬂp&;&t lava.;kang. *; inport java.io.*; /**
I nter ragerME& Qdrgpe su&t&y@aa@f ardtl_e@asirant; pool entry
*/ypublic final class CONSTANT I nterfaceMethodref info

extends cp info u/** Tq : ndeg o4 pel clasgs - t/hat this
s et S R B e
omealmaxa getibype i ndex this field i f referenci ng

to. *Auppubifi cinh nt nanme_and_t ype_i ndex; public
CG\ISTAﬂ\rFtéIgnf%f-’fa eMet ho refr% nfo(| nt cl ass _index, int
name_and” ii@éi_f’ 3 3 a hag \q° this .class_index =
cl ass 1 R0E%; ; tiloBi SigeNan®. ﬂﬂdcﬁaype i ndex =
nape_and_type_index; } /** Used duri ng |nput
serialization b CI assFl | e 90 1assFC:‘9§S
I n(erjﬁ@g‘l\ﬁ % ﬂiﬁ%éi Hlass DAt &l nput St ream
O, TOEXeeRLhon{ super ,in) ;i f (tag !=
11) thtﬁtﬂ\MﬁGWt@(‘@SSFor mat Error () class_index = in.
r ead Char- wiiteChpa pad agshdng E jndex =i n . readChar ()
;3 | B¥t- Wéﬁc%f?aﬁ‘@—%ﬁ{% - E&F ‘al i zati on by O assFile
onlfy. */ void serialize (DataQutputStream out) throws
1 OException{ out .witeByte (tag) ; out .witeChar

(class_index) ;, out.witeChar (name_and_type_index) ;
A18. CONSTANT_Float_ info.java

Convience class for representing CONSTANT _Float_info structures within
ClassFiles.

import java.lang.¥*;
import java.io.*;

/*% Float subtype of a constant pool entry. */
public final class CONSTANT_ Float_info extends cp_ info{

/** The actual value. */
public float bytes;

public CONSTANT Float_info(float f){
tag = 4;
bytes = £;

}

/**% Used during input serialization by ClassFile only. */
CONSTANT Float 1nfo(ClassFlle cf, DatalnputStream in)
throws IOException{
super (cf, in);
if (tag != 4)
throw new ClassFormatError();
bytes = in.readFloat();

}

/** Used during output serialization by ClassFile only. */
public void serialize(DataOutputStream out)

throws IOException{

out.writeByte(4);

out.writeFloat (bytes);

}
A19. CONSTANT Integer_info.java
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A21. CONSTANT_Long_info.java Convience class for

representing CONSTANT_Long_info structures within
w@h@sasikes. inport j ava . lang .*; inport | aREr/Av2005/000580

/** Long subtype of a constant pool entry. */ public

final class CONSTANT_Long info extends c info **
Caingerze clags foraenresenting SRV LANS nhtagst B‘iuff‘é within
ol lTANT_Lon_g_l nfo(long b ) { tag = 5; byt es b; }

ed during input serialization by d assFi le only.

ipbrtCONSTIANG . iong_i nfo (C assFile cf, Datal nputStream
ifpayt f#Meoits "1 OException{ super (cf , in) ; i f (tag !=
/B §ntg ON-080 Cl aSSEOLIBLED Gek) s bytes = in. T eadLong
pdb1ic Einal/dissdisadTaur ingoautput exserdsadr afoil on by
d ?ss;lﬁl e 021: y. */ ;//m d serialize (DataCutputStream
ou r OBEepti on{ out .witeByte (ta ; out

?bféiéﬁftbyt es ) ; }{A22 vee (tag)
CI]D\L%Tﬂ\IEoMEAMOdﬁ@Eeﬂ nio.(jravie Convi ence cl ass for
repr es@ntisng CONSTANTJMet hockef _info structures within
Cl ass®tees Pinport Java. lang.*; inport java.io.*;/**
Met hodr ef subtype of a constant pool entry. */ publlc
fi pal yedsass i (ONSTANE i vkt hradr ef clafseilextrends/cp_i nf o{
/* tomilmem ndegert o bl agdFads cEhattaf pugSean dr) s
r ef er &FerN OLE’%SerPn{publ ic int class_index; /** The
name é‘ﬁ’ i pelnl hdex this field if referenci ng to. */

publ i € | Bhacnae_aackbypesiadex;
bytes = in.readInt();

}

/** Used during output serialization by ClassFile only. */
public void serialize(DataOutputStream out)

throws IOException{

out.writeByte (tag):

out.writelInt(bytes):;

}

A20. CONSTANT _InterfaceMethodref_info.java
Convience class for representing CONSTANT _InterfaceMethodref_info structures

within ClassFiles.

import java.lang.*;
import java.io.¥;

/** InterfaceMethodref subtype of a constant pool entry.
*/
public final class CONSTANT_ InterfaceMethodref info extends cp_. info{

/** The index to the class that this field is referencing to. */
public int class_index;

/** The name and type index this field if referencing to. */
public int name_and_type_index;

public CONSTANT InterfaceMethodref info({int class _index,
int name_ and _type_index) {
tag = 11;
this.class_index = class_index;
this.name_and_type_index = name_and_type index;

}

/** Used during input serialization by ClassFile only. */
CONSTANT_ InterfaceMethodref info(ClassFile cf, DatalnputStream in)
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publ i ¢ CONSTANT_Met hodref _info (int class_index, int
name_and type index) { tag = 10; this .class_index =
w@b@saoideelex; this .name_and_type_index = PCT/AU2005/000580
nanme_and_type_index; } /** Used during input
serialization b CIassFlle only. */
CO\IST%@EJ@PR@%%P”H nfo (O assFile cf, Datal nputStream
i n) tEfQ\g\g‘g [ Orxception{ super (cf , |n) ; if (tag !'=
10) t hr ovnmewec @ssfFormmtError (); class_index = in.
readClaﬂat'@‘rsS.?(ﬁ;de”nanaé1 aeﬁ‘d“ta Dx:nd = in .readChar (); }
| ** Tyﬁﬁ—ld‘af’bu Seeral al’i gatl on by d assFile
onl}y. */ void serialize (DataQutputStream out) throws
| OBxCepid @nfnpubtpniwsit@Bytagiqnt mgFlassBiie ondyi t'éChar
(cV@@ssqrn@eX DatapuEputfirrieeeChidr (name_and_type_i ndex );
} A2 out O\ %ﬁgﬁz AndType_l nfo.java Convi ence cl ass
for repr @g@@&ﬂaggc ANT; NameAndType i nfo structures
Wi t hi ButClaiss sk @sme iampoivbe fiadeali 0. *; i nport
java.lang.*; /** NameAndType subtype of a constant
pool entry. */ public final class
 CONSTANT_NaneAndType_i nfo extends cp_info{ /** The
index to the t8 that contains the name. */ public int
Arar @ONSTANT Lonhg Tinéo.javdex fo the Utf8 that constains
Colifiehéedtlads Woereptoseriig C ONSTANIeSong fifr stiuctiees withib! i c
CONSTANT_NameAndType_i nfo(i nt nanme_i ndex, int
(dassBilaspt or _index) { tag = 12; this .name_index =
iRae s.hdexsg. this . descript or_i ndex = descri ptor _index;

import java.io.*;

/** Long subtype of a constant pool entry. */
public final class CONSTANT Long_info extends cp_info{

/** The actual value. */
public long bytes;

public CONSTANT Long info(long b){
tag = 5;
bytes = b;

}

/** Used during input serialization by ClassFile only. */
CONSTANT Long_ info(ClassFile cf, DataInputStream in)

throws IOException{

super(cf, in);

if (tag != 5)

throw new ClassFormatError();

bytes = in.readLong():

}

/** Used during output serialization by ClassFile only. */
void serialize (DataOutputStream out)

throws IOException{

out.writeByte(tag):;

out.writeLong (bytes);

}

A22. CONSTANT Methodref_info.java
Convience class for representing CONSTANT Methodref_info structures within

ClassFiles.

import java.lang.*;
import java.io.*;
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} /** Used during input serialization by C assFile
only. */ CONSTANT_NaneAndType_inf o (C assFile cf,
w®adoal1o39e¢ St ream i n) throws | OExcepti on{super PCT/AP20G08/D00580

;oI f _(tgg I'= 12) throw new C assFormatError ();
nane_index = in. readChar . descriptor_index = in.
T et EAHPE (SpPtype jofxe lﬁglés&a’btué%oﬁgenéﬁ’f'put serialization by

pgﬁcg $Eih €198 Yonsrhny ab@osRk kb zechBat-aQutput St ream
out) throws | OException{ out .witeByte (tag) ;
out**wEliet e@rarto( Hanelasndexy thisotield We|1eETIaring to- */
(dB¥EHT PROFIITAERT T } A24. CONSTANT] String nfo.java
Conmmi 8NCRafkel 23St o0l i nkEPEESeRleh g £ GANSEANRgStd.i ng_i nf 0
St paat &Ines nuhd Bad tideassiekd €s. i nmport java.l ang. *;

inport java.io.*; /** String subtype of a constant .
poB‘Fblé‘hFPVTAMT/—Mﬁ?BFﬁeE—Wfﬁ&F‘gc°Il%%SSY‘%@VST%Wa@—?T%gyﬁenjfngem
ext ends, cpginfo{ /** The index to the act ual val ue of
t he StkisN@as? /in@dibictadsninggks i ng_i ndex; public
CONSTANE - St ang_tivRé g nént nged_ged type drflex’ 8 ;
stting_index = value; } /** ONLY TO BE USED BY
CL'?‘S’SEéJ'dEéur’illxg E?H:Qiltl &rmw_h§tdljagb§iienf>ﬂy( GlyassFil e
cf coNdandl mpubdtr aam (cnysstiveons 1Expeptron{ isuper (cf
, 1 n) throws IQE{@?_ﬂ.innB ) throw new Cl assFormatError ();
stri ngufﬁj@gq%f%:%‘o; n. readChar (); }

throw new ClassFormatError();

class_index = in.readChar():
name_and_type_index = in.readChar();

}

/** Used during output serialization by ClassFile only. */
void serialize(DataOutputStream out)
throws IOExceptilon({
out.writeByte (tag):;
out.writeChar(class_index);
out.writeChar (name_and type_index);

}

A23. CONSTANT NameAndType_info.java
Convience class for representing CONSTANT NameAndType_info structures within

ClassFiles.

import java.io.*;
import java.lang.*;

/** NameAndType subtype of a constant pool entry.
*/
public final class CONSTANT NameAndType_info extends cp_info{

/** The index to the Utf8 that contains the name. */
public int name_index;

/** The index fo the Utf8 that constains the signature. */
public int descriptor_index;

public CONSTANT NameAndType_info(int name_index, int descriptor_index) {
tag = 12;
this.name index = name_index;
this.descriptor index = descriptor_index;

}

/** Used during input serialization by ClassFile only. */
CONSTANT NameAndType_info(ClassFile cf, DataInputStream in)
throws IOException{
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/** Qutput serialization, ONLY TO BE USED BY

CLASSFI LE! */ public void serialize (DataCQutputStream
woeaop/103eOWs | OException{ out. witeByte (tag)PCT/AU2005/000580
out.witeChar (string_index) ; } } A25.
CONSTANT Ut f8_info.java Convience class for
repr e ENE1TI6L CONSTANT Ut £ 8_i nfo structures within
Cl assFi | escoviddpantsgramaci@o?();i nport java.lang.*; /[**
Ut f 8 sarbtindex of irarergfstralt pool entry.* We internally
r epr eSBREIARB IS itAf G2 HyPRarray * a s a String . */
public final class CONSTANTJJtf 8 info extends
cpinfal divind-enghh sefisthachyit gy ardsagile*dnipubli c i nt
| engitdhgerfidT5 zdtvetamctavastroyt est) represented by a String.
*/  pubtioes SPPicARFBYt es; /** This constructor should be
used PYr"iHESHH Qg’qngeng part creation. It does not
set tE,ﬁ::pﬁrt@dE}Iar de agsd%i_l@eﬁ)eference. */ public
CONSTANT O f8 inf o (String s ) { tag =1 ; length =
s.length(); bytes = s ; } /** used during input
serialization by ClassFile only. */ public
CONSTANT O f8 info (C assFile cf, Datal nputStreamin)
AT OONSTEEXNTERtisY infoyres (cf, in) ; if (tag ! 1)
C%;q{/@@éer@ﬁs AR PFREMRL I GRETANT Strh@NaHfB strudtlires gdgiChar

; byte b = new byte [length] ; Tn.read(b, O,

Olassldds) ;

import java.lang.*;
import java.io.*;

}

/** String subtype of a constant pool entry.
*/
public final class CONSTANT String_info extends cp_info{

/** The index to the actual value of the string. */
public int string_index;

public CONSTANT String_ info(int value) {
tag = 8;
string index = value;

}

/** ONLY TO BE USED BY CLASSFILE! */
public CONSTANT String info(ClassFile cf, DatalnputStream in)
throws IOException({
super(cf, in);
if (tag != 8)
throw new ClassFormatError();
string_index = in.readChar();

}

/** output serialization, ONLY TO BE USED BY CLASSFILE! */
public void serialize(DataOutputStream out)

throws IOException{

out.writeByte (tag);

out.writeChar (string index);

}
A25. CONSTANT _Utf8_info.java -
Convience class for representing CONSTANT Utf8_info structures within

ClassFiles.

import Jjava.io.*;
import java.lang.*;

/** Utf8 subtype of a constant pool entry.
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/1 WARNI NG String constructor is deprecated, bytes =

new String (b, 0, length); } /** Used during out put
wa@essabiszat i on by CassFile only. */ public voPdI/AU2005/000580

serialize (DataCut put Stream out) throws | OException{

out .writeByte , out. writeChar (length) ; //
*V\NRNI“REnal-la’nﬁsfpirﬁ?j“gfthgtUFFBr]dnfc P/tres&llron here m ght be

P81 &naffc. out.witeBytes (bytes) ; } public String
pugg& fih g ) 4ss" @BraANT by E@sntd eA26Bds cp_infof

Const ant Val ue_attribute. | java Convi ence cl ass for

rep Fé@@‘ﬁthl mtﬁ)lﬁ%ﬁea‘i‘ﬁr‘%l ue attribute structures within

cjpéi]%]slﬁ PHfort java.lang.*: inport java.io.*; /**

At/tvb‘clﬂabltaatﬁéia&ytakl owEcfared Ry ta sirizat Fon of static

Vv aubgilel ﬁsixh@nb?te@t asses This attribute will only

reside in afie struct. *Lpublic.final class
Oo(rlstT#hz \Z%’i‘jié li%@?e%ui Eﬁ%h@&)&fggn ute_info{ public
| Nt caasdrad \faﬁeuendendex public

Congt ant Val ue_attri bute (C assFl le cf, int ani, int

al pub}irpt CQWFZ)NT{U%&F}@P €etiny;Slat tri bute_nane_i ndex =
ani; AELT bust Cd.ENgt h = al; const ant val ue_i ndex = cvi;

} publits Cog}stant Al ue_attribute (ClassFile cf,
Daj al nput Streamin) thr ows | (]Exceptl on{ super (cf in)

, constantval ue index = in. re gf:hs Ell(e)on:%ﬁstl ic void

Sefﬁbfﬁﬁeécﬁjs mt @?ﬁ filﬂilstl &£FMO )Datt £Q0Bs tEXRX eept i on{

ign{l ; super serialize (out) ;
super (cf, in)
if (tag != l)
throw new ClassFormatError();
length = in.readChar():
byte[] b = new byte[length];
in.read(b, 0, length);

// WARNING: String constructor is deprecated.
bytes = new String(b, 0, length);
}

/** Used during output serialization by ClassFile only. */
public void serialize (DataOutputStream out)

throws IOException{

out.writeByte (tag);

out.writeChar (length);

// WARNING: Handling of String coversion here might be problematic.
out.writeBytes {bytes);
}

public String toString(){
return bytes;

)

A26. ConstantValue_attribute.java
Convience class for representing ConstantValue_attribute structures within
ClassFiles.

import java.lang.*;
import java.io.*;

/%% Attribute that allows for initialization of static variables in
* classes. This attribute will only reside in a field_info struct.

*/
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out .witeChar (constantval ue_index) ; } A27.
cp_info.java Convience class for representing cp_info
wa@eogaoisees within CassFiles. inport java.l anpeCT/AU2005/000580
import java.io.*; /** Represents the comon interface
of all constant pool parts * that all ifi.
ot SpUtT Ce R S THREH TPt e pBEpt
aQﬁEEQCLmC&ﬁé@ﬂﬁﬂﬂhaﬁgéaﬁ** The type tag that
signifies what kind of constant pool * itemit is */ .
pubblis fapetanalnlup CLUREE (FoeBef i<t i25t3°0n BF Fhe™t
obj ect’®back’ ‘i nt o, ytest.ream */ abstract void
seri ajﬁi%ﬁgiﬁﬁé@d%gi&gfleam out) throws | OException;
[ ** Dehatintvaaonstddaict ori; Si nply does nothing. */
public cp_info() { } /** Constructor sinply takes in
the ¢ assFi| S L &f Qe* fi t]f)a%a]@l Et%rﬂt:ea’fn in)
pu%”lbllﬁréﬁfﬁﬁx&aﬁ&fatgglﬁ)igfegegaf%fFl? e}c [ *x Usgd duri ng
i Nnput super dca) iizpti on by ClassFile only. */ cp_info
(O assFstateflpe Dated nput SEA@am)iin) throws | 0Excepti on{
ta = in.read nsignedByte ( ) ; } A28. Deprecated
at ffoh PULE:J B43aG00MaeNfieoeb@SEn bot) I epresenting
Depr egabed raddedthute structures within
C ass#itcssite porth § &va. | ang. *; inport java.io.*; /[** A
fix af‘tPPHfﬁf’fglEHa‘t‘;;g n be,located either in the
O assBIT &P F &°8°°nf 6 or the method info attribute.
Mark deprecated to * indicate that the nethod, class
yor field has been superceded. */ public final class
Deprecated_attribute extends attribute_info{ public
AR@perednfodavat tri bute (O assFile cf,  jnt aniz int al) {
Ceupience(addsp foraepieseniing CRaifo $tﬂ%ﬂ=€¥e%wghm;01ass iles.
import java.lang.*;
import java.io.*;

/** Represents the common interface of all constant pool parts
* +that all specific constant pool items must inherit from.
*

*/
public abstract class cp_info{
/** The type tag that signifies what kind of constant pool
* item it is */
public int tag;

/** Used for serialization of the object back into a bytestreém. */
abstract void serialize(DataOutputStream out) throws IOException;

/** Default constructor. Simply does nothing. */
public cp_info() {}

/** Constructor simply takes in the ClassFile as a reference to
* it's parent
*/

public cp_info(ClassFile cf) ({}

/** Used during input serialization by ClassFile only. */
cp info(ClassFile cf, DataInputStream in)
" throws IOException{
tag = in.readUnsignedByte();

}

A28. Deprecated_attribute.java . N .
Convience class for representing Deprecated_attribute structures within ClassFiles.
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attribute_length = al; } /** Used during input
serialization by ClassFile only. */
whemsacweed_attribute (G assFile cf, Datal nput BIT/aumos/000580
in) throws | CException{ super (cf , in) ; } A29.
Exceptl ons attribute.java Convience class for
. %?ré%"ér&al“ﬁg Exceptions_attribute structures wthin
‘“@:Fas%?fl [es. "inport java .lang .*; inport java.io.*;
/& eThlaStdiSudeBernst rcaﬁnoemewedtdieheacxbephq erssEHBl e ar e
1 otiat@dno* oxlshy peshot TP staribrichUteek Carre6hisy Hhpear
‘onteitate £haethodeFiifo “S8utt B9F Bipise FPHar cr ass
u%%agcegldagr}ﬁaést Bgﬂrgégt@d extangds aftbrdsbatteiddat ahegubl i c
I nt nunber _of exceptlons public int []
exoepid Orpreertes atbbibete (Bhashiide BEc dpt i9hs 1At £H but e

(Clas f@fb int ani, int al, int noe, int Ueit){
t Ii

super? ¢ nafﬁni)ﬁgeanarre i ndex = ani:

atfri but e I ‘engt h nunber _of __excepti ons = noe;

exception_ i ndex table =eit; } /** Used during input
serjaliza urln bly ut  ser za%l E Cl JsFlle only. */

?&BE’K 69&;@331&3@%1%515@@%%?519 16 u.tsQatnallﬂput St ream
in QWS 1bkfexeepi on{ super (cf, in) ;
nunbesupet (gxcepti ons = in. readChar ();
exteption__index_table = new int
[ nunber _of _exceptions] ; for (int i=0;
i <nunber _of _exceptions; i++) exception_index table [i]
Ai9'Exce!’p@i@ﬂ§:hﬂfrll{ e.qdva ** Used during output

CORViEARL ARk fONePsét ﬁﬁ?ﬁcb SR atiriblife grulbtuires withid ClassFiles.
seritalize (DataCQutputStreamout) throws | OExcepti on{

import java. lang *;
import java.io.*;

}

/**% This is the struct where the exceptions table are located.

*  <br><br>

* This attribute can only appear once in a method_info struct.
*/

public final class Exceptions_ attribute extends attribute info{

public int number_of_ exceptions;
public int[] exception_index_table;

public Exceptions_attribute(ClassFile cf, int ani, int al, int noe,
int[] eit){
super (cf);
attribute name_index = ani;
attribute length = al;
number of exceptions = noe;
exception index_table = eit;

}

/** Used during input serialization by ClassFile only. */
Exceptions_ attribute (ClassFile cf, DataInputStream in)
throws IOException{
super(cf, in);
number_ of exceptlons = in.readChar():;
exceptlon index_ table = new int [number_ of __exceptions];
for (int 1i=0; 1<number of exceptlons, i4+)
exceptlon_lndex_table[l] = in.readChar();

}

/** Used during output serialization by ClassFile only. */
public void serialize(DataOutputStream out)

throws IOException{

attribute length = 2 + (number_of_exceptions*Z);

super.serialize (out);

out.writeChar (number of exceptlons)

for (int 1i=0; i<number_ of exceptlons, i++)

out. wrlteChar(exceptlon index_tablel[il])

67



attribute_length = 2 + (nunber_of exceptions*2) ;
super .serialize (out) ; out.witeChar
w@ papshedn2ef _exceptions) ; for (int i=0; PCT/AU2005/000580
i <nunber _of _exceptions; i++) out.witeChar
(exception_index_table [i] );A30. field info.java
Convi ence class for representing field info structures
within GassFiles. inport java.lang.*; inport
*» [** Represents the field_info structure as
éé@cfﬁlil.e‘ﬂfq -#¥Bhe JVM specification. */ public final
Epmgenceickss formeprpsenting field_mfo stgeaturss mithgsClagilidlesc i nt
NRPE_kndexangpubl i c int descriptor_index; public int
atbrtd bamaeso. eount' public attribute_ info [ ]
attributes; /** Conveni ence constructor. */ public
flegl e?ﬁ’?ﬁ%‘ltfdhﬁs%lﬁf"f—én@f Struﬁtturflaég%’ecﬁfﬁ?d AR, PPt ™di ) |
cess tfl ags = flags; narae_index = ni;
Sesor tf:p'ta(DrcllaEHjEXelé difo attri butes count = 0 ;
attributes = new attribute_info [0] ; P
nﬁﬁﬁcﬁ‘%ﬁr *egPt-dd2Bil y during the serialization
S5 lnt 5@;@‘&& *nddd;S IS intentionally left as
pac ge: piobectedeasowr;* shoul d not nornally call
thlwbémsttrra@{texmdmr egtttyputes;<pr ><br> * WArni ng: the
han fﬁvem nCee rlgtrno correct (after String s =...)
*/ gdb@ Hasskiiee £f n:Dat.gl nput St SAML 1Y
thrOVVSadc%(@&ﬂ_;EhOBiagaﬁceSS flags = in. readChar ();
name_i mdexindey A nireadChar (); descriptor_index = in.
readdw‘@‘zzl{ft"%ﬂqei"bu &s_count = in. readChar ();

tes count =
attributes = new attrlbute_lnfo[O];

}

/** Constructor called only during the serialization process.

*  <br><br>

This is intentionally left as package protected as we

should not normally call this constructor directly.

<br><br>

Warning: the handling of len is not correct (after String s =...)

* ok kK

*/
field_info(ClassFile cf, DatalnputStream in)
throws IOException{
access_flags = in.readChar();
name_index = in.readChar();
descriptor_index = in.readChar();
attributes_count = in.readChar();
attributes = new attribute_infol[attributes_count];
for (int i=0; i<attributes _count; i++) {
in.mark(2);
String s =
in.reset();
if (s.equals("ConstantValue"))
attributes([i] = new ConstantValue attribute(cf, in);
else if (s.equals("Synthetic"))
attributes[i] = new Synthetic_attribute(cf, in);
else if (s.equals("Deprecated"))
attributes[i] = new Deprecated attribute(cf, in);
else
attributes[i] = new attribute_ info.Unknown(cf, in);

cf.constant_pool[in.readChar()].toString();

}

/** To serialize the contents into the output format.
*/
public void serialize(DataOutputStream out)
throws IOException{
out.writeChar(access_flags);
out.writeChar (name_index);
out.writeChar (descriptor_index);
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attributes = new attribute_info [attributes_count] ;
for (int i=0; i<attributes_count; i++) { in. mark (2)
wWQ 285n039g6 s = cf . constant_pool [in. readChar ¥Q7/AU2005/000580

.toString (); in. reset () ; if (s .equals

(" Const ant }C/al ge" g attr but es [i] = new
Clenst?’ﬁtzlﬁl g2 att & i@ﬁun,t i;n), elseif (s .equals
( Wn ¢ t;s[ai [k i@o ) : new

Synt hetic_ attrlbute(cf , in); elseif (s .equals

("Deprecated") ) attributes [i] = new
'Deprecated attribute (cf, in); else attributes [i] =

Aggwlnat}éia &tm{)?&r{? knovvn (cf, in); } } [** ;I';)
Ctbiie ot Bossyiesn o it Bel P b B i Cpsits

‘uthE?(o_apt.ltm{*,out .witeChar (access _flags) ; out
inpprt ge@hat-*( nane_i ndex) ; out. witeChar

/’(*dgsv?arla 2 Ee{lxﬁges)gructgfg that%dnﬁ:%qgaﬂ.rnfgﬁtgﬁjrolnbal‘%@ts_agOunt
inne®lc1bdNbelerll tadssattributes count ; i ++ )
a/ttrlbutes [i] . serialize (out

Pidbe OledsEess AP Rrees P avAC o it %W?eeatéf%%e%t‘“
representing.loner (.asses_attribute structures within
d &Ice%seéﬁp@lratgsésava l ang. *; inport Java io.*; [**
A variable length structure that contains information
abewtligfinal] ?ﬁ?étc é!%s‘:lefsetshl s class. */ public final

cl assFnhge qrgggeé ﬂ Dute extends attribute_info{

publi ¢, 4 gltmeg xzCl asses; public classes [ ]
cl asses; 1m¢bldles§_lan@|ss_sﬂ.'la¢s| c class classes { int
i nmer _class_info_index; int outer_class_info_index;

in
%uglgg] rnergin%ses agg%lbute(ClassFlle cf, int ani, int al,

int noc, classes[] c¢){
super (cf);
attribute name_ index = ani;
attribute length = al;
number_of_classes = noc;
classes = c;

}

/** Used during input serialization by ClassFile only. */
InnerClasses_attribute(ClassFile cf, DataInputStream in)
throws IOException{
super (cf, in);
number_ of classes = in.readChar();
classes = new InnerClasses_ attribute.classes [number of_ classes];
for (int i=0; i<number_ of classes; i++){
classes[i] = new classes():
classes[i].inner_class_info_index = in.readChaxr();
classes[i].outer class_info_index = in.readChar();
classes[i].inner_ name_index = in.readChar();
classes[i] .inner class_access_flags = in.readChar();

}

/** Used during output serialization by ClassFile only. */
public void serialize(DataOutputStream out)
throws IOException{
attribute length = 2 + (number of classes * 8);
super.serialize(out);
out.writeChar (number of classes);
for (int i=0; i<number__ of classes; i++){
out. wrltechar(classes[ll inner_class_info _index);
out.writeChar (classes[i].outer class_info_ _index);
out.writechar(classes[i].inner_name_index);
out.writeChar (classes[i].inner_class_access_flags);
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int inner_class_access_flags; } public
InnerC asses_attribute (CassFile cf, int ani, int al,

Wo piosnewm26 cl asses [ ] ¢ ) { super (cf); PCT/AU2005/000580
attribute_nane_index = ani; attribute |length = al;
nunber _of _cl asses = noc; classes = ¢ RS A Used’

} durl ng input serialization by CassFile only. */

er e 15 de g,ﬁassFl | e cf, Datal nput Stream
m&ﬁ%@iﬁ%% f f}u %&"ﬁa%ieﬁaﬁﬁﬁlllte structures within

asses = new
ijaggj;el(reg ?sseg attri brgt e .classes [nunber_of _cl asses] ;
or (int i=0; i<nunber of cl asses; i++) { classes [i
im@;"‘r@e?\g(gl ¥e9e9)); classes [i] .i nner_cl ass_info_i ndEex]
Ao feadhiar (); classes [i] .outer_class_info_index
/ﬂ*nmetéﬂadgjamlc(l)LlneIoﬁSlSa@Sbi[niaQy cidarvefatrant® Firrdex = in.
:/e@d@m;ré(iyg sebpssede{i] .inner_class access_f lags =
n ; r r u i
PHoatg é’c\’rriaza f%sng%ﬁeN%ﬁb}gséaElT‘é% %ﬁbh&g é}glggnpdgbéltt?glb\}lgle 4!
sepdvald 26 (Dat aﬁu&pmh&ermmmut) t hrows | OExcept | on{
at pubil bt enel eyrgeh tabl2 [k l%mﬁﬁ@FrﬁFblﬂ asses * 8 ) ;

SU er Ser IlaTltla%iec gflﬂ) he Q\ berMab%eqmar

g;t I nt

| <nurrbra:r 1ﬁfe xﬁJmaé;xses [ ++) { out. witeChar (classes
[i} .inner cl ass |nfo _index) ; out. witeChar (classes
[I ubl Qé'ltL?rr;eﬁdb%S'IQ"a-bll ?rlggt%)félassﬂ.'fe ct ln£ %g’ba&nt( Qh. A3/E€ES
g T RnetTname feChar (classes [i]
.1 nner_cl ass access fI ags) linp fjuAB, tablel] lnt){
Li neNeawtsercEabl e attrl bute.j ava Convience class for

\rlmet)rheagﬁtﬁ‘gutg—gﬁgt F\‘ﬁ‘ﬁ"ger&?é‘ol e attribute structures

1ne_number_table_length = 1lntl;
line number_table = Int;

}

/** Used during input serialization by ClassFile only. */
LineNumberTable_ attribute (ClassFile cf, DataInputStream in)
throws IOExceptlon{
super(cf, in);:
line number_table length = in.readChar():
line_ number table = new
LlneNumberTable attribute. line_number_ table[line_ number_table _length};
for (int i=0; i<line_: number table _length; i++){
line_number table[l] = new line_number _table();
line_ " number table[l] start_pc = in. readChar()
line_: number “table[i]. line_number = in.readChar{);

}

/** Used during output serialization by ClassFile only. */
void serialize(DataOutputStream out)
throws IOException{
attribute length = 2 + (line_number_table_length * 4);
super. serialize (out);
out.writeChar (line_ number_ table length);
for (int i=0; i<line_| number table length; i++) {
out. wrlteChar(llne number table[i].start _pc)i
out.writeChar(line_| number " table[i].line _number) ;

}

A33. LocalVariableTable_attribute.java
Convience class for representing LocalVariableTable_attribute structures within

ClassFiles.
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G assFiles. inport java.lang.*; inport java.io.*; [**
Determ nes which Iine of the binary code relates to
W b@s10106 r espondi ng source code. */ public fiPel/AUR@SH00580
Li neNunber Tabl e_attribute extends attribute_infof
_publ i c | nt |ine_nunmber_table_|l ength; publi c
JPY ?i]v@rﬁjzé_‘ﬁ;_t’abl e [ ] line_nunber table; public final
§fa 7¢ class line_nunber _table { int start_pc; int
A+ eanynienggey yubiridcouti e NurberTeabEd egtine ifyghey is linked
{ CtasFpimarefcods-nEt AAF majynEo gpe cpFResydRfgnce and is found in
1) He fifget =t 4bte [ 1 Int) { super (cf) ;
pué_tﬂé le DU €1RTR L NE8X a eBiH1e AtfibubUbach@ngtdtisutal infol
II IE%‘;UZESE;Z&L e_| eingt h =1Intl; line_nunber table =
npyblic Axt lokpddvadigtlagaprmpberoder i al i zation by
Cl BESFi [eeagarayanir—2p éNﬁ%ﬁ%]Ff%rBF%fa%%ﬁ?;but ey
(. @a35Fich €10 var RALAlDPULSE k8B IeNast b ows | OExcept i on{
super if«Cksarke;; |ine_nunber _table_l ength = in.
rL_eadC[nxavr lin)g:c%;]ldiéne_nunber_t abl e = new
i neNtHbe¥ Fapi®@*at t ri bute .line_nunber _table
[1i nei_ﬁj%&’fﬁj_ tzc;’ff)rlmgkalxéngt h] ; for (int i=0;
|[_<i}| ne_nurrlber_t able length; i++) { Iine_nunber_table
i] = newline nunmber table (): line nu a i
bt peeatv B e CL it RO nFR e el e TEIe
. e i inpery Lable d blpier
1wylne_number = in. readChar (); } /** used during
out putuserdsat i zation by ClassFile only. */ void

seri akizev(tBataa€litpert Standéam out) thr CEx i
attribllfte_length = al;’ ) ows | Ceptl on{
local variable_table_length = lvtl;
local variable_table = lvt;

}

/** Used during input serialization by ClassFile only. */
LocalVariableTable_attribute(ClassFile cf, DataInputStream in)
throws IOException{
super{(cf, in);:
local variable_table length = in.readChar();
local variable_table = new
LocalVariableTable_attribute.local_variableﬂtable[local_variable_table_lengt
hi;
for (int i=0; i<local_variable_table_length; i+ {
local_variable_table[i] = new local_variable_table():
local variable_table[i].start pc = in.readChar();
local_variable_table[i].length = in.readChar();
local_variable_table[i].name_index = in.readChaxr();
local_variable~table[i].descriptor_index = in.readChar();
local_yariable_table[i].index = in.readChaxr();

}

/** Used during output serialization by ClassFile only. */
void serialize (DataOutputStream out)
throws IOException{
attribute_length = 2 + {local variable_table_length * 10);
super.serialize(out);
out.writeChar (local variable_table_length):
for (int i=0; i<local_variable_table_length; i4++) {
out.writeChar(local_variable_table[i].start_pc);
out.writeChar(local variable_table[i].length);
out.writeChar(local variable_table[i].name_index);
out.writeChar (local variable table[i].descriptor_index);
out.writeChar (local variable_table(i].index);

}

A34, method_info.java
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attribute_length = 2 + (line_nunber_table length * 4 )
; super. serialize (out) ; out .witeChar

W@ biosgoyveerber _tabl e_l ength) ; for (int i=0; PCT/AU2005/000580
i <l'ine_nunber _table length; i++) { out. witeChar

(line_ nunber table [i] .start_pc
Convienseelash €91 Teprgseating }nethqdn@f atﬁ%féw?s Wlt?lf}mﬂ&ég’qé
ip8FaL MariahleTabl e_attribute.java Convience class for
ipepd esanid.ng Local Var| abl eTabl e attr| but e st ructures
wi thin C assFiles, ort, java. age
Cfflc 1on

/{*atg s ks e r{jgg%ji hYFdEb g el out how t he

égw%afllglgsg LBERURBEN | S I|nked * to the binary
code. It has many to one correspondence and is found
I npdbliheénCodeesatlp§ssute . */ public final class
Lo%‘&ll%ul{“a I@Ta’@eé attribute extends attribute_infof

lic .1 scr or—in de ;
1§c ln& @Q_I;LQE )l e_table_l ength; public
I O_SlﬂJlLd/aE’irabllltﬁ_:trﬁbf]e aﬁtr]lbdtes,al vari abl e_table; public

final static class local varjable tabl ei) Lnt .start_pc;

i n( A é?ﬂjf ct?q1 Crey d lnF 5? it with

and namnt 1h xgg EQHSX i nt
I nd,ex gﬁ@xlxltgalliag}glcﬁsr ée@aiﬁi ﬁ@& tc&é&'d&l,_egl;nd stored
(d aS&FIth@ <€fgodédyti> aRkiabidt/al , int |vtl
| ocwllwaett@blagf@ abberile £t 3t or :Llei‘c]hl) int di,
attribute name ﬁqé)@‘c" %Hlbu"ét—ﬂfpb]uf‘é llength al;

| ocal 2YEPTARIE [abfE l ength = Ivtl;

| ocal dé@m&bkana@bL&n— | vt ; } /** Used duri ng i nput
seri aktzabiten doytCassFile only. */

Local verriiesFeTabl e_attribute (C assFile cf,

Dat al nput Stream i n) throws |0Exception{

/**% This method creates a method_info from the current pointer in the
* data stream. Only called by during the serialization of a complete
* (ClassFile from a bytestream, not normally invoked directly.

*
/
method_info(ClassFile cf, DataInputStream in)

throws IOException({

access_flags = in.readChar();

name_index = in.readChar():

descriptor index = in.readChar();

attributes count = in.readChar();

attributes = new attribute info[attributes_ count];

for (int i=0; 1<attrlbutes_count, it+4+){
in.mark(2);
String s = cf.constant_pool[in.readChar()].tostring();
in.reset{();
if (s.equals("Code"))

attributes{i] = new Code_attribute (cf, in);
else if (s. equals("Exceptlons "))
attributes[i] = new Exceptions_. attribute(cf, in):

else if (s.equals("Synthetic"))

attributes[i] = new Synthetic_. attribute (cf, in);
else if (s.equals("Deprecated"))

attributes[i] = new Deprecated attribute(cf, in):
else

attributes({i] = new attribute_info.Unknown(cf, in);

}

/** Output serialization of the method_info to a byte array.
*  Not normally invoked directly.
*/
public void serialize(DataOutputStream out)
throws IOException({
out.writeChar (access_flags);
out.writeChar (name_index);
out.writeChar (descriptor_index);
out.writeChar (attributes_count);
for (int i=0; i<attributes_count; i++)
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super (cf , in) ; local _variable table length = in.
readChar (); local _variable_table = new

whomalidgaeé abl eTabl e_attri bute .l ocal _vari abl e_PCEHAU2005/000580
[l ocal _variabl e_table Iengt hl; for (int i=0;
i <l ocal varijable_ table Zegg,gt I ++) {
| ogal _ vaiitabEe Y AbITE it &lv | ocal _variable table (

) * local variable tabl e [i] .start_pc = in. readChar
y(); local variable table [i] .length = in. readChar
(); local __variable table [i] .nane_index = in.

readChar (); local variable tabI e [i]
A3bicRmreceRils attniase.BVAn. readChar (): local variable
Comibrece[cldss fordenesenting SonwsabiBhatiripyte srugtuges Wltbélé@lassFﬂeS-
lmdlojgtl nE‘, Oyt put. serialization by CassFile only. */ void
ggg .26 ¢Pat aCut put Stream out) throws | 0Exception{
attrl bute_length = 2 + (local _variable_ table Ien th *

ile u 5 tlona trIBute n
/Toﬁﬁ?twg?ﬁtggﬁgﬂez%ﬂ% a(?g% t{e%)ln %@la r@@fﬁe strdlct only
ocal vari abl e table | ength; i ++) { out.witeChar
pL(Hlm alnayasiaablseudcabile_dri}ibnst axitengﬁc)attrlbme WPt eChar
(local _variable table [i] .length) ; out.witeChar
(I Bl AT |S%‘flcéﬁll§cb’1n8e’{’|] .nanme index) ; out.witeChar
?%La\é%ﬂc@ﬂl@_gt@plbﬁti biassﬂﬁ%&fﬂ Pin@ranind@x)al; int sfi){
weidee@¥ar (T ocal variable table [i] .index) ; A34.
mst hodtirnfwe] mpad@oirr erre® cl ass for repr esent ng
met hod ST stoPUict Tres wi thin O assFiles. inport
jaya. FANG: ™ -rrrport java.io.*; /** This follows the
method_info in the JVM specification, */ publ ic final
cl dss Umait frgdng IlFEfUG ferppibkdtéon Ay GAevdsle PPlygst/ public
i nfofapE e AGER O IRIE alsEFﬁlﬁthdeD§E?‘ﬁ“B’it5Fr€aﬂdle public
i nt ai‘sg fp(yft Jsmﬁoun public attr|bute|nfo[ ]
attri l@bﬂx@&fllé *PhaGORSIE tetoR: (G eat es a net hod_i nf o,
inittializes it with

/** Used during output serialization by ClassFile only. */
void serialize(DataOutputStream out)

throws IOException{

attribute_length = 2;

super.serialize(out);

out.writeChar (sourcefile_ index);

}

A36. Synthetic_attribute.java
Convience class for representing Synthetic_attribute structures within ClassFiles.

import java.lang.*;
import java.io.*;

/** A synthetic attribute indicates that this class does not have

* a generated code source. It is likely to imply that the code

* is generated by machine means rather than coded directly. This

* attribute can appear in the classfile, method info or field info.
* Tt is fixed length.

*
puéllc final class Synthetic_attribute extends attribute info{

public Synthetic_attribute(ClassFlle cf, int ani, int al){
super (cf);
attribute name_index = ani;
attribute length = al;

}

/** Used during output serialization by ClassFile only. */

73



* the flags set, and the nane and descriptor indexes

given. * A newuninitialized code attribute is also
w@e@atex?26 and stored * in the <i>code</i> vari@l/au2005/000580

public nethod_info (ClassFile cf, int flags, int ni,

int di, int ac, attri bute i nf }]InB%tsgre)aIrr]t élga\ccess flags

= ’Fﬁinlé%bw{ﬁg@z}l?ﬁdgfsﬂﬂf THESET X = di

attri E@&fcqqm = ac; attributes = a ; } /** Thi s

nmet hod creates a nmethod_info fromthe current pointer

in the * data stream Only called by during the

serialization of a conplete * ClassFile froma

byt estream not normally invoked directly. */

met hod_info (Cl assFile cf, Datal nputStreamin) throws

| OExcepti on{ access_fl| agaANNEXUREMChar ( ) ;

name_i ndex = in.readChar (); descriptor_index = in.

r eadBiar ();. attributes_count = in. readChar (}

at t r Msthass<ckinifgw at tri bute_info [attributes_count] ;

for (iOmew #b<Clagaites?i butes_count; i++) { in.mark (2) ;

String dip= cf. constant_pool [in. readChar ()]

. t oSt diingoKekpedial #3rddethod tept()> i f (s .equal s (" Code") )

attri busuesatid #4 <FRRWeabisTastt ri bute (cf , in); else if
. eqoladgrm( " Exceptions™) ) attributes [i] = new

Exce |ons attrlbute (cf , in); elseif (s .equals

(" Sy hi attrlbutes [iI] = new

Synt rLb ' ual s

% Depr %s 574 el ddHtan RARZaLAcaS

Depre %ld attrlbute (cf , in); else attributes [i] =

new atd¥f®® e info. Unknown (cf, in); } }
7 new #5 <Class test>

10 dup
11 invokespecial #6 <Method test()>
14 putstatic #7 <Field test thisTest>
17 return
B3
Method <init>
0 aload 0
1 invokespecial #1 <Method java.lang.Object()>
4 aload 0
5 invokestatic #2 <Method long currentTimeMillis()>
8 putfield #3 <Field long timestamp>
11 return
B4
Method <init>
0 aload_0
1 invokespecial #1 <Method java.lang.Object()>
4 invokestatic #2 <Method boolean isAlreadyLoaded()>
7 ifeq 11
10 return
11 aload 0
12 invokestatic #4 <Method long currentTimeMillis()>
15 putfield #5 <Field long timestamp>
18 return
B5
Method <clinit>
0 Idc #2 <String “test”>
2 invokestatic #3 <Method boolean isAlreadyLoaded(java.lang.String)>

——
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/** Qutput serialization of the method_info to a byte
array. * Not normally invoked directly. */ public void
wa@ersabisze (Dat aCut put Stream out) throws | OEXCREI/AURH{05/000580
out . wri teChar (access_flags) ; out .witeChar
(narre i ndex) out .writeChar (descriptor_index)
out . ﬁ/rlfelqébhar (attrl butes_count) ; for (int i=0;
i <att Biretwres count; i++)attributes [i] .serialize
(out) 9;ne}zv#§3§Clammt<?eF| le attribute.java Convi ence
classi¥éup representing SourceFile_attribute structures
wi t hi 18 fvassbidigsic <Mphiotl tebefya. | ang. * ; inport
j ava. 16)putstaﬁc 7 AFeUifeserhisTestat tri bute is an optional

fixedid gpgyh attribute in * the attributes table. Only
| oca d |n the CassFile struct only * once. */ public
fina gurceFil e _attri bute extends

attr |1'=ﬁ o{ public int sourcefile i ndex; public
Sour ¢ ttribut S nt ani, int al,

i nt sfﬂ}“"{e Q &éﬂ%‘gﬂ’ aﬁlgt %5‘9\% i ndex = ani ;
attri B al ; sourcef ile index =

fi s | x*,
Used diunwigestatmﬁZ SHefhgd lml«rwswe@ﬂs‘meﬁéa&%!%?.g-Q?JectP
Sour cShfdeelZat tri bute (C assFil e cf, Datal nput Stream
i n) titestarh OException{ super (cf, in) ; sourcef
il e_i nplgpoad 0 n. readChar (); } /** Used during output
seri al 3 zabkeatRyaCk s bt lengtrient TimeMbild()ser i al i ze
( Dat agtﬁﬂffeﬁﬁﬁaﬁbmhhg tileStamp-OExcept i on{
Y

attri Saeal €N9th = 2 7 super. serialize (out) ;
ANNEXURE B7

This excerpt is the source-code of InitClient, which queries an “initialisation server”

for the initialisation status of the relevant class or object.

import java.lang.¥*;
import java.util.*;
import java.net.*;

import java.io.*;
public class InitClient{

/%% Protocol specific values. */

public final static int CLOSE = -1;

public final static int NACK = 0;

public final static int ACK = 1;

public final static int INITIALIZE_CLASS = 10;
public final static int INITIALIZE_OBJECT = 20;

/%% TnitServer network values. */

public final static String serverAddress =
System.getProperty("InitServer_network_address");

public final static int serverPort =
Integer.parseInt(System.getProperty("InitServer_network_port"));

/** Table of global ID's for local objects. (hashcode-to-globallD

mappings) */
public final static Hashtable hashCodeToGlobalID = new Hashtable();
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out .writeChar (sourcef ile_index) ; } A36.
Synthetic_attribute.java Convi ence class for
WO e@sa8Iné i ng Synt hetic_attribute structures wWe€hAn2005/000580
ClassFiles. inmport java.lang.*; inmport java.io.*; [**
A synthetic attribute indicates that this class does
not have * a generated code source. It is likely to
i Pl yalthatvhehe eRoeles *s psingehératetdby /machi ne neans
r athes sthan woded diareetingadsiidgedt atit ri bute can
appear in the classfile, rrethod info or fi eld_info. *

It is flxed | eng ublic _fin

S}/nt/ﬁe]'fl c aftar?il?bl‘ﬁ'feneg?(ttgn S°l£{?t e?)(;Jute i f)
Synt/etorcoBdet i Dut (¢ AESH 8% Fhe FWC%%T Gl"bat fany {
super fabte.); attribute_nane_index = ani;

at t rinbufiepdiengt Nracaaks:)  hashtddelUsmebadup igagodutiptitalue ()
serialization by CassFile only. */Synthetic_attri bute
(Cass File cf, Datal nputStreamin) throws | OException
{ supdt (c f , in) ; } ANNEXURE B Bl Method <clinit> 0
new #2 <C ass test> 3 dup 4 invokespecial #3 <Method
test ()% Texput'et @nic ctoftdoragitetd thedritbpiveTegiich1G 1} dnfiest vs
B2 Met hod: <6é iinidiz1 Qatitvokeasisabi en#t3osshet.nod bool ean

i sAl regdyloadedOs 3. §&fet!(sOrvkBlddbdLs/ ReW #Eer O ass
test> 10 duguts% |nvokespeC| al #6 <Method test()>

DataOut ream ou
new DataOutputStream{socket.getOutputStream()):
DataInputStream in =

new DataInputStream{socket.getInputStream());

// Ok, now send the serialized request to the InitServer.
out.writeInt (INITIALIZE_OBJECT);

out.writeInt (globallD);

out.flush();

// Now wait for the reply.
int status = in.readInt(): // This is a blocking call. So we
// will wait until the remote side

// sends something.

if (status == NACK){
throw new AssertionError(
"Negative acknowledgement. Request failed.");
}else if (status != ACK){
throw new AssertionError("Unknown acknowledgement:

+ status + ". Request failed.");

// Next, read in a 32bit argument which is the count of previous
// initializations.

int count = in.readInt():;
// If the count is equal to 0, then this is the first

// initialization, and hence isAlreadyloaded should be false.

// If however, the count is greater than 0, then this is already
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14 putstatic #7 <Field test thisTest> 17 return B3
Method <init> O aloadj) 1 invokespecial # 1

wakmshaeidp@va. | ang. Gbj ect () > 4 al oadj) 5 i nvokeRCHAUZIOSR00580
<Method long currentTimreMIlis()> 8 putfield #3 <Field

long tinestanp> 11 ret nit30.aloadj) 1
i nvokdép“é‘&FJaﬂrTE%?d a?ﬁ/éﬁhﬁodszg\fﬁgﬁegé%ade%hhd 5 t%eoa 2

i nvokespkeep cishreatiriisd =b<§%ﬂué%m |%AI ﬁaééedyL‘iféi‘c’jed() > 7
ifeq 11 10 return 11 aloadj) 12 invokestatic #4

<Met hog 4,089 W keNtIigBbh] i s()> 15 putfield #5

<Fi el d or}:gt Ilng&% rrP> 18 return B5 Method <clinit> 0
| dc #2 g test > 2 invokestatic #3 <Met hod

bool eaﬁﬁ‘trgﬂﬂ adyLoaded(j ava.lang. String)>5 ifeq 9 8
returmru.qieve #6 <Cl ass test> 12 dup 13 i nvokespeci al
#6 <Mekhedstest () > 16 putstatic #7 <Field test
thisTest> 19 return B6 Method <init> 0 aloadj) 1

i nvokespeci #,1 <Metho t
5 i nvok&st a?{ “H3 <Met hog) g‘%]ge é%%gt"ogi"%g & 4cadoad] )

i SAl readylLoaded(j ava. |l ang. Object)> 8 ifeq 12

// Return the value of the isAlreadyLoaded variable.

return isAlreadyLoaded;

}catch (IOException e){

throw new AssertionError ("Exception: " + e.toString()):

/** Called when a class is being initialized. */

public static boolean isAlreadyLoaded (String name) {

try{

// First of all, we want to connect to the InitServer, which will
// inform us of the initialization status of this class.
Socket socket = new Socket (serverAddress, serverPort) ;
DataOutputStream out =

new DataOutputStream(socket.getOutputStream());

DataInputStream in =

new DataInputStream(socket.getInputStream());

// Ok, now send the serialized request to the InitServer.
out.writelInt (INITIALIZE CLASS};
out.writelInt (name.length()); // A 32bit length argument of
// the String name.
out.write (name.getBytes(), 0, name.length()); // The byte-
// encoded

// String name.

out.flush();

// Now wait for the reply.
int status = in.readInt(); // This is a blocking call. So we

// will wait until the remote side
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11 return 12 aloadj) 13 invokestatic #4 <Method | ong
currentTimeMIlis()> 16 putfield #5 <Field | ong

wo eovsgomap> 19 return ANNEXURE B7 Thi s excer pt PCFAUR®S/000580
source-code of Initdient, which queries an
“initialisation server” for th}e | n|t| 2alisation status
of the relevant class or obj ett ! |rrpor'f Java. | ang. *
; inport java.util. * ; inport java.net.*; inport java
.10 . *r pubtisc=chass{Initdient{ /** Protocol specific
val ues. *}(ropgtgt, iAgsJIitmllErﬁ,trati c int CLCSE = -1; publ ic

final stati, l\tﬁ QeneRUBLL G F Q8]S4 at| c int
2l ds
ACK = 1 I?ﬁ&"la Ve H&fw %tggt“?nc i r‘ﬁi!tq PRITAL Z ZE CLASS =

10; putillteclfu ﬁ%ﬁtuét 'FthE i nt I NITIALI ZE_OBIECT = 20;

[ ** | ni t Bervyearv AetSEREyEIr B knovn S5V AIFTRAl "stati c
String servestAcdt €SS reqyst Brieqyelt:Property

("I'ni tServer_network_address") ; public final static
int serverPort = Integer .parselnt (System get

Pr opert)/ ("I'nitServer network Port" X gbgf

gl obal //I ¥¥x&- 15579 18 caP7Gbj BETE™ (”Hhé?htoa%e tc%ungl 0

mappi ngsyrevioggubiticliketiabs-st ati ¢ Hasht abl e

hashCode Tafhobald.B.saimew; Hasht abl eG, / ** Cal | ed when a
object is being initialized. */ public static bool ean

o ool V6 Eha YoburFBL 12 Pof byt ' Tao i g

We use’h HeLthSREGARTA BB JBAHeaM*Bf‘deed thﬁtld F%b"% D =
( (1 nt egery nhevhCodeT o@ bl P Patgrethaf)r Fhen H’tl‘?/dts & reyay
try{ 7/, Nextq, Wea wan idr0-£apmecdd biwutdee lui¢.Server,

whi ch }}MOIIL% I []JAQEJQdyﬁ)aééd of c&hﬁ inptd aliszat LaR) st at us
of this object. Socket socket = new Socket

(server Address, serverPort) ; DataCutputStream out =
new Dat/aeiﬂsﬁLFtOS’tl reafioPeGERBt . get Qut put Stream ());

out.writeInt (CLOSE);
out.flush();
out.close();

in.close{();

socket.close() s // Make sure to close the socket.

// Return the value of the isAlreadyLoaded variable.

return isAlreadyLoaded;

}catch (IOException e)({
throw new AssertionError ("Exception: " + e.toString());

ANNEXURE B8
This excerpt is the source-code of InitServer, which receives an initialisation status

query by InitClient and in response returns the corresponding status.

import java.lang.*;
import java.util.¥;

import java.net.*;

78



Dat al nput Stream i n = new Dat al nput St ream ( socket
.getlnputStream ()); // Ok, now send the serialized
WO e@aasi2¢ o the I nitServer. PCT/AU2005/000580
out.witelnt(I N TIALI ZE OBJECT) ; out .witelnt
‘(gl obal ID),; out. flush () ; // Now wait for the
PR VATt status = in. readlnt (); // This is a
bl ocking call. So we // will wait until the renote
pwi e cldss Sendsreonetrheénegts Rinngkledt us == NACK) { throw
new AssertionError ( "Negative acknow edgenent.
Reauest..fai Led:fi)ivaelse i f (status != ACK) { throw
new Assfertll onkrror, s\nknoyn acknow edgenent: " +
sPHAS 3 SRy iest Tailed."); } // Next, read in a
32@ilic gigpineit i WAt A2~ t%e count of previous //
| pilialfizat bense innBCEeUNt = in. readlnt (); // If the
COMNt c isSnAquakid @nd mnrtthen: thhss ksiothe first //

initi.aldzation, . and henes i sAbi@adyloaded shoul d be
f &g’ 15Ill7lall% !(L)vveverl theZcT)unt is greater than 0 ,

t heh TEHPE S nﬁF‘“foé_léd')?}ue/s' ititialized, and thus
i slblieddydloatedc ShbuPE BTt 7 %W bool ean
i A readydoadedazz{tgountcarads.0*”? false : true) ; [/ [/

CLase-doun the:Eonnretiel iQRiNUEatibist €lnat 16 SLreSEE)) |
out. flush () ; out. close () ; in. close ( ) ; socket
.close (); / / Make sure t o, close the socket. / /
Rét LR Phe RNt B PREFSAIt eadyLoaded var i abl e
r erimahe iSsiet emd¥dtoadett’ } catch (1 OException e ) {
t heowrd @arAssertirentpigut{ttéscception: " + e . toString
(%x%@kehm%ﬂ%&ﬁsg%ELQQpMﬁeﬂm@;Class i S_being
initialized >/ public static boolean isA readylLoaded
( &FF9%hg hane) T

public static void main(Stringf(] s)

throws Exception{

System.out.println("InitServer_networkﬁaddress="
+ InetAddress.getLocalHost().getHostAddress());

System.out.println("InitServer_petwork_port=" + serverPort);

// Create a serversocket to accept incoming initialization operation

// connections.

ServerSocket serverSocket = new ServerSocket (serverPort):;

while (!Thread.interrupted()){

// Block until an incoming initialization operation connection.

Socket socket = serverSocket.accept();
// Create a new instance of InitServer to manage this

// initialization operation connection.

new Thread(new InitServer (socket)).start():
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try{ / / First of all, we want t o connect t o the
InitServer, which will / / informus of the
WO pdositedoeeat i on status of this class. Socket sPCkRaU2605/000580

new Socket (serverAddress, serverPort) ;

Dat aQut put St ream out = new Dat aCut put St ream (socket

getQutputStream () ) ; Datal nputStream i = ne

Dt at mpraStare afnt Eisd 1cethis gisy| %Eﬁegf?rea‘rﬁt?‘jce yHieH “efeséﬁr-"

now sebtkckheosepbaltied /r equest t o the Ini t Ser ver .

OUlfo1 s Mo 8L e (STl Al ZE_CLASS ) | out.writelnt

(namekJEength ()) : /| A32bit length argument of /

/ tRe"Strihg name. out. wite (nane.getBytes ( ) , 0,

name*¥! length ()); / / The byte- / / encoded /

Stri ngurRaTBtregt nevf PafaPpLpyESErean is - RRFRP FREET P B} f’he

r epl y.inputlst Sdadt-Usew=DataInpuesiceat(s (gefInpufsStieatiily | s a

bl OCkiarereQQU . 5301 MRAddréssW Iokbtnsaidaarkill; the renote

SI def t}slqugxc ms;lhl pg if (status == NACK) { throw
REServrs ! g |ve ackngvvl g% nent,-,

Requestthr‘f‘“hflfvbasse)rtl B8R F¥CPEYA us ! %% thr ow

newlAssertionError ("Unknown acknow edgenent: "

status + " . Request failed."); } // Next, read in a

S;b’J I Qr %&@E&Ey\’\‘ﬁé&he S.cdufiSy G.ﬁ)iﬂl:nﬁllaﬁtﬁohQ)péfatﬁ)dﬁeveqilasts and

intializations din Fnt*/count =in. readlnt () ; // If

t he SﬁelfHYeaccc’r ual”to 0 , then this is the first //

|nPktl|laI‘fP2°htrFIbﬁ{ and hence isAl readylLoaded shoul d be

false. // If however, the count is greater than O ,

then,this is already // |oaded, and thus

i SAl r eadyLoaded shoul d be true. bool ean

i sAl readyl.oaded 3 e , Il

d ose do fﬂ‘g‘aconnec I?pg?lmen%elf = &ﬁi} t%elntegeéy CLOSE), ;. out

eci alues

.flus h//( ).uegaélﬁonunqﬂdag'lée (l)lsted in the "protoco
// fields above.

int command = inputStream.readInt();

// Continue processing commands until a CLOSE operation.

while (command != CLOSE) {

if (command == INITIALIZE_CLASS) { // This is an
// INITIALIZE_CLASS

// operation.

// Read in a 32bit length field '17, and a String name for
// this class of length 'l'.

int length = inputStream.readInt();

byte[]l b = new byte[lengthl];

inputStream.read(b, O, b.length);

String className = new String(b, 0, length);

// Synchronize on the initializations table in order to

// ensure thread-safety.

synchronized (initializations){

// Locate the previous initializations entry for this

// class, if any.
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in. close () ; socket .close (); // Make sure to
cl ose the socket. // Return the value of the

w0 s0dsnemdey Loaded vari abl e, return i sAl readylLoaP&riAU2005/000580
}catch (I OException e ) { throw new AssertionError
("Exception: " + e .toStrin L ). ANNEXUE
Thi s excer pt FPE9CREEDUT c&” e@é%) b‘fl}tf 1il% arvers 3\%}1 T
receives an initialisation status query by I nitdient
and in respongeenetyurnsuiihe cor respondnngksivatdgss so
i mport Java. lang. * ; inport ,j ayéutdtdnk.dab1d WpOr &
java.net.*;inport java.io. *; t Server
i mpl enents Runnabl e{ /** Prot c/)ggpl:ﬂseg%oglhfﬁ%ger{}g}’ues */
public final static int CLOSE = -1; public final
static int NACKirtt{Rlizasdylsi ROt $heasNa8e APt TPTRES AR =
; public final static int I NITIALIZE CLASS = 10;
public final StﬁIE&miQ%ohNL&!é@&&ﬁggﬁﬁﬁﬁg%oZQauﬁE&w,

I nitServer net V\POiog ?_L ues L/he #QL‘A gf rQ\ﬂ.lousSt:LﬁItIJ.Qlle’Elons

serverPort = 20 |n|t|a |zat|f 5

records. */ pubf4 Effﬁhh%IClasafat PR Paith ) oS °F an unknown

initializations/Ackew Masheabl eQ /** Private

i nput / out put obpestscrdan. prtarat @cBocket socket = null;

private DataQut put,Stdeam Qutout S eam private

Dat al nput St ream i ng&ttga%e% r))rl vate String address;

public static vdid trln [ ] s) throws

Exception{ System out .println

("I nitServer netaor k_addr ess="/hinép AdHprgsclass, so update

.get Local Host (). get Host Addr es$ th} )couBy st enitieltzations.
.println ("InitServer_network_port=" + serverPort); //

Create a serversocke&zggoacc chms§9Q1ng
initialization OP&r&EtTON°TT PE0RNEC 1 ohs
new Integer(entry.intValue( )i

// Send a positive acknowledgement to InitClient,

// together with the count of previous initializtions
// of this class - which in this case of a known class
// must be the value of "entry.intValue()".
outputStream.writelnt (ACK) ;

outputStream.writeInt (entry.intValue());

outputStream. flush();

}else if (command == INITIALIZE OBJECT){ // This is an
// INITIALIZE_OBJECT

// operation.

// Read in the globalID of the object to be initialized.
int globalID = inputStream.readInt();

// Synchronize on the initializations table in order to

// ensure thread-safety.

synchronized (initializations){
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Server Socket server Socket new Server Socket

(serverPort) ; while (!Thread. interrupted ( ) ){ //
w@Bk@skoé i | an incoming initialization operat PONAU2005/000580

connection. Socket socket = serverSocket .accept ();

/'l Create a new instance of - InitServer to manage this

/1l initialization operation connection, new Thread(hew

| nit Server (go6ckette jhe, @tealfqus(l)nl‘%”ﬂ”@é%fg‘tsred‘éfﬁbrf°r this

Initialize thysopew, li isServer instance with

necessaryresqQuLees eL&ry Da%@t;wnmtiammhbrcs bavi(t Ser ver
(Socket s){ socket ut put Stream = new

Dat aCut put St r eai{ s "t tr&t put %qr eam( )); inputStream =
new Dat al nput Strean(s getlnputStream( )); address = s

. get | net Addr ess(ep}rvget e Addresgsis(}s ap wakRgn object so
(I CException e ) { throw new Asseddte ginErgabye with a

("Exception: " + e .toString ()korsgonkiny dricyp. code
body. Decode incoming initialization operation
requests and execute accordingly. ublic void run
O{ try{ /1 A +¢Eitaideorsr By %ﬁﬁ%ﬁgé%}%s”@?but
integers. // Legahmcémwaﬂﬁé)are listed in the
"protocol specific values" // fields above. int

conmand = | npUtlst &AM p()%@glrengc]&jlwleééemgmﬁ:b Nde:client,

processing co S ] n 3 LL8 zations
sttt Y Eg g{e%hefx Ylta o c = efﬁ?;ﬁ% o Z}éﬂ L8 at

{ // This is an// Pt IRETPRISFYE W%E?xgs F spet &t i ‘S‘?gw“
Read in a 32bit//4 ength mbgebe 0.1', and a String narre
for // this cl a&&p@JStlc&mg.txhlteIl’c(Ack)nt | ength =

nput Stream 1 egel o (d.n JXtELL P, = new byte [1ength
; inputStream read ‘enth) String

cl assName = newSFPH) @ea(“bfluf)h “l'ength): // Synchronize

on the initializations table in order to
}else{ // This is a known object so update the

// count of initializations.

initializations.put(new Integer{globallD),

new Integer(entry.intValue() + 1}));

// Send a positive acknowledgement to InitClient,

// together with the count of previous initializations
// of this object - which in this case of a known

// object must be value "entry.intvalue()".
outputStream.writeInt (ACK);
outputStream.writeInt(entry.intValue());

outputStream. flush()};

lelse{ // Unknown command.
throw new AssertionError(

"Unknown command. Operation failed."):
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/'l ensure thread-safety, synchronized
(initializations) { // Locate the previous

WO pdositedoeeat i ons entry for this // class, if PCT/AU2005/000580
any.Integer entry = (Integer) initializations . get
(classl\larreg; I T (entry == null) { / / This i s an
unknown ¢l 8%% §pthe Pe’i}péoé‘f“%ndt'he table with a / /
cor r espofriipeng errpyESticar eediPzdr i ons . put (cl assNane,
new I nteger (1)); / / Send a positive acknow edgenent
t olnitCdient, / / together with the count of
previous initializations / / of this class - which i n
this case of an unknown / / class nust be O.
out gatishr EAmAM It B11nt (ACK) ; outputStream writel nt
(0) ; outposSRemamonEingsHERgertiope|"sefe-Fotrinily /i s a
knowmi:chass, so update / / the count of
initiallzations. initializations .put (classNane, new
I nt eger f ry. intVal.ue T ; / Send a
posi ti ve gg&‘how gawnérréelr?tanu% %hlis nqllo%g(ﬁcit{eoﬁlf, | | together
Wi th t heotBut =& pPré¥ious initializtions / / of this
cl ass - whipetptirean-¢iorslcase of a known class / / nust
be the valgueswatan.endsey).; i nt Val ue ()".
out put St ggam wiidel nt (ACK) ; outputStream witel nt
(entry. 1 ntValue ) ; outputStream flush () ; }
lel se feape X%rﬁ%aﬁée:t%2|N| TIALI ZE OBJECT) { / / This i
s an / [/ H{ANETISARKPERSOBIECT / / operation. / / Read i n
the global ID of the object t o be initialized, int
gl obal } DeazpkfputsSkreamenteadl nt () ; / / Synchronize
on the,jpidsh Al zatians table i n order t o/ / ensure
t hr ead- saf ety, syn ironi zed (initializations) {/ /
Locat e"PRE“SF&VT SUs /i nitial i zations entry for this / /
obj ect sockef =giyli | nteger entry = (I nteger)
initializations .get ( new Integer (globallD) ) ;

}

ANNEXURE B9

This excerpt is the source-code of the example application used in the before/after

examples of Annexure B.

import java.lang.*;
public class example{

/** Shared static field. */

public static example currentExample;

/** Shared instance field. */

public long timestamp;

/** Static intializer. (clinit) */

static{

currentExample = new example();
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i f (entry == null) { / [/ This i s an unknown obj ect

so / [/ update the table with a / / correspondi ng
we@niosgo3eai ti al i zati ons . put (new | nteger (gl obet/AD005/000580
new Integer (1) ) ; / / Send a positive

acknow edgenent t o InitCient, / / together with the
count of previous initializations / / of this object -
which i n this case of an unknown / / object mnust be

0. outputStreamwitelnt (ACK) ; outputStreamwitelnt

(99* xnsceyrtagu;&uﬁa@ fdiwgh/() ; Yelse{ / / Thisi s a

t .So updat e the / / count of
%\Qm%lef(izga 0?15 initializations .put (new Integer

(gIobaIID) , new Integer (entry. i nt Val ue () +1)): [/
| Semksaanposisysiea - aekmeMredgeéidnt t o Initdient, / /
together with the count of previous initializations /
/[ ,of this object - which i n this case of a known / /
obj ect must be value "entry . intValue ()".

output Streamwitelnt (ACK) ; outputStreamwitelnt
(entry. intValue ( ) ) ; outputstream. flush () ;
t}else{ / / Unknown command throw new AssertionError (

"Unknown command. Oper aNN®XURE/R®. "); }// Read in the
nd corrmand = 1nputStream readlnt ();

l%t . . . .
1)18 E%‘E‘GEB 6 X o.ur —co%e of éP{Ll?) AC WWh}ﬁftﬁg ﬂ‘%!l}@/%twln/as it is
bé&th®Sdatied. down. CI eanup this connect| on. out put Stream

I ush ﬁ)( ou putStream close () ; inputStream close
Kgf; G cI ose (); }catch (Throwable t ) {

import java net. *

public class InitLoader extends URLClassLoader{

public InitlLoader (URL[] urls){
super (urls);

}

protected Class findClass(String name)
throws ClassNotFoundException({

ClassFile cf = null;

try{
BufferedInputStream in = new
BufferedInputStream(flndResource(name replace('.",
1/1) .concat (".class")) .openStream());

cf = new ClassFile({in):;

}catch (Exception e){throw new ClassNotFoundException(e.toString()):}
for (int i=0; i<cf.methods_count; i++){

// Find the <clinit> method_info struct.

String methodName = cf.constant_pool|
cf.methods[i].name_index].toString();

if (!methodName.equals{"<clinit>")){
continue;

}

// Now find the Code attribute for the <clinit> method.
for (int j=0; j<cf. methods[i]. attributes_count; J++) {
if (!(cf.methods([i].attributes[]] instanceof Code_attribute))

continue;

Code_attribute ca = (Code_attribute)
cf.methods[i].attributes{jl;
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t .printStackTrace (); } // Garbage these references.
outputStream = null; inputStream= null; socket =
woi0s/10392¢ ANNEXURE B9 This excerpt is the sSouPCBAURME000580
of the exanple applicati on used in the bef ore/ after
exanpl es, of Annexur e B. java.lang *:;  public
Eﬁ ’Cﬁq]l[%

class exdnplia) | coﬁ?ﬁﬁ@? [I ownhgyl / public
static eg{@ r&y&crp?(HaE&ﬂHp 08;cohd?, Bhas eddd.nstsance
field. *¢a. pm&al+@o¢1e@mg timestanp; /** Static

|nt|aI|zer (clinit) */ static _enEExan'pIe = new
en a onstant

exarrpl e é ﬁf /Qn’ipiqf?sreinéae 1}1&; E@EJ} ég 6£>JUlt ])eng’éh+fl)}«|;b| ic

exanpl e ysi 4a i ac[fpcons%ﬁst;em ourcgendbTi meM | | i

(); ANNEXURECB.ha(Baﬂmpbd_loaajaethJ ava This excerpt is the

sour ce- codeowtarltnpol cader’, \Nhl ch nodifies an

appl i cat FoRogEa TP~ ciﬁ’ei“hg I'daded. inport java.lang.*

i mport j avaod Qad itnd FRQkLnd BMA. NRhs For PbdHel thset@ssons,
slaptigoader extends URLC assLoader{ public InitLoader

(URL [ ]/4mith ;{%svper (urls) rot ect.ed Ss

findd as%ON(SgtN)FJ- Ifattl Hr oRe é) S%}s\%egfou%d 2(ept| on{

a as?@okﬁAﬁ CIas@u:Hfo fr y({nstant _pool[ct. this_class]) .name _index);
ct. constant_ _pool[ct. constant_pool. length- 7] = csi;

// Now add the UTF for class.
CONSTANT Utf8_info ul = new CONSTANT Utf8 1nfo("In1tCllent")'
cf.constant pool[cf constant_pool. length 6] = ul;

// Now add the CLASS for the previous UTF.
CONSTANT Class_info cl =

new CONSTANT Class_info(cf.constant _pool.length-6);
cf.constant pool[cf constant _pool.length-5] = cl;

// Next add the first UTF for NameAndType.
ul = new CONSTANT UtfS8 1nfo("1sAlreadyLoaded")'
cf.constant_pool[cf constant_pool length-4] = ul;

// Next add the second UTF for NameAndType.
ul = new CONSTANT Utf8 1nfo("(Ljava/lang/Str1ng Ya");
cf.constant_pool[cf constant_pool length-3] = ul;

// Next add the NameAndType for the previous two UTFs.
CONSTANT NameAndType_info nl = new CONSTANT NameAndType_. info(
cf.constant_pool.length-4, cf.constant_pool.length-3);

cf.constant_pool[cf.constant_pool. length-2] = nl;

// Next add the Methodref for the previous CLASS and

NameAndType.

CONSTANT Methodref_. info ml = new CONSTANT Methodref_. info(

cf.constant pool length-5, cf.constant pool length 2);

cf.constant_pool[cf.constant _pool.length-1] = ml;

// Now with that done, add the instructions into the code,
starting

// with LDC.

ca.code[0] = new byte[3]:

ca.code[0][0] = (byte) 19;

ca.code[0]1[1] = (byte) ({{cf.constant_pool.length-7) >> 8) &
Ox£ff);

ca.code[0]1[2] = (byte) ((cf.constant_pool.length-7) & 0xf£);

// Now Add the INVOKESTATIC instruction.

ca.code[1l] = new byte[3];

ca.code[11[0] = (byte) 184;

ca.code[1]1[1] = (byte) (((cf.constant_pool.length-1) >> 8) &
0xff);

ca.code([1][2]

{byte) ((cf.constant_pool.length-1) & Ox£ff);

// Next add the IFEQ instruction.
ca.code[2] = new byte[3]:;
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Buf feredl nputStreamin = new Buf
feredl nput Strean(fi ndResource (nane. replace ('.', '/’
WO 2e06nexee (". class") ).openStream() ); cf = neRCT/AU2005/000580
ClassFile (in) ; }catch (Exception e ) {throw new
Cl assNot FoundExce tiaon . toStr| ng ()); } for (int
i =0; i<cf? ?ﬁétﬁﬁé@?_jcgﬁé) d# 8 8{ fog nd the <clinit>
met hod |Jif90c§f{f]q§ VELNGs TEbTert = cf
. const ant _pool cf .nethods [i] nams _i ndex]

.toStri ntj €J)na13ryfr {ddn’éteh%:“é“ﬂﬁhéns"éw}é‘l’% ("<clinit>") ){
conti nues? ?S]I}lgr‘ief’ §Si'hb, Code_attribute for the
<cli ni t >t hod (|ntJ—; j<cf .nethods [i]
.attributesasountjcrenen)y ghej ong_ LENC(T@fandn?@tPWEE_[LFIIGTH

vala¢st-ri but eg |gnst anceof Code_attribute) ) continue;
Code_attftd e.attribute) cf .methods [i]

cattri bufesié Te@f Jienél rgt_]:élshlft t he code[] down by 4
|nstruct| ons. byte[] [ ] code2 = new byte [ca. code.

l ength+4] []; System arraycopy (ca . code, 0, code2,
4, ca. code. length) ; ca.code = code2; / / Then
enl arge the constant _pool by 7 itens. cp_info[] cpi =

newwep i nfo [cf . constant pool o engt h+7] ; Syst em
arraycopy (cf. constant oo ;% o tgt Q)
. const&ie aﬁé@““f%‘i’?@’f Ky® = Byt&% &Y ﬁﬁ%u S cpi: ¢

f . coHsPEAtBEEHI""tount += 7; / | Now add the const ant
pool i}ReHEH f)O:l‘oﬁﬂ"lE&S,rtéH}Shf uet i ons, starting / / wth
String. CONSTANT String_info csi = new

CONSTANTuSY PeiigeGiafonmer k(Ch\l%ﬁﬁRﬁth@ ass_info) cf .
constant po pt[grfe)‘thls class] ) .nane_index) ; cf .

onsgqﬁgm@@ xri&ek (); constant _pool. length-7] csi; [ [/
Now adthrbxh@e@'ﬁEa#s@ptF@hrai@sceP@@\lsfﬁANT - Utf8 info ul = new
CONSTANT _t f 8 info ("InitCient") ; cf .

cgnst ant _pool [cf . constant _pool . length-6] ul; / /
Now add the CLASS for the previous UTF.
}CONSTANT_Cl ass_info cl =

Annexure C

Cl. TYPICAL PRIOR ART FINALIZATION FOR A SINGLE MACHINE:

Method finalize()

0 getstatic #9 <Field java.io.PrintStream out>

3 1dc #24 <Siring "Deleted...">

5 invokevirtual #16 <Method void println(java.lang.String)>

8 return
C2. PREFERRED FINALIZATION FOR MULTIPLE MACHINES

Method finalize()

0 invokestatic #3 <Method boolean isLastReference()>

3 ifne 7

6 return

7 getstatic #9 <Field java.io.PrintStream out>

10 1dc #24 <String "Deleted...">

12 invokevirtual #16 <Method void println(java.lang.String)>

15 return
C3. PREFERRED FINALIZATION FOR MULTIPLE MACHINES (Alternative)

Method finalize()

0 aload_0
1 invokestatic #3 <Method boolean isLastReference(java.lang.Object)>
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new CONSTANT_Cl ass_info (cf . constant_pool
| ength-6) ; cf .constant_pool [cf .
W@ o0vsi163926 pool . I ength-5] = cl; / / Next add theCT/ADS105/000580
UTF for NaneAndType. ul new
CONSTANT Ut f8 info("isAl readyLoaded") ; c f
. conkifue8 pool [cf . constant _pool . length-4] = ul; /
| Nekretacl t he second UTF for NanmeAndType. ul = new
CONSY ddtatit #8 <Fieldjave i . BruatSireargo8tr i ng; ) 2") ; cf

. conpt RIBt2peskrijecDeletednst ant _pool . length-3] = ul; /
/ Net@ irR ke MageAdoDeoid printilGavprieng. StrisgPwo OTFs.
nmeAndType_info nl = new

CO\ISTAI\IT _NameAndType_i angm(_:X&efC4 const ant _pool .
lnlp§£1c9§£ba41an§f* constant _pool. Tength-3) ; cf
constant _pool [cf . constant_pool.length-2] = nl; / /
Next add the Methodref for the previous CLASS and
PAHe ARTTYTE™ *CONSTANT_Met hodref _info m = new
CONSTANT _Met hodref _info ( ¢ f .constant_pool .| ength-5,
c /¥+ riGODSt adthogo®) . | engt h-2) ; c¢f . constant_pool
[gf.-om@eg%aa%am% . 180§ Bnblaszend ; / / Now with that
done, add the |nstruct|ons into the code startlng / /
w th LDC. ca.code [0] = new byte % ca, cod%LOJd
(byt/é) "Ppdeteg g - Ed&epl[le}ed[ Y “ihe{b"ﬁ 1°F ™™
con&d;vamn . pooprinting Ryl eted). ") 8) & O(ff ) ; ca.code[ 0]
[ 2] (byte) ( (cf. constant_pool .length-7) & Oxff);
I/ Now Add the | NVOKESTATI C instruction. ca.code[l]
='new byte [3]; ca.code[l] [0] = (byte) 184;
Yca.code[l] [1] = (byte) ( ( (cf. constant_pool .
| ength-1) " 8) &Oxff) ;Anpexureded | ] [2] = (byte) (
ifroft Gevestanwt *pool .length-1) & Oxff ) ; / / Next add
ibdder BERQutnsty ucti on, ca.code [2] = new byte [3]
lmp%@tfjgdaenLQL [0] = (byte) 153; ca.code [2] [1] =
AEX §4 h 8) &Oxff ) ; ca.code [2] [2] = (byte)
¢ &j@?fl ¢/ | Finally, add the RETURN instruction.
ca.code [3] = new byte [I] ; ca.code [3] [Q = (byte)
plAZ¢ class FinalClient({

/** Protocol specific values. */

public final static int CLOSE = -1;

public final static int NACK = 0;

public final static int ACK = 1;

public final static int FINALIZE_OBJECT = 10;

/** FinalServer network values. */

public final static String serverAddress =
System.getProperty("FinalServer_network_address");

public final static int serverPort =

Integer.parseInt(System.getProperty(“FinalServer_network_port"));
/** Table of global ID's for local objects. (hashcode-to—-glcballD
mappings) */

public final static Hashtable hashCodeToGloballD = new Hashtable();

/** Called when a object is being finalized. */

public static boolean isLastReference (Object o) {
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/| | Lastly, increnent the CODE_LENGIH and

ATTRI BUTE_LENGTH val ues . ca. code_|length += 10; ca.
wa@edaositeee | ength += 10; } } try { PCT/AU2005/000580

Byt eArrayQut put Stream out = new Byt eArrayQut put Stream

(); cf. serialize (out) ; byte[] b = out toByteArray

(); return def ineC ass (nane, b , | engt h)

} cat/éFiEEx e& it offe @efd {Fo greslvp rFthStgéE‘?@T‘F%cFér cf?e%r"ow

new /Zl ®sadNet foud dEx cepthhgodatadiepaliDltabld. Annexure C

Cl. ;TYRhGAL: PR OR.ARI:FLNALIZAIEN 1R A 0B NetE1ue ()
MACHI NE: Method finalizeO O getstatic #9 <Field

java.io.PrintStreamout> 3 |dc #24 <String "Del eted.

M> 5 ¥nhvokevirtual #16 <Method void
println(java.lang.String)> 8 return C2. PREFERRED

FI NAL| ZARON weGrnMiloTéRhéct MACHRNES aMetriied  Fiilialviide (ptom
' nvoke,s,t al io¢ #3 shetihod haeleand sliasdReder enceO> 3

i fne 7 ﬁr et ur n 7 ge%t §$c§£é (g ﬁ%rl‘fcigl:e%l d serverPort) ;
j ava. i & B RTStr eam out > 10 1dc #24 <String

"Del et ¥Fa0utPUEItEFM jokevi rt ual #16 <Met hod voi d

pri nt | n( peaw BataqripuSttrparg Joskes 9p L Y S 8™ (PREFERRED

FI NAL| AT bk Fe@RuVUL Fl Ry B NGk NES: afn M oot gg HIymdt Stream () ) 7
Met hod finalize() O aloadj) 1 invokestatic #3 <Method

bool eap, |,5Las} Rel.LLNESLLAY: LaRds b 66L)fadst AR 7
out.writeInt (FINALIZE_ OBJECT) ;

out.writelInt (globallD);
out.flush();

// Now wait for the reply.
int status = in.readInt(); // This is a blocking call. So we

// will wait until the remote side

// sends something.

if (status == NACK) {
throw new AssertionError(
"Negative acknowledgement. Request failed.");
}else if (status != ACK){
throw new AssertionError ("Unknown acknowledgement:

+ status + ". Request failed.");

// Next, read in a 32bit argument which is the count of the
// remaining finalizations

int count = in.readInt():;

// If the count is equal to 1, then this is the last finalization,
// and hence isLastReference should be true.

// If however, the count is greater than 1, then this is not the
// last finalization, and thus islLastReference should be false.

boolean isLastReference = (count == 1 ? true : false);

// Close down the connection.

out.writeInt (CLOSE):;
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8 getstatic #9 <Field java.io.PrintStreamout> 11 |dc
#24 <String "Deleted..."> 13 invokevirtual #16 <Method
wa@ od0d/1p9eat i ng ava. |l ang. String)> 16 return AnnNBKIIAE2004/000580
i mport Java. lang. * ; public class exanple { /**
Finalize nmethod. */ protected void finalize ( ) throws
Thr oweBF ¢ 990 " Del eted. .. " is printed out when this
obj ectouk slgaibaged. System out. printlnC Deleted. .."
) ; } ih.Aneexure C5 inport Java. lang. * ; inport
java.util .* ; inport java .net .* ; inport java.io.*;
public c]ass Finaldient * % t.oc [N oy
val uess.océe/t'f)lﬁf)‘f{}é final é/t aticc L|{r(f%ttQ)CgL)J!C%%EIOCEQ-si); public
final static int NACK = 0 ; public final static int
ACK = /I Retpublthe vijunadf SteatilesiRqieEPIArIT1Z2E0B JECT
10; [/ *ZchinnadiSermeedrenet; wor k val ues. */ public final
static String server Address = System getProperty
(" Final %e{lv r ngtomn)er)k_addr ess") ; public final static
i nt '§&FVerBoITTE 0T it eger .par selnt (System .,
get Pr opept o ARIHEIEr0al FREPHOPK port *§°o Y kY Tabl e
of global ID S for |ocal objects.
(hashcode-to-gl obal | D mappi ngs) */ public final static
, Hasht abl e hashCodeTod obal I D = new Hashtable (); /**
Cal |l ed when a object is peing finalized. */ public
static bool ean isLast Refé%?ﬁ@@—(&bj ect o) {// First
ifor@khva. W@gNeed to resolve the global ID for object O1
19, do.this we use the hashCodeTod obal I D table.
. fobal 1D = ((I'nteger) hashCodeTod obal ID. get (0)
inporh -8 (5; try{ // Next, we want to connect to the
ifdopliSer-dyer; which will inform

sncel 3

public class FinalServer implements Runnable{

/** Protocol specific values */

public final static int CLOSE = -1;

public final static int NACK = 0;

public final static int ACK = 1;

public final static int FINALIZE_OBJECT = 10;

/** FinalServer network values. */

public final static int serverPort = 20001;

/** Table of finalization records. */

public final static Hashtable finalizations = new Hashtable():

/** Private input/output objects. */
private Socket socket = null;

private DataOutputStream outputStream;
private DataInputStream inputStream;

private String address;

public static void main(String[] s)

throws Exception{

System.out.println("FinalServer_network_address="
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/1l us of the finalization status of this object.
Socket socket = new Socket (serverAddress, serverPort)
WO 200at18092¢ put St r eam out = new Dat aCut put St r eanPCEHATR@®E/000580
.getQut put Strean( )); Datal nput Streamin = new
Dat al nput Stream gsockelt . I{JS%A Lream (}) Il K,
now sentFEAEEET PRI ed T g i8st° {he P nal Server .
out Sysheirtaak rﬁréntPPNALPalefVGBHSEGT)‘ Porigit* SHEICERIhYY
(globalID) ; out. flush (); // Now wait for the reply.
i nt /std%E$B% a‘sgfherg&ﬁigu Rb a@capt;in@bmiﬁbiﬂﬁi&ﬂilftabidﬁCéﬁeﬂgﬁion

cal | Sonewg // wll wait until the rermte side //
send/s SO h if (status == NAC}§ r OW.
AsséFf‘ieéi?‘FElk?’i)rse‘("e‘Wéé%ﬁ T VE" koW 6 geen]évﬁ ﬁgquest
failed."); }else if (status '— ACK) { throw new
Ass%iﬂeonﬁhf@rd.idkhkﬂcan) yacknowl edgenent: " + status +

" . Request failed."); } // Next, read in a 32bit

argument whj ch.is_the count qf D104 o SR Alhneotion.
flnall);a?lolﬁs it “count. = ?Iﬁl ?lea E nt OED); Il Ifmtechéon

count Josk¥geeAket & TR %ptlé the | ast
finalization, // and hence islLastReference should be
true. // cldathowesernstifte Couitsdrsegreateroetthan 1 |
.thE” :}F‘{ f§'nlt§aﬂ19£tlw% é]!agm?&onfflé&a&ﬂ ZE\tl on, and thus

i sLast Ref erence shou e an
isLastrﬁef gqrrg?]céew_ inal erver ( glf%g Q%Q 8 £ al se) oy
Cl ose down the connecti on, out . vvrltel nt (CLOSE) ;out.
flush () ; out. close () ; in. close ( ) ; socket.
close () ; // Make sure to close the socket. //
Return the value o f the isLastReference variabl e,
return i sLast Reference; }catch (I OException e ) {0

t hrow new AssertionError ("Exception: " + e % ng
()/Y* qpnstructor Initialize this new FinalServer instance w1t nece sary

resources for operation. */
public FinalServer (Socket s){
socket = s;

try{
outputStream = new DataOutputStream(s.getOutputStream()):

inputStream = new DataInputStream(s.getInputStream());
address = s.getInetAddress().getHostAddress();
}catch (IOException e){

throw new AssertionError("Exception: " + e.toString()):

}

/** Main code body. Decode incoming finalization operation requests and

execute accordingly. */

public void run() {

tryl

// All commands are implemented as 32bit integers.

// Legal commands are listed in the "protocol specific values”

// fields above.

int command = inputStream.readInt();
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} } Annexure C6 inport Java. lang. * ; inport
java.util .* ; inport java.net.*; inport java.io.?¥*;
w@ebsilesses ass Fi nal Server inpl ements Runnabl e{P¢T/AU2005/000580

Protocol specific values */ public final st ati c int
CLOSE = -1; public final static int gK 0., public
final /<tSPFEUP RECKERY =BT EE £i RETT SEHETE nt
FI NALIvhZEe OBmIECT!=CATE) §{ ** Fi nal Server network
values. */ public final static int serverPort = 20001;
[** Tabl & Qcduniddnal rzabiAnoseennds. */ pubhi<ifianal
static Hashtable finalizafions = new Ha /ht,ﬁgh%)@mé
Private input/output objects. */ prlvat/e Socket soc et
= null; private DataQut put Stream out put’& PEAAT°Br i vat e
Dat al nput Stream i nput Stream private String address;
public staty Geydiifl diBIJ1oaSt W ioAGhE dojset) td he Gisalized.
Except i on{ 1@%5%1@“t1npﬁ%k%lﬂ Nteadint () ;
(" Fi nal Server _networ k_addr ess="+ I net Addr ess

. get Local Host () get Host Addr ess 2_

println (7EiSvafhseriveron et %?Jr(lzﬁ‘iﬂ"t‘ ta}grlesjelt \?e‘?eﬁo"r jrenre
| | Create/a wesadesgonket t o accept incom ng
initializakiQa-apesattoniizaticeonnecti ons. Server Socket
server Socket = new Server Socket (serverPort) ; while (
[Thread. inte ted ek un
i nconi ng i nit |/a1‘ 9%k |t1§)n%’ e)Vl%uast fl&ﬁﬁczgnr%?:tefq%!n §%oc et
socket = ser verSgeket 1€ at:ibept (); / | Create a new
i nstance of I|mikédserangry t @nneama@élrtahi@t#on/s-get(
initialization gpefaktiangeaanect;i on. new Thread (new
Fi nal Server (socket) ) . start (); /** Constructor.
Initialize this new Fi nal Server i nstance with
necessary resguf¢es for® os ration. */ public
Fi nal Ser ver (SOErR:@tJ n§W)AS{ertlonError("Unknown object.");

}else if (entry.intvValue() < 1)/{

throw new AssertionError("Invalid count.");
}else if (entry.intValue() == 1){ // Count of 1 means
// this is the last
// reference, hence

// remove from table.

finalizations.remove (new Integer(globallD));

// Send a positive acknowledgement to FinalClient,
// together with the count of remaining references -
// which in this case is 1.
outputStream.writelInt (ACK);
outputStream.writeInt(1l);

outputStream.flush(};

}else{ // This is not the last remaining

// reference, as count is greater than 1.

// Decrement count by 1.

finalizations.put (new Integer(globallD),

new Integer(entry.intValue() - 1))
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socket = s ; try{ outputStream = new
Dat aQut put Strean(s . get qutputstrean( ) )

WO pati@oeeam = new Dat al nput Strean(s . get| nputB@T/AHm(OS/poosso
) ; address = s . getl netAddress ( ) .getHost Address
oot ot PTiGRE R ys g g 28k @%{xﬁgs%mmor

(" Excepti on: SR code

body. Decode i r{efo“rﬁgﬁ‘@’eflwﬁélr EHACP B UpEFatteh TEHUTRS s
and execut e accdridiingbyect/- phidhi & vigisdeasarpf(yust kt‘er‘ya{lu?
[ Al'l commands arentfphevenieed.as 32bit integers. / /

Legal commands o@g&tgégg@%m@ngn& ;prot ocol speci fic
values" / [/ fields above cO nd mm:tStream

readlnt ();// CSRRY ﬁbrea’brw&:té%%t ng omtvalas until a
CLOSE oper at i orPetritiF¥reat-dowmiralid | = CLOSE) { if
(command == FINALI ZE OB JECT) { // This is a [/l
FINALI ZE OB,JECT // operation. // Read in the

gl obal I D of the object to be finalized, int globallD =
inputStream readlnt (); // Synchronize on the
finalizatiéns table in order to ensure //

t hread-safety, synchronized (finalizations) { //
Locat e thaserevi ous/f vnabwzatirens entry for this //

obj ect, if . any. nhi888hi.eRtsy = (I nteger)

finalizati ons,. get new, | pt egear (4l qhall. D) ; if
(entry == nul IU?]g‘f %?mén\ii\t/n%eg\%eAssertl onError ( Unknown

object."); }else if (entry. intvValue () <1) { throw
new AssertionError ("Invalid count."); }else if
(entry. yneMal we the hem=cdmpnd. // Count of 1 means //

this is the.d@stablcstaher,ene8: ohence // renmove from
t abl e.

}catch (Exception e)({
throw new AssertionError("Exception: " + e.toString()):
}finally{
try{
// Closing down. Cleanup this connection.
outputStream. flush();
outputStream.close();
inputStream.close();
socket.close();
}catch (Throwable t){
t.printStackTrace();
}
// Garbage these references.
cutputStream = null;
inputStream = null;

socket = null;

ANNEXURE C7
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finalizations .renove (new Integer (globallD) ); //

Send a positive acknow edgenent to FinalCient, //

Wo ogstiomee W t h t he count of remaining referencBGT/AUL005/000580
which in this case is 1 . outputStreamwitelnt (ACK)

; outputStreamwitelnt (1) ; outputStream flush ();
Fimallsex{detjavehi s is not the last remaining // reference,
ThiS egaupttis tlse Wusatede bhiBimal.oaddr/ WD@&JHN@%GS aoapplicgjongas it is
bf'i ng)l@i zations. put (new Integer (globallD) , new
¢ipg kgded-(entry. intvValue () - 1)):/ / Send a positive
imeknemedgenrent t o FinalCient, / / together with the
ipountawfig-gmai ning references t o/ / this object -
ingRFcRY2 Bt hi s case of nust be value / /
ot LYads Y21 1ME4d Y- o QUi RUERSET R81BaMEA(t €l Nt (ACK)
outputStreamwitelnt (entry. intValue () ) ;
owtiput Stindamdek [WRsH (31s){}el se{ / / Unknown comrand,

t hr GWPHeWAssertionError ( "Unknown command. Operation
fa\iled."); } /' / Read i n the next command, command =
| ppatStdaeanss reeadth ads (Dringd eatech (Exception e ) { throw
ne??%ssﬁlerﬁ'{NgrﬁEpn@fce;p‘t?@éepti on:. " + e . toString () )

; i.nal_| ry ) osi ng down. C eanup this
conncééile&)%e C%Jt%)ul}tlStream f?ush () . out pﬁtStream
closey() ; inputStream close () ; socket. close ( ) ;
}catcth(fTénregWaEbt%ream) if =t . print St aeckTgace (Cfe(; B
Gar bage {18 ergrRnEs: GHBGSHydat =K1

cf = new ClassFile(in);
}catch (Exception e){throw new ClassNotFoundException (e.toString()) i}
for {(int i=0; i<cf.methods_count; i++){

// Find the finalize method_info struct.

String methodName = cf.constant_pool|
cf.methods[i].name index].toString();

if (!methodName.equals("finalize")){
continue;

}

// Now find the Code attribute for the finalize method.
for (int j=0; j<cf.methods[i].attributes_count; J++) {
if (!(cf.methods[i].attributes(j] instanceof Code_attribute))
continue;

Code_attribute ca = (Code_attribute)
cf.methods[i].attributes{jl;

// First, shift the code[] down by 4 instructions.
byte[]l[] code2 = new byte[ca.code.length+4] [];
System.arraycopy(ca.code, 0, codeZ, 4, ca.code.length);
ca.code = code2;

// Then enlarge the constant_pool by 6 items.

cp_info(} cpl = new cp_info[cf.constant_pool.length+6];

System.arraycopy (cf.constant_pool, 0, cpi, 0,
cf.constant_pool.length);

cf.constant_pool = cpi;

cf.constant pool count += 6;

// Wow add the UTF for class.
CONSTANT_Utf8_info ul = new CONSTANT Utf8_info("FinalClient"):/

cf.constant_pool [cf.constant_pool.length-6] = ul;
// Now add the CLASS for the previous UTF.

CONSTANT Class_info cl =
new CONSTANT_Class_info(cf.constant_pool.length—6);
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I nput Stream = null; socket null; ANNEXURE

C7Fi nal Loader.java This excerpt is the source-code of
wao-revalibwasler, which nodi fies an applicati on asPCT/AUZ005/000580

bei ng | oaded. inport java Iang *; inport java.io.*;

import java .n as oader ext ends
URLO assi’o %°d‘é?a{“tp%q8H& “St E °812rl ey LIT[ % rl's) {
super (ur/ 8d«t;adh §f0tiet @JdF Ghbassndrhamtd.ass (St ri ng
nane) t hriowseC cassiigt Potmdied EptisohR{i=CrgsSFi |l e cf =
nul | ; trof CCB‘GFanfteI?Q?éﬂﬁp‘Eﬁ“S’fa}“éé’ﬁP]r WA BUY
fer ed| npyt g; (fJ ndResow ¢& (DaRRrysepl ace (., '/
").concal; Lhew §ﬁN')‘ Ok cOPENSE (e 1anYy /0bgEcts) FTew
Cd assFi | &. ¢¢rr3):axxt §®&tc¢:ﬁhc<{n§t@l@p{<>pbﬁe@t)1 Pt hirdwv new

C assNot FoundExce tion r%T f’mﬁs i}fgrm@g_nt
i1 =0; | <C E?ﬁggmﬁ 3t ansl /co thenddrsd b2m (
met hod_i an Or SbEdi6he pSHI. lLJh@tH’FBt dNag®ne pool.length-3);

cf . const @ntorpoalt_poagfct. ntetsh@dspopi ]lenfﬁan%é Fﬁ’dex]
.toStrin ; als (. i e") ){

Lcont Fnuezq / §e’7t/ a‘ﬁoé\?‘? ?“%t8°$ é)t %utdé o%rét he
I'na YzeCdﬁﬁﬁﬂ@d\ietfx&:ﬁ:ef i1 Rfo jan ndw@ﬂSTthhﬁﬁ@réﬂ ]lnfO
.attri but esz cotdikpt joseh). 1¢ngkf-5¢ df.{opbtanpeonbdsngthi?)
_at t ri butesofsitalt_perd{ efneenstartoRpe’ AEPFBL 8)7Y)

COI’]t I nue// 9°de 8}} ]E:IIE)I bcl.'i'lotng %@d "Ehé QQ&%m?JlEI{sJ E?Ilrlgoe%hecéode,

stal;_rgltFods [| ut es . [l First, shift the
code[] do)mlhyméb [ nstructl ons byte[] [ ] code2 = new

byte [caca-codhd0] |=erryt System arraycopy (ca.

code, 0 ¢ 66‘8-’5!9”031 “&"éce %de l ength) ; ca .code =
code? ; ,, yow add the INVOKESTATIC instruction.
ca.code[l] = new bytel[3];
ca.code[1][0] = (byte) 184;
ca.code[1][1] = (byte) {((cf.constant_pool.length-1) >> 8) &
Oxff);
ca.code[1]{2] = (byte) ((cf.constant _pool.length-1} & 0xff);
// Next add the IFNE instruction.
ca.code[2] = new bytel3];
ca.code[2][0] = (byte) 154;
ca.code[2][1]1 = (byte) ({4 >> 8) & O0xff);
ca.code[2][2] = (byte) (4 & Oxff);
// Finally, add the RETURN instruction.
ca.code[3] = new byte[l];
ca.code[31{0] = (byte) 177;
// Lastly, increment the CODE_LENGTH and ATTRIBUTE LENGTH
values.

ca.code_length += 8;
ca.attribute length += 8;

tryl

ByteArrayOutputStream out = new ByteArrayOutputStream();
cf.serialize(out);

byte[]l b = out.toByteArray();
return defineClass (name, b, 0, b.length};
}catch (Exception e){

e.printStackTrace(); _
throw new ClassNotFoundException(name);

}
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/'l Then enl arge the constant_pool by 6 itens.

cp_info[] cpi = new cp_info [cf .constant_pool

WO b@sgodr®] ; System arraycopy (cf.constant pPGI/AU005/000580
cpi, 0, cf. constant_pool .length) ; cf
.constant_pool = cpi; cf .constant_pool count += 6 ;

/1 Now add the UTF for class. CONSTANT Utf8 info ul =
néw CONSTANTJJtf 8 info ("Finaldient") ;

ycf . constant _pool [cf. constant_pool. length- 6 ] = ul;
/1 Now add the CLASS for the previous UTF.
CONSTANT O ass_i nfo cl -AwmmexuedXNSTANT Cl ass info (cf.
Mathst woid npgpl . | engt h-6) ; cf . constant _pool [cf
: itMZ_ﬁﬁ@ﬂdja%Elﬁg@.@bﬁctEOﬂI@/l Next add the first
Qldupf or NaneAndType . ul = new CONSTANT_
tf Bidrofio(" i sLast Ref erence”) ; cf .constant_pool [cf
8@&} ool . length-4] = ul; // Next add the second
2 = new
ﬁé‘f‘% Qﬁﬂqﬁg&mﬁ%avall ang/ bject; )Z") ; cf
&é‘fﬁ t _pool [cf .constant_pool .length-3] = ul; //
add th [reAndT e for the previous two UTFs.
Rla )?BBH o nl = new
NarreAndType inf o ( cf .constant_pool
lﬁmugmthremt cf .constant _pool .length-3) ; cf
l6eststnant _pool [cf .const ant_pool .length-2] =nl; [/
Next add the Methodref fAnndxduee P2Zevi ous CLASS and
NaRefsidymg) . CONSTANT_Met hodref _info ml = new
%&%F&M#i\/ehlaﬁqvwi lahngbJécto;bc:Ioenst ant _pool .length-5

constant _pool .length-2); cf . const ant _pool [cf
ant pool . Iength '] =m; /1 I\Iowvvlth t hat done,

instructions into the code, starting // wth

aﬁ'pca&%%ge 0] = new byte [I]; ca.code[0] [0] =
// Now t, | NV TATIC struction.

c'émcve 12% dev g]ach&‘égﬁ%‘d‘aalvf‘ e bﬂ 9&% e)
18 getstadic F8 gdiielyl L tlipunj“ﬂ()oyt e) (((cf .constant_pool
ABeegishd1) " 8 ) & Oxff) ca.code[l] [2] = (byte)
(léddddconst ant _pool .length-1) & Oxff);
15 putstatic #3 <Field int counter>
18 aload 1
19 dup
20 invokestatic #24 <Method void releaseLock(java.lang.Object)>

23 monitorexit
24 return

Annexure D3

import java.lang.*;
public class example{

/** Shared static field. */
public final static Object LOCK = new Object ()

/** Shared static field. */

public static int counter = 0;
/** Example method using synchronization. This method serves to

illustrate the use of synchronization to implement thread-safe

modification of a shared memory location by potentially multiple
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/'l Next add the IFNE instruction. ca.code[2] = new

byte [3]; ca.code[2] [0] = (byte) 154; ca.code[2] [1]
woe2(obsome ((4 " 8 ) & Oxff); ca. code [2] [2] ECT/AVL@}5/000580

(4 & Oxff); // Finally, add the RETURN instruction.

ca.code[ 3] = new byte [I]; ca.code[3] [0] = (byte)

177; P2 ¥astiy, increnent the CODE_LENGTH and

A?WFBUTEJ‘_E‘ENGTI’H values , ca .code_|length += 8;

ca.attribute length += 8 ; try{ ByteArrayQutput Stream

out /7 FEW @y&u@ﬁ{ ﬁ:ﬂé’%l@ugtsgfv@w‘(anQ merﬁ‘ofry.v&e{ejsadld 4€ will be

(OUt)eﬁdobé/tte[L]ace Condg%lmr%toByt eArray ( ) ; return

def i’h ass | ength); }catch

( Ex CEptF o 28 )L?CKE{ printStackTrace (); throw new

Cl assNot FoundException (nanme) ; }} Annexure D Mt hod
voi d rynfdw hagetsShatel £cqtPedRinelidck avalcanga Gy eodi {yOBKSry

3 dup A astong.lq-2.40Rhorenter 6 getstatic #3 <Field
int counter> 9 iconst | 10 iadd 11 putstatic #3 <Field

COu

int coUNters 14 aload | 15 nonitorexit 16 return
Annexure D2 Method void run() O getstatic #2 <Field
java. | ang. Cbj ect LOCK> 3 dup

Annexure D4

import java.lang.*;
import java.util.*;
import java.net.*;

import java.io.*;
public class LockClient({

/** Protocol specific values. */
public final static int CLOSE = -1;
public final static int NACK = 0;
public final static int ACK = 1;
public final static int ACQUIRE_LOCK
public final static int RELEASE_LOCK

]

10;
20;

If

/**% LockServer network values. */

public final static String serverAddress =
System.getProperty("LockServer_network_address");

public final static int serverPort =

Integer.parselnt(System.getProperty("LockServer_network_port"));
/** Table of global ID's for local objects. (hashcode-to-globallD
mappings) */

public final static Hashtable hashCodeToGlobalID = new Hashtable():

/** Called when an application is to acquire a lock. */

public static void acquireLock(Object o) {
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4 astore_| 5 dup 6 nonitorenter 7 invokestatic #23
<Met hod voi d acquireLock(java.l ang. Object)> 10
w@edostiedoee #3 <Field int counter> 13 iconst_| RAT/AEA®5/000580
15 putstatic #3 <Field int counter> 18 aload_| 19 dup
20 i nvokestatic #24 <Met hod void
rel easelLock(j ava. I ang. Object)> 23 nonitorexit 24
ret Uy nFiApmex e BB teapaptrepelva thPaRgPalE BhisPIT cloass
exanpl® §o ks ﬁhaﬁeedhtsmaiﬂcﬁdefbeEllodalIb/tapLﬁb| ic final

St atllng g%a@glg L%e@eﬂeyﬁés%dm%@$Gl(ﬂ)alIﬁ get Sharigehastab i C
field. */ public static int counter = 0 ; /** Exanple

nmet hod usi ng synchroni zation. This nethod serves to
illdS¥tate the use of synchronization to inplement
t hread-safe nodification of a shared nenory | ocation
by pot entid:al I waik tdoptebéteadshe Léckpenykt  wyighdiitUrprént{ us
Il First tl?ecngbEP ;the | ock, otherw se any nenory wites
w e do w | o_rac ondi ti

ynchr%or‘fik% aoc?ﬁw;vi{égoc}(e e VeeAdt%revfls,e Sﬁgx{}zl?%rgqu' red
t he | okdeaCyfeucaFre8afely nodify menory // in a
t hr ead- saée DamnnentSteeants ket geln % EreaB4) 1 mpor t
Java. paBthpufstirednTROEnewadb@alibidst rdan] sdck@POpétIhpuratrened) )
.* ; inmport java.io.*; public class LockQient{ /**

(F;I‘LgtB(éC Ol?_pggvg fslend 1\:/haé| geer'?.allzéd Q:lejcwelsg tI)I lo§}£ %E£v%rl nt

out. wrlteInt(ACQUIRE LOCK) ;
out.writeInt(globallD);
out.flush();

// Now wait for the reply.
int status = in.readInt(); // This is a blocking call. So we
// will wait until the remote side

// sends something.

if (status == NACK) {
throw new AssertionError(
"Negative acknowledgement. Request failed.");
}else if (status != ACK)({
throw new AssertionError ("Unknown acknowledgement:

”n

+ status + ". Request failed.");

// Close down the connection.
out.writelnt (CLOSE);
out.flush();

out.close(};

in.close():;
socket.close(); // Make sure to close the socket.

// This is a good acknowledgement, thus we can return now because
// global lock is now acquired.

return;
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public final static int NACK = 0 ; public final static
int ACK =1 ; public final static int ACQU RE LOCK =
wagospedské c final static int RELEASE LOCK = 20PCT/A12005/000580
LockServer network values. */ public final static
String server Address = System getProperty
(" LOCRSEr VEF*578EWBr«K ‘address") ; public final static
i Nt sethrey Rov Assertmrdger ("EpagetEd: nt +(ByetEmo gkt
Property ("LockServer_ network port") ); /** Table of
global 1D S for |ocal objects. (hashcode-to-globallD
ppi ngs) */ public final static Hashtable
hashCodeTod obal | D = new Hashtabl eQ, /** Call ed when
an application is to acquire a lock. */ public static
vdi‘tl catigdi wheh cokarpOhjeeler & Fo fr¥eaf pstocsf *al 1, we need
t Qusesarueid haaglabaletRxfareabpect O . // To do this
we use the hashCodeTod obal ID table. int globallD =
(1 ry eper) BashoodeTod! obalD. g8!sghoh Jptdlute d. )
; connect Server,
V\,hl c W IdP t@f‘%l"fﬁ ‘ﬁ% Vhf k'taﬁké:"@?r“"SB%ﬂbaJrI(?c?f‘bl%ocket socket
= newtSOok&1ID (=S éfnersddd heshsodefefhpbs PBraef (o)) - intValue () ;
Dat aQut put St ream out = nem1DataCutputStrean1(socket
getqg tputStreanm( )); DatalnputStreamin = new
DatéinputStrean1(socket .getlnputStream ()); // C,
now send the serialized request to the | ock, server
out . wr /£ 8P¥t (AT RECPOER) & SBUtCHSFTEr ntht gl BERFD)® *°
3 out . /f ltbs kwidr; of FhdNovebaRilbcH 69T phiect eply. int status
=in. r@@eﬁtbﬂtsoéke}: 5 nbd Sa-cmeS(sieSveaA&allrQﬁkid’RaQVbet So we
/Il MA|Ea¥@%&mHﬁkg$n Qp rennte side // sends sonething.
Neuat oy Eon RSy Erene el SR AR REL AR L O
"Negat i v&<aCRREWIEd rea‘m(t” Reqhest  taried 10%
(st at uBataZnoNERyzedn fh r‘oWWnB%aﬁ@%srtFF"ﬁﬁE?crkB‘i Ipt

(
se if
Kot )
acknow edgenent : + status + Request failed."); }
// Ok, now send the serialized request to the lock server.

out.writeInt (RELEASE LOCK) ;
out.writeInt (globallD);
out.flush();

// Now wait for the reply.
int status = in.readInt(); // This is a blocking call. So we

// will wait until the remote side

// sends something.

if (status == NACK) {
throw new AssertionError(
"Negative acknowledgement. Request failed.");

}else if (status != ACK){

throw new AssertionError ("Unknown acknowledgement:

+ status + ". Request failed.");:

// Close down the connection.
out.writeInt (CLOSE);
out.flush();

out.close();
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/1l C ose down the connection, out.witelnt (CLOSE) ;
out. flush () ; out. close (); in. close (); socket.
w@bwsa03029 ; // Make sure to close the socket.P¢T/ATRI0S/000580
is a good acknow edgenent, thus we can return now
because // gl obal |ock is now acquired. return;}catch
(1 OExcépticdn'’é) { throw new AssertionError ("Exception
" + e .toString () ) ; } } /** Called when an
appl i catka@ncicse)o rel ease/ dake0ekee ¥ cpablthe Stk C
voi d rel easeLock(Object o) { // First of all, we need
to resplye the gl obal |l D | e 19,80 Lhiss
we usep/t ﬁhé *has %S%Idg gggo%g??m%p%'ag%tég %'raﬁaué% gbal ID =
((I nt edety” HdsFCdeTod obal ID. get (o) ).intValue ();
try{ /detNext, we want to connect to the LockServer,
whi ch records us as // the owner of the global | ock

for ,obigCliofdcep3Q6ksEt Ssocket = new Socket

(server Address, _serverPort) t aQuyt .out =
new Datatl E)Wu?’ Y eam frs?éc{:{?)é%efptggf QJ'QthGSF %Stﬁtf{ergqng )

Dat &l nput Stream i n = new Dat al nput St rean( socket
.getlnputStream ()); // Gk, now send the serialized
request to the |l ock server, out. witelnt
(RELEASEJJQOCK) ; out .wite Int (globallD) ; out.
flush () ; // Nowwait for the reply. int status =
in.readlnt (); // This is a blocking call. So we //
will wait until the renote side // sends sonething. if
(status == NACK) { throvamewud3d®rti onError (

"Negati ve acknow edgenent. Request failed."); }else if
ufstaties . LanghCK) { t hrow new AssertionError ("Unknown

iAeknowledgament: " + status + " . Request failed.");
import java.net.*;

import java.io.*;
public class LockServer implements Runnable{

/** Protocol specific values */
public final static int CLOSE = -1;
public final static int NACK = 0;
public final static int ACK = 1;
public final static int ACQUIRE_LOCK
public final static int RELEASE_LOCK

10;
20;

]

/** LockServer network values. */

public final static int serverPort = 20001;

/** Table of lock records. */

public final static Hashtable locks = new Hashtable ()’

/** Linked list of waiting LockManager objects. */

public LockServer next = null;

/** Address of remote LockClient. */

public final String address;

99



} // Cose down the connection, out. witelnt (CLOSE)
; out. flush () ; out. close ();in. close () ; socket
WO etosaa39¢g ; // Make sure to close the socket. PCT/AR®S5/000580
is a good acknow edgenent, return because gl obal | ock
is // nowreleased. return; }catch (I COException e ) {
t Wi oRFITaTF ABRE, I BHEPFSF"Exception: " + e .toString
( P¥ivaje Apsexurcekdd 5 rithport java.lang.*; inport
j @¥aatld ibktaottputéd¥par bujparearaet . *; inmport java.io.*;
PUbl .. 6Lassd:9ckSe ¥ st AR eMENt S Runnabl e{ /**
Prot ocol specific values */ public final static int

CLOSE = -1; public final static int NACK = 0 ; public
f PR C stEAtiCY A AR Z 4 Shublic final static int
ACQINRExE@CKot 10; public final static int RELEASE OCK
= 20; /** LockServer network values. */ public final
st atgygtémn&:}ts.ﬂi}élgl_rnl?ogokks%lrggg%k_;ﬂo!k;é}jgf&blgf o|f | ECk
records._ * ublic fi statl e | ocks = new
Hasht anlléet(A)d‘?r?fﬁ*get_loﬁnlgiasﬁ(? é%etg?St\Nal g%rlg) LockManager
obj eweten- oyt BiiBFInd "G ISR VRT AN O =T n il T T T Al dr ess
of renote LockClient. */ public final String address;
[** Priaate ai pursedkepub abpeCisoning Pk watetSocket
so_ck/a/: Coznﬁg(#li%xis'ptr iS;/at e Dat aQJtS|tout Str eampfyt put S: ream
private al npu ream i npu rea IL¢..static
voi d*FEIRCCEE TR ° %ets )ne?’h%eéﬁ%rg rﬂc‘?é%@. on gyst em
out .println ("Locks erver_network_address="

while (!Thread.interrupted()){

// Block until an incoming lock operation connection.

Socket socket = serverSocket.accept():

// Create a new instance of LockServer to manage this lock

// operation connection.

new Thread(new LockServer (socket)).start();

/** Constructor. Initialise this new LockServer instance with necessary
resources for operation. */

public LockServer (Socket s){
socket = s;

try{
outputStream = new DataOutputStream(s.getOutputStream()):

inputStream = new DataInputStream(s.getInputStream());
address = s.getInetAddress().getHostAddress();
}catch (IOException e){

throw new AssertionError ("Exception: " + e.toString());

/%% Main code body. Decode incoming lock operation requests and execute

accordingly. */
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+ I net Address . getLocal Host ().getHost Address ());

System out. println ("LockServer _network _port=" +
w@aeosaoPest) ; // Create a serversocket to accCREI/AU2005/000580

i ncom ng | ock _oper ation // connections. Server Socket

server Socket = new Server Socket (serverPort) ; while

(PTHEeda* e Fitefrupted ()){ // Block until an inconing

| ock operation connection. Socket socket =

serweySocket .accept (); // Create a new instance of

LockServer to manage this lock // operation

Th k ket
cgpgref}/'( 59{1 gé‘n}%‘é‘gds(%%a%mf& chlaocs §§er1\§ Inggégsétgﬁlg ) )

Lock Sef/v&392 rfoT2aiee 2hf tthtﬁécJé‘SE’e'fr §prP5°s°8hr58%°lff 5 re Felues
oper ati/oniel¥d apeMsli ¢ LockServer (Socket s){ socket =s
;o try{inoUipudndt £ eapacseeen rBatraut put St ream (s
.getQutputStrean( )); i nput St ream = new

Dat al nput Stream (s _. getln K =s
getln&tﬁ\dﬁ%réus?sp essg n engcg MO’S ?Q{%?_én

(1 OExC®pLs dRo@ayd {- ¢ H?W new Assert i onEr ror
("Exception: " + e .toString ()); } } /** Main code
body. De@@deonimgecommgodmc_leoaper ation requests iarm
execute accordingly. */public void run ¢) fcéymyd vbéx Al l
commands are inplenmented as 32bit integey e]_[altlcj.negal
commands are listed in the "protocol speC|F|c val ues"
/1l fields above. int command = inputStream readl nt
(); // Cont/Vmeed progessliopy- I8 oimendebiasit 9 ba ICERSE
operati on, :whidiendileOPMBRE:Stredl £B8E)nt{)i f (command ==
ACQ IRE LOCK) { // This is an // ACQU RE_LOCK //

operati on. // Read in the globall Oflnt eo - )
| ocked, i nt g?yaﬁlérlOPﬁe on Fl tL }?(r eame reae xr pé gg; EQ:hpeedd

// safety.

synchronized (locks) {

// Check for an existing owner of this lock.
LockServer lock = (LockServer) locks.get(

new Integer(globallD));

if (lock == null){ // No-one presently owns this lock,

// so acquire it.

locks.put {new Integer(globalID), this):

acquirelLock(); // Signal to the client the
// successful acquisition of this
// lock.
}else{ // BAlready owned. Append ourselves

// to end of queue.

// Search for the end of the queue. (Implemented as
// linked-list)
while (lock.next != null){

lock = lock.next;
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/'l Synchronize on the locks table in order to ensure
thread- // safety, synchronized (locks) { // Check for
w@roosxno®eé ng owner of this |ock. LockServer | oP&T/AU2005/000580

(LockServer) |ocks. get ( new Integer (globallD) ) ;
if (lock == null) { // No-one presently owns this

| ock, // so acquire it. locks .put (new Integer

(gl obal I D) , t hiosk:negkquitiel olkpyrend /thisilgigFedigst Rl end-
client the //y successful acquisition of this // |ock.
telse{ // Already owned. Append ourselves // to end of
gueue. // Search for the end of the gueue.
(Inmplemented as // linked-list) while (lock. next !=
null) { lock = lock. next; }lock. next =this; [/ /
Append t hilse lidc kcoreegd est REAEAENEPCKY } el sé/ iThs f&dmmand
== RELEASE LOCK) { / / This i s a/ | RELENSESL O3K / /
operation. / / Read i n the globallD of /t bger@bjsact t 0
be | ocked int globallD = inputStream readlnt () ; /
/" Synchroni ze on the locks table i n order t o ensure
thread- / //$8p9dpR §resPARHFRATL 788 PPOTKE) °F P *Check
t o nmake sure ghebadie=tireuigwrrer. wRdtli)S | ock.
LockServer |ock = (LockServer) locks. get ( new

I nt ege_r (gl/Q%lné}Q)mj)ze;oni tﬂ(e (JCQQ ko ﬂUL)I:c)er{th BEQWE REWEad-
AssertionError ("Unlocked. Release failed."); }else i

f (lock. addr8s™r= this .address) { throw new
Assert i onEsFeRrreriTey iy e lo rel ease a | ock + "which
this client doesn't own. Release " + "failed."); }

// Check to make sure we are the owner of this lock.
LockServer lock = (LockServerxr) locks.get(

new Integer(globallD)});

if (lock == null){

throw new AssertionError ("Unlocked. Release failed.");
lelse if (lock.address != this.address) {

throw new AssertionError ("Trying to release a lock “
W

+ "which this client doesn't own. Release

+ “failed.");

lock = lock.next;
lock.acquirelock(); // Signal to the client the

// successful acquisition of this

// lock.
// Shift the linked list of pending acquisitions forward
// by one.
locks.put (new Integer(globallD), lock);
// Clear stale reference.

next = null;

releaselLock () ; // Signal to the client the successful

// release of this lock.
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| ock = | ock. next; |ock.acquireLockO; / / Signal t o
the client the / / successful acquisition of this / /
wo ok/10392¢ Shift the |inked |ist of pending  PCT/AU2005/000580

acquisitions forward / / by one. |ocks .put (new

Integer (globallD) , lock); / /| Clear stale reference,
next = null; } releaseLockO; / / Signal t o the

client thessuccessfdl Upkyove sPewgd of this | ock.}el sef

/| Unknowmntennmansssetthbowreraw Asserti onError (

"Unknown com@Rghe.ORekaLE 08pdratdgtiaidsa. )/ / Read i n
t he next conmand, conmand = i nputStream readlnt ();
Jcat ch (I}Excepti on e ) { throw new AssertionError
("Exception: " + e . toString (}) }finally{ try{ / [/
Cl osi ng dowmad @ eanwpxt kpmpagdbnnecti on. out put Stream
flush () commertt puinShtseasn. ehase ;) ; i nput Stream .
close () ; socket . close () ; }catch (Throwable t )
{ t .printStackTrace () ; } / |/ Garbage these
ref erehces. out put Stream = null; inputStream = null;
socket = null; } } /** Send a positive acknow edgenent
of araEQUxREtEGACK) Operation. */ public void
acqui r el:o€ kéw st oms rlcDBerepti @n{" oud.pudtStrgam
wri tglnt, {ACK)
try{
// Closing down. Cleanup this connection.
outputStream.flush();
outputStream.close();
inputStream.close();
socket.close();
}catch (Throwable t){
t.printStackTrace();
}
// Garbage these references.
outputStream = null;
inputStream = null;

socket = null;

/** Send a positive acknowledgement of an ACQUIRE_LOCK operation. */
.public void acquireLock({) throws IOException{
outputStream.writelnt (ACK) ;
outputStream.flush();

/** Send a positive acknowledgement of a RELEASE_LOCK operation. */
public void releaseLock() throws IOException{
outputStream.writeInt (ACK);
outputStream. flush();
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output Stream flush () ; } /** Send a positive
acknow edgenent of a RELEASE LOCK operation. */ public

waQ odod/1emkeaselLock( ) throws | OExcepti on{ out pupPSI/AB295/000580
witelnt (ACK) ; outputStream flush () ; }ANNEXURE D6
LockLoader.java This excerpt is the source-code of

} LockLoader, which nodifies an application as it is
bei ng | oaded. inport jANNEXARE PO inport java.io.*;
import java.net.*; public class LockLoader extends

Lagkl:

epd@ddm¥adder { publjc LocklLoader, (U bs): oy
This greptpt ifrthe fowcq-cwfeoqféactﬁoaa%a i¢h ﬁa@f%‘%%%ll@ﬁ@%c?‘ﬁaﬁ asttis
hrows C assNot FoundException{ C assFile cf =
beﬁ%ﬂ@de%l.ry{ Buf feredlnputStreaiti in = new Buf
%mﬁ@rrtei&hfﬂﬁetlgst*ream (findResource (nanme .replace ('.",
iLmPVD’; cvacgncat (".class") ) .openStrean( )); cf = new
"™ as¥F1'e (i'n) ; }catch (Exception e ) (throw new
pulliasaed Eocndioee eptéren (Raclabg8eedrhg () )} //
Cl ass-wide pointers to the enterindex and exitindex.
i FPLENE ﬂﬁ“ jek(VBLLITe=lsht exitindex = -1; for (int i=0;
i <cf PhEthiods_count; i++) { for (int j=0; j<cf
.methods [i] .attributes count; j++) { if ( ! (cf.
netohedtsd [Gliss, SindfldsatSssing) nqee) nst anceof
cHueY At TP IRERY S *EBHC hue; * Code attribute ca =

(Code, atikibute)cf . methods [i] .attributes [j ] ;
bool ean changed = false; for (int z=0; z<ca. code.
l engt; z++) { if ((ca.code[z] [0] & Oxff) == 194) {
!/ (qadgsagfrﬁ p%fStream in =

new

ufferedInputStream(findResource(name.replace('.',
'/').concat(".class")).openStream());

¢f = new ClassFile(in);
}catch (Exception e){throw new ClassNotFoundException(e.toString());}

// Class-wide pointers to the enterindex and exitindex.
int enterindex = -1;
int exitindex = -1;

for (int i=0; i<cf.methods_count; i++) { .
for (int j=0; j<cf.methods[i].attributes_count; g4+ { .
if (!{cf.methods[i].attributes(j] instanceof Code_ attribute))
continue;

Code_attribute ca = (Code_attribute)
cf.methods[1i].attributes[jl;

boolean changed = false;

for (int z=0; z<ca.code.length; z++) {
if ((ca.codel[z][0] & Oxff) == 194)({ // Opcode for a
// MONITORENTER
// instruction.

changed = true;

// Next, realign the code array, making room for the

// insertions.

byte[]l[] code2 = new byte[ca.code.length+2][];

System.arraycopy(ca.code, 0, code2, 0, z);

code2([z+1l] = ca.code[z];

System.arraycopy(ca.code, z+1, code2, z+3,
ca.code.length-(z+1));

ca.code = code2;

// Next, insert the DUP instruction.
ca.code[z] = new bytelll;
ca.code[z] [0] = (byte) 89;
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/1 MONI TORENTER // instruction, changed = true; //
Next, realign the code array, making roomfor the //
w0 p@enoivens. byte [ ] [ ] code2 = new byte [c BCT/AUR@&/000580

length+2 ] [ ] ; System arraycopy (ca. code, O ,

code2, 0, z ) ; code2 [z+] ] = ca . code [z ] ;

System arraycopy (ca. code, z+1l, code2, z+3, ca .code

. I 'engt h- (Z+1//) B‘mnag@ . Q68 t'heCQdZ@IZES,'I‘A’I(I/C :h@)ﬁu.cticfﬁsert

the DUP i nst rifCtdn@érings. e0defiz] = new byte [I];

ca.code[z] [0] # (bisté) tBEQ f;’lrslt Frnghiy c1359sEr erepRFering

hNVOKESTATI C i n$fructig gaterindex 75 aadieled tde

e JtF
This i s the fly,st:o Islireo ;lLré class i’s encourtering

the / / acqui I‘el:]gD(ikfd[n&Ipli uChdworg_is® (hawvenstaw:_aekd - jenpti+6l;
othe / [/ constémterpee#aycw $ing If’GpE?OOL ReviPép % nf o

[cf . constant BPGFnstait@ lcée tem arraycopy (cf.
const ant _pool (o TN oqicoggpsLa;nt _pool . length) ;
cf .constant pool = cpi; cf .constant_pool count += 6;

CONSTANTJJt T8 ﬂW@ANE‘LUt'fBﬂeW GONSTANTJIJtf8 inf o

(n LOCkCI | ent n ) . n W ON t‘ "lLO;% :Len‘L"' 7 5
const ant _pool Ffer?ortlsﬁa pﬁ%ﬁ%ﬁ %%gféi 5 a%s Phi ol
= new CO\ISTANT Q)I\ﬁﬁﬁ\lTl (f]]fa@s (1nf.‘<f cl = new CONSTANT Class_info(
const ant __pool _cowftcojtant phol cewhsPant _pool [ cf

const ant _pool . Sf-SARtRIGpoal [g]- congfant_pRog, tength=sl ="cl;

CONSTANTJJt f 8 i G{ O—( '@C&}&bfﬁ%%lﬁs J.nfo a(.fqull(‘eQ&:S(t"ant _p00|
[cf . constant_ppebnsth@ngbd11d. ceﬂsuﬂmt pﬂol-lenew-z;] = ul,
CONSTANTJJtf8 info(" (Ljaval/lan /OfOJ ect /ézb
new o " 1 t V" :
CCOOI. |Sn-s|_f5ﬁ|[|1t Ng?rgla\ng% %stg%?fﬁjégpq@cf— onsltéant ;gﬁogi’ﬁnﬂg 3]:]&':111,
CONSTANT_NameAnddyspgi dreadargfe 1nf60‘l’1$1= ant _pool
| ength-4 , cf . C@nstCaNﬂTAmQﬁhmeAndTep@phfo ;
cf.constant_pool.length-4, ct. cédnstant _pool.length-

3):

cf.constant_pool[cf.constant_pool.length—2] = nl;

CONSTANT Methodref info ml = new
CONSTANT Methodref info(
cf.constant_pool.length-5, cf.constant_pool.length-
2);
cf.constant_pool[cf.constant_pool.length—l] = ml;
enterindex = cf.constant_pool.length-1;
}
ca.code[z+2] = new byte[3];
ca.code[z+2][0] (byte) 184;
ca.code[z+2][1] (byte) ({enterindex >> 8) & Oxff);
ca.code[z+2][2] (byte) (enterindex & Oxff);

oo

// Bnd lastly, increase the CODE_LENGTH and
ATTRIBUTE_LENGTH

// values.

ca.code_length += 4;

ca.attribute length += 4;

z += 1;

}else if ((ca.code[z][0] & Oxff) == 195)}{ // Opcode for a
// MONITOREXIT
// instruction.

changed = true;

// Next, realign the code array, making room for the

// insertions.

bytel[]{] code2 = new bytelca.code.length+2]{];

System.arraycopy{ca.code, 0, code2, 0, z):

code2[z+l] = ca.code[z];

System.arraycopy(ca.code, z+1, code?2, z+3,
ca.code.length-(z+1)):
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cf .constant_pool [cf . constant_pool . length-2] =
nl; CONSTANT _Met hodref _info m = new

WEONSTANI6 Met hodref _info ( cf . constant _pool . PCT/AU2005/000580
| ength-5, cf . constant_pool . length- 2); cf
.constant_pool [cf . constant_pool . length-1] = m;
enterindex = &F.RTh5t HHE- “‘pool . | ength-1;
ca. code[ z+2] 7,new byiLr{ 3ls peRicadeLZ2] [0] = (byte)
184; ca. code[ z¢2pdd k] ine(vbyit@)l](;(enteri ndex " 8 ) &
Oxff ) ; ca. cede“FZeHZ][OFZi (eytebye) (enterindex &

Oxff); [/ ;hne d
ATTRI BUTE LEN%?»—F@a iiergﬁ?igb&%%%ﬂﬁﬁ H%Eiééjoé;n

. attribute_| eng't/hmt& 14 thé fl1¥sE|_ rigectisie ¢1aﬁs (1s(emaour®dzeng
fhg] [0] & Oxff) b 195) Qpcode for
MONI TOREXI T /1 n%“ﬁ?’tf@t‘?cénlns@f?ﬁﬁ]goéd °2 ‘taﬁ’a ?dd YNEXETe

reali gn t he COd% afnedW Faate di)oﬁlrfbfc@rcclngﬁan‘: ;!ool length+6];
i nsertions. byt e§¥t{e}n £eeR2pH cAWhybe ppga. 0, cpi, 0,

code. | engt h+2] [ ]cf.c@®psangnrocariengtéopy (ca. code, O,
code2, 0, z ) ; cg Consia %LEE"L c%i’lcodg [z]; System
arraycopy (ca.co T, z+3, ca. code. | engt h-
(z+1) ) ;ca. codeow»smmleefs [Ln(foNﬂXE i nsert the DUP
instruction. ca. cothe| GNSEANR WDy ool ['llr°]°k<31eantébde£:z] {O]

= (byte) 89; [/ FEiFPartapt- H°ﬁjs[§iftc°flﬁé‘n"l-ﬂ?/@<E§’FN"l16 =u

i nstructi on, i f C()ﬁgcllAtJ‘i‘ %ggs)é {Tito cl) %e% /COI\-TH’I‘hﬁl’ bﬁ:\sts h@xfo
first tine th| S cl @&SsoissarkNgRUrdoetd-ag the /[

acqui r el ock i nstafucihpiont_rsol ltdvenitenigadol- tergbhtShe F1/

constant pool. .
ul = new CONSTANT Utf8 info("releaseLock");

cf.constant_pool[cf.constant_pocl.length-4] = ul;

ul = new CONSTANT Utf8_info("(Ljava/lang/Object;)V");
cf.constant pool[cf.constant_pool.length-3] = ul;

CONSTANT NameAndType_info nl =
new CONSTANT NameAndType info(
cf.constant_pool.length-4, cf.constant_pool.length-

cf.constant_pool([cf.constant_pool.length-2] = nl;

CONSTANT Methodref info ml = new
CONSTANT Methodref info(
cf.constant pool.length-5, cf.constant_pool.length-
2)i
cf.constant pool[cf.constant_pool.length-1] = ml;
exitindex = cf.constant pool.length-1;

ca.code[z+2] = new bytel[3];

ca.code[z+2] [0] (byte) 184;

ca.code[z+2][1] (byte) ((exitindex >> 8) & Oxff);
ca.code[z+2][2] (byte) (exitindex & Oxff);

i

// And lastly, increase the CODE_LENGTH and
ATTRIBUTE_LENGTH

// values.

ca.code_length += 4;

ca.attribute_length += 4;

z += 1;

}
// If we changed this method, then increase the stack size by

one.
if (changed) {
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cp_info[] cpi = new cp_info [cf .constant_poo

.length+6] ; System arraycopy( cf .constant _pool, O ,
W@ pi05/1@926 cf . const ant _pool . length) ; cf .consPErAUp®SI00580

= cpi; cf .constant_pool count += 6 ;

CONSTANT_Utf8 info ul = new

CONSTANT_, Ut ¥8™ R G(*“Ldckd i ent™) 735t MG ¥ ANt _pool

[cf .constant_pool .length- 6 ] = ul;

CONSTANT_Cl ass_info cl = new CONSTANT _Class_info ( cf

.constant _pool count-6) ; cf .constant_pool [cf

.constant _pool .length-5] = cl; ul = new

CONSTANT_Utf8_i nfo("rel easeLock”) ; cf .constant_poo

[cf .constant_pool .length-4] = ul; ul new CONSTANT_

t f 8_i nBoy{err{aypewaldtarng/ @) eoey By\pRyrayOgifputStrean() ;

. const &nt3°pFot2q'e¥) / const ant _pool .length-3] = ul;

CONSTANT: NNane AndT wReyierf:Qy nl; = new

CONSTANT_NameAndType_inf o ( cf .constant_poo

. | engt letprn defineBiest tmate.pbol0 H-eé¢ngEh- 3); cf

.con?g% t+E%ﬁltLg%)xconstant_pool .length-2] = nl;

CONS gdragino!tfgugdﬁbéptforﬂgwe) ;

CONSYANT_Met hodref __info ( cf.constant _pool .l ength-5,
cf .constant_pool .length- 2); cf .constant_pool [cf
.cbnstant _pool .length-1] = nl; exitindex =

,cf . constant _pool .length-1; } ca.code[z+2] = new byte

[3]; ca.code[z+2] [0] = (byte) 184; ca.code[z+2] [1] =
(byte) ((exitindex " 8 ) & Oxff); ca.code[z+2] [2] =
(byte) (exitindex & Oxff ); // And lastly, increase
the CODE_LENGTH and ATTRI BUTE JLENGTH // val ues. ca
.code_length += 4; ca.attribute length +=4 ; z += 1 ;

}
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} /1 1f we changed this nethod, then increase the
stack size by one. if (changed) {ca.max stack++; //
wados/103926make sure. try{ ByteArrayQut put St reanPGIAU2005/000580
new Byt eArrayQutput Stream (); cf .serialize (out) ;
byte [] b = out .toByteArray (); return defineCd ass
G b , .length); }catch (Exception e ) {
t ro t Yuntn
ciph Sﬁ“go %?ﬂﬂ%f R e S
ap pI Blﬁaﬂﬂaﬁtfbmfyttgr aphurality bfigpnsputers uracneoms:lcyﬁddw 2

RIS RN S—
subs Bg]'é&t% ald é&eétg@ bk ?H th® 9b§é‘sb§n<ﬁﬁ% c&ﬁﬁlﬁbﬁﬁld @k Ravifg a

t he correspondi ng conputer and each having
subs tslai:n;tanahlly idedtied] ingmk, Wherein thihimitedl ﬁOllﬂh@tS |0ﬁ paqhf said

gaggf FF%IYI @%:q%eo%geg ailscsI gq(?ngta y | ls%m@?%ﬁ&g e{lfss%ticfldeﬁtmal

obj eghRc@Rlhak ElebOEdly H@l%ﬁéd@ﬂieﬁte@@h st seiqdlwatiey affcoampiutkrs
plurality of conmputers no Ionger needs to refer to

thei mo mmees@dﬁ &0 Wéerdbjﬂm corgeRpPing: i eFtuidvhisyein spid system
:/\E glr ir?ﬁ dgg)gll% g< %Rnﬁcp%ﬁé G Gidl Ruifubers Whgre?ri)%’éo%{pﬁlter

outilrrze a named

t her }ishiR€ uitilps a&ﬁn&dtdbjb"ct ﬂlbf@l haomired ammthmzing ];m;k from
nmeans whi ch permits said ut] I ation

prev éﬁﬂéocéq meangavhiehy permals r‘fﬁ’ét atiqn AR %V\ﬁ Q{eﬁgntts Al the other
i k
cort %ﬁﬁ’lﬁq 1o ABQREF LorktBbér i USRS uitiNghid O

isre he systemas clainmed’in claiml
wher airthosiaing 1ddkcik retemushedicl udes an acqw re | ock
routine and a rg:lea e l.ock r%lFJ:the

r ott ,T,lpg Sysiem as § | qlﬁmh.bav {egjaﬁl%ﬁ)gg ﬁ%e&es ng:?dsdgs %n acquire

appl hGalhQfnd4R0L f’é‘[@a“sélwak REutRe, Ad botiRkdid eanipes aredncldded in
The systemas clainmed in claim2 wherein said_|ock

neansnddnﬁd:athxens made tissdd appiisatieprogismerunping; pglksaidcomputers.
Slg‘lo %?e’[gltg}éh %q%lr ? V&?ha{'eg ga?mlﬂ(%eaflg fdrﬁﬁ% 1ncludes a

ueue

pe n d' sASked e Hﬁﬂigl sﬁid heDil. obﬁlects'lihemss ygheyisad cmhputmad logk
claim3 wherein said |l ock neans is | oca q%}%thl n.

addi tsie@psaﬂor gm]mﬁgt@bj et aqd@rﬂ“e]q@ ok Pes chﬁlsmons

A MG 7 A SR 05 00 i
C 0 m lhﬂ&ftlohﬂlcddnq&ﬁeralod indinirighuatdeabpticationi pregramenmsl opnndeted to

the distributed run ti rre nmeans of each said conputer
abl e seisl cOFHHFEINS DGIYEK-al | ot her conput ers wher eby

'OL 52 R glstgﬂlc%f%aaf?l'g? éﬁglreiéﬂél g giﬂe%n BARGRATdoputétntIngesan
distributed run time means with the distributed run time means of each said
computer able to communicate with all other computers whereby if a portion
of said application program(s) running on one of said computers creates an
object in that computer then the created object is propagated by the distributed
run time means of said one computer to all the other computers.

6. The system as claimed in claim 1 wherein each said computer includes a
distributed run time means with the distributed run time means of each said

computer able to communicate with all other computers whereby if a portion

of said application program(s) running on one of said computers no longer
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object in that conputer then the created object is

propagated by the distributed run tine neans of said
wor@saeyput er to all the other conputers. 6. TPET/AYS108100580

as claimed in claiml mherein each sai d conputer

includes a distribyted r

di st Peeatereisrin ap o Chlé‘éﬁg CBFIPBQE GQZ%‘%KIEB%L?? & apl e
to C&%}’é?éfr&@& Bbiettib tﬁhémf?&@ 8y tifeQdTRHbeles rieme Byeahs obsaid

portion of said application progra ])@runm ng on one
of samedcmmpme;rtterasshmdrtahh‘g@qcn@éd@w oll ther ethen QOUERIBH| ect

o BB oGRTP SR 08 1 ROLN KRl BFpINARGH prsRRe T

neanﬁlo@fﬁea%ef’or@ "tﬁlr gn&tﬂfﬁ 1da@ing Biaseeting abinitialization routine
accessi bl e e other conputers. 7. The s steng]ect

as ctoamndidy ﬁachenﬁmeﬁt whishesaidl apRbipption RIOSAR GTeales FP
L e e

I NSt gaaputat tovuli sakd @tﬁelobo&gmlters:atl on program creates an

Bl c.The nsdany a6 F Bk, B RSRR N ARG RaPs Do thHgiied
conmpyt f c81‘d ﬁce \%Hﬁ‘ a (%eﬁ{ﬂe%%le gﬂ'ﬂ&gtﬂe%r@dlﬁéﬂﬁrgcéﬂﬁ&%el n

the app ramls nodi fied i n accordance with
a pr e@mhtmng of ed- emhpﬂhtfdnmﬂdaldmggpnctq@nqﬁlapompgqmodgadmg,

conS|st|n of re-c jlation at | oadi

pr e- ORPilY éﬁnl RIPT 9 fogﬁlnlgo]uls%’é‘étluﬂ% corpp Bﬁ’fna?‘rf B Irilption after
| oadi 16ling Cf{ﬁatbefd}e *ek&%u@ﬁ BPiHeablPht paﬂ@nr&apﬂmnbﬂpmgm
after I ng and before execution of the rel evant

pdt.t iTha sypfterapp clagaed mmlpm@whmelrgsalmdg'ygta@p@%mn program

o ot =Ty G LT A 2RO e

accofgange gbipcohsRiifNe Qﬂmmeﬁ@é\eat@dfef rieanchbé trgnsfermnd
consi sting of master/slave transfer, branched transfer

and Gw@é@b@arlsfﬁ‘énsfer 10. The system as clained in

gd ngz sgg%grﬁ%' Qlaﬁxﬂg éﬂn TGiReth GERRG! I¥nfdh} SAtRHallRated

| cation programis
S ubst@tiel éd dagh) si&hztpp(hahtldmio piiam i etlstantisip l@ent;sqj aod the total

Z‘X:’"h'%%&%@Tm%ﬁaé&%?%&hﬁﬁd hical B daku
' | | d t | ud
cl ai g? Ab{ﬂﬁ.lgl%l E?p WI‘ ein a sai conputers i ncl ude

a di I on t e ‘"means each of which conmuni cat es
via said conmunications link at a data transfer rate
whi &K hesysteinsts atriined fnyclhios 0 wheein ¢1bsa1<b eampyaiTingudend

rate. The stem as I n cI rein at
I eastdl%zbf'gmé‘fu erdn%ﬁt?ﬁﬁﬁcﬁ’e&swqﬁab ac e%gngga@l
di f f ebeRtudiBRieheBANBOS Sat@BEWPer rﬁ!t@\vﬁndi fsfsebﬂmihally less than the
operating systens. 13. A nethod of running at |east
one dpwl meatdrpreadiraigr am on a plurality of conputers
S|nultaneously, sai d conmputers being interconnected by
0 ters are

Col T rgefis el AR 1P WBich aQalldiRE DO compu
Of s Uhstdadhirad by diffieatt matufabjrestaadeabhve differeat Operatlng
correspondi ng conputer and each having a substantially
i dentSv&8MSnane, (ii) creating the initial contents of

eagh Ot aRdhr riffht GRlchs oh@BEslicalbBFlogram on a plurality of

computers simultaneously, said computers being interconnected by means ofa

communications network, said method comprising the steps of:
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substantially the sane, (iii) deleting all said
i dentical objects collectively when all of said
w@bkansabioeey of conputers no | onger need to ref ePCT/aU2005/000580
their correspondi ng object, and (iv) requiring any of
said conputers wi shing to utilize a,nane bj ect , .
t her@i n tscatingailie PAwaliyi o sHbssantiglly b@ﬂ&“&ﬂi"g’h&%eﬁaﬁ]? jnythe
sai d, utiljzal . e uBstahtiallyi@eRicAPRame,
conpcﬁ{rgéﬂsonﬁrﬁlgjn%%%@zaﬁ@gﬁ% r corrgz.sponafihn named
obj e(qu?] urdrédtingahelindtidl komtemts nfedobaif siid idestticaldunarpediobjects
14. e nethod as clained in claim 13 conprising the
f ur tybstantfadly the Sam) i a portion of said application

Progg;am fdéilﬁi 31103 OIentRE1 Sikds 661U &Y svheh atltof Said plurality
obj g@? int éilé con'lputer, tﬁgn t he created, object is

pr opafgatmpttaronalongerf neef éo teferde thedmgnutespandingoty gftopnd

co ications network, 15 . ' A
c1 ot P14 TerEr ARG Of A FURPHER SuFhe Bfupre Alcrehe
sai dpnaRR] foCREhieaPnaBsEMORCR ihichtherinity said utifivation and which
| oading by inserting an initialization routine.to

rodi prevendeall thestharcemattersiren ulizing el FUERsPHing taedn
creat.es an.pbject Loy 1pitializatiion routine
pr op2y&t; Bpsea{llcg?'%/th%rg?heg%ocgrlsyaep é@ﬁ yeldbne conputer to

all said other conputers. 16. A nethod as clained in

cl1a] Tdieiiodlayliged el Lhamstsg bt fufhersip of
provi di ng_ each said conputer with a distribut
ti me(reand %W%Mﬁ%}wg‘cﬁ%‘égfwgg T?'Bl,?tng ?’g Eé\#i] a

sai d; 60 ic?e%&%s%g%bg,%’é Wahkt colnputer tAB HReEréSedCdigedriyl
in cfAl Including the further step of: (viii)

pr ovhidipagated ®halrafdht athbeccmpsers visl seidspnagercaigng network.
di stributed run tinme neans ‘and in which is stored the

i dentjt f .any. conput er. ' iNFes to
adedke Hetog bR ER By T e RO 4k FOHGPST, L °
obj ey 1ghodffyiRtsaRthpplcaionipiegtanrbetdra) duribg dr afbuidadige by
the Turther step of: (ix) associati r]ng. a Couailt\@{i neans
Wi t hinseitig ahangalizagign EQUiHigty t
insaiti ligasion soutiggite mogifi cash MEaRee rgrFh

count qf t.he I i ' SiMAbE Foutide stin

Iglc o%glg)gggé? Lref s%@}ogjgse ERY i RiRi2A0b wiagiting

requf®? sai t719. "A nethod as clai ned
i n ckadrinobfct cretedbnoné bemputert thell ssidepsherfcompuyers.
provi di ng an additional conputer on which said shared

program does not ryn and whi ch . hosts.sai ed table
a n]d’g domgthed as §]§irﬂe‘g’6‘d§?1p’o alpcﬁlg}?ﬁ?i{’%fm@%?%%g glg nnect ed

to sajd c i ' it128 dishibwesdnad tiage means to
cl ai ?r{gg’ i %%ﬁ%%%%%@ﬁdc{tﬁﬁﬂ%@%e flljr% her step 01;1?

(Xi ) cpmexinitiarmbewsdrasaiticarapiters apceisbsopaupgations Rewvgrk:

distributed rup.ti ans, and .i ' ' red the

i dbhth mgthof a3 “EB%PI E%Wgﬁ'ld&n%rﬂﬁgﬁﬂhfk ﬁtgébtﬁo access
an o5t prd Qe ARhalth UbIS Aceeisigaby bychohid distribbjodotn fihe
1. A net oc? as clainmed in claim20 including the

f ur t mevans tepinowhich d stored sheddentity ahany %%Rﬂt%r‘”]ﬁ‘ﬁ}é A longer
with sai.d shared tabl.e ' L ' a
count™HHep ﬁ% AGEREY Oq')éef'c’t’st §$é &H%rgﬁnpﬁpu%hg ¢ %éﬁ\ﬁh%ﬁfhtﬁg 2213819

ac ¢& s nicthotiais ¢l of claim 17 including the further step of:

(ix)  associating a counter means with said shared table, said counter means
storing a count of the number of said computers which no longer require to

access said object.
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22. A nethod as clainmed in claim2 1 including the

further step of: (xiii) providing an additional
wems0me6 on whi ch said shared program does noPCT/AN2@NE00580

whi ch hosts said shared table and counter, said

addi ti onal conputer bei n%§conn cted to, said

c dfintymnethed ardaimadip claim 28 indludipg g farthes St %m pr oduct
co ”pé% Si Egrg@lcﬁr? arpgdcﬂﬁ&ﬁgi%ﬂl}%&&t SiehicRISidShak8 Prdgdtard does

stor i um-and opera o permt a plurality of
conpudtans ahdwhithrhwse shidtshareditbioahdauoten) sasbrdditianighi m

13. 24. A pluralit
comﬁﬂﬂ’ﬁ‘é?ﬁpbﬁ*ﬁ%}aé%%?tgg %%%?ergﬁqulgrh glrs %%Qﬁe ted via a

CopsSish&nbd h?él‘&fr@éd‘ if 3tdiAn 6Qﬁclﬁdﬁn§ﬂw fuftBéd s@ép @ﬁ ogr am

running simul taneously of said conputers,

g Io glp(Jnié)g r Is ﬁmglndallll@gmp shvgeéwhbcacts@&blﬁr b}ye&@htsalﬁrﬁéﬁﬁb‘t‘tﬁ‘é gingiéme
pr ogPEARSAG A &hl%}'éls 8&)25#;@8 &ﬁl gﬁ \%%P#F Wi Ritfeffly has
to access an object, together with the identity of the object.

21. A method as claimed in claim 20 including the further step of:

(xii) associating a counter means with said shared table, said counter means
storing a count of the number of said computers which seek access to said
object.

22. A method as claimed in claim 21 including the further step of:

(xiii) providing an additional computer on which said shared program does
not run and which hosts said shared table and counter, said additional
computer being connected to said communications network.

23. A computer program product comprising a set of program instructions stored
in a storage medium and operable to permit a plurality of computers to carry
out the method as claimed in claim 13.

24. A plurality of computers interconnected via a communication network and
operable to ensure consistent initialization of an application program running
simultaneously of said computers, said computers being programmed to carry
out the method as claimed in claim 13 or being loaded with the computer

program product as claimed in claim 23.
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