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| NTERACTI VE GAM NG SYSTEM The present invention relates to an
i nteractive gam ng and digital audi ovi sgal transm ssion system in

particular a gamng and digital television transm ssion system 5

Broadcast transmi ssion of INGERACTEVE GAMBRG SYSTEMi n the field of pay TV
syst ens, where scranbl ed audi ovi sual information is sent, usually by
a satellite or satellite/cable Iink, to a nunber of subscribers, each
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for subsequent®view ng. Terrestria . e also |
known. Recemhsmissionsystérayin pﬁlrﬁ@laﬁﬁ%imihg ahd dipftebslevisiontransmissionGybtemns i t
other data, in addition to or as well as audiovisual data, such as conputer
prograﬁs or interactive applications to the decoder or to a connected PC.
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particular, a nunber of systens have been proposed using interactive
t echnol ogy satellise{gahle link, tocavaumber, offsgbscribersy leach pessessingredesoder capabla of qui z

show, or tq_sel ect rther i.nf ormation.regarding a. produ currentl.y being
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appl i q@t i OBfoaddash sydierhs fe dIsY Bitdwn.t ReR s steths Axvid A5 ustd'Be Bidcast link
proposed to enable a viewer to ganble a sum of noney on the outcone of a

sporting to transmitathepdatgais additionle qraasevell asaluiievisual data asuch|as \computer
network. In f .t.he . t j ewer. | I obliged to
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phoning or mailing a noney transfer to the gam ng authority before
any ganbling can be carried out. The disadvantages of this sort of
procedur e The incigpsipg isephigticationtof such technolpgysr mapartigulsy 4n gelatian goatheo
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services that may be provided thereby. In particular, a number of systems have been
proposed using interactive technology to enable a viewer to, for example, participate
in a quiz show, or to select further information regarding a product currently being
displayed on a shopping channel.
20
In the case of gaming applications, 'a number of largely theoretical systems have been
proposed to enable a viewer to gamble a sum of money on the outcome of a sporting
event or casino-type game broadcast over a television network. In most of these
systems, a viewer is usually obliged to open an initial account with the controlling
25  gaming authority by phoning or mailing a money transfer to the gaming authority
before any gambling can be carried out. The disadvantaées of this sort of procedure

will be apparent.

Alternative systems are also known, in which the viewer buys credits to be gambled
30  in the form of an electronic purse, i.e. a smart card or the like, the credits in the
purse being available for subsequent gaming operations. The card is inserted in the

decoder and the credits used thereafter in the subsequent gaming operations. When



30 in the formof an electronic purse, i.e. a smart card or the like, the
credits int purse being avail abl e for subsequent gam
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conputer together with transmtted audi ovi sual data, the decoder further

i ncl udi ng a PHPHAXSEUPES. device for interacting with a user's bank card in
order to credit a gam ng account held by the central gam ng conputer
means in response to . a transfer of credit fromthe user's bank
account. 15 Accordingntd iespressnt inbentiohe here ik previdéd an anebdctive pausifg and
simply and qui ckly open and, credit a gam ng account fromthe confort
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the formof a smart card. The central gam ng conputer means .
including a card reading device for interacting with a user’s bank card in order to

credit a gaming account held by the central gaming computer means in response to
a transfer of credit from the user’s bank account.

15
In this way, the present invention enables a user to simply and quickly open and
credit a gaming account from the comfort of his home, avoiding the more elaborate

payment methods of the known systems.

20  The type of bank card used in this transaction may be of the debit or credit type. The
card reading device may in particular comprise a smart card reader adapted to interact
with a bank card in the form of a smart card, The central gaming computer means

may be provided by a gaming system server.

25  Advantageously, the decoder is further equipped with a second card reading device.
For example, in the case where the decoder forms part of a television subscription
service, the subscriber may be provided with a subscription card in the form of a
smart card or the like. The provision of two card reader devices in the decoder
permits the decoder to carry out credit transactions on a bank card inserted in one

30  reader whilst the subscription card is held in the second reader.

In one realisation, the decoder may be adapted to obtain transfer of credit information



may be provided by a gam ng system server. 25 Advant ageously, the
decoder is Wwodsorsiequi pped-with a second card readi ng devi cecTABY9/0021%0r
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Preferably, the decoder is adapted to transmit transfer of credit information from the
15  decoder to a bank server via a network communication link, for example, using an
modem integrated in the decoder.

The decoder may be adapted to directly communicate transfer of credit information
to a bank computer. However, preferably, the system further comprises an
20  intermediate communications server, adapted to receive transfer of credit information

communicated from the decoder and to forward this information on to a bank server.

The intermediate communications server may further be adapted to communicate with
the central gaming computer means, for example, to inform the central gaming
25 computer means of a transfer of credit instruction being forwarded from the
intermediate communication means to a bank computer, so as to permit the central
gaming computer means to set up an account without having to verify the transaction

carried out at an associated bank server.

30  The central gaming computer means may equally be adapted to receive and transmit
credit information to or from a bank server via a network communication link. This

may be necessary, for example, in the case of a win or in order to verify the transfer



The decoder may be adapted to directly conmunicate transfer of credit
I nformati on Jo¢ @ bank conputer. However, preferably, t
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devi ce i nt eFopeeanple, thbdeckwieP iRl be adapted to transmit in encrypted form a code word

entered by the user associated with the gaming account of the user held by the central

of

gaming computer means,

15  The decoder may be adapted to directly communicate information to the central
gaming computer means during gaming operation. However, preferably, the system
further comprises an intermediate communications server, adapted to receive

- information communicated from the decoder during gaming operation and to forward
this information on to the central gaming computer means. This may be the same

20  intermediate server as used for the transfer of credit information between the decoder
and a bank.

In the case where gaming information is encrypted by the decoder, the intermediate
communications server may be adapted to simply pass this information “as is” to the
25  central gaming computer means. However; in one embodiment, the intermediate
communications server is adapted to decrypt information received from the decoder
and to re-crypt this information for subsequent communication to the central gaming
cbmputer means. This may be required, for example, in the case where different
encryption algorithms are used by the decoder and central gaming computer means,
30
The intermediate communications server may further be adapted to communicate

information to and from other computer devices, for example, computer databases
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communi cat i inaddition, oxsaterﬁativm;»y sofieadrnalliof €t gaming fdatarednt drom eercenteg t he
user of the system (nane
gaming computer means to the decoder may be sent via a network communication
15  link, for example, the same network used to communicate information from the

decoder to the central gaming computer means during gaming operation.

In practice, a mixture of these two communication paths may prove optimal, the
network path being used for rapid dialogue between the decoder and the central
20  gaming computer means during real-time operation and the transmission path being

used for relatively fixed data, such as screen format display data or the like.

The present invention also extends to a gaming system for processing gaming data,
comprising:
25 means for transmitting gaming data to a user’s decoder;
means for receiving data from the user’s decoder; and
means for connection to a bank server holding the user’s bank account in order

to transfer credit to or from the account.

30  Inapreferred embodiment, the gaming system for processing gaming data comprises
a transmitter for transmitting gaming data to a user’s decoder, and a communications

server for receiving data from the user’s decoder, the communication server being
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15  As mentioned above the system may be used to permit gaming in relation to various
events. For example, the central gaming computer means may be adapted to generate
a computer game (computer blackjack or the like), the computer generated images
being transmitted via the audiovisual link to the decoder.

20  However, as will be appreciated, the combination of gaming and audiovisual systems
makes the present invention particularly adapted to permit gaming in relation to
televised sports, such as horse racing or the like. In one embodiment, the present
invention comprises a central gaming computer means adapted to provide gaming data
related to a real-time sporting event, the decoder being adapted to receive both

25  geming data and associated audiovisual data of the event.

The present invention also extends to a method of processing gaming data, said
method comprising the steps of:
transmitting gaming data to a user’s decoder;
30 receiving data from the user’s decoder; and
connecting to a bank server holding the user’s bank account in ordér to
transfer credit to or from the account,
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order to trwoses7%r edit to or fromthe account. PCTViB99/9275 nQ
system may i nclude a gam ng account held by the gam ng systemwhich 5
can be credited in response to the tranr3fer of credit. The gam ng

system may be adapted to conmuni cate with the decoder and the bank
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receive encry gqed i pformation, from éhe comm cations server. 10
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to permt gam ng inrelatiron to tel evised sports, such as horse
racing or tiser’y bank accgUMne enbodi nent, the present I nvention
conprises a central gam ng conputer neans adapted to provi de gam ng data
related to a real-tine sporting event, the decoder being adapted to receive

both 2fp  gamidpousalethodféaresas ite Setem flatiresdatribed sbove drdlalse\peovided.

In the context of the present application the term «audiovisual transmission system»
refers to all transmission systems for transmitting or broadcasting primarily
andiovisual or multimedia digital data. The present invention is particularly, but not

15  exclusively, applicable to a broadcast digital television system.

In this application the term « smart card » is used to mean any conventional chip-

based card device possessing, for example, microprocessor and/or memory storage.

Also included in this term are chip devices having alternative physical forms, for
20  example key-shaped devices such as are often used in TV decoder systems.

In the present application, the term “decoder” is used to apply to an integrated
receiver/decoder for receiving and decrypting an encrypted transmission, the receiver
and decoder elements of such a system as considered separately, as well as to a

25  receiver capable of receiving non-encrypted broadcasts. The term equally covers
decoders including additional functions, such as web browsers, together with decoder
systems integrated with other devices, for example, integrated VHS/decoder devices
or the like.

30 Figure 1 shows the overall architecture of a digital television system, as may be

incorporated in the gaming system of the present invention;
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order to credit a gam ng account held by the central ganing conputer
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account . 10 Anal ogous nethod features to the system features descri bed
above are a?*‘s%ndprovi ded. In the context of the present application
the term[err]audiovisual transm ssion systenferr] refers to all
transm ssion systens for transmtting or broadcasting primarily
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particularly, but not 15 exclusively, applicable to a broadcast digital
tel evi sion system In this application the termJ[err] smart card

[err] iE usﬁg;&?ﬂﬁ@ﬁ’&”ﬁ’ Sapvent I onal chi p- based card device
possessll ng, ; oprocessor and/or nenory storage. Al so
included in this termare chip devices having alternative physical forns,

for 20 exanpl e key-shaped devices such as are often used in TV decoder
syst ens. An overview of a digital television broadcast and reception system 1000 adaptable to

the present invention is shown in Figure 1. The system includes a mostly conventional
digital television system 2000, which uses the known MPEG-2 compression system
15  to transmit compressed digital signals. In more detail, the MPEG-2 compressor 2002
in a broadcast centre receives a digital signal stream (typically a stream of video
signals). The compressor 2002 is connected to a multiplexer and scrambler 2004 by
linkage 2006. The multiplexer 2004 receives a plurality of further input signals,
assembles one or more transport streams and transmits compressed digital signals to
20  a transmitter 2008 of the broadcast centre via linkage 2010, which can of course take

a wide variety of forms including telecom links.

The transmitter 2008 transmits electromagnetic signals via uplink 2012 towards a
satellite transponder 2014, where they are electronically processed and broadcast via
25  notional downlink 2016 to earth receiver 2018, conventionaily in the form of a dish
owned or rented by the end user. The signals received by receiver 2018 are
transmitted to an integrated receiver/decoder 2020 owned or rented by the end user
and connected to the end user’s television 2022. The receiver/decoder 2020 decodes
the compressed MPEG-2 signal into a television signal for the television set 2022.
30
A conditional access systefn 3000 is connected to the multiplexer 2004 and | the
receiver/decoder 2020, and is located partly in the broadcast centre and partly in the



In the present application, the term"decoder” is used to apply to an
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system of Figure 1; Figure 3 shows the structure of the decoder of

Fi gures 5. arsthagt card, the end-ugagymaaypusahase exenfain either asubsariptionpedeen apay-he
tel evision system of .Figures 1 and 2; and Figure 5 shows a
fl ow di agralﬁé&f’m{“ﬁgmflggi cal steps involved in a gam ng transaction. 10
Digital Television System

An interactive system 4000, also connected to the multiplexer 2004 and the
receiver/decoder 2020 and again located partly in the broadcast and partly in the
10  decoder, enables the end user to interact with various applications via a modemmed
back channel 4002. Such interactive applications may include an interactive shopping

service, a quiz application, an interactive programme guide etc.

In point of fact, whilst the interactive system 4000 has been represented as a discrete
15  logical block, the physical elements of this system, such as the server or servers used
to handle communications between the receiver/decoder and central servers, may be
elements shared with the conditional access system 3000. This will become clear in

the description of the gaming system of Figure 4.

20 Conditional Access System

With reference to Figure 2, the conditional access system 3000 includes a Subscriber
Authorization System (SAS) 3002. The SAS 3002 is connected to one or more
Subscriber Management Systems (SMS) 3004, one SMS for each broadcast supplier,
25 by arespective TCP-IP link 3006 (although other types of linkage could alternatively
be used). Alternatively, one SMS could be shared between two broadcast suppliers,

or one supplier could use two SMSs, and so on.

First encrypting units in the form of ciphering units 3008 utilising « mother » smart
30  cards 3010 are connected to the SAS by linkage 3012. Second encrypting units again
in the form of ciphering units 3014 thilising mother smart cards 3016 are conm;.cted
to the muiltiplexer 2004 by linkage 3018. The receiver/decoder 2020 receives a



An overview of a digital television broadcast and reception system 1000
adapt abl e tg@gogze791t he present invention is shown in Figure gerisyosmst em

i ncludes a nostly conventi onal digital television system 2000, which
uses the known MPEG 2 conpression sys}vﬁg_ 15 to transmt conpressed
digital signals. In nore detail, the G 2 conpressor 2002 in a

vi deo ressor 'S connected 1o a nu

scranbl er 20Rdmidications Setverk322 viPHe motemnted|vatip tleanael 40024 The SAISwesdsa
plurality of further input signals,, assenbl es one or nore transport
streanms andmongsisythersthingsspbssEptionirights 4p the davghter swanteard gngeqiesthi tter 2008
of t-he broadcast centre via |linkage 2010, which can of course take a
wi de variety of forns including tel ecomlinks. The transmitter 2008

transmgs epRCihMMBGRE! téntsin dBa ! stcrétsdofiphé f Mo commineroisl Operators. Fig el lite
transponder 2014, where they are electronically processed and broadcast via

25  not i onamothenmsinar cashancryptsedifferent kinds ofanessages and e cdaughies|» Sparh t he
formof a dis wned or rtented by.th n ser. The signals received
by recei verca"égfgcgrpé the messagqsaﬁgtﬁﬂrﬂyfy&hg Tiﬁ??ﬁ %tdebg?oat ed recei ver/ decoder

2020 owned or rented by the end user and connected to the end user's

tel evi sion 2022. The receiver/decoder 2020 decodes t he conpressed
MPEG 2 si grigtie first and: seaoind \cipiering siniin 300§ and 3AH4 cempiisesa sacks @n dectronizo

A condjtio CCessS .S em 3000, is_ ¢ d e | 4 and
the 16" N GER FRCiTbrars 3eet o FERREN, uh Yo 2D HGohl R bt
centre and sgﬁrﬁté 43016 B84 3016 respectively, for each electronic card, one (card 3016) for

-9- ecoder. It enables the end user to access _digital television
br oadcast s ehcrypting ¢heoECMs and onsr(candr ¥H ) fort encrypbing dhes EMMSnart card,
capabl e of decrypting nessages relating to comercial offers (that
is, on or several television programres sold by the broadcast

supplier), AR shéwh i Figueé 2| iathahkeld e€fibié TohB LA by2@8 Grievir 100cdnrol
decoder 2020 and 5 smart card, the end user may purchase events in

ei t her13 swndprograimofunctons afrthe rgegiver/decoder B&20.vi ew node.

broadcast ce ﬁéﬁg,f g;ghﬁgc@%g%@)ot oy ﬁ;g@@ecéarmlwcpizpé'é)(sa?gqip agm ot

Multiplexer and Scrambler

_ With reference to Figures 1 and 2, in the broadcast centre, the digital video signal is
20  first compressed (or bit rate reduced), using the MPEG-2 compressor 2002. This
compressed signal is then transmitted to the multiplexer and scrémbler 2004 via the
linkage 2006 in order to be multiplexed with other data, such as other compressed

data.

25  The scrambler generates a control word CW used in the scrambling process and
included in the MPEG-2 stream in the multiplexer 2004. The control word CW is
generated internally and enables the end user’s integrated receiver/decoder 2020 to
descramble the programme. Access criteria, indicating how the programme is
commercialised, are also added to the MPEG-2 stream. The programme may be

30  commercialised in either one of a number of « subscription » modes and/or one of a

mumber of « Pay Per View » (PPV) modes or events.



An interactive system 4000, al so connected to the nultiplexer 2004 and the
recei ver/ deewoles392920 and again |ocated partly in the broadcagér/ggdnodast |y
in the 10 decoder, enables the end user to interact with various
applications via a nodenmed back _cﬂannel 4002. Such interactive
applications may include an interactive shopping service, a quiz

appl i cation nBlcRiptioh! Bad? (ROERINERr ShsEfidt6 one or more chibnitalil offérsf act
whi | st the }%tﬁ%rsacti\?gﬁsystem 4000 ag besen reproggeﬁt ecg as a llnsc?e%rg 15

| ogi cal bl ook« bobguethy,sthus gettihg tetightofo whiich everytohanned dmsidesthosdleousjuetser or
servers use to handl ¢ comuni cations bet n the receiver/decoder
and central g%g?ev@'reg‘?" ?ﬂ’g ent, up:to ?@n@ﬁf&ﬂaﬁfﬁmwﬁﬁ?ﬁ ORA
access syst BirieMvth! s8al s i s bt d t he
Garm ng oyet DORGHREDE chreii P PP FEr HiRmodt, e cud b I PRAARIWRE ofF |
ref erenge t gapabifity eto2purchasecevedist asoha |wisksse This gart dben Khitved byl witfes pre-
Subscri ber , Authorization System (SAS) 3002, The_ SAS 3002 is connected
to one or mbpeking the eveptinadvance (xRF pdesy)s OF Ry, PRESHRSING S £VER A8 Seis f or
each broadcggt =1 respective TCP-1P |ink 3006 (although

ot her typesg%%t f?:i’g%a‘fé’g&éau%ﬁiﬂ“lé%%r fati vel y be used). Alternatively,
one SMS coul d be shared between two broadcast suppliers, or one

supplier could use two_SMSs, and so on. .. First encrapti ng,units in
the form of Betththercangrol ward GWond the acesss sriteia sreised de buld ap E&mernese

d 10 ' : '
ol s d0ep Eotin6PRistigE (EERD) s i ainlagd SHEHEoHAE IO RE IR DIl
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3018. The receiver/decoder 202Q receives a Lo
program) and the access criteria of the broadcast program. The access criteria and

control word are transmitted to the second encrypting unit 3014 via the linkage 3018.
In this unit an ECM is generated, encrypted with an exploitation key Cex and
15  transmitted on to the multiplexer and scrambler 2004.

Programme Transmission

The multiplexer 2004 receives encrypted EMMs from the SAS 3002, encrypted
20 | ECMs from the second encrypting unit 3014 and compressed programmes from the

compressor 2002. The multiplexer 2004 scrambles the programmes and communicates

the scrambled programmes, the encrypted EMM (if present) and the encrypted ECMs

to a transmitter 2008 of the broadcast centre via linkage 2010, The transmitter 2008

‘transmits electromagnetic signals towards the satellite transponder 2014 via uplink
25  2012.

Programme Reception

The satellite transponder 2014 receives and processes the electromagnetic signals
30  transmitted by the transmitter 2008 and transmits the signals on to the earth receiver
2018, conventionally in the form of a dish owned or rented by the end user, via
downlink 2016. The signals received by receiver 2018 are transmitted to the



-10- [err] daughter [err] smart card 3020. It is connected directly
to the SAS &@9/30¥91 Communi cations Servers 3022 via the FedasRehack
channel 4002. The SAS sends anongst ot her things subscription rights
to the daughter smart card on request. _y2.5 The smart cards contain the
secrets of one or nore conmercial operators. The [err] mother [err]
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for ‘each electronic card, one (card 3016) for encrypting the ECMs and
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video signal is 20 first conpressed (or bit rate reduced), using the
MPEG- 2 conpressor 2002. This conpressed signal is then transmtted to
t he nul ti pl xtbe progiarsmedsistramblzd) theuieceivérddecoder 2020 nktaapts the@6riesponditgr t o
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control wor generated I nterna and enables the end user's

i ntegrat ed daughter smatccad 302Q @attrols whether thteend useblhes theerightagrdeorypt theAccess
criteria, Iﬁ&i\/faﬁdn% Qgc\:’gsé htﬁe %rrg amme. 1 not, a negative status is passed to the

receiver/decoder 2020 to indicate that the programme cannot be descrambled. If the

—3d

end user does have the rights, the ECM is decrypted and the control word extracted.
15  The decoder 2020 can then descramble the programme using this control word. The
MPEG-2 stream is decompressed and translated into a video signal onward

transmission to television set 2022.

Subscriber Management System (SMS)

20
A Subscriber Management System (SMS) 3004 includes a database 3024 which
manages, amongst others, all of the end user files, commercial offers (such as tariffs
and promotions), subscriptions, PPV details, and data regarding end user consumption
and authorization. The SMS may be physically remote from the SAS

25

Each SMS 3004 transmits messages to the SAS 3002 via respective linkage 3006 to
enable modifications to or creations of Entitlement Management Messages (EMMs)

to be transmitted to end users.

30 The SMS 3004 also transmits messages to the SAS 3002 which imply no
modifications or creations of EMMs but imply only a change in an end user’s state

(relating to the authorization granted to the end user when ordering products or to the



commerci ali sed, -are al so added to the MPEG 2 stream The programe nmay be
30 commerwaby3¥drin either one of a nunber of [err] subscr ppriiBe/epEnsr |

nodes and/or one of a nunber of [err] Pay Per View [err] (PPV) nodes
or events. " In the subscri pti-on node, the end user subscribes
to one or nore comercial offers, of [err] bouquets [err], thus
getting theamogik that theveridcisee wall \becdharged). | nsi de t hose bouquets. I n
the preferred enbodinment, up to 960 commercial offers nmay be selected from
a bouquet of channel's. In the Pay Per \/ i ew node, the end user is
provi ded w . ) apal ] SE_eVve e Thi s can
be achi eved DT ? X ' ) trar ([err]

pr e-book nDde [err]), or by purcha3|ng the event as soon as it is
broadcast ([err] inpulse node [err]) Both the control word CWand

the accéss Mep: Entidlementonteol Blgspages aremmerypras raessages embedded ivithedaz age

e essage STEHE S SARIRER grotabad ity ebihef o EAHEt) SorloBReil g o
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The nul {g pl %ﬁeé’é&%&s@w@%@mmt ed EMVs fromthe SAS 3002, encrypted
20 ECMs fromthe second encrypting unit 3014 and conpressed progranmes

fromthe conpressor 2002. The nultipl exer 2004 scranbles the
programes and ni cat es d te
B (T or o QU BN & RESERE dotieust a8l AV ot S8 REA) SyahBlotf' 1)
broadcast cepichg uéérs. | A '¥rasiPmal) kontal & giveanfumbek of ed@W8ers. This organisation

as a group aims at optimising the bandwidth; that is, access to one group can permit

15  the reaching of a great number of end users.

Various specific types of EMM may be used. Individual EMMs are dedicated to
individual Subscribérs, and are typically used in the provision of Pay Per View
services. So-catled « Group » subscription EMMs are dedicated to groups of, say, 256
20  individual users, and are typically used in the administration of some subscription

services. This EMM has a group identifier and a subscribers’ group bitmap

For security reasons, the control word CW embedded in an encrypted ECM changes
on average every 10 seconds or s0. In contrast, the exploitétion key Cex used by the
25  receiver to decode the ECM is changed every month or so by means of an EMM.
| The exploitation key Cex is encrypted using a personalised key corresponding to the
identity of the subscriber or group of subscribers recorded on the smart card. If the
subscriber is one of those chosen to receive an updated éxploitation key Cex, the card
will decrypt the message using its personalised key to obtain that month’s exploitation

30  key Cex. '

The operation of EMMs and ECMs will be well-known to one skilled in the art and



transmts el ectromagnetic signals towards the satellite transponder 2014
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transponder 2014 receives and processes the el ectromagnetic signals 30
transmtted by the transmtter 2008 and ransmts the signals on to the
earth receiver 2018, conventlonal}y in the formof a dish owned or

rent ed byzéJi]g ;?d%%etlc&% Eribed ?erautxaqﬂt@é@h‘eﬁh 2016. The signals received by

receiver are transmt

-12- i ntegrated recei ver/ decoder 2020 owned or rented by the end
user and connected to the end user's television set 2022. The

recei ver/ desgiver/Desoder SHUCMIE| exes t he signals to obtain scranbl ed
programes wth encrypted EMVE and encrypted ECMs. 5 I f the progranme
i's not scranbled the receiver/decoder 2020 deconpresses the data and
transf og ms Réfenﬁiggt)&hgmnem the dlefhents D gradeiver/detoden 2026 6t sn-top boe ferwisei on
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card 3020 convémionaligd bwir infslemeniaticewild @8 wiksin the) bipabilitids of yome skilled
ECM and to access the progranme. If not, a negative status is passed to the

recei ver/ ddBdbeArt2020 to indicate that the programme cannot be descranbl ed.
If the 0 end user does have the rights, the ECMis decrypted and the
contro} word extracted. 15 The decoder 2020 can then descranble the

programve Ugd BEowR) theCdubdér 2020 . iiii@ed with sdviReR(F-inteBfatdsafor irecsieingmgessed
and translated into a video signal onward
transmitting data, in particular an MPEG tuner and demultiplexer 2040 for receiving
broadcast MPEG transmissions, a serial interface 2041, a parallel interface 2042, and
a modem 2028 for sending and receiving data via the telephone network. In this
15  embodiment, the decoder also includes a first and second smart card reader 2030 and
2031, the first reader 2030 for accepting a subscription smart card containing
decryption keys associated with the system and the second reader 2031 for accepting
bank and other cards. As will be described, the use of a two-slot decoder, adapted
to read bank cards, is an important aspect in the implementation of the gaming system

20  of Figure 4.

The decoder also includes a receiver 2043 for receiving infra-red control signals from
the handset remote control 2044 and a Peritel output for sending audiovisual signals
10 a television 2022 connected to the decoder. In certain cases it may be desired that
25  the infra-red signals transmitted from the handset 2044 to receiver 2043 are subject
to a simple scrambling/descrambling process to ensure that no useful information may

be obtained by any third party monitoring the transmission.

Such algorithms will not be described in any detail, but may comprise, for example
30  a symmetric algorithmic key known to both handset 2044 and receiver/decoder 2020.
This may be varied from time to time, for example, by means of a modulating

random number chosen by the receiver/decoder 2020 and displayed by the television
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(SMB) 20 woss9Bbscri ber Managenment System (SMS) 3004 i nclradtaBew00275
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stream of a transmtted program and whi ch contain the control word
necessary fand will not $eslescritiedi hege &f appdetaidr Hirhayobe bassdp foraexamaplehoniasat i on
of a given recejver/.decoder,.

. I, | | by E EntJ t|
Management KERahmaching inieracting wia aghﬁtgﬁgcgey;a?er with aﬁ%ﬁ%ﬁ? r%’sgaitrl@tgéﬁ TE’\%}[ﬂ ch
supply 13" aphfiemef@d ih WeShaBarComteis of the'decbdd?! In!t@fhPBf the hardware

architecture, the decoder will be equipped with a processor, memory elements such
as ROM, RAM, FLASH memory etc. as in known decoders.

W

Applications processed by the control unit 2045 may be resident applications stored

15  inthe ROM or FLASH of the decoder or applications broadcast and downloaded via
the MPEG interface 2 of the decoder. Applications can include program guide
applications, games, interactive services, teleshopping applications, as well as
initiating applications to enable the decoder to be immediately operational upon start-
up and applications for configuring the decoder. Applications are stored in memory

20  locations in the decoder and represented as resource files comprising graphic object
description files, unit files, variables block files, instruction sequence files,
application files, data files etc.

Conventionally, applications downloaded into the decoder via the broadcast link are
25  divided into modules, each module corresponding to one or more MPEG tables.
Each MPEG table may be divided into a number of sections. For data transfer via
the serial and parallel ports, modules are also split into tables and sections, the size

of the section depending on the channel used.

30 In the case of broadcast transmission, modules are transported in the form of data
packets within respective types of data stream, for example, the video data stream,

the audio data stream, a text data stream. In accordance with MPEG standards each
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gaming system includes the elements of the digital television system described and

shown in Figures 1 and 2, which have been assigned the same reference numerals .
Some elements, such as the digital compressor 2002 shown in Figure 1, have been
omitted in order to focus on those aspects of the system which are pertinent to the

15  present invention.

As shown, the gaming system additionally comprises a source of audiovisual
information 4001 regarding the event which will form the subject of beiting etc within
the system. In the present case, the event has been represented as a horse race, and
20  the present system is indeed particular adapted to gaming activities centred around
televised live action sporting events. However, as will be understood, the present
system may equally used to permit gambling in relation to other events, such as

casino-type games, as well as computer generated games, pre-recorded events etc.

25  The system further comprises a central gaming computer means in the form of a

gaming system server 4002, together with associated operating terminal or terminals

kt

i
b
i
&
3

4003, adapted to generate odds, calculate winnings etc in relation to the gaming

r ety PR
Y g

event. The gaming server 4002 is adapted to communicate with a receiver/decoder

2020 via the intermediate communication server or servers 3022, The connection

G

30  between the gaming server 4002 and communication server 3022 may be implemented
by an X25 Transpac link or via a dedicated line. The network link for the server is
indicated broadly at 4010.
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Typically, the satellite link 4011 will be used to send data or information that may
be updated on a daily basis or which may be received by any mumber of
receiver/decoders in the park (odds for tomorrow’s races etc). In particular, the
20  satellite link may be used to download the application that needs to be installed in the

receiver/decoder to enable the receiver/decoder to function in the gaming system.

In contrast, the modem link 4010 may be preferred for data that changes on a minute-
by-minute basis or that is specific to a particular user (results of last race, current

25  state of the account of the user etc).

In addition to handling gaming activities resulting' from bets placed via the
receiver/decoder 2020, for example as programmed in using the remote control 2044,
the gaming server 4002 may also be adapted to manage bets to be placed by other
30  input means, for example as placed by a phone service or as received by a “MiniFel”

type system, as used in France and other countries.
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The present embodiment differs from such systenis in proposing a system architecture
that enables a viewer to pay by means of a credit or debit card inserted in the decoder
and by entering data into the system by means of the hand-held remote control. As

20  mentioned above, the provision of a decoder provided with two.distinct card readers
2030, 2031 enables the decoder to simultaneously hold a subscription card containing
the viewers access rights (eg to the gaming channel) as well as interacting with a
credit/debit card inserted in the decoder.

25 In order to comply with regulations concerning the use of credit/debit cards in

‘gambling transactions, two different types of transactions need to be distinguished:

(i) opening or re-crediting an account managed by the gaming system server and (ii)

gambling the sums in this account.

30 Opening an account

In the present case, the card reader 2031 functions in a similar manner to a standard



30 In the case of broadcast transm ssion, nodules are transported in the
form of datggggzg791Packets within respective types of data Stﬂ&?ﬁbyﬁog‘is
[ a text

exanpl e, the video data stream the audi o data stream at a
stream |In accordance with MPEG standargs each
-16- packet is preceded by a Packet ldentifier (PID) of 13 bits, one

PID for ev ; aﬁ]ﬁ'ﬁ? b8 af I fiaFe map
tabl e (ngérgorﬁ?ﬁfﬁisse% nr |bst 0 t £'t ﬁ%@g{epfxee'r\fgﬁ%ﬁﬁgﬁ&se g?ltg Oggl nes the
cont ent of cadcpresdntediin duve eadeng Asowitheall card readgrsusédvin thelbanking felday

alert the device,tqg the presence aof .appli,catiops.in the data stream
the PID beFPF&m“&&?PPP!L@H’BW ‘?’ﬁéefﬂi%ﬂlt(g‘gﬂ@.s case the de°°é§aifﬂ’g‘ B ervers _
Archi tectug o I3 Qi"ﬂ\}: | fWetng e term@iil e d@pCr i bed
t he el emnfiprgg$l?8#g?@gﬁ?%g 0& 0 Q:g{-:dgialm n gscﬁg%ggdms%ccéoredl ng to an

enbodi rient tief titb ehatrthe emdmonyvzones on theftard are “opepdmi ng system i ncl udes the

el enents of the digital television systemdescribed and shown in
Figures 1 and 2, which have been assigned the sane reference nunerals.

Sone el enme Q. t | ' 3 have
boen OB Brdef 46 8p8Y abd EredicHn oo SRRERR YAt 6 AR MIVER it ity N
are pertingmps hre édrtied Dut dpring arfirsi phasert i on. As shown, the gan ng

system additionally conprises a source of audiovi sual i nformati on
4001 regarding the event which will formthe subject of betting etc within
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race, e present systemi1s indeed partflcul adapted to gam ng

activiti es reiver/ddcadep)itht user selettsties bptich [‘open ancadcounts pmdt émters dhesums .
However, as will be understood, the present
of money that he wishes to transfer to this account.

b) After having introduced his credit card into the card reader slot 2031, the viewer

15  is invited to enter his personal PIN code. The user has a maximum of two
opportunities to enter the code, after which the receiver/decoder will refuse to accept
any further entries and the transaction will be abandoned.

Note that in the case of sensitive information communicated to the receiver/decoder
20 by the handset (in particular the PIN code) the data entered by the user on the key
pad of the handset may be scrambled before transmission between the handset and
decoder so as to prevent interception of this information by any third party, See

above.

25 ¢) Assuming the code is correct, the smart card downloads certain information in
response to a request from the receiver/decoder, including details of the last
transactions, to enable the decoder to verify that the sum of transactions during 2
certain peribd is within, for example, the transaction limit of the card holder for that
period.

30 ‘

d) The receiver/decoder then passes to the smart card information regarding the

current transaction including the amount of the transaction, the date and time of the



system may equally used to permt ganbling in relation to other events,
such as casi no-type ganes, as well as conputer generated
pre-recor deWBPERTY etc. 25  The systemfurther conprisesP ﬁr@ﬁfopﬂﬁ
gam ng conmputer nmeans in the formof a gam ng system server 4002,
together with associ ated operating t er itral or termnal s 4003,
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receiver/ de(rzmé%tans of the?Setount 18 Hefwe&@amébmﬁe@wa&aae &%‘(ﬁé or
servers 3022. The connection 30 bet ween the gam ng server 02 and

communi cat i intereogation GOR® wand Hronh ribe egaming dystem  servor on thesimtermediste | i nk
or via a dedicated lLine. The network link for the server is i ndi cated-
broadly at unications system server). -17-

As descsi bed above t he communi cation server 3022 conmunicates with the
recei ver/ decoder 2020 by nmeans of a telephone |link using the in-built nodem
of the e) rhnelweonmuonmrmannew the Tmarteand rthers calpwlatessy fiset vupmenic y
adapted to senF i nf or i on receiver/

eco
satel |ite |SERWIc, ysiog;this ’&f%“?ﬂ Whigd i °°B’§“‘%“h‘j"‘é°§‘t Fdﬁ’ecFFce“’”’ deeBadt.
i nformati Orrrwfeeeﬁeﬁdeeéh&ﬂ whiees&he &@émftﬁhsa‘éﬁ&ﬁme Rhrd dideOseabhdurhérid he
transmtted G stream As will be understood, all
comuni cat i cemtificate is saleulmd/ wcmrmlm@t@d tto théhgeceiver/deepdes. ngT heemeMOry;002
are via.the recet)/nﬁJ %[g g err] agd omruni cati on server 3022.
In the'tase?PFs 0 S A 0378 Bhini ng server 4002 to the
recei ver/ decoder 2020, the choice of communi cati on channel and
communi cati on means (MPEG satellite transm ssion or conmmunication

ser ver / nodeThe generationrof 4 air ofiynumepie netrisficataseisna tspeeifio fsecurityi AEasIEGt i on

to be tr ansangs(t)égtgd with the use of a receiver/decoder as transaction terminal.

15  Once the above steps have been carried out, the system then moves to a second phase
involving communication between the receiver/decoder 2020, the intermediate

communication server 3022 and the bank server 4005.

f) Before transferring any information, the receiver/decoder 2020 verifies the identity
20  of the communication server 3022 by means of a public/private key system (eg using
the RSA algorithm). In particular, the receiver/decoder generates a random number,
which is transmitted to the server for encryption by a private key and returned to the
receiver/decoder, which checks the encrypted value using the equivalent public key.

25
A simple handshake signal may also be provided by the decoder 2020 to identify itself
to the server 3022.

g) Assuming the identity of the communication server is verified, the
30 receiver/decoder 2020 sends to the communication server 3022 the details of the
transaction to be carried out, including the first and second nmumeric certificates

generated by the smart card.



Typically,-the satellite link 4011 wll be used to send data or information
t hat may wo spB9m9pdat ed on a daily basis or which may be reeerneshdoyrsany

nunber of recei ver/ decoders in the park (odds for tonorrow s races
etc). In particular, the 20 satellite-2i-nk may be used to downl oad the
application that needs to be installed in the recei ver/ decoder to

enabl e t he h}CFheveommtianindion seyvérBO2L ithen sendg the tignsaction dstailetn the first bank | n
contrast, the nod link 401Q_may be preferred for data that changes,on a
mi nut e- servgy, 4008y gty Yegfigy the, agcopat ef)éleq npez, @ AUhArISeY 495, A0Y) e
(results of | s etc).
In addition %@%@g@ﬁg&%mﬂﬁé@ﬁl%ﬁeﬁe? ?ﬁgﬁﬁﬁ‘ﬁg&%&%’q tﬁ%g%) gﬁi}&g%él ﬁvi a
the - I gefey.cr The aeawfer AFAondydetweanthecusess pecoynt and that rofuthe eenttdhe
renote control 2044, ..the gam n? server 4002 may al so be adapted to
nmanage et s maﬁh&g&awﬂ},ﬂwpﬂ@rh@gw vithinthehanisnetvgrk 40| e as pl aced
by a phone service or as received by a "Mnitel" type system as used
in France and ot her countri es.

- 18- i) Once the comhbfmiatioh "@reers3@D has tedeiviéd0dckmowiéibetrean Jf the
connected to a bank server network . 4003 conpri sing one or
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betweenQ  phase. 5 each of the elenents of the gam ng systemw | be
described in nore detail below in relation to the
operation of the system Gam ng System Operation

Note that the same steps a) to i) as used in the first two phases will also be carried
out in the event that the user wishes to increase the credit in an existing gaming
account. |
15
The next phase in the opening of a gaming account involves communication between
the receiver/decoder 2020, the communication server 3022 (and the SAS and SMS
servers 3002, 3004) and the gaming éerver 4002. The information communicated
between these servers is largely non-sensitive and may be communicated in clear,
20  with the exception of the code word chosen by the user to obtain access to his gaming

account.

j) Using the information (name, address etc) on the user held in the SAS and SMS
servers 3002, 3004, the communication server prepares a request for opening of an
25  account with the gaming system server 4002, This information has been gathered in
the SMS server during the original procedure carried out when the user originally
subscribed to the television service. The user is thus spared the inconvenience of

repeating all this information when subscribing to the gaming service.

30 Note that in the event that SMS database reveals, for example, that the subscriber is
in debt with the television service, the communication server may abort the opening

of an account with the gaming service. This extra verification step may be carried



10 As nmentioned in the introduction of the present application, gam ng
systens usewa 93/39791 interactive tel evision systRqwphysRased
to date have tended to use relatively |aborious met hods
for settling accounts between the viewgj and the central gamng authority,
requiring the viewer either to pay by a conventional nethod (cheque,

tel ephone gueshirfier, for example, at step g).Lransfer etc) or to physically purchase
an "electronic purse"” in I%he formof a smart 15 card or key
containing a nunber of pre-paid credits that nmay be ganbl ed. The present
enbodi ment . di{fers from such stens i n_.proposi syste rchitegcture

t hat enabl §g EP@Pg\ﬁg?bﬁgnﬁgy t@%//cmc@?l %Sgweﬂ%zﬁﬂﬂé'emﬂﬂ r%‘lbf ted in
t he decode : ; ' F-RT t : means
of the han?itéf ﬁgP%} (}netr?ot%xeer%cgmeflgﬁ&c%gzm Wt ga(&%lh%rﬁ‘?g ﬁ%i%‘?‘%‘ggeg?@t he
provi siSon &ér werifécatiorrbypthevisded Onoehverified| the informationl is senietosthe gaming

2030, 2031 enables t ecoder to_sinultanegusly hold-a subscription card
cont ai ni ng System server U‘BOSI W(ilerq ﬁga@xpggg}pgc%sgsge%p%gysthg &veis¥iRe gani ng
channel) as well as interacting with a credit/debit card
I nserted in the decoder. 25 In order to conply with

regul at i on$) Theaecounninfohmationgacdount meinbérded)iis thearsdst from the gaming server
ganbling transactions, two, different es of transactions need to be

di stingui sﬂﬁ@fi via the communication SgEver ééﬁi WgthBr’e?eéYQ!@ﬁ‘quf r?<92%m Thecwsght
manageg by ;d fie, GA/ed %o Shodse g‘sﬁﬂb‘l’@é%%’\goé&')fo} the account which will be &&#fdiakd'9 t he
suns in this account. ening an account

In t hedpr Sbyrthe Gystem dtheweryaopenimgpofa gafliiidg fsessivnl 0AsS fontie BINrnhmberyaheoer to
a standard,

. . . . . . -19-
card readeinfiAEd §ignal copiaming thiyinfarmation andsent between, theagmorg eonifol and gat a

On a SMart he decoder may be scrambled by the remote control to avoid interception and

descrambled by deceder.

15
m) The code word is then encrypted by a public key of a public/private key pair held
in the receiver/decoder 2020 and sent to the communication server 3022, where it is
decrypted by the corresponding private key. In this case, for example, the same RSA
key pair as used for the verification of the communication server may be used.

20

n) The code word is then re-encrypted by the communication server 3022 and sent
to the gaming system server 4002 where it is decrypted and assigned to the user’s
account. In this case, a symmetric key algorithm, such as DES, may be
advantageously used, for example, to permit two-way encrypted communication

25  between the communication server 3022 and gaming server 4002.

Gambling with an existing gaming account

Once the user has set up and credited a gaminé account with the gaming server 4002,
30  all future gambling transactions will be handled between the receiver/decoder 2020
and the gaming system server 4002. At the start of every gaming session, the system
server 4002 will demand the user’s assigned code word, which will be communicated



card presented in the reader. As with all card readers used in the banking
field, wawmer9li cati on between the termnal (in this caseptivesnopger)
and external servers is prohibited during the tinme that the card is
bei ng accessed by the termnal, i.e. fap3. 5 the tinme that the nmenory
zones on the card are "open". In order to open and credit an
account W thenbden the neceivepsdetaier afd VieY ganting séivet,oMa B8 communigitdif sefver,
carried out during a first phase: 10 a) Using the handheld renote
control , arf§descrihed#b@very t he application |oaded in the :
recei ver/ decoder, the user selects the option "open an account” and enters
the sum of noney that he wishes to transfer to this account.

b) After hapgriémphéity)dindcia dtder & pethiit £ aélatively Qapil il ,raﬂaaqifat' 031,
the viewer 15 Ps }ifyr)lvi ted to enter his persosrllaIﬁPl N g%\gike. hglﬁiﬁ{#ﬂfas a
maxi nund of Tesponses betwegnobe mser andgbe gamingtystenhia arderto placed betand wecetive
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particular the PIN code) the data entered by the user on th
of the handsetiver&lecodersiorgamiing andstef andéon slawlynchanging oreunivenrsak Gasa l{detdilet and

decoder so to. prevent jnterception of this infor i.on, b y third

par Ly | See O tat aaseanees, the bEFEE B oAt Al ey WoRAsSTViadps Seepitl Wil
card degnl Gadrd&abtakd advinfigERfithd bhiiwidth of hESHRIRARE, 0 a request fromthe
recei ver/ decoder, including details of the |ast transactions, to

enabl e the decoder to verify that the sumof transactions during a
certain period is, w.thin,.for. exanml t trangaction |im.t of the card
ol der f or ey embodiment; i hich GRS Shartg Byl B dmo P mAmY R e s ses
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i ncludi ng the anount of “the fransaction, the date and tinme of the
communication from the receiver/decoder to the gaming system server passes via the

15 modem link, whilst all communications from the server to the receiver/decoder pass
via the satellite link.

As mentioned above, the present system may be used with a number of interactive
gaming applications, for example, with computer games such as blackjack, poker or
20  the like, in which the user places a bet on the outcome of a game managed by the
gaming server, However, in view of the use of television broadcast technology, the
system is particularly adapted to permit gaming in relation to live action sporting

events, such as televised horse, dog or camel racing.

25  Figure 5 is a flow diagram of the steps involved in the placing of a bet in relation to
one or more broadcast horse races. In the present case, the bet is to be placed in
respect of the present day’s races, i.e. in “real time”, and the od&s quoted for the
horses may depend on the time at which the bet is taken. In’alternative embodiments,
bets may be placed the day or week before the race or races in question.

30 . .
Firstly, at step 5000, the user enters his code word and opens a betting session. At
steps 5001 and 5002, he chooses the racecourse he is interested in and one of the



- 20- transaction, the details of the bank account to be credited in
t he transactwemas so on. (The details of the account ﬁ(?r/ﬂ;?%?]ﬁg” ted
can be obtained by the decoder prior to the i nterrogation of the card
fromthe gam ng system server or the injgrnediate conmuni cat i ons
system server). 5 e) In the conventional manner, the smart card then
cal cul ates i : ' L ogat e Y .08, Whi ch
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pair of nunmeric certificates is a specific security measure

associated with the use of a receiver/decoder as transaction termnal. 15
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second phase i nvol vi ng communj cation between the receiver/decoder
2020, the iwiskasrefdthatgaming authegyhand mayitenbased earanyof the wgualupesaefkbeer ver
4005.. f)eBefore transferring any information, the receiver/decoder
2020 verifioéger?%gmi@e%‘fef“: 9P§Bs 8'I’Sf t he conmmuni cation server 3022 by neans
of a public/private key system (eg using the RSA algorithm. In
particular, the receiver/decoder generates a random nunber, which is
transm tt edAttgep ﬁ@%éh@@serf@momdﬁ9mpeo¢f bst he wishestoeplaeey Imthereaseiofied to
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formula of the bet, ie whether the horse will win or be placed in the first three or
four positions. At step 5005, the user chooses the horse he wishes to bet on.

In the case of a complex bet, the user then chooses from a combination of win, place
15  or win/place at step 5007 and from one of a number of types of bet (single,
combined, reduced field, full field) at step S007. The user may decide, for example
to choose one horse to win and/or one horse to be placed in the top three or four.
Other combinations may be made presented to reflect the choice of bet normally

available. At step 5008 the user chooses the horses he wishes to bet on.

At step 5009 the user chooses his stake, i.e. the sum to be extracted from the money

deposited in his gaming accbunt. At step 5010 confirmation of the stake to be

gambled is demanded. At this time, the system may also indicate the overall odds

for the bet or bets placed and the sum of money to be won. Assuming that the user
25  confirms the bet, the bet is registered at step S011.

Following the results of the race, the gaming system server calculates the winnings
or losses for the user. These will be subtracted or added automatically to his gaming
account. The user may demand at any time the position of his account.

30 _
In the event that the user eventually wishes to close the account or to transfer some

of his winnings to his bank account, a message to this end may be sent by the user



A sinpl e handshake signal may al so be provided by the decoder 2020 to
identify it Q9939791 to the server 3022. 9) Assuni PQTAB8/00275
identity of the conmmunication server is verified, the 30 recei ver/ decoder
2020 sends to the conmuni cation server 3822 the details of the

transaction to be carried out, including the first and second nuneric
certifi cat eifom the receigenidecaten2(02d toltke gaming sgsier server 4002 (Figure 4). At that

-21- . h) The co ni cati on server 3022 then se t he transactj on
detai | s to titfe the seaye will commuspicate wi éﬁe,bwlﬁssﬁve&%ﬁ?ﬂ%%rg@a@ea&&%m of
t he user, i hg: : tﬂaﬂﬁ

acknow edg%ﬁ@ygé]ﬁ{eh%gfrs g’%élég | olr#’t gmtcﬁéh eclg%%ﬁgﬁ?gt | ondMS%?ggér \o/g?c?r
transfer ofofiefceivet/decvdet e diady knownothetsesverl wild anlyotfradsfer monéy from 5
gam ng authority will then be handl ed wi thin the bank network 4004.

i) Onced t hahe gaming acaeursrofsthe wser toghe bank agcouat griginaliy nesdl ndheFERINEIP t he
acceptation . y transfer, a nessage wll be sent to the

recei ver/deoﬁg%%“{?&%@o of the conpletion of the transfer and the
operation will proceed to the next 10 phase. Not e that the sane

steps a) to i) as used in the first tw phases will also be carried
out in the Iewithbetunderstaod thakthepreseat invention hasabeen: ¢rscribadiabovierpuselydii st i ng
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comunygat ijghentidhver 3022 (and the SAS and SM5 : servers 3002, 3004)
and the gam ng server 4002. The information comuni cated bet ween
these servers is largely non-sensitive and nay be conmunicated in clear,

Each feature disclosed in the description, and (where appropriate) the claims and

The

drawings may be provided independently or in any appropriate combination.

15 In the aforementioned preferred embodiments, certain features of the present
invention have been implemented using computer software. However, it will of
course be clear to the skilled man that any of these features may be implemented
using hardware. Furthermore, it will be readily understood that the functions
performed by the hardware, the computer software, and such like are performed on

20  or using electrical and like signals.
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20/ wi th the exception of the code word chosen by the user to obtain
agcess to hi s vanysayi account . j) Using the inforngédide ,
dress etc) on the user held in the SAS and SMS servers 3002, égzgge
tthe conmmuni cation server prepares a requegg_ for opening of an 25 account

W th the gam ng system server 4002. This informati on_has been gathered in

tthe SMS server during the original procedure carried : ar
eriginally subscribed to the tel evision servi ce”“ﬂﬂmmmmtﬂ:ﬂﬁus
spared the i n€ElABMSence of repeating all this'i g
subscribing to the gam ng service. 30 Note that in the event that SMS
dlat abase reveals, for exanple, that the subscriber is in debt . wth
the television s htefcti Al | BAnSRI; ) . '

bf an account waﬁ\ﬂtlhgctgg%gﬁg ser viéchg.idv%iag extrsé%?}?%%gﬂngﬁsgggmy be

tarried 5  gaming computer means for processing gaming data, a decoder adafted to receiveout
e eppodi nept, the

barlier, f | — k) | e
T o O GASTRL v Bt e g combe) GgBhe ST RSP it e
[ece, ver! decordst, BAARoME ok hand B bt Ut A SAAR0RE wirs O

jerification by the user. ce veri

hani ng byt eard Sprovder to@d@litvh gaming arzoinitiheld by dwuicéntyad gamémy estpyted he
Berver 4002. . 1) The accoupt %nf%%gi\%l &acpoun nunber etc) is

t hen sent frofARk! e L@ A\fEansier of cregfpom, g, uges S fPWBt i on server
(3022, toqghe receiver/decoder 2022. The user 10 is then invited to choose
“fa suitable code word for the account which will be demanded by the
.ystem at eveRy Apdnferagtivé gamipgnandgawkicdsuah trafemiksion sisterR| dY olaitedrin diditn
infra-red si grfal cg.nfl%iln&ng this i,nf%r tion and_sent between the renpote
ontrol and 1»inwhich the decoder 1s equipped with a card reading device in the form of a smart

card reader.

15 3. An interactive gaming and audiovisnal transmission system as claimed in claim
1 or 2, in which the decoder is further equipped with a second card reading device

EUREIRR

4. An interactive gaming and audiovisual transmission system as claimed in any
preceding claim in which the decoder is adapted to obtain transfer of credit

20  information in the form of an electronic certificate generated by the bank card in

Lousx Py

g N

DR

response to transaction data submitted by the decoder.

5. An interactive gaming and audiovisnal transmission system as claimed in any
preceding claim in which the decoder is provided with a handheld remote control,

25  some or all of the data sent to the decoder being encrypted by the handheld remote
control and subsequently decrypted by the decoder.

6. An interactive gaming and audiovisual transmission system as claimed in any
preceding claim in which the decoder is adapted to transmit transfer of credit

30  information from the decoder to a bank server via a network communication link.

7. An interactive gaming and audiovisual transmission system as claimed in claim




t he decoder nmay be scranbled by the renote control | nt erception
and PR3 69 | ed by decoder. 15 - m The ,ﬂ . " ,m N j275
encrypted by a public key of a public/private key |n t he

recei ver/ decoder 2020 and sent to the C nmmuni cati on server 3022 “where it
S decrypted by the correspondi nd‘private key. In this case, for

exanpl e, t@%ﬁﬂ&ec lsmg an %ﬁégﬂ@d)%tea&nﬁﬁﬁﬂfit%\stéé?vﬁe ﬂégd’ttb YRcle t NE

comruni caton Sérv I s then

re- encrypt eansfer 6ﬂ18redﬁnmmm'bh%nﬁmni&ltecﬁﬂ'3ﬁx treddevedér and to fdrwvatdichigani ng
system server 4002 where it is decrypted and assigned to the user's
account. informationdgscbank ssFvefet ri ¢ key al gorithm such as DES, may be
advant ageously used, for exanple, to permt two-way encrypted conmunication
25 between the communication server 3022 and gam ng server 4002.

Ganbl i Bg Wt hAﬁﬂm@i@cﬁ%@inﬁﬂ%"’hﬁtﬂaﬁ@i@@idﬁm transmissionQysRm Acclabined frelaiet up
and credited a gam ng account with the gam ng server 4002, 30 all, future
ganbl i ng t 7dnelich thesintermediate pommuairationsseverip adanted: to,eompunisater with 20
and the gﬁm nge g}éﬁtem server 4002 At the start of every gam ng session,
the syste GRTIINGE PPAYe and t he user' s assi gned code word,
which w Il be comruni cat ed

-23- between the receiver/decoder and the gam ng server, via the
comuni cat Pondnsisteractive gammga@ddash@\hm teaparission system agglaimedmn jaayt v,

d d t I d di al 5
o ror 00 pbechBoR S e ety e ShRBRR S b PR BB,
and recei vepg transxﬁxhec{eaﬁulxﬁfénﬁﬁtﬁnpr@f oF aftbdh RASKRM Servef Nat al @ptwgik/ nodem
l i nk and the conmuni cati on

communication link.
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10. An interactive gaming and audiovisual transmission system as claimed in any
15  preceding claim in which the decoder is adapted to communicate gaming information
to the central gaming computer means during gaming operation via a network

communication link.

11. An interactive gaming and audiovisual transmission system as claimed in claim
20 10 in which some or all of the gaming information communicated from the decoder
to the central gaming computer means during gaming operation is encrypted by the

decoder.

12. An interactive gaming and audiovisual transmission system as claimed in claim
25 10 or 11, the system further comprising an intermediate communications server,
adapted to receive information communicated from the decoder during gaming

operation and to forward this information to the central gaming computer means.

13. An interactive gaming and audiovisual transmission system as claimed in claim
30 12, in which the intermediate communications server is adapted to decrypt encrypted
gaming information received from the decoder and to re-crypt this information for

subsequent communication to the central gaming computer means.



server 3022. Certain data, such as the format of t?‘] di spl ayed by
t he I ' decoder in gam ng node and/or sl mumi |li ﬁﬂ )
uni ver sal ﬁ??’{ﬁé{ ails of that day's races, oY ' gt 5part

etc) may be passed via the satellite uplink 10 in order to take advantage
of the bandw dth of this channel. -28- Ot her enbodi ments, in which data

I's shared tween the.two communi cation’ channel s In.alternative ways
may nevert R§1 é%é“ﬁ%mgw{ﬁ ] ,anf?(?}’giQXQH?)‘I UADSISSION Ssystem as da“n(?gﬁ?rﬁ ation
from the rggeirVes /il OGRIR "thé AnteRifedAR ENMAYSERONS QENBF P FTURT éﬂaﬁte&h@ 15
nmodem | i nk, whilst all communications fromthe server to the

r ecei ver/ decmrmmnigatesinformation o and lfizers athet kérvers! i nk. As menti oned

above, the present system may be used with a nunber of interactive
gam ng applications, for exanple, with conputer ganes such as bl ackj ack,

poker @& 295, ARSnietdtfive ggg 584 hiBovisedl l_tfoé.'nﬁﬁﬁﬁoﬁisgﬁ&m% difigeAUhCRE Of a

gane nmanaged by the ng server. wever, vi ew of the usé of
t el evi si onpiecedidg aldimtin ovinch somg ortdikof the gaming<datasensfromrthe central gamimgapt ed

to permit ganming in relatign to |ive action sportin events, such as
tel evi sed 2@% ,%r Bsnsio tﬁ%\&iwd?rdé mmxuegglaa&wggrpg@sgsqq AR am of

the steps Lpwalived dath thﬁeﬁh@(ﬁeﬂg of a bet inrelation to one or nore
broadcast horse races. In the present case, the bet is to be placed in
respect of the present day's races, i.e. in "real tinme", and the odds

quoted for .the, | horses, may depend on the tine at which the bet is
taken.dwl n é‘gt e@ﬂé{xqewugwmp%%qufcﬁowsual 5@?’?"-%‘9"6@“5@&%&% BAWYor week
before the ] i HesSdr : | ShePealRe the
user ent ergf«%ﬁ?n@g&ﬁ%?&h@ﬂ% opem%gFWW§d§§s%§%§¥m§éc gste s 5001
and 5002, hempixen tethetdecodeade sentrvie a metworkicoimmsdatidnilinkand one of the
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17. An interactive gaming and audiovisual transmission system as claimed in any
15  preceding claim in which the central gaming computer is adapted to provide gaming
data related to a real-time sporting event, the decoder being adapted to receive both

gaming data and associated audiovisual data of the event.

18. An interactive gaming and audiovisual transmission system as claimed in amny

20  preceding claim comprising a broadcast digital television system.

19. A gaming system for processing gaming data, comprising:
means for transmitting gaming data to a user’s decoder;
means for receiving data from the user’s decoder; and
25 means for connection to a bank server holding the user’s bank account in order

to transfer credit to or from the account.

20. A gaming system as claimed in Claim 19, including a2 gaming account held by the
gaming system which can be credited in response to the transfer of credit.

30 .
21. A gaming system as claimed in Claim 19 or 20, adapted to communicate with the

decoder and the bank server via a communications server.
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races running at that racecourse, respectively. DepeWis
runni ng, wo dghae7egser may be offered a nunber of di Tlﬂﬂ ; Landard- types
{ of bet, froma sinple bet to nore conpl ex bets, mm{m Hmnd
e

si de bets. 5 As will be appreciat edzg_t he bet type$ offer
determ ned according to the wi shes“0f the gaming authority and may be

Cyper O TR SR BetatPRS Bk in Claim 2, Wfied 3 ARRKCSrliel " o
pl ace. | n tHaforardor from e conahiidcstidaeisefer.one horse, the next step wil be

step 5004 where the user chooses the formul a of the bet, ie whether
the horse will win or be placed in the first three or four positions.

| Che cace of 2-chmptaik sERERAZhaR o i BF BN D 72 hosblea.sm ramemt W 1,

{ place 1% cgmmhgbadaa@ﬁtﬁttosaﬁd@l-ﬁﬁmspfaﬁfhgfmm.one of a number of types of

bet (single, conbi ned, reduced field, full field) at step 5007. The
user may decide, for exanple to choose one horse to win and/or one
horse to be | aced.in . the tqg hree.or. four. . . her conbi nations may
be. mmde. pr oinautmisgRotdasing kil BYRYiated Hapmpission ety ComBRsng AgatiBE e A
step 5008 t hgstemess ERBAGE S b oF TlaRs 1P t0V23h88d BeP¢ Bedtider,28nd said bafik Step

{ 5009 the usef chooses his stake, i.e. the sumto be extracted fromthe
i noney sd¢edsited in his gam ng account. At step 5010 confirmation of
t he st ~to be ganbled is demanded. At this time, the system may
al so intfcate the overall odds for the bet or bets placed and the sum

¢ of noney to e )&OtﬂethﬁéWﬁé&sﬁﬁ?haﬁlﬁ%od%rsaﬁﬁmethﬁﬂ%fnbﬂﬁnkhtﬁeQ s of:he bet

l is registered at step 50

ITow ng the results of the race, the
gam ng syst em sertransmitting gamingsdatado aiusei’sidecoder;  or | osses for the user.
These will be subtract eé gr add&d autopati.cal ly to his gam ng

account. The userre?ﬁ‘vnﬁ go 5,\\9“—1}% . ?FeaB sition of his account. 30
In the event thatcohfieciingelo &oankUiver NAIGB Sthe Qusel ® Pank NRcARE OlNbrdef thO
transfer some of his winnings to his bank account, a nessage to this
end maylbe stawsfepgradifctoardirom the account.

26. A method of controlling an interactive gaming and audiovisual transmission
system, said method comprising the steps of:
processing gaming data at a central gaming computer means;
20 receiving the processed gaming data from the central gaming computer means
together with transmitted audiovisual data; and
interacting with a user’s bank card in order to credit a gaming account held
by the central gaming computer means in response to a transfer of credit from the
user’s bank account.
25 _
27. An interactive gaming and audiovisual transmission system or a gaming system
substantially as herein described with reference to Figure 4 of the accompanying

drawings.

30 28. A method of processing gaming data or controlling an interactive gaming and

audiovisual transmission system substantially as herein described.
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-25- fromthe receiver/decoder 2020 to the gam ng system server 4002

(Fi gu’re 4) . AVOMBIe791 time, the server 4002 will communi cagermobiootrhe
bank’ server 4006 to organise a credit 1/5 transfer to the user's bank
account. Since the identity and bank details of the owner of the

receiver/decoder are already known, the server will only transfer noney
frgm 5 the gam ng account of the user to the bank account originally
used in the setting up of the gam ng account. It will be
upder stood that the present invention has been described above purely by
yay of exanple, and_nodifications og:ﬂEZa'l can be made within the scope of
Yhe 10 i nvent i on.2000 Each fedt UR2*di*scl osed in the description, and
{where appropriate)-theldclains.and _ __drawings omy be provided _

i ndependeptly or in any appropriate conbination. 15 In the 1
af orenent { oned preferred enbodi ments, certain res of the present

i nventi on| have been i npl enent ed usi ng conput er e However, it wll
of ourse be clear to the skilled man t §§%k4these features ma
be inplenbnted usi ng hardware. Furthern At Will be readily

funder st ood t hat the functions performed/by \t he hardware, the conputtr
tsoftware,f and such |i ke are perfornmed on 20 or using electrical and lik
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- 26- CLAI M5 1. An interactive gam ng and audi ovi sua

transm ssi onWOWBEMIconprising a central 5 gami ng conput ePCHERAIPO7Sr
processi ng ganm ng data, a decoder adap2é8l to receive gam ng data from
the central gam ng conputer together with transmtted audi ovi sual

data, the decoder further including a card reading device for interacting

wth a user's bank card in order to credit a gam ng account held by
the central gam ng conputer me esponse to a transfer of credit
fromthe user's bank account. 10 12851 interactive ganming and
audi ovi sual transm ssion systemas claifred in 1, in which the
decoder is equipped with a card readi ng devi ce %gio m of a smart

card- reader. 15 3. An interactive gamng a ?éual transm ssi on
systemas clained in claim 1 or 2, in whi e decoder is further

equi pped with a second card readi ng device
and audi ovi sual transm ssion systemas clained/in
in which the decoder is adapBed
information in the formof a
card in response to tr

4. An interactive gam ng
ny precedi ng claim
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'on dat

any preceding claimin
renmote control, 25 some or
encrypted by the handhel d rzgﬁ
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30 information fromthe decoder to a bank server via a network

conmmuni cat i o $9739k91 7. An interactive gam ng and audeoyiass9mb27s
transm ssion systemas claimed in claBgms

-27- 6 further conmprising an internedi ate communi cati ons server,
adapted to receive transfer of credit information communi cated from

t he decoder and to forward this information to a bank server. 5 8.
An interactive gam ng and audi ovi sual transm ssion systemas clained in
claim 7 in which the internedi ate comuni cati ons server is adapted to
comuni cate with the central gam ng conputer neans. 9. An
interactive gam ng and audi ovi sual transm ssion systemas clainmed in any 10 .
preceding claimin which the central gam ng conputer neans is adapted to
receive and transmt credit information to or froma bank server via
a network conmmuni cation |ink. 10. An interactive gam ng and
audi ovi sual transm ssion systemas clainmed in any 15 preceding claimin
whi ch the decoder is adapted to communi cate gam ng i nformation to the
central gam ng conputer neans during gam ng operation via a network

conmmuni cation |ink. 11. An interactive gam ng and audi ovi sua
transm ssion systemas clainmed in claim20 10 in which sone or all of the
gam ng i nformati on communi cated fromthe decoder

. 2044
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to the central 'gam ng conputer neans during gam ng operation is encrypted

by the WO(? Y8t . 12. An interactive gam ng and REIVIB/eAIZd
transm ssion systemas clainmed in cl ak ib25 10 or 11, the system further
conprising an internmedi ate conmuni cations server, adapted to receive

I nformati on communi cated fromthe decoder
to forward this information to the central
13. An interactive gam ng and audi ovi sual

cl aim 30 12, in which the internediate ¢
to decrypt encrypted ogan ng inforrrg‘)
to re-crypt this informati for S

central gam ng conputer ne
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17. An interactive gam ng and audi ovi sual transm ssion systemas clainmed in
any 15 pr ewedbmgoer! ai min which the central gam ng conput erP(jf.fa@E;a%gd to
. ; o

provi de gam ng data related to & fgal -tinme sporting even

decoder being adapted to receive both gam ng data and associ at ed
audi ovi sual data of the event. 18. An interactive gam ng and
audi ovi sual transm ssion systemas clainmed in any 20 precedi ng claim
conpri sing a[broatERSENgT Of LAl 5@0Qvi si on system 19. A gani ng
system for pi ocesgg l@)g{p ng qatd, conprising: _ means for
transm ttingigan N {4 1o aluser's decoder; means for
receiving data fromthe user's decoder; and 25 nmeans for

connection to a bank lserver hol ding the user's bank ac?i“ i n order

nt
to transfer ! t Bgopccount . 20. gqﬁg system as
claimed in Chali 8 Sgdn gam ng account held by t gam ng
system whi chic Q: i ifn response to the transfer of credit. 30

21. A gaming systemas clained in Caim19 or 20, adapted to comuni cate

with the decoder and the bank server via a conmunications server.
- 29- . 1 systesp@2 clainmed in Caim2l, adapted to receive
encrypted i gégon f rgm'the communi cati ons server. :
5003
CHOOSE |
BET NUMBER
CHOOSE __2906 CHOOSE 5004
FORMULA FORMULA
1 WIN '
2 PLACE o DL ANE
3 WIN/PLACE
CHOOSE TYPE §07 5005
1 SINGLE CHOOSE
2 CONLBINED HORSE
5008
CHOOQOSE .
HORSES —
A .
5009
CONFIRMATION
BY USER - 2310

BET PLACED

m7
o
—
Y




23

24.
gami

. A ganm ng system as cla ct?m ar 19 to 22, ad§fd AJ\A
transmt %ng dat a \r%g,a AL HRi T\t(jnﬁmmt I ng ev el f’y

An int er gam ng and audi dvematiged Buerians i@ n syst em conprising a

ng H‘ITERNAWJCA’HOMB LISHELY UNDEEI 'HIBTISATIQJ'I OOQPERASHON TREATYS(PCT)

dec
gani
gam{n
usel

)@ ‘8‘*‘?“'; *‘J’““Egﬁ‘ ¢ &“f'ﬁmcif co rrp? ?; Y ng. éu%lf'@'ﬂ'émb’fl Pulcaton Nuser: p{ ?gﬁ ai@

'q decaoder: and clonnécti-ng

uset
accot
audi
pr oq

rece'

toge
with
t he
t he
audi
her ¢i
dr ay
i nt 4
as |

AGFIM% a user's decoder; 43) Intemauoﬁzﬁ‘i@hll/ah&lﬁ)a@at a {g ﬁgs{-lb@ (12.08. 99)

??txb ankﬁom?&pplﬁ?%on ‘%mge fer tp?%ﬁgg/ogﬁf foﬁ& &Eﬁﬂt& A AR o Th3 B4R, BB, BG, BR,
thod con I’NQ BRICA, RREING GU) GEEDK) DR, Big EGH) GB. D, |
@) Ieteihtiohdl RMGFDaRS| ON 4 February 199930402099) ¥ai d \GEL Gt C5M; BIRDHU, 3,11, INFiS, 181 I xGoKP

essing gamng data at a central gawing c LU, LV, MD MG
theggrrmm g Sh

mprocessed gam ng data fro
A aNS N fehigl BobtisRY.d ARIPO patent (GH, GM, I KB} K5, S0V, m@z, UG
it aZyarFasy nmmmmmr &G, KZ,MD

|auser s bank card in order to cre A
mrrr%mrr@ BT
q MR, NE,

ks %E%g i el ¢
PP
2 Q st &m "drécmen ng $MSHE substant

ovi s rsv [partd Thde:
in described with re er ce to F| gu 4 of the accorrpanyl ng

[( ri%y

M(12, ventorsS@d 28. As ” ﬁr oces am ng data or contgolling an
POrS/ A RPN :- any . . s
i i SY91 G SAbst ant i al 1y
er ei g ASSI, Mulh FR/FR]. 30, rue de
Chambéry, ‘F—75015 Paris (FR)
(74) Agents: COZENS, Paul, Dennis et al Mathys & Squire, 100 ‘ PL/
Grays Inn Road, London WC1X 8AL (GB). o _
| oppl ™ (Tode note of epmbalsing
Qﬁﬁide{y&\ )
2 IS,
/ IPC: AG3E 422
(54) Title: INTERACTIVE GAMING SYSTEM / IPER q_i %II
4003
C ]
I 3010 3012 | 8002 20
AN 4
$1° 302&51 !.. 2022
4004} 4 SUBSCRIBER | . A
v s%gg‘éﬂ Aurr-sregséznon;-os : ¥ oan
// 4008/ ' 3004 = | I/
\/ sMs
1
\\ 4005~ s02¢/ ¥ £02
S— BANK  Ie > i
COMMUNICATION
3022/ SERVER
(57) Abstract

An interactive gaming and audiovisual transmission system comprising a central gaming computer (4002) for processing gaming data,
a decoder (2020) adapted to receive gaming data from the central gaming computer (4002) together with transmitted audiovisual data, the
decoder further including a card reading device for interacting with a user’s bank card in order to credit a gaming account held by the
central gaming computer means in response fo a transfer of credit from the user's bank account.




