
TITLE OF THE INVENTION TAMPER-PROOF CONTAINER
CROSS-REFERENCE TO RELATED APPLICATIONS This
application is a continuation-in-part of US Pat.
Application No. 10/981,836, titled "Tamper Proof
Container," filed November 4, 2004, which is a
continuation-in-part of US Pat. Application No.
10/837,883, titled "Tamper Proof Container," filed May
3, 2004. This application claims the benefit of US
Provisional Application No. 60/535,449, titled "Tamper
Proof Container," filed January 9, 2004. STATEMENT
REGARDING FEDERALLY SPONSORED RESEARCH OR DEVELOPMENT
(Not Applicable) BACKGROUND OF THE INVENTION 1. Field
of the Invention The present invention relates to
security systems for shipping containers, boxes and
the like and, more particularly, to such security
systems that can detect tampering with, or breaches
in, surfaces of such containers or nuclear radiation
from materials stored in the containers. 2.
Description ofthe Prior Art Cargo is often shipped in
standardized containers, such as those used on trucks,
trains, ships and aircraft. Smaller units of cargo are
typically shipped in cardboard boxes and the like. It
is often difficult or impossible to adequately guard
these containers and boxes while they are in transit,
such as on the high seas. In addition, some shipments
originate in countries where port or rail yard
security may not be adequate. Consequently, these
containers and boxes are subject to tampering by
thieves, smugglers, terrorists, and other unscrupulous
people. A breached container can, for example, be
looted or surreptitiously loaded with contraband, such
as illegal drugs, weapons, explosives, contaminants or
a weapon of mass destruction, such as a nuclear weapon
or a radiological weapon, with catastrophic results.
Alternatively, a nuclear or radiological weapon can be
loaded by a rogue state or terrorist organization into
such a container for shipment without necessarily
breaching the container.Such breaches and weapons are
difficult to detect. The sheer number of containers
and boxes being shipped every day makes it difficult
to adequately inspect each one. Even a visual 



inspection of the exterior of a container is unlikely
to reveal a breach. Shipping containers are subject to
rough handling by cranes and other heavy equipment.
Many of them have been damaged multiple times in the
natural course of business and subsequently patched to
extend their useful lives. Thus, upon inspection, a
surreptitiously breached and patched container is
likely to appear unremarkable. Furthermore, many
security professionals would prefer to detect breached
containers and radioactive cargoes prior to the
containers entering a port and possibly preventing
such containers from ever entering the port. The
current method of placing a seal across the locking
mechanism of a container door is of limited value,
whether there is a physical breach of the container or
not, because the nuclear or radiological weapon could
be loaded by terrorist as legitimate cargo. For
example, the terrorists could circumvent or corrupt
inventory controls and cargo manifest delivery systems
using unscrupulous confederates. A single breach or
circumvention of a cargo delivery system by whatever
means can have catastrophic consequences. BRIEF
SUMMARY OF THE INVENTION Embodiments of the present
invention can detect a breach of the interior surface
of a shipping container or box or radiation from a
source within or near the container or box and can
then trigger an alarm or notify a central monitoring
location, such as a ship's control room or a port
notification system. At least one liner sheet lines at
least a portion of at least one interior surface of
the shipping container or box, such that a breach of
the portion of the interior surface also damages the
liner sheet or radiation from a source, such as a
nuclear or radiological weapon, impinges on the liner
sheet. Such a liner sheet can also be attached to
other perimeter surfaces, such as fences or building
walls, to detect breaches of the surfaces or radiation
near the surfaces. The liner sheet defines an optical
path extending across at least a portion of the sheet.
The optical path is monitored for a change, such as a
loss or reduction of continuity, in an optical
characteristic of the optical path or a change in a
characteristic of the light signal, such as a
frequency or phase shift. If the container, box
interior or other monitored surface is breached or the
optical path is irradiated, one or more portions of
the optical path are affected and the optical path is
broken or altered. For example, a breach of the
container or box can break the optical path.
Alternatively, radiation can reduce or alter the light
transmissibility of the optical path. The detected
change in the optical path can be used to trigger an
alarm, such as an annunciator or cause a notification
signal to be sent to a monitoring 



station via any of a wide variety of existing
networks, such as the Internet and/or a
wirelesstelecommunications network. Li addition, a
detailed accompanying message can provide information
about the nature of the breach, time, location, cargo
manifest, etc. BRIEF DESCRIPTION OF THE SEVERAL VIEWS
OF THE DRAWINGS These and other features, advantages,
aspects and embodiments of the present invention will
become more apparent to those skilled in the art from
the following detailed description of an embodiment of
the present invention when taken with reference to the
accompanying drawings, in which the first digit of
each reference numeral identifies the figure in which
the corresponding item is first introduced and in
which: FIG. 1 is a perspective view of a liner sheet,
according to one embodiment of the present invention,
being inserted into a shipping container; FIG. 2 is a
simplified schematic diagram of major and optional
components of a monitoring system, according one
embodiment of the present invention; FIG. 3 is a
perspective view of one context in which embodiments
of the present invention can be advantageously
practiced; FIG. 4 is a perspective view of two liner
sheets connected together, according to another
embodiment of the present invention; FIG. 5 is a
perspective view of a six-panel, hinged liner sheet,
according to another embodiment of the present
invention; FIG. 6 is a perspective view of two modular
liner units, according to another embodiment of the
present invention; FIG. 7 is a perspective view of a
flexible, reliable liner sheet, according to another
embodiment of the present invention; FIG. 8 is a
perspective view of an aircraft container, in which an
embodiment of the present invention can be
advantageously practiced; FIG. 9 is a perspective view
of a box liner, according to another embodiment of the
present invention; FIG. 10 is an exploded view of a
rigid panel, according to one embodiment of the
present invention; FIG. 11 is a simplified flowchart
illustrating a process for fabricating a liner sheet,
such as 



the one illustrated in FIG. 10; FIG. 12 is a
perspective view of a fabric embodiment of a liner
sheet, according to one embodiment of the present
invention;FIG. 13 is a perspective view of a liner
sheet panel with an optical fiber attached to its
surface, according to one embodiment of the present
invention; FIGS. 14 and 15 are plan views of liner
sheets, each having more than one optical fiber,
according to two embodiments of the present invention;
FIGS. 16, 17, 18 and 19 are plan views of liner
sheets, each having one optical fiber, according to
four embodiments of the present invention; FIG. 20 is
a perspective view of a liner sheet having more than
one optical fiber, according to one embodiment of the
present invention; FIG. 21 is a simplified schematic
diagram of the liner sheet of FIG. 14 and associated
circuitry, according to one embodiment of the present
invention; FIG. 22 is a simplified schematic diagram
of the liner sheet of FIG. 14 and associated
circuitry, according to another embodiment of the
present invention; FIG. 23 is a simplified flowchart
of a method of monitoring a container, according to
one embodiment of the present invention; FIGS. 24 and
25 are simplified schematic diagrams of major
components of monitoring systems, according other
embodiments of the present invention; FIG. 26 is an
exploded perspective view of a set of liner sheets,
according to another embodiment of the present
invention; FIG. 27 is apian view of the liner sheets
of FIG. 26 laid flat; FIG. 28 is a top view of a
portion of the liner sheets of FIG. 26; FIG. 29 is an
enlarged view of a portion of the top view of FIG. 28;
FIG. 30 is a diagram of an alternative embodiment to
the one show in FIG. 29; and FIG. 31 is an exploded
perspective view of a liner sheet attached to a fence,
according to another embodiment of the present
invention. DETAILED DESCRIPTION OF THE INVENTION The
contents of US Pat. Application No. 10/981,836, titled
"Tamper Proof Container," filed November 4, 2004; US
Pat. Application No. 10/837,883, titled "Tamper Proof
Container," filed 



May 3, 2004; and US Provisional Application No.
60/535,449, titled "Tamper Proof Container," filed
January 9, 2004, are all hereby incorporated by
reference herein. The present invention provides
methods and apparatus to detect tampering with a
six-sided or other type of container or box or other
surface or a source of radiation within or near the
container, box or surface, as well as methods of
manufacturing such apparatus. A preferred embodiment
detects a breach in a monitored surface of a
container, box or fence or radiation from asource. A
liner sheet lines at least a portion of an interior
surface of the container, box or fence, such that a
breach of the portion of the container interior
surface or fence damages the liner sheet or radiation
from the source impinges on at least a portion of the
liner sheet. The liner sheet defines an optical path
extending across at least a portion of the sheet. For
example, an optical fiber can be woven into, or
sandwiched between layers of, the liner sheet. The
optical path is monitored for a change in an optical
characteristic of the optical path. For example, a
light source can illuminate one end of the optical
fiber, and a light sensor can be used to detect the
illumination, or a change therein, at the other end of
the optical fiber. If the container, box or fence
surface is breached, one or more portions of the
optical fiber are severed or otherwise damaged, and
the optical path is broken or altered. If radiation,
such as gamma rays, irradiates all or a portion of the
optical fiber, the transmissibility of irradiated
portion(s) of the optical fiber changes, and the
optical path is altered. The detected change in the
optical path can be used to trigger an alarm, such as
an annunciator. In addition, a message can be sent,
such as by a wireless communication system and/or the
Internet, to a central location, such as a ship's
control room or a port notification system. In some
embodiments, as little as a single nick, cut, pinch,
bend, compression, stretch, twist or other damage to
the optical fiber can be detected, thus a change in
the light transmissibility characteristic of a single
optical fiber can protect the entire volume of the
container or box. Embodiments of the present invention
can be used in containers typically used to transport
cargo by truck, railroad, ship or aircraft. FIG. 1
illustrates an embodiment of the present invention
being inserted into one such container 100. hi this
example, the container 100 is an ISO standard
container, but other types of containers or boxes can
be used. The embodiment illustrated in FIG. 1 includes
a rigid, semi-rigid or flexible panel 102 sized to
correspond to an interior surface, such as an inside
wall 104, of the container 100. The panel 102 can be
slid into the container 100 and optionally attached to
the inside wall 104, such as by eyelets or loops (not
shown) on the panel and 



hooks, screws, bolts, toggles or other suitable
fasteners (not shown) on the inside wall. Other
attachment mechanisms, such as adhesives or
hook-and-pile systems (commercially available under
the trade name Velcro (r)) are also acceptable. In
this manner, the panel 102 can later be removed from
the container 100. hi any case, the panel 102 can be
removeably attached to the inside wall 104 or it can
be permanently or semi-permanently attached thereto.
Optionally, additional panels (not shown) can be
attached to other interior surfaces, such as the
opposite wall, ceiling, floor, end or doors, ofthe
container 100. All these panels can be connected to a
detection circuit, as described below. Alternatively,
the container 100 can be manufactured with integral
panels pre-installed therein.As noted, the panel 102
is preferably sized to correspond to the surface to
which it is to be attached. For example, an ISO
standard 20-foot container has interior walls that are
19.3 ft long and 7.8 ft high. (All dimensions are
approximate.) Such a container has a 19.3 ft. long by
7.7 ft wide floor and ceiling and 7.7 ft wide by 7.8
ft. high ends. An ISO standard 40-foot container has
similar dimensions, except each long interior
dimension is 39.4 ft. ISO standard containers are also
available in other lengths, such as 8 ft., 10 ft., 30
ft. and 45 ft. Containers are available in several
standard heights, including 4.25 ft. and 10 ft. Other
embodiments can, of course, be used with other size
containers, including non-standard size containers.
The panel 102 is preferably slightly smaller than the
surface to which it is to be attached, to facilitate
installation and removal of the panel. The panel 102
includes an optical fiber 106 extending across an area
of the panel. The optical fiber 106 can be positioned
serpentine- or raster-like at regular intervals, as
indicated at 108. A "pitch" can be selected for this
positioning, such that the spacing 108 between
adjacent portions of the optical fiber 106 is less
than the size of a breach that could compromise the
security of the container. Alternatively, the optical
fiber 106 can be distributed across the panel 102
according to another pattern or randomly, examples of
which are described below. In other embodiments, the
panel 102 can be eliminated, and the optical fiber can
be permanently or removeably attached directly to the
interior surface of the container 100. For example,
adhesive tape can be used to attach the optical fiber
to the interior surface. The optical fiber can be
embedded within the adhesive tape and dispensed from a
roll, or the optical fiber and adhesive tape can be
separate prior to installing the optical fiber. In yet
other embodiments, the container 100 is manufactured
with optical fibers attached to its interior surfaces
or sandwiched within these surfaces. 



Optical connectors 110 and 112 are preferably
optically attached to the ends of the optical fiber
106. These optical connectors 110 and 112 can be used
to connect the panel 102 to other panels (as noted
above and as described in more detail below) or to a
circuit capable of detecting a change in an optical
characteristic of the optical fiber. The optical
connectors 110 and 112 can be directly connected to
similar optical connectors on the other panels or the
detector circuit. Alternatively, optical fiber
"extension cords" can be used between the panel and
the other panels or detector circuit. As noted, a
detector circuit is configured to detect a change in
an optical characteristic of the optical fiber 106. As
shown in FIG. 2, one end of the optical fiber 106 is
optically connected (such as via optical connector
110) to a visible or invisible light source 200. The
other end of the optical fiber 106 is connected to a
light detector 202. The light source 200 and light
detector 202 are connected to a detector circuit 204,
which is configured to detect a change in the optical
characteristic of the optical fiber 106. For example,
if the light source 200 continuously illuminatesthe
optical fiber 106 and the optical fiber is severed or
otherwise damaged as a result of a breach of the
container 100, the light detector 202 ceases to detect
the illumination and the detector circuit 204 can
trigger an alarm. Similarly, the detector circuit 204
can detect a decrease in, or complete loss of, light
transmissibility of the optical fiber 106 as a result
of the optical fiber being irradiated, such as by
gamma rays from a radiological weapon stored in or
near the optical fiber. Thus, the detector circuit 204
can trigger the alarm if the optical characteristic
changes by a predetermined amount. Optical
characteristic changes include, without limitation,
intensity, frequency, phase, coloration of optical
fiber dopants and self-annealing properties of optical
fiber that has been irradiated. The change in the
optical characteristic need not be a total change. For
example, in transit, as cargo shifts position within
the container 100, some cargo might partially crush,
compress, twist, stretch or stress the panel 102 and
thereby reduce, but not to zero, the light-carrying
capacity of the optical fiber 106. To accommodate such
a situation without sounding a false alarm, the
detector circuit 204 can trigger the alarm if the
amount of detected light falls below, for example, 30%
of the amount of light detected when the system was
initially activated. Optionally, if the system detects
a reduction in light transmission that does not exceed
such a threshold, the system can send a signal
indicating this reduction and warning of a likely
shift in cargo or some environmental deterioration 



of the panel, as opposed to abreach of the container
100. As noted, a system according to the present
disclosure can be used to detect radiation from a
source within or near a container. In such a system,
an optical characteristic of the optical fiber is
changed by radiation incident on the fiber, and this
changed optical characteristic is detected. For
example, if an optical fiber is exposed to nuclear
radiation, the light transmissibility of the optical
fiber is reduced over time due to darkening of the
optical fiber. The radiation may be of various types,
including alpha, beta, neutron, gamma or certain other
types of electromagnetic radiation. The light
transmissibility of an optical fiber is reduced if the
optical fiber is exposed to ionizing radiation, such
as nuclear radiation. Radiation-induced absorption
(RIA) induces ionization and creates color centers in
the optical fiber, thereby reducing the optical
transmissibility of the fiber. This "radiation-induced
darkening" (which attenuates light signals) is
cumulative over time, leading to a time-integration
effect. Thus, even a low radiation dose rate over a
multi-day trans- Atlantic journey would cause a
detectable reduction in the transmissibility of the
optical fiber. If an optical fiber that has been
partially darkened by radiation is to be reused, the
detector circuit 204 can calibrate itself to the
fiber's then-current transmissibility when a panel
containing the fiber is sealed in a subsequent
container. The detector circuit 204 measures the
amount of light the opticalfiber transmits, and the
detector triggers the alarm if it detects a further
attenuation of the transmitted light. Alternatively,
the radiation-darkened optical fiber canbe discarded.
The degree of radiation need not necessarily be
measured. Instead, only the presence or absence of
radiation above a threshold can be detected to
indicate the presence of a radioactive or other
radiation emitting material or device. Thus, a system
according to the present disclosure can provide a
binary (Yes/No) indication of the presence of
radiation. Optionally, the amount of darkening of the
fiber or the rate of darkening can be used to estimate
the strength of the radiation source or its distance
from the panel(s). Such measurements from a number of
containers can be used to estimate the location of a
container, among many containers, that houses a
radiation source. For example, if a number of systems
(that are roughly aligned along a line) detect
progressively higher levels of radiation, the source
of the radiation is likely to lie along the line in
the direction of the higher radiation level. If two or
more such lines (roughly) intersect, the radiation
source is likely to lie at the intersection. Panels
lining a typical ISO container can include as much as
four kilometers or more of 



optical fiber. Because light travels the entire length
of each optical path, the attenuation of this light is
proportional to the sum of the lengths of all the
darkened portions of the optical fibers that make up
the optical path. Thus, even a small amount of
radiation-induced darkening along some or all parts of
the optical fiber(s) "adds up" to a detectable change
in transmissibility of the fiber. Furthermore, even if
a radiation source is partially shielded, such that
only portions of the panels are irradiated, the system
can detect the radiation source, because it does not
matter which portion(s) of the optical fiber are
irradiated. Some optical fibers are more sensitive to
radiation-induced absorption than other optical
fibers. Optical fiber manufacturers and others have
endeavored to develop optical fibers that are less
sensitive to radiation-induced absorption, such as for
use in outer space, nuclear reactors and particle
accelerators. These manufacturers and others have
published information comparing the sensitivities of
various optical fibers to radiation-induced
absorption, as well as techniques for making optical
fibers that are less sensitive to RIA. However, these
publications teach away from the present invention, in
that systems according to the present disclosure
preferably use optical fibers that aremore sensitive
to RIA. Various techniques can be used to increase the
sensitivity of optical fibers to radiationinduced
absorption. The amount of radiation-induced
attenuation experienced by a light signal carried over
an optical fiber depends on the wavelength of the
signal, the type of optical fiber (single mode,
multimode, polarization-maintaining, etc.),
manufacturer, model and other factors. The wavelength
ofthe light source 200 (Fig. 2) is preferably selected
to maximize the sensitivity of the optical fiber to
radiation-induced darkening. Some optical fibers have
two relative maximum attenuation peaks, such as at
about 472 nm and about 502 nm. Other optical fibers
have more than two relative maximum attenuation peaks,
such as at about 470 nm, about 502 nm, about 540 nm
and about 600 nm. Most optical fibers exhibit greater
attenuation at shorter wavelengths than at longer
wavelengths over the working optical spectrum, thus
shorter optical wavelengths are preferred. For
example, if a single-wavelength light source is used,
any wavelength (up to about 1625 nm or longer) can be
used, however a shorter wavelength is preferred.
Examples of acceptable wavelengths include about 980
nm, about 830 nm, about 600 nm, about 540 nm, about
502 nm and about 472 nm, although other relatively
short wavelengths are acceptable. 



Other factors, such as manufacturer and model, can
also be selected for maximum sensitivity to
radiation-induced darkening. For example, optical
fiber available from Corning under part number SMF-28
exhibits acceptable radiation-induced darkening
characteristics. Single mode, multi-mode,
polarization-maintaining and other types of optical
fibers are acceptable. Alternatively, a difference in
the attenuations of short-wavelength and
long-wavelength light components passing through the
optical fiber can be used to trigger a detector
circuit 204b, as shown in Fig. 24. If a
multi-wavelength light source 200c (such as an
incandescent lamp) is used, light 2400 that reaches
the far end of the optical fiber 106 is split by a
beam splitter 2402. One portion of the split beam
passes through a first filter 2404 that passes
short-wavelength light, which is then detected by a
light sensor 202c. Another portion of the split beam
passes through a second filter 2406 that passes
long-wavelength light, which is then detected by a
second light sensor 202d. For example, the first
filter can pass light having a wavelength less than
about 980 nm, and the second filter can pass a light
having a wavelength greater than about 980 nm. A
difference signal 2408 is produced by a differential
amplifier 2410 from outputs of the two light sensors
202c and 202d. If the optical fiber 106 is darkened by
radiation, this darkening would be more pronounced at
short wavelengths than at long wavelengths, thus the
output signal from the first (short wavelength) light
sensor 202c would be less than the output signal from
the second (long wavelength) light sensor 202d, and
the difference between the signals from the light
sensors would be detected by the differential
amplifier 2410. Just before or after sealing a
container, the difference between the signals is noted
and stored, such as in a memory (not shown) in the
detector circuit 204b. Later, if the difference
between the signals increases, for example if the
difference exceeds a predetermined threshold, the
alarm is trigger. Of course, the differential
amplifier 2410 can be replaced by any circuit or
software that compares the signals from the light
sensors 202c and 202d or calculates a difference
between thesignals. For example, two digital-to-analog
converters (DACs) can be respectively connected to the
light sensors 202c and 202d, and outputs from the DACs
can be digitally compared or one of the outputs can be
digitally subtracted from the other output, and the
difference can be compared to a threshold value.
Alternatively, as shown in Fig. 25, one of the filters
can be omitted. Ih this case, the filter 2404 passes
short-wavelength light, which is detected by the light
sensor 202c to produce a shortwavelength 



signal S, as discussed above. The other light sensor
202e is unfiltered, thus it detects both
short-wavelength light and long-wavelength light to
produce a short- and long-wavelength signal (S+L). A
first differential amplifier 2500 produces a
difference signal (S+L) - S = L that represents the
amount of long-wavelength light emerging from the
optical fiber 106. A second differential amplifier
2408 operates as discussed above to produce a signal
that represents the difference between the amount of
short-wavelength and long-wavelength light emerging
from the optical fiber 106. Thermal annealing can
release charges trapped within an optical fiber, thus
at least partially reversing the effect of
radiation-induced absorption. However, this thermal
annealing can not occur at cold temperatures, such as
those likely to be encountered during an ocean-going
voyage in cool climates. To minimize the temperature
of a container, and thus minimize thermal annealing of
the optical fiber, the container can be loaded low in
the hold of a ship or below other containers to reduce
or eliminate sunlight shining on the container. The
average temperature of the container is preferably
kept less than or equal to about 25 C. Some published
information suggests using radiation-induced
attenuation to measure radiation in optical
fiber-based dosimeters, however such systems rely on
thermal annealing to enable the optical fiber to
quickly recover after being irradiated and be used for
subsequent measurements. Thus, these publications
teach selecting or constructing optical fibers that
exhibit good recovery characteristics. These
publications teach away from the present invention, in
that systems according to the present disclosure
preferably use optical fibers that have poor recovery
characteristics and/or are operated so as to minimize
or prevent recovery. Radiation sensitivity of optical
fiber is highly dependent on dopants used in the
manufacture of the fiber. Typical dopants include
erbium, ytterbium, aluminum, phosphorus and germanium.
Dopants, such as phosphorus, that increase the index
of refraction of the core of the fiber are
particularly influential in increasing the radiation
sensitivity of optical fiber. Radiation sensitivity
increases with erbium content. In addition, greater
aluminum content in the core of an erbiumdoped optical
fiber increases the sensitivity of the fiber to
radiation-induced effects. For example, an optical
fiber doped with about 0.18 mol % Yb, about 4.2 mol %
Al2O3 and about 0.9 mol %P2O exhibits an order of
magnitude more attenuation than an optical fiber doped
with almost the same amounts of Yb andP 2O5 but only
about 1.0 mol % AI2O3. 



Lanthanum can also be used as a dopant. For example,
an optical fiber doped with about 2.0 mol %La and
about 6.0 mol % AI2O3 is extremely sensitive to
radiation-induced effects, compared to Yb-doped and
Er-doped optical fibers. The optical fiber preferably
includes one or more of the dopants listed above to
increase or maximize its sensitivity to radiation.
Ytterbium-doped optical fiber and germanium-doped
optical fiber can become "saturated" with
radiation-induced absorption. When saturated, the
annealing affects and the radiation-induced trapped
charges balance, such that the radiation-induced
attenuation reaches a constant value, even in the face
of increasing total radiation dosage (at a constant
dose rate). The predetermined amount, by which the
optical characteristic must change before the detector
circuit 204 triggers the alarm, should take into
account this saturation. Thus, the detector circuit
204 triggers the alarm preferably before the optical
fiber becomes saturated. Fluorine and boron are
sometimes used to lower the index of refraction of
optical fiber cladding. When it is used to dope the
core of an optical fiber, fluorine increases radiation
resistance, so optical fibers without fluorine or with
minimal fluorine in the core are preferred.
Naturally-occurring, background ionizing radiation,
which measures about 300 millirems per year in the
United States, can have a long-term effect on the
transmissibility of optical fiber. The detector
circuit 204 can account for a slow degradation in the
optical fiber's transmissibility as a result of this
background radiation, so the detector circuit does not
generate false alarms. Gamma radiation easily
penetrates the metallic walls of shipping containers.
Thus, a system disposed within one container can
detect radiation from a source within the container,
as well as from a source in a nearby container, even
if the nearby container is not equipped with its own
radiation detection system. In transit, containers are
typically stacked side-by-side and on top of one
another, as shown in Fig. 3 . Thus, gamma radiation
from one container is likely to be detected by systems
in adjacent containers. The number and positions of
the adjacent containers where radiation is detected
depend on several factors, including the strength of
the radiation source, the number and thicknesses of
intervening metallic walls of other containers and the
time-integration period over which the radiation
impinges on the optical fibers. Even if the container
that houses the radiation source is not equipped with
a radiation detection system, the locations and
pattern of containers whose systems detect radiation
(and optionally the amount of radiation detected by
the respective 



systems) can be used to identify the location of the
radiation-emitting container. Returning to Fig. 2 ,
the detector circuit 204 and other components of the
tamper detection system that reside in the container
100 can be powered by a battery, fuel cell,
thermocouple,generator or other suitable power supply
(not shown). Preferably, the power supply is disposed
within the protected portion of the container, so the
power supply is protected by the tamper detection
system. A reduced light signal can forewarn of a
pending failure of the power supply or attempt at
defeating the tamper detection system. If power is
lost, an appropriate fail/safe alarm signal can be
sent. Alternatively, rather than continuously
illuminating the optical fiber 106, the detector
circuit 204 can control the light source 200 to
provide modulated or intermittent, for example pulsed,
illumination to the optical fiber 106. In this case,
if the light detector 202 ceases to detect
illumination having a corresponding modulation or
intermittent character, or if the light detector
detects light having a different modulation or a
different intermittent character, the detector circuit
204 can trigger the alarm. Such non-continuous
illumination can be used to thwart a perpetrator who
attempts to defeat the tamper detection system by
illuminating the optical fiber with a counterfeit
light source. The detector circuit 204 can be
connected to an alarm 206 located within the container
100, on the exterior of the container, or elsewhere.
The alarm 206 can be, for example, a light, horn,
annunciator, display panel, computer or other
indicator or a signal sent over a network, such as the
Internet. Optionally, the detector circuit 204 can be
connected to a global positioning system (GPS) 208 or
other location determining system. If so connected,
the detector circuit 204 can ascertain and store
geographic location, and optionally time, information
when it detects a breach or radiation or periodically.
The detector circuit 204 can include a memory (not
shown) for storing this information. The detector
circuit 204 can also include an interface 209, such as
a keypad, ID badge reader, bar code scanner or a wired
or wireless link to a shipping company's operations
computer, by which information concerning the cargo of
the container 100 can be entered. This information can
include, for example, a log of the contents of the
container 100 and the locations of the container, when
these contents were loaded or unloaded. This
information can also include identities of persons who
had access to the interior of the container 100. Such
information can be stored in the memory and provided
to other systems, as described below. 



Optionally or in addition, the detector circuit 204
can be connected to a transmitter 210, which sends a
signal to a receiver 212 if the detector circuit
detects a change in the optical characteristic of the
optical fiber 106. An antenna, such as a flat coil
antenna 114 (FIG. 1) mounted on the exterior of the
container 100, can be used to radiate the signal sent
by the transmitter 210. The receiver 212 can be
located in a central location or elsewhere. In one
embodiment illustrated in FIG. 3, the container 100 is
on board a ship 300, and the receiver 212 is located
in a control room302 of the ship. Returning to FIG. 2,
the receiver 212 can be connected to an alarm 214 (as
described above) located in a central location, such
as the ship's control room 302, or elsewhere. Some
ships are equipped with automatic wireless port
notification systems, such as the Automatic
Identification System (AIS), that notify a port when
such a ship approaches the port. Such a system
typically includes an on-boardport notification system
transmitter 216 and a receiver 218 that is typically
located in a port. The present invention can utilize
such a port notification system, or a modification
thereof, to alert port officials of a breached
container or a container in or near which radiation
has been detected and optionally of pertinent
information concerning the container, such as its
contents, prior locations, times of loading/unloading,
etc. The receiver 212 can store information it has
received from the transmitter 210 about any containers
that have been breached in transit or in which
radiation has been detected. This information can
include, for example, an identity of the container,
the time and location when and where the breach
occurred or radiation was detected, etc. The receiver
212 can be connected to the port notification
transmitter 216, by which it can forward this
information to the port at an appropriate time or to a
terrorism monitoring system in real time. Other
communication systems, such as satellite communication
systems or the Internet, can be used to forward this
information, in either real time or batch mode, to
other central locations, such as a shipping company's
operations center. Alternatively or in addition, the
transmitter 210 can communicate directly with a
distant central location, such as the port or the
shipping company's operations center. In such cases, a
longrange communication system, such as a
satellite-based communications system, can be used, hi
another example, where the container is transported
over land or within range of cellular communication
towers, cellular communication systems can be used.
Under control of the detector circuit 204, the
transmitter 210 can send information, such as the
identity of the container and the time and location of
a breach or radiation detection, to the central
location. Optionally, the 



transmitter 210 can send messages even if no breach or
radiation has been detected. For example, the detector
circuit 204 can test and monitor the operational
status of the tamper detection system. These "heart
beat" messages can indicate, for example, the location
and status of the tamper detection system, such as
condition of its battery or status of an alternate
power supply, such as remaining life of a fuel cell,
or location of the container. Such periodic messages,
if properly received, verify that components external
to the container, such as the antenna 114, have not
been disabled. As noted above, and as shown in FIG. 4,
several liner sheets, examples of which are shown at
400 and 402, can be connected together to monitor
several interior surfaces of a container or to monitor
a large area of a single surface. These liner sheets
400-402 preferably include opticalconnectors 404, 406,
408, and 410. Optical paths, for example those shown
at 412 and 414, defined by the liner sheets 400-402
can be connected together and to the detector circuit
204 and its associated components (shown collectively
in a housing 416) via the optical connectors 404-410.
Optical fiber "extension cords" 418 and 420 can be
used, as needed. If the optical paths 412-414 were
connected together in series, a breach of any liner
sheet 400 or 402 would trigger an alarm. The intensity
of the input light and the sensitivity of the detector
can be such that no amplifiers or repeaters are
necessary along the optical path for a simple yes/no
determination of breach of the container.
Alternatively, each panel or a group of panels can
have a respective optical path and associated light
source and detector, such that a breach of the optical
path of the container panels can be identified with a
particular panel or side of the container. In another
embodiment illustrated in FIG. 5, a single liner sheet
500 can include several hinged panels 502, 504, 506,
508, 510, and 512. The panels 502-512 can be folded
along hinges 514, 516, 518, 520, and 522 (as indicated
by arrows 524, 526, 528, and 530) to form a
threedimensional liner for a container. Once folded,
the liner sheet 500 can, but need not, be
selfsupporting and thus need not necessarily be
attached to the interior surfaces of the container.
For example, hinged panel 512 (which corresponds to a
side of the container) can attach to hinged panel 508
(which corresponds to a ceiling of the container) by
fasteners (not shown) mounted proximate the respective
edges of these panels. Similarly, hinged panels 502
and 510 (which correspond to ends of the container)
can attach to hinged panels 506, 508, and 512.
Preferably, the hinged panels 502-512 are each sized
according to an interior surface of a 



container, although the panels can be of other sizes.
Before or after use, the liner sheet 500 can be
unfolded and stored flat. Optionally, the liner sheet
500 can be folded along additional hinges (such as
those indicated by dashed lines 532, 534, and 536) for
storage. These additional hinges define hinged
sub-panels. As shown, optical fibers in the hinged
panels 502-512 (such as those shown at 538, 540, and
542) can be connected together in series by optical
jumpers (such as those shown at 544 and 546). A single
set of optical connectors 548 can be used to connect
the liner sheet 500 to a detector circuit or other
panels. Alternatively, additional optical connectors
(not shown) can be connected to ones or groups of the
optical fibers. The liner sheet 500 has six panels
502-512 to monitor the six interior surfaces of a
rectangular container. Other numbers and shapes of
panels are acceptable, depending on the interior
geometry of a container, the number of surfaces to be
monitored, and the portion(s) of these surfaces to be
monitored. It is, of course, acceptable to monitor
fewer than all the interior surfaces of a container or
less than the entire area of any particular surface.As
noted, ISO standard containers are available in
various lengths. Many of these lengths are multiples
of 10 or 20 feet. To avoid stocking liner sheets for
each of these container lengths, an alternative
embodiment, illustrated in FIG. 6, provides modular
liner units, such as those shown at 600 and 602. The
modular liner units 600-602 can include four (or
another number of) hinged panels, as described above.
Preferably, each modular liner unit 600-602 has a
width 604 and a height 606 that corresponds to a
dimension of a typical container. The length 608 of
the modular units is chosen such that a whole number
of modular units, placed end to end, can line any of
several different size containers. For example, the
length can be 9.8 feet or 19.8 feet. Such modular
units can be easier to install than a single liner
sheet (as shown in FIG. 5), because the modular units
are smaller than a single liner sheet. Each modular
liner unit 600-602 preferably includes two sets of
optical connectors 610 and 612, by which it can be
connected to other modular units or to a detector
circuit. A "loop back" optical jumper 614 completes
the optical path by connecting to the optical
connectors 612 of the last modular unit 602. As noted
with respect to FIG. 4, several liner sheets can be
connected together to monitor several surfaces or to
monitor a large area. Another such embodiment is shown
in FIG. 26. In this embodiment, three liner sheets are
interconnected to monitor the six interior surfaces of
a container. 



One liner sheet 2600 is folded along two lines 2602
and 2604 to form a U-shaped structure that lines the
top, back and bottom of the container. Another liner
sheet 2606 lines the right side of the container. A
third liner sheet 2608 is folded along a line 2610 to
form an L-shaped structure that lines the left side
and front of the container. Optical fibers (not shown)
in the first and second liner sheets 2600 and 2606 are
interconnected by optical connectors 2612 and 2614.
Similarly, optical fibers in the first and third liner
sheets 2600 and 2608 are interconnected by optical
connectors 2616 and 2618. Optical "extension cords"
(not shown) can be used, if necessary. The fold along
line 2610 forms a hinge, so the front portion of the
third liner sheet 2608 can pivot about the hinge, as
shown by arrow 2620. The front portion of the third
liner sheet 2608 therefore acts as a door. The door is
opened to load or unload cargo into or out of the
container. Once the cargo is loaded or unloaded and
the front portion of the third liner sheet 2608 is
closed, the door(s) of the container can be closed.
The first, second and third liner sheets 2600, 2606
and 2608 are shown unfolded, i.e. laid out flat, in
FIG. 27. The optical fibers are indicated by dotted
lines 2716, 2718 and 2720. The dimensions of the liner
sheets 2600, 2606 and 2608 can be selected according
to the size of the container in which the liner sheets
are to be used. For example, if the liner sheets are
to be used in a10 ft. long by 10 ft. wide by 10 ft.
high container, each dimension is about 10 ft. or
slightly less to accommodate installing the liner
sheets in the container. For example, dimensions 2700
and 2702 are each slightly less than 10 ft., according
to the width of the container; dimensions 2704, 2706
and 2708 are each slightly less than 10 ft., according
to the height of the container; and dimensions 2710,
2712 and 2714 are each slightly less than 10 ft.,
according to the length of the container. If the
liners sheets 2600, 2606 and 2608 are to be used in a
20 ft. or 40 ft. long container, dimensions 2710, 2712
and 2714 are increased accordingly. Similarly, if the
liner sheets are to be used in a shorter, taller,
wider or narrower container, the appropriate
dimensions are adjusted accordingly. Returning to FIG.
26, the detector circuit 204 discussed above with
reference to FIG. 2 is enclosed in a housing 2622
attached near an upper corner of me right liner sheet
2606. A second housing 2624 is mounted near an upper
corner of the front portion (i.e. door) of the liner
sheet 2608. FIG. 28 is a top view of the right liner
sheet 2606, the front portion of the liner sheet 2608 



and the housings 2622 and 2624 mounted thereto. FIG.
29 is an enlarged view of a portion 2800 of FIG. 28. A
light detector 202 is coupled to the optical fiber
2718 in the right side liner sheet 2606. A light
source 200 in the housing 2622 optically couples with
an end of the optical fiber 2720 in the front portion
of liner sheet 2608. When the front portion of liner
sheet 2608 (i.e. the door) is closed, the housing 2624
attached thereto aligns the optical fiber 2720 in the
front portion of the liner sheet with the light source
200 in the housing 2622 attached to the right side
liner sheet 2606, thereby optically coupling the light
source 200 with the optical fiber 2720. Alignment pins
2904 projecting from the housing 2624 mate with
recesses 2906 in the other housing 2622 to facilitate
aligning the light source 200 and the optical fiber
2720. Alternatively, rather than including the
alignment pins 2904, the housing 2624 can be cone
shaped and configured to mate with a cone shaped
recess in the other housing 2622. Of course, the
functions of the light source 200 and the light
detector 202 can be interchanged. That is, the light
source can be coupled to the optical fiber 2718 in the
right side liner sheet 2606, and the light detector
can be coupled to the optical fiber 2720 in the front
portion of the liner sheet 2608. Other configurations
are also possible, as would be evident to those of
ordinary skill inthe art. Alternatively, rather than
optically coupling the circuits in the two housings
2622 and 2624, the circuits can be electromagnetically
coupled. For example, as shown in FIG. 30, the housing
2622 includes a coil 3000 that electromagnetically
couples with a second coil 3002 in the other housing
2624 when the front portion (i.e. door) of the liner
sheet 2608 is closed. The first coil 3000is provided
with an AC signal. Due to the proximity of the two
coils 3000 and 3002, an AC signal is induced in the
second coil 3002, which i s connected to a circuit
200a. The circuit 200a rectifies the received AC
signal and drives a light source coupled to the
optical fiber 2720. A liner sheet or panel according
to the present invention can be implemented in various
forms. For example, rigid, semi-rigid and
flexiblepanels have been described above, with respect
to FIGS. 1 and 5. Panels can be manufactured from a
variety of materials including cardboard, foamboard,
plastic, fiberglass or composite materials or woven or
non-woven fabric material. The optical fiber can be
embedded in the panel or placed on a panel surface and
covered with a protective coating or sheet. FIG. 7
illustrates another embodiment, in which a liner sheet
700 is 



made of a flexible, reliable material. The liner sheet
700 can be unrolled prior to installation in a
container and later re-rolled for storage. Such a
flexible liner sheet can be attached and connected as
described above, with respect to rigid panels.
Although the present invention has thus far been
described for use in ISO and other similar shipping
containers, other embodiments can be used in other
types of shipping containers or boxes. For example,
FIG. 8 illustrates an LD3 container typically used on
some aircraft. Embodiments of the present invention
can be sized and shaped for use in LD3, LD3 half size,
LD2 or other size and shape aircraft containers or
containers used on other types of transport vehicles
or craft. Yet other embodiments of the present
invention can be used in shipping boxes, such as those
used to ship goods via Parcel Post (r) service. For
example, FIG. 9 illustrates a liner sheet 900 that can
be placed inside a box. The liner 900 can include a
control circuit 902 that includes the detector circuit
204 (FIG. 2) and the associated other circuits
described above. Such a liner sheet need not
necessarily be attached to the interior surfaces of a
box. The liner sheet 900 can be merely placed inside
the box. Optionally, the control circuit 902 can
include a data recorder to record, for example, a time
and location of a detected breach. The control unit
902 can also include a transmitter, by which it can
notify a central location, such as a shipper's
operations center of its location and its breach and
radiation status. Furthermore, as noted, embodiments
of the present invention are not limited to
rectangular containers, nor are they limited to
containers with flat surfaces. For example, liner
sheets can be bent, curved, shaped or stretched to
conform to a surface, such as a curved surface, of a
container. As noted, a liner sheet according to the
present invention can be implemented in various forms.
FIG. 10 is an exploded view of one embodiment of a
panel 1000 having an optical fiber 1002 sandwiched
between two layers 1004 and 1006. One of the layers
1004 or 1006 can be a substrate, upon which the other
layer is overlaid. A groove, such as indicated at
1008, is formed in one of the layers 1006, such as by
scoring, cutting, milling, stamping or molding.
Optionally, acorresponding groove 1010 is formed in
the other layer 10O4. The optical fiber 1002 is
inserted in the groove(s) 1008(-1010), and the two
layers 1004-1006 are joined. Alternatively, the
optical fiber can be molded into a panel or sandwiched
between two layers while the layers are soft, such as
before they are fully cured. Optionally, a surface
(for example surface 1012) of one of the layers can be
made of a stronger material, or it canbe treated to
become stronger, than the rest of the panel 



1000. Suitable materials for the surfaces include
wood, rubber, carpet and industrial fabric or carpet.
When the panel 1000 is installed in a container, this
surface 1012 can be made to face the interior of the
container. Such a surface can better resist impact,
and thus accidental damage, from cargo and equipment
as the cargo is being loaded or unloaded. FIG. 11
illustrates a process for fabricating a panel, such as
the panel 1000 described above. At 1100, one or more
grooves are formed in a substrate.At 1102, one or more
grooves are formed in a layer that is to be overlaid
on the substrate. At 1104, a n optical fiber is
inserted in one of the grooves. At 1106, the substrate
is overlaid with the layer. Thus far, panels with
optical fibers embedded within the panels have been
described. Alternatively, as illustrated in FIG. 12,
an optical fiber 12O0 can be woven into a woven or
nonwoven (such as spun) fabric 1202. In addition, an
optical fiber can be woven or threaded through a
blanket, carpet or similar material. As noted above,
and as illustrated in FIG. 13, an optical fiber 1300
can be attached to a surface 1302 of a flexible or
rigid panel 1304. As noted, a pitch or spacing 108
between adjacent portions of the optical fiber 106
(FIG. 1) can be selected according to the rriinimum
size breach in the container 100 that is to be
detected. In the embodiment shown in FIG. 1, the
spacing 108 is approximately equal to twice the radius
of bend 116 in the optical fiber 106. However, many
optical fibers have minimum practical bend radii. If
such an optical fiber is bent with a radius less than
this minimum, loss of light transmission through the
bent portion of the optical fiber can occur. As shown
in FIG. 14, to avoid such loss in situations where a
pitch less than twice the minimum bend radius is
desired, two or more optical fibers 1400 and 1402 can
be can be interlaced. In such an embodiment, if N
optical fibers are used and each optical fiber is bent
at its minimum radius, the spacing (e.g. 1404) between
the optical fibers can be approximately 1/N the
minimum spacing of a single optical fiber. The optical
fibers can be approximately parallel, as shown in FIG.
14, or they can be non-parallel. For example, as shown
in FIG. 15, the optical fibers 1500 and 1502 can be
disposed at an angle with respect to each other.
Alternatively (not shown), two liner sheets can be
used, one on top of the other, to line a single
surface of a container. The optical fibers of these
two liner sheets can, for example, be oriented at an
angle to each other, offset from each other or
otherwise to provide a tighter pitch thancan.be
provided by one liner sheet alone or to provide
redundant protection, such as for especially sensitive
cargo. 



In another embodiment shown in FIG. 16, a single
optical fiber 1600 can be configured so loops, such as
those shown at 1602, at the ends of the optical fiber
segments each occupy more than 180 of curvature and,
thus, provide a reduced spacing. Other configurations
of a single optical fiber providing a reduced spacing
are shown in FIGS. 17, 18 and 19. As noted, more than
one optical fiber can be included in each liner sheet.
FIG. 20 shows a liner sheet 2000 with two optical
fibers 2002 and 20O4. As shown in FIG. 21, the optical
fibers 2002, 2004 can be connected to each other in
series, and the respective optical fibers can be
connected to a single light source 200 and a single
light detector 202. Alternatively (not shown), the
optical fibers 2002, 2004 can be connected to each
other in parallel, and the optical fibers can b e
connected to a single light source and a single light
detector. In an alternative embodiment shown in FIG.
22, each optical fiber 2002, 2004 can be connected to
its own light source 200a and 200b (respectively) and
its own light detector 202a and 202b (respectively).
In this case, signals from the optical fibers 2002,
2004 can be processes in series or in parallel by a
detector circuit 204a. A parallel connection of the
optical fibers 2002, 2004, or a parallel processing of
the signals from the optical fibers, would tolerate
some breakage of the optical fibers without triggering
an alarm. Such breakage might be expected, due to
rough handling that the panels might undergo as
containers are loaded and unloaded. The amount of
light transmitted by several parallel optical fibers
depends on the number of the optical fibers that
remain intact. Once a container is loaded, the system
could sense which fibers are intact and ignore damaged
or severed fibers. Alternatively, the system could
sense the amount of light being transmitted and set
that amount as a reference amount. Later, in transit,
if the amount of transmitted light fell below the
reference amount, the system could signal a breach or
shift in cargo, as discussed above. Of course, not all
the optical fibers need be used at one time. Some of
the optical fibers can be left as spares and used if
primary optical fibers are damaged. Any of the
above-described liner sheets or variations thereon can
be used to monitor a container. FIG. 23 illustrates a
process for monitoring a container. At 2300, at least
one interior surface, or a portion thereof, is lined
with an optical path-defining material. At 2302, one
end of the optical path is illuminated. At 2304, the
other end of the optical path is monitored for a
change in an 



optical characteristic of the optical path. The
invention has been described in relation to closed
(i.e. entirely surrounded) containers, rooms and the
like, however embodiments are also applicable to
protecting open areas, such asyards. For example, as
shown in FIG. 31, a liner panel 3100 can be attached
to a fence 3102, such as a chain link fence, to
monitor the fence for breaches thereof or radiation
near the fence. For example, the flexible liner sheet
described above with reference to FIG. 7 can be
attached to the fence by any suitable fastener. For
example, the liner sheet 3100 can include eyelets, and
the liner sheet can be attached to the fence by
screws, twisted wires or the like. Alternatively, one
or more flexible, rigid or semi-rigid panels can be
attached to the fence and interconnected in series, as
discussed above. A relatively long liner sheet
attached to a fence integrates nuclear radiation, as
discussed above. Therefore, such a liner sheet is
sensitive to relatively low-level radiation in its
vicinity. In an alternative implementation, a thin
electrical wire or path canbe utilized rather than the
optical fiber described above. For example, a thin
electrical wire can b e arranged in a zigzag path
across the area of a panel or woven into a fabric to
provide breakage detection similar to that of the
fiber optic embodiment described above. An electrical
signal or energy source and electrical detector
detects a break in the conductive path. While the
invention has been described with reference to a
preferred embodiment, those skilled in the art will
understand and appreciate that variations can be made
while still remaining within the spirit and scope of
the present invention, as described in the appended
claims. For example, although some embodiments were
described in relation to shipping containers used to
transport cargo, these containers can also be used to
store cargo in warehouses, yards and the like, as well
as during loading and unloading of the containers at a
loading dock. Some embodiments were described in
relation to shipping containers used on ships, etc.
These and other embodiments can also be used with
shipping boxes and other types of containers. The
invention can also be used to detect tampering with,
or a break into or out of, a room of a structure, such
as an office, vault or prison cell. The term
"container" in the claims is, therefore, to be
construed broadly to include various types of shipping
containers and boxes, as well as rooms and open areas,
such as yards, that are surrounded by fences or the
like. Functions described above, such as differential
amplifiers, comparisons, triggers and alarms, can be
implemented with discrete circuits, integrated
circuits 



and/or processors executing software or firmware
stored in memory. In addition, the optical paths have
been described as being created using optical fibers.
Other mechanisms can, however, be used to create
optical paths. For example, hollow tubes and mirrors
or combinations of technologies can be used to define
optical paths through panels.CLAIMS What is claimed
is: 1. A tamper detection system for a container
having one or more interior surfaces, comprising: at
least one first liner sheet for lining at least a
portion of at least one of the interior surfaces of
the container, the first liner sheet having an area
and defining an optical path extending across at least
a portion of the area such that a breach of the at
least a portion of the container interior surface
causes a change in an optical characteristic of the
optical path. 2. The tamper detection system of claim
1, further comprising: a circuit configured to detect
the change in the optical characteristic of the
optical path. 3. The tamper detection system of claim
2, further comprising: a light source optically
connected to one end of the optical path; and a light
detector optically connected to another end of the
optical path, wherein the circuit uses a signal from
the light detector to detect the change in the optical
characteristic of the optical path. 4. The tamper
detection system of claim 3, further comprising an
alarm connected to the circuit, the circuit being
configured to activate the alarm if the circuit
detects the change in the optical characteristic of
the optical path. 5. The tamper detection system of
claim 4, wherein the optical path comprises an optical
fiber. 6. The tamper detection system of claim 5,
wherein the at least one first liner sheet is
configured for attachment to the at least a portion of
the interior surface of the container. 7. The tamper
detection system of claim 1, wherein the optical path
comprises an optical fiber. 8. The tamper detection
system of claim 7, wherein the optical fiber is woven
into the at least one first liner sheet. 9. The tamper
detection system of claim 8, wherein the at least one
first liner sheet comprises a carpet.10. The tamper
detection system of claim 8, wherein the at least one
first liner sheet comprises a semi-rigid panel. 



11. The tamper detection system of claim 7, wherein
the optical fiber is molded into the at least one
first liner sheet. 12. The tamper detection system of
claim 7, wherein the optical fiber is sandwiched
between two layers of the at least one first liner
sheet. 13. The tamper detection system of claim 7,
wherein the optical fiber is attached to a surface of
the at least one first liner sheet. 14. The tamper
detection system of claim 7, further comprising: a
light source optically connected to one end of the
optical fiber; a light detector optically connected to
another end of the optical fiber; and a circuit
connected to the light detector and configured to
activate if an optical characteristic of the optical
path changes. 15. The tamper detection system of claim
14, further comprising an alarm connected to the
circuit and configured to be activated if the optical
characteristic of the optical path changes. 16. The
tamper detection system of claim 14, further
comprising: a wireless transmitter connected to the
circuit and configured to transmit a signal if the
circuit activates. 17. The tamper detection system of
claim 16, further comprising: a wireless receiver
configured to receive the signal; and an alarm
connected to the wireless receiver and configured to
provide an indication if the optical characteristic of
the optical path changes. 18. The tamper detection
system of claim 14, further comprising a wireless
system aboard a vessel configured to notify a port
system of an approach of the vessel, the wireless
system beingfurther configured to notify the port
system if the optical characteristic of the optical
path has changed. 19. The tamper detection system of
claim 7, wherein the at least one first liner sheet
comprises a flexible, rollable material that can be
unrolled prior to attachment to the at least one of
the interior surfaces of the container. 20. The tamper
detection system of claim 7, wherein the at least one
first liner sheet comprises a rigid panel. 21. The
tamper detection system of claim 7, wherein the at
least one first liner sheet comprises 



a plurality of hinged panels. 22. The tamper detection
system of claim 21, wherein the at least one first
liner sheet comprises four hinged panels. 23. The
tamper detection system of claim 21, wherein the at
least one first liner sheet comprises six hinged
panels. 24. The tamper detection system of claim 21,
wherein each hinged panel is sized to correspond to
one of the interior surfaces of the container. 25. The
tamper detection system of claim 24, wherein the
container is a rectangular shipping container. 26. The
tamper detection system of claim 24, wherein the
container is an aircraft shipping container. 27. The
tamper detection system of claim 24, wherein the
container includes at least one curved surface. 28.
The tamper detection system of claim 24, wherein the
at least one liner sheet comprises six hinged
panels.29. The tamper detection system of claim 24,
wherein the at least one liner sheet comprises four
hingedpanels. 30. The tamper detection system of claim
24, wherein at least one of the hinged panels
comprises a plurality of hinged sub-panels. 31. The
tamper detection system of claim 7, wherein the at
least one first liner sheet includes a first optical
connector optically attached to an end of the optical
fiber. 32. The tamper detection system of claim 31,
further comprising: a second liner sheet for lining at
least at least a second portion of at least one of the
interior surfaces of the container, the second liner
sheet having a second area and including a second
optical fiber extending across at least a portion of
the second area such that a breach of the second
portion of the container interior surface causes a
change in an optical characteristic of the second
optical fiber; and a second optical connector
optically attached to an end of the second optical
fiber; wherein the optical fiber of the first liner
sheet is optically coupled to the second optical fiber
of the second liner sheet via the optical connectors. 



33. The tamper detection system of claim 32, wherein
the second liner sheet comprises a plurality of hinged
panels. 34. The tamper detection system of claim 33,
wherein the second liner sheet comprises four hinged
panels. 35. The tamper detection system of claim 33,
wherein each hinged panel is sized to correspond to
one of the interior surfaces of the container. 36. The
tamper detection system of claim 7, wherein the first
liner sheet includes a second optical fiber extending
across at least a portion of the area of first liner
sheet, the second optical fiber providing a second
optical path. 37. The tamper detection system of claim
36, wherein the two optical fibers are optically
connected together in series to form an extended
optical path; and further comprising:a light source
optically connected to an end of the extended optical
path; a light detector optically connected to the
other end of the extended optical path; and a circuit
connected to the light detector and configured to
activate an alarm if an optical characteristic of the
optical path of either optical fiber changes. 38. The
tamper detection system of claim 36, wherein the two
optical fibers are optically connected together in
parallel; and further comprising: a light detector
circuit connected to the two optical fibers and
configured to activate an alarm if an optical
characteristic of both optical fibers changes. 39. A
method of fabricating a tamper detectionpanel,
comprising: forming at least one groove in a surface
of a substrate; and inserting an optical fiber in the
at least one groove. 40. The method of claim 39,
further comprising: fixing the optical fiber in the at
least one groove. 41. The method of claim 39, further
comprising: overlaying the surface of the substrate
with a layer. 42. The method of claim 41, further
comprising: prior to overlaying the surface of the
substrate with the layer, forming at least one groove
in a surface of the layer such that, when the
substrate is overlaid with the layer, the layer
surface groove aligns with the at least one substrate
surface groove to capture the optical fiber 



therebetween. 43. A method of detecting tampering with
a container or presence of a substance within the
container, the container having one or more interior
surfaces, comprising: lining at least a portion of at
least one of the interior surfaces of the container
with a material having an optical fiber extending
across at least a portion of the material;
illuminating one end of the optical fiber; and
monitoring the illumination at the other end of the
optical fiber. 44. The method of claim 43, further
comprising:detecting a cessation of the illumination
at the other end of the optical fiber; and responsive
to detecting the cessation of the illumination,
activating an alarm. 45. A method of detecting
tampering with a container or presence of a substance
within the container, the container having one or more
interior surfaces, comprising: lining at least a
portion of at least one of the interior surfaces of
the container with a material that defines an optical
path extending across at least a portion of the
material; and monitoring the optical path for a change
in an optical characteristic thereof. 46. The method
of claim 45, further comprising: responsive to a
change in the optical characteristic of the optical
path, activating an alarm. 47. The method of claim 45,
further comprising: responsive to a change in the
optical characteristic of the optical path, sending a
wireless signal. 48. A shipping container, comprising:
at least one wall having an area and defining an
optical path extending across at least a portion of
the area of the wall, wherein the optical path has an
optical characteristic and, if a portion of the wall
is breached, the optical characteristic is changed.
49. The shipping container of claim 48, further
comprising a circuit configured to detect the change
in the optical characteristic ofthe optical path. 50.
The shipping container of claim 49, further
comprising: a light source optically connected to one
end of the optical path; and a light detector
optically connected to another end of the optical
path, wherein the circuit uses a signal from the light
detector to detect the change in the optical
characteristic of the optical path. 



51. The shipping container of claim 50, further
comprising an alarm connected to the circuit, the
circuit being configured to activate the alarm if the
circuit detects the change in the optical
characteristic of the optical path. 52. The shipping
container of claim 51, wherein the optical path
comprises an optical fiber.53. The shipping container
of claim 52, wherein the optical fiber is sandwiched
between layers of the wall. 54. The shipping container
of claim 52, wherein the optical fiber is attached to
a surface of the wall. 55. A tamper detection system
for a container having one or more interior surfaces,
comprising: at least one first liner sheet for lining
at least a portion of at least one of the interior
surfaces of the container, the first liner sheet
having an area and defining an optical path extending
across at least a portion of the area such that a
breach of the at least a portion of the container
interior surface causes a change in an optical
characteristic of the optical path; a location
determining system; and a circuit connected to the
location determining system and configured to: detect
the change in the optical characteristic of the
optical path; and, if the circuit detects the change
in the optical characteristic of the optical path,
determine the location of the container. 56. The
tamper detection system of claim 55, further
comprising a memory, the circuit being further
configured to store the location of the container in
the memory if the circuit detects the change in the
optical characteristic of the optical path. 57. The
tamper detection system of claim 56, the circuit being
further configured to store a time at which the
circuit detects the change in the optical
characteristic ofthe optical path. 58. The tamper
detection system of claim 55, further comprising a
wireless transmitter connected to the circuit and
configured to transmit the location of the container
if the circuit detects the change in the optical
characteristic of the optical path. 59. The tamper
detection system of claim 57, wherein the wireless
transmitter is further configured to transmit the time
at which the circuit detects the change in the optical
characteristic of the optical path.60. The tamper
detection system of claim 55, further comprising a
memory, the circuit being further configured to store
information about persons having access to the
interior of the container 



in the memory. 61. The tamper detection system of
claim 60, further comprising a wireless transmitter
connected to the circuit and configured to transmit
the information about persons having access to the
interior of the container if the circuit detects the
change in the optical characteristic of the optical
path. 62. The tamper detection system of claim 55,
further comprising a memory, the circuit being further
configured to store a history of contents of the
container in the memory. 63. The tamper detection
system of claim 62, further comprising a wireless
transmitter connected to the circuit and configured to
transmit the information about persons having access
to the interior of the container if the circuit
detects the change in the optical characteristic of
the optical path. 64. The tamper detection system of
claim 55, further comprising a memory, the circuit
being further configured to store the location of the
container in the memory under at least one
predetermined condition. 65. The method of claim 43,
further comprising: detecting a change in a
characteristic of the illumination at the other end of
the optical fiber. 66. The method of claim 65, wherein
detecting the change in the characteristic of the
illumination at the other end of the optical fiber
comprises detecting a decrease in the illumination.
67. the method of claim 65, further comprising:
responsive to detecting the change in the
characteristic, activating an alarm. 68. The method of
claim 43, wherein the optical fiber is such that an
optical characteristic of the optical fiber is
affected by radiation impinging on the optical
fiber.69. The method of claim 43, wherein the optical
fiber is such that an optical characteristic of the
optical fiber is affected by nuclear radiation
impinging on the optical fiber. 70. The method of
claim 43, wherein the optical fiber is such that an
optical characteristic of the optical fiber is
affected by gamma radiation impinging on the optical
fiber. 71. The method of claim 43, wherein the optical
fiber is such that a light-carrying capacity of the
optical fiber is affected by nuclear radiation
impinging on the optical fiber. 72. The method of
claim 43, wherein the optical fiber is such that a
light-carrying capacity of the optical fiber is
affected by gamma radiation impinging on the optical
fiber. 



73. The method of claim 45, wherein monitoring the
optical path comprises monitoring the optical path for
a decrease in a light-carrying capacity thereof. 74.
The method of claim 45, wherein the optical path is
such that an optical characteristic of the optical
path is affected by radiation impinging thereon. 75.
The method of claim 45, wherein the optical path is
such that an optical characteristic of the optical
path is affected by nuclear radiation impinging
thereon. 76. The method of claim 45, wherein the
optical path is such that an optical characteristic of
the optical path is affected by gamma radiation
impinging thereon. 77. The method of claim 45, wherein
the optical path is such that a light-carrying
capactiy characteristic of the optical path is
affectedby nuclear radiation impinging thereon. 78.
The method of claim 77, wherein monitoring the optical
path comprises monitoring the optical path for a
decrease in light-carrying capacity of the optical
path. 79. The method of claim 45, wherein the optical
path is such that a light-carrying capactiy
characteristic of the optical path is affectedby gamma
radiation impinging thereon.80. The method of claim
45, wherein the optical path comprises an optical
fiber, an optical characteristic of which is affected
by nuclear radiation impinging thereon. 81. The method
of claim 45, wherein the optical path comprises an
optical fiber, an optical characteristic of which is
affected by gamma radiation impinging thereon. 82. The
method of claim 45, wherein the optical path comprises
an optical fiber, the optical characteristic of the
optical path is a light-carrying capacity of the
optical fiber, and the lightcarrying capacity of the
optical fiber is reduced by gamma radiation impinging
thereon. 83. A radiation detection system for a
container having one or more interior surfaces,
comprising: at least one liner sheet for lining at
least a portion of at least one of the interior
surfaces of the container, the liner sheet having an
area and having an optical fiber extending across at
least a portion of the area, such that nuclear
radiation impinging on the optical fiber causes a
change in an optical characteristic of the optical
fiber. 84. The radiation detection system of claim 83,
wherein the change in the optical characteristic is a
decrease in light-carrying capacity. 85. The radiation
detection system of claim 84, wherein the nuclear
radiation includes gamma 



radiation. 86. The radiation detection system of claim
84, wherein the nuclear radiation includes neutron
radiation. 87. The radiation detection system of claim
83, wherein the nuclear radiation includes gamma
radiation. 88. The radiation detection system of claim
83, wherein the nuclear radiation includes neutron
radiation. 89. The radiation detection system of claim
83, further comprising: a circuit configured to detect
the change inthe optical characteristic of the optical
fiber.90. The radiation detection system of claim 84,
further comprising: a light source optically connected
to one end of the optical fiber; and a light detector
optically connected to another end of the optical
fiber, wherein the circuit uses a signal from the
light detector to detect the change in the optical
characteristic of the optical fiber. 91. The radiation
detection system of claim 90, further comprising an
alarm connected to the circuit, the circuit being
configured to activate the alarm if the circuit
detects the change in the optical characteristic of
the optical fiber. 92. A radiation detection system
comprising: at least one panel having an area and
having an optical fiber extending across at least a
portion of the area, such that nuclear radiation
impinging on the optical fiber causes a decrease in
light-carrying capacity of the optical fiber; a light
source configured to produce light having a wavelength
less than or equal to about 980 nm optically connected
to one end of the optical fiber; a light detector
optically connected to another end of the optical
fiber; and a circuit connected to the light detector
and configured to detect the decrease in lightcarrying
capacity of the optical fiber. 93. The radiation
detection system of claim 92, wherein the light source
is configured to produce light having a wavelength
less than or equal to about 600 nm. 94. The radiation
detection system of claim 92, wherein the light source
is configured to produce light having a wavelength
less than or equal to about 540 nm. 



95. The radiation detection system of claim 92,
wherein the light source is configured to produce
light having a wavelength less than or equal to about
502 nm. 96. The radiation detection system of claim
92, wherein the light source is configured to produce
light having a wavelength less than or equal to about
472 nm. 97. A radiation detection system comprising:at
least one panel having an area and having an optical
fiber extending across at least a portion of the area,
such that nuclear radiation impinging on the optical
fiber causes a decrease in light-carrying capacity of
the optical fiber; a light source configured to
produce light having at least a short-wavelength
component and a long-wavelength component optically
coupled to a first end of the optical fiber; a first
light detector optically connected to a second end of
the optical fiber and configured to receive one of the
wavelength components without receiving the other
wavelength component; a second light detector
optically connected to the second end of the optical
fiber; a difference circuit connected to the first and
second light detectors and configured to detect a
difference between the intensity of the received
short-wavelength component and the received
long-wavelength component. 98. The radiation detection
system of claim 97, wherein the second light detector
is configured to receive the other wavelength
component without receiving the wavelength component
received by the first light detector. 99. A radiation
detection system comprising: at least one panel having
an area and having an optical fiber extending across
at least a portion of the area, such that nuclear
radiation impinging on the optical fiber causes a
decrease in light-carrying capacity of the optical
fiber, wherein the optical fiber includes a dopant
that increases sensitivity of the optical fiber to
decrease the light-carrying capacity as a result of
the nuclear radiation impinging thereon; a light
source optically connected to one end of the optical
fiber; a light detector optically connected to another
end of the optical fiber; and a circuit connected to
the light detector and configured to detect the
decrease in lightcarrying capacity of the optical
fiber. 100. The radiation detection system of claim
99, wherein the dopant is at least one of erbium, 



ytterbium, aluminum, phosphorus, germanium and
lanthanum. 101. The radiation detection system of
claim 99, wherein the optical fiber includes about
0.18 mol % Yb, about 4.2 mole percent AI2O3 and about
0.9 mol % P2O5.102. The radiation detection system of
claim 99, wherein the optical fiber includes about 2.0
mol % La and about 6.0 mol %Al O . 103. The radiation
detection system of claim 99, wherein the optical
fiber includes no fluorine in its core. 104. A
radiation detection system comprising: at least one
panel having an area and having an optical fiber
extending across at least a portion of the area, such
that nuclear radiation impinging on the optical fiber
causes a decrease in light-carrying capacity of the
optical fiber, wherein the optical fiber includes a
dopant that increases an index of refraction of a core
of the optical fiber; a light source optically
connected to one end of the optical fiber; a light
detector optically connected to another end of the
optical fiber; and a circuit connected to the light
detector and configured to detect the decrease in
lightcarrying capacity of the optical fiber. 105. The
radiation detection system of claim 104, wherein the
dopant is phosphorus. 106. A method of detecting
nuclear radiation, comprising: disposing at least one
optical fiber proximate to a shipping container;
illuminating one end of the optical fiber; exposing
the optical fiber to the nuclear radiation for at
least one day, thereby integrating the effect of the
nuclear radiation on the optical fiber over time; and
monitoring the illumination at the other end of the
optical fiber. 107. The method of claim 15, further
comprising: detecting a reduction in the
transmissibility of the optical fiber. 108. The method
of claim 16, further comprising: responsive to
detecting the reduction in the transmissibility of the
optical fiber, activating an alarm. 109. The method of
claim 106, wherein the exposing the optical fiber to
the nuclear radiation comprises exposing the optical
fiber to nuclear radiation from within the shipping
container.110. The method of claim 107, wherein the
exposing the optical fiber to the nuclear radiation 



comprises exposing the optical fiber to nuclear
radiation from outside the shipping container. 111.
The method of claim 106, wherein the disposing the
optical fiber comprises disposing at least 1 km of
optical fiber proximate to the shipping container.
112. The method of claim 106, wherein the disposing
the optical fiber comprises disposing the optical
fiber within the shipping container. 113. A method of
detecting nuclear radiation, comprising: disposing an
optical fiber proximate to each of a plurality of
shipping containers and associating each optical fiber
with the respective shipping container; illuminating
one end of each of the optical fibers; monitoring the
illumination at the other end of each of the optical
fibers; detecting a reduction in a transmissibility of
at least some of the optical fibers; identifying two
or more shipping containers respectively associated
with at least some of the optical fibers in which the
reductions in transmissibility are detected; using
information about geometric placement of the
identified shipping containers to identify a location
of the nuclear radiation. 114. A tamper detection
system, comprising: a first rectangular liner sheet
having a first area and defining a fiber-optic path
extending across at least a portion of the first area,
the first liner sheet including two parallel foldable
regions, each foldable region extending laterally
across the smaller dimension of the rectangular liner
sheet; a second liner sheet having a second area and
defining a fiber-optic path extending across at least
a portion of the second area; a third rectangular
liner sheet having a third area and defining a
fiber-optic path extending across at least a portion
of the third area, the third liner sheet including a
foldable region extending laterally across the small
dimension of the rectangular liner sheet, thereby
defining a hingable portion of the third liner sheet;
a coupler interconnecting the fiber-optic path of the
first liner sheet and the fiber-optic path of the
second liner sheet; anda coupler interconnecting the
fiber-optic path of the first liner sheet and the
fiber-optic path of the third liner sheet. 115. The
tamper detection system of claim 114, further
comprising a circuit operable to detect a 



change in an optical characteristic of at least one
ofthe first, second and third fiber-optic path. 116.
The tamper detection system of claim 114, further
comprising: a light source optically connected to one
end of the optical path through the first, second and
third liner sheet; a light detector optically
connected to the other end of the optical path through
the first, second and third liner sheet; and a circuit
connected to the light source and the light detector
and operable to detect a change in an optical
characteristic of at least one of the first, second
and third fiber-optic path. 117. The tamper detection
system of claim 116, whereinthe connection between the
light source and the end of the optical path extends
between the second liner sheet and the third liner
sheet when the hingable portion of the third liner
sheet is closed. 118. The tamper detection system of
claim 116, wherein the connection between the light
detector and the end of the optical path extends
between the second liner sheet and the third liner
sheet when the hingable portion of the third liner
sheet is closed. 119. The tamper detection system of
claim 116, wherein the light source is
electromagnetically coupled to the circuit when the
hingable portion of the third liner sheet is closed.
120. The tamper detection system of claim 116, wherein
the light detector is electromagnetically coupled to
the circuit when the hingable portion of the third
liner sheet is closed. 121. The tamper detection
system of claim 114, such that nuclear radiation
impinging on the fiber-optic path of at least one of
the first, second and third liner sheet causes a
change in an optical characteristic of the fiber-optic
path. 122. A tamper detection system for attachment to
a fence, comprising:at least one liner sheet having an
area and defining a fiber-optic path extending across
at least a portion of the area; means for attaching
the at least one liner sheet to the fence; and a
circuit operable to detect a change in an optical
characteristic of the fiber-optic path. 123. The
tamper detection system of claim 122, such that
nuclear radiation impinging on the fiber-optic path
causes the change in the optical characteristic of the
fiber-optic path. 




