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. | NTERFACE PORTABLE DATA STORAGE DEVI CE AND METHOD OF PROPRI ETARY BI OVETRI CS
ENROLLMENT BACKGROUND OF THE INVENTION (1 ) Field of the Invention The
present invention relates to portable data storage device, and in
particular, a data storage device which integrates conputer serial bus
interface vmth bi onmetric (Fingerprint) technol ogies to ensure data and
information storage within the device is secured with peJmmﬂmeﬂMrl cs

i nformation. The storage device acts as a portable hard n be
connected via conputer serial bus intlerface onto any conputemspbatform with
conputer serial bus host. The user can then access and retrieve data stored
in the storage _device or store data into the storage device. As the data in
t he devABIOMEBTIRIES RARAMEBEERS AROTECTED GOMBUEERSERIAL BUS t he

person with the aut hori zed fingerprints can activate the function of the

stor age INFFERFACE PORTABLEPDATA STORAGE DEVICE MDY METHOR OF jevic

sensori ng r sensi ng lometric acteristics suc

| donti Tication | s TRRUPRIETARY BIOMETRES EROLLMENT d"5)5tem Os

6, 125, 192 discloses a fingerprint sensor that is connected to a digital
system vi a conputer serial bus such that access of the digital system

requires fingerprint authentication. Simlarly, US 6,353, 47mwm mm
device for the authentication of a person by his fingerprin M ’mmm'ma
aut hori zation for an operation, and that the connection of thisggevice to

the node of operation Cath@K’GRO‘UNWUF?THEq NTioN i nterface. None of the
prior art suggest the use of fingerprint aut entl cation on a portable hard

di sk V\hgﬁl‘hg@rbfq'?elmmg pto a conputer platformvia conputer serial bus
such th fingerprint authentication is required to access information

stored in th ng

di scl oses an%%?%%ﬁ%i@ Hoﬁrels tglﬂ%ﬁaﬁlezéﬁggggo aé%&?ﬁ@ﬁtgﬁ%'we{rhcﬂac@ntral
processi g‘dstatl O?? fgr > %ces |IrC?bl on uch ﬁ1 dmtt| ng a
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: ow es sl ar i sclose i dep cane r capturing a
' noer plERESTRREDLSHACIGES 1 RBSIRE ARIB AR rmBtion SERIAGH I Merdsrices { b
branches and endi ngs of the flngerprlnt ridges, to determne a match with a
dat abas 8eeMredawith Bﬁ@@"ﬂ bigeedigsiptormagieny Bﬁaﬁt@'ﬁge devigeraats A Agartablay
af fect optical sensing or an optical sensor may be deceived by presentation
of a phbarhdisistwhich gan heapnneelgd \ia cemputessepal bus intarfage antaany compaiter ve
fingerprint. Optical sensors may be bulky and be susceptible to shock,

vi br at i phattonoh with Canputarrsesial bus host. Thecusedicagthen accesstarchietiievegdatar i nt

sensor may be unreliable in service in addition to being bul ky and
rel at i valtored in the storage device or store data into the storage device. As the data in the

device is protected by a personal information biometrics key, only the person with the

authorized fingerprints can activate the function of the storage device.

(2) Description of the Art
Prior art devices use a sensoring device for sensing biometric characteristics

such that the device is connected via computer serial bus to a system and that biometric



3 expensive due to optics and noving parts. It is therefore an object of

.the present invention to provide a fingerprint sensor and rel ated nethods

for accurately sensing a fingerprint, and which sensor is conpact, reliable

and rel atively inexpensive. Accordingly, the many shortcom ngs and

di sadvant ages of prior art optical sensors are overconme in the present

I nvention with the use of capacitive or electric field sensors. SUMVARY OF

THE | NVENTI ON The object of the invention is to provide a bionetric

parameters protected conputer serial RQus interface portable data storage

devi ce wherein informati on storage wi £hin the device is secured with

personal bionmetrics information. In addition, the conmunication path

bet ween : ] i nut er N t he
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i nformation store device I1s'via a nt / host
i nterfac uch as USB.. FireWre (] EEE1394) or anyt hi serially, connected
from a Corrtiess ingerauplediell atds FhIReRled 195 A AV Htet 68 sPmplisi Sprar

bi onetrics protected co ter, serial bus interface, portable data_ storage
devi ce, bé’@rf&"ﬁ&ﬂ‘ga.ccgﬁsg’ﬁﬂ'@dwgﬁalﬁyﬁ ﬁ‘?q'-fﬂestf|"8%9r!'ﬁ@§”1ﬁ"6'8§§%ﬂ-n§'rﬂﬂ|‘ﬁrly- and
sensor, wherein the sensor can be either any of the capacitive or electric
field sdidPnipdtid dissloses a devieefor the aythenticationefia perisep bydisfingerprists
storage device and is able to store data and information, with any storage
capaci t yrios terap raytherizationifer am paewdion, and tat dthergonnadtiontef this devisedethe e
responsi ble for interfacing wwth the enbedded fingerprint processing unit,
t he hostmoderpfioperatips tambenda tcomputercseyriat bos aderface dNome ofthe gidresty f or
data to store/retrieve in/fromthe flash nenory with bionetric information
pr ot ect isuggest theiuse of ingeqpint authentication ema pyrhblerhatd diskaviioh camba linked

I nformati on safe keeping within the nenory storage; and a proprietary

enr ol | Mgty Sihgiter pRittoinai®@ tbimp uteri@piaPbudsudithat fingtbrintMithehfigation is
proliferation of conputers and conputer networks into all aspects of

busi nessegfledfd h¥cdssfifformatiaR Sictbd I8 $4i diskducat i on, governnent, and

conmuni cat'i ons

U.S. Pat. No. 4,210,899 to Swonger et al. discloses an optical scanning
fingerprint reader cooperating with a central processing station for a secure access
application, such as admitting a person to a location or providing access to a computer
terminal. U.S. Pat. No. 4,525,859 to Bowles similarly discloses a video camera for
cépturing a fingerprint image and uses the minutiae of the fingerprints, that is, the
branches and endings of the fingerprint ridges, to determine a match with a database of
reference fingerprints. Unfortunately, stained fingers may affect optical sensing or an
optical sensor may be deceived by presentation of a photograph or printed image of a
fingerprint rather than a true live fingerprint. Optical sensors may be bulky and be
susceptible to shock, vibration and surface contamination. Accordingly, an optical

fingerprint sensor may be unreliable in service in addition to being bulky and relatively



-the concern over secure data access is grow ng. One nethod of providing
.security fromunauthorised access to data is the use of personal bionetric
data i nstead of passwords to gain access to the data. Unli ke passwords,
personal bionetric data is unique and cannot be stolen or reproduced, hence
only the person authorised to view the data can do so. The present
invention utilises a proprietary data encryption schenme wherein the data
stored in the bionetric paranmeters protected conputer serial bus interface
portabl e data storage device is protegged by a personal fingerprint

bi onetrics key and the data 5 can be’ accessed only when the authorised
fingerprint is being inputted into the fingerprint bionetrics processing

uni t. Yegy Wée&ue?gj &6ticsnd RBviNg It RURBELIOR &P ob cg?ghgﬁéé,érﬁs

paranmeters protected conputer serral bus Interface porta a storage

devi ce, Leh | S : 143 device with
i gh ot of gt o BRVER"Y hGeibific Bohech A Bl itifiod ol sRLilRAE sERTinG 5
capabl e pf starjng huge files .such as, accounti datg files, CAD files,
huge pr eLeIRTRIING ATF WHth Spisqr 7 Sameaet Felebidand elfugy iexPehsie. present
invention is to provide a bionetrics ranmeters protected conputer serial
bus | nt eAPSRIEGYY.{aB Mmany:SherEomHagR st gisa8vanipgRs oL Pliekart pplical sepsor e
plugged it into any conputer platformvia the conputer serial bus interface
uni t, an@veyeemeda tgﬁ@r%ﬁﬁ*%megéan wWithotbe piserf caﬁaglgw ar elestricdield sersnsa. on
the conputer platform Yet another objective of the present invention is to
provide a fast method of accessing the data stored in the bionetric
parameters protected conputer serial bus interface portable data storage
device. This can be seen fromits short bionetrics verification and system
access tine. 6 Yet another objective of the present invention is to

provi de a bionetric paranmet SUMMARYOETHEINVENTICNT i al bus interface
portabl e data storage device which not nore than 25 users are assigned for
authority access right. Yet another object of the present invention is
provide a biometrics paraneters protected conputer serial bus interface

portabl e dat aThbJufiste ofifie iRPeNiBCR t8iprbVidea biometric parameters protected
computer serial bus interface portable data storage device wherein information storage
within the device is secured with personal biometrics information. In addition, the
communication path between any computer platform (with computer serial bus host)
and the information stored in the device is via a computer serial bus client/host interface

such as USB, FireWire (IEEE1394) or anything serially connected from a computer.

An aspect of the present invention is to provide a biometrics protected computer
serial bus interface portable data storage device, comprising:
an embedded fingerprint biometrics processing unit and sensor, wherein the

sensor can be either any of the capacitive or electric field sensing devices;



encryption keys to secure data storage within the portable data storage
.device in its proprietary Data Bi 0o-Encryption Schene as shown in Figure 3.
BRI EF DESCRI PTI ON OF THE DRAW NGS The present invention will be nore
cl early understood when considered in conjunction with the acconmpanying
drawings, in which: Figure 1 is a diagramof the bionetrics paraneters
protected conputer serial bus interface portable data storage device in
accordance with the present invention. Figure 2 is a flow chart of the
System Functional Block Diagramin accordance with the present invention.
Figure 3 is a flow chart of the Functi‘onal Flows of Proprietary Data Bio
Encryption Schene in accordance with the present invention. 7 DETAI LED
DESCRI PTI ON | i ; i S .t wing in
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detail and first, parti rgures 1 a her eof
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enbodi nmen f the present invention, the fingerprint sensor 12 is connected
Co the riiartacinmwith the pmieddad Maop ick Blocasstigiunioiha Rest sampgiensystom
fingerprint biometric processing unit 20 and a bi o-data storage unit. The
bi onet r i @kd hegpeswiry gtorpge, ang heing g gatawarfor gatate steretstieyerin/from hedlashon
unit 32 and then is connected to the data processing unit 34. Referring to
Fi gur es memary Svithibiemetric infgrmatianipsatection; user of the data storage device
100 places his finger onto the fingerprint sensor 12 (which acts as a
reader). The sbnidn pt@prietansdathencsmtion schamer for data andlinfdrendtiong@fer i nt

bi o-data is sent to the enbedded fingerprint bionetrics processing unit 20.

In the ekéaﬂﬁ@wimimg@rmemrry Blopagd;rangds processing unit 20, a bionetrics
processing unit 22 verifies the fingerprint bio-data with the enrolled

bi o- dat a st or g@rapifbtageHreimant Stherefor Bidrétriéaigbibribt BhRsiehtst or age uni t
24. 1f the verification is unsuccessful) the user will be denied access to

the data in the disk or have his fingerprint re-scanned. Wen the
verification is 8

With the proliferation of computers and computer networks into all aspects of
business and daily life--financial, medical, education, government, and communications-
-the concern over secure data access is growing. One method of providing security from
unauthorised access to data is the use of personal biometric data instead of passwords
to gain access to the data. Unlike passwords, personal biometric data is unique and
cannot be stolen or reproduced, hence only the person authorised to view the data can

do so.

The present invention utilises a proprietary data encryption scheme wherein the
data stored in the biometric parameters protected computer serial bus interface portable

data storage device is protected by a personal fingerprint biometrics key and the data



successful, the bionmetrics processing unit 22 prepares an encryption
.pointer which retrieves the Encryption key fromthe bio-data storage unit
24. The Encryption Key retrieved is then secured in a polynom al appendi ng
process. A factory coded key or decryption key together with the Encryption
Key trigger the data encryption/decryption process in the mcro-controller
and data processing unit 20. The access control decision unit 32) after
being triggered, instructs the data processing unit 34 to extract the
information stored in the flash nmenory_ 40 and sends it to the conputer
platformto which the disk is connect &l to via the host/device conput er
serial bus interface unit 14. Before the disk can be used, the user has to
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stored in the biodata storage unit 24. The user nust have his fingerprint
scanned five tines to ensure an accurate readi ng of the fingerprint
bi o-data by the bionmetrjcs cessing.unit 22 before being stored into the
bi o- st orage unPt aﬂﬂtgg[)ﬁbleﬁt g{tﬁ)g)gr dpverdiop;is ?‘b‘i’gﬂﬁm?‘i”ﬁﬁgﬁﬁmﬁﬁeﬁs can be
enrolled and therefore up to 25 users can be enrolled. After the first user
i s enr ol PEgcted computer serial bugdntesface PpEaklefdata storage dreicenwbichds roeasyor ed
in the disk, he will have to be enrolled. Before he can be enrolled, the
first usto useportableaminiature datarsierage davidecwith bighelofageseapasityl The ipresent
successful, the 9 subsequent users can have their fingerprint bio-data
enr ol | edinvEntion isemall inreize gndds eapable df istorigrrugesfileb suth astacosumntingl data
accordance with the present invention, the fingerprint of the user is
scanned #irg, CAD fileedhliye phssefitationdilesim@bimediadfiésr i bed hereinafter. In the
present nethod, a data encryption schene for data and information safe
keeping within the bionetric paraneters protected conmputer serial bus
interface portable data storage device is used and the nethod conprises the
steps as T ol | Afdtni GSH®8 tHespressnf MOSRIGH isTtb phidos HioMIRIRHAmBRASO! ©
processi ng the scanned fingerprint inmage by the bionetrics processing unit
whi ch verj f4d t J bt ), ot I i i IO J IS
g'rcgl’e‘?:{%d %ﬁgﬂg\t’ﬁgggegﬁlﬂhs |ﬁ§rl’éi§§ _pg)étaf)le' ) Qidrggﬁ i*at'e%cé%rﬁcw’&* Glr

stored as encrypti S) int ta storage . requesting anot her

or cpar | ndfienstg e SCRNGRRP A8 iy <ofBul i e R Bolubon sl Bl [ orden

bi o data storage unit . if the .verpficatipn | uccessful : and securing.the
encrypt | SRE)Y BesVide ths apioased finaepiniad, Aal AT areipssR Quibs compltere
pr esent m?t od, a factory coded key together with the encryption key

platform.

Yet another objective of the present invention is to provide a fast method of
accessing the data stored in the biometric parameters protected computer serial bus
interface portable data storage device. This can be seen from its short biometrics

verification and system access time.



trigger the data encryptionl decryption process in the data processing unit
.through the access control decision unit; and the data processing unit then
extracts data fromthe 10 flash nenory and transmits it to the conputer

pl atformt hrough the host/device conputer serial bus interface unit. In
accordance with the present invention, the typical bionetrics verification
and system access tine of the portable data storage device is approxi mately
1 second, and the bionetrics enrollnent tine is approxinmately 1 second per
fingerprint entry, and not nore than 25 fingerprints are assigned for
authority access right. While the preSent invention has been described by
nmeans of specific enbodinent, it will be understood that nodifications may

be made wi t hopds ARRridpiectivedTtihd Breddink inveffion Reol gRYGRE scope of
t he inventio(r?%ts not IFtojbevconsi dgFee%%lnas Iei rlrcljtedobd;/Il t he ag@gg}i ption of the

s e BB et P o SIS
cert s by ABSHRASS AT AP 6808y R U AMTIIBILSR APT 101 an eneade

Yet another object of the present invention is provide a biometrics parameters
protected computer serial bus interface portable data storage device which utilizes
encryption keys to secure data storage within the portable data storage device in its

proprietary Data Bio-Encryption Scheme as shown in Figure 3.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be more clearly understood when considered in
conjunction with the accompanying drawings, in which:

Figure 1 is a diagram of the biometrics parameters protected computer serial bus
interface portable data storage device in accordance with the present invention.

Figure 2 is a flow chart of the System Functional Block Diagram in accordance
with the present invention.

Figure 3 is a flow chart of the Functional Flows of Proprietary Data Bio-

Encryption Scheme in accordance with the present invention.



a flash nenory for data and information storage and with any storage
_capacity; a mcro-controller and data'processing unit for interfacing with
t he enbedded fingerprint system a host conputer systemand the flash
menory; a built-in proprietary data encryption schenme for data and

I nformati on safe keeping within the flash nenory; and a proprietary
enrol |l mrent schene for bionetric fingerprint enrollnent. 2. The bionetric
paranmeters protected conputer serial bus interface portable data storage
device of claim1, wherein the enbedd;d fingerprint bionetrics processing
unit includes a bionmetrics processing‘unit and a bio-data storage unit. 3.
The bionetric paraneters protected conputer serial bus interface portable

data storage device ofoﬁtgi%%%%mw@Fﬁi vrftﬁ?lcmocessi ng unit

reads fingerprint bio erprint sensor and stores the
bi o-data into the bio-data storage unit in the formof an encryption key.
12 4. The bionetric paraneters protected conputer serial bus intertace

DOT 201 & 02t e 3 i 0 BB G A BR Bt ABAB B 0E
comput erFigs;Srreisa4 an%J 52 ti\gFe%rf,ttﬁg?e gosrhtoevtgll ae pglgtggle data storage device 100 which
comprises a computer serial bus interface unit 14, a fingerprint sensor 12 and a casing
10 which encloses the embedded fingerprint biometrics processing unit 20, a micro-
controller and data processing unit 20 and a flash memory 40. In a preferred
embodiment of the present invention, the fingerprint sensor 12 is connected to the
micro-controller and data processing unit 20 including the fingerprint biometric
processing unit 20 and a bio-data storage unit. The biometrics processing unit 22 is

connected to the access control decision unit 32 and then is connected to the data

processing unit 34.

Referring to Figures 2 and 3, when in application, the user of the data storage
device 100 places his finger onto the fingerprint sensor 12 (which acts as a reader).
The sensor 12 scans the user’s fingerprint and the fingerprint bio-data is sent to the
embedded fingerprint biometrics processing unit 20. In the embedded fingerprint
biometrics processing unit 20, a biometrics processing unit 22 verifies the fingerprint
bio-data with the enrolled bio-data stored and secured as an Encryption Key in a bio-
data storage unit 24. If the verification is unsuccessful, the user will be denied access

to the data in the disk or have his fingerprint re-scanned. When the verification is



storage device of claim1, wherein the mcro-controller and data processing
unit includes an access control decision unit and a data processing unit.

6. A nethod of proprietary data bio-encryption nethod using bionetric
paranmeters protected conputer serial bus interface portable data storage
device conprising the steps of: scanning user's fingerprint by the
fingerprint sensor; processing the scanned fingerprint inage by the

bi onetrics processing unit which verifies the imge with the users)
fingerprint bio-data which is stored gs encryption keys) in the bio-data
storage unit; requesting another fingérprint for scanning again fromthe
user if the verification fails; preparing an encryption pointer which

retri evegcéRfANHbMRRidsProtOsdiid Rt 223rbFarsh AnadiforyiRtidn pdinfePhich
verification is successful; and securing the encryption key being retrieved

in a po'ré’t’?i@%@ihé‘l?ﬁgrgﬁig}?kﬁ%%ﬁ'ﬁﬁle ?io-Jd%tJ stoldlfe QhiPBR! Frihe %@E@S}ﬁ% of

protected conputer ! s Interface portable data storag .
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decryption key together with the Encryption Key trigger the data encryption/decryption
process in the micro-controller and data processing unit 20. The access control
decision unit 32, after being triggered, instructs the data processing unit 34 to extract

the information stored in the flash memory 40 and sends it to the computer platform to

which the disk is connected to via the host/device computer serial bus interface unit 14.

Before the disk can be used, the user has to enroll his fingerprint bio-data into
the embedded fingerprint biometrics processing unit 20. In the first enrollment, the user
will have his fingerprint scanned by the fingerprint sensor 12, and the fingerprint bio-
data will be processed by the biometrics processing unit 22 and then stored in the bio-
data storage unit 24. The user must have his fingerprint scanned five times to ensure
an accurate reading of the fingerprint bio-data by the biometrics processing unit 22
before being stored into the bio-storage unit 24. Up to a maximum of 25 different

fingerprints can be enrolled and therefore up to 25 users can be enrolled.

After the first user is enrolled, if another user wants to have access to the
information stored in the disk, he will have to be enrolled. Before he can be enrolled,

the first user must have his fingerprint authenticated first, and if it is successful, the



8. The bionetric paraneters protected conputer serial bus interface

portabl e data storage device of claim1, wherein the bionetrics enroll nent
time is 1 second per fingerprint, and not nore than 25 fingerprints are
assigned for authority access right.
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and the method comprises the steps as follows:

scanning user's fingerprint by the fingerprint sensor;

processing the scanned fingerprintimage by the biometrics processing unit which
verifies the image with the user(s) fingerprint bio-data which is stored as encryption
key(s) in the bio-data storage unit;

requesting another fingerprint for scanning again from the user if the verification
fails;

preparing an encryption pointer which retrieves the encryption key form a bio-
data storage unit if the verification is successful; and

securing the encryption key being retrieved in a polynomial appending process.

In the present method, a factory coded key together with the encryption key
trigger the data encryption/decryption process in the data processing unit through the

access control decision unit; and the data processing unit then extracts data from the
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flash memory and transmits it to the computer platform through the host/device

computer serial bus interface unit.

In accordance with the present invention, the typical biometrics verification and
system access time of the portable data storage device is approximately 1 second, and
the biometrics enroliment time is approximately 1 second per fingerprint entry, and not

more than 25 fingerprints are assigned for authority access right.

While the present invention has been described by means of specific
embodiment, it will be understood that modifications may be made without departing
from the spirit of the invention. The scope of the invention is not to be considered as
limited by the description of the invention set forth in the specification, but rather as

defined by the following claims.
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CLAIMS
1. A biometric parameters protected computer serial bus interface portable data
storage device comprising:
an embedded fingerprint biometrics processing unit and sensor;
a flash memory for data and information storage and with any storage capacity;
a micro-controller and data processing unit for interfacing with the embedded
fingerprint system, a host computer system and the flash memory;
a built-in proprietary data encryption scheme for data and information safe-
keeping within the flash memory; and

a proprietary enroliment scheme for biometric fingerprint enroliment.

2. The biometric parameters protected computer serial bus interface portable data
storage device of claim 1, wherein the embedded fingerprint biometrics processing unit

includes a biometrics processing unit and a bio-data storage unit.

3. The biometric parameters protected computer serial bus interface portable data
storage device of claim 1, wherein the biometrics processing unit reads fingerprint bio-
data from the fingerprint sensor and stores the bio-data into the bio-data storage unit in

the form of an encryption key.
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4, The biometric parameters protected computer serial bus interface portable data

storage device of claim 2, wherein the bio-data storage unit stores user's fingerprint bio-

data.

5. The biometric parameters protected computer serial bus interface portable data
storage device of claim 1, wherein the micro-controller and data processing unit

includes an access control decision unit and a data processing unit.

6. A method of proprietary data bio-encryption method using biometric parameters
protected computer serial bus interface portable data storage device comprising the
steps of:

scanning user’s fingerprint by the fingerprint sensor;

processing the scanned fingerprint image by the biometrics processing unit which
verifies the image with the user(s) fingerprint bio-data which is stored as encryption
key(s) in the bio-data storage unit;

requesting another fingerprint for scanning again from the user if the verification
fails;

preparing an encryption pointer which retrieves the encryption key form a bio-
data storage unit if the verification is successful; and

securing the encryption key being retrieved in a polynomial appending process.
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7. The biometric parameters protected computer serial bus interface portable data

storage device of claim 1, wherein the typical biometrics verification and system access

time is approximately 1 second or less.

8. The biometric parameters protected computer serial bus interface portable data
storage device of claim 1, wherein the biometrics enroliment time is 1 second per

fingerprint, and not more than 25 fingerprints are assigned for authority access right.



