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2. Description of the Related Art

Each year, more and more computer viruses and variations of computer viruses are
encountered. The required effort to maintain computer systems free from such viruses has
incfeased dramatically. One way of attempting to keep a computer system free from viruses isto
scan the system periodically to check for viruses. For optimum safety, the scans are usually
performed at least once daily. However, with the increase in the number of computer viruses, the
resulting increase in the time required to adequately scan a computer system can be burdensome.

Accordingly, a need exists for a system and method of decreasing the amount of time

required to check a system for computer viruses.

SUMMARY OF THE DISCLOSURE

A method, computer recording medium and apparatus are disclosed for detecting
malicious code in computer readable code. The method comprises performing an initial
determination to determine whether a first portion of the computer readable code may potentially
have malicious code and if it is determined that the computer readable code potentially has

malicious code, performing another determination to determine whether a second portion not



including the first portion of the conputer readable code has nmalicious
code. A nethod, conputer recording nedium and apparatus are al so discl osed
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present disclosure; and Figure 5 is a flow chart for describing a system
accordi ng an anot her enbodi nent of the present disclosure. DETAILED

nbodinents of the present disclosure
il ﬁ%&ﬁ“?f@ﬂ%gﬁgs speci | c termnology is enployed for sake of
clarity. HoweMelcombpltte Rfe€iAtion of thelpassefindibdosupt anditnanyled theatieaddritm ted to

the specific termnology so selected and it is to be understood that each
speciddventegesrtbercof will beleeadaly (obtadeadiasdhe samiPerames bsttindsrid Bt e in a

reference to the following detailed description when considered in connection with the

accompanying drawings, wherein:

Figure 1 is a block diagram of an example of a system to which the present disélosure
may be applied; A

Figure 2 is a diagram showing various pmftions of files;

Figure 3 is a diagram showing other portions of files;

Figure 4 is a flow chart for describing a system according to an embodiment of the
present disclosure; and

Figure 5 is a flow chart for describing a system according an another embodiment of the

present disclosure.

DETAILED DESCRIPTION

In describing preferred embodiments of the present disclosure illustrated in the
drawings, specific terminology is employed for sake of clarity. However, the present
disclosure is not intended to be limited to the specific terminology so selected and it is to be

understood that each specific element includes all technical equivalents which operate in a



2 WO 03/090050 PCT/US03/11246 simlar manner. Fig. | depicts an exanple of
a conputer system capable of inplenenting the method and system of the
present diwsxismeese. The system and nethod of the present dicseisssurménay be
i npl emented in the formof a software application running on a conputer
system for exanple, a mainframe, personal conputer (PC), handhel d
conpeirifar ameer etc. The software application may be stored on a
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The data storage device might have stored therein numerous files of various types.

Examples of the types of files that might be stored include batch files (BAT), executable

~ command files (COM), and executable files (EXE), etc. Each type of file might have be
vulnerable to corruption by one or more viruses. The present system is capable of performing a
check (e.g., a cyclic redundancy check (CRC)) on a portion of each file to determine whether the
file might be corrupt. If it is determined from this check that the file might be corrupt, a larger
portion of the file can be examined to determine whether the file is actually corrupt.

Many types of files have one or more portions that are unique, for example, the header of
an EXE file. Each EXE file has a header which is a 512 byte area located at the beginning of the
file. Out of the 512 bytes, only 27 bytes usually contain header information. The header contains
various types of information about the file itself which is used by the system when loading and
executing the file. The header might include ID bytes, Total bytes on the last sector, total
number of sectors, number of relocatable items, header size, minimum and maximum paragraphs

required, etc. If the file is corrupted by a virus, it will likely be reflected in a change in at least



file. Qut of the 512 bytes, only 27 bytes usually contain header

i nformation. The header contains various types of information about the
file itseoaswaisoi s used by the system when |oading and Pea@EseBitmg6t he
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necessary to do so. That is, instead of storing the entlrev%flrus ﬁl(ea: c?rﬁ}e Efﬁecéﬁ%(sagf grrlleaér more
portions of the Virus file can be determined and stored. For example, the CRC of the header
(HeaderV) of the Virus file can be determined and stored in memory along'with the CRC of the
body (BodyV) of the Virus file. Although only one virus file is shown, it will be appreciated that
an actuality, many virus files are used and one or more CRCs are determined for each.
During a virus scan, instead of scanning the entire contents of each of the files (Filel,
File2 and File3), only the headers are scanned so that the CRCs of the headers of each of files
Filel, File2 and File3 can be determined. These CRCs are then compared with the CRCs of the
headers of the Virus files. For example, if a CRC of the header of Filel matches the CRC of the
header of the Virus file, this triggers a further scan of Filel. The CRC of the body (Body1), for
example, of Filel is then determined. This CRC is then compared with the CRC of the body
(BodyV) of the Virus file. If the CRCs match, this indicates that the file is infected. The user

can then be notified and/or the system can attempt to remove the virus.

When the CRC of the body of a file is determined, the entire file might be scanned or all



an actuality, many virus files are used and one or nore CRCs are determ ned
for each. During a virus scan, instead of scanning the entire contents of
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Vi r al fil€RGected with the virus. The database might include numerous sets of viral information for
detecting various types of viruses in various types of files.
Fig. 4 depicts a flow diagram of a method of detecting malicious code according to an
embodiment of the present disclosure. According to this embodiment, a database is provided
which stores sets of viral information for various types of files infected with various types of
viruses. Each set includes a first viral CRC and a second viral CRC. The first viral CRCs are
determined by scanning the headers of files infected with viruses. The second viral CRCs are
determined by scanning the constant portions (Fig. 3) of the infected files. The method may be
implemented in the form of a computer executable code stored in computer system memory 100,
for example, or stored remotely at a remote application service provider site which is accessible
by computer system 100. After the system starts (Step S1), a portion (e.g., the first kilobyte (or
the header)) of a file to be examined is read into a temporary bﬁffer (Step S2). This might be

performed in response to a specific request by the user to scan the file for viruses or in response

to a set order in which the files are to be scanned for viruses. In Step S4, a CRC of the data read



The second viral CRC can be determ ned, for exanple, by calculating the CRC
of the body of the. file infected with the virus. The database m ght

i ncl ude nweerspaenssets of viral information for detecting Aavissssiypes of
viruses in various types of files. Fig. 4 depi cts a flow diagram of a

met hod of detecting malicious code according to an enbodi nent of the
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exgmplep ifa CR)C of the %pe header rr?e];tcheg% v?ra?}eRC in the database, the database might

include instructions that the CRC of another portion of the file should then be calculated. For
example, the instructions might indicate that the CRC of the next kilobyte of data should be
calculated and again compared with the viral CRCs in the database. If that CRC again matches a
viral CRC in the database, instructions stored in the database with the viral CRC might instruct
the system to determine the CRC of another portion of the file and again compare it to the viral
CRCs stored in the database, etc. Some viral CRCs might have instructions included therewith
indicating that if a CRC matches it, the CRC of the entire file should be calculated and the
resulting CRC compared with the viral CRCs in the database. Some viral CRCs might have
instructions included therewith indicating that if a CRC matches it, the CRC of only a constant
portion of the file should be calculated and the resulting CRC compared with the viral CRCs in
the database. Some viral CRCs might have instructions included therewith indicating that if a

CRC matches it, another form of virus detection should be performed on the file, instead of



of the file does not match the CRC of the body of the virus of the infected
file (No, Step S 10), the process proceeds to Step S 12 and appropriate
action tawens/dbisoprocess then ends (Step S16). Accordi npdTousanotier
gnboglnent of the present disclosure, the viral CRCs are stored in the
atabase with instructions indicating howto proceed when a CRC match
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performed. If the instructions direct that another form of virus detection be used, an attempt is
made to detect the virus using the type of virus detection indicated in the instructions. If the
virus is detected, the user can then be notified.

Although the above describes the use of CRCs, it will be appreciated that other methods
might be used for determining the presence of possible viruses in the file. For example,
signatures for the header and body portions of the files might be used instead of CRCs.

The present disclosure may be conveniently implemented using one or more conventional
general purpose digital computers and/or servers programmed according to the teachings of the
present disclosure. Appropriate software coding can readily be prepared by skilled programmers
based on the teachings of the present disclosure. The present disclosure may also be
implemented by the preparation of application specific integrated circuits or by interconnecting
an appropriate network of conventional component circuits.

Numerous additional modifications and variations of the present disclosure are possible

in view of the above-teachings. It is therefore to be understood that within the scope of the



dat abase of viral "CRCs is then searched for a match (Step S24). If a
matching viral CRCis not found (No, Step S26), the process ends (Step
S28). St ewBBBmisght direct the systemto inform the useacvsas/iiae file
was not viral and/or direct the systemto perform another type of virus
dete e I ral
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are Hﬁﬁdnand the i nstructions performed (Step S30). These instructlons
m ght direct that since the CRCs matched, the virus has been detected
(Yes, Step S32) and this informati on can then be conveyed to the user via,
for exanple, a display (Step S34), if desired. If the instructions direct
that a CRC of another portion of the file or of the entire file be
cal cul ated (No, Step S32), the process returns to Step S22, where the next
CRC can be calculated and the process repeated. As noted above, the
instructions mght .direct that another type of virus detection be
performed. If the instructions direct that another form of virus detection
be used, an attenpt is made to detect the virus using the type of virus
detection indicated in the instructions. If the virus is detected, the
user can then be notified. Al though the above describes the use of CRCs, it
wi |l be appreciated that other-nethods mght be used for determ ning the
presence of possible viruses in the file. For exanple, signatures for the
header and body portions of the files m ght be used instead of CRCs. The
present disclosure nmay be conveniently inplenmented using one or nore
conventional general purpose digital conputers and/or servers progranmed
according to the teachings of the present disclosure. Appropriate software
coding can readily be prepared by skilled programers based on the
teachi ngs of the present disclosure. The present disclosure may al so be
i npl enented by the preparation of application specific integrated circuits
or by interconnecting an appropriate network of -conventional conponent
circuits. Nunerous additional nodifications and variations of the present
di scl osure are possible in view of the above- teachlngs It is therefore to
be understood that within the scope of the 7



WO 03/ 090050 PCT/ US03/11246 present disclosure, the present disclosure may
be practiced other than as specifically described herein. 8 WO 03/090050
PCT/ USO3/ wives@ooodhat |s Clainmed Is: 1. A nmethod of detectirgy/vsBiicd4ous code
in conputer readable code, conprising: performng an initial determ nation
to det{anderpheiner a first portion of the conputer readable code may
potentially have malicious code; and if it is determned that the conputer
readabl e code potentially has malicious code, perform ng another

determ nation to determ.ne whether a second portion not including the first
portion of lt he €omstiedof Aetaeting makicems gosls inprmpyteiisadablircodz, compmsingd as

recited in,gleal i he . : ] i=0n i S. nor
conpr ehens}j{;/lef@ltll é% & E@ﬁ{dﬁqeﬁr}gpﬁg g{] gé ﬁ?‘%{;{’?‘ﬁ%ﬁfh%f@?é\ﬁﬁ%g) R%@llaoﬁ]?eeﬁ‘?tl]%‘&eﬁ n
cl ai nrehdabesdd may petentidllyl alve aeiliefols badd;@nddet ermines a first CRC of the

first portion of the conputer readable code. 4. A nethod as recited in
clai m 3, wHék sidstarmancdibatibs corepweivicpdabloepde potsatinlly hasdnalicdowsatodesri ne a -

a1 ol o i Eer PGB i A Bhiph PR BRRRY Bha BRRGPIT el Hne Baisbase

of CRaisrtion of @fesuvnipreerwbeliabRicod@hamatiGoedslRlel S present. 6. A nethod as
recited in claimb5, wherein the second CRCis conpared with a CRC in the

database. 7. A nethod as recited in claim®6, wherein the database of CRCs

conprises sets aqf (REs . A method as recjited in claim7, wherein the
sets of CF\%S co%‘plpletse & ?el%%tgéxm\r/rcﬁ pat . ‘@?(’fel E %?I}?élaerlﬁk?{eﬁ‘& MM ™ CRC of
t he fcidisprepatstveanadthetifidacdyi@iigdtioneadabl e code nodifi ed

3. A method as recited in claim 1, wherein the initial determination determines a

first CRC of the first portion of the computer readable code.

4. A method as recited in claim 3, wherein the another determination is performed

to determine a second CRC of the second portion of the computer readable code.

5. A method as recited in claim 4, wherein the first CRC is compared with a

database of CRCs to determine whether malicious code is present.

6. A method as recited in claim 5, wherein the second CRC is compared with a
CRC in the database.

7. A method as recited in claim 6, wherein the database of CRCs comprises sets of
CRCs.

8. A method as recited in claim 7, wherein the sets of CRCs comprise a first viral

CRC obtained by determining a CRC of the first portion of the computer readable code modified



9 WO 03/090050 PCT/US03/11246 to include malicious code and a correspondi ng
second viral CRC obtained by determining a CRC of the second portion of

t he conpuwerodreendabl e code nodified to include the malici aca/cmdai248. A

met hod of detecting nalicious code in conputer readable code, conprising:

por 1 oPPREaRTREET St A e SRR SO PR WERAPY CRTEREE GRS

first om@fsemd%m&m tROBRHPREr eSAIADL R TRIB AL FtoRhENE N thel PaltislRtRRase of
, each CRC'including corresponding instructions for how to proceed if

the determned CRCis present in the database of CRCs; and if it is
determ ned t hat the af the first portion of the({ag uter readabl e code

is present-in (HECYSH QPLSECHIE REEIOUSLOfE B} SRTARIETHEALABIG 5 ot RIPRIGINE:
instructi Oﬁéteuﬂqgnrg@\ @RUH}% 33t o”rﬁbﬁ Sﬁtfh%oﬁl fefteddatif 864 N the corresponding
i nstructions conpri eas one of directing that a CRC of the entire
conput er r padahblirg modﬁtlﬁeietbemmranbn ¢aldetathine oipiheethe WR @ of the fdratt ivase oHf

CRCs, directing that CRC of a constant ion of the co uter readable
code e gBtRRSH Wélagls&adwr%%eew% é%ahaﬁ%ofgfgéébﬁeh 6R GOEEEP Y Rat a

For m ol Shbiy 98048 HERRAIE CREMER f1fe 'aﬁtaps‘serb@-r iEgRdgon the
conputer rea Ie co recordi ng nedi m I nc I ng executa é code for
det ecti ng ifht 1s(dem11$u1reddhatlme CRﬁmfuheﬁrstt pauiahloé tleomeputanpadablengde ¢ode f or
performng . an initial determ nation to deternjne, whether a first portion of
the BEApiteihedsiabatn f e neEyrpBEdht surespo INSEYSHOMSys code; and code
for, if it is determned that the conputer readable code potentially has
mal i ci ous code, perform ng another determ nation to determ ne whether a
second portlDon roiethod Iasmkicl'rtgd frhélaind Dy wherpiarthé eoresporiding tstrpeticess coeptiadl e
code has malicious cod 12. A recording nediumas recited in claim1l,

wher efietsionarbiifeting éltaé B Pf tis engire mrélt%ﬁ%ﬂaglf?éwéﬁ v detsgninefand nj ¢ al

det er gl gt kSR, afab 86 QF RS, ARCMETRR o' GEC bf cbibusth Bbfllchor OGS Rh ML e

initi a rm nat
1eadable code be determmed and compared with the database of CRCs, directing that a form of

malicious code detection other than CRC checks be performed on the computer readable code.

11 A recording 1ﬁedium including executable code for detecting malicious code in
computer readable code, comprising:

code for performing an initial determination to determine whether a first portion of the
computer readable code may potentially have malicious code; and

code for, if it is determined that the computer readable code potentially has malicious
code, performing another determination to determine whether a second portion not including the

first portion of the computer readable code has malicious code.

12. A recording medium as recited in claim 11, wherein the another determination is

more comprehensive than the initial determination.

13.  Arecording medium as recited in claim 11, wherein the initial determination

10



10 WO 03/ 090050 PCT/ US03/11246 determnes a first CRC of the first portion
of the conputer readable code. 14. A recording nediumas recited in claim
13, wher ewo @3lveomnot her determ nation is perfornmed to detrrmises/1e4second
CRC of the second portion of the computer readable code. 15. A recording

di it i l.ai m.14 LN the first ' d wth
dat abgebm el RO DR Al REM shrPeles FR%aliieoqS prosent. 16 A -

recording mediumas recited in claim15, wherein the second CRC is conpared
with a CRC in the database. 17. A recording nmediumas recited in claim16,
wher ei n t hd4dat abzgserding GRABIM sorepitedimslaet 3, ofthe@RCHe ab8ther détemainatioh iy

medi um recit in claim ein the sets of CRCs co | se first
U ral Reseri iy SieBd Cr e e estend Pofti o R e BRABIe 3o
conput er readable code nodified to include malicious code and a

correspondi ng second viral CRC obtained by determ ning a CRC of the second
portion of the conputer readable code nodified to include the nmalicious

code. 19. recoyrdi ng..medi um i ncl udi ng execut abl e.cqde_for detecting
mal i ci ous ﬁéde i TecgBing mer i axysegtted W Pl]c“oﬁ?&ereélil ﬁzﬁrétoé%%%?m&@%réiim ni ng

: CRC \fifh bRt oPERICSAD dlferiie v@%@ﬁ@ﬁrﬁaﬂicfoﬁ@g@@ 8 prQdfy. code for perform ng

of the computer readable code is present in a database of CRCs, each CRC

including correspondi.ng instructions. for. how to prqceed if the determ ned
CRC is presént V%RFH lﬂaPﬁaﬁg%asH?“%i@%iﬂﬁﬁﬁ’géﬁﬁg?g@ﬁepﬂ“{?RpésH@PEWﬁﬁned
that the, CRREO, thkQafdpsst portion of the conputer readable 11 WO 03/090050
PCT/ US03/ 11246

17. A recording medium as recited in claim 16, wherein the database of CRCs

comprises sets of CRCs.

18. A recording medium as recited in claim 17, wherein the sets of CRCs comprise a
first viral CRC obtained by determining a CRC of the first portion of the computer readable code
modified to include malicious code and a corresponding second viral CRC obtained by
determining a CRC of the second portion of the computer readable code modified to include the

malicious code.

19. A recording medium including executable code for detecting malicious code in
computer readable code, comprising:

code for determining a CRC of a first portion of the computer readable code;

code for performing an initial determination to determine whether the CRC of the first
portion of the computer readable code is present in a database of CRCs, each CRC including
corresponding instructions for how to proceed if the determined CRC is present in the database
of CRCs; and o

code for, if it is determined that the CRC of the first portion of the computer readable

11



code is present in the database of CRCs, perform ng the correspondi ng
instructions. 20. A recording nediumas recited in claim19, wherein the
cor r espondiongp/o90asst ructi ons conpri se at | east one of diremdmgsosheatdéa CRC
of the entire conputer readable code be determ ned and conpared with the

dat abasege . of di tin t a of, a constant portion of the
ComUrEE T st PSRN B Rar g e Rtine ROhiRls: abase: of
CRCs, directing that a formof malicious code detection other than CRC
checks be perfornmed on the conputer readable code. 21. A programmed
conput er appar atuscardipigudiédigmae desittdin cleine ¢, wigeremlthe cawsspeieg i n conput er
readabl e code, the apparatus aple.o rformng.a nmethod c rising:

o { OPR Y CanCP PRI GHST Si A BRe 16t bRGr ot e ChHBREW T Fa0eBiosOrt Bbn of

the compuifld LRADIN L LRAR IBYaAALEDE %llﬁbls,Ydi%Mﬁg it éﬁl%lﬁlléf %%ian?ﬂgrtfofn it

is determned that the conputer readabl e code potentially has malicious
code, of thecdmpmiengpadaidt bede oked sermimait indrvotnpackdtveitintheal atdbeschafrCRCs eimating

portion not including the first ortio t he conputer readabl e code has
ol | ciBt B MO cotle griarana e BT SR ARG oF i, m 1,
wher efnqtfie afeot her  determination is nore conprehensive than the initial
determnation. 23. A programed conputer apparatus as recited in claim?21,
wherein the initial determ nation determnes a first CRC of the first
portion of the conputer readable code, 24. A progr d co ter a rat us
as recited?¥n c 1'%?91111%1%’!“@?‘“%3%”&%ﬂ‘Fﬁ%‘t“ﬁ\ng8?%%??“%”‘?’ 1GRLs dto
det er g Cong bhe AR ORdL R DbABBhe bheiRABYh S sing;€adabl e
code.{%(%ﬁlpﬁteg?ogrg%?ége’gf&%p er appar at ui) as re%ited In clgl?srlrl]l 4, wherein
the first p&REmisg aoimpidal édtenmiratian tadatasee ohetBRCS fitsh pdetoarafitimecongitie r

mal i ci ous code is present. 12 WO 03/090050 PCT/ US03/11246 26. A
progr%%ﬁ%’ée%Qﬂ?dﬂ%%?"tﬁlﬁfﬁ%yd’caﬁg“ﬁggﬁo@EF?‘gdaﬁ“g claim 25, wherein the second

if it is determined that the computer readable code potentially has malicious code,

performing another determination to determine whether a second portion not including the first

portion of the computer readable code has malicious code.

22, A programmed computer apparatus as recited in claim 21, wherein the another

determination is more comprehensive than the initial determination.

23. A programmed computer apparatus as recited in claim 21, wherein the initial

determination determines a first CRC of the first portion of the computer readable code.

24, A programmed computer apparatus as recited in claim 23, wherein the another
determination is performed to determine a second CRC of the second portion of the computer

readable code.

25. A programmed computer apparatus as recited in claim 24, wherein the first

CRC is compared with a database of CRCs to determine whether malicious code is present.

12



CRC is conpared with a CRC in the database. 27. A programred conputer
apparatus as recited in claim26, wherein the database of CRCs conprises
sets of OR©Os03/02850 A programed conputer apparatus as reci trEd/useaizasm 27,
wherein the sets of CRCs conprise a first viral CRC obtained by

determnin the i rst portion of the u ead eco
nodi fi ed tg6| nc(;::KC SRR %%gp‘%gloa@p%?ﬁ‘sfsé%ﬁlﬁggérbglﬁng? hg ‘gé Yels) F?CQP
obt ai ERC hycohgbLedivith RACRC GRGefatdbag:. second portion of the conputer
readabl e code nodified to include the malicious code. 29. A programred

conput er apparatus including code for detecting mal i ci ous code in conputer
readabl e c ara

e, the a perf.orm ri |ng
et er i i ng’a RO SRPRRRRY K sbafBie et B8 o i 2PenATiabe Bfebase
per f 0bTRAs 3BmipHkds Rts gatees nation to deternine whether the CRC of t he
first portion of the conputer readable code is present in a database of

CRCs, each CRC i ncl udi ng corresponding instructions for how to proceed if

t he det resent in the database of
dete erﬁ1 ﬁred hat Qé%ﬁ%’%‘fc‘tlﬂ@t‘? T 4PpRTas as resated An elgim égﬁﬁaﬂ‘?@n tP%é‘?:f%th e code
IS Ppreee r&nﬂp’i‘ls& e &%ﬁb@%@ QJta&E%Péy deFhRE AR ENT tﬁ@ﬁfs??&gﬂﬂ'o?

i nstructions. . A programmed conputer apparatus as reci In claim 29,
wher efemputer leedﬁhl@sqﬂmdod'i@ed fsinclude inmtisione npdd BE atortespmtdimnsecodd diralect i ng

t hat of e entire co readabl e. co be determ and conpared
wiih CRC st % oEptranend  BRE e P REPofioB R Tt con PG HEIIRL FAPL | on of

t he cgﬁgﬁtegrtoq&qg&btlhglmeougeoﬁeterm ned and conpared with the database of

CRCs, directing that a formof nalicious code detection other than CRC

checks be performed on the conputer readable code. 13
29. A programmed computer apparatus including code for detecting malicious code
in computer readable code, the apparatus capable of performing a method comprising:
determining a CRC of a first portion of the computer readable code;
performing an initial determination to determine whether the CRC of the first portion of
the computer readable code is present in a database of CRCs, each CRC including corresponding
instructions for how to proceed if the determined CRC is present in the database of CRCs; and
if it is determined that the CRC of the first portion of the computer readable code is

present i the database of CRCs, performing the corresponding instructions.

30. A programmed computer apparatus as recited in claim 29, wherein the
corresponding instructions comprise at least one of directing that a CRC of the entire computer
readable code be determined and compared with the database of CRCs, directing that a CRC of a
constant portion of the computer readable code be determined and compared with the database of
CRCs, directing that a form of malicious code detection other than CRC checks be performed on

the computer readable code.
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