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FIG. 2

TRANSMISSION INFORMATION

TRANSMISSION SOURCE MAIL

TRANSMISSION

TRANSMISSION

DISGUISE

ATTACHED FILE

ADDRESS (Envelope From) | SOURCE 1P ADDRESS | TIME SUBJECT LINK DESTINATION | perermimarionresutT | NAME
XXXeaaa.co. jp | 178.50.1.x | 4VMVZ8 1 apoutxx | http://:-/a html e s1. pdf
XXX@bbb. co. jp | 178.60.1.y | “P¥2® | agouryy | http://--/b. html ® s2. pdf
XXXecce. co. jp | 178.70.1.z | “¥MZ201 | agoutzz | http://:--/c html ® s3. pdf
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FIG. 3
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DISGUISE

WHITE

ADDRESS (Envelope From)  |SOURCE IP ADDRESS RECEPTION TIME SUBIJECT LINK DESTINATION ATTACHED FILE NAME ggﬁﬁmmﬂow DETERMINATION
XXXeaaa. co. jp | 178.50.1.x | ¢VMI/2018 | agouTxX s1. pdf ® x
XXX@bbb. co. jp | 178.60.1.y | M¥208 1 Aoyt vy s2. pdf ® ®
XXX@cce. co. jp | 178.70.1.z | YMXZ8 | ApouT 22 s3. pdf e ®
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FIG. 4

WHITE TRANSMISSION SOURCES

No. DOMAIN TRANSMISSION SOURCE IP ADDRESS
NO. 1 aaa. co. jp 172.1681.1. 2

NO. 2 bbb. co. jp 172.1681.1. 2

NO. 3 CCC. CO. jp 172.1681.1.0/28
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FIG.5
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FIG. 6
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FIG. 7
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