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MULTIPLE PROTOCOL RECEIVER

RELATED APPLICATIONS
[0001] This patent application claims priority to European Patent Application
No. 11186210.8, titled “Multiple Protocol Receiver,” filed on 21 October 2011,

commonly assigned herewith, and hereby incorporated by reference.

BACKGROUND
[0002] Wireless networks are configured for many purposes. They may be
configured in small areas, such as a residence, or larger areas such as an
enterprise-wide network. In some cases, wireless networks extend over entire
cities, states, continents and the globe. Generally, wireless networks include a
plurality of nodes, each node capable of at least one-way communication.
[0003] Node diversity is common among networks. For example, nodes may
have different purposes, locations and abilities. Some of this diversity is due to
the age of a node, power limitations of a node, antenna limitations, etc.
Diversity may be further increased by an expanded or changed scope of the
mission of some nodes and/or portions of the network.
[0004] Both hardware and software differences may exist between nodes, and
across the network. Hardware differences may include component age,
technology, power supply, antenna design, etc. Software differences may
include limitations due to memory, processor speed, protocol availability,
software version, etc.

[0005] Thus, considerable diversity may exist in a network.
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SUMMARY

[0006] Implementation and operation of a multiple protocol receiver are
described herein. In one example, a multiple protocol receiver may alternate
between first and second states. In a first state, the multiple protocol receiver
listens for a plurality of differently modulated signals. Such listening may be
performed in a parallel manner, wherein a plurality of preamble detection
processes operates in a multitasking environment, each listening for a different
preamble. The listening may result in detection of a preamble of a packet by
one of the preamble detection processes. Such detection may trigger transition
to the second state. The detected preamble may indicate a protocol used in
transmission of the packet. A packet demodulator may be selected based on the
protocol used. The received packet may then be demodulated according to a
data rate, synchronization, error correction and/or other factors indicated by the
protocol. The received packet may be utilized by the receiving node or
retransmitted. The multiple protocol receiver may return to the first state to
repeat and continue the procedure.

[0007] This Summary is provided to introduce a selection of concepts in a
simplified form that are further described below in the Detailed Description.
This Summary is not intended to identify key features or essential features of
the claimed subject matter, nor is it intended to be used as an aid in determining
the scope of the claimed subject matter. The term “techniques,” for instance,
may refer to device(s), system(s), method(s) and/or computer-readable

instructions as permitted by the context above and throughout the document.

BRIEF DESCRIPTION OF THE DRAWINGS
[0008] The detailed description is described with reference to the

accompanying figures. In the figures, the left-most digit(s) of a reference
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number identifies the figure in which the reference number first appears. The
same numbers are used throughout the drawings to reference like features and
components. Moreover, the figures are intended to illustrate general concepts,
and not to indicate required and/or necessary elements.

[0009] TIG. I is a diagram showing a high-level view of a network having
nodes configured with multiple protocol receivers.

[0010] FIG. 2 is a diagram showing an example of packet structure usable with
embodiments of the multiple protocol receiver.

[0011] FIG. 3 1s a diagram showing an example of a multiple protocol receiver.
[0012] FIG. 4 is diagram showing a second example of a multiple protocol
receiver.

[0013] FIG. S is a flow diagram illustrating an example process associated with
a multiple protocol receiver.

[0014] FIG. 6 is an example state machine that may be used in the design,

implementation, programming and/or operation of a multiple protocol receiver.

DETAILED DESCRIPTION
[0015] The disclosure describes techniques associated with a multiple protocol
receiver. In one example, a multiple protocol receiver may simultaneously listen
for a plurality of differently modulated signals. The signals may be radio
frequency (RF) signals sent by a node in an RF network. In a utility industry
setting, the nodes may include endpoints, meters, cellular relays, routers,
transformers, substations, servers and head offices, for example. While
techniques are described herein in the context of a utility network, the techniques
are also applicable to other types of networks as well, such as, for example,

telecommunications networks, sensor networks, and the like. In the context of

lce@hayes ye  sm-324.026 3 Atty Docket No. 1017-0006PCT



10

15

20

WO 2013/058811 PCT/US2012/023017

other networks, nodes may include servers, computers, routers, switches, sensors,
or any other device coupled to any type of network.

[0016] A plurality of preamble recognition processes may operate in a parallel
processing mode and listen for a plurality of modulated signals. One of the
preamble recognition processes may detect a preamble of a packet. The preamble
may indicate or identify a protocol of the packet. A packet demodulator
associated with the protocol may be selected to demodulate the packet. Operating
in a serial processing mode, the selected packet demodulator may demodulate
data received in the packet according to the protocol. The sequence of detection
of preamble, identification of a protocol and demodulation of data may be
repeated for a plurality of packets. Thus, the multiple protocol receiver may
sequentially receive a plurality of packets associated with a plurality of different
protocols and modulations. Accordingly, a sequence of packets received and
demodulated by the multiple protocol receiver does not have to be associated with
a single protocol.

[0017] In a further example, a multiple protocol receiver may alternate between
first and second states. In a first state, the multiple protocol receiver listens for a
plurality of differently modulated signals. Such listening may be performed in a
parallel manner, wherein a plurality of preamble detection modules or processes
operates in a multitasking environment, each listening for a different preamble.
The listening may result in detection of a preamble of a packet, which triggers
transition to the second state. The detected preamble may indicate a protocol
used In transmission of the packet. The received packet may then be
demodulated according to a data rate, synchronization, redundancy and other
factors indicated by the protocol. The received packet may be utilized by a
device associated with the multiple protocol receiver or retransmitted to a further

device having a receiver. The multiple protocol receiver may return to the first
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state to repeat and continue the procedure. Thus, the multiple protocol receiver is
able to receive packets from diverse nodes within the network, including nodes
having diverse hardware, software and transmission protocols.

[0018] The discussion herein includes several sections. Each section is intended
to be non-limiting. More particularly, this entire description is intended to
illustrate components which may be utilized in a multiple protocol receiver, but
not components which are necessarily required. The discussion begins with a
section entitled “Example Network,” which describes one environment that may
implement the techniques described herein. Next, a section entitled “Example
Packet Structure” illustrates and describes example data techniques that can be
used within the network environment. Next, a section entitled “Example Multiple
Protocol Receiver” illustrates and describes techniques that can be used in the
structure and design of a multiple protocol receiver in a network environment.
Next, a section entitled “Example Processes™ illustrates and describes techniques
associated with operation of a multiple protocol receiver in a network
environment. This section also addresses example implementation and operation
of a state machine or similar logical construct usable in a multiple protocol
receiver. Finally, the discussion ends with a brief conclusion.

[0019] This brief introduction, including section titles and corresponding
summaries, is provided for the reader’s convenience and is not intended to limit

the scope of the claims or any section of this disclosure.

Example Network

[0020] FIG. 1 is a diagram showing a high-level view of a network 100 and is
provided as an example environment wherein multiple protocol receivers may
operate. The network 100 may be wireless in nature, and include radio frequency

(RF) communication signals. The network 100 is intended to provide a specific
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implementation and to illustrate general concepts, but not to indicate required
and/or necessary elements. In one example, the network 100 includes a plurality
of nodes. The nodes may include utility meters, such as meters measuring
consumption of electricity, natural gas and/or water. The nodes may additionally
or alternately include cellular relays, transformers, endpoints, connections to the
Internet, servers and other network elements.

[0021] The example network 100 includes a plurality of nodes 102-112, one or
more of which may be configured with multiple protocol receivers. The nodes
may include considerable diversity. For example, some nodes may be hard-to-
reach. Such hard-to-reach nodes may be located in remote areas or may be
located in areas that result in considerable signal attenuation, or both. In
particular, a hard-to-reach node may require a bit rate that is lower than a bit rate
used for other nodes and/or a signal power level that is higher than required for
other nodes.

{0022] As another example of node diversity, nodes may be of different
“generations.” The different generations may define and/or implement different
protocols, different technologies, different modulation types, different power
levels, different antenna design and implementation, different signal strengths,
etc.

[0023] Nodes may include those with conventional analog radios, software-
defined radios and hybrid radio technologies that may include an RF front end
combined with digital processing.

[0024] Accordingly, a plurality of different node constructions, technologies,
ages, purposes and/or operations results in diversity within the network. In
particular, a plurality of signal and/or transmission protocols may be present
within the network 100. The plurality of protocols may result in considerable

diversity in the RF links or modulated signals 114-118.
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Example Packet Structure

[0025] FIG. 2 is a diagram showing an example structure of a packet 200 usable
with embodiments of the multiple protocol receiver discussed herein. The packet
structure 200 1s representative of a format or organization of information within
the RF links or modulated signals 114-118 of FIG. 1.

[0026] The packet 200 may include a synchronization header 202 and a data
portion 204. In one example embodiment of the packet 200, the left-most
elements, e.g., the synchronization header 202, are transmitted first in time within
an RF signal (e.g., RF signals 114-118 of FIG. 1), and the right-most elements,
e.g., the data 204, are transmitted second in time.

[0027] In transmission, the packet 200 may be modulated in a plurality of
different manners, according to different protocols. The modulation may indicate
aspects of the transmission, such as bit rate, synchronization, redundancy and/or
other factors. The synchronization header 202 may be used to indicate a
particular transmission protocol used by a transmitting node (during modulation)
and a receiving node (during demodulation).

[0028] The synchronization header 202 may be configured with a preamble 206
and a sync word 208. The preamble 206 and the sync word 208 may be varied,
based on a desired transmission/reception protocol that is used by the nodes
involved (e.g., nodes 102-112 of FIG. 1). Thus, multiple protocols may be used
to transmit packets generally represented by packet 200. Accordingly, a multiple
protocol receiver may advantageously be configured to receive packets

configured as any of a plurality of different protocols.
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Example Multiple Protocol Receiver

[0029] FIG. 3 is a diagram showing an example of a multiple protocol receiver
300, configured to receive and tune RF signals, detect a preamble (e.g., from the
synchronization header 202 of FIG. 2), determine a protocol based on the
detected preamble, and demodulate data (e.g., from the data portion 204 of FIG.
2) based on the protocol. The multiple protocol receivers discussed herein may
be configured in hardware, software and/or some combination of the two. For
example, the multiple protocol receiver may be configured using a processor,
memory and software instructions. Alternatively, the multiple protocol receiver
300 may be configured as an application specific integrated circuit (ASIC) or
other hardware logic device having digital and/or analog components and/or
functionality. Such functionality defined in the ASIC may include a processor,
memory and processor-executable statements defined in the memory and
executed by the processor. Moreover, the multiple protocol receiver may be
associated with, integrated into, or in communication with, other components in a
network node, end point, utility meter, cellular relay, transformer, substation,
central office/server or other device.

[0030] An antenna 302 provides an RF signal (e.g., signals 114-118 of FIG. 1) to
an RF front end 304. The RF front end 304 may be configured to receive one or
more frequencies of RF signals. As output, the RF front end 304 may provide
data that is generally in the form of an analog or digitized baseband signal sent to
the baseband processor 306. A particular case, not to be construed as a typical
and/or limiting case, may include a stream of one’s and zero’s representing data
and/or packet(s).

[0031] The RF front end 304 may tune RF signals obtained from nodes within
the network, and may be configured using high frequency hardware components.

In an analog configuration, the RF front end 304 may be configured as a radio or
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transceiver using conventional or advanced technology allowing the tuning of one
or more frequencies.

[0032] In one example of the RF front end 304, a single frequency, e.g., a same
channel center frequency, is utilized for RF communications by one or more of
the nodes (e.g., nodes 102-112) of a network. In such an example, the RF front
end 304 may tune or listen on a center frequency over a bandwidth as great as a
widest bandwidth used by any supported protocol.

[0033] In a second example of the RF front end 304, a plurality of frequencies
may be used. In such an example, the RF front end 304 may be configured to
perform a frequency hopping functionality. The frequency hopping functionality
may be associated with a pattern of frequency hopping that may be used for some
or all of the protocols. Thus, frequency hopping may be performed over a
plurality of channels defined within a bandwidth. At each hop, the RF front end
listens for the plurality of differently modulated signals. In one example, a same
frequency hopping pattern is used for all of a plurality of protocols.

[0034] The baseband processor 306 may be configured to simultaneously listen
for a plurality of differently modulated signals, to recognize a preamble of a
packet, to determine a protocol associated with the recognized preamble, and to
demodulate data in the packet according to the recognized preamble. In one
example of the baseband processor 306, listening for the differently modulated
signals may be performed in parallel, and may involve a plurality of preamble
detection processes running in parallel, each preamble detection processes
configured to recognize one of a plurality of different packet preambles. In
contrast, demodulating data in accordance with the protocol may be performed by
a packet demodulator associated with the protocol in a serial manner.

[0035] The baseband processor 306 may be configured to include a plurality of

preamble detection processes, each of which may be associated with one of a
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plurality of packet demodulators. The plurality of preamble detection processes
may be configured to operate in parallel. Each preamble detection process may
recognize, detect and/or distinguish one or more of a plurality of synchronization
headers (or just the preamble) from one or more received packets. By operating
in a parallel or simultaneous manner, each of a plurality of preamble detection
processes may listen for a preamble with which it is associated. Barring a
collision among several preambles or signal attenuation, one of the preamble
detection processes may detect a preamble. The detected preamble is used to
determine an associated protocol.

[0036] The baseband processor 306 may be configured to determine a protocol
based on the preamble or the preamble detection process that detected the
preamble. For example, preambles may be linked to protocols, or preamble
detection processes may point to an appropriate packet demodulator process.
Having determined a protocol associated with a packet, the baseband processor
306 is configured demodulate data in the packet according to the protocol.

[0037] The baseband processor 306 may be configured to extract (demodulate)
data from packet(s) associated with the synchronization header.  The
demodulation may be performed according to a protocol indicated by the
determined synchronization header and/or preamble. This demodulation process
may be performed in serial fashion, according to the determined protocol.

[0038] In operation, the multiple protocol receiver 300 receives an RF signal at
the antenna 302. An RF front end 304 tunes the received signals, thereby
providing digital output according to the RF input. The digital output arrives at
the baseband processor 306 where a plurality of preamble detection processes are
operating simultaneously in a parallel or multitasking mode. Each preamble
detection process is configured to listen for a particularly modulated signal, and to

thereby detect a particular preamble. When onc of the plurality of preamble
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detection processes detects a known preamble, an associated protocol is
identified. An appropriate packet demodulator from among a plurality of packet
demodulators is selected, based on the identified protocol. The packet
demodulator, operating in a serial mode, then demodulates data within the packet.
[0039] FIG. 4 is diagram showing a second example of a multiple protocol
receiver 400. The multiple protocol receiver 400 is configured to receive and
tune RF signals, detect a synchronization header and/or preamble, find an
associated modulation protocol, and demodulate data from a packet or stream of
packets. The example multiple protocol receiver 400 is shown to include logic or
programming blocks. Such blocks are intended as an example of software and/or
hardware logic, for purposes of illustration and/or discussion, and are not
intended to indicate a required organization of software statements or integrated
circuit logic.

[0040] The multiple protocol receiver 400 may include an antenna 302 and RF
front end 304, which may be configured similarly to those components in FIG. 3.
Additionally, the multiple protocol receiver 400 may include a processor 402, a
memory device 404 and a communications bus 406. The processor 402 may be a
micro-processor, a parallel processor, specialized processor (e.g., a GPU), a
processor-array or other type of processor. Alternatively, the processor 402 may
be integrated with the memory 404 in a monolithic format. Further, the
processor, memory, and/or RF front end 304 may be configured within an ASIC
device, with or without other components of a device with which the multiple
protocol receiver 400 may be associated.

[0041] The memory device 404 may include an operating system and one or
more other programs 408. Additionally, the memory device may include one or
more preamble detection processes 410, one or more packet demodulators 412, a

software defined radio 414, a protocol management module 416 and a state
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machine 418. Such programs, processes, modules, etc., can include computer-
readable and/or processor readable statements, which when executed by the
processor 402, result in execution of one or more methods, including methods
that receive and tune RF signals, detect and/or recognize a preamble and/or
synchronization header, determine an associated modulation protocol, and
demodulate data from a packet according to the protocol. The computer-readable
statements may be defined in discrete memory and executed by a processor such
as a microprocessot, or may be defined in logic and executed by a processor such
as within an ASIC device or other component.

[0042] A plurality of preamble detection processes 410 may be configured for
simultaneous, i.e., parallel, operation, such as in a multitasking environment.
Each of the plurality of preamble detection processes 410 may be configured to
detect and/or recognize a particular synchronization header and/or preamble of a
particularly modulated signal and/or packet. Referring to the example of FIG. 2,
each of the plurality of preamble detection processes 410 may be configured to
detect or recognize the preamble 206 in the packet 200. Similarly, each of the
plurality of preamble detection processes 410 may be configured to detect the
synchronization header 202, such as by detection or recognition of the preamble
206 and/or the sync word 208.

[0043] Accordingly, each of the plurality of preamble detection processes 410
may be configured to recognize a particular preamble associated with a particular
modulation. Thus, detection and/or recognition by one of the plurality of
preamble detection processes 410 of a particular preamble results in a
determination or recognition of a particular protocol that was used to modulate a
packet associated with the detected preamble. This association, between a
recognized preamble and a protocol used to modulate the packet of the

recognized preamble, may be made in any of a number of manners. In one
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example, preambles may be linked to protocols in a data structure. In a second
example, each preamble detection processes 410 may point to an appropriate
packet demodulator 412 from among a plurality of packet demodulators, wherein
each packet demodulator is associated with one of a plurality of protocols.
Accordingly, detection of a preamble by one of the plurality of preamble
detection processes results in knowledge of a protocol and of an appropriate
packet demodulator 412 associated with the protocol for use in demodulating the
packet.

[0044] A plurality of packet demodulators or packet demodulating processes
412 may be configured for serial operation. In one example, each of the plurality
of packet demodulators 412 is associated with one of the plurality of preamble
detection processes 410. In operation, successful detection of a preamble by a
preamble detection process results in execution of a packet demodulator
associated with that preamble detection process. Thus, once a protocol is
recognized, a packet demodulator 412 associated with the protocol is selected and
executed. Execution of the packet demodulator 412 demodulates the packet
according to the protocol associated with the demodulator. Thus, the packet
demodulator 412 demodulates data within the packet associated with the detected
preamble using a bit rate, synchronization, error correcting redundancy, etc.,
associated with the protocol. Additionally, the packet demodulator 412 may be
configured to configure and/or direct operation a software-defined radio 418.
[0045] Software-defined radio 414 may be in communication with the RF front
end 304. The software-defined radio 414 may include components, otherwise
implemented using analog components (e.g. mixers, filters, amplifiers,
modulators and/or demodulators, detectors, etc.), implemented in software
executed by a processor or application specific integrated circuit (ASIC) or other

embedded computing device(s). The software-defined radio 414 may utilize

lee@hayes pe  500-324-9256 1 3 Aty Docket No. 1017-0006PCT



10

15

20

25

WO 2013/058811 PCT/US2012/023017

processor 402 and software defined or stored in memory 404. Accordingly, a
balance may be made between functionality performed by the RF front end 304
and functionality performed by the software defined radio 414. The software-
defined radio 414 may be configured for operation by a packet demodulator 412,
based on a protocol associated with the packet demodulator. Such configuration
may involve settings for mixers, filters, amplifiers, modulators and/or
demodulators, detectors, etc.

[0046] A protocol management module 416 may configured manage operation
of the preamble detection processes 410, the packet demodulators 412, the
software defined radio 414 and other structures, software objects and devices, as
indicated by a particular application or design. In one example, the protocol
management module 416 may utilize a state machine or other logical construct to
assist in the management of preamble detection, protocol recognition, packet
demodulator selection and packet demodulation. Alternatively, a different logical
control may be utilized to obtain similar results.

[0047] The state machine 418 may be defined to assist in the management of the
operation of the multiple protocol receiver 400. The state machine 418 is
representative of any of a number of logical devices, constructs or techniques
used to manage control and operation of a process, and to thereby call one or
more processes or modules in a desired sequence and according to a desire
timing. A second example state machine is discussed below, with respect to FIG.
6. As an initial example, state machine 418 may utilize two or more states and
movement between the states. Example states include: (1) simultaneously
listening for differently modulated signals RF signals indicating a packet, (2)
detecting a preamble associated with the packet, (3) determining a protocol
indicated by the preamble, and (4) demodulating the received packet according to

the protocol. Each iteration of the above four states could be performed
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sequentially, and completion of the four states or failure at any state could result

in return to the first state.

Example Processes

[0048] FIGS. 5 and 6 illustrate example processes, which can be understood in
part by reference to the configurations of FIGS. 1-4. However, FIGS. 5 and 6
contain general applicability, and are not limited by other drawing figures and/or
prior discussion.

[0049] Each process described herein is illustrated as a collection of blocks or
operations in a logical flow graph, which represent a sequence of operations that
can be implemented in hardware (e.g., an integrated circuit of specialized or
general design), software, or a combination thereof. The processes may include
storing, in a memory communicatively coupled to a processor, computer-
executable instructions for performing a method, such as a method of multiple
protocol receiving, and executing the instructions on the processor.

[0050] In the context of software, the operations represent computer-
executable instructions stored on one or more computer-readable storage media
404 that, when executed by one or more processors 402, perform the recited
operations. Such storage media 404, processors 402 and computer-readable
instructions can be located within a multiple protocol receiver (e.g., receivers or
systems 300, 400 of FIGS. 3 and 4) according to a desired design or
implementation. The storage media 404 seen in FIG. 4 is representative of
storage media generally, both removable and non-removable, and of any
technology. Thus, the recited operations represent actions, such as those
described in FIGS. S and 6, and are taken under control of one or more processors
configured with executable instructions to perform actions indicated. Generally,

computer-executable instructions include routines, programs, objects,
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components, data structures, and the like that perform particular functions or
implement particular abstract data types. The order in which the operations are
described is not intended to be construed as a limitation, and any number of the
described operations can be combined in any order and/or in parallel to
implement the process. The above discussion may apply to other processes
described herein.

[0051] Computer storage media and/or memory includes volatile and non-
volatile, removable and non-removable media implemented in any method or
technology for storage of information such as computer readable instructions,
data structures, program modules, or other data. Computer storage media
includes, but is not limited to, RAM, ROM, EEPROM, flash memory or other
memory technology, CD-ROM, digital versatile disks (DVD) or other optical
storage, magnetic cassettes, magnetic tape, magnetic disk storage or other
magnetic storage devices, or any other non-transmission medium that can be used
to store information for access by a computing device. Any such computer
storage media may be part of the system or multiple protocol receiver. Moreover,
the computer-readable media may include computer-executable instructions that,
when executed by the processor(s) 402, perform various functions and/or
operations described herein.

[0052] Additionally, for purposes herein, a computer readable media and one or
more processors configured to execute statements or logic within the media may
include all or part of an application specific integrated circuit (ASIC) or other
hardware device. Such a hardware device may be configured to include other
functionality, including functions performed in a metering device, a network
node, endpoint or other device. Accordingly, within such an integrated circuit,
one or more processors are configured with executable instructions, which may

be defined by logic, transistors or other components, or on-board memory.
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[0053] As defined herein, computer storage media does not include carrier
waves, data signals, or other transitory media.

[0054] FIG. 5 is a flow diagram illustrating an example process 500 associated
with operation of an example multiple protocol receiver. In one example, the
process 500 may be performed by a node, a multiple protocol receiver, or any
element in an RF or wireless network. The process may include a first state (e.g.,
as indicated by a state machine or other programming or hardware logic
construct) including receiving and tuning RF signals and detecting a preamble in
a packet. In one example, this state may be performed using parallel processing
and a plurality of preamble detection processes (or a single process capable of
detecting multiple preambles). A second state may include determining a
protocol indicated by the preamble and demodulating data according to the
protocol. In one example, this state may be performed using serial processing.
[0055] FIG. 5 shows that at operation 502, a plurality of differently modulated
signals is listened for. In one example, the different modulation of the signals
results from different generations, designs or types of nodes. For example, there
may be technology differences between older and newer nodes, which may result
in the use of different modulation. Different node types or designs may also
result in different modulation of their transmissions. Due in part to its location,
any particular node may receive a plurality of differently modulated signals.
[0056] At operation 504, a plurality of preamble detection processes running in
paralle] may be operated. Each of the plurality listens for a particular preamble
portion of a packet. Referring to the example of FIG. 4, the plurality of preamble
detection processes 410 may be operated in a multitasking (e.g., a time-sharing)
environment. In a hardware device, the operation may actually be concurrent.
Each of the plurality of preamble detection processes 410 may be configured to

listen for one particular type of packet preamble, which is associated with a
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particular protocol by which the packet is modulated. In one example, the
plurality of preamble detection processes 410 may include only those processes
associated with protocols used by nearby nodes. In an alternative example, the
plurality of preamble detection processes 410 may include a broader set of
processes. This may be advantageous in that changes to the network will not
result unrecognized preambles and customization of multiple protocol receivers
may be avoided.

[0057] At operation 506, a preamble is detected. Referring again to the example
of FIG. 4, one of the plurality of preamble detection processes 410 may be
successful in detecting a preamble. Success indicates that a node in the vicinity
of the multiple protocol receiver operating according to the process 500 has
broadcast a packet having a preamble that is detected by one of the plurality of
preamble detection processes 410.

[0058] At operation 508, a protocol indicated by the preamble is identified
and/or determined. Referring to the example of FIG. 4, the preamble detection
process 410 that detected the preamble may make an indication or identification
of the protocol associated with that preamble. In particular, each preamble
detection process 410 may be associated with a protocol and/or a packet
demodulator that is associated with the protocol. Thus, upon successful detection
of a preamble, the successful preamble detection process 410 may point to, or
otherwise indicate, a protocol and/or a packet demodulator 412 associated with
the protocol.

[0059] At operation 510, a packet demodulator is selected to correspond to the
detected or discovered protocol. The selected packet demodulator will be
configured for demodulation and decoding of the packet having the detected
preamble according to the indicated protocol. Referring to the example of FIG. 4,

a plurality of packet demodulators 410 may be available. In a particular example,
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one packet demodulator may be available for each protocol. Thus, the selection
of a packet demodulator is determined by the protocol indicated by the preamble
that was detected.

[0060] At operation 512, the multiple protocol receiver switches from parallel
processing of the plurality of preamble detection processes to serial operation of
the packet demodulator selected from among a plurality of packet demodulators
based on the protocol indicated by the preamble.

[0061] At operation 514, a software radio may be configured according to, or in
a manner consistent with, the protocol. In one example, mixers, filters,
amplifiers, modulators and/or demodulators, detectors, etc. of the software radio
may be configured according to the requirements of the protocol. In the example
of FIG. 4, the selected packet demodulator 412 may configure the software radio
414 according to the protocol associated with the demodulator.

[0062] At operation 516, data and/or packet(s) are received using the software
radio. In an alternative embodiment, incoming signals may be processed by any
type of radio, processor-executable software and/or integrated circuit device. In
either case, modulated data is produced from incoming RF signals.

[0063] At operation 518, the modulated data is demodulated according to the
protocol associated with the packet demodulator in use. For example, the packet
demodulator selected at operation 510 is operated, thereby demodulating the data
in the packet whose preamble was recognized. The demodulation addresses
issues such as bit rate, synchronization and error-correcting redundancy, etc.
[0064] At operation 520, the process 502-518 may be repeated. In one example,
the process is repeated for each packet received by the multiple protocol receiver.
[0065] FIG. 6 shows detail of the example state machine 600. The state
machine 600 may be used in the design, implementation, programming and/or

operation of a multiple protocol receiver. At state 602, an example multiple
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protocol receiver performs multiple preamble listening. In one example, a
plurality of preamble detectors operating in a parallel manner attempt to detect
and/or recognize a known preamble. In the example of FIG. 4, the plurality of
preamble detection processes 410 listens to a plurality of differently modulated
signals, each preamble detection process attempting to recognize and/or detect a
preamble with which it is associated. When a preamble is detected, the state
changes to demodulation of data according to a protocol associated with the
recognized preamble. Such demodulation is seen in states 604-608. For
example, if a “type 1” preamble is detected, the state changes to state 604, where
“type 17 packets are listened for and/or received.

[0066] At state 604, packet(s) of “Type 1” are received. “Type 1” packets may
be associated with a protocol indicated by the preamble detected at state 602. A
packet demodulator, which is associated with the protocol, is selected. Referring
again to the example of FIG. 4, a packet demodulator 412 is selected. Operation
of the packet demodulator demodulates the packet, thereby obtaining the data
from the packet. Upon completion of the demodulation of a packet at state 604,
control of the state machine returns to block 602.

[0067] States 606 and 608 are configured similarly to state 604, but according to
packets of a different “type” or protocol. Accordingly, packets are demodulated
using a different packet demodulator. Accordingly, states 604-608 are
representative of reception of an arbitrary number of packets types or protocols,
and would be demodulated with packet demodulators configured for operation

according to the indicated protocol.

Conclusion
[0068] Although the subject matter has been described in language specific to

structural features and/or methodological acts, it is to be understood that the
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subject matter defined in the appended claims is not necessarily limited to the
specific features or acts described. Rather, the specific features and acts are

disclosed as exemplary forms of implementing the claims.
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CLAIMS

What is claimed is:
1. A method, comprising:

under control of one or more processors configured with executable instructions:

listening for a plurality of differently modulated signals;

detecting a preamble associated with one of the plurality of differently modulated
signals, wherein the detecting is performed in a first state in a state machine and the
detecting comprises parallel processing of a plurality of preamble detection processes;

identifying a protocol indicated by the preambile; and

demodulating a received packet according to the protocol,

wherein the demodulating is performed in a second state in the state machine and

the demodulating comprises serial processing by a packet demodulator.

2. The miethod as recited in claim 1, wherein:
demodulating the received packet comprises configuring settings of a software-

defined radio consistently with the protocol.

3. The method as recited in claim 1, wherein listening for the plurality of differently
modulated signals coroprises:

listening on a same channel center frequency for all of the differently modulated
signals; and

listening over a bandwidth as wide as a widest bandwidth used by any of the

differently modulated signals.

4, The method as recited in ¢laim 1, wherein listening for the plurality of differently
modulated signals comprises:

frequency hopping over a plurality of channels defined within a bandwidth and
listening for the plurality of differently modulated signals at each hop; and

using a same frequency hopping pattern for all of a plurality of protocols.

5. A method, comprising:
under control of one or more processors configured with executable instructions:
receiving a preamble defined by a radio frequency (RF) signal, the receiving
performed by a plurality of preamble detection processes operating in parallel;
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detecting the preamble with one of the plurality of preamble detection processes;

associating the detected preamble with a protocol;

advancing from a first state in a state machine, associated with parallel processing
ol the plurality of preamble detection processes, (o a second state in the state machine,
associated with serial processing, in response to associating the detected preamble with the
protocol;

configuring a software-defined radio in accordance with the protocol for the serial
processing;

receiving a packet using the software-detined radio; and

demodulating the received packet according to the protocol.

&, The method of claim 3, wherein the plurality of preamble detection processes is
associated with a plurality of protocols, respectively.
7. The method of claim 5, wherein configuring the software-defined radio
comprises:

configuring filters and demodulators of the software-defined radio using the

protocol.

8. The method of claim 5, wherein configuring the software-defined radie comprises:
configuring settings of the software-defined radio, the settings configuring mixers,
filters and amplifiers, as indicated for processing of modulated data according to the

protocol.

9, The method of claim 35, wherein:

receiving the preamble is performed in a parallel processing mode by a hardware
device; and

demodulating the received packet is performed in a serial processing mode by the

software defined radio.

10, The method of claim 3, wherein the plurality of preamble detection processes are

associated with preambles previously heard or expected to be heard.

11, A multiple protocol receiver, comprising:



A TOCEss T

ameniory in communication with the processor:

an anfenna o reeeive signals:

a radio frequency (REF) front end, in communication with the antenna;

a plurality of difTerent preamble detection processes, configured to operate on the
processor and recelve information from the RE front end. cach of the plurality of preamble
detection processes associated with one of a plurality of different preambles and one of a
plurality of different protocals; and

a plurality of ditterent packet demodulators, wherein cach packet demodulutor of
the plurality of difterent packet demaodulators is associated with the plurality of different
protocols preamble detection processes, and wherein successtul detection of a preamble by
a respective preamble detection process of the plurality of different preamble detection
processes results in exceution of an associated pucket demodulator.

[2. The multipic protocol receiver of claim 11, wherein the plurality of different

preamble detection processes 1s configured for parallel processing on the processor.

13. The multiple protocol receiver of claim 11, wherein the multiple protocol receiver
1s configured for:
switching {from parallel processing of the plurahty of different preamble detection
pracesses to serial demodulation of a packet with the associated packet demodulator.
whereln:
the switching 1s performed in response (o detection of the preamble; and
preamble detection is performed in a parallel processing mode, and data
demodulation is performed in a serial mode according to the protocol, and both are

performed on a same packet.

14, The multiple protocol receiver of claim 11, wherein the pluraity ot different
preanble detection processes 1s configured to:
listen for preambles from multiple gencrations of podes, the multiple generations

ol nodes having multiple different modulation types.




15, The multiple protocol receiver of claim |1, additionally comprising a state
machine defined in the memory as computer executable instructions, which when
executed is configured to perform a method comprising:

executing the plurality of ditferent preamble detection processes in a parallel
processing mode;

switching from the parallel processing mode to a serial processing mode in
response to detection of the preamblc; and

demodulating the packet in ihe serial processing mode.

16.  The multiple protocol receiver of claim 11, additionally comprising:
a software-defined radio, having filters and demodulators configured in accord

with the protocol.

17. A mulliple protocol receiver, comprising:
an antenna,
a radio, in communication with the antenna, to listen for a plurality of differcnily
modulated signals; and
one or more hardware integrated circuits for:
detecting a preamble associated with one of the plurality of differently
modulated signals received by the radio by parallel operation of a plurality of
preamble detection processes, cach configured to listen for one of the plurality of
differently modulated signals, respectively;
identifying a protocol indicated by the preamble and

demodulating a packet according to the protocol.

18.  The multiple protocol receiver of claim 17, wherein:

the detecting of the preamble is performed by parallel processing in a firsi state in a
state machine; and

the demodulating of the packet is performed by serial processing in a second state

in the state machine.

19, The muitiple protocol receiver of claim 17, wherein the radio is configured for:
listening on a same channel center frequency for all of the differently modulated
signals; and
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20.  The multiple protocol receiver of claim 17, wherein the radio is configured for:
frequency hopping over a plurality of channels defined within a bandwidth and
listening for the plurality of differently modulated signals at each hop; and

using a same frequency hopping pattern for all of a plurality of protocols.

21.  The multiple protocol receiver of claim 17, wherein the one or more hardware
integrated circuits are configured for:

advancing from a first state in a state machine to a second state in the state
machine in response to detecting the preamble and identifying the protocol;

wherein the first state comprises parallel processing and the second state comprises

serial processing,
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