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CLAIMS 

 

1. A system comprising: 

a blockchain-based dispute resolution tool configured to provide one or more potential 

solutions to a dispute between at least a first party and a second party; and 

a trusted service layer comprising a trusted timing module, a trusted identity module, 

and a trusted computing module, 

wherein the blockchain-based dispute resolution tool is configured to perform a 

plurality of steps, including: 

invoking the trusted identity module to verify an identity of the first party, 

verify an identity of the second party, and verify identities of a plurality of dispute resolution 

providers; 

sending information related to the dispute to the plurality of dispute resolution 

providers; 

receiving potential solutions for the dispute from the dispute resolution 

providers; 

sending the potential solutions to the first party and the second party; 

performing at least one of (i) determine at least one final potential solution 

based on responses from the first party and the second party to the potential solutions, or (ii) 

determine that none of the potential solutions are acceptable to the first and second parties; and 

updating a blockchain to record data associated with a service provided by the 

blockchain-based dispute resolution tool, and 

wherein the blockchain-based dispute resolution tool is further configured to, for each 

step: 

generate a unique identifier (ID) based on a time that each step is performed; 

embed the unique ID in digital content corresponding to each step to produce 

information-embedded digital content; and 

record the information-embedded digital content to the blockchain.  
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2. The system of claim 1, wherein the blockchain-based dispute resolution tool is 

configured to update the blockchain to record data representing the dispute between the first 

party and the second party and the potential solutions provided by the dispute resolution 

providers. 

 

3. The system of claim 1, wherein the trusted computing module comprises one or more 

data processors having a trusted execution environment (TEE) that is isolated from an 

operating system of the one or more data processors and configured to provide enhanced 

confidentiality and integrity of code executing, and data loaded within, the one or more data 

processors. 

 

4. The system of claim 3, wherein the blockchain-based dispute resolution tool comprises 

a trusted component that is configured to be executed in the TEE and record the plurality of 

steps performed by the blockchain-based dispute resolution tool and the at least one of a 

verified time stamp, a verified identity, or a computation result associated with each step of 

the plurality of steps.  

 

5. The system of claim 4, wherein the trusted component comprises a hash computation 

component that is configured to generate hash values of data representing the plurality of steps 

performed by the blockchain-based dispute resolution tool based on a hash algorithm. 

 

6. The system of claim 1, wherein the blockchain-based dispute resolution tool is 

configured to invoke functions of the trusted timing module, the trusted identity module, or the 

trusted computing module through a corresponding application programming interface (API) 

associated with the trusted timing module, the trusted identity module, or the trusted computing 

module. 

 

7. The system of claim 1, wherein the trusted timing module is configured to generate 

time stamps based on at least one of (i) national standard timing information, or (ii) timing 

information obtained from a global positioning system. 
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8. The system of claim 1, wherein the blockchain-based dispute resolution tool is 

configured to update the blockchain to record data representing identities of the first party and 

the second party in dispute and identities of the dispute resolution providers. 

 

9. The system of claim 1, wherein the blockchain-based dispute resolution tool is 

configured to update the blockchain to record data representing a first time stamp indicating 

when the information about the dispute was sent to the dispute resolution providers and a 

second time stamp indicating when each dispute service provider provided a potential solution. 

 

10. The system of claim 1, wherein the blockchain-based dispute resolution tool is 

configured to update the blockchain to record data representing a first time stamp indicating 

when the potential solutions were sent to the first party, a second time stamp indicating when 

the potential solutions were sent to the second party, a third time stamp indicating when the 

first party provided a response to the potential solutions, and a fourth time stamp indicating 

when the first party provided a response to the potential solutions. 

 

11. The system of claim 1, wherein the blockchain-based dispute resolution tool is 

configured to: 

receive a first response from the first party indicating that at least a first set of the 

potential solutions is acceptable to the first party,  

receive a second response from the second party indicating that at least a second set of 

the potential solutions is acceptable to the second party, and 

determine the at least one final potential solution based on the first response and the 

second response. 

 

12. The system of claim 11, wherein the blockchain-based dispute resolution tool is 

configured to determine the at least one final potential solution based on one or more potential 

solutions that are acceptable to both the first party and the second party. 

 

13. The system of claim 12, wherein the blockchain-based dispute resolution tool is 

configured to provide an asset to at least one of the dispute resolution providers who 
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contributed to the at least one final potential solution acceptable to both the first party and the 

second party. 

 

14. A computer-implemented method for blockchain-based dispute resolution process 

performed by a blockchain node, the method comprising: 

 at a blockchain-based application, receiving a request for resolving a dispute between 

at least a first party and a second party, wherein the request comprises a first identity associated 

with the first party and a second identify associated with the second party;  

determining that the first party and the second party are registered users of the 

blockchain-based application based on matching the first identity with an identify included in 

registration information of the first party recorded on a blockchain and matching the second 

identity with an identify included in registration information of the second party recorded on 

the blockchain; 

recording a time that the request is received on the blockchain; 

receiving one or more potential solutions from one or more dispute resolution providers 

that are registered on the blockchain-based application;  

receiving a first selection from the first party and a second selection from the second 

party, wherein the first selection comprises a first set of the one or more potential solutions and 

the second selection comprises a second set of the one or more potential solutions;  

recording a time that the first selection is received on the blockchain and a time that the 

second selection is received on the blockchain;  

determining at least one of (i) at least one common potential solution between the first 

set of the one or more potential solutions and the second set of the one or more potential 

solutions, or (ii) that none of the potential solutions are acceptable to the first party and the 

second party; and 

for each step of a plurality of steps of the blockchain-based dispute resolution process 

performed by the blockchain node: 

generating a unique identifier (ID) based on a time that each step is performed; 

embedding the unique ID in digital content corresponding to each step to 

produce information-embedded digital content; and 

recording the information-embedded digital content to the blockchain.  
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15. The method of claim 14, wherein the request for resolving the dispute comprises a 

virtual asset, and comprising sending the virtual asset to at least one of the one or more dispute 

resolution providers that provides the at least one common potential solution. 

 

16. The method of claim 15, further comprising: 

 receiving a first request from the first party for resolving the dispute, the first request 

comprising a first virtual asset; 

 receiving a second request from the second party for resolving the dispute, the second 

request comprising a second virtual asset; and 

 determining the virtual asset based on one of the first virtual asset and the second virtual 

asset that has a higher value. 

 

17. The method of claim 16, further comprising: 

 removing the virtual asset from a first account associated with the first party and a 

second account associated with the second party respectively; and 

 storing the virtual asset removed from the first account and the second account on the 

blockchain. 

 

18. The method of claim 17, further comprising: 

 determining that there is no common potential solution between the first set of the one 

or more potential solutions and the second set of the one or more potential solutions; 

 receiving a potential solution from a statutory authorization entity that is different from 

the dispute resolution providers; 

 determining whether the potential solution matches a potential solution in the first set 

of the one or more potential solutions and the second set of the one or more potential solutions; 

 in response to determining that the potential solution most closely matches a potential 

solution in the first set of the one or more potential solutions, sending the virtual asset removed 

from the second account to a dispute resolution provider that provides the potential solution in 

the first set of the one or more potential solutions; or 
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 in response to determining that the potential solution most closely matches a potential 

solution in the second set of the one or more potential solutions, sending the virtual asset 

removed from the first account to a dispute resolution provider that provides the potential 

solution in the second set of the one or more potential solutions. 

 

19. The method of claim 14, wherein the first selection and the second selection are 

received from the first party and the second party respectively within a predetermined time 

window. 

 

20. An apparatus for blockchain-based information processing, the apparatus comprising a 

plurality of modules for performing the method of any of claims 14 to 19. 
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