METHOD AND SYSTEM FOR DETECTING MALICIOUS FILES IN NON-ISOLATED
ENVIRONMENT
FIELD

[001] This technical solution relates to a computer field, in particular to the computer-

implementable method and system for detecting malicious files in a non-isolated environment.

BACKGROUND
[002] The prior art US 2019/0005239 A1, 03.01.2019, discloses a method for analyzing a malicious

code by electronic device, where the malicious code is analyzed by means of an electronic device,
wherein the method comprises the following steps: receiving the executable file; analyzing the
executable file for collection of data on suspicious malicious code from the executable file prior to
install the received executable file; normalizing the collected data on suspicious malicious code and
analyzing them based on probabilistic model algorithm to define data on the assumed malicious code
and a conclusion of the defining result.

[003] The prior art discloses one more solution RU 2654146 C1 selected as the closest prior art.
This prior art discloses a system for acknowledging a file to be malicious, which comprises: a) means
for resource extraction intended to: extract resources from the file analyzed; transmit the resources
extracted to the rule formation means and rule search means; b) the rule formation means intended to:
form at least one rule regulating functional relationship between the obtained resources (hereinafter
the rule), while the rule is formed by creating artificial neural network from the resources obtained,
where the nodes of the artificial neural network are the means of the obtained resource analysis and
relationships between the nodes, formed during creation of the neural network, indicate the functional
relationship between the resources obtained; transmit each formed rule to the rule comparison means;
c) the rule search means intended to: searching for at least one rule in the malicious file resource base
on the basis of the resources obtained; transmit each rule found to the rule comparison means; d) the
rule comparison means intended to: compute a degree of commonality between the rules received
from the rule formation means and the rule search means; transmit the degree of commonality
computed to the decision means; €) the decision means intended to: acknowledge the file analyzed to
be malicious if the degree of commonality obtained exceeds the threshold preset .

[004] The above prior art solutions are intended to solve the problem of detecting malicious files
before their launching. However, it is worth noting that the developers continuously enhance their
malwares that reduces the likelihood of their detection in the system.

[005] The solution proposed is intended to remove disadvantages of the prior art and differs from

the prior art solutions in that the method proposed is based on the statistical analysis involves bigger



amount of data extracted from the file, since as binary as sorce executable file is used for their
obtaining, besides, we propose to use control flow graphs which contribute to detect abnormalities in
file behavior without its starting. Additionally, it is worth noting that the claimed solution uses
classifier ensemble which serves to improve efficiency of prediction as compared to individual

classifiers, and is also less massive solution than neural network.

SUMMARY

[006] A technical problem to be solved by a technical solution claimed, is a creation of computer-
implementable method and system for detecting malicious files in non-isolated environment, which
are defined in the primary claims. Additional variants of this techinique implementation are presented
in the subclaims.

[007] A technical result consists of improving the accuracy of detecting malicious files in non-
isolated environment.

[008] The result claimed is achieved by implementation of the computer-implementable method for
detecting malicious files in non-isolated environment, the method comprises:

preparatory step, wherein:

creating a collection of files, the collection of files comprises at least one malicious executable file

and at least one non-malicious executable file;

analyzing at least one executable file, wherein:

extracting a data from both a binary and a disassembled forms of the executable file,

based on the data extracted creating a parameters for further classifier training, wherein additionally

determining the parameters specific to a malicious files and/or vice versa to a non-malicious files by

a statistical method;

wherein additionally extracting a first control flow graph and a second data flow graph;

constructing a first feature vector and a second feature vector based on the created parameters;

creating an ensemble of a classifiers from: a first trained classifier based on the first feature vector,

a second trained classifier based on the second feature vector; a third classifier trained on the basis

of the first control flow graph, a fourth classifier trained on the basis of the second control flow

graph, and

wherein predefining a decisive priority for each classifier;

operating step, wherein:

obtaining at least one executable file;

starting the ensemble of classifiers trained at the preparatory step to detect the malicious executable

files;



outputting the analysis result.

[009] In the particular embodiment of the method described the first feature vector comprises all
numerical parameters obtained at the analysis, and the second vector comprises all string parameters
obtained at the analysis.

[010] In other particular embodiment of the method described at least following file properties are
extracted: the first control flow graph, the second data flow graph , a metadata, an import table, an
export table, a byte/ an entropy histogram.

[011] In other embodiment of the method described at least a following parameters from at least one
binary executable file are extracted:

® abyte n-grams;

¢ an information from an executable file fields;
¢ afile section entropy;

e a metadata;

¢ aline length distribution histograms.

[012] In other embodiment of the method described the information extracted from the fields of at
least one binary executable file comprises at least: a number of sections in the file, a size of headers,
a code size, an availability of digital signature, an availability of imported dll and a functions where
these libraries have been used, a names of exported functions, a data from a resource catalogue, an
assembler version.

[013] In other embodiment of the described method the entropy extracted from the fields of at least
one binary executable file is calculated using a sliding-window method followed by a number of
statistical measures to characterize the obtained entropy measure vector.

[014] In other embodiment of the described method the metadata extracted from the header of at
least one binary executable file comprises: the number of sections in the file, the size of sections, an
availability of a checksum, a file size, a creation time, an operating system version, the assembler
version.

[015] In other embodiment of the method described at least following parameters from at least one
disassembled executable file are extracted :

e characters;

® registers;

e operation codes;

e system interface (Windows APIs) access rate;
® sections;

* metadata.

[016] In other embodiment of the method described a frequency of occurrence of characters
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extracted from at least one disassembled executable file is additionally defined, wherein the
characters could be at least: “-, “+7, “*” |7 [, 77, 7@,

[017] In other embodiment of the method described a ratio between the number of known registers
extracted from at least one disassembled executable file and a number of unknown registers extracted
from at least one disassembled executable file is furthercalculated.

[018] In other embodiment of the method described the sections extracted from at least one
disassembled executable file are predefined and the sections are: .text, .data, .bss, .rdata, .edata,
.data, .rsrc, .tls and .reloc.

[019] In other embodiment of the method described the metadata extracted from at least one
disassembled executable file are a file size and a number of code lines.

[020] In other embodiment of the method described the analysis result could be either binary or
probabilistic.

[021] In other embodiment of the method describedthe decisive priority of each ensemble of
classifiers is defined based on a test sample, wherein at least following is used for estimation: an
accuracy, a completeness, a F-measure.

[022] The result claimed is also achieved by a system for detecting malicious files in non-isolated
environment, the system comprises:

e adata extraction module configured to extract data from at least one executable file;
® acomputer device configured to implement the above method;
e an output module.

DESCRIPTION OF THE DRAWINGS

[023] Implementation of the technique will be further described in accordance with the attached
drawings attached, which are presented herein to clarify the technique chief matter and by no means
to limit the field of the technique. The following drawings are attached to the application:

[024] Fig. 1 illustrates the system for detecting malicious files in a non-isolated environment.

[025] Fig. 2 illustrates the computer-implementable method for detecting malicious files in a non-
isolated environment.

[026] Fig. 3 illustrates the block diagram of a file analysis based on a control flow graph.

[027] Fig. 4a, illustrates the example of identifying points in the program.

[028] Fig. 4b, illustrates the example of identifying points in the program.

[029] Fig. 5 illustrates the example of a computer device schematic diagram.

DETAILED DESCRIPTION
[030] The numerous implementation details intended to ensure clear understanding of this technique

are listed in the detailed description given next. However, it is obvious to a person skilled in the art
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how to use this technique as with the given implementation details as without them. In other cases,
the well-known methods, procedures and components have not been described in detail in order not
to obscure unnecessarily understanding of the present technique.

[031] Besides, it will be clear from the given description that the technique is not limited to the
given implementation. Numerous possible modifications, changes, variations and replacements
retaining the chief matter and form of this technique will be obvious to persons skilled in the art.

[032] Currently, there is a necessity to detect and block malicious files before their launch to
prevent computer systems from possible harm. Methods of statistic analysis (PE) of executable files
are used for solving similar problems; however, such analysis has certain limitations.

[033] This technique is intended to provide the computer-implementable method and system for
detecting malicious files in a non-isolated environment.

[034] The computer-implementable method for detecting malicious files in a non-isolated
environment claimed is implemented by the system for detecting malicious files in non-isolated
environment illustrated in Fig. 1, which comprises at least: a data extraction module configured to
extract data from at least one executable file (S10), a computer device configured to implement the
method for detecting malicious files in non-isolated environment (S20) and an output module (S30).

[035] Fig. 2 illustrates the computer-implementable method for detecting malicious files in non-
isolated environment 100, which is implemented as follows.

[036] At the preparatory step 110 creating 111 a collection of files comprising a large number of
executable files known to be malicious and a comparable number of executable files known to be non
malicious.

[037] Then, the method proceeds to the step where each binary as well as each disassembled
executable file is analyzed for obtaining a large amount of data which will be used for making a
decision on the file's maliciousness.

[038] Therefore, first at step 112 each binary executable file is analyzed, while at least the following
is extracted by the data extraction module (S10) during the analysis: data from the PE-header, data
from the Import Table, data from the Export Table, byte n-grams, information from the executable
file fields, file section entropy, metadata, string length distribution histograms.

[039] It is worth noting that normally the following is extracted:

e data from the Import Table to specify what external functions and from which modules
are required for the executable file to operate normally;

e data from the Export Table specifying names and/or numbers of the exported functions
with their position in the process virtual memory;

e metadata from the executable file header, for example, number of sections in the file,

creation time, processor type, operating system version, assembler version, total size of
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sections, checksum;

e data from the Import Table to specify what external functions and from which modules
are required for the executable file to operate normally;

e data from the Export Table specifying names and/or numbers of the exported functions
with their position in the process virtual memory;

e metadata from the executable file header, for example, number of sections in the file,
creation time, processor type, operating system version, assembler version, total size of
sections, checksum;Byte/Entropy Histogram, modeling byte distribution in the file (in
order to assemble the byte entropy histogram, 1024-byte window, which is shifted in
increments of 256 bytes inside the analyzed binary file, is used).

[040] The following extracted parameters can be considered in greater details:

[041] Byte n-grams, where in this case a sequence of n bytes extracted from the executable file is
taken, and each element of byte sequence can have one of 256 values. Therefore, the byte frequency
histograms in the form of 256 length vectors is considered, which represent frequency of each value
occurrence.

[042] Information from the executable file fields, for example, number of sections in the file, size of
headers, code size, availability of digital signature, names of imported dll and functions where these
libraries have been used, names of exported functions, data from the resource catalogue, assembler
version, operating system version, processor type, total size of sections, checksum.

[043] File section entropy, wherein file entropy calculation is used in the statistical analysis for
detecting code obfuscation. It is worth noting that malware is often transmitted in an encrypted form,
accordingly a byte frequency is equalized whereby increasing the entropy.

[044] The described solution can use a method of sliding window to represent the executable file in
the form of a set of entropy measures. Window entropy is calculated, and after calculation, for the
purpose of this set characterization, the set of statistical measures is considered, for example,
mathematical expectation, variance, quantile, percentile. Thus, for example, if the entropy is close to
1, i.e. occurrence of different characters is nearly the same, the code is obfuscated and/or encrypted.

[045] Line length histograms, wherein all ASCII lines are extracted from the executable files and
their lengths are recorded, since during such extraction a lot of "trash" is sampled, using of the
obtained lines as parameters is not wholly correct, therefore, the solution described uses line length
distribution histograms.

[046] Then, at step 113 the executable file is disassembled and then, at least following parameters
are extracted for analysis by the data extraction module.

[047] Characters, where characters mean frequency of occurrence of at least following characters:

+, *, 1, [, 7, @, since they are specific to the code which tries to bypass the detection system, for
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example, by making indirect calls or downloading a dynamic library.

[048] Registers, since the majority of register names characterize their purpose, however, in some
malwares they are renamed to complicate the analysis. Therefore, it is considered in the described
solution that frequency of using unknown registers could be useful to determine software
harmfulness degree. Besides, for further analysis such parameters are also introduced: number of
known registers, number of unknown (renamed) registers, ratio between the known registers and the
unknown ones.

[049] Operation codes, wherein, the codes more frequently used by the malware are detected
beforehand, and frequency of their occurrence in the code itself is also predetermined. Since the list
of all instructions is rather big, the most popular operation codes stored in the system internal
database are used for analysis.

[050] System interfaces (Windows APIs) access rate, wherein, it is also possible to use Windows
APIs access rate for analysis, but since the number of such interfaces is too large, the most specific
for the malware are selected and stored in the system internal database for the sake of improving the
efficiency.

[051] Sections of the executable PE file, which consists of several predefined sections, such as
text,.data, .bss, .rdata, .edata, .idata, .rsrc, .tls and .reloc.

[052] For example, characteristics of these sections, which are used in the analysis, are given in the

Table 1.

Table 1.
Parameter name Meaning
bss_lines_number number of lines in .bss section
data_lines_number number of lines in .data section
edata_lines_number number of lines in .edata section
idata_lines_number number of lines in .idata section
rdata_lines_number number of lines in .rdata section
rsrc_lines_number number of lines in .rsrc section
text_lines_number number of lines in .text section
tls_lines_number number of lines in .tls section
reloc_lines_number number of lines in .reloc section
known_sections_number total number of sections
unknown_sections_number total number of unknown sections
known_sections_pr proportion of known sections of total number
unknown_sections_pr proportion of unknown sections of total number
text_pr proportion of .text section of the whole file
.data_pr proportion of .data section of the whole file
.bss_pr proportion of .bss section of the whole file
.rdata_pr proportion of .rdata section of the whole file
.edata_pr proportion of .edata section of the whole file
.idata_pr proportion of .idata section of the whole file
.ISrc_pr proportion of .rsrc section of the whole file
ts_pr proportion of .tls section of the whole file
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| .reloc_pr | proportion of .reloc section of the whole file |

[053] Metadata, namely, the obtained file size and number of code lines are extracted after
disassembling.

[054] Then at step 114 all the parameters specific to malicious files and/or vice versa to non-
malicious ones are determined by the statistical method.

[055] For example, it is possible to test for availability of a checksum as a parameter, where, if it is
missing — this is specific to malware; or if the proportion of unknown sections of the total number is
close to 1, there is much obfuscation in the code, that is specific to malware, or if the proportion of
known sections is close to 0, everything is more or less standard and this is specific to legitimate
software, or very frequent call of certain API is specific to malware.

[056] Besides, at step 115 obtaining at least the first control flow graph (ControlFlowGraph) and the
second data flow graph (Data Flow Graph) from the disassembled file.

[057] The first control flow graph is a variety of all possible ways of the program running,
represented as a graph, while use of the Control Flow Graph in the static code analyzer is conditioned
by its ability to find unique ways of quick and optimal execution.

[058] The second data flow graph (DataFlowGraph) serves to represent dependence of one
variables from the other ones taking into account their visibility and execution context, therefore the
data flow analysis is directly related to the control flow analysis, since the execution context
knowledge is taken from there.

[059] Besides, it is also worth noting that the first control flow graph and the second data flow
graph are obtained by constructing a finite-state automation for all possible variants of the sequence
of system calls of the program. Thus, the algorithm records cyclic and branching structures of the
program, enabling it to identify behavior variations and detect abnormalities. The ability to focus on
program behavior contributes to the shorter system training periods and a smaller number of false
responses, and also less requirements to the memory. Abnormality detection algorithm used in the
solution described is based on representing the system call sequence in the form of a finite-state
automation (FSA).

[060] Then, the method proceeds to step 116, where all the extracted parameters are divided into
numerical and string ones and combined into the first and second feature vector respectively.

[061] Thus, all numerical parameters, for example, section entropy, each section size, ratio between
the known sections and the unknown ones, proportion of .text sections of the whole file, number of
lines in each section, frequency of occurrence of code obfuscating characters (-, +, *, ], [, 7, @), etc.,
are recorded into the vector comprising float values (i.e. floating point numbers).

[062] The numerical vector is as follows: each cell has its purpose, i.e. it is responsible for the



preset attribute.

[063] For example:

cell 1 - known_sections_number = 10;

cell 2 - unknown_sections_pr = 0.93 (proportion of unknown sections of total number);

cell 3 - some_section_lines_number = 505 (number of lines in a section);

n-1 cell - lines_number = 5623 (number of code lines in the disassembled file);

n cell - file_size = 10893 (file size in bytes).

[064] It is worth noting that the vector length depends on a number of different features identified at
the feature extraction step.

[065] The composed vector is transmitted to the first binary classifier (e.g. Random Forest), which
output is a probability of file harmfulness (0 - clean file, 1 - malicious file).

[066] It is worth noting that all string parameters, for example, names of exported functions, data
from the resource catalogue, names of imported DLL and functions where these libraries have been
used, etc. are recorded into the vector comprising boolean values, i.e. whether the data occurred or
not.

[067] The string vector is as follows:

cell name - extracted data;

cell meaning - True or False (occurred or not).

[068] Then, after the step of extracting all possible string data the feature vector is created as
follows. Thus, all found string attributes are transmitted to the encoder. After that, the data are
converted into the vector consisting of 0 u 1, boolean vector, to reduce the required storage memory.

[069] Thus, the first and second feature vectors are obtained at the described step.

[070] After step 116 completion the systems proceeds to step 120 where the classifier ensemble is
created.

[071] For the purpose of the classifier ensemble creation, first of all there is training the first
classifier on the basis of the first feature vector, the second classifier on the basis of the second
feature vector, the third classifier on the basis of the first data flow, the fourth classifier on the basis
of the second data flow.

[072] It is worth noting that in the additional embodiment the fifth classifier, oriented to operation
code n-grams analysis, could be added to the classifier ensemble.

[073] It is worth noting that each of the classifiers can represent, for example, RandomForest and/or
SVM type classifiers.

[074] It is worth noting that each of the classifiers in the classifier ensemble is additionally
characterized by the decisive priority, while the decisive priority is determined based on the accuracy

of the classifier operation in both classes (malware and benign) using the test sample.
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[075] Besides, the test basis is the test sample, where the correspondence between objects and their
classes is written down. The following metrics are used for estimation: accuracy, completeness and
F-measure. Namely, the following is used: system accuracy within the class - proportion of objects
actually belonging to this class in relation to all the objects which the system includes with this class;
system completeness - proportion of all the objects identified by the classifier, which belong to the
class in relation to all the documents of this class in the test sample, and F-measure which is a
harmonic mean between accuracy and completeness, while it tends to zero, if accuracy or
completeness tends to zero.

[076] The detailed example of the statistical analysis based on the diagrams of the first and second
data flows is given below.

[077] It is worth noting that the third classifier is trained on the basis of the first flow. The detailed
description of the executable files analysis on the basis of the first control flow graph is given below
(see Fig. 3). Fig. 3 illustrates the block diagram of file analysis on the basis of the control flow graph,
wherein: disassembling the received executable files (113), extracting the first control flow graph
(115), some number (statistical analysis, for example, how often this parameters occurs in the
training sample) is assigned to each identified parameter, and this number is further used as a basis
for selection of the most specific parameters for the third classifier training. Fig. 3 illustrates the
training operations with a solid line, and working operations - with a broken line.

[078] The Control Flow Graph - is a variety of all possible ways of the program running,
represented as a graph.

[079] At step 113 disassembling the file, since prior to analyze PE file, it is necessary to
disassemble it (for example, using IDA Pro) and, if necessary, to unpack (if it has been packed by
some packager). Unpacking can be done using, for example, standard UPX packager of executable
files.

[080] Then it is required to construct the control flow graph (CFG) (step 115). In CFG each node
(point) of the graph corresponds to the basic block - straight-line section of the code comprising
neither control transfer operation, nor points, where the control is transferred to from the other
program parts. The first block instruction is the point where the branch is executed to, the last
instruction - branch instruction to the other block.

[081] It is worth noting that the graph is oriented. Directed arcs are used in the graph to represent
branch instructions. Also, in the most of embodiments two dedicated blocks are added:

input block, through which control enters the graph;

output block, which completes all the paths in this graph.

[082] For the purpose of extracting the control flow graph from the disassembled PE file the script

is written in Python, which uses standard APIs, e.g. IDA Pro to extract information about each block:
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BlockID(Numeric)

StartAddr(Hex)

ClassTreeNode EndAddr(Hex)
LeftChild(Pointer)

RightChild(Pointer) )
[083] where BlockID - unique block ID, StartAddr - start address, EndAddr - end address,

LeftChild - all assembler instructions comprised in the basic block, RightChild - descendant blocks
(their unique ID).

[084] After extraction of the basic block information a graph for representing the control flow is
created, while cycles are avoided, since their consideration will result in infinitely long execution
paths.

[085] Then, it is necessary to represent the graph in the form of the operation code call sequence.

[086] For this purpose the modified algorithm of depth-first traversal is used with addition of testing
for cycles and their rejection as they are detected:

Counter =0
Push  Swarty,, on  Stack
While Stack!= Empty do
Pop Stack
Curtgyo oy = Clgyppey W Basic BlockiD
Counter = Counter + 1
If Exists(RightChild) and  RightChild @ Currg,..p,.
Push RightChild on  Stack
Path, ., = Path, ., + Counter
endif
If NotExists(LeftChild) and LefiChild = Curri, po
Totalg, . p = Totalg, . pog + CUT e po
Delete _nodes _ from Currg po, Gl _last _added RighrChild
Adjust  Counter
Elseif Exists(LefiChild) and LefiChild @ Currg,, pay,
Push LefiChild on  Stack
endif
endwhile
Return  Totalg,, pon,

[087] As a result of the algorithm operation the sequence of ID blocks is obtained, i.e. representing
the graph in the form of node sequence at depth-first traversal.

[088] Then, it is necessary to go over each block pursuant to its execution, extracting operation
codes and rejecting their operands. Finally, the executable file profile is obtained, which is

represented by operation code sequence as illustrated below.
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‘sor', ‘inc', 'mov', ‘cmp', ‘j2', 'mov’, ‘test', 'jnz', ‘mov', push’, ‘push‘, ‘call’, 'pop’, 'pop',
‘pop*, ‘mov’, ‘test’, ‘jnz’, ‘push’, ‘push‘, ‘call’, ‘cmp’, ‘jnz’, ‘mov’, ‘mov’, ‘mov’, ‘mov’, ‘chp’,
, "call’, ‘pop', 'test’, ‘jnz*, ‘inc', 'jnp*, ‘call’, 'push’, 'push’, ‘call’, 'xor', ‘mov', ‘mov', ‘le
, 'push’, ‘push‘, ‘call’, 'test', ‘jnz‘, 'xor', ‘inc', ‘mov', ‘cp', ‘jz', 'mov', 'test', ‘jnz', 'mov'
‘onp’, ‘jnz', 'push’, 'push’, ‘call’, 'pop‘, ‘pop‘, 'mov’, 'test', ‘inz‘, 'push’, 'push’, ‘call’, ‘cv
y 'J2t, temp', tnz', ‘emp', ‘j2°, ‘movzx’, ‘push’, ‘call’, pop’, ‘test’, *jnz', ‘inc’, 'mov', ‘jmp',

[089] Then, the analysis of operation code trigram is carried out. Thus, there is a profile for each
executable file, and now it is possible to carry out an analysis based on extracted 3-10 gram operation

codes.

"tap jbe test’, jbe test j2', “test j2 cap’, "2 cop Ja2’, "cp a2 mev’, "jnz mev test’, 'mov test j2', 'test
"test joz push’, “juz push pop', “push pop push”, “pop push push’, “push push push', ‘push push pash', “push pus
', 'ehp Jz cap', "z onp jaz”, “cnp jaz mov’, “jaz mov mov’, ‘nov nov jap’, ‘nev jp call’, ‘jmp call reta’,
, 'Push push call’, “push call xor’, “call xor nov’, "xor nov mev’, 'nov nev lea", "mov led push’, ‘led push call

[090] Each such trigram will subsequently be a parameter in our system. Prior to proceed to the
classification, these documents (trigram profiles) shall be converted from text to vector
representation.

[091] Based on the set of executable file profiles for system training, let us compose a matrix,
where each line is an individual document, and each column - unique 3-gram identified as all profiles
are composed. Thus, the number of columns in the matrix is the number of unique parameters (i.e. 3-
grams) extracted from the documents.

[092] After execution of the previous action the third classifier of the classifier ensemble is created.
Provided that, for the purpose of reducing the number of features and selecting the most specific ones
we will use, for example, the standard tf-idf algorithm, which is required for estimation of word
importance in the document context (profile of one PE file), being a part of the document collection
(training sample).

[093] When the reduced feature vector is obtained, it could be transferred to the classifier, e.g.
Random Forest Tree Classifier. That is the end of the preparatory step for the first flow graph
analysis, and the method proceeds to step 120.

[094] It is worth noting that the fourth classifier is trained on the basis of the second data flow (Data
Flow Graph). The detailed description of the executable file’s analysis on the basis of data flows is
given below.

[095] Data flow analysis - a method to collect information about possible set of values, calculated in
different points of the computer program, which identifies what data pass through the program.

[096] Besides, the method of the data flow analysis execution, for example, could consist of setting

data-flow equations for each node of the control flow graph (CFG) and solving them by multiple
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calculation of output from input and data conversions locally in each node until all the system
stabilized.

[097] For the purpose of data flow analysis, it is necessary to solve the problem of points definition
in the program where the variable has been defined, wherein each assignment is definition, initially
and up to what point it has been used until it is overwritten or deleted.

[098] Therefore, d variable reaches p point, if there is such a path from the point following
immediately after d to p point, that d is not written over along this path. Each value defined in the
program or obtained at program entry relocates with a variety of other variables between the blocks
of the control flow graph (Fig. 4a-4b).

[099] Thus, Fig. 4a and 4b illustrate the example of the above-described problem of points
definition in the program. BO-B2 mean program blocks, D (definition) - definition of new variable,
X,y - variable values, p - block in which d disappears (i.e. the variable has been defined somewhere,
then the variable passes from in to out through the blocks and then enters p block, where it is
deleted), and f (transfer function of the block) - the function which converts input into output.

[100] Then, let us define the general form of equation for each block:

out[b] = Gen[b] U (in[b] - Kill[b]) (2)

where:

Gen[b] - set of values generated in the block;

In[b] - input set of variables in block b;

Kill[b] - set of killed variables in block b;

Out[b] - output set of values.

Where, in[b] = out[pl] Uout[p2] U ... Uout[pn], where b - each block, pl...pn - all previous blocks

leading to this one.

[101] The approximate algorithm for obtaining all input-output data in CFG blocks could be as
follows:

// Boundary condition

out[Entry] = &

// Initialization for iterative algorithm
For each basic block B other than Entry
out[B] = &

// iterate
While (Changes to any out[] occur) {
For each basic block B other than Entry {
in[B] = U (out[p]), for all predecessors p of B
out[B] = £;(in[B]) // out[B]=gen[B]JU(in[B]-kill[B])

F
[102] After a similar depth-first traversal algorithm with cycles deletion the vector of block
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numbers in CFG graph is obtained. 2 sets of variables (in and out) relate to each block. Vectors of
input and output sets of variables are obtained, wherein each cell comprises a set of input and output
variables of each block respectively. Since the analysis of variables themselves is not informative due
to a great variety of variables, it is rational to rely on quantitative changes of variable sets in each
block.

[103] Thus, for example, many types of malwares replicate themselves infecting other binary files
or entering the code into the other system processes. It often results in nearly even distribution of data
volumes of outbound edges of respective graph nodes.

[104] Therefore, it is possible to compose a more informative vector from the obtained set of
vectors, wherein each cell of this vector comprises a difference between capacities of two sets: input
and output variables of the respective block.

[105] Then, using a number of statistical measures (standardized estimate, standard deviation,
expected value, interquartile distance) with the obtained vector, and also calculating a window
entropy of this vector and applying the same statistical measures to the obtained vector, it is possible
to obtain parameters required for transfer to the second flow classifier for analysis.

[106] That is the end of the preparatory step for the second flow graph analysis, and the method
proceeds to step 120.

[107] Upon completion of the preparatory step the method proceeds to the operating step 130. Thus,
at step 131 obtaining at least one executable file for analysis. Extracting the above data from the
executable file by the data extraction module (S10), then at step 132, starting the trained classifier
ensemble to detect malicious executable files; and at step 133 outputting the analysis result.

[108] It is worth noting that the classifier ensemble decision could be:

- binary (malicious/no);

- probabilistic (if probability is above 50%, the file is considered to be malicious).

[109] Besides, it is worth noting that in the additional embodiments a report on malicious files
detected could be output to the user.

[110] In Fig. 5 hereafter there will be presented the schematic diagram of the computer device
(500), processing the data, required for embodiment of the claimed solution.

[111] In general, the device (500) comprises such components as: one or more processors (501), at
least one memory (502), data storage means (503), input/output interfaces (504), input/output means
(505), networking means (506).

[112] The device processor (501) executes main computing operations, required for functioning the
device (500) or functionality of one or more of its components. The processor (501) runs the required
machine-readable commands, contained in the random-access memory (502).

[113] The memory (502), typically, is in the form of RAM and comprises the necessary program
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logic ensuring the required functionality.

[114] The data storage means (503) could be in the form of HDD, SSD, RAID, networked storage,
flash-memory, optical drives (CD, DVD, MD, Blue-Ray disks), etc. The means (503) enables to store
different information, e.g. the above-mentioned files with user data sets, databases comprising
records of time intervals measured for each user, user identifiers, etc.

[115] The interfaces (504) are the standard means for connection and operation with server side,
e.g. USB, RS232, RJ45, LPT, COM, HDMI, PS/2, Lightning, FireWire, etc.

[116] Selection of interfaces (504) depends on the specific device (500), which could be a personal
computer, mainframe, server cluster, thin client, smartphone, laptop, etc.

[117] Keyboard should be used as data input/output means (505) in any embodiment of the system
implementing the described method. There could be any known keyboard hardware: it could be as an
integral keyboard used in a laptop or netbook, as a separate device connected to a desk computer,
server or other computer device. Provided that, the connection could be as hard-wired, when the
keyboard connecting cable is connected to PS/2 or USB-port, located on the desk computer system
unit, as wireless, when the keyboard exchanges data over the air, e.g. radio channel with a base
station, which, in turn, is connected directly to the system unit, e.g. to one of USB-ports. Besides a
keyboard the input/output means could also include: joystick, display (touch-screen display),
projector, touch pad, mouse, trackball, light pen, loudspeakers, microphone, etc.

[118] Networking means (506) are selected from a device providing network data receiving and
transfer, e.g. Ethernet-card, WLAN/Wi-Fi module, Bluetooth module, BLE module, NFC module,
IrDa, RFID module, GSM modem, etc. Making use of the means (505) provides an arrangement of
data exchange through wire or wireless data communication channel, e.g. WAN, PAN, LAN,
Intranet, Internet, WLAN, WMAN or GSM.

[119] The components of the device (500) are interconnected by the common data bus (510).

[120] The application materials have represented the preferred embodiment of the claimed technical
solution, which shall not be used as limiting the other particular embodiments, which are not beyond

the claimed scope of protection and are obvious to persons skilled in the art.
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1.

CLAIMS

A computer-implementable method for detecting malicious files in non-isolated

environment, the method comprises:

a preparatory step, including:

creating a collection of files, the collection of files comprises at least one malicious
executable file and at least one non-malicious executable file;
analyzing at least one executable file from the collection of files, including:
- extracting data from a binary form and/or a disassembled form of the at least one
executable file,
- determining parameters based on the extracted data,
- determining parameters specific to malicious files and/or vice versa to non-
malicious files by a statistical method, and
- extracting a first data flow graph and a second data flow graph;
constructing a first feature vector and a second feature vector based on the parameters;
training an ensemble of classifiers including: a first trained classifier trained on the basis of
the first feature vector, a second trained classifier trained on the basis of the second feature
vector; a third classifier trained on the basis of the first data flow graph, a fourth classifier
trained on the basis of the second data flow graph; and

predefining a decisive priority for each of the ensemble of classifiers; and

an operating step, including:

obtaining at least one executable file;
detecting whether the at least one executable file is a malicious executable file using the
ensemble of classifiers trained at the preparatory step; and

outputting the result of the analyzing at least one executable file;

wherein the binary form of the at least one executable file the parameters include:

a Byte n-grams;

information from the executable file fields;
a file section entropy;

metadata; and

line length distribution histograms.

2. The method of claim 1, wherein the first feature vector comprises all numerical parameters from

the parameters, and the second feature vector comprises all string parameters from the parameters.

3. The method of claim 1, further comprising extracting at least the following file features from the

at least one executable file:
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the first data flow graph,

the second data flow graph,

Metadata,

an Import Table,

an Export Table, and

a Byte/Entropy Histogram.
4. The method of claim 1, wherein the information from the executable file fields includes:

a number of sections in the file,

a size of headers, a code size,

an availability of digital signature,

an availability of imported dll and functions where these libraries have been used,

names of exported functions,

data from a resource catalog, and

an assembler version.
5. The method of claim 1, wherein the file section entropy is calculated using a sliding-window
method followed by a number of statistical measures to characterize the obtained entropy measure
vector.
6. The method of claim 1, wherein the metadata is extracted from a header of the binary form of the
at least one executable file, wherein the metadata includes:

a number of sections in the file,

a size of sections,

an availability of a checksum,

a file size,

a creation time,

an operating system version, and

an assembler version.
7. The method of claim 1, wherein for the disassembled form of the at least one executable file the
parameters include:

characters,

registers,

operation codes,

a system interface (Windows APIs) access rate,

sections, and

metadata.

8. The method of claim 7, further comprising defining a frequency of occurrence of the characters
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extracted from the disassembled form of the at least one executable file, wherein the characters
include: “-%, “47, <7 7] 77 7P @7,

9. The method of claim 7, further comprising additionally calculating a ratio between a number of
known registers extracted from the disassembled form of the at least one executable file and a number
of unknown registers extracted from the disassembled form of the at least one executable file.

10. The method of claim 7, wherein the sections extracted from at least one disassembled executable
file are predefined and the sections include: .text, .data, .bss, .rdata, .edata, .idata, .rsrc, .tls and .reloc.
11. The method of claim 7, wherein the metadata extracted from the disassembled form of the at least
one executable file includes the file size and a number of code lines.

12. The method of claim 1, wherein the analysis result is binary or probabilistic.

13. The method of claim 1, wherein the decisive priority of each of the ensemble of classifiers is
defined based on a test sample, wherein at least the following is used for estimation: accuracy,
completeness, or F-measure.

14. A system for detecting malicious files in a non-isolated environment, the system comprises:

a data extraction module configured to implement the preparatory step in the method of any one of
claims 1-13;

a computer device configured to implement the operating step in the method of any one of claims 1-
13; and

an output module configured to output the result of the analyzing at least one executable file in the

method of any one of claims 1-13.
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