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(57) Abstract: Systems, methods, apparatuses, and computer-readable media for key recovery based on contactless card cryptograms.
A server may receive, from an application, a request to recover a private key for a digital wallet, the request includes a first cryptogram
generated by a contactless card. The server may decrypt the first cryptogram based on a key for the contactless card. The server may
determine, based on the decryption, a unique identifier of the contactless card and a diversification factor associated with the digital
wallet. The server may generate the private key based on the unique identifier and the diversification factor. The server may transmit

the private key to the application via a network.

[Continued on next page]



WO 2023/113986 A1 | [} 1000000000 OO T

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, CV,
GH, GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, ME, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI,
SK, SM, TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN,
GQ, GW, KM, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report (Art. 21(3))



