FC1 *159159* CH P CARD COVPRI SI NG MEANS FOR MANAG NG A VI RTUAL MEMORY, 2
ASSOCI ATED COVMUNI CATI ON METHOD AND PROTOCOL 3 4 The present invention
relates to ' onprising 5 neans for managing a virtual Menop- > 6
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13 purse type contain a sum of electronic money; other, so-called

14 frequent-customer cards, offer their holders financial rewards.
15 Nowadays, devices related to microcircuit cards, and more

16 particularly microprocessor cards, are usable in an increasingly
17 large number of applications. At first, the operating system of
18 the cards, i.e., the program located in ROM, could only handle

19 one application. The operating system is written during the

20 production of the microcircuit. By increasing the size of the

21 program memory (ROM) and of the nonvolatile programmable memory
22 (EPROM and EEPROM, and today FeRAM), the operating system can

23 execute more functions. But the number of these functions is

24 still limited by the size of the ROM. Moreover, the addition of
25 another function intc the ROM involves producing a new mask; this
26 production is very expensive and is really only profitable when a
27 large quantity of cards is involved.

28 One way to increase the number of these functions without

29 touching the ROM memory consists of writing the executable

30 program, and the data that allows it to run, into the
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*@00002* | 2 1 progranmable nenory. It is thus possible to add additional 2
functions to an operating systemthat initially has only a set 3 nunber of
functions. The patent application FR-A-2.748.134 4 describes a neans for
loading the programinto the progranmable 5 nmenory. But the programuable
menory is of limted size; once it 6 is filled wth a program it is not
possible to add functions. 7 Moreover, the storage of this programtakes

.away fromthe nenory 8 space i ntended for data in the pr ogr ammabl e nmenory.

The preceding 9 nethod is used to correct, certain f i1 _t-he program
ljocat ¢ ogkQuinaH@VimEmcny -add JEmEhstsh PosEdbE &HYs 2 a?at:i}rltf%r?ulst run a 11

program of very large size, .the ne LIANAGE 41Ny Has dflyentsetl2 can
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12 can prove to be inadequate.

13

14 The object of the present invention is to solve this problem

15 by proposing a method for loading and unloading the programmable

16 memory as a function of the need for the programs and/or the

17 applicative data, for an information processing device

18 constituted by a card. Thus, it becomes possible for the latter
19 to run very diverse applications, such as: electronic purse,

20 banking application, GSM telephony or the health care application
21 currently being tested in France. With the aid of the present

22 invention, the applications just listed are virtually inside the
23 card. The owner of the card has loaded them in advance; thus, the
24 card is configured according to his specific needs.

25 The present invention also makes it possible to solve

26 another problem. A user may need to simultaneously open the same
27 application twice. The running of this application in an

28 information processing device such as a card lasts a certain

29 amount of time. To speed up the process, it is advantageous to be



3 1 able to start a second running of the application before the end 2 of
the first. Thus, the sane programis running twce, at the 3 sane tine. 4
This object is achieved by the fact that the card is 5 equi pped with an
operating systemconprising at least three 6 functions: 7 - Loadi ng of
applicative information. 8 - Unl oading of applicative information. 9 -
Execution of applicative information. 10 To acquire a new application, the
.card receives applicative 11 informatdion in its programmuabl e nenory and
checks this data. 12 When a command for running an application is received
By a abdd afetaz@oRe sdddigl Whirhiie cfarthe tappldpartdiom pefiorteerblad @itk 14
card anal yzes the contents of its nmenory and determ nes whether 15 it is
feces < \thep fligs tt h&hva wdite tarmen RRQELAN ti sofrunning fiviee, BF & or

rel oad previoously unl oaded applicative information. 17 During the rel oadi ng
of appl t5%R€ 4 nf or mati on, the 18 operating systemof the card verifies
that the i nfrdTedH{utd aslathh il dnppatic \Rldwlaadt hd tedsu tihe past. This
information is then 20 processed. 21 The network may be considered to be an
éxt ensqripgied it Amprapgratiatd ayaten capnigding b 9net fhxge sends it
what Icﬁt 23 cannot keep in its own nenory. It verifies, during the

&l oadiFE*M Pt hat the information received fromthe network is in fact
that 25 Whi Gfbdds DAt 6 Ulp P S 0S| dhe KB Of the card nust have a 26
mechani sm f or managi ng the progranmable nenory that allows it to 27 |oad
ad run an -urtrnlvddichgunh expmk i cgpl vee ditri foysna thiragma t hen on, 28 the sizes of
t he ROVMs and programmabl e menpries, of the card are 29 no |onger a

19 mi t ati on orEkeR AR SE APRIMRARING dfRFMALH™ons,' 4 1 and there is no

ﬂ?ed to pr %dé‘%%ﬁxlwm& %M:ﬂcﬁﬁt itﬁﬂ? H¥d receives applicative

11 information in its programmable memory and checks this data.

12 When a command for running an application is received by a
13 reader cooperating with the card, the operating system of the

14 card analyzes the contents of its memory and determines whether
15 it is necessary to use the network to unload part of its memory,
16 and/or reload previously unloaded applicative information.

17 During the reloading of applicative information, the

18 operating system of the card verifies that the information loaded
19 has been validated by it in the past. This information is then
20 processed.

21 The network may be considered to be an extension of the

22 programmable memory of the card; the latter sends it what it

23 cannot keep in its own memory. It verifies, during the reloading,
24 that the information received from the network is in fact that
25 which it had sent previously. The ROM of the card must have a

26 mechanism for managing the programmable memory that allows it to
27 load and run an unlimited number of applications. From then on,
28 the sizes of the ROMs and programmable memories of the card are

29 no longer a limitation on the number of executable applications,



2 added. 3 In sunmary, the invention relates to a chip card conprising 4

I nformati on processing neans and nain information storage neans, 5
characterized in that the processi ng nmeans conprise: 6 - means for
detecting, during the operation of the card, 7 that the main storage neans
contain a quantity of information 8 such that the execution of an
operation is not possible; 9 - nmeans for selecting, in the main storage
.means, a set of 10 information to be gnl oaded, the unloading of which can
rel ease 11 enough space in the main storage neans to allow the execution
QT 1%ﬁﬁmé¥éy§ﬂf§'ﬂgnnégﬁ' Jég &“Hé%mﬂdki for> & QEé QLQ&HPEJ to
be unl oade 14 I nto secondary storage neans, I n the evént that sai
econdalded.l5 storage neans do not contain this set of information to be 16
unl oaded. 17 The invention also relates to the associated nethod. Lastly,
B8 it rel atles FWmAR ot I LTFRR AR lGheoFba WP £33d s sirg and a
ol P qardareader e SAnd SORDLSIM LG TR AR.A] B QRESAAI Jmans and
r#ain i"Hf o |or]i1$Horagae meane, oL Ehalscterized 1on that® i1 (,gor'rﬁ}lag’ess’ t he
3 eps At Hdrikdd) {hAhat dhe PgrtdhAGRY nd=a1 Hdnpdixd:ne card an order
to execute an 23 operation; 24 - the card searches to see if it has enough
$pace i n t he memadior siafregfelnmanine dwtapatdtsigpafattibhen;caagl,- if so,

the r s G man e A4 sty SR, 3 AHARE LY P PR b et
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enough space in the main storage neans to allow the execution of 2 this
aper ati on, < heranshefparaklad viads, tire el mdfin rfrage areane, 3 etumbaded
Jionto s,econdaréli st or age neans CPé/dtral{lsrritti ng an

information to ‘be unloa the unloading of which can release
11 enough space in the main storage means to allow the execution of
12 said operation;
13 - means for unloading the set of information to be unloaded
14 into secondary storage means, in the event that said secondary
15 storage means do not contain this set of information to be

16 unloaded.

17 The invention also relates to the associated method. Lastly,
18 it relates to a protocol for communication between a chip card
19 and a chip card reader, the card comprising information

20 processing means and main information storage means,

21 characterized in that it comprises the steps consisting in that:
22 - the reader transmits to the card an order to execute an
23 operation;

24 - the card searches to see 1f it has enough space in the

25 main storage means to execute this operation;

26 - if so, the card executes this operation, then transmits an
27 execution report to the reader;

28 - if not, the card selects in the main storage means a set

29 of information to be unloaded, the unloading of which can release



4 unl oading order to the reader, in the event that these secondary 5
storage neans do not contain this set of information to be 6 unloaded, then
it executes said operation, then finally, 7 transmts an execution report

to the reader. 8 9 O her details and advantages of the present invention

will 10 appear in the follow ng description of several preferred but non-

11 limting enbodinents, in reference to the appended drawings, in 12

which: 13 Fig. 1 represents an informagion processing network used by 14

the invention; 15 Fig. 2 represents an information processing device, used
[ 16_Fi 1 coop t] ] | r g I g ent s
vgr i an?lll:é(’)‘?g]ﬁ %l.?gg? %e%gnﬁ%‘q%’é%gg?%% :mn%?ffgng%r&o%]é‘ggi %%édé’\g?%gé}ﬁé e?g?at es
the fugkisoppétrateonpfthdl the €8:@ 6R16ad20tié Used 66 BnFéfhatiorftdi 9. 2,
wherein the information 21 processing device is equipped with a device for
rdadi nge awnlozdedt ivbp seerpdaryngtosage gredns dpy cteananbtvingame of Fig.

3 24 25 1n, Fig. a_termnal 20 capable of readjng_a_chip card, .or 26 a
Che i rifonfing Corder ed Chi BapdSF bk bl FYPEE. hgh eRar SeogRty
renot egdat AgLanksn43ab haGEIBoRBa 8RdLh$s | LoKede t PntbemaBot hEQUEL a data
communi cati on network 26. The data communication 29 network 26 can be a

t €l ephamtoadedpnr khenhit | execntesneaidr kpevation, ablyent Hiemalily a

comruni cati op. network. Each data bank comprises a 2 central data

pf ocesEFAPRHFE RRaP*AENRGRR LeRehbr §© Eggo?ﬁ? B to 3 the invention, and
ag indicated above, the card 21 or the 4 term nal 22 can, when they detect
that the loading of a new5 application into the latter is not possible
bgcause of atherkdefails and advantages of the present invention will

10 appear in the following description of several preferred but non-
11 limiting embodiments, in reference to the appended drawings, in
12 which:

13 Fig. 1 represents an information processing network used by
14 the invention;

15 Fig. 2 represents an information processing device, used in
16 Fig. 1 and cooperating with a chip card;

17 Fig. 3 represents a variant of Fig. 2, wherein the

18 information processing device integrates the functionalities of
19 the chip card;

20 Fig. 4 is a variant of Fig. 2, wherein the information

21 processing device is equipped with a device for reading an

22 optical stripe; and

23 Fig. 5 represents a variant of Fig. 3.

24

25 In Fig. 1, a terminal 20 capable of reading a chip card, or
26 a terminal 22 integrating chip card functionalities, cooperates
27 with remote data banks 23 through 25 and is linked to them

28 through a data communication network 26. The data communication

29 network 26 can be a telephone network, the Internet network, or



6 menory space, decide to unload another application into one of 7 the data

banks 23 through 25. This unl oadi ng rel eases enough 8 nenory space to
receive the new application. If the card 21 or 9 the termnal 22
subsequent|y needs the unl oaded application, it 10 can send the
correspondi ng data bank a command to reload the 11 application after
~having, if necessary, released the nenory space 12 again by unloading an
.application. 13 The configuration of the ternmnal 20 and the card 21 is 14
indicated in Fig. 2. The term nal conprises in an intrinsically 15 known
, C C r egl e nd a, BAM 4,
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be constituted by any data processing 25 device installed in a private or
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I nformati on processing neans 9, a nonvolatile nmenory 10, a 2 volatile
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12 Cr opdgas Wy Wnicdding an application.

13 The configuration of the terminal 20 and the card 21 is

14 indicated in Fig. 2. The terminal comprises, in an intrinsically
15 known way, a microprocessor 2, to which are connected a ROM 3 and
16 a RAM 4, means 5 for cooperating, with or without physical

17 .contact, with the chip card 21, and a transmission interface 7

18 that allows the terminal to communicate with the data

19 communication network 26 of Fig. 1. The terminal 20 can also be
20 equipped with storage means such as diskettes or disks that may
21 or may not be removable, entry means (such as a keyboard and/or a
22 pointing device of the mouse type) and display means, these

23 various means not being represented in Fig. 2.

24 The terminal can be constituted by any data processing

25 device installed in a private or public site and capable of

26 providing means for managing information or delivering various

27 goods or services, this device being permanently installed or

28 portable. It can also be a dedicated telecommunications device.

29 In addition, the card 21 carries a chip that includes



8 reading and/or witing information. Each area of the nonvolatile 9
menory 10 can conprise a non-nodifiable ROM part and a nodifiable 10 part
that is an EPROM EEPROM or is constituted by a RAM of the 11 "flash" type
or FRAM (the latter being a ferromagnetic RAM, 12 i.e., having the
characteristics of an EEPROMwi th access tines 13 identical to those of a
~conventional RAM 14 For the chip, it is possible to use a

.sel f-progranmabl e 15 m croprocessor V\déth a nonvol atile nenory, as
described in US 16 patent No. 4.382.279 in the name of the Applicant. As
ipdicajed 17 in colum 1, lines 13-25 of this patent, the
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13 identical to those of a conventional RAM.

14 For the chip, it is possible to use a self-programmable

15 microprocessor with a nonvolatile memory, as described in US

16 patent No. 4.382.279 in the name of the Applicant. As indicated
17 in column 1, lines 13-25 of this patent, the self-programmable

18 feature of the chip corresponds to the possibility for a program
19 fi located in a ROM to change another program f£fj located in a

20 programmable memory into a program gj. In a variant, the

21 microprocessor of the chip is replaced - or at least supplemented
22 - by logic circuits installed in a semiconductor chip. In effect,
23 such circuits are capable of performing calculations, including
24 authentication and signature calculations, because of the -
25 hardwired, rather than microprogrammed, logic. They can be of the
26 ASIC type (for "Application Specific Integrated Circuit".) As an
27 example of an ASIC, it is possible to cite the SIEMENS component
28 marketed under the reference number SLE 4436 and the SGS-THOMSON

29 component marketed under the reference number ST 1335.



10 the termnal 50 conprises only one mcroprocessor 51 or the 11
equi val ent, connected to a RAM 52 and to a nonvolatile nenory 53. 12 The
nonvol atil e nmenory 53 conprises an area 54 made accessible 13 from outside
the termnal by the m croprocessor 51, and a secret 14 area 55 accessible
only to the mcroprocessor 51. The 15 m croprocessor 51 has the

*sel f-programmabl e characteristic of the 16 m croprocessor 9 described in
.connection with Fig. 2. Finally, 17 thg term nal 50 has a transni ssion
interface 56 that allows it to 18 conmmunicate with the data conmuni cation

t Ei . The. ol | oy i pti f '
i) Aafdnfhgkblead. fRe [MR:LOMITH BY AE3EEREL' O AEnSITentd Bormr 20 i
cal led a 21a"vgedant beceuge of ikt $1iupetaoaaoinreagding, tgeraid Rike 22 The

menories of the card are organized in the follow ng way: 23 a nenory of

t Be ROWRERpRala2@opeki Rigrehocpmprishe, RNV agdbtiondta tRd eiementmnbfe
nonvol ati | e nepor t EEP r FLASH type. A. .25 represented_in Table
1 theg Eﬁﬂfﬁﬁxsgh'bggPEeoFE?%an§a§ s?in$123°%?%alﬁoﬂpF?§P%§ 35mi ni mum
0f SUbtREOgL afBnek EQ%bHGEoSBSEhaﬁi%E? 2 24n& NPULL O DUEL @NGa IETTOT Y
read/wite routines and an area for e 28 operating systemof a virtual
nménor yrefhrenevest uHbwaesor ythei ngop@fatingtméaheds byl s hef nBH®L y20hrbhe data
bgnks 23 &hroggg 25. The 9 1 basic ogeratingHgysten1and t he operating

syst ent 6P-BH&%y Vtﬁa?erﬁaﬁﬁﬁﬁrleﬁgE REPeR oF RP VREE T AP PCRRFRY nAf 28R Bhe
cglledmgggoﬁrgggggggi?g system of the card." 4 The operating systemof the
virtual nenory is preferably 5 capable of handling at | east nine conmands.
AP | east folrvartannaafisFage 3ehk bygptésgereadeintPighescarfl: this-chgagi ng

of applications into the card. 8 -_Running of the previously |oaded
3Ppl i chhroRerminaheSRarampriges gpp¥upRe ohiappPreaessns Fh enrthe10 -
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sent b reader:

12 The nonvolatile memory 53 comprises an area 54 made accessible

13 from outside the terminal by the microprocessor 51, and a secret
14 area 55 accessible only to the microprocessor 51. The

15 microprocessor 51 has the self-programmable characteristic of the
16 microprocessor 9 described in connection with Fig. 2. Finally,

17 the terminal 50 has a transmission interface 56 that allows it to
18 communicate with the data communication network 26 of Fig. 1.

19 The following description refers, in a non-limiting way, to
20 the embodiment of Fig. 2, and the terminal 20 is called a

21 "reader" because of its function of reading the card 21.

22 The memories of the card are organized in the following way:
23 a memory of the ROM type, a working memory of the RAM type, and a
24 programmable nonvolatile memory of the EEPROM or FLASH type. Ag
25 represented in Table 1, the ROM contains a basic operating system
26 area comprising a minimum of sub-programs or routines such as the
27 input/output and memory read/write routines and an area for the
28 operating system of a virtual memory, this virtual memory being

29 constituted by the memory of the data banks 23 through 25. The



12 - Unl oadi ng of applications to the network. 13 - Rel oadi ng of

applications fromthe network. 14 - Suspension of the |oading process. 15

- Resunption of the | oading process. 16 - Erasure of applications in the
network. 17 in one particular enbodi ment, the operating system of the
virtual 18 nmenory filters and transmts to the program of the application
19 |l oaded in progranmable nenory all the orders received from 20 outside
.that nust be processed by this programy 21 22 In the present text, the
term"informtion” generally 23 designates any executabl e program or

npn- ex b 4 application' es, a partic Iar
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p20dUCi18moi19dta§§Qﬁé§t eerapni«.aeampn Hét@intfcdoabd A5TPEEI et O tabl e 1,

the progranmmabl e nenory 28 conprises at |east three areas: 29 - a first,

s&- cal 'egerafingnsrateamn afeaheonaadnfng a code 10 1 "C' identifying the

cg rd, 2 - aagecondf ﬁo cal g Eaggnent datﬁ area containing 3

nanagenent PaoBP R én§p5¥F ati Birtya |Tﬁ%ﬁﬁ¥e1%e9r%§?¥%ﬁlY4

"SWAP, capaBLaf be nanmngcaedleaae ﬂingoé@memaypuenlg&yf khgged 5 as

necessary to application providers or to particular applications, and a

t &bl e calunands TaBe APPLE"byabble7readet htodthsozaxdii ed "I oadi ng" area used to
lications, i.e.,_of the executable

receive the forna i on
pf ogr am aﬁﬂ?a+n$h8 d3PR ﬁ%ﬁgggﬁfyl?EPtFEPr%ﬁﬁﬁng of this program 10
Igitially, thﬁuﬁem cge éﬁeg%¥§0%$9?1%8199%9&fﬁ¢}kbcw oadi g 3L g2 and a

tabl e TAB APPLI th are enpty st t | 6Cat %rln t he
sgcret area-lBragutbcofioapplitatiods iwnedaiyd 10 of the card.

10 - Checking for presence of applications in card.

11 Five other commands are sent by the card to the reader:

12 -~ Unloading of applications to the network.

13 - Reloading of applications from the network.

14 - Suspension of the loading process.

15 - Resumption of the loading process.

16 - Erasure of applications in the network.

17 In one particular embodiment, the operating system of the virtual
18 memory filters and transmits to the program of the application
19 loaded in programmable memory all the orders received from

20 outside that must be processed by this program.

21

22 In the present text, the term "information" generally

23 designates any executable program or non-executable data. The
24 term "application" designates a particular program for -
25 implementing an application of a provider of services or

26 products, and associated application data.

27 Again according to table 1, the programmable memory

28 comprises at least three areas:

29 - a first, so-called "system data" area containing a code



111 2 3 45 Application information | oading area Managenent data area
(SWAP, TAB APPLI, etc.) Systemdata area (code C, etc.) Area for the
operating systemof the virtual nenory (ROM Basic operating system area
(ROM Table 1 12 The tabl e TAB-APPLI contains the information correspondi ng
13 to the applications available in the card, whether these 14 applications
“are physically contained in the card, or whether 15 they are contained in
.the card virtually, having been unl oa %d 16 into the network. It has the
followi ng structure: 17 18 19 20 21 2 23 24 Code of the Storage Nunber of

Signatyéﬁ géekgf'éiﬁgogge card;

2 - a second, so-called "management data" area containing
3 management data of the applications, i.e., a signature key called
4 "SWAP, " specific to each card, one or more encryption keys linked
5 as necessary to application providers or to particular
6 applications, and a table called "TAB-APPLI", and
7 - a third, so-called "loading" area used to receive the
8 information of applications, i.e., of the executable program,
9 and/or the data necessary to the running of this program.
10 Initially, the card can be given to its holder with a
11 loading area and a table TAB _APPLI that are empty. At least the
12 key SWAP is located in the secret area 11l of the nonvolatile

13 memory 10 of the card.



appl i cati onaddr essbytesthe informati on | ADR-11SG\-| Loaded

JADR- JnSG\- JUnl oaded KADR- KnSGN\- KLoaded Table 2: TAB APPLI 25 26 The table
TAB APPLI conprises as nany rows as there are 27 applications nmade

avail able by the card, and for each row, five 28 colums. A first colum
defines an identification code I, J, Kof 29 the application. A second
“colum divines a storage address ADR-1, 12 1 ADR-J, ADR-K starting at which
.the application is stored in the 2 cand. A third colum defines a nunber
of bytes representlng the 3 quantlty of |nfornat|on of the application. A
faurth cottmr—A—defmes—a—stgrat tre—that—appHes—to—the—aH+—ef—the—bytas of
tRe 5[ application, m@pﬂﬂaﬁuﬂbnnmnﬁpnmaﬁﬂqynmddanﬁyuiﬂdxekey SWAP of g the
card as a Secret Key. The argoritnm used carm be a Symmetrical— 7 atgortt hm
sdch as D.E.S. (I%ﬁ%%%tqg Scr@mja(rsc!%P:orTAeﬁlAG’Pé-gymﬁq i)cal al gori tjhm

sych as R S. A (for theS hora FI ? Sham,r and Adel man);
advant jageously however YRFew g gpng% gede 19 jeke pler function, sugh as

aghash| functi [ fupc S excl usijve
O%' si|nce, mﬁ?ﬁ?h F NEE gkgt Qg §¥Bé%% #ﬁV%%§P%%PEF%g %%ﬂgr¥ure dogs
neét | elave the card and is 13 therefoxnomrotected FlnaIIy, a f|fth col um
def i negWhetrner the I# state of the appticatTtomr T guestTonr s toaded"
iﬁto the card or 15 "unl Bagéd"operatingasysbemkares First, a card hol der
n japplication provider wants to (&g oad into the card a first
p||CaL;gn_ha¥Lng_an_Ldgnflf|Pnflnn % code "K " The executjion of a ljoad
gnnand can be conditioned by a 19 successful aut hentication of the

grdhol der or application 20 provi % ﬁ aut henti cati on mechani sm which
Itself is well 21 known, consists, for e hol der or application provider,

bt

12 The table TAB-APPLI contains the information corresponding
13 to the applications available in the card, whether these

14 applications are physically contained in the card, or whether

15 they are contained in the card virtually, having been unloaded
16 into the network. It has the following structure:

17

18 Code of the Storage Number of Signature of Load/Unload
19 application address bytes the information

20 I ADR-I 1 SGN-I Loaded

21 J ADR-J m SGN-J Unloaded
22 K ADR-K n SGN-K Loaded

23

24 Table 2: TAB_APPLI

25

26 The table TAB_APPLI comprises as many rows as there are

27 applications made available by the card, and for each row, five
28 columns. A first column defines an identification code I, J, K of

29 the application. A second column divines a storage address ADR-I,



22 supplying the card wth information that allows it to ensure that 23 it
Is dialoging with an authorized interlocutor. 24 The | oad conmand cont ai ns
a loading order, the code C of the 25 card, the code K of the application
and the nunber of bytes n of 26 information corresponding to this
application, which results in 27 the followi ng command format: 28 13 1 2
"Loadi ng Order Card C Appli K nunmber n 3 Once the conmand has been received
.by the card, the 4 operating system ofi2he card verifies whether the code C
sent is b5 actually the sane as that recorded in the systemdata area. If 6
not, tAPRCA| JADRLKI BEa2Biffl QE WRSSAULhLOapPLibLLYOhKia! ErsPeatl DR tHhe
|nfornat|on of the application is in fact 1ntended for this card; 8 the
oper at tagdsyat thivd chdumnrdefhnasraadsmbar oébbgtEABréﬁfhbeﬂtiﬁgtbhe

nment  d grea to detern19e whet her ,or pot this is _ 10 an initial

nage

Bad FRAPFARY S0 SR RPRRFLaBeaE nbhe coRp bt Ra 8 ROR n by FRNFER 6ALERG

a I|c [ t h 2 rder he, r eader
oPPL rRerohek a bignatubd BRhe’ APpfRSE chNEndta el def ERODPERE S0k ERLREL
i§ an appliaationd. CEEGU14te¢eua1nggaﬁyalgdrbﬁhmh&ndatﬂedEéﬁFSWNBSoﬁhEther

t?e n b tes c&n 15 be accommodated in its nmenory; if so, it calculates the
art 48 S3HTeRE 2aBREReEof Y- f FREt 21POELERP %sﬁét%§na93|?aﬁY@m?ﬁr%ﬁé117

| padi ng1 868 hhf tpretgrn n t nory"
F|naIIy,é%het%%rgﬂ?%d?%a?eg ?o ?R%Q$e£§é§§€ ﬁ|$g%%%££%g sendgﬁhe n bytes
08 t heaaypphetaicah, angongthMesuehpw@sn.QQA?C*§¢ﬁaﬂﬁe dliehoeadrivében sends

the n bgtes of the _application.
9 Shamir and Adelman); advantageously, however, it suffices to use

10 a simpler function, such as a hash function like MD5 or SHA, or a
11 function such as the "exclusive OR" since, within the framework
12 of the invention, the signature does not leave the card and is

13 therefore protected. Finally, a fifth column defines whether the
14 state of the application in question is "loaded" into the card or
15 "unloaded" into a data bank.

16 First, a card holder or an application provider wants to

17 load into the card a first application having an identification
18 code "K." The execution of a load command can be conditioned by a
19 successful authentication of the cardholder or application

20 provider. The authentication mechanism, which itself is well

21 known, consists, for the holder or application provider, of

22 supplying the card with information that allows it to ensure that
23 it is dialoging with an authorized interlocutor.

24 The load command contains a loading order, the code C of the
25 card, the code K of the application and the number of bytes n of
26 information corresponding to this application, which results in
27 the following command format:

28



21 Once the information of the application has been stored in 22
programmabl e nenory, the operating systemof the card calculates 23 the
signature "SG\-K' of this information. It then re-enters into 24 the table
TAB APPLI the application code K, the storage address. 25 ADR-K, the
number of bytes n, and the signature SGN-K. Once this 26 operation has
“been perfornmed, the "Load/ Unl oad" indicator is set 27 to "Loaded." The
.updating of the table TAB APPLI being 1f3 ni shed, 28 the operating system of
the card can then send a report, through 29 the reader, to the card hol der
or theapptricationm proyider, I Tmdirgatingthat—theHoading—of—the

appl i catherding Qederperfor r@ard L corr ¢ct| yApPAd Kabl e [TAB AREbért hen hlas
the follow ng structure 3456 7 8 Code of the Storage Nunber of
Signature of Load/Unl oad applicationaddressbytesthe information

KADR- KnSG\- RR68dEReTSpr@agd kag hepp| regeavedr BYngheocardir shevari ant, j ust

after LN 1 erati;ng _systemao e_card can start the
e&ecutggﬁggggggrgXFE%§ 8énF§?n8§EanFﬁé§éﬁﬁ|V%S%FSE ?ﬁfo?ﬁg?i%n?eFFe?? in
t be 13atehalbpt the ghmehasapRhkcabiepdedhis aalseﬁ?rst:eﬂoaatal grka.14¢
initialize the applicative information. For exanple, in the case

6 not, the card returns an error message to the network. If so, the
7 information of the application is in fact intended for this card;
8 the operating system of the card then reads the table TAB_APPLI
9 in the management data area to determine whether or not this is
10 an initial load. Initially, TAB APPLI does not contain
11 information on the application K; if that is not the case, the
12 card responds to the reader with the message "application already
13 loaded"; if it is the case, this is an initial load. The
14 operating system of the card determines whether the n bytes can
15 be accommodated in its memory; if so, it calculates the start
16 address "ADR-K" of a first block of n bytes available in the
- 17 loading area. If not, it returns the message "insufficient
18 memory". Finally, the card indicates to the reader that it can
19 send the n bytes of the application, using the response
20 "OK_Load". The reader then sends the n bytes of the application.
21 Once the information of the application has been stored in
22 programmable memory, the operating system of the card calculates
23 the signature "SGN-K" of this information. It then re-enters into
24 the table TAB_APPLI the application code K, the storage address
25 ADR-K, the number of bytes n, and the signature SGN-K. Once this
26 operation has been performed, the "Load/Unload" indicator is set
27 to "Loaded." The updating of the table TAB_APPLI being finished,
28 the operating system of the card can then send a report, through

29 the reader, to the card holder or the application provider,



15 of an electronic purse application, the first execution of the 16
program makes it possible to set the balance of the purse witten 17 into
the nenory at 0 francs. According to a second variant, the 18 executable
programis started when a first conmand is sent by the 19 reader to the
card, calling the application in question. Sinply 20 put, the execution
‘start address of the application is "ADR-K', 21 but it is possible to use
.an indirect addressing; the designated4 22 address is then, in a way that
is known in the mcroprocessor 23 field, the content of the nenory marked
[ADR- Kindi\@t o84t ehals the 134dEHGCHE | Ofle OEIEH BESat 25n THEs 16888 pSLRGSnLEE
card commands, specifying the type of 26 application; for exanple this
t¥pe ceprpectlyiedThet babhe TABSAPPLY biien hea$ | vize bfioblowing soruavdrei n
cordance with the 1SO 7816-3 28 standard; in this standard, this byte is
lled "CLA." The 15 1 operatlng systen1of the V|rtual menory of the card
Checka the—2—Tommamgs—tat—tig reader—sends—t—and—det-ernmres—the—eode of
the J Cpieichtthe co$fr—@8§mmdi Mjutivex hef qonsibigmatdhennfit |rkead/Tmlodhd |4
bl e ITAB PPLI,mhet % t he cqgde has beer MW|tten if that| is the 5 cgse,

t

the cadrFPREEFEICR hd ?ﬁ?%%lu n Rrteg | the Apfoymation | 6 the card

cannot[ run tge a lilc K; ondq by s an 1 error ssadge.

I% t he—eode ¢1:°p8"*§g§9p$*“ TFAE- %ig'!, ch va.u5£99 of tlhe M735¢ Linl dad"
dicator is then tested. If it is set on 9 "Loaded," the applicative

igformation is in fact presenipaiiel B TAG RpRgHamMMabl e nmenory of the card.
In that case, the operating 11 systemof the card passes control to a

p? ogram of the application 12 |ocated at the address ADR-K or [ADR-K]. W
wll see bel ow what 13 happens when the progranmabl e nenory of the card

Hdes not coﬁﬁ‘é\‘?’ﬁd“lgl FPe® abhF P& arITAAR o?‘h%x"tl%te’be"c%s@? ings Hhe eady

Pﬁgn 150 &4 £AP sy d Ok 68 £ US DONL AS SLUR & e CAE LN PR BEo C%P%L' cation
provi der mants his card to contain t |n ormation ol a Kecon

12 contained in the applicative 1nformatlon, i.e., in the

13 information of the application. This makes it possible to

14 initialize the applicative information. For example, in the case
15 of an electronic purse application, the first execution of the

16 program makes it possible to set the balance of the purse written
17 . into the memory at 0 francs. According to a second variant, the
18 executable program is started when a first command is sent by the
19 reader to the card, calling the application in question. Simply
20 put, the execution start address of the application is "ADR-K",
21 but it is possible to use an indirect addressing; the designated
22 address is then, in a way that is known in the microprocessor

23 field, the content of the memory marked [ADR-K] that contains the
24 execution address.

25 The reader sends the card commands, specifying the type of
26 application; for example, this type can be coded into the first
27 of the five bytes of a command, in accordance with the ISO 7816-3

28 standard; in this standard, this byte is called "CLA." The



18 application, for exanple marked "J". This is possible by loading 19 the
applicative information "J" into the programuabl e nenory of 20 the card.
Just as before, the card hol der or application provider 21 is
aut henticated by presenting a secret followed by the following 22 command
for | oading applicative information: 23 24 25 Loading order Card C Appli J
‘nunber m26 It is simlar to the preceding command related to the | oading
.of . 27 the application K; in this casg, the nunber of bytes of the 28
application is m 29 The operating systemof the card verifies the code C
and lofefLind1osyd 0ém O thé S¢iPt@LK REmdRPYS LS %A AP! Enddkd Nene
programmabl e nenory. Let us assune that the programmable nenory 3 cannot
physi cepnmandmt that t the tyeadencikendd dppind adetvermined orlnatdode cofisthé ut ed
the applicatfion K and the, application 5 J_ sinultaneously, but that it
b’ CRBFIEToten ST ESRR Ry Tog (e Chmmaaa Ahenr partedds (i the
appl | CAR 0D Jap HPLAIFhd (O Bnd Code R8I e Al Lede; SUERAMA NOs 1015
process for loading the 8 application J by neans of a specific command sent
tH t hecamadethe @ambdedmerunethelespp it oat K herfippt i tatason thd nd£s4, dat a
bank, 10 which will be considered as the virtual nenory of the card. This
19 unl 'R FRF D $300Y S R IRPbISAiRR &K F okt | xraRpoRd] Hey 19ending cari on
13 | t ' of .t ri [ f t.he 4 dat a
bhnice T3 Thrbangl TEESE e ALE ke P ARG o vl
cdir r erd £ cietiel, " Tideed Ayl daxdtt | MediddtsTei s othéapecedtddl OIf it is set on

9 "Loaded," the applicative information is in fact present in the
10 programmable memory of the card. In that case, the operating

11 system of the card passes control to a program of the application
12 located at the address ADR-K or [ADR-K]. We will see below what
13 happens when the programmable memory of the card does not contain
14 the applicative information, because it has already been

15 unloaded.

16 Let us now assume that the card holder or application

17 provider wants his card to contain the information of a second

18 application, for example marked "J". This is possible by loading
19 the applicative information "J" into the programmable memory of
20 the card. Just as before, the card holder or application provider
21 is authenticated by presenting a secret followed by the following
22 command for loading applicative information:

23

24 Loading order Card C Appli J number m

25

26 Tt is similar to the preceding command related to the loading of.
27 the application K; in this case, the number of bytes of the

28 application is m.

29 The operating system of the card verifies the code C and



16 this card. Because of the signature calculation perfornmed during 17 the
| oading, the card is assured of being able to control the 18 integrity and
the authenticity of its own information during a 19 subsequent rel oading.
Moreover, the fact that the signature 20 cal cul ati on has al ready been
performed during the initial load 21 optimzes the run tine of the | oad
‘command. The card sends the 22 card reader the follow ng command: 23 24
25 26 Order to unloadCard CAppli Knurdger nn bytes of to the

net wor ki nformati on 27 This comrand conprises, as the |oadi ng command, the
cpde GeexBchéstbhercend, fibecchlecK 6f hheyeep! i¢aliMw s oikerwyl oaded, and
29 the nunber of bytes n of information of the application; it also 17 1
conpr i Re’grammabhe chenopy - t hetcus aaesymeythat ofthe rpoogrwarmable 2némangmi t t ed

to the reader_at the,sane tine as the unl padi ng order. In the event that
tﬁe un?%%%?ﬁgp§¥s%ﬁ%l %p??%é?f%nggﬁcﬁvgnbﬁ°%%%ﬁ°ga??P%ﬁ°??lﬁ%s al ready been
execut peifosRat Bh EGAREIBLEEA, bP VhHE CLpPBKEStidn PRSSAE! End CaSHPESIUEN, | Y
resune the running of the 6 application at the point where 1t was

i it er rdipsul tanedunty . 7but okkati htt dan prograimathe appbigaofod he LArte or

agdded to, the n f byt es of %Régrnatign of , the application and unl oaded into
the 9 WAtORFPR atliP: B3Rk °© BAPREIFREIR K10the F_rPoLREPFRS tBhe ndi cat e
aydestiadePNehddenitfigrgi s nad 1ed OF e
Advantageousl?,gthetnefm%?ﬁpﬁgglgélgﬂ%a ﬁ?%%gﬁa.%%&?#Eéggés%%?ates each
cérd vapmlidetbor&slsy ahesdhe of 3a dfpec ik ddhahand S@eei b cahd Yréddended

for it. This makes it 14 possible to prevent the card fromhaving to store
this RAEReprdeqides; o yakerdi Bhe apRlicatiomds inte e damm kenk, bank

f%l tPWhich will be considered as the virtual memory of the card. This

11 unloading will release the memory space for loading the

12 application J.

13 The unloading then consists of transferring into one of the
14 data banks 23 through 25 of the network, intended specifically
15 for the current card, the applicative information specific to

16 this card. Because of the signature calculation performed during
17 the loading, the card is assured of being able to control the

18 integrity and the authenticity of its own information during a
19 subsequent reloading. Moreover, the fact that the signature

20 calculation has already been performed during the initial load
21 optimizes the run time of the load command. The card sends the
22 card reader the following command:

23

24 Order to unload Card C | Appli K | number n | n bytes of

25 to the network information

26

27 This command comprises, as the loading command, the code C
28 of the card, the code K of the application to be unloaded, and

29 the number of bytes n of information of the application; it also



16 information unl oaded fromthe sane card. 17 The reader receives the
command, but recognizes that it is 18 intended for the network: it then
sends it to the data bank to 19 which it is addressed. If the network has
several data banks, the 20 choice can be made as a function of the code C
of the card. The 21 data bank receives the n bytes of applicative
‘“information and 22 returns to the card, via the reader, an acknow edgenent
.of 23 successful reception indicatingaahhat the storage has actually 24

t aken place. The card then nodifies the table TAB _APPLI by 25 setting the
Lpad/ Usbmpdikadi eRbOEocheentBl 88deHese THEMEEADRY 80268 iRBoPREHPLRI UP tO
that tinme by the applicative information of the 27 application K becones
a¥ai | apFansmittegetat tba reapdpsasdknghehsamegtimel agathenudlcadingen resune

apd th ard sen the reader.a,. 29 ¢ nd to_resune the | oadin r ocess;
tEe Ioéﬁﬁﬁﬁ'o%%rgﬁ?oﬁanEBQEaFa%gg B?gggg?ﬂga°ﬁ@§ﬁ?h%?piéc?ﬁéﬂ?iSﬁguFﬁ t hat
of K #hHen2paperaki 08 Rust 8MrehayBeEAr 8xdehieed] NESn et SIRESPR. IR ESS
ADR-J 3 of the mbytes of the application J and indicates to t%e reader 4
t Bbr ougkhichewakge itkpbeadblehsiv subsequerhliyt hesumbytke phinnfngppti ehei ve

igfornatign. 6, The reader sends fhe mbytes of applicative information that
7%are RPPLLEATLPHr BFNGRG: PPABCaHRPESSIE AMRE JinteRERPERR. | AP orhBREBEN 8 Of
the applibeali PR dnbS ' r e t rafti system
of the card calchgtggggggﬁghg%grggéggy?gkb§ﬂ§2€£%%ff%?ngﬁggg géyg Sg¥aphic
cél culbytea afi hgfobkmaképnSYAPEha lapphithyiohhendpenbbadgd systenthedat es
the table TAB APPL] by 12 witing the code J, the values ADR-J, m and

SEN- J, BaRHoEldak cthe 1 8apRe tirgaF URRB a2t ERB: cat or, setting it to "Loaded."
fhe 14 operati ap,t bey; h - Lhdicati 15
TBat the o i RAIsBHLE"ES) PEALPERE 4 RLLERRRE By PRRRL EIGEMAREY (hen
bas t hfofml| bbwangev@brksaddress. Advantageously, the network has a

12 mapping table that associates each card with the address of the
13 data bank that is specifically intended for it. This makes it

14 possible to prevent the card from having to store this address or
15 this identifier, and to gather in the same data bank all the

16 information unloaded from the same card.

17 The reader receives the command, but recognizes that it is
18 intended for the network: it then sends it to the data bank to

19 which it is addressed. If the network has several data banks, the
20 choice can be made as a function of the code C of the card. The
21 data bank receives the n bytes of applicative information and

22 returns to the card, via the reader, an acknowledgement of

23 successful reception indicating that the storage has actually

24 taken place. The card then modifies the table TAB APPLI by

25 setting the Load/Unload indicator to "Unloaded." The memory space
26 occupied up to that time by the applicative information of the

27 application K becomes available. The operation for loading the

28 application J can then resume and the card sends the reader a

29 command to resume the loading process; the loading operation




17 Code of the Storage Nunber of Signature Load/ Unl oad

appl i cati onaddr esshyt esof the data KADR- KnSG\ KuUnl oaded JADR- JnSG\- JLoaded
Tabl e 4: TAB APPLI 25 Once the updating of the table TAB APPLI is finished,
the 26 operating systemof the card than then start the application J in
27 the sane way that it started the application K and the card 28 executes
"the run command sent to it by the reader. 19 1 If the card hol der or
.application provider connects his card8 2 to a reader and wants to run the
application K again, the 3 operating systemof the card anal yzes the

cbnt entsked phacéabhea wWayAthdPPid idenieieilri e viet hef K hishapplication is
accessible 5 with this card. In the present case, the application Kis 6
récor deReFAtIng aypiem pfit the faxd dereTmiReRIcthe i trTage mddpess ARndt her

overat ho By APHRETOE Lxpd fepLlenClth 1f S B dRod O By Jofien

0gCupi ehrsudit £SmeBsaGEVI YK CESade tiplett ddh igdnd tice IRMByRéddoavail abl e
menory. As assumed above, the 11 response to this test is negative. The
oper at *PRLEGaELYiet Heforpagiendes to unl oad the current application J in
order to be.abl 3.to reload th lication K. 14 The command, sgnt by
t%e card, ?%ﬁeu% %é fngeﬁg?ngget%gbﬁﬁ%%rﬁavﬁﬁé?*%ﬁtﬁfﬁlﬁnfbrma fon “that
7 are written starting at the address "ADR-J." Once the information

8 of the application J is stored in programmable memory, the
9 operating system of the card calculates a signature for it by
10 performing a cryptographic calculation using the key SWAP.

11 Finally, the operating system updates the table TAB APPLI by

12 writing the code J, the values ADR-J, m and SGN-J, and updates
13 the "Load/Unload" indicator, setting it to "Loaded." The

14 operating system can then send the reader a report indicating
15 that the loading has been correctly performed.

16 The table TAB_APPLI then has the following values:

17

18 Code of the Storage Number of Signature Load/Unload
19 application address bytes of the data

20 K ADR-K n SGN-K Unloaded
21 J ADR-J m SGN-J Loaded

22

23 Table 4: TAB_APPLI

24

25 Once the updating of the table TAB APPLI is finished, the
26 operating system of the card than then start the application J in
27 the same way that it started the application K and the card

28 executes the run command sent to it by the reader.



18 19 Order to unloadCard CAppli Jnunber mm bytes of into the

net wor ki nf ormati on 20 Once the operation has been perfornmed, the indicator

of the 21 loading of the application J into TAB APPLI is set to the 22

"Unl oaded"” position. The nenory space now being available, the 23

operating system sends the reader a conmand to reload the 24 application K

“fromthe network. This command has the followng... 25 format: 26 27 28

.Order to reloadCard CAppli Knunmber n figomthe network 20 1 The reader

receives the command and sends it to the data 2 bank associated with the

card C. TherflaiRe bagkd t Het abRSot NepP1 i O Of SR A%, et NEoLRE L £ HELOLYES the

command and searches in 4 the file of this card for the n bytes o

adppl i cae i ¥ereader nand owans r ed atuwv ethe dgEl bt iamatk cagddn, Thehelat a bank

gener at es thﬁ?G fol| ow ng nessage which is the response to the card' s | ast

7 ComEREEAting FELETRce | Che [CHE MARHYIRF (1he CAUERREE (9 Shadeble Card
Appl 4 r f ' 3 can

vhr Ty ARTEERE R SegtbRed A R ORI 2B Aed iR illY

i Blent iwhthtchis hosed of It heheinpoegémy cxsapnths epp et inis|gy.id f t hey

mat ch, 14 the_command continues with the reception of the n bytes of data,

18 whi Bpcardedy 12t BABRARRET ngbuk ithdragidhean wipresdedtintnche e twprk.

7 Another application is in memory, i.e., J, and it occupies m

8 bytes. The operating system then tests to see whether the

9 application K, which occupies n bytes in memory can be loaded
10 into the remaining available memory. As assumed above, the
11 regponse to this test is negative. The operating system then
12 decides to unload the current application J in order to be able
13 to reload the application K.

14 The command, sent by the card, for unloading J into the
15 network is:
16

17 Order to unload Card C | Appli J | number m | m bytes of
18 into the network information
19
20 Once the operation has been performed, the indicator of the
21 loading of the application J into TAB_APPLI is set to the
22 "Unloaded" position. The memory space now being available, the
23 operating system sends the reader a command to reload the
24 application K from the network. This command has the following ..
25 format:
26
27 Order to reload Card C Appli K number n

28 from the network




16 area, this address being read for this purpose by the operating 17
systemin the table TAB APPLI or retrieved fromrel oaded context 18
information. At the sane tine, the operating systemcalculates 19 the
signature of the n bytes witten through a cryptographic 20 cal cul ation
usi ng the value of the key SWAP. The recalculated 21 signature is then
‘conpared to the value witten into the table 22 TAB APPLI. If the data
received fromthe network is not identidgcal 23 to that previously unl oaded,
the two signature values will not be 24 equal. There is therefore a doubt
ag to the aghbepbhabkyrotePebNtRE bbim@hal H8ai SEREHRIE 0D £RE Y8 The
| oaded information 26 cannot be processed. The card sends the reader an
ePror henkagesoofatedi withnghancardofeolse réaeptbamk othatfbagathen during
the lagt . 28 Lgading ggeratign and the inpossibility of running the 29
agpl i cAPFORRRELPReObpEPEt FARISGsFEAPLDRS Hhe cofmend ard eearqhemdivator to
the "l grded]1p0sEt ERDs Lhr8CEESSERY . nibytBY SF aS5p1 Lol DA, EOM EOLS, 0 o NE
application K 3 If, on the other hand,” the two signature values are equal,
45t he relathvei bp thecappliidationokr etipendata Wit généhﬂtﬁsaﬁ@éiﬁatlon K
evi oys | paded into the ¢card, Once these checks 6 are done, the
géerat¥ﬂ£¥gvg?%ﬁ?ﬁ?s?ﬂ%'cﬂ?ﬂcﬁpﬂﬁtﬁgetﬁ%sﬁ%%ﬁ% to Thipe ppaxd' pylagkting the

VTR e T 1 2 A o Ve MR T R B T

8

9 Card C Appli K number n n bytes of data

10
11 The operating system of the card can verify whether the

12 codes C, K and the value n received are in fact identical to
13 those of the unloading command sent previously. If they match,
14 the command continues with the reception of the n bytes of data,
15 which are written starting at the address ADR-K into the loading
16 area, this address being read for this purpose by the operating
17 system in the table TAB APPLI or retrieved from reloaded context
18 information. At the same time, the operating system calculates
19 the signature of the n bytes written through a cryptographic
20 calculation using the value of the key SWAP. The recalculated
21 signature is then compared to the value written into the table
22 TAB_APPLI. If the data received from the network is not identical
23 to that previously unloaded, the two signature values will not be
24 equal. There is therefore a doubt as to the authenticity or
25 integrity of the information received. The loaded information
26 cannot be processed. The card sends the reader an error message
27 indicating an erroneous reception of information during the last
28 loading operation, and the impossibility of running the

29 application K; the operating system does not set the load



Code of the Storage nunber of Signature Load/ Unl oad

appl i cati onaddr essbhyt esof the data KADR KnSG\ KLoaded JADR JMSG\- Kunl oaded
Table 5: TAB APPLI 17 18 Once the update of the table TAB APPLI is
finished, the 19 operating systemstarts the application K as before, and

‘the card 20 can execute the |ast applicative type command sent by the

-

r eader . 21 As descri bed above, when the card receives a cormand to | oad

.22 an application not currently storegj the operating systemof the 23

card tests the avail able space in nenory. If there is enough 24 space, the

| padi ngng@Baberdesethit hoghauah opdiNgibhe 8BPhEEaEELPY, 2..5.tC1H£¥eQ£'L¥ei n
menory. There are then two applications 1n the card. " 26 The table TAB

APPL| therepnkenhasofhtheoapphingtéonfkguration: 27 22 1 2 3 45 6 7 Code
Og the Stor%?? Qg”@ﬁg 8Lh§Lgﬁgggrethe two signature values are equal,

4 the information received does correspond to that of the

5 application K previously loaded into the card. Once these checks
6 are done, the operating system of the card updates the table

7 TAB_APPLI by setting the loading indicator of the application K

8 to the "Loaded" position.

)
10 The table TAB APPLI then has the following values:
11 Code of the Storage number of Signature Load/Unload
12 application address bytes of the data

13 K ADR K n SGN-K Loaded

14 J ADR J m SGN-K Unloaded

15
16 Table 5: TAB APPLI
17

18 Once the update of the table TAB APPLI is finished, the

19 operating system starts the application K as before, and the card
20 can execute the last applicative type command sent by the reader.
21 As described above, when the card receives a command to load
22 an application not currently stored, the operating system of the
23 card tests the available space in memory. If there is enough

24 space, the loading can be done without unloading the application
25 currently in memory. There are then two applications in the card.
26 The table TAB_APPLI therefore has the following configuration:

27



Load/ Unl oad applicati onaddressbytesof the data KADR- KnSG\- KLoaded
| ADR-1 1SG\- | Loaded JADR- JIMSGN- JUnl oaded Table 6: TAB APPLI 8 9 In this
exanple, two applications | and K coexist in the 10 card; they are directly
executable. Athird application J is 11 accessible by neans of this card,
but it nust be reloaded from 12 the network. The nonvolatile nenories of
‘the card contain the 13 following information: 23 12 3456 7 8 9 10 11
12 13 14 ADR-KADR-1 Program of thePraagram of the application Kapplication
| Avail able Data of theData of the

1 Code of the Storage number of Signature Load/Unload
2 application address bytes of the data

3 K ADR-K n SGN-K Loaded

4 I ADR-TI 1l SGN-I Loaded

5 J ADR-J m SGN-J Unloaded
6

7 Table 6: TAB APPLI

8

9 In this example, two applications I and K coexist in the
10 card; they are directly executable. A third application J is
11 accessible by means of this card, but it must be reloaded from
12 the network. The nonvolatile memories of the card contain the
13 following information:



application Kapplication | Managenentdata (key SWAP, TAB APPLI, etc.)
System data (code C, etc.) Operating systemof the virtual nmenory (ROM

Basi c

operating system (ROM 15 Table 7 16 17 This table corresponds to

.the above-nentioned Table 1, in 18 which the | oading area breaks down as
follows: it is clear that 19 the area for |oading the applicative
“information conprises three 20 sub-areas: an area receiving the
information of the application 21 K 2an area receiving the information of
the application I, and a 22 residual available area whose size is |less

ihvent i onABBnKbe better underst
eratin

|'oad or punl oa

uwnl oaded| i nt gpphecaeivark, to (28 agglisatiwn appl| cative information

unl oaded| into and received 24 1 fromthe network py conparing the

s% gnaturfes, and to start 2 applications | oaded int o Avaikahbey. The

t han in. LZS I'n |Ight O ThI'sS eXa Hgle the Ccharacteristics or the 24

The card is equipped wth a- 25 m ni num

sy§%g§%%ﬂag empegs it poe;g 4{;} e the 26 nenory spate, to

i cations, tq sign app ifcative information {o be

signaturie nakgs ssi bl e tlo t he fapplicative information
stored i theB aga dgg Egg??mk has bee %\ﬁ%q's}f? | oaded into this card|{ The

reader 5[ is gﬁﬂlpagdlﬁhtﬁ a prcgngg#igﬁagﬁﬁpgplzes the commands for|6

unl oadi ng—afrd—retoadtng—the—card—antd—rreans—For—transttrg—these—~r
cbnmands| to t he ridéamagémert ndaty, (kémaSWREWHTABEAEmpEppedijth 8 dat g
banks, t[he menory o I C anks can be consi 5i on of
the programmabl e nenory of the cafyetem data

9 (code C, etec.)
10 Operating system of the virtual memory

11 (ROM)

12 Basic operating system

13 (ROM)

14

15 Table 7

16

17 This table corresponds to the above-mentioned Table 1, in
18 which the loading area breaks down as follows: it is clear that
19 the area for loading the applicative information comprises three
20 sub-areas: an area receiving the information of the application
21 K, an area receiving the information of the application I, and a
22 residual available area whose size is less than m.

23 In light of this example, the characteristics of the

24 invention can be better understood. The card is equipped with a
25 minimum operating system that makea it possible to manage the

26 memory space, to load or unlocad applications, to sign the

27 applicative information to be unloaded into the network, to

28 verify the applicative information unloaded into and received



10 As seen in the preanble, the witing of routines intothe 112
programmabl e nenory in order to nodify the running of the program 12 in
ROM can only be done by persons who know this program The 13 junps to
‘these routines and their returns into the programin ROM 14 require
preci se knowl edge of the addresses, the input and output 15 paraneters of
"these routines, the utilization ratio of the 16 working nenory, etc. The
.present invention solves this problem2ay 17 avoiding using these routines,
and consequently revealing the 18 specifications of these routines while
al | ow figorh hehé Unatweref by 18oRpaRLiRYStREPEL R4 t@RSs, Taed 20| s€aL¢ Ve prograns
are executed 20 using the programin ROMas little as possible. The
desi gneppbicabionsi topdedr inteahhe mienary. t Bee enigyapereatmakes citt ai n
sp-called .22 el enenta utipes:_receiving bytes, sending bytes, witing
553 Bt B e S TobT RN nbRrE FER oS EEeg P taftnEl Gl Bretnd e cthe 3%
fArst 4404 WENRMha® béER HPRUGDLLETY COHSAEL Sidto CORLYPELRY. Be lPEader
applicative information in order to protect it during its 26 various
t5ansf s sed¢peipped vhthi af progtannthabcessogmyidesi ctlee dmmamb@sndes-t 0 recei ve
agplicatioqgiésuch as the card 21 or the 28 termnal 22 of Fig. 1) and the
n®t wor 21 oM r3Rd FRLPRALRG, the c3%d AR HRARS el % transpit Eingd t Bhefal
22. 25 h&S [ | en i .on t L Ol i I 2 of
the apotmiatadito bRl SELWAEIELIBLLYY C6s BESADC ' I8 Lobbof BEEh 2.2
hel d byatcbamitsa) nehé anepd g e6E i Wi 6lie Vb Ak £inchazi Nee 4c Pl dErédd Ofo & VaKer
| ocated in the network; in the event that 5 the information processing
devi cee¥kensten dof the rpraerampRkl acgrengrk oty the ¢axdc key.

vant ageougl y c i | LS r d 7. wih a. . specific
g?versifieggie§eo thﬁggéfﬁgééﬁﬁéébaggﬁ %%%ﬁ%ﬁﬁi%gﬁ%%ﬁééfglvﬁ?%?f?%ﬁ
TDONSt | privgeatiyalsl 6 peehdie PArorReLr tOTmbdLeY €| 101104, of OFh& XEFRLam t S
code Kor its storage address ADR-K 10 in the programmuabl e nenory. This
e ver si®n i ROM cean enky e ddeme the pansons|whaAmowrthis mregran helloper at i ng

fySten}&ﬁggeégléﬂéggtééggfnes and their returns into the program in ROM

14 require precise knowledge of the addresses, the input and output

15 parameters of these routines, the utilization ratio of the

16 working memory, etc. The present invention soclves this problem by
.17 avoiding using these routines, and consequently revealing the

18 specifications of these routines while allowing the running of

19 numerous applications. The applicative programs are executed

20 using the program in ROM as little as possible. The designer of

21 this program can indicate the entry points to certain so-called

22 elementary routines: receiving bytes, sending bytes, writing n

23 bytes into programmable memory, cryptographic calculation, etc.

24 A first improvement of the invention consists of encrypting

25 the applicative information in order to protect it during its

26 various transfers between the information processing device

27 intended to receive applications (such as the card 21 or the

28 terminal 22 of Fig. 1) and the network, and during their storage

29 outside the card 21 or the terminal 22.



12 it during | oad/unl oad commands. 13 During the initial |oad of the
application by the 14 application provider into the information processing
device 21 or 15 22, this provider calculates the diversified key
associated with 16 this application and encrypts the application using the
| atter 17 before sending it into the network; upon reception, the 18
“information processing device calculates the diversified key 19 associ ated
mth this application and decrypts it 29th this key 20 before storing it
in the | oading area of the progranmable nmenory. 21 A second encryption of
the applicahi porsel appsitaribe bRadPptLenapdlapbaads préf phiedaby1bde
I nformati on processing device 21, 23 22. During an unloadi ng of the
a%plicgtibhebgpphécahggnnbyien apppioabiennprovider 2id @fes cacbaata bank,
the application i i n 5 encrypted by this device. The encryption key
(Bed” SREEFAE BPv pBeLdEhE 108 (BE TRt o TP AT SORLEY RRELP AT RE Wi th any
I@terIQgﬂipeatgzn%P@h&@@nl&,este&puceﬁe%ee&aykdein £ ”%Ttéﬁé phieh key
28 generated by the information processing device is suita since 29 it
i $ t hi sheleimfermahtiohhpsodesstrgallenitcet hatawtatdpel tornedder 28ods not

subsequent dechégtlon 2 Advant ageously, the card can use the method
d®scri ﬁwb ® B8 3C gheYimeAt VRt Ag80weYY p 782Ck nAPRb} @R Eiem Mm|%%0¥xpteﬂ

pjovi dgy p&p&8§§%£0§163§y£fﬂgdtstaaﬂ gﬁ%&'%Xoﬁ“Qh ﬂéf@{étﬂe f ﬁ
encrypted nessage e encryption descr ove es It pos e to

p8 evenfrom ap@iveaﬁiﬁﬁarnéanaaitﬂnearbp1bespgcﬂf£cqyeradebyraoﬂaﬁker and 8
prevents the fraudul ent copying, of the applicative prograns. 9 In addition

t® t heRRhheRbEoResEPF bR ERLG ittt cpde pgs%¥b+E5 48o¥adprafdaess WPR-K

di t f i cat d d
P ChEng PERO Ry SO HBAG Y ° 181 £ 0  Pord BRE: 0% 16 Cafred SERTERS
LDMangabDé BABSAPDLAPHLI €RA L OPBe COPELSting f HYstOR £ deasily retrieve

12 it during load/unload commands.

13 During the initial load of the application by the

14 application provider into the information processing device 21 or
15 22, this provider calculates the diversified key associated with

16 this application and encrypts the application using the latter

17 before sending it into the network; upon reception, the

18 information processing device calculates the diversified key

19 associated with this application and decrypts it with this key

20 before storing it in the loading area of the programmable memory.
21 A second encryption of the application relates to the loads

22 and unloads performed by the information processing device 21,

23 22. During an unloading of the application by the information

24 processing device 21, 22 to a data bank, the application is again

25 encrypted by this device. The encryption key used should not be

26 shared by the information processing device with any interlocutor
27 other than the application provider, no matter which key
28 generated by the information processing device is suitable, since

29 it is this device, and this device alone, that will perform the



14 holder or the application provider, of sending the card a conmand 15
i ntended to delete the applications that are no | onger used; its 16 fornat
is the following: 17 18 19 20 ApplicationCard CAppli Knunber n erasure
order 21 it conprises an application erasure order, the code C of the card
22 in question, the code K of the application, and possibly the 23 nunber n
“of bytes of information of the application. If the 24 application in
.question is loaded into the card, thezgperating... 25 systemof the card
frees up the nenory space reserved up to now 26 for the application K. If,
of thesggbg&ugﬁedde&bgﬁapghLcation K 27 has been unl oaded into a data
bank, the card sends the latter an 28 erasure order that has the sane
farmat as thévanbagbouelyli hhel gard2@apneset tiee enashiod desieribed bgethe

carried out he operatipng stem 27 .1 erases the row of the {able TAB
a1 “fefiment, BstRra” 3090pTc o ERa obdeshasE oy T CRrBERY ST r ¢ he
pgesengeoe&sapebfcaﬁbeeingnthé LBEnEREdo £8P LRkeihvOqfi tfepeniyforms. The
first Tormof the 5 command all ows the card hol der or application provider

tB askenhbeypbedamessaget has a particular application; its format is the 7

following: 8 9 10 11 der. to ¢heck for theCard | i Knunber n presence
of appligatTBﬁsencrYPtgLn descrgbed above makes iéjgggsible to pregent

7 applicative information from being discovered by a hacker, and

8 prevents the fraudulent copying of the applicative programs.

9 In addition to the commands described above, it is possible
10 to provide two additional commands: a command for erasing
11 applications and a command for checking for the presence of
12 applications on the card.
13 The command for erasing applications consists, for the card
14 holder or the application provider, of sending the card a command
15 intended to delete the applications that are no longer used; its
16 format is the following:
17

18 Application Card C Appli K number n

19 erasure order
20
21 It comprises an application erasure order, the code C of the card
22 in question, the code K of the application, and possibly the
23 number n of bytes of information of the application. If the
24 application in question is loaded into the card, the operating..
25 system of the card frees up the memory space reserved up to now
26 for the application K. If, on the other hand, the application K
27 has been unloaded into a data bank, the card sends the latter an
28 erasure order that has the same format as the one above. Finally,

29 once the erasure order has been carried out, the operating system



12 it conprises an order to check for the presence of applications, 13 the
code C of the card in question, the code K of the 14 application, and
possi bly the nunmber n of bytes of information of 15 the application. 16
_The second formof the command allows the card holder or 17 application
provider to ask the card for all of the rows of its 18 table TAB_APPLI
“except of course for the signatures and possibly 19 the nunber n of bytes
.and the load indicator. The format of 2he 20 command is the follow ng: 21
22 23 Order to check for the presence of applications Card C 24 A second
| pr OVeF@aés Othé NEow NYENEREON LS I BAS XSpIPtrha dfrdd Nchidie unl oadi ng of
an application to the network until iT 26 is necessary. If, at the nonent
the nempplieatiome rel eased, the 27 |oaded application has not been

dified th t . 28_h th I tive information
0 Ith:§ agp %a%?’g’fe’ian tE‘?E %%eg]{"’?%tf?i’gi'élé%g‘?%aﬁm%‘ifﬁp%égaaﬁéﬁv’scé?ﬁ?ﬂwrlfon

The obigstcfqtdn LaRECORY A{PEOVEIRHoims | Orie O L5t OEd AP éxﬂecr?@m?
applicative 3 information values several tinmes in the network. 4 To
i Brpl eneotmad sal howsvehentard the Edewe oes sspyl 1aa tiiosh fyrdiiedes takdsk Tk

APPLI; here,is,the new structure: 6 7 8 9 Code of
theSt FaFRnbfbkt M PR BRH M FPRELCaliAn 1 ok b9 ERIdats Sl dihe

theUnl pagi Lon, byt esi nformati on

8

9 Order to check for the Card C Appli K number n

10 presence of applications

11

12 It comprises an order to check for the presence of applications,
13 the code C of the card in question, the code K of the

14 application, and possibly the number n of bytes of information of
15 the application.

16 The second form of the command allows the card holder or

17 application provider to ask the card for all of the rows of its
18 table TAB APPLI, except of course for the signatures and possibly
19 the number n of bytes and the load indicator. The format of the
20 command is the following:

21

22 Order to check for the presence of applications Card C

23

24 A second improvement of the invention consists of not

25 starting the unloading of an application to the network until it
26 is necessary. If, at the moment the memory must be released, the
27 loaded application has not been modified and the network already

28 has the same applicative information of this application, it is



KADR- KnSG\- KLoaded/ YES/ NO Unl oaded Tabl e 8: TAB APPLI
been added to the table,

"Modi fication"

load of an application,
I S necessary to
“the.network in order to 18 rel ease the correspondi ng nenory space.
19 a command to relygad fromthe network,

indicates that it

.ot her hand, after
is set to 20 "No";

whi ch cont ai ns
that can have two val ues:
t he i ndi cator

Yes
16 is set to "Yes";
17 unload the applicative information to

13 A sixth colum has
14 an i ndi cator naned
15 or No. During the initial

t his val ue

On the
t he i ndi cator

this value indicates that the applicative information

21 Stopse h8cE QQH?"”Eg

(card 21 or termna
dat a baatond thproeemenk.idstboagobd sterimgli €lé osam@lapehbiacieé "No," the

operatin

bhﬁw&&“wil ?f ih

2 of Fig.

system of the information 25

ErhiLioTn e hIEE

are |

"0 o' the

processi ng devi ce does not execute a

comantFeFhi SR dYAGueReseveTrabpFiBes | Uh; the ReEWPTKksets the | oading

igdicator tfotbﬁgfgménéL@L

I N nmenor

take its 2 plac

I's no | onger exact;

S i

cat or

0 1hal.aooihey
s 56t o " ves”
appl i ceabye TABOAPBLIPNhéfe NDEi thethew OfcLGMERELY, the signature

daen

G

4 val ue

it must be recal culated during the 5 unloading. 6 This

nddi fication can occur in at |east two cases. The first 7 case is an
updat e—ef—the—appteati-ve—program—either—inorder to 8 add to its
per f orjnesde bF €| NUStpd ¢ FRisYYY | f 8ighheaseor | L8ad/Cor riegbafs Peobl en
The sgcond case ocqurs frequently when, in the {10 progranmabl e nenory |of
tBe infaw@phicabion qcraddrens gevi 2]l opf1the2 daPmlaad mi|xedomith the
applidation program For ex l.e, aph,_12 el ectronic purse lapplication
si mul tlaneously contlai ns hot NEEs) o AREPFRAEIPR, managi ng ldebits and
cgeditls and gata sychyge g he 14, bal pncegal kh each uhbhlzati ¢gg /&bi s vl ue
generdl |y changes, |and

Unloaded
10
11 Table 8: TAB APPLI
12
13 A sixth column has been added to the table, which contains
14 an indicator named "Modification" that can have two values: Yes
15 or No. During the initial load of an application, the indicator
16 is set to "Yes"; this value indicates that it is necessary to
17 unload the applicative information to the network in order to
18 release the corresponding memory space. On the other hand, after
19 a command to reload from the network, the indicator is set to
20 "No"; this value indicates that the applicative information
21 stored in programmable memory of the information processing
22 device (card 21 or terminal 22 of Fig. 1) are identical to those
23 stored in the data bank of the network. As long as the indicator
24 remains at "No," the operating system of the information
25 processing device does not execute a command for unloading the
26 application; it simply sets the loading indicator to the



15 therefore the indicator "Mddification" is nearly always in the 16 "Yes "
position. 17 The latter exanple leads to a third inprovement of the 18
present invention. It is clear that in the applicative 19 information, the
execut abl e program and the applicative data 20 val ues capabl e of evol ving
often exi st sinultaneously. The neans 21 described in the third
“inpr.ovenent described bel ow actually nake 22 it possible to separate the
-two types of information. The 23 infogpgation processing device then chooses
to unload to the 24 netmork only the |nfornation it has actually nodified.

211::’ In r?]ﬁéaégd'a ; : On 0 t%&ié’ A tllclat:l;o%. nva%?(sﬁsqaa}cr%f. 26 to

| Nprove e orgam za € nonvo a I| nmenori es, can be

B agr sk | in thénd B | oM A vddca tdr i setd th 6 ved Wheh Ihe 16 17 Program
of the application (programmable nenory) Changing data, Changlng data, Data

o t heappligrtivigcipkormation is modified; consequently, the signature

4 value is no longer exact; it must be recalculated during the

5 unloading.

6 This modification can occur in at least two cases. The first
7 case is an update of the applicative program, either in order to
8 add to its performance by adding supplementary functions or to

9 correct a problem. The second case occurs frequently when, in the
10 programmable memory of the information processing device 21 or

11 22, data are mixed with the application program. For example, an
12 electronic purse application simultanecusly contains both the

13 software for managing debits and credits and data such as the

14 balance. With each utilization, this value generally changes, and
15 therefore the indicator "Modification" is nearly always in the

16 "Yes " position.

17 The latter example leads to a third improvement of the

18 present invention. It is clear that in the applicative

19 information, the executable program and the applicative data
20 values capable of evolving often exist simultaneously. The means
21 described in the third improvement described below actually make
22 it possible to separate the two types of information. The
23 information processing device then chooses to unload to the
24 network only the information it has actually modified.
25 In order to achieve this third improvement, it is necessary
26 to improve the organization of the nonvolatile memories, which

27 can be diagrammed in the following way:



application Managenent data (key SWAP, TAB APPLI, etc.) in programmmable
menory Systemtype data in progranmable nenory (code C, etc.) QOperating
system of the virtual nmenory (ROV) Basic operating system (ROV) Table 9 18
.19 Table 9 differs from Table 1 above by the structure of its 20 |oading
area of the programmabl e nenory, which appears as 21 follows: 22 - a bl ock
‘related to the application as such and conprising two 23 sub-bl ocks of
.information: 24 - a block related to 8be executable programof the 25
application, marked "programof the application”; 26 - a block related to
t he changfmg—(mnon-executabte) datja of 27 the application, marked "data of
the applifati 8mograg ofathertai n [nunmber of changi ng (non-executabl e) data
ocks 311 corres ondEn to part]i cul ar executions of the executable
g*ogranl 2 the8BP gx@@u 8ns will| hereinafter be called "sequences." By 3

aefini tiopn,(pkbgrdamandle deldy§nde is tenporary, i.e., it is used 4 only

duri ng t hps—seguence—and—mot—duri-re—previots—or—stbseguent—5S—segyences.
His is what distinguishes themffromthe above 6 pentioned "data of| the
applicatipn,” which are used durijng all 7 the sepguences. In Table |9, two
Bta bl ocks of sequences are 8 re harging d%ﬁ?JedChéﬁaﬁggnSa&ata, sequence
§ andehenging S, gk 3euance Zeudharle of phesgndalberent (bl ocks
7 application
8 Management data (key SWAP, TAB APPLI, etc.)
9 in programmable memory
10 System type data in programmable memory
11 (code C, etc.)
12 Operating system of the virtual memory
13 (ROM)
14 Basic operating system
15 (ROM)
16
17 Table 9
18
19 Table 9 differs from Table 1 above by the structure of its
20 loading area of the programmable memory, which appears as
21 follows:
22 - a block related to the application as such and comprising two
23 sub-blocks of information:
24 - a block related to the executable program of the
25 application, marked "program of the application";
26 - a block related to the changing (non-executable) data of
27 the application, marked "data of the application";

28 - a certain number of changing (non-executable) data blocks




11 In order to achieve this third inprovenent, the table 12 TAB APPLI is
nodified; it has the follow ng structure: 13 14 15 16 17 18 19 20 21
22 Information related tolnformation related to the executabl e program
andt he changi ng data of Applicatito the data of the applicationthe
sequences marked "i" oncode/ st orasi gnat LoadedSt or asi gnat ur Loaded

" Sequencegenunber ur e/ gonunmber e/ nunber addr eof Unl oadaddr eof Unl oad

ssbyt esedasbyt esed P/ 1ADR- p- codSG\- p- SGN- dat -

Cod- cod- LoadedADR- dat P/ 1Loaded PPDat- P/ 1 P/ 2ADR- p- codSG\- p- SG\- dat -

Cad- codokpaspdABingatBb/ phetded1RPDakect2ods 16BERtheCafeEitabSE\pE8ram;
Cod- cod- LoadedADR- dat J/ 1Loaded JJDat- J/1 32

2 these executions will hereinafter be called "sequences." By
3 definition, the data of a sequence is temporary, i.e., it is used
4 only during this sequence, and not during previous or subsequent
5 sequences. This is what distinguishes them from the above-
6 mentioned "data of the application," which are used during all
7 the sequences. In Table 9, two data blocks of sequences are
8 represented, called "changing data, sequence 1" and "changing
9 data, sequence 2." The role of these different blocks of
10 information will be explained in the example below.
11 In order to achieve this third improvement, the table
12 TAB_APPLI is modified; it has the following structure:
13
14 Information related to Information related to
15 the executable program and the changing data of
16 Applicati to tha data of the application the sequences marked "i"
17 oncode/ stora signat | Loaded | Stora signatur | Loaded
18 Sequence | 4o number | ure / ge number | e /
19 number addre | of Unload | addre | of Unload
ss bytes ed ss bytes ad
20 P/1 ADR- p~cod SGN- p- SGN-dat-~
Cod- cod- Loaded | ADR- dat P/1 Loaded
P P Dat-
P/1
21 P/2 ADR- p-cod SGN- p- SGN-dat-
Cod- cod- Loaded | ADR- dat P/2 Loadead
P P Dat- -
P/2
22 J/1 ADR- j-cod SGN- j- SGN-dat-
Cod- cod- Loaded | ADR- dat J/1 Loaded
J J Dat-
J/1




1 2 3 J/2ADR-j -codSG\-j - SGN- dat - Unl oad Cod- cod- LoadedADR- dat J/ 2ed JJDat -

J/ 2 Table 10: TAB APPL
this 6 table has the follow ng differences.
7 in addition to the application code,
The information is processed in two groups:

APPLI

2,
specifies,

sequence in question.

‘related to the executable program and the data of the 10 application,

-those related to the changi ng data of sbhe 11 sequences.
12 four columms of the table

i nformati on,

there are the foll ow ng

t he nunber

4 5 Conpared to the above-nentioned table TAB
The first col umm
of the 8
9 those
and

For each group of

TAB APPL—2—stprage gqudressyTnunberr—of—313rbytesy—s+ghragture—+onpd

i hdi cator. E&&h|ramR-off tiheed abl 868t4 {corresponds | o & ddtsensedpienosiddul | or
P/.2, bpth rel atedcdfr an 15 appl igat ijQR.b2a Phod SEGMENCE Jhl or JL2, both
related to anot her 16 appli¢ation J. In d Eferent cellls of theltable, |the
code of the 17|appligation |s mentiloned ih ¥ def to irdicate that the
value tn 18 questionlis related tola give Jé?opl catior, for exhnple: 19

AOR- Cod- P stdrage address related to the appiication P 20 j-cod: nunber

of

i ndi cat es t hat

bytes related to the appl
i ndicates that the value in 2

Bt

d: fap

1on 1 Sfége%ﬁ;[e

rnore,

t he synbol

n @d"

ed to informati on of the
"@pplication" type 23 (programor data of the first group), while "Dat"
24 the value in question is related to information of the

"Sequence" Compaxerd YQstke cibeve-mentinhed dialle (TAB SRR 2, 26his
SO Cogafy . SLADALME o o1 b 8F H 400 SRLSTT AR AAL ) Bl o8 33

owing irst 'column specifies,

7 in addition to the application code, the number "i" of the

8 sequence in question. The information is processed in two groups:
9 those related to the executable program and the data of the

10 application, and those related to the changing data of the

11 sequences. For each group of information, there are the following
12 four columns of the table TAB APPLI 2: storage address, number of
13 bytes, signature, load indicator. Each row of the table

14 corresponds to a data sequence P/l or P/2, both related to an

15 application P, or a sequence J/1 or J/2, both related to another
16 application J. In different cells of the table, the code of the
17 application is mentioned in order to indicate that the value in
18 question is related to a given application, for example:

19 ® ADR-Cod-P: storage address related to the application P
20 ® j-cod: number of bytes related to the application J.
21 Furthermore, the symbol "Cod" indicates that the value in

22 question is related to information of the "application" type

23 (program or data of the first group), while "Dat" indicates that
24 the value in question is related to information of the "segquence"
25 type (data of the second group); for example:

26 ® SGN-cod-P: signature of information (program or data) related



1 to the application P 2 SG\dat-J/2: signature of data related to
sequence No. 2 of 3 the application J. 4 An exanple will better describe
t he probl em posed and the 5 way to solve it using the present invention. 6
. The information processing device (card 21 in this case) has 7 just
received an initial |load command for the application P. a 8 paynent
~application of the electronic purse type. The applicative 9 information
-.stored in programmuable nenory is the gjyecutable 10 program and the data
related to the application; there is not yet 11 any changi ng data
prreswng{ggalgﬂfcwrpe This information 12 conprises n-Cod bytes
stored starting at an address ADR-Cod-P. 13 The load indicator is set to
"2 oade®l. SGNndatel /2 onsignd herd lof "dotaate Dt ek | tod egleduoende Mxec2itabl e
program and to the data of 15 the application, the information transmtted
d:‘hrl ngtlﬁle"‘%'-\'ﬁ%‘b“’ie’cont ains a nunber of bytes of changi ng data "p-dat"

£lated to The t erefore
foI | owi ng f%’ J;?a_ngf‘é’%%ﬁg]_ '/beBt plc?%:)é -l;?AéBf or "ér.l-o(?rﬁi FeIER et t c#k%b? mat i on
rel at aghy oc®resDESt e W3Rt e @ﬁé@{ammmﬁx.changl ng data of to the

data of the applicationthe sequences narked "i"
Sequencest oFks | inEpnaticarsinrens sping rdeyids mmbripﬂemtmbzhnﬁr e agEiurties e/

a’fldr eOf Unt Oraedcaedi(.j\;ee&fawlnpn 1asf)yfoeasfdcac§mn¥§r9dsetdor the application P: a

8 payment application of the electronic purse type. The applicative
9 information stored in programmable memory is the executable
10 program and the data related to the application; there is not yet
11 any changing data corresponding to a sequence. This information
12 comprises n-Cod bytes stored starting at an address ADR-Cod-P.
13 The load indicator is set to "Loaded." In addition to the
14 information related to the executable program and to the data of
15 the application, the information transmitted during the command
16 contains a number of bytes of changing data "p-dat" related to a
17 sequence i. The table TAB_APPLI therefore has the following

18 values:




P/ 1ADR- p- codSGN- Op- dat 00 Cod- cod- Loaded PP Table 11: TAB APPLI 9 10 The
transactions are validated by an electronic circuit 11 called a security
nodul e. This nodul e can be located either in 12 the card reading termn nal
20 of Fig. 1 or, if maxinmum security is 13 desired, in an approved banki ng
center, which can be |located very 14 far fromthe termnal 20. A
‘transaction of the electronic purse 15 type takes place in several stages
-that require comunications 16 betweeryg he card, the termnal and the

security nodule. The 17 purchase can be nade at a store equipped with a

. . .l | H aanal L nool i h
t er m ng—wrth—ar—t8—rodute—but——t—ear—atsp—be—+ade—at—t-he-home—ofthe card

hdl der | ApdiGcatioge t efnfarahtios redatequd pped|wi t h meanghtien rafatbheccard ils

R R Tl A T Bl gy o SOURIR T
e opgerating systemo e card .recogni zes _

tgpe; P t the% qi;eg“? §8° dfvaic’ta%leaﬁf?ehﬁ'ﬂf PRL S S .'E*a".h.l_e_tel l's
it thal YeHEeZ2 appbicdti on COrsgsOrdicaded Pstéa prder ilSsigratd@c| thoaded and
tBat PS5 nesbarequiggce hag.heen L1 ocat ed. T1§%ope %t!}‘bg% systemthen 26
initializes a seguence gy assigninglit a npnber, 1 p. 27 |t
allocafes this $84thqe a meqory spac®etd 1 Addat 1 °bytes|, 35 1 s{&rteadg|at
the address ADR]Bat - P/|Pytdhe || oad i rdidcat of s cof besgpondi ng to {lHs

sgguenge is t|to,plqaded, s [The s ahle 3 TAB_APPLI then has the toll ol ng
vgl uesf 4 15§PAp Dl ?%%ti ?’n?%dr et ?%b;n el ated|to 1 nfofmatijon rélated th

Cod- cod- | Loaded
P P

7

8 Table 11: TAB APPLI

9

10 The transactions are validated by an electronic circuit

11 called a security module. This module can be located either in
12 the card reading terminal 20 of Fig. 1 or, if maximum security is
13 desired, in an approved banking center, which can be located very
14 far from the terminal 20. A transaction of the electronic purse
15 type takes place in several stages that require communications

16 between the card, the terminal and the security module. The
17 purchase can be made at a store equipped with a terminal with a
18 module, but it can also be made at the home of the card holder,
19 whose terminal is not equipped with a module.
20 The card is used to make a purchase by means of a
21 transaction initialization order. The operating system of the
22 card recognizes an order of the applicative type; it then queries
23 its table TAB_APPLI. The query of the table tells it that the
24 application corresponding to the order is in fact loaded and that
25 no sequence has been allocated. The operating system then
26 initializes a sequence by assigning it a number, "1" for example.

27 It allocates this sequence a memory space of "n-dat" bytes,



on codet he execut abl e program and the changing data of to the data of the
applicationt he sequences marked "i"
Sequencest or asi gnhat LoadedsSt or asi gnat ur Loaded nunber genunber ur e/ genunber e/
~addr eof Unl oadaddr eof Unl oad ssbyt esadssbyt esad P/ 1ADR- n- codSG\- ADR- n- dat 0
Cod- cod- LoadedDat - Loaded PPP/1 Table TAB APPLI 12 14 Next, the operating
‘system of the card starts the 15 applicative program by executing a junp to
-the address ADR-Cod-P; 16 it specifigg the address ADR-Dat-P/1 of the
tenporary data to be 17 used, which allows the appllcatlon to know the
p| ace y\@%_t eﬂyrfe | a includes,
am)ng ot @1:&#9&% %\%?édﬁ%s%%ﬂ%t r‘itphe ?t*g%g%‘g |on ggoﬁj ect of the 20
12 ansagét Pespotiding| tod Nehi #1Sé éduéhoa fmcaéthet@latﬁbmedhe PHe tEaBACt i ON. On
the ot her hand, data such as the bal ance of the 22 electronic purse is not
t2npor AR ARREnERen 2e thecEo}lawirs |vdkuese exceeds that of a sequence:
Qﬁlng of the applicative 24 type, this data is stored with the program of
e application. 25 The purchase of a first product is in progr ess; t he
card 26 _Sends tpe reader 20 a nessage 1 nm ofder to obtarm a vatTdattom pf
2% t hel dpridsatit [ on f FRferee pay menttedetr er agcessiBfermekivughlathe ©6 1
net wor kon détes Cpnmihé GabéabLapréxah dsndr SPNME ti KRe chBndidgldathher 2

c-pmmni cations tagn b dhsd Yebgd %qltmo,@a a sefl SfleldCndib@Ng. 3 t{me

% nal zed y_thne[appr oved Dankirmg BT TS Ccayses # anptncrease in
the gl 6;31‘ WGP af ee?F20f the t ahwétléﬂadqgurﬁma 5 this [t§igpaturhp Lemsied
d&ci de rerhetke| ge secOndnypir Chase. The 6 present| himsept|ion makepyit
pOSSI le to avo Qdml [ |°Qg fof the emqlnload addre | of Unload
88 bytes ad ss bytas ed
10 P/1 ADR- n-cod SGN- ADR-~ n-dat 0
Cod- cod- Loadad | Dat- Loaded
P P P/1
11
12 Table TAB APPLI 12
13
14 Next, the operating system of the card starts the
15 applicative program by executing a jump to the address ADR-Cod-P;
16 it specifies the address ADR-Dat-P/l of the temporary data to be
17 used, which allows the application to know the place where the
18 data of the sequence is stored. This data includes, among other
19 things, the amount of the transaction, the object of the
20 transaction, the selling institution and the date of the
21 transaction. On the other hand, data such as the balance of the
22 electronic purse is not temporary sequence data, since its
23 lifetime exceeds that of a sequence; being of the applicative
24 type, this data is stored with the program of the application.
25 The purchase of a first product is in progress; the card
26 sends the reader 20 a message in order to obtain a validation of

27 the transaction from a payment center accessible through the



7 of the first transaction before begi nning the second one. 8 To make this
second purchase, the card is used a second tine 9 by a new transaction
initialization order. Just as before, the 10 operating systemof the card
verifies that the executable program 11 of the electronic purse _
application is |loaded into programmable 12 nmenory. This verification is
‘done- by querying its table 13 TAB APPLI; the operating systemthereby o
-recogni zes the presence 14 of the proggamand of a sequence (1) that is in
progress. For 15 this reason, it assigns thislsecond gﬁﬁfuglonda_new
sgquen u I3 sinitial i,zes AB A y .addi ng,a new
1$qrowﬁ?§%?f%°¥ﬁgﬁf(?%mgggﬁf?géo%hg?ﬁé}g?ﬁe%ggigoéﬁo&éﬁe§p§8efF8%'lghe

akl ocatemmuddealtjoes ican be dieguabeabhaderer Yatar skhe &8ni RhREMR! 8R40
the non-executable data type. |f there is enough 20 space, a new address
ABR- Datipe? tPs bge poadyized gﬂdtﬁﬁea?é@éﬁedzkaﬂkansaephﬁnreaﬁhbe saaseed. The
tabl e Bx asg.t f ol.| owi,n 22.values, 23 24 25 .26 27 28 29
I%forngﬁi3ﬁ€§§%g?egntgﬁﬁf }ﬁggpo%ufgﬁéfgd?o ERE EX8RAASELE%pr oBPEAPENdt he
cbangi ebidatdamef, Apel usali Hectidesdabamakeha sBBbhaapuerhlgesSEGHENCES

mar ked"i " oncode/ st or asi gnat LoadedSt or asi gnat ur Loaded
SéquenPEgERBtheRVLBRLGORUMSKes itupberibdiecbbUavoadaddiedhnEoadthe end

a§byteg%d%ﬁgy%§§%% %;a%saction before beginning the second one.

8 To make this second purchase, the card is used a second time
9 by a new transaction initialization order. Just as before, the
10 operating system of the card verifies that the executable program
11 of the electronic purse application is loaded into programmable
12 memory. This verification is done by querying its table
13 TAB_APPLI; the operating system thereby recognizes the presence
14 of the program and of a sequence (1) that is in progress. For
15 this reason, it assigns this second execution a new sequence
16 number (2) and initializes the table TAB APPLI by adding a new
17 row to it. Then, it verifies whether there is enough space to
18 allocate n-dat bytes in the programmable memory for the
19 information of the non-executable data type. If there is enough
20 space, a new address ADR-Dat-P/2 is determined and the second
21 transaction can be started. The table TAB-APPLI has the following
22 values.
23
24 Information related to Information related to
25 the executable program and the changing data of
26 Applicati to the data of tha application the sequences marked "i"
27 oncode/ stora signat | Loaded | Stora signatur | Loaded
28 Sequence | 4o number | ure / ge number | e /
29 number | addre | of Unload | addre | of Unload
Ss bytaes ad ss bytes ed




2 3 4 Pl1n-n-0 ADR- codSGN\- LoadedADR- dat Loaded Dat - Cod- Pcod-PP/1 P/ 2n-n-0
ADR- codSGN\- LoadedADR- dat Loaded Dat- Cod- Pcod-PP/ 2 Table TAB APPLI 13 5 6
The two transactions will then be performed in parallel in 7 the card,
W thout using the network. The reader nust indicate, in 8 the applicative
commands sent to the card, the transactions to 9 which they refer. 10 If
‘there is not enough space, the operating systemof the 11 card decides to
-unl oad only the changing data correspgsding to 12 the first transaction
(sequence nunber 1). It then calculates the 13 signature of this data of
t he fi st—seguence—-S@E¥dat=r—and—t% HesTH—rte—the—tabl-e—FAB
APPLI . | The Bé&w hon- exdcurabl ¢ data |15 can|thus be an tlhe same place as the
unl oadpd data, | a6r+ dtccan 1GeRAAr §s%a8QRARL O] QR h slequences| apgd, qar ked
ADR-Daf - P. Next| the |17 card sends |t he reager the fol ljowi ng copmand: 18 19

20 21 {22 Order |to unlloadCard CAppli| P - Da & nLnber"n dat" tolthe
net wor kseguencel §8%tferl 1n dafiegdel qgf P/1

2 P/2 n- n- 0

ADR- cod SGN- Loaded | ADR- dat Loaded
Dat-
Cod-P cod~P P/2

3

4 Table TAB_APPLI 13

5

6 The two transactions will then be performed in parallel in
7 the card, without using the network. The reader must indicate, in
8 the applicative commands sent to the card, the transactions to

9 which they refer.
10 If there is not enough space, the operating system of the
11 card decides to unload only the changing data corresponding to
12 the first transaction (sequence number 1). It then calculates the
13 signature of this data of the first sequence "SGN-dat-P/1," and
14 writes it into the table TAB_APPLI. The new non-executable data
15 can thus be in the same place as the unloaded data, i.e., at an
16 address common to both sequences and marked ADR-Dat-P. Next, the
17 card sends the reader the following command:
18
19 Order to unload | Card C | Appli P - Data - number | "n_dat"
20 to the network sequence number 1 | n_dat bytes of

data

21
22 This command has a structure identical to the one mentioned

23 above, with the following difference: the third cell contains a



data This command has a structure identical to the one nentioned 23 above,
with the following difference: the third cell contains a 38 1 paraneter
speci fying not only the code P of the application, but 2 also the fact
that the data is of the sequence type (through the 3 term"Data"), and the
nunber 1 of the sequence in question. 4 5 As a result of this command, the
"tabl.e TAB APPLI has the 6 following values: 7 8 9 10 11 12 13 14 15
-16 17 18 Information related tolnforngion related to the executable
program andt he changi ng data of Applicatito the data of the applicationthe
sequensgpai@t &2 dspéc i PPLAE St 6RE)y HRd Lasdie St OF agh N 108088k, but
Sequencegenunber ur e/ genunber e/ nunber addr eof Unl oadaddr eof Unl oad

agbyt ezkeasbiye efagt PthaPR ne cdalSGN: ARNE nthiet Sueatate Unfmad(through the

C?d'Cogé%gagggEELiF¥§ngEﬁ; number 1 of the sequence in question.

4
5 As a result of this command, the table TAB_APPLI has the
6 following values:
7
8
9 ' Information related to Information ralatad to
10 the exacutable program and the changing data of
11 Applicati to the data of the application the sequences marked "i"
12 oncoda/ stora signat | Loaded | Stora signatur | Loaded
13 Sequence | 44 number | urae / ge numbar | e /
14 number addre | of Unload | addre | of Unload
EY] bytes ad ss bytas ad
15 P/1 ADR~ n-cod SGN- ADR- n-dat | SGN-dat- | Unload
Cod- cod- Loaded Dat- Pl ed
P P P
16 p/2 ADR~ n-cod SGN- ADR- n-dat 0
Cod- cod- Loadad Dat- Loaded
P P P
17
18 Table TAB APPLI 14
18
20 As a result of this operation, the second transaction having
21 the sequence number 2 can continue. This new transaction also
22 requires a validation from the payment center; a request is
23 therefore sent to the security module. Let us assume that at this
24 moment the card receives a validation message for the first
25 transaction. The operating system of the card recognizes, by

26 means of the sequence number, that this message relates to a



P/ 2ADR- n- codSGN\- ADR- n- dat 0 Cod- cod- LoadedDat - Loaded PPP Tabl e TAB APPLI 14
19 20 As a result of this operation, the second transaction having 21 the
sequence number 2 can continue. This new transaction also 22 requires a
.validation fromthe paynent center; a request is 23 therefore sent to the
security nodule. Let us assune that at this 24 nonent the card receives a
“val i.dation nessage for the first 25 transaction. The operating system of
-the card recogni zes, by 26 neans of tilse sequence nunber, that this nessage
relates to a 39 1 transaction other than the current one and, by reading
the tapkgnsdctfBn ABERLr tﬁaﬁEEHQné§§§eﬁ@eoﬁér§ﬁdtr@f5§€£agﬂg tHe OpgBieto 3
process it, it nmust then | oad the non-executabl e data of the first
t2ansaEABohPPEI£3vEanhegniheﬂethe fibt s enbughsasbhboy . shacerder both bl ocks
6_of data, the,operating s of the card nust therefore unload 7 the
ddta oPTPHEs §et8nd1FrﬂHgﬁc¥ﬁ8ﬂ P2d; FRe RO eererebrbiesdzhd ©8 Rgnature of
t@ls dat g+ S HRLaPidn” and wites it into the 9 table TAB APPLI. Then,

the card sends the reader the following 10 command: 11 12 13 14 Order to
ubl oadcard Ghpehi tRat théae- hanhet"andagh hembhe MEa8Or RSEWHEER Eb oEREr
2n_datg¥tes of data 15 The table TAB APPLI then has the follow ng val ues:

16 data, the operating system of the card must therefore unload
7 the data of the second transaction. It therefore calculates the
8 signature of this data "SGN-dat-P/2," and writes it into the
9 table TAB APPLI. Then, the card sends the reader the following

10 command:

11

12 Order to unload | card C | appli P - data - number "n dat"

13 to the network sequence number 2 | n_dat bytes

of data

14

15 The table TAB_APPLI then has the following values:

16

17 Information related to Information related to

18 the executable program and the changing data of

19 Applicati to the data of the application the sequences marked "i"

20 oncode/ stora signat | Loaded | Stora signatur | Loaded

21 Sequence | 44 number | ure / ge number | e /

22 number addre | of Unload | addre | of Unload

88 bytes ad 8s bytes ad
23 P/1 n- n- SGN-dat- | Unload
ADR- cod SGN- Loaded | ADR~ dat Pl ad
Dat-
Cod-P cod-P P




17 18 19 20 21 22 23 Information related to Information related to
Applicatithe executable programand the changing data of to the data of the
appl i cati ont he sequences narked "i"

.oncode/ st or asi gnat LoadedSt or asi gnat ur Loaded Sequencegenunber ur e/ genunber e/
nunber addr eof Unl oadaddr eof Unl oad asbyt esadasbyt esad P/ 1n- n- SG\- dat - Unl oad

" ADR- codSG\- LoadedADR- dat Plad Dat- Cod-Pcod-PP 40 1 2 P/ 2n-n- SG\-dat - Unl oad
- ADR- codSGN\- LoadedADR- dat P/ 2ed Dat - CoagoPcod- PP 3 Table TAB APPLI 15 4 5
The operating systemof the card then sends the reader the 6 follow ng

C]C-)ITTYB.I’]. ! P/2 n- n- SGN-dat- | Unload
ADR- cod SGN- Loaded | ADR- dat P/2 ad
Dat-
Cod-P cod-P P

2

3 Table TAB_APPLI 15

4

5 The operating system of the card then sends the reader the
6 following command:

7

8 Command to reload | Card C Appli P - Data - number

9 from the network sequence number 1l | n-dat

10

11 This command differs from the reload command already written in
12 that the third cell contains a parameter specifying not only the
13 code P of the application, but also the fact that the data is of
14 the sequence type (through the term "Data"), and the number 1 of
15 the sequence in question.

16
17 The reader receives the command and sends it the data bank
18 specifically assigned to the card C. The data bank searches in
19 the file of this card for the n-dat bytes of non-executable data
20 related to the application P, sequence number 1. The data bank
21 generates the following message, which is the response to the
22 card's last command; this response is transmitted to the card via
23 the reader:
24
25 Card C Appli P - Data - n-dat n-dat bytes

sequence number 1 of data




8 9 10 Command to rel oadCard CAppli P - Data -nunber fromthe
net wor ksequence nunber 1n-dat 11 This comrand differs fromthe rel oad
command already witten in 12 that the third cell contains a paraneter
speci fying not only the 13 code P of the application, but also the fact
that the data is of 14 the sequence type (through the term"Data"), and
"the.nunber 1 of 15 the sequence in question. 16 17 The reader receives
-the conmand and sends it the data banlg1 18 specifically assigned to the
card C. The data bank searches in 19 the file of this card for the n-dat
bytes of non-executable data 20 related to the application P, sequence
nunber 1. The data bank 21 generates the foll ow ng nessage, which is the
r2spontTkisocoiward diffexs| fzsomcthennespohss tesaonekoad tommandtted to the
card vi@ 23 the,reader: 24 25 Card Cﬁg i P - Data,-n-datn-dat bytes
sgquen% TARTHeYT1bFeaty HRa% thetppconrd cehl @PRFRIRS (R ARFRBEERSponse to
relo E?PHE I y i LN Eh t el o] LN
S%rane?g?gg speci%??ngﬁ%gtt%%l§£§ﬂebc%%eé$9o%ﬁgﬁggggg?#ta#?gngi%%tE%?so t he
55f act fadat thae théadasaoistbe skheusegeenyPeryhdr Otighotidle tXentérmbData”),
and the nunber 1 of the sequence in question. 7 The operating system of the
chrd cirebriord®d phe pirReryl 8L ophe afednenee whe cauestierifi es whet her

the codes Grnd: oblfatid§ WPLEEn W Ehe 0rd "ead BP0 LRGEINELEYC 11

8 operation in which it verifies whether the codes C, P, the
9 sequence number and the value n-dat received are in fact
10 identical to those of the command sent previously. If they match,
11 the n-dat bytes received are stored starting at the address ADR-
12 dat-P read in the table TAB APPLI. Once the last byte has been
13 written, the operating system recalculates the signature of the
14 data by means of a cryptographic calculation using the value of
15 the key SWAP. The recalculated signature is then compared to the

16 value "SGN-dat-P/1l" written in the table TAB APPLI. If the two

17 signature values are not equal, the data received from the

18 network is considered not to be identical to that unloaded

19 previously. There is therefore a doubt as to the authenticity or
20 integrity of the data received. The card returns to the reader an
21 error message indicating the reception of erroneous data during
22 the last load operation, and the impossibility of continuing the
23 transaction.

24 If the two values are equal, the data received are

25 considered to be identical to those previously unloaded by the

26 card: the first transaction can therefore continue. The operating
27 system of the card then updates the table TAB APPLI by setting

28 the indicator for the data of the application P/l to "Loaded."

29



10 identical

read in the table TAB APPLI.
.operating systemrecal cul ates the signature of the
15 the key SWAP. The

16 val ue "SG\-dat-P/ 1"

cryptographi c cal cul ati on using the val ue of

"recal cul ated signature is then conpared to the

-written in the table TAB APPLI .

to those of the command sent previously.
the n-dat bytes received are stored starting at the address ADR-
Once the | ast byte has been
14 data by neans of a

13 wr

I f they match,

11
12 dat-P
itten, the

|f theatwo 17 signature values are not

equal, the data received fromthe 18 network is considered not to be
i dentifcal— TO tNRt unioaded 19 previousty. [INere 1s tnerefore a goupt—ap to
the authenticity or IorParieyrietytadite he dat a r SEEPPeEonTHEaget doreturhs to
the refader an Pl ehsGixecuadbgerém@dncaili ng| t he resephamingfdaesraneous fata
d:url ng Agpalam ag) +hOAdeLRET ol p1idtdod NE | TRASSIRubideY AfrkgPPLINUI NP the
g nsactl 24 11 rhne 1 var uey _are equal, [he daya recer Vet are ps

nsi de?tF? ?o besERRent i cal t § sidsse | predsdoustaFauhl oaded Hgnatwe pBoasadd| t he
f3rst |t Semwmcei pe can | tchesef pes conti/nue. & opesadend e 27 sysfem of fhe
card theauhtdat pgaddae [tgbl e ] i ndi catpg_fQp fhe
dat a the application P/1 { O Inforngtion
rel at eld—t-olnforrdli-onLEES of afp-ahdi-he] Waly
dat a Appkjicaj i smr-t he data esenesachay ked "i |
oncodey st or asi ghatlpadedSt or asi gnpat U, wyber ur ef gepupber e/
nunberjaddr eof Un gadaddreofUn %ad sshyt esedasbyt esed
8 P/2 ADR-~ n-cod SGN- ADR- n- SGN~dat- | Unload

Cod- cod- Loaded Dat- | dat P/2 ad
P P P

9
10 Table TAB APPLI 16
11
12 The updating of the table TAB_APPLI being finished, the
13 operating system starts the application P, which will continue
14 the first transaction.
15 The first transaction being finished, the execution of the
16 program of the application ends with a return to the operating
17 system that manages the virtual memory. The operating system
18 recognizes the end of the sequence "1" and decides to release the
19 memory space corresponding to the data of this sequence. To do
20 this, it erases the information "storage address", "signature"
21 and the load/unload indicator by setting them to the value zero.
22 The table TAB_APPLI then has the following values:

23



P/ 1ADR- n- SG\- ADR- n- SG\- dat -

Cod- codcod- LoadedDat - dat P1Loaded Ppp

P/ 2ADR- n- codSG\- ADR- n- SG\- dat - Unl oad Cod- cod- LoadedDat - dat P/ 2ed PPp Tabl e

TAB_APPLI

16 11 12 The updating of the table TAB APPLI

13 operating systemstarts the application P, which wll

 first transaction.
of the

15 The first transaction being finished,
16 program of the application ends with a return to the operating
.17 system that nmanages the virtual menory. The operating system 18
recogni zes the end of the sequence "1™ ~and

bei ng fi ni shed,
conti nue

decides to rel ease the

19

To dao 20 this

t he

14 t he
t he execution

it

TAB

pr e/
00

menory Lhis sequence
erases| t he i nf of mat i okecrsdioagR1ackl ess", | si gni'ﬁn%ﬁl'ati%lrélﬂ‘ie%rt% o
| pad/ unl oad i nd cattg‘*u &bl %ﬁg {o tpe valye zero.. 22 The table
PLI fhen has {he ?ol 0\7\n‘§n vral’?ﬁ S:_% 43(7 8 Ing%rcﬁﬁ? 5 <%‘é:f'a‘:ffed
tDI nf of AERYLER"r pl 58 -She 123t 1Agatdon, har anshensRdiencasaprskag "data o
Mppl i clati dasa 9f the apphisat)iaide| sesdences MErkgdacdr’ | Loaded
osicode 1§LLoace‘:Q§%r gl.gnat yr Loadef Sequene enunber ur ef genunb
ngimber adaddr eof Unll oad ashyt esedp@byt es@d" BF 1ADR- n- cofSGN- On
Cod- co -anC?édd haddre | of Unload | addre | of Unload
ss bytes ad 88 bytes ad
7 P/1 ADR~ n~cod SGN- 0 n- 0 0
Cod- cod- Loaded dat
P P
8 P/2 ADR-~ n-cod SGN- n- SGN-dat- | Unload
Cod- cod- Loaded | ADR~ dat P/2 ad
P P Dat-
p
9
10 Table TAB APPLI 17
11
12 When the card receives the validation of the second
13 transaction, the operating system of the card recognizes, by
14 means of the sequence number, that the message relates to another
15 transaction that is not loaded. The first transaction being
16 finished, the corresponding non-executable data are no longer
17 useful. There is no therefore no need to unload them. It suffices
18 to load the non-executable data corresponding to the second
19 transaction. The operating system sends the reader the following
20 command:
21
22 Command to relocad | Card C Appli P - Data - number
23 from the network sequence number 2 n-dat
24
25 Just as for the loading of the sequence 1, the reader



PP P/ 2ADR- n- codSGN- n- SG\- dat - Unl oad Cod- cod- LoadedADR- dat P/ 2ed PPDat- P
Tabl e TAB APPLI 17 12 When the card receives the validation of the second
13 transaction, the operating systemof the card recogni zes, by 14 neans of
.the sequence nunber, that the nessage relates to another 15 transaction
. that is not |oaded. The first transaction being 16 finished, the
correspondi ng non-executable data are no |longer 17 useful. There is no
-therefore no need to unload them it ffices 18 to load the

non- execut abl e data corresponding to the second 19 transaction. The
operating system sends the reader_the follow n 20 co nd: 21 22 23 24
Brrarteeatver cohRarornay 150 Sende At (ke R A hecbite Ko Rk

nnbers@iraiads 26n Juisé £514 06 ther d DS dhe masensa ds é{)%ixﬁﬁger 44 1
a n

receives the command and sends it to the data bank. The dat

s®ar chexedutalhke fdata ofelated co dtHerappicl gatixin (Bt eseqifemon Bunbec 2 abl e
data related tq the application P,_sequence nunber 2. 4 The data bank
g‘gnera'f}é% e %T%ﬁ%geﬁ'é%%g@?evﬁﬁ Wing ne83ag8 + (Wit G ke card via the
rgadere £ o fe 88 L &AL 1 odra VB AndWHR{dE dat bytes

6
7 Card C Appli P - Data - number n-dat bytes
sequence number 2 n-dat of data
8
9 The operating system of the card can perform a preliminary
10 operation in which it verifies the codes C, P, the sequence
11 number, and the value n-dat received. If the verification is
12 positive, the bytes are written. Then, the operating system
13 calculates and verifies the signature of the data. If the two
14 values are equal, the data received are considered to be
15 identical to those previously unloaded by the card; the second
16 transaction can therefore continue. The operating system updates
17 the table TAB_APPLI by setting the load indicator of the
18 application P/2 to "Loaded."
19
20 Information related to Information related to
21 the executable program and the changing data of
22 Applicati to tha data of the application the sequences marked "i"
23 oncode/ stora signat | Loade Stora signatur | Loaded
24 Sequence | gq number | ure d/ ge number | e /
25 number addre | of Unloa addre | of Unload
88 bytes ded ss bytes ad
26 P/1 ADR- n~-cod SGN- 0 n-dat 0 0
Cod- cod- Loade
P P d




sequence nunber 2n-datof data 9 The operating systemof the card can
performa prelimnary 10 operation in which it verifies the codes C, P,

t he sequence 11 nunber,
the bytes are witten.
_calculates and verifies the signature of the data.

is 12

positive,

and t he val ue n-dat
Then,

recei

ved.

if the verification
t he operating system 13
if the two 14 val ues

are-equal, the data received are considered to be 15 identical to those
-previously unl oaded by the card; the cond 16 transaction can therefore
continue. The operating systemupdates 17 the table TAB _APPLI by setting

t he | opd—mdrcator—ofJthe—i8rappt+eat+on—P(2—+o—teaded—10-20 21 22 23
24 25| 26 | AfDr apbon (r e-ased t 8eN-nflor mati pn rel pt ediakd sapphdtcali t he

execut pbl e prograge@nd the changidig |data. of ab2 tpe datg of, the |, .4

appl i chti ont he gquenges mar d"i" a

oncodef st or asi gnat LoadeSt or agi gnat urfLoaded §¥&Gencegenunberured genunber e/
nunber addreof Unl oaadddeof Unl éad asbyt esdedh8byt esed

P2 1ADR- n- codSG\- On- dat 00 Cod- cod- Loade PPd 45

3 Table TAB APPLI 18
4
5 The updating of the table TAB APPLI being finished, the
6 operating system starts the application P, which will continue
7 the second transaction.
8 The second transaction being finished, the program of the
9 application ends with a return instruction to the operating
10 system managing the virtual memory. The operating system deduces
11 from this that the sequence "2" is finished; the memory space can
12 then be released. To do this, the locations in the table
13 TAB_APPLI of: "storage address", "signature" and the load/unload
14 indicator are set to zero. The table takes on the following
15 values:
16
17 Information related to Information related to
18 the executable program and the changing data of
19 Applicati to the data of the application the sequences marked "i"
20 oncode/ stora signat | Loaded | Stora signatur | Loaded
21 Sequence | 4o number | ure / ge number | e /
22 number addra | of Unload | addre | of Unload
83 bytes ed ss bytes ad
23 © p/1 ADR- n~cod SGN- 0 n-dat 0 0
Cod~ cod- Loaded
P P
24 P/2 ADR- n-cod SGN- 0 n-dat 0 0
Cod- cod- Loaded
p P




1 2 3 P/ 2ADR- n- codSG\- n- dat SGN- dat - Cod- cod- LoadeADR- P/ 2Loaded PPdDat - P
Table TAB APPLI 18 4 5 The updating of the table TAB_APPLI being finished,
the 6 operating systemstarts the application P, which will continue 7 the
.second transaction. 8 The second transaction being finished, the program of
the 9 application ends with a return instruction to the operating 10
system managi ng the virtual nenory. The operating system deduces 11 from
-this that the sequence "2" is finishegg the nmenory space can 12 then be
rel eased. To do this, the locations in the table 13 TAB APPLI of: "storage
agdress", "signature" and the |oad/unload 14 indicator are set to zero.
The table takes on the followng 15 values: 16 17 18 19 20 21 22 23 24
| af ormation rel ated tol nfor mtlable aas abpta e execut abl e program andt he
ﬁgangi ng data of Applicatito the data of the applicationthe sequences

rked "i"

4 At this stage, the operating system of the card can

5 completely erase one row of the table TAB APPLI. The management
6 of the rows of the table TAB APPLI therefore takes place

7 dynamically as a function of need.

8 Another, static method for managing the table is to decide
9 once and for all the maximum number of executable sequences for
10 an application; let "s" be this number. "s" is then transmitted
11 during the initial load command for the application; the

12 operating system reserves in the table TAB APPLI the space

13 corresponding to these "s" sequences. Let s have, for example,
14 the value 2.

15 The command for loading the application K has the following

16 values:



oncode/ st or asi gnat LoadedSt or asi gnat ur Loaded Sequencegenunber ur e/ genunber e/
nunber addr eof Unl oadaddr eof Unl oad asbyt esedasbyt esed
P/ 1ADR- n- codSG\- On- dat 00 Cod- cod- Loaded PP P/ 2ADR- n- codSGN\- On- dat 00
.Cod- cod- Loaded PP 46 1 2Table TAB APPLI 19 3 4At this stage, the operating
~system of the card can 5conpletely erase one row of the table TAB APPLI. The
managenent 6of the rows of the table TAB APPLI therefore takes place
7dynami cal l'y as a function of need. 8Amother, static method for managi ng
the table is to decide 9once and for all the maxi mum nunber of executable
sgquences for 10an application; let "s" be this nunber. "s" is then
transmtted 11during the initial |load command for the application; the
12o0peratinNg Systemreserves 1n the tgnt e TAB APPLT e Space
1§corresp ndidRfimyg QFser "|s" GasgléncdsAPplt K |havaurdercmanplle s=B4tlhe val ue
15The clommand for | oadijng the appllication K has éh ral [ oy ng Igval ues:

4:} 123 n-dat
5 This command differs from the one described previously in that it
6 includes a fifth cell defining the value of the parameter s. It
7 will be noted that in this case the command specifies the number
8 n-cod of bytes related to the application and sent by the
9 command, and the number n-dat of bytes related to each future
10 sequence and reserved for this use. In a variant, the number n-
11 dat of bytes may not be transmitted at this stage, but provided
12 to the operating system of the card later by the application that
13 is loaded into the card.
14 As a result of this command, the operating system updates
15 the table TAB_APPLI with the following values:
16 Information related to Information related to
17 the executable program and the changing data of
18 Applicati to the data of the application the sequences marked "i"
19 oncode/ stora signat | Loaded | Stora signatur | Loaded
20 Sequence | 44 number | ure / ge number | e /
21 number addre | of Unload | addre | of Unload
as bytes ed 88 bytes ed
22 K/1 ADR~ n-cod SGN- 0 n-dat 0 0
Cod- cod- Loaded
K K
23 K/2 ADR- n-cod SGN- 0 n-dat 0 0"
Cod- cod- Loaded
K K
24
25 Table TAB_APPLI 20

26



4 Loading OrderCard CAppli Knunber ns=2 n-codn-dat 5 This command differs
fromthe one described previously inthat it 6 includes a fifth cel
defining the value of the paraneter s. It 7 will be noted that in this case
.the command specifies the nunber 8 n-cod of bytes related to the
_application and sent by the 9 command, and the nunber n-dat of bytes
related to each future 10 sequence and reserved for this use. In a
-variant, the nunber n- il dat of byteggmay not be transmitted at this
stage, but provided 12 to the operating systemof the card later by the
applicatio ) 84 egl, | t d. 14 lt_of this
cgm"rand, thnreﬂggéal?%%?%%&sé}g?gm%% a%gsgglgl?é het‘%%b eq%g%%é’few th the
fol | owpogsilblees: 16 17 18 19 20 21 22 23 24 25 Information rel ated
tolnformation related to the executabl e program andthe changi ng data of
Abplicatit oTRRCHER LR THeLUPPLY ceenmimes evrpah camphet@d i "

oncode i Lo S i t ur,l oaded uencegenu rure/ genunber e/
nﬁnberé\%ﬂé%?bnl oaﬂa%%%oé%%@%ﬁlg‘?b@ e%%‘aesre%;/?'é%%‘be 6ds ¥or cxample,

kg | ADPhér& OUS@h&palt dPular configuration of the table TAB APPLI:

6

7 Information related to Information related to
8 the executable program and the changing data of
9 Applicati to the data of the application tha sequencas marked "i"
10 oncode/ stora signat | Loaded | Stora signatur | Loaded
11 Sequence | gq number | ure / ge number | e /
12 number addre | of Unload | addra | of Unload
88 bytes ed ss bytes ed
13 K/1 ADR- k-cod SGN- Unload 0 k-dat o] 0
Cod- cod- ed
K K
14 K/2 ADR~ k-cod SGN- | Unload | ADR- k~dat | SGN~dat-~ | Unload
Cod- cod- ad Dat- K/2 ed
K K K/2
15 K/1 ADR- k-cod SGN- Unload | ADR- k/dat | SGN-dat-
Cod- cod- ad Dat- K/3 Loaded
K K K/3
16 J/1 ADR- j-cod SGN- ADR- j-dat | SGN-dat-
Cod- cod- Loaded | Dat- J/1 Loaded
J J J/1
17 J/2 ADR- j-cod SGN- ADR-~ j-dat | SGN-dat- | Unload
Cod- cod- Loaded | Dat- J/2 ad
J J J/2
18
19 Table TAB APPLI 21
20
21 Corresponding to this example, the card virtually has two

22 applications marked K and J. The executable program of the



Cod- cod- Loaded KK K/ 2ADR- n- codSG\- On- dat 00 Cod- cod- Loaded KK Tabl e TAB
APPLI 20 26 48 1 The application K can now be run: two sequences are 2
possi ble. 3 The card can virtually contain several conplete 4 applications,
.each equi pped with several sequences. For exanple, 5 here is one
_particular configuration of the table TAH APPLI: 6 7 8 9 10 11 12 13 14
15 16 17 18 19 20 Information related tolnformation related to the
-execut abl e program andt he changi ng datsp of Applicatito the data of the

appl i cati ont he sequences nmarked "i"

oncodeappliaatgbat koagdedStoiastaBal HakhPAgeHrea; three sequences of this

2 application, marked 1, 2 and 3, can be executed at the same time.
3 The first sequence is finished, the other two are currently being
4 executed. The sequence 2 is unloaded; it will therefore be

5 necessary to relcad it in order to finish it. Also, to finish the
6 sequences 2 and 3, it will be necessary to reload the executable
7 program and the data of the application K.

8 The executable program of the application J is in the

9 loading area; this application can simultaneously execute two

10 sequences, marked 1 and 2, which are currently being executed.

11 The sequence 2 is unloaded; it will be necessary to reload it in
12 order to finish it.
13 This example illustrated the need to properly manage the

14 available memory space. The loading area should be occupied as
15 much as possible, thus avoiding the Unload and Reload commands as

16 much as possaible.

17 Quite clearly, the improvement that consists of encrypting
18 the data, in addition to signing them, when unloading, and of
19 decrypting them when loading/relocading, can be applied to this
20 third improvement.

21 An improvement of the procedure for initially loading an
22 application into a card consists of entering into the card a

23 signature of the applicative information calculated from a key of
24 the application provider. This signature makes it possible to
25 ensure the integrity of the applicative information and to

26 authenticate the source of this applicative data.

27 The initial load according to the improvement consists of
28 presenting the card to the application provider. It is

29 recommended that this operation be done on the application



Sequencegenunber ur e/ genunber a/ nunber addr eof Unl oadaddr eof Unl oad

asbyt esadssbyt esad K/ 1ADR- k- codSGN\- Unl oadOk- dat 00 Cod- cod-ad KK

K/ 2ADR- k- codSGN\- Unl oadADR- k- dat SG\- dat - Unl oad Cod- cod- adDat - K/ 2ad KKK/ 2

.K/ 1ADR- k- codSG\- Unl oadADR- k/ dat SG\- dat - Cod- cod- adDat - K/ 3Loaded KKK/ 3

~J/ 1ADR-j - codSG\- ADR- | - dat SG\- dat - Cod- cod- LoadedDat - J/ 1Loaded JJJ/ 1

J/ 2ADR- j - codSG\- ADR- | - dat SG\- dat - Unl oad Cod- cod- LoadedDat -J/ 2ad JJJ/ 2 Tabl e

-TAB APPLI 21 21 Corresponding to thissggxanple, the card virtually has two

22 applications marked K and J. The executable programof the 49 1

appl i ] h t u o]
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sequences mar ked 1 and 2, which are current|ly being executed.
home. A method for performlng the initial load of an application

7 in a protected way is described in the document FR-A-2.748.134.

8 According to a variant of embodiment of the invention, the

9 applications stored in a card are not unloaded into a remote data
10 bank through a network; it is the reader 20 of Fig. 2 that

11 receives and stores these applications; it therefore has for this
12 purpose a nonvolatile programmable memory in which the

13 applications are stored. The load and unload commands are
14 unchanged. This variant is advantageous when the card is always
15 inserted into the same reader, for example a reader located at

16 the card holder's home.
17 Another variant of embodiment of the invention uses the card
18 reader 40 and the chip card 41 of Fig. 4, wherein the elements in
19 common with Fig. 2 have the same references. The card 41 is
20 distinguished from that 21 of Fig. 2 in that it has an optical

21 stripe 42, for example a stripe to be written and read by laser
22 beam. The card reader 40 is distinguished from that 20 in that it
23 comprises an optical stripe reader 43 capable of reading and

24 writing information on the optical stripe 42, connected to the..
25 microprocessor 2 and to the memories 3, 4.

26 According to the invention, the optical stripe 42 is used as
27 the data bank, in place of the remote ones 23 through 25 of Fig.
28 1. In practice, during the unloading of an application from the

29 card 41, the card transmits the unload command to the card reader



11 The sequence 2 is unloaded; it will be necessary to reload it in 12
order to finish it. 13 This exanple illustrated the need to properly manage
the 14 avail able nmenory space. The | oadi ng area shoul d be occupi ed as 15
.much as possible, thus avoiding the Unload and Rel oad commands as 16 nuch
.as possible. 17 Quite clearly, the inprovenent that consists of encrypting
18 the data, in addition to signing them when unloading, and of 19
-decrypting them when | oadi ng/rel oadi ng1 can be applied to this 20 third

i mprovenent. 21 An inprovenent of the procedure for initially |oading an

22 appto cathénsthipe ar6a8d6xr COPSLEE6ivés CEhEr iNfoindOidhcofatea 23
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appl i cadclmsmngadin a protected way i s described in the docunent

FR-A-2.748.134. 8 According to a variant of enbodi nent of the invention,
the 9 appliBat?ofRTiRFedtne APELFRL Aerine 1M ToRfRCeGRY 2nekRes Wafa 10

pank the ngeamg§lﬁﬂrkfofFe¥§mé£§ iy o OfeFife 2 that 11 receives and
Sstores these applicafions; It er ef or as for this 12 purpose a
nonvol ati | eIpr ciye apradeding nexemplarfii éfbdédifments, we have described an
12 unloading of applications from an information processing device
13 to outside this device; in the case of Fig. 2, the card 21

14 performed an unload to the reader 20 or the data banks 23-25 of
15 Fig. 1; in the case of Fig. 4, the information processing device
16 constituted by the microprocessor 9 and its memories 10, 14

17 performed an unload to the optical stripe 42. According to

18 another variant of embodiment of the invention, an information

19 processing device performs an unload between several memories of
20 this device. For example, this information processing device is
21 constituted by the card 21 of Fig. 2, and the microprocessor 9

22 unloads an application from its RAM 14 to its nonvolatile memory
23 10.

24 For example, several applications K, J are stored in the

25 nonvolatile memory 10. First, the application K is run. At this
26 time, working information It, related to the application K is

27 processed in RAM, while a program of the application K remains in
28 nonvolatile memory 10. This working information specifically

29 comprises:



13 applications are stored. The | oad and unl oad commands are 14 unchanged.
This variant is advantageous when the card is always 15 inserted into the
sanme reader, for exanple a reader |located at 16 the card holder's hone. 17
.Anot her variant of enbodinment of the invention uses the card 18 reader 40
and the chip card 41 of Fig. 4, wherein the elenents in 19 common with
"Fig. 2 have the sane references. The card 41 is 20 distinguished fromthat
21 of Fig. 2 in that it has an opticalgy 21 stripe 42, for exanple a stripe
to be witten and read by | aser 22 beam The card reader 40 is

di stingui shededf@ord PRtwePkifg tPtidbledd LAPPIVEESIANCLRILLH 1S44] Pe
reader 43 capable of reading and 24 witing i nformati on on the opti cal
S2ripe 42, eoromtexd variiicles, ¥hichcablowcessorald arnl dubddguertbyies 3,
4, 26 Accordin to the invention, the optical_ stripe 42 is used as 27 the

dhta HEERUDS A I’a‘&'éGB’Fu?T'u% (ERR LR RE WRLIRAE ALt Fig. 28 1. In

pfactice, durj &5?|g§%+mgoadlng of an application fromthe 29 card 41, the
card transmts ad conmand to the card reader 51 1 40. The stripe
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12 working information It,; into RAM. After the running of the

13 application J, the card resumes the running of the application K,
14 at the point where it was interrupted, reloading the working

15 information It, into RAM.

16 In this last variant of the invention, the load and unlcad
17 commands are not used, since the information processing device in
18 question has not told an external device to perform the

19 operations for loading and unloading its memories. It still has a
20 table TAB APPLI, but the latter is simplified compared to the

21 table 2 above; the parameter "signature of the information" is

22 eliminated. In effect, since the information does not leave the
23 information processing device, it does not risk being altered

24 during its unloading.

25 In the above, we have particularly described the decision by
26 the card to unload a set of information as a result of an order
27 received by the card to load another set of information. It is

28 noted, however, that the invention alsoc covers the case in which

29 the order received by the card is for executing an operation



15 Fig. 1; in the case of Fig. 4, the information processing device 16
constituted by the mcroprocessor 9 and its nenories 10, 14 17 perfornmed an
unload to the optical stripe 42. According to 18 another variant of

.enbodi rent of the invention, an information 19 processing device perforns

~an unl oad between several nenories of 20 this device. For exanple, this
informati on processing device is 21 constituted by the card 21 of Fig. 2,

-and the mcroprocessor 9 22 unloads &8 application fromits RAM 14 to its

nonvol atile nmenory 23 10. 24 For exanple, several applications K, J are

stor edotRekhehan5tR@N¥6haihheofCADE¥ L 18f bhesimathenappbi-cakbMpik,ia run.

At this 26 tine, working information Itk related to the application Kis

2% propastiéqularRRKPCRAB| cequesbgdawibh the appdiwayi veqiirenai membmy 28

ngnvol atil e nor ._This working info tion,specifical 29 conpri_ses:
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runni ng of an application; 4 - subprograns. 5 Al a given nofrent, the card
nist raalchdabiber ZIppkhiat came,) the, cafdfwill hdecidasva, unlsadl aagewor ki ng
iaforna ion_Its into the RAM 7 If the card determ nes that there is not
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12 working information Itj into RAM After the running of the 13

~appl i capionded fremchhe Fazdnelheneardmpsly brereforppreteafiohhks 14 at

e poj b Fplepru d, .relpadi ng the workin i nformation
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11 space for this reload, the card will decide to unload another

12 application J, then perform the reloading of the application K.



17 conmmands are not used, since the information processing device in 18
question has not told an external device to performthe 19 operations for
| oadi ng and unloading its nenories. It still has a 20 table TAB _APPLI, but
.the latter is sinplified conpared to the 21 table 2 above; the paraneter
“"signature of the information" is 22 elimnated. In effect, since the

I nformati on does not | eave the 23 information processing device, it does
‘not risk being altered 24 during itssénloading. 25 In the above, we have
particularly described the decision by 26 the card to unload a set of
information as a result of an order cLAtmgecei ved by the card to | oad

anot her set of information. It is 28 noted, however, that the invention
a4 so covers the case in mhich 29 the order received by the card is for

ecuting o) t her t the oadin of a set of or mat i on.
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4 the card; this could be, anbng other things, a cryptographic 5
d&lcul%h¢cﬂ¢°¢¢ﬁ§#ﬂs meanrs compeigel will decide to unload a set 6 of

formation in orde to,be le to exgcut this eratio Anot her

ekampl e is THe® %rh% v@ﬁ?%ﬁa?’hrég’or% e ?/e‘?PﬁFPtthC&‘S" a‘?rbe i order to
rin a%@é@"ﬂ?&é%&:&é‘ﬁ& SESrRGEhOAISd V(PEeM 4)9 duH0pded, fHem g d.
The card nust therefore reloaﬁi%rns 10 a%pllcatﬁon In order”to rigyit; i f
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to unl oad gnother 12 application J, then performthe rel oading of the
ébMi(R&?QﬁP¥9754 1 CLAIMS 2 3 1. Chip card conprising information
fj 0cessi NG IMEaend Mo e1 doUBIS, | 1 AHBLIN, U ALANG, TR (W0 sdé)or

characteriz t hat e processi ng nmeans conpri
information to be unloaded (K), the unloading of which can

12 release enough space in the main storage means to allow the

13 execution of said operation;

14 - means for unloading the set of information to be unloaded
15 (K) into secondary storage means (23 through 25; 42; 53), in the
16 event that said secondary storage means do not contain said set

of information to be unloaded.

2. Chip card according to claim 1, which comprises a loading
table (TAB_APPLI) stored in the main storage means and including
a storage indicator indicating, for at least one set of
information, whether or not the latter is stored in the main
storage means, so that when the processing means (9) must have
access to said set of information, they consult said storage
indicator; and

- in a first case in which the storage indicator indicates

W O N e W NN

that the set of information is stored, the processing means

=
o

access the latter; or

=
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- in a second case in which the storage indicator indicates



6 - nmeans for detecting, during the operation of the chip 7 card, that the
mai n storage neans (10, 14) contain a quantity of 8 information such that
t he execution of an operation is not 9 possible; 10 - neans for sel ecting,
in the main storage nmeans, a set of 11 information to be unloaded (K), the
unl oadi ng of which can 12 rel ease enough space in the main storage neans to
allow the 13 execution of said operation; 14 - nmeans for unloading the set
of information to be unloaded 15 (K) gisnto secondary storage nmeans (23

t hrough 25; 42; 53), in the 16 event that said secondary storage neans do

t co [ e | [ b a card
%cordﬁ%&)ﬁgl %e?n £ %f%ﬁé‘%%{n%élggsﬁgtl%% éé’ dgg?a%fgc?%ﬁg%\ﬁ?? stored
in t hesemd ntlsé o&mmy&w&hgaaﬁ%mg(zs mﬁ@mg@s; nglz cag oy 4 ndicating,
for at |east one set of 4 information, whether or not the latter is stored
i n t hec?Rand Ee%riepdinanthisg e Wrfrrprtivdcessi ng neans (9) nust
have 6 access to said set of information, they consult said storage 7
indicator; and 8 - in a first case in which the storage indicator indicates

9that the setcipidded reééORding SEOTEThidh e, RiNSLSH NehdBaPSrdfe access the
latter; or 11 - in a second case in which the storage indicator indicates

55 12 indicater secemprised ox nbloateds skﬂt%ttndﬁbatingrﬁhEESShmg means 13
nd the secondar stora e 23 t a conmand, for

"Dad (P TATESALy oY (T bt errnatton dins hedm Leatnd e 0T e,

wher ei da tDeE SERT A0S s&éﬂ@éﬁtﬂofﬁ@rﬂéﬁ% a(214 Oadﬁa';dﬁtﬁﬁ 4 dl&ﬁ t hat

the 3 correspondi ng set of i'nfornmatlon has been [oaded into t C card

f$ om tdre ‘Serbomided" s4toxtog elmibrrst {IRB tHatoughie 28at 42 H¥formwicidn alnas

"unl ogded" te_ipdicating that the set of information has
E%een unfgadechy theE%th card into the secondary storage means.

4. Chip card according to claim 1, which comprises a loading
table (TAB_APPLI) stored in the main storage means (10, 14) and
including a modification indicator indicating, for at least one

get of information, a first version of which has been loaded into

(5, B - R S I

the chip card from the secondary storage means (23 through 25;
42; 53), whether or not this first version has been modified in
the chip card, so that when this set of information must be
unloaded into the secondary storage means, it is not actually

unloaded unless this first version has been modified.

5. Chip card according to claim 1, which stores at least one
set of information in two parts, i.e., a subset of application
information (p-cod) containing a program and general data for .
running an application, and a subset of sequence information (p-
dat) containing specific data defining a particular session of
the running of the application, and which comprises means for

detecting that several sets of information have the same subset
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of application information (p-cod) and respective different



been unl oaded by the chip card into the secondary storage neans. 1 4. Chip
card according to claim1, which conprises a loading 2 table (TAB APPLI)
stored in the nmain storage neans (10, 14) and 3 including a nodification
.indicator indicating, for at |least one 4 set of information, a first
version of which has been |oaded into 5 the chip card fromthe secondary
storage neans (23 through 25; 42; 53), whether or not this first version
~has been nodified in the chip card, gg that when this set of information
must be unloaded into the secondary storage neans, it is not actually
ugl oadggh, SSet bLSudhsSt Lop: has, be i i LS. _Chip C
aét;'cor I ngy%]%gc?fai %%éﬁéctﬂﬁgﬁr‘%@l%’? f%acg{lt)g};géé Zﬁg%"‘f ]jb‘%s i oér)sma %%% in
10w pasidlsset . &f , appilibseionfinppthaeiownim tid aidid | tbify€ afldaw® N BO Ni Ng a
rogram and general data for 4 running an application, and a subset of
E%quen%‘é) i PRBY neRfen IPd B dER3t chhtaRPHA PR ¥t Hhis subidel each of
partic i h nni of . .t he application, and which conprises
nmeans %J%J(r? 7§'§§€ée€€i%g ?ﬁ%%gﬁége}%?gﬁné 'St i nformation have the same subset
8 of application information (p-cod) and respective different 56 9 subsets
of sequence information (p-dat), so that it stores said 10 subset of
appl i cationfi nflipecand aecohdimami o selaimyes nedniscl Idompriilsdsl) only once,
agd so that it assogi atgstvvit_"l thic? subset each of , said _subsets of,
stquence i nf PRERF of°F 19 TP c TH L ot ' iP TR T m B2 nTh BHr i ses:
23 - MERESrdge ASARS!(1g, 4y i Edhtd fn OPeLAN O by (IAL1AMNS-HEY fbon JaRdOr age
means (10, 14) contain a quantity of information such 4 that the additional
st or agehat btheuadditidnakosercege dHramgilset of papidnde ixef st teihn

soci ate ith subset of application 6 information (p-cod) already
:"?sor ed,PT‘Sa'\#ott?)%% %‘F%‘,‘e‘g' -agg%‘ﬁ’sa?%‘? vt @ e th Qée‘m%f’%‘i’cﬁ’hge
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7 - means for selecting, in the main storage means, a subset
8 of sequence information to be unloaded, associated with the same
9 subset of application information, the unloading of which can

10 release enough space in the main storage means to allow the

11 storage of said subset of sequence information to be stored;

12 - means for unloading this subset into said secondary

13 storage means (23 through 25; 42; 53) in the event that said

14 secondary storage means do not contain said subset of sequence

15 information to be unloaded; and

16 - means for storing in the main storage means the subset of

sequence information to be stored.

7. Chip card according to claim 5, which comprises a loading
table (TAB_APPLI) stored in the main storage means and including,

for each subset of application information stored, a maximum

B W N R

number (s) of associated sequences that can be stored in the main

storage means.



_ 10 rel ease enough space in the main storage neans to allowthe 11 storage
of said subset of sequence information to be stored; 12 - neans for

unl oadi ng this subset into said secondary 13 storage neans (23 through 25;
.42; 53) in the event that said 14 secondary storage neans do not contain
said subset of sequence 15 information to be unl oaded; and 16 - neans for
storing in the main storage neans the subset of sequence information to be
-stored. 1 7. Chip card according to clgin15, whi ch conprises a loading 2
table (TAB APPLI) stored in the main étorage means and including, 3 for
each subset_of application intprmation sfored, a, maxi num 4 nunber (s) of
dgsociated %bdﬂ@qgéiaf%afcﬁﬁﬁéﬁ%gs?%r%&F+W|}héwﬁﬁﬁh CUPRY LBRA RS %ﬂrl 8.
Ghi p di t | adfm 1 | [ s, f rel oading into
e o e L O B R Iy e APASY AP RO, TR B B D aded
it o timfcosanion \pseviagelyrankoaded iidtoughe 28ecdidabp)stdrdye Ghéangard
accordi to claim38, I ch_conprises a loading 2 table (TAB APPLI) stored
in thekggiﬁp§?¥§gg%5héﬁaé ?3b: 14) and 3 including, for at |east one set of
i nformati on (K) processed by 4 the device, a first signature (SG\-K) of
this set of information 5 calculated by the processing neans (9) before
the possi bl®. 6Chiy ozattdigaodotding eto 0flaith 08 NBVADGh b Dsdd Al SHELKSY
(SWAP) 7 stored in the nain storage neans, the processing neans being 8
desi gnedP1®d CRARLABRETLL akeerd i7 gbhe alnfstorage | mears gJeq of4) cand

I pf or ' .10 0 r are thi con lgnature W th the first
oﬂe, g%ﬁ %s Jbﬂé;’alf ataétli ﬁh%ggglérg%i%%éoigth%g%ég%ﬁoﬂl |)nf%5?fhﬁ%?1&i t he

event tHé@tddRicd Woa SE e U Egnaterd desiN0e) of 1ehadidsd© oA ValfslaiLr 118
rel oading of the set of information in the event that the two signatures

are d!q‘ﬁ_lﬁ‘é\fﬂ‘?eq by thetprecessing mepny (He beforey the paddibloar d
qgnprléﬁfgéding of the set of information, with a signature key (SWAP)

7 stored in the main storage means, the processing means being

8 designed to calculate a second signature of the reloaded set of
9 information, in order to compare this second signature with the
10 first one, so as to validate the reloading of the set of

11 information in the event that the two signatures are identical,
12 and to invalidate the reloading of the set of information in the

event that the two signatures are different.

10. Method for managing the memory in a chip card comprising
information processing means (9) and main information storage
means (10, 14), characterized in that it comprises the steps
consisting of:

- detecting, during the operation of the chip card, that the
main storage means (10, 14) contain a quantity of information
such that the execution of an operation is not possible;

- selecting, in the main storage means, a set of information
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to be unloaded (K), the unloading of which can release enough

[
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space in the main storage means to allow the execution of said



2 information processing neans (9) and nmain information storage 3 neans
(10, 14), characterized in that it conprises the steps 4 consisting of: 5
- detecting, during the operation of the chip card, that the 6 main
.storage neans (10, 14) contain a quantity of information 7 such that the
.execution of an operation is not possible; 8 - selecting, in the main
storage neans, a set of information 9 to be unloaded (K), the unloadi ng of
“whi ch can rel ease enough 10 space in tgga mai n storage neans to allow the
execution of said 58 11 operation; 12 - unl oading the set of information to
he unlgggggtgg .into 13 secondary storage neans (23 through 25; 42; 53),
I'n the event 4 that said secondary storage neans do not contain said set
ek informati aalbadbagusheaded. ok iAroMahbBodnacsondi Ag1L2a8h2iR) 195 i ch
conprises the steps 2 consisting of: 3 - detecting, during the operation
8B t heserPpdazvdstrraget means {@Bntbroughe2heas?; (38), 14y that eirana
annti%g f infornatign 5 sgch that an agditional storage, of a given

prrevi o Fg BRI S 88GORBALE: BEPTRARPAARF ofi°i ROpoSerbRrEn §aid; gebaBfng into
the makArst-ARag8n"e8NBeS8hilog8ba0f unl oaded information. 1 12. Method
according to claim 10, which conprises the steps 2 consisting of: 3 -
detecting, during the operation of the chip card, that the 4 main storage
nﬁans (10, i4) conhain a quantitg of information 5 such that an additi onal
storage of algi YBHPRReAFEAEARINFBaBtYim6leet WRichForRELROR FRE B5eRB!
pessi bheng{gtifg! §¢ti Ny, in the main storage neans, a set of information 8
to be unloadeé ?J), t he unl oadi ng of which can rel ease enough 9 space in
tBe mai n sterdgeeseang, t quaihgWwhbeopépatPon Obf SEhE chip card, that the

4 main storage means (10, 14) contain a quantity of information

5 such that an additional storage of a given previously unloaded

6 set of information is possible;

7 - reloading into the main storage means said set of unloaded

information.

12. Method according to claim 10, which comprises the steps
congisting of:

- detecting, during the operation of the chip card, that the
main storage means (10, 14) contain a quantity of information
such that an additional storage of a given previously unloaded
set of information (K) is not possible;

- selecting, in the main storage means, a set of information

to be unloaded (J), the unloading of which can release enough
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space in the main storage means to allow the storage of said

[
o

previously unloaded set of information;
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- unloading the set of information to be unloaded (J) into

(=)
N

the secondary storage means (23 through 25; 42; 53), in the event

[S]
w

that said secondary storage means do not contain said set of

[
TN

information to be unloaded; and



10 previously unl oaded set of information; 11 - unloading the set of

I nformation to be unloaded (J) into 12 the secondary storage neans (23

t hrough 25; 42; 53), in the event 13 that said secondary storage neans do
.not contain said set of 14 information to be unl oaded; and 59 15 -
reloading into the main storage neans said previously unloaded set of

i nformation W 1 13. Method according to claim10, wherein said secondary 2
storage neans conprise a data baM<(ZK%§5) renote fromthe chip card and
linked to it by a data transm ssion network (26). 1 14. Method according to

lkai m 10, in i e opdary .2 storage neans belqng to,an [nformation
%Pocessing aeviéggggg? é%gge?g i%ﬁlﬁifh°§§ga ﬂﬁPBscﬁFag(gffvlﬁung Met hod
accor dungdohded ake® &8, iwkerahRidal xyecondary storage nmeans (42; 53)
belong to the chip card. 1 16. Protocol for conmmunication between a chip
card and a 2 chip card reader, the card conprising information processing
3.nmeans (9) .and_main inforngtion storage neans (10, 14), 4 characterized in
that it conﬁsis §tbﬁ8 BFERZIEBAs St FhEIPNLPhathersin gaad, gagerdardnsnits
te thegeardg@NmBhHs! cbRpeX8eUbCadba gaﬂﬁer(§§!-9§§ femotBCsEahd ﬁsaéﬁ*i‘gs to
see whether it has enough space I n the mai n storage neans Fo execut e
t hi s operdt rod; 19nkefdf tooitt hg aaddtexecahemisaidnopetwbrn{26hen transmts
an 10 execution report to the reader; 11 - if not, the card selects in the
mai n storage neans a set 12 of information to be unloaded (K), the

url oadi ng of 4Whj n a h a ' e I N rage._means
tg aIIOM/thg4i4nggg§§tfgégg?§§§iSgogggggi%ﬁP ?ﬁeﬁﬂ%%e %%? ﬁ%%gﬁg *¥he set
ok 15sikotrageameanst bellengnktoadadifkdrindt fof eppoéasyingoaagecaeaps) by 60

cooperating with said chip card (21).

1 15. Method according to claim 10, wherein said secondary

storage means (42; 53) belong to the chip card.

1 16. Protocol for communication between a chip card and a

2 chip card reader, the card comprising information processing

3 means (9) and main information storage means (10, 14),

4 characterized in that it comprises the steps consisting in that:
5 - the reader transmits to the card an order to execute an

6 operation;

7 - the card searches to see whether it has enough space in
8 the main storage means to execute this operation;

9 - if so, the card executes said operation, then transmits an
10 execution report to the reader;
11 - if not, the card selects in the main storage means a set
12 of information to be unloaded (K), the unloading of which can
13 release enough space in the main storage means to allow the
14 execution of said operation, then the card unloads the set of

15 information to be unloaded (K) into secondary storage means by



16 transmtting an unl oading order to the reader, in the event that 17

sai d secondary storage neans (23 through 25; 42; 53) do not 18 contain said
set of information to be unloaded, then it executes 19 said operation,
then finally, transmts an execution report to the reader. 1 17. Protocol
according to claim 16, wherein said operation 2 is a |oading of a set of
I nformation to be stored (J), the steps 3 consisting in that: 4 - the
-reader transmits to the card an order éd)l oad said set 5 of information to
be stored (J); 6 - the card searches t0o see whether it has enough space in
e neans.to.execute this |pading_order; 8 - if so, the card

t he Ln_stora
égecut gaFﬁgl?gé%?n@“o?ﬂ&??dfﬂgn°f§§ﬁsF@rEheQrﬁ dexeciPi bher egert thathe
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into {RetPgagggondary storage nmeans by transmtting an 19 unl oadi ng order
to the reader, in the event that said 20 secondary storage neans (23
t hrough 25; 42; 53) do not 21 contain said set of information to be
unl oaded; 22 - transmits to the reader_an order to resune the |oading, 23
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execute an operatTon consi sts, (0] e reader, o

3 consisting in that:
4 - the reader transmits to the card an order to load said set
5 of information to be stored (J);
6 - the card searches to see whether it has enough space in
7 the main storage means to execute this loading order;
8 - if so, the card executes the loading order, then transfers
9 an execution report to the reader;
10 ~ if not, the card:
11 - transmits to the reader an order to suspend the
12 loading:
13 - selects in the main storage means a set of information
14 to be unloaded (K), the unloading of which can release
15 enough space in the main storage means to allow the
16 execution of the unlocading order;
17 - unloads the set of information to be unloaded (K) into
18 the secondary storage means by transmitting an
19 unloading order to the reader, in the event that said
20 secondary storage means (23 through 25; 42; 53) do not
21 contain said set of information to be unloaded;
22 - transmits to the reader an order to resume the loading;

23 - executes said loading, then transmits an execution



el ectric power supply of the card.
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report to the reader.
1 18. Process according to claim 16, wherein said order to
2 execute an operation consists, for the reader, of activating an

electric power supply of the card.



