ABSTRACT To realize an extended-Feistel-type common-key block-
cipher process configuration for realizing a diffusion- matrix switching
mechanism (DSM). In a cryptographic process configuration in which an
extended Feistel structure having a number of data lines: d that is set to
an integer satisfying d [err] 2 is applied, a plurality of multiple different
matrices are selectively applied to linear transformation processes
performed in F-function sections. A plurality of different matrices
satisfying a condition in which aminffium number of branches for all of
the data lines is equal to or more than a predetermined value are S07F10%0
selected as the matrices, the minimum number of branches for all of the
data lines being selected from afiforigfittdimum numbers of branches
corr;f,spoggifgztg th dat% lines, e%ch oue e minimum numb}%rs of
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c ivapsfopnation matksices dncluded:in f- funetions thal age inputte fon-
corresponding data line in the extended Feistel structure. According to
methelpresent dhverition: conrmon-keyebloek dipher based oatheBSM with a

high resistance to linear analysi anrg differential nglysis, IS realized.
profess configuratlion 1n which an extended 'Felsteli structure

having a number of data lines: d that is set to an integer
satisfving d 2 2 is applied, a plurality of multiple
different matrices are selectively applied to linear
transformation processes performed in F-function sections.

A pilurality of different matrices satisfying a condition in
which a minimum number of branches for all of the data lines
1s egual to or more than a predetermined value are selected
as the matrices, the minimum number of branches for all of
the data lines being selected from among minimum numbers of
branches corresponding to the data lines, each of the
minimum numbers oI branches corresponding to the data lines
being based on linear transformation matrices included in F=
functions that are input to a corresponding data line in the
extended Feistel structure. According to the present
invention, common-key block cipher based on the DSM with a
high resistance te linear analysis and differential analysis

is realized.



