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determining an architecture of the .NET platform

v

modifying contents of a given .NET method of the set of
predetermined .NET methods by adding thereto an
executable payload, thereby generating a respective modified
.NET method

l

storing the respective modified .NET method in the .NET
platform

l

in response to determining, in a native image directory of the
architecture of the .NET platform, at least one native image

library of one of the predetermined set of classes, hiding the
at least one native image library in the native image directory

l

generating, for each one of the at least one native image
library, a respective modified native image library having the
executable payload

l

A S S

adding respective modified native image libraries to the native
image directory to be used instead of the at least one native
image library

FIG. 2
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300

310

\ in response to calling, by a .NET application, at least one of:
the respective modified .NET method and the respective
modified native image library in the .NET platform: executing
the executable payload to cause the logging the current
activity in the .NET platform to generate an activity log

A4

32 " - . .
O\ transmitting the activity log for analysis to determine presence
of the malware activity in the .NET platform

FIG. 3
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