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‘Badkyioundiof the Invention
I Oq@aaler; E%&er?w ﬁ\gﬁ%l@bdlln)d@\é%ﬁé'ﬁés nidyebeieatoded lsing one of a

PC s'/CA-20 05;P4—*159159* - 1 Title: SYSTEM
gTHCD FCR ASSOCY ATI NG MESSAGE ADDRESSES fCASI\[IJD()5 /0 -
OCF;-CI)- m\m s Reference to Related Applications ol 23
[ cation clains the benefit of U S
Provi si onabisppl i cati on Ng.. 60/ 693,413, filed June
24, 2005, the contents of which are herein
i ncorporated by reference. 5
Titid: SYSTEM ANDMETHOD FOR INSSOCIATING MESS DDRESSES
A JICATESI ments of the
0 the processi ng of
I S drarioe b Hefile -Jiﬂcﬁ ges, and nore
ad: thods for associatin .
[oogijssagey Qdéﬁﬁl&,%%ow diineethe beoafiesf Lhat Preyisieaaj, dgplication
| 10 t e processing of encoded nes

No. 0601698 418 efiledounpo@d3] 28Pct! the , conte es?f %Eﬁr%;@dherein

'ncﬁ%j?z{%??%ﬁr@ee%ég?egf uSIt Egsgngr SI o?ol 2 such
I e ; ;
T Sarerrs bl e e U
e * *
!eldwiaglg menaeﬂ on apPubI I C CKg; | :j(nept Ia?lt Irh%:/t 3?2 (PKIG(;0001

to communi cate information that provi de
[0002] hent iErabodimenisl of A RMEAIRN; rg% te gang %lh'ctgdte(gi BTOCBSSIHQ of

a private ke :
messtaég?sorﬁ%phbgg Oeegfg%!ﬁg%éss}é Egt ﬁbﬁggwg;%%en%ﬁfﬁﬂypw lSystems and

meﬁ%ﬂsq r b didting msda@maddmseawﬁe@er@écﬁgsg %Jﬁ'laiyg)e used in
ey ofa private key/public key pair can only be
thedwooeksing abenepdaskmMespe@ehondi ng private key of the

cpair. The authenticity of public keys wused i
_ n
encodl ng of nessages nay be vali dat eé usi ng ' the

certificates. In particular, if a user of a conputing
ypt a message before the nessage.

invention relate g y

i ndi'vi dual .. That

I | .
nufrﬁie‘r Ifnkgxléw %Wgtbcdgzpméwfdhﬂpe ipsetochls, suphias REGUES Multiple -

Intbseett Vsl cBiepeionel SEMIVELoforaSRARPIS [RY (97 PUblie gnd private

encrypt|onf keys to provide confidentiality and integrity, and on a PUb|IC Key
Infrastructure (PKI) to communicate lnformatlon that prowdes authentlcatlon and

authorization. Data encoded using a pnvate key of a prlvate key/publlc key pair

‘can only be decoded using the correspondmg pubhc key of the pair, and data

encoded using a public key of-a private key/pubhc key pair-can only be decoded
using the corresponding pnvate key of the pair. The authenticity of public keys
used in the encoding of messages may be validated using certificates.  In
particular, if a user of a computing device wishes to encrypt a message ‘before
the message is sent to a particular individual, the user will require a certuﬂcate for
that individual. That certificate will typically comprise the publlc key of the

individual, as well as other identification-related information. Similarly, if a user of
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~1THETEEE ~t b~ HAL HT THEEEE Ol 1~ | pevnfeed
f1 Ck2005(r)001?k3 -2 a conputing device r?”?JVQ
message that has been digitally signed by a
particular individual, the user will require the
proper certificate (conpriging a public key) for that
|nd|V|duaI.|f t he user mﬁsges to verify the digital
signature in the nmessage. 5 [0004] Typically, in

a cogqﬁ(;qvw(g\?e LT rgegivbgaé'rﬁé%agéc tiwdt Bas daen dxglwﬂwesugned by a

particular certificate to, for e
partllélﬁlgl‘ yﬁ%w@lluaﬁsmegesemmll requirs dhe PIRPEhHEETH tg:r%én(gomrgwg a
i ndivi dua
publigdkpya Ser thajdpdlyﬁjlé:az & ts'aefﬁ'd\&%égsggmw&@m@tﬂ@@natum in

the 'ﬁ%é%ﬁ% cate does not match the e-mail address to
C he nessage is to be sent, an error nessage

[OOOiAEdi cat EWS%%R »@ﬁ’é%ﬁ%smansapmcdmmgl i aorav@mpt ksemade to

eturne e user. As a result of the addres
e Mot ST e Lo

intemds 1o pench &R 28t IRALY! l,o?ncgﬁ%%tzgfe% %Hg%ﬂ elfR&il @ddress,

e systens and

but #g%vréeﬁw%ﬂdacdo%%é: oReAnde e ithat @éﬁ!lfltates Hoes mut enatabathe, e-mail
e carried into effect, reference w] |

addresy tbev\nmdethebyna&s,agef iseteaRBl EENtt @Mt ﬁgob&qﬁm, jcating an

add?é%wnggrgg\lgpld\égbﬁh%t@@y %&r@t@rn@ otﬁkth‘é' agéram%f aaresult of the

€ 1 nplementati on;

add??g H%%Sﬁ%%%eéségecwwmmbe aktitber smItIyp@lds'mrcﬁﬂmonent
of “the nobi | e device of FIG 1; FIG 3 is a block
di agram of a node of a wireless network; FIG 4 is a

bl ock diagramillustrating conponents of a h |
! r ost system
BriefDeséeriptiaangfitheddmawingsation; FIG 5 is a bl ock d

diagram show ng, an e
[00BSES ¢ (ROTa LR HF %’é?émned.uéuﬁt EpbUMERL ol IR Sysgme and
mefHbdeXdeRtrigedf harBire o e showssage cl¢arBoho®(thegomay be carried

into effect, reference will now be made, by way of example, to the accompanying

drawings in which:
FIG. 1 is a block diagram of a mobile device in one exémple impleméntation;

FIG. 2 is a block diagram of a communication subsysfem component of the

mobile devuce of FIG. 1;

FIG. 3 is a block dlagram of a node of a wneless network

FIG. 4 is a block diagram illustrating components of a host system in one

example configuration;
FIG. 5 is a block diagram showing an example of a certificate chain;

FIG. 6 is a block diagram illustrating components of an example of an encoded

message,

‘@@W5/00i?§§
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-3 FIG 7 is a flowhart illustrating steps in.

met hod of associ ating nessage addresses,{wmao 05/003 7h§

certificates in accordance with at |east one
enbodi ment; FIG 8 is an exanple dial og box
illustrating a |ist of messgge addresses associated
with a certificate; and 5 FIG 9 is a flowchart
illustrating steps in a nmethod of associating nessage
FIG?ggrfseSﬂﬁ)w/@Jthﬁht ﬂwﬁgagmg:aﬂteps iin acvethtehot agsokiaiing message
st one other enbodi ne
addresres| With cartifigaiesdn @Ecey al”ﬁs VfDﬁ} d 8?%‘90%%<§ﬁj;9%tdl‘rﬂgﬂt t he
case where a 10 message is to be en ted and sent
FIG o8 ais iandbxalmméﬂ dialagc bpx alllHstEatingha ﬁﬁg off ngsgPge, gddresses

desi r t e nessage to be encrypted usin
assQC@éq.tfl ﬁ@a‘f"e ﬁ%?? aéa;s not contain an e-nail addregs

e AL USRSy Lohadsgind pesace

nts
adosr¥§§§§7§ntﬁc'3{grt%tat&dlﬁ AlcOrairRenvitedt keseone itesreembogiment.
sage addresses e-mai | addresses) are .
associated with certi f| cates. More specifically,

these enbodi nents :nmay be enployed to facilitate the
De&sgo!CQatlﬁnvgf one or nore secondary nmessage addresses
ne or nore certificates selected by the

8 of  Witko nPhetemg: d@\/theefo(regcgngaen@bplee indthe «ase w@eré a
0008] Accordi ngl

me8age lcifch BED PG AR STEIR £ GUTILEURL/S SN SRaagnS: it may
be E%%g{)l% t?&)dérﬂﬁf |k sage tAHEr ity ped e a cmtlfl@btedhat does

ong as e nmessage address to

nof cztg\tﬁiﬁséiﬁe&naﬂ; adtessdhsemataheisdhe £-avajl aﬂdre%ohﬁ@s@gydual to
addresses associated with the certificate. The

whighstbgJressfeSdePa $EM are considered to be associ at ed

(OB ai noBTapadeTEH! SEvEEi Battad) e gpditid AR where

médsh éeggd’%@%é‘s ”@Siagﬁnéﬂcgo%ﬁé@@sl) hate hRYecibfeh with certificates.
ass Cia certificate. r7/CA 2005/ Qoj

Moré [specifitally) tmesebremabiodisyants . mayerke |@nBW€ﬂdé@l gacmtate the

met hod of associatin
'assomatnon of one or more s%condary message addresses with each of one or

more certificates selected by the user of a computing device (eg a mobile

device).

[0008] Accordingly, in the example where a message is to be encrypted
using a partncular certificate and sent to an individual, an address mlsmatch
would not be detected so long as the message address to which the message is
to be sent matches any of the message addresses associated with the certificate.
The message addresses that are considered to be associated with the certificate
include any message addresses _cdntained within the certificate itself as well as
any secondary message addresses that have been associated -jwith the

certificate.
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message addresses with certificates i dpMYLARD Dy =
user of a conputing device, wherein the 'r,rgtAhodb})Sﬂoon'“‘B

conprising the steps of: receiving first input data
identifying a user-selected certificate, fromthe
user of the conputing devicg, wherein the 5
user-sel ected certificate contains zero or nore
primary message addresses associated therewth; .
[006%‘36' Vi g sHRCBRShd BRPEctdahard deprovidedda onethod ublaesomatlng
condary message addresses to be associated with.t
message- addressesiwith ereriificates identifigd LysadIssr i@ ?W@pHHBQ (q:ewce

whefel S gER AR ES 1 5 £1OFR, e o Ehing AEFinput dete dontiying

a u§&°ﬁé'|@é\éﬁ daa6ce, dnatkl eseesf itie &odmmlngtdemtej,rwherem the
such that the user-selected certificate wi.th whi

usetiselestasl certifinate maarger@egsd@ereao%r@%@e@%%ﬁége "addresses
ass ed | ei

s 35005 Ay B B, W et one or mor

sec@ﬁﬁﬁﬂi i MEssalRY i sedreb884.0lo | e anssdeatedr osith atjeecusertsriected
second ar%arressa ge addresses are 15 stored wit

certificate sandasserialéng tha eBe OTiMoteHee MY EEs ésmcicﬁ?sses with
the' F%ﬁtfl%léﬁgggcgeo ﬂ@épé‘b g°§d§‘v %th@eo 'H?Uﬁ'io‘?@ RW¥haary message

ect e secure data store
addIBsédeircaniu istgictuteviiah that b m@etaabe@@eétdlcammm which

the:]%ma{c])gtrggn{ﬁ géggnddz'%? [prggﬁsf,ﬁgteg%géoﬁﬁ %E%%Yo'c ?Qeti hlS%denuﬁable
wh?ﬁé?ﬁ %AE b@aﬁg %F%(HGI%S rE5186$ |,ﬁegi LIPS NHataBdterd &retien amputing

evice. A nobile device is a two-way
devdicgmmuni cati on device with advanced data communi cati on
capabilities having the capability to comunicate

[oosioyh ot her anoMpntroad yaspe, the mebondanicvEssagmpidiesses are

th
sotsihechs Ba-SRBPuheblighaln HhE R PETHTL SPRUE88 o pp secure
dat3SMbfefon tHe SBYpleing 8kGiceed to as a data messaging
evice, a two-way ~pager, a cellular telephone wth

Odlal a "esf’haghaﬁwe? égﬁlé 686, thd YadREeafftal 1HRY BAtthe computing
appliance, "or a data co ni cation device (with or

devvcélimpassve:brmeotgctWICAZ 005(r)0 017t~ 3 -5
capabilities). A nobile device comuni cates with other
[00¥2]i ces trhanvtpbr aroaafamdt i ctampmm devncsteaalrmtslle device.

[0013] Some embodiments of the systems and methods- descrlbed herein
make reference to a mobile device. A mobile device is a two-way cor_nmunlcatlon -
device with advanced data communication capabilities h'aVing the c.a'pability to
communicate with other computer systems. A mobile device may also include
the capability for voice communications. Dépending on Ithe functionality provided
by a mobile device, it may be referred to as a data meésaging device, a two-way
pager, a cellular telephone with data messaging capabilities, a wireless~|ntern_e't

appliance, or a data communication device (with or without telephony
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[0014] To aid the reader in underst andi nggglmA20 05/0017“% '

structure of a nobile device and how it cat és

with other devices, reference is made to FIGS. 1 5

-through 3. [0015] Referring first to FIG 1, a block

di agram of a nobile device.gn one exanple

i npl ementation is shown generally as 100. Mobile

device 100 conprises a nunber of conponents, the
cap‘é@:ﬂﬂré@ ). | RgmedIBOBeVite besraunitate pritit esther deddees through a

crogrocessor 102 controls the overall operation of

networ pktramscgiMar statiams: Conmruni cati on functi ons

i ncl udi ng data and voi ce conmuni cati ons,
[00p4} f or nEtD amtb\@gnead@mmnnda@rw'%ﬁﬁfﬁféﬁw@@f a mobile device

I cation bs e [
andiﬁm&nag hirdbusde VB Fher SelEES HERIIRE M8 P 1o |
hr I e i npl enentation of nobile device 100,
comuni cati on subsystem 104 is configured in

[Oogoﬁdearﬁ&eWﬂ ledi%@leq| é@o&%‘ié@ﬂhﬁpbf btrhbbiee device in one

ni cati on and General Pac Radi o Servi ces
exe(r@ES)mpreammtm |$hehmm @ersrallyr @seddOnet Mehile device 100

co%éﬁ?&eﬁ?éé%meerzgoshwgg% gec d @‘N‘ol[}@&é RMPO gnt being

mrd?@#)r%cegﬁ\f‘ O | BB RS cesEBHD2 @Bdtrblsl thercﬁ@rall\/bberairon of mobile
econtmuni cati ons Service _(UMLS) ét andards are

deice rlDObé)qn@m@refqaﬁ@a fupeitons; inciudieg idétﬁean Y21Cc& mrﬂ}df\'?am”s
S
ol (I S R b eiony  coprycaton

y
sUlRSEEMS10Kirbteides mebsagad frbhatartdrsendsrenessages to a wireless

ded
R k- o Shbdel S W e 10,
corﬁr%ﬂfh@&itio‘ﬂgsﬁﬂ%@ﬂn‘:Qbhofb %ﬁﬁgéﬁe@mﬂ%c‘ﬁrd%d@twm’f khe Global

represents one or nore different Radi o Frequency
Sy¢tBR) fahblohde SCompusmucation é@SM)dam@ Genefat PaskebRadio "Services

(BB S5 b S S TER RAH AP Bachdana s

;S’éctéd‘ﬁﬁé’trﬁ'ueﬁé d@é’rﬁdhrﬁef\ﬁrulde §N¥bér€éd@|d \evenmally by Enhanced Data
comuni cati ons and packet swtched .data

Gwrammrmmgerﬁn@mp&mmd NrivrssghMakdlewf ?'@PQ%“H@P%?@S Service -
Le
(URTSE" T AT, SuP B Al s MBS na ey i

ha(® RirhRartfes ©etHeCAMBIQSBABOUr- Geéﬂﬂ:ecbhb&rrnv\endlrémll also be .
net wor ks may al so._be associ at ed Il e devi

_undarstood by persons skilled in the art that t e mven on IS N enc?ed g‘o use any.

other suitable standards that are developed in the future The wrreless link
connecting communication subsystem 104 wrth network 200 represents one or
more different Radio Frequency (RF) channels, operatrng accordrng to defined
protocols specified for GSM/GPRS_ cdmmUnir:ations. ~ With newer network
protocols, these channels are capable of supporting both circuit switched 'voice

communications and packet switched data communications.

[0016] Although the wireless network associated with mobile device 100 is

a GSM/GPRS wireless network in one example implementation of mobile device
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vari ant inplenentations. D fferent type§"mcm2r%fjer§40017h§
networks that may be enployed include, for exanple,
data-centric wrel ess networks, voice-centric

wi rel ess networks, and dual - nbde networks that can
support both voice and datagb communi cations over the
sane physical base stations. Conbi ned dual - node
networ ks include, but are not limted to, Code

| 100D'o‘me°f' WitelBs tde‘ﬁh@rkécm§§%Ii@%sso@rat@mﬂﬁfbbdetdmmm 100 in

S networks (as nentioned abov%@E
variaht rumpﬁnemtaﬂpos] ( Differest igPes 9fi ware E‘j &‘at may be
| der, e
o208 b B R, (L SSEFR IR IR plieconvi
wne?iﬁ%t?!‘ﬁg{gvosgsaéﬁﬂ l@ﬁapcfgwodbd%twumsdhatem suppd&b@tmeom@ra{ﬁ data
ona mu t
corinkpicginnamyerithe sane g%%%%ﬁg?/ %ta“%% éjs%“?%%lt&%/v% §Pmode
net\\;m%slﬁen%HJc{eI Qhflare Vlg)‘f i {eBCt%S 0%919%/@bﬁqwumb@ AgtSss (CDMA)

onal™ Su sys -su as a Random Access
or OBMA000RAvOEKS GSNH@E’R&netvgormzeas mesioagd ehpve),j@nd future

i ATk B e ot e
dat?gl%rf@né ABAG []blé ahé MSHit32 R0 tNetvork eiridce DataTAC™

e subsystens of nobile device 100
Raghier Ketwork. cﬁmnnmesaxhodxmrr\ml@a -¢entrigrdatagigiwoileinshugle Personal

008{551@7395@5%@(%%@&%;9%@@%& ?lgg( a(%%l%l' gﬁ@f'\gp aDlVﬁl8n Multiple
Ac@é&mﬁw Egstdhfs may be used for both

ni ca Ion-related -functions, such as entering -a

[Oédlgit mes ﬁ/ﬁ@rggfc?trefstsbﬁﬁﬁﬁ‘a?s?d fle@eed Mﬂtdﬁmﬁoﬂ&%ub%?étems such

i ce-resi unctions such as a cal cul ator or
as t@afkandah . AGessatMergosy $RAM)s 86 wdpeh umemasy 108, display 110,

auglighenaifaely 108 SulaRleBL 1fas SRl ot PAT NegbBia 116,

sp8hk&tT R3B! \tRicYoptforie MR- Sdry- ra?ﬁagmrqorﬁrlﬁﬁ]v{)camonm AR22amnd other
storage el ement (not shovvn) Those skilled in the art

dewvickes 126pre0| ate that the operating system speC| fic
devi ce applications, or parts thereof, my
[00%8]por ar Soyné oadedhei m@sustemSat of e naqkilee Q@\é‘ﬁe as! Q@Alvperfofm.

cobSSoa BTN PG AR B BB 89 o

“resident” or on-device functions. By way of example, | display 110 and _keyb_oard o
116 may be used for both communication-related functions, such as entering a
text message for transmission over network 200, and dé\/icerresident functions
such as a calculator or task list. Operating system software used by
microprocessor 102 is typically stored in a_persisten{ store such as flash memory
108, which may alternatively be a read-only memory (ROM) or simil.ar storage
element (not shown). Those skilled in the art will appreciate that the operating
system, specific device applications, or parts thereof, may be temporarily loaded

into a volatile store such as RAM 106.
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over network 200 after required network r.mmt%é’”m"m

or activation procedures have been conpleted. Network
access is associ ated with a subscriber or user of a
nmobi | e device 100. To identify a subscriber, nobile
device 100 requires a 5 Subgcriber ldentity Mdul e or
fSlM' card 126 to be inserted in a SIMinterface 128
in order to communicate with a network. SIM 126 is one
[ooﬁyj;e of I\ﬂ bif® EORE W'ma@@@hﬂ and dec&l%d:dmrmudmatmhy&gnals
ubscrl er of .nobile device 100 and spona
overr heetwoik 1280d efterc sequited @ﬁbﬁ@rkofergé$tr@tr%@§ fﬁV?H%tprgF‘Rﬁ’”reS

hav&eggﬁﬂhg%rgllp e‘g%cﬁj \A)Qteﬁ\‘ﬁ%r&o re%s%ésg%b dORRH %télf%%hbél%r user of

y Inserting S
a rﬂgl(ﬁlé Akgics! 100. RS fiderifl 28 subswilies ¢ mdisie dawcac‘d&sequ"es a
al | subscri bed servi ces. Servj_ces

Subsasibss rigerativt Meddagm Biicea 8 Pe BRI NSeFLAR aupIM Rterface
12@38{/}35&? tfaw%‘ép‘%‘? NiEse Rk 3@\%’0%' tspd B Nessaditdge of a

WOFe “advanced servi ces may I ncl ude:
cominfibnaf “serirecafd’ elsed teadentify sasubssgibes of oratule device 100 and

t t Sl
to persRelrs Erge eblaeveR. T canahy atbe tanBhe JTERLY stin 126,
moﬁjgﬂ de?n o 6‘?8 Jr%‘ct;f% eyf oP?rati‘éﬁHPk&dcérﬁnfﬂrﬁdaii@howmﬁfdtwork 200.

er to y the subscriber, SIM 126
Bycimseetings SstMTHZSSertopSFMrrmt@Tfaﬁqu‘tﬂﬁ a8 supscriber can access all

su%%ﬁ%\?‘ggg u§eﬁ\gc§ E/g'i é%{:lggghg/ebl @I’%%Hg aé& %@éls)saﬁﬁﬁb such
as %eﬁ'%?‘ls%lbé &P WHbPMeaRYgS IStV ieeNISIeS ) aindnbltineedia Messaging

Vi ce 126 may store 20 additional subscrjber
Servites rfMMSh f torer arhisinced deevicesa§axe e U%cpetﬂ'ﬁr@ sale; field

R

'foerermPYmmW%tm d@rigee 126165 Lidesrted ibaSiMbripterface 128, it is

i nter

132 f
colimiricta BucrEBoocesat {102y  IRCAFLAS ‘8BS EoaPRT D SIM 126

Cobrow Phe (Y 5 \Wa)tersv"‘%hﬁﬁ 88 Sars tIRtrphficral %biléosubscnber-

ng power V+ to nobile device 100. Althou

Idé?ui‘tﬁe(mt/ISl)ecimolamgyntamket uséng &Vh 124 1se.tlgat auw%}s&rlber |s not
tec nologles

neseRRAMlY PAMHS| B)é Wv?@g‘elﬁgys'fatﬂﬁeblh ggwﬁ(r g{:gssg“ra26 ?5'55" store |

addrhcﬁfég sLbS&LeR. |h1‘o?m996ﬁ abi Adnsbisd @svitens wemsincluding datebook

s execution of -software applications on nobile
(odealendarn Otformatien ao rQQHthRNZHfWU!?/“QOlM -8

[0020] Mobile device 100 |s a battery -powered device and mcludes a
battery interface 132 for receiving one or more rechargeable batteries 130.
Battery interface 132 is coupled to a regulator (not shown), which assists battery
130 in providing power V+ to mobile device 100. Although current technology
makes use of a battery, future technologies such as micro fuel cells may provide

the power to mobile device 100.

[0021] Microprocessor 102, in addition to its operating system functions,

enables execution of software applications on mobile device 100. A set of
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applications that control basic devi ée op SRR 0 0 ) -
i ncluding data and voice communication aS% |{:céﬁf}i ons,lj/om1 7k§
will normally be installed on nobile device 100

during its manufacture. Another application that nay
be | oaded onto nobile devige 100 would be a personal
i nformation manager (PIM. A PIMhas 5 functionality
to organi ze and manage data itenms of interest to a

appﬁé’%’@dﬁsi B4t cEHEHI basic lieviceotopkiatione( iholudingraidta and voice
cal endar events, voice nails, appointments, and task
commnisation Fppiaains avilonoMEaly e dstalad, opomahile dyice 100
receive data ite j id: t .
duringic iy Rgptafule anadlly iAo (i ety bR Yeaad BiAg fobile
dev&%ﬂ?@d\lﬂguw \k/)béei_ g’ﬁ@s@ml\l\mhrrﬂéﬁbn/vimanag&} (eii).e A PIM has
evi ce subscriber's corr ding. data | '
funcianably SEGBN NN A T B LS eay 4 BmUoFTIBE, such
upc ct eat: 3.1 0 hgsi t
oo TR 1o GBS S gt rampy o g, an
task#tBrize PaPIM applicaiorabasithagbiitsto serd andheceiyetdata items via

wiréggg gtggtrmf’gﬁétgf)& ! iyi{}ﬁﬁgg'n%p%g‘fg%? Agglbtssl%rghﬂgéﬂ? integrated,
syn:%%%'\ifﬁ' HNE JPHAt&d SRa hﬁiééleééiersﬂetwaﬂo JOUbiWite BRyireebile device

rough ‘'network 200, auxiliary 1/0O subsystem
subktAbeserdoniespontiny- Hafa steons -stanege andnmassecidtednwith a host

con?rﬁ&éﬁé%ft?m%fﬂs? @ngﬂgrﬁw ?;reaqstgi%fqar%h&rgﬁﬁﬁé?tgﬁmp{ﬁér on mobile
deViBE 18BSHih rBSpddnet ditaltbing, oThigdéan Bedgarticelarly0ddariageous

may provide enhanced on-device functions,. )
whemthei besti commitar eystamt isndbe omebilgr dBYICA. spgcriber's .office

exampl e,. secure communi cati on applications may enable -
CO@PB@FMﬁﬁe@'comrce functions and other such financial

__transacti t o, be . ; - SR L
[0({2@823? ¢ Séaaﬁpn%b?gplﬁiigéggﬁﬁggﬁg é@d%@%%@t@%b@% H&ice 100 |
thrBli§Hh HeBRERS200 AldRargn/Oexitayystdm dENd, ceerial peof 1 tér short-range

application and extends the capabilit] of mobile 256 . .
comewinieationg sybsystaMdi 44 pbranynptﬂeﬁa'iti"@ﬁ’?%rsué’év?‘\ﬁﬁ? 612%_ This

downl oa : bi i : .
o Sl LR e gy aiy v cove
100 oAl Omgly PidvideERenHaoced x anfrlesrjceb dunctienhst ccdroauinigation-related

encrypti on key onto nobile devi 100. th h,.a. :
funationbL orbRING IFRY SETRISI SCRHE TAVELBIFAGR RARIEBlIOpE may enable

e'é%@‘lkﬂ%&ﬁﬁ%&ﬁﬁﬁﬁi&% CAAMARSAELOR - financial transactions to be

performed using mobile device 100.

[0023] Serial port 114 enables a subscriber to set preferences through an .
external device or software applicétio_n_ and extends the capéb'ilri'ties' of mobile
device 100 by providing for information or software downloads to rhobile device
100 other than throu_gh a wireless commuh_icétion network. The. alternate
download path may, for example, be used to load an encryption key 6nfo mobile
device 100 through a direct and thus reliable and trusted connection to provide

secure device communication.
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-9 [0024] Short-range communi cations subs

provides for communication between nobil & @%6100%/0017"'3

and different systenms or devices, wthout the use of

network 200. For exanple, subsystem 122 may include an

i nfrared device and associ aged circuits and conponents

for short-range 5 communi cati on. Exanpl es of short

range comuni cati on woul d i nclude standards devel oped
[00R¥] t he |gddrarashdatgpninanicatibnon fubspslem Bl 122 oqrrbyideS' for

and the 802.11 fam |y of standard veI ped E
conmuPBRtipA hetween mebde vdayicg df |a% &ﬁ Styé%ff'xs or devices,

S a S elo)

witf SR8 SoseE B pfiork 20" T2 el 'E%%?,t em”%%mmd'“de n
infrafe!t décén ahdpresesiated kﬂﬁmnwlandpnmmussunﬂaOKmMSHonrange

e i W S e
staﬁdér‘&%s&é\}etpﬁ 4 e Wré}@ ﬂ@éa%rdt?o‘h”@rDﬁ)U@u@t%oth and the

e-nal | or exa usi ng keyboard 116 in
80Z.anjfamily Iobetamdardsjde‘mlagedby(bEEEd possibly auxiliary

I/ O subsystem ' 112. Auxiliary subsystem 112 nay
[0025§! ude (5 udevixascsivetl sighala suokicas szriegh mam&ge an e-mail

track ball, infrared. fjn i nt detector
messager thab wpage dJAwRIcd il or?epr%&&?ﬁ%e%aB&bFPW?/“”'Cat'O”
e r
suégbégeQﬂon %ﬁp éﬁ @;‘tgarg?érgﬂrg)g&%pgggﬂego# lél\ﬁ?ﬁ%@#oéégé& 102 will then
rdceéﬁihetréwlved' sigra fovooutpRO @ diapdayg i1 ec;mﬂltﬂroatwejyr to auxiliary
ubsystem 104. vVoi ce conmmuni C%gt .0Ns

oSyt emage. [ 0026), For vouce comun caLif, A as e mai
t

BRI kbl T sehcsel (I chpesseinodipiy 110 nd

poés:blyt aamrbmysHDoBumwtdmbé@ené‘rthlléw tpbsystesphbkee may include
120, Alte

oel8s sh 35" Hiol 258 JhoPLe Codd Lo RERLS Mo pHpl detector,

or iARIRFEMHeR with dDhamic dettonepréﬁﬂng Adpability, Keyjboarori 16 is an
audi o signal output is acconplished pri r| I thro ngpem may

alphseargricl keybomd AngdieaielentpnfalyPs koY gompose
_ begrgaor\ﬁnggeﬁ%% hgﬁ@rk O%rf@f&ﬁ&yﬁ%r@aﬁrdﬂ?ubléyg% oy,

I'ng Pa y ura vol ce cal or other
ce cald relate ] [ ;
lo‘ﬁé]Fl G 2o V%?%EQ”HP%@?%@% P SN oRBEL o IndBl dovice
10@%@%%’(@%&& ed@épothdtithe réce&ed@gnals would be output to
Communi cat i on subsyst em 104 :
speaker 118, and signals “for transmission would be generated by mrcrophone
120. Alternative voice or audio I/O subsystems, such as a' voice message
recording subsystem, may also be |mp|emented on mobile device 100; Although -
voice or audio signal output is accomplished primarily through speaker. 118,
display 110 may also be used to provide additional information such as the
identity of a calling party, duration of a voice call, or other voice call related

information.

[0027] Referring now to FIG. 2, a block diagram of the communication

subsystem component 104 of FIG. 1 is shown. Communication éubsystem 104
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ri CA20 05 /Dot 7435 -10 conprises a rece 2 ?
transmtter 152, one or nore enbedded or ﬁm WS‘?DOI '&3

antenna el enments 154, 156, Local Oscillators (LOs)
158, and a processing nodule such as a Digital Signal
Processor (DSP) 160. [0028]4dhe particul ar design of
communi cati on subsystem 104 I's 5 dependent upon the
network 200 in which nobile device 100 is intended to

corﬂp '1§é’§ 8 rebBNEr '15055%5r%njﬂﬂeﬂﬁ'92r éﬁé"@ﬁ' rhént eHb%dldéalcgﬁnternal

ustrated in serves only as one exa
antﬁngaaémm&m:alm ﬁ)§6 ahbeain@stﬁl&tarhr&f@ﬂ) He8wankd 2approcessing

f h
m?&ﬁ%&ﬁ&f @%giE?ie{tael?ﬁhﬁ?'r%rﬁgeéiﬁg%%@%aﬁ;{ [ Tication,
fil .
(0080 et | oNhe B iIRinaIR9 o O GOTTINAFE CSHORILEn, 104 s
deﬁé%é\rﬂnﬁ{&fr?'tﬁé‘ ftwBri €881 ivedhidroRfdoiRl Heviee 180 s intended to

ex '‘conmuni cation functions such as denodul ati on
opanaﬂe dthusdt sfg)ulcb bebmqmstbodrﬂaat the dssign dbustiated i Fie| drserves

nner, e tran tte

onbS 0 R3°RBILI SISNETF B B BP A6y HE GRS Apyark 200 are

mp@ﬁﬁ’o J@E@ﬁ@ﬁs’lg@ Wrﬁ&@'ﬁayﬁ‘ %rﬂoﬂﬁuéudrpcbﬁﬁnﬁ@rmrébaveﬂ%ctlons as
igital-to-analog (DA) 15 conversion, frequenc

snglmpl amphacainqm frecjueney deyn eemiersicBafiteingripannel selettion, and

2
oG8R BB BB BBLE R 2P GO 1200 B aows
m@é%brﬁ;ﬁl@)(ldéﬁﬁnﬁﬁfcaﬁ@@ éivetfonsnslighr aﬂsmnhctcarlatmmandl decoding to
For exa the gains applied to communi cat,i '

bespefeime ﬁ\ b&f’eﬂ@@r rse siftiar MRARME ts&nai%éorg?ytraggmltted are

prcgq%gggb;/ﬁﬁ%uiﬁ n'gt Fn(ydufaﬂl %h%gHggn%ang}yCP@%‘zg‘]fﬁpm TRkse DSP-

prodgsgbds signalk dret uvemut m)biriaesrﬂeterc6520®orardiglmmetamal¢g (D/A)
200 . nay. contain one or

I : L
OB S 2 oeg B0 e PRI wansmission

ov@F ﬁéﬁ’r@&k%d@sﬁg MRENRENSEDID SR 180vidteont) Bradessestodminhunication
channel is alimted resource that nust be

-SIQItalﬂs dmeadlso pyplides foy regeived apdiransmitter ggnisoler kP example, the

ga?rﬁgg;g\fflgﬁg&a&gmlg}'yw gln @ﬁaﬁ%ﬁg 9%%%{/&05 ?@%’dl t?arqﬁ}ﬂtf‘e? 152 may'
beOR@E Vel abntréllcantmblgie auldiaiis gairy postadll eylgba;heﬂs amplemented

turned on only when it is sending to network 200 and
in DSP 36Rerwi se turned off to conserve resources.

Simlarly, receiver 150 i s periodically-
[0029] “The wireless link between mobile device 100 and a network 200

may contain one or more different channels, typically different RF channels and

associated protocols used- between mobile device 100 and network 200.” A RF

~channel is a limited resource that must be conserved, typically due to limits in

overall bandwidth and limited battery power of mobile device 100.

[0030] When mobile device 100 is fully operational, transmitter 152 is
typically keyed or turned on only when it is sending to network 200 and is

otherwise turned off to conserve resources. Similarly, receiver 150 is periodically
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“C 1 CA20Q 00174) -11 turned off to cons

until it is needed to receive signals oreﬁmgu\ff)gnlooa'?%s

(if at all) during designated tine periods. [0031]
Referring nowto FIG 3, a block diagramof a node of
a wreless netwrk is showy as 202. In practice,

network 200 conprises one or more nodes 5 202. Mobile
devi ce 100 communi cates with a node 202 within

turn%’iprcgl @S&g{g%no dggwgggﬁtn it & AdRKRMeCeiviergiy sare drahfopmation (if

2 1s configured in accordance wth
at aederie] désighatedriané peBeryi ce (GPRS) and G obal Systens

for Mobile (GSM technol ogi es. Node 202 includes a
[0oBfe St Rdfemingonbwolol EIG.(BSE)block diagnmhofaa nasieoef &t wieless

tower station_ 206 Packet Co
netwddels sh@wn@a%o%uﬂy’bgfacaéﬁe@ﬁwor}%%btﬁ%%r S ﬁgﬁ‘& d nodes

¢
2ok e 55 {405 B taiar i g

.2003um|nome M&dmp(léi@&hblem’emﬁatloa @tﬁé@aﬁ GPRde s:&%as? capligured in

scchosie b Bort) Bo OIS BB E R Y BB Sl o

i s
MoBﬁe @E@W@Hﬁﬁblﬁ@fs@l}\lﬂo%% Zd?ﬁg\t%&grlégrwgstse ?fé?tﬁig?wml&ler (BSC)

.204wa1thoapoassﬁmatedatomafestabomﬂﬂﬂ ya (Ragket fcontrol Unit (p%U) 208

adc}p&%%ﬁ& | Oggﬁ?tah{]?%@hsel\gmg 4(8@%%1 angg QVIS@)C@M a Home

toa

|
Lo(}@fbﬂ REsu(sg% T%er 2$2iCH \Asiter Pokation Begtscmyed/m) 2pApacServing

o st i e S b 2090
215,, and, ad ynargﬁ:ﬁ-koaﬁ? %Bﬁﬂg@#@rlég dh P@Cp?tmk ThlS list of -

ei n genera
g toﬂeﬁt'@,talﬁeﬂbtﬁﬁbwﬁf *o ibef aasetth’stwea)ls’r ebﬂm@nﬂqu@tg of every
ata pa

o e TP B L Y MO et v

coftiid Béeélfgécg%urﬁeéﬂdr@ thkdligh hét@ldrk 208. t hat

conn ts to N 216 to control segnentation, 'radlo‘

[O@UP?L oﬁeﬁv k! ‘Rg@?eé?é' isfobuptedad B8CH Qb@dand to a.

rac devi ce location and

larfiik! rféinrH )Su‘chrasbat Fhuln:llcr SWItChSWTer@r]NeWKe&PSTN) 227 to
sw t ched managenent

safaly e suaN BageoHrepEats o e SRR dpRGlf PEyYRPe. sesn
21%53%5&3SN 218 to the public or private netwo_rk (Internet). 224 (also. re_ferred

to herein generally as a shared network infréstructu're)- represenfs_ the data path
for GPRS capable mobile devices. In a.GSM network extended with GPRS
capabilities, BSC 204 also contains a Packet C_ontrol Unit (PCU) 208 that
connects to SGSN 216 to control segmentation, radio chahnel éllocation and to
satisfy packet switched requirements. To track mobile device |oca_tion'and
availability for both circuit switched and packet switched management, HLR 212
is shared between MSC 210 and SGSN 216. Access to VLR 214 is controlled by
MSC 210.
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PCTICA2 005/ 0017 3 -12 [0033] Staty ' _
fixed transcei ver station. St aEi on ]206 an_g@é&g&ﬁf/ﬂtﬂ?hg
together formthe fixed transceiver equi pnent. The
fixed transceiver equi pnment provides wreless network
coverage for a partl cul ar Ceoyerage area comonl y
referred to as a "cell". The fi xed transceiver

equi prent transmts communication 5 signals to and

[ods%je' VessCABRWIERld fited traRgdSvdr QaicmbStaticte206 edd BSC 204
hinits cell via station 206. The fi xed

togenhmsfoemvtbe faqddparmwm%ramlllpryelpier'fbe fxed ljtqnscelver equipment

i ons as_npdu) ati on_an S n
preofEy el So ORIk bt dor 8 BnBiotef SR Ags, dhapqramonty
refgﬁéh 6 ds'h qpeqqor FABGRKeY tidhdeeiver edupmentstra@idrifits communication
predet er m ned, communi cation protocols andx%yr amet e

signalcio anshraceivesfcarmmun@atientsignalefronrmobile,dgyices withir its cell

Scel y ﬂﬁﬁp d
wapgﬁaihqgn fbgdegﬂgéégﬁ%nrgd t@ecrgﬁ{e € ggeiﬁﬁ‘yﬂg} Rerforms such
furfcBBRY RisGAbd Giation andl gossishe emeoblhg @md/orodmdrep ity DﬁSlgnGB to be
wthinits cell. Comunication (?rotocol S

d .
trapamiliast clos thay Mebiley dRYiGRe dR¢qaEdante nlﬁ@gs pagticular, usually
Pr%ﬁ%ﬁgnggggﬁgﬁgﬁ% | %ls%ﬁ#%é‘réﬁf&ers@ﬂe‘?t ¢SHtrol of its

erent frequencies than other
conwolis, The [f|Q664}aﬁ§mew@Irleqmmmet sieviiaclysderoodulatgs aaderpssibly
with a s ci fic network per manent conf. urat| on_dat

degoass 280:0RRUPSp IohPTRSSREY, GATDY EATTHHTIERIC 3ioNalRTeCygH from
mddi %ﬁ&ﬁ%%@%ﬁﬁﬁﬁ&'c@ﬂ 'Cf’(grﬁﬁﬂﬁﬁdé%nf;ﬂbt&ﬂﬂ@ ah8%iFhRietsts may

vice and can be queried to determ ne the
vanubetweerl diferénthnades fobigxamidei cee nvste mEyoemploy a different

chﬁi °f chse %éd: A gL letlefhEa T Byt ks
OB L REEPSIHEb S L o SR B e Pl penwor.
peYr'n%r-uégeS pyﬁu%én&?aw KSch 8% usér Siofd isostoréd WA RLA 212, HLR

I nc the permanent nobil e device data

212ralss contains focatiorlimfopnation for sach regigiergdaabile gdaviegs and can

oeDbslREATS BISANSIe LT BERME A ECBBEE s 210 s

re$PSEHIBORE Sa c%laubeofr Ritaten sreathatd wibes #ved ddwa 2of the mobile
servi ces can

demeSiRUrargyJans atamot GRPEIRITY SLYLR T8 FRRILVERG14 also
cogiaé@% ﬁ@fmé}%ggéﬂ n$ E%é@lcégqhﬁ% 248tiRg eotﬁle?'ﬂ%@\kérks The
information in VLR 214 mcludes part of ‘the: permanent mobile’ devnce data
transmitted from HLR 212 to VLR 214 for faster access. By movnng additional
information from a remote HLR 212 node to VLR 214, the amount of traffic
between these nodes can be reduced so that voice and data services can be
provided with faster response times and at the same time requiring Ie_ss use of
computing resources. |

[0035] SGSN 216 and GGSN 218 are elements added for GPRS support;
namely packet switched data support, within GSM. SGSN 216 and MSC 210
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nanel y packet swi tched data support, withizReaek? Bt _ o
216 and MsC 210 PCTICA 20 0S(r)001 7 #, m&/g@@\yomm;

simlar responsibilities within wirel ess network 200
by keeping track of the |ocation of each nobile

devi ce 100. SGSN 216 al so pq?f_orrrs security functions
and access control for data traffic on network 200.
GGSN 218 provides internetworking connections wth

ha§d lHhi& re%gelg%gmﬁgé tgitis WiRIEEY Ketwik 2D0ciBy Reepimgt tack of the

one or mor : _ via an I nternet Protocol (1P
lodadiok buf remchrreobite HemlperﬁloedSﬁSthQﬁGtai@ peffaBpk segyaty functions

ring norngl erations [ M € ' 0 ;
b5 25 B o §ellorf oAb o ERISKE 21 provises
|ntéﬂ%twbﬁ(m‘r’§0§§|’$néi%ﬂs3%tﬁ c&gernBNi patlestuiswitobet iretwotks and
present in circuit switched voice channels as

cohneelgriat ede Surwioce SEHYist 4116 N2 @t knternsing rofeeR! 4Bk backbone
negﬁgr}(gﬁsg t& P/YI&&&# H?a-gwéﬂé BbN9pf Hg%rﬂ%l%é}ahbﬁs a given

netmor sYuse private

m@bﬂéaﬂé\ﬂéé |1E0&ﬁ§$@¢@r¢orh?aa®?|@$s¢ﬁfacrf’ hosaogetreian R agdress and
DHCP server 220 connected to the GGSN 218. .There

to paRgSTERRAATeES S JP‘%WH‘QWS RQLPTERERIN CifGHl Shifipd voice

ch%@hgggsrv Ha?%ﬁ% Ség)rl t a&gémlgf\%g?%s& %re'd%ed for
QﬁféSg)l%bhﬁﬁ% a:tnsi dl,'&gomgpd:aélse Carrenty, call GPREheapable m@works use
establis rom.a 100, thr.o

privgls, danaeal STNeY n SHEHS e eBER B RHGE samer 220

coﬁﬁ‘énel ﬁqhthé”@GéRNZr‘I@prq?n%Pé Saré. h@%;ycﬁﬂecﬁﬁﬁlsﬂ{s 3r HPnamic IP

at can elther access direc I nt er net Lo .
assigmpeentbirelsding | using @ cpmibinationnef aoRrmede fudheatieation Dial-In

The_ APN al L
Usil: SEMES RRDIVISE BaR oani, B S D voRE B GBR, ttach is
cobspl@RsS iaggital @oAnectivn BDsstabiRiNedafnoimna o disiledéevicesi00, through

=100 cannot_ _exchange data w t hout first E’
PEBREDE, AL S G N A A amAccets Raintouens. AEMoMtBEGGEN 218,
quéS?PNTpfpng%tgaé( I SO0 ?raﬂlet {‘hrﬁ’%l Haw EaH e‘tﬁelaﬁccess direct -

erne OMAi N mane suc
Infemyetosompatibie. werddess er anmate [rE8 61k - comnectidns. GP'RSB APN also

Pt o s SOTBl et e St SCE S o Bl e Hdon BRpge cevice

1@%&%{%%&@@6%&@9&& m%\ﬂ@WN@dadd‘ mdbika8&eESs 1100 cannot
.S 1 nc tunneli ng nethods-such as IP. over IP as

exchahge damsenthptmflrsbperfomegta GRRS Atiaeb)to aonhBbtthahit has been
aulfﬁonzevg tk;] u\élert Lﬁ'lwl KE"NV may be considered to be similar to an Internet

domain name such as “myconnectlon.wweless.com .

[0036] Ohce the GPRS Aftach is complete, a tunnel is créated ahd all
traffic is exchanged within standard IP packets using any protocol that can be
supported in IP packets This includes tunneling methods such as IP. over P as '
in the case with some IPSecurity (IPsec) connections used with V|rtual Private
Networks (VPN). These tunnels are also referred to as Packet Data Protocol

(PDP) Contexts and there are a limited number of these available in the network
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108omat ke cogpled o peRIRWer g8¢acky Foger

Net wor ks (VPN). These tunnels are also referre | .
Packet Data Protocol (PDP) Contexts and d%bgj /001“"3

l[imted number of these available in the netvvork 1
2005/ 0017k3 -14 200. To maxi m ze use of the PDP
Contexts, network 200 will_gun an idle timer for each
PDP Context to determine if there is a | ack of
activity. Wien a nobile device 100 is not using its

20(? Dﬁ’oqﬁ ﬁfgire ud 81 e P 6Pt e xaRebforfterdd WHaLAtan Aigltimer for

ess returned to the | P -address pool nmanaged
eadly P[IIHICFCcmle)ateto detezatine |i [fotnm: iRef daaki ah apbvitt o Vihen “a mobile

degggt ‘snn g@gr@n&lﬁpﬁﬁg iF%ﬁcﬁ{g)gﬂ)%?ogg%%@arm}étdeallocated
an&%ﬁé &g ad%ﬁ@sé""réthrnéd’ B &7 |y friréss pbpPRinagetf by ®HTP server
ot | ocal area network (LAN), but nmay instead be a

22bome of fice conputer or some other private system for
exanple, in variant 10 inplenmentations. In this
[00373npl e Refewing moW @ FIG. hoabmysdlemazrsoluﬁyauegmnmnents of

a %?%@Q@&%bgg%@%%élé% |gt1 |%E§ng%ﬁls§b§%g 3&3%9250 will
typ‘?éa"ﬂeﬁé"grc%rﬁ&ﬁ@@ﬁ%%r‘&ﬁ@rel%bﬁﬂaﬂé@ néARk ALARY, But rhéNinstead

connections 260. For instance, a user's desktop
becohpuiei office demipeier(drozre mh@rommt@rsy)zt%zf@r RXEMAE, in vanant

mBEFTERAts. 5 L Gar o oAR BE3C" & JEeL SR 280 is depicted
asPPANSfERVArganizal6n t&whikh & et efimiobile alepideet 02 62NDY.
a serial or a Universal Serial Bus (USB) connection,

[0058] exanphg 256 %an‘r'%@& éﬁmﬁb?bﬁnéﬁ?&k%m;ﬁir@\ts connected to

Sl tuated on - and each may or nmay not be
eaehtpgrebly hﬁﬂ\hcannmtmwﬁﬂu frgr dnstenee, 265ef 8 deskiarbEpmputing

deVH’Fg?ﬁﬁ?‘%ﬂ fcgmégﬁeédagﬁi%t\ﬁrﬂg ﬁp%ﬁ:&éﬁ%@n@%&?faadle 264 for the

usBRE Myelileodie ey 9 00ds fsittiatdd ahd AN @50e CeadieBitdataransbile device
bet ween npbil e device 100 _and LAN 250% fromuser
nar Ra nb\t.ersal Serial Bus

U%%:) fc'oﬂHggﬁchV lesgié’rjnPl feOr Oty ée?%%ﬁéﬁﬁtén%@%ﬂ@%ls%@nﬁ%ted on

nrtiallzing no vice for use
LA'N1<250nénd reichomag cominagideat be equmlpekiewdib\amacqmnpalayng cradle

e T AT G o AR e R ESHon o
Plggﬁétas pﬁggllét gwl‘é;ﬁ(?‘éﬁérlyéﬁgﬁ s th f?selﬁt%@é 'secOfPEb®munications

vice ferred to as synchroni zation.
between mobile devnce 100 and LAN 250) from user computer 262a to mobile

device 100, and may be particularly useful for bulk information updates often
performed in initializing mobile device 100 for use. The information downloaded
to mobile device 100 may include certificates used in the exchange of messages.
The process of downloading information from a user’s desktop computer 262a to

the user's mobile device 100 may also be referred to as synchronization.

[0039] It will be understood by persons skilled in the art that user
computers 262a, 262b will typically be also connected to other peripheral devices
not explicitly shown in FIG. 4. Furthermore, only a subset of network
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[0039] It wll be understood by persons skilled in the

art that user conputers 262a, 262b wil| W@){)bg/ool 743

‘al so connected to other peripheral devices

explicitly shown in FIG 4. Furthernore, only a subset
of network Pte'/CA2 ' / o Olgp -15 conponents of LAN
250 are shown in FIG 4 for ease of exposition, and it
will be understood by persons skilled in the art that

cohffingrfd drilAN %@péﬂe%o@ﬂ'glrﬁ Fl‘@a4 for%@%@%sﬂ@n and it will bé

explicitly shovvn In FIG 4, for this exa
undera*tocgn|batpemona/mkdledgnenmeaawhatmNzBGOrm'jl wpp@g%rﬁddltlonal

cof PR Sl S FSCA R b B0 8 B ufbion, Mor

REFAIYNEANS2 5T seritanaediier partiof Baargyr demetiopictsh
get an|9 t hat shomé%{rr?tb?ehe exanpl. eeor!fﬂa FI G 4@&0040} IE1 own]

of e ergatization, andnbg cesArise differend eatmanents anp{as heagrranged
0
n Sihret hEHEH PATSEF bl PSR RYRIE 220, 70

vi der ntvvork or, the t. A L :
10§4t7 50"k T8 P e AR D S5H oL oHp ARG, Win O 250
thr[dﬂlgh SR8 bo2astdyicOBBRs hietvlork 200 8¢ aCdhdréd! netWorinfrastructure
rate frombehind a firewall or proxy server 266

22H05u|ch] a$ @ senvige araviderphewask £ritoe, PUbil IpEneb mpoess to LAN

25, ATl A ol B R Bl b0 el btmoutns

delitesaINeepL50imay vhéehe fdm/behinau friewas orgroky seheer 266.
Wi reless industry 15 and inplies that a VPN connection

[0644) be esf aéok/bﬁﬁﬁﬁwPIbI%ﬁféHtﬂtldﬁ”lQNIQhZ% PRAIrides a wureless VPN
wi r'el ess network to nobil e device 100. The possibili

roofer Lusmtnsjmvrvln todfasilitatyrata exghange hetwerry thet&N 2p0 mobile

B R Y L e
arw |hﬁil@§3h@tt?é WRN Sonfibttiomean berextaisiishedi diteqtlyahralegh a specific

enough | P addresses to dedicate an I P address to ey
wipgesippeiworlidoinaebileriiryieg 140-pdosinassitily pidising a W're[eyss VPN

rob r HalBH| e)pﬂ?ée%ﬂ? HER é\?allg W 56 %klu@%(e ugéﬁheﬁf‘the new Internet

vant ag ng a wre ess routér is t
Pr@mdodi IE’ee Vansiohf6 {IRY6) aneNds melll%-bapedwntelemnetworks This new.

orgfettl al Bride St . 2B g dbe e BbRen SRR ALl to every

?BMEI Qe@if:@f Rlakig/ |t£>ts§|blé_ ﬁ@g?lghﬁﬁfd?ﬁla%ﬂttbcé nsislle0glice at any

I'P or User agr am ocol ’
tlmenm\cadmtagﬁ o singr a wirelemss Y Rblerouter I@cthayltmumnbela@ off-the- -
he‘ffv\lllsﬁ éloorgpbﬂell\thlnsc)t \fgaﬁl?iﬂg a separate wireless gateway and. separate.
wireless infrastructure to be used. A VPN connection would preferably be a
Transmission Control Protocol (TCP)/IP or User Datagram Protocol (UDP)/IP
connection to deliver the messages directly to mobile device 100 in this variant

implementation.

[0042] Messages intended for a user of mobile device 100 are initially
received by a message server 268 of LAN 250. Such messages may originate

from any of a number of sources. For instance, a message may have been sent
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i mpl ement ati on. [0042] Messages i ﬁt ended fmwﬂ(ggrnﬁflool 7‘53.

nobi |l e device 100 are initially received by a nessage
server 268 of LAN 250. Such nessages may origi nate
fromany of a nunber of sources. For instance, a
message nmay have been sent PC /CA 2on5/Q0 ? 3 -16 by
a sender froma conputer 26 within LAN 250, from a
different nobile device [not shown] connected to '
by ‘Q'sre%ldgiﬁo ‘Q‘Pﬁﬁau@%@b WRhiR LAN DeDeftbnivh dfffet€At mobile device
ma different conputing device or
[nomshewn]jeumrmtediptaw”eleﬁ% redwarng00 oe e agdiferent avitefigss network,

or S HRYSRE s HARbY HELE o S Hles Sdlspie of sencing

més@é@é@e@lastﬁévér?aﬁe@rrﬁwgﬁ( u(ft'a%ﬁ).:ctdr@@@%adﬁﬁ possb@ﬂﬁﬁbugh an
age server 268 typically acts- as t he pri

applitationzeevicoprovider (et ardatesnetfasiageyovigar flfSE?Sq foF pyample.

e-mai | nmessages, within the organization and over the -
[00483r ed nilessaleiseivars268itypicaly2acts aEathte pemary interface for the

e AR oLP SSad, DA s el RaeSpa e T Y pfoErBatn and
ovépﬂ@gﬁar@ﬁnﬁ&%rlb%fm%‘iﬁﬁﬂﬁesﬂﬁ IEa2PBusMip Padifahizition that

a nessage server is a Mcrosoft Exchange'
haséeearset Lip te@madlandl reneweaneweSLAWPlgglU mﬁpc'ated with a user

L tipl
acSS4H Ao dR by pEsSRRE ST 25th QubatatiEtaos esede server
26BUSet NP6 s e PXBHangs's Rty 8RN iy somet imploslenthtioms, LAN 250 may

managenent of data associated with cal endars and tas
cotripsise, miuttiplexaepsage 67094208, WHEASHRAS £gEwerapBB may also be

ved h erver h
o B G RAE SO0  orks g B, pcuaing
theVRH A gBRASA O Sat asstmated haetEehdarsratd mmdtsam@k example
dellvered to users. For instance,. an e-nail client

(064 | cat \QRePRAERAJRS B RetEiRsd DyCATEYchge S¥ider 288, they are
uest. the e-mail” nessages associ ated with that

tymsgry stosest BuatMeseRaRISione teetsexpliclyr %?W@]@ﬁonmvmréwssages

coS3E BEU BRI Bh R (1R ol fnge, an e-mai
cligfapplid®idh] opirating per atusey’ srmtmbetedeBBZmanreqUest the -e-mail
user may Wi sh to have e- . ‘messages retrieve

MesHages| asrociated wike Uit eneisBcoqHTa.Siald o, BRESage Server 268.
Tr%%g%g?gé@ésvgﬁﬁﬁrtﬂ%hqulegl ﬁ@'rétﬁlegﬁa'fﬁﬁn %é@é SHr96r 268 and

reques ges assotl a
stored locally on computer 262a.

[0045] When operating mobile device 100, the user may wish to have e-
mail messages retrieved for delivery to the handheld. An e-mail client application
operating on mobile device 100 may also request messages associated with the
user's account from message server 268. The e-mail client may be configured
(either by the user or by an administrator, possibly in accordance- -With an
organization’s information technology (IT) policy) to make this request at the

direction of the user, at some pre-defined time interval, or upon the occurrence of
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25 user's account from nessage server 268. %@gl -
client may be configured (either by the us&IIH de/OOl?I’B
adm ni strator, possibly in accordance with an

organi zation's information technology (IT) policy) to
make this request at the dyrection of the user, at
sone pre-defined tinme interval, or upon the occurrence
of PCTICA O6/Q(r)1-#3 -17 sone pre-defined event. In

som@MBrd-AEfifsEE d\aint ONgn 8Bkl anprwiaRaflOfs i mobiesdevied 100 is
its own e-mail address, and nessages addr essed

assigeed 1ts ouin §-najl adbiese, akMessages agdeesradoragifically o mobile

ool 19558 DB R BRI Bl Bk ey ar

recHive’y P Meeoaye BeARY 288, of nessages and
nmessage-rel at ed data between nobil e device 100 and

[ommnen*ré GheiliAbe 280  wireRigBbetor@humidaBbeS©f messages and
co

ni cations support conponents 270 may be provided.
melssagéirglatecadptacbetmsieanmabie idenicew] 0@ pagd Lomponents of LAN 250,

{ t
a iR e oo AR Blca BRUBIBB o heine B7pifial b ygvided.
In WQ%Q@W& ipIerBEntafidni witesswt tompRatication! éu’ppﬁtfro\dodmonents
upport. for the nmanagenment of nessa such as

27@ mnprlsrﬁa@smagehmanagenmt tfeerv\%fna7§d foyy exapmpie.e Message

B SEOR) 25 s TP SRETEBIE, P L 5g R e
mdreigestsht top nesysagek, S\ﬂ@maslé—malndehsmgesmssta@%tosh@lmmdled by

be sent to nobile device 100. Message managenent
mahilevdivices. 2Gensrally. veila esERGeR FES R IPIG O message server

265‘3&1%@959% ﬁ%ﬂég%‘ﬁﬁjerﬁ%e% 6%‘?% E8N becuskfio cd}ﬂ@ Wi if, and. how

nt t o  nessage server or subsequent ivery.
me[s&@géi; shouldekarsehneé to mrmmgéewaed@@newtessegeenaaa@emayt server

278l asibies PR DalinlEo! B¥%saafs BonlpSeltaT R Befice 100.

whidiBard &nti6 WessaRE sefRsiSZaBfor subBbyusstedelidery. nabl e
filters to 20 new messages to determne if and how the

[0 ) sages pyf 'e'xaﬁﬁ) &, el'h%%@é’ erHERT senvBPBI7REM@GY nséhitor the

00; conpress and encryp new ssages (e.g. usi ng an
usens 'ywilbox teeghthiequessags storeCassocited ywith the Sserig@cgount on

a0k St 2BhE e B0aP Y iFs<eOB el DhsFoSAHASE ters o
neW h%s%égggfttg\éwlérra% if vl Wltw@ me%@%smpmowﬂyw to the.'

user's mobile device 100; compress and encrypt new messages (e.g. using an
encryptlon technique such as Data Encryptlon Standard_ (DES) or Triple DES)
and push them to mobile device 100 via the sh_éred network infrastructure 224
and wiréless network 200; and recéivé messages composed or_i mobile devi_ce
100 (e.g. encrypted using Triple DES), decrypt and decompress the composed
messages, re-format the composed messages if desired so that they will appear
to have originated from the user's computer 2625, and re-route the composed

messages to message server 268 for delivery.
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25 100 (e.g. encrypted using Triple DES), de
deconpress the conposed nessages., re-fornaPC*Fﬂ

conposed nessages if desired so that they will appear
to have originated fromthe user's conmputer 262a, and

re-route the conposed nessgges to nessage server 268
for delivery. PG1CA 2 0 05 OD 4 -18 [0048]

Certain propertles or restrictions associated with

[0048]SSageE drizi pesserties obeestdotioris assanmtedrwitteowssagebyhat are
nobi | e device 100 can be d f ned

to begseintifieom apgforirgcaives myame "Wd@N'CéTﬂng?%ﬂe defiped (e.g. by an
adn% s?r go‘?d uk?y %%Qﬁze 'nggg?ﬁeﬁ%ll%ﬁr‘éﬁfd 2dfordteS By Miessage

I'le vice may 5 receive
maﬁfégﬁméxﬁtegbraedﬂde siThesel mag sedede whathewmahiler gevice il 00 may

reC@ng;ﬁrggtegngggwr:%@%gtgg%qgggf ﬁ\%ﬁfc’mg%lpleggn@tlogl Ikey sizes,
whétﬁ&P %t&@ﬁ&%%ség% rﬁuﬁnbevéhé@pwbﬁa/ow&g%a tahdoevhether

re-d ed copy address, for exanple
cop[némég}au wbssmgmasaaggsmnt from mabilg7devies 180sarepto be sent to a

dt 10 ot trol f h
preﬁ%aﬁﬁﬁfoaﬁ et &ahE Sage i nfor mtion or pre-
[0088] s d8SSa4R, BraTESB M SFONAT &7 AV BoR00F SRgPIEd fb provide
oth@?(ggfﬁ)tlr& fHH\&ﬁfhsa sggﬁ%%‘?@nw PukRing! crlain hddsageanfdihation or pre-

evi ce frommnessagé server 268, nessage
defmiauiagmmenl; (edy. blocke®) 2ofi & mest@geestoresl ppamesaage sgever 268 to

it BB BESPES e TR 500 o By i

de\géfr‘ldtﬁ'?romerﬂe& Hervatr 268f méda @ﬁﬁa’#%enﬁ@wtbgerver 272 is
ivered in simlar-sized bl ocks by nessa

adapted dgepusht onlyghedirsbpart 1o arbisissage éo.ra@bli@oevms%ﬁ)%l yyith the
pai@)gir?gdﬁggﬁ??é %g@gsdgg Rragggegg ts"l*gg ruvse%rr %‘%J?Zt[tmggq%uest more of
thd Ardskhgat esbbealdiweredth swmlareélzed/biocmlseby yrmssa‘gedmaanagement

seriel P8 1@ GIPD P vie | 10| BORTPUR B DLEneiesfotel iessage

siz8f bandwi dth or. other resources. [0051] It will be
uhder st ood by persons skilled in the art that nmessage.

[O(Z?dgagerrelg‘tc Stdi @P servé%%%d n{‘éﬂad%‘?néﬁ%@r%m?fb FHcifitates b.etter. '-

arate yS| C
control over the type of data and the amount of data that is- communicated to

mobile device 100, and can help to minimize. potential waste of bandwidth or

other resources.

[0051] It will be understood by persohs skilled in the art th_at message
management server 272 need not be implemented on a separate physical serv'e_r
in LAN 250 or other network. For example, some or all of the functions
associated with message management server 272 may be integrated with
message server 268, or some other server in LAN 250. Furthermore, LAN 250
may comprise multiple message management servers 272, particularly in variant

implementations where a large number of mobile devices need to be supported.

2¥hs/00174 5
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25 in LAN 250 or other network. For exan'p.l em;aﬂos/ool_,.

all of the functions associated with nessage
managenent server 272 nay be. integrated with nessage
server 268, or sone other server in LAN 250.

Furthernore, LAN 250 may.qgqenpri-se nultiple nessage
managenent servers 272, particularly in variant

i npl enent ati ons where a | arge nunber of nobile devices
[005®ed t O Ihenhs wveonplad. eRtbedimsat bf jHesystegns degclibeg Ajerein,

I n the exenplary enbodi nent f th ' :
corlupiats e Shpt i SPGB GEh P8 e mei
e e g h - i . . ;
me SRS 0B S8 SherpUsl PO, BB, TeamgeSmplaal anster
Profyoet @SMTH)SHFR) 82 RREadersh eade Msiltipuigose lniepetpial Extensions

(Mlﬁgﬁt%@ '!ﬁ'@%?gﬂgl ﬁggfﬁewh\%%%g?éf gq%lﬁzﬁr@}?ngﬂa message

s _ _ message
ol O R SN AR5 S5 ool

may oberuns exhtin otheofcopnounieation: sefa gasoded eMespages g in secure
nmessagi ng_applicati / - ,

meRuAaiod: EaERn S SHUNE Ao TERb S R A gitatin ana

corﬁ@b@}iél’ﬁ??ﬂﬁd- biovidiss @ataviamgrity amd iphivaty frerathetimg amodginator

‘a’ nessage sends a nessage untjl it

of atrmegw bgndh@ message untibd s degodes ﬁ@?i’%ﬁg\iﬁﬂﬁg message
St andajpgs n AP .
eciudll 2O M 3R Gs ARG, PRl e epefreled © iat

. rett .

sedlrk Vine¥dadd Remmuaitdtionasueimtas chre@GGeudrP%{t‘@@b"er(P@P). and
for exanple, and others_known in the art. .[0053

variindsiof PR sugh Ag QrenfieBifar eXRPies a8A Glivers, %Wfbiv the art.
public and 15 private encryption keys to provide

.[0(1;53?“ denBealiet nemsdgingt BEPEs Sueh 8H SIVBM rely oeRpblic and
. rastructure (PKIl) t.q C NG f o _ .

oo SSRUPEIY et P e “SUBLALS 4T PEBiCRra o pubic

ization:

-Kegg gfrxeﬁ@&uk&(M) a0 Rommbsichteyintrmeationi that praviges abthentication

pai r_ can_only be decrypted usjng: . . .
ang ctearaNannPPEITIDIES 511G AETIVaIS Key T private keylpublic key
Vi ce- S Lt .84 N . - ' fha nal ;
palrncr r ég{yl tgen dr?{éyecﬁ e%euts ﬁ{é’gg%pggﬁagﬁﬁdégé \?ﬁﬁdﬁgékseypﬁfbmecpa"" _and
videfewersa.f ogriatih_mnrc]iesi thmt hrhvsitarkey. informoetea never dramade, public,
if a sender wi'shes to send a,message to a recipient i
Wf@ﬁ@??_ﬁt‘@'& 'F?)\fmqrm%t\';:‘e'éﬁﬂi%grﬁhageé‘ubl'ic key is 5;:3 tgn
encrypt a nessage, which can then be decrypted only
(0 i emapi i onseE s e HHRoER 0

enérypted form, the recipient’s public key is used to encrypt a message, which
can then be decrypied only using the recipient's private key. Alternatively, in
some encoding techniques, a one-time session key is generated and used to

encrypt the body of a message, typically with a symmetric encryption technique

(e.g. Triple DES). The session key is then encrypted using the recipienf’s public

key (e.g. with a public key encrypti'on_algorithm such as RSA), which can then be
decrypted only using the recipient's private key. The decrypted session key can

then be used to decrypt the message body. The message header may be used

g_ﬁ}? 3 ﬁ’?cipient'in _

53
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sonme encodi ng techni ques, a one-tine session key is

generated and used to 25 encrypt the body qfcﬁcﬂao 05/0017“3

message, typically with a symmetric encryption
technique .(e.g. Triple DES). The session key is then
encrypted using the reC|p|%@t s public key (e.g. wth
a public key encryption. algorithmsuch as RSA), which
can then be decrypted only using the recipient's

to q%ggﬁttﬁe ga%f'trch ?re PeR)] Bhegct?e?ﬁé'tﬁﬁt kst G uskleto Yecrypt the

the ssage body. The nmessage header
meé‘@gebeoltmdelﬂﬁwm mﬂﬁviqm7h388d 20 peplispery pg,yqtq;@raphy may

be ugci i;ﬁ%.ﬁ‘;{ge%tsbgq.o&cﬂjﬁg?ﬁg ; éﬂé"ég‘chkb? ﬂé@g ctages only the

ntec

rec@f’e‘ch?'g v bld r?gnw ber M@é@Qba@hﬂutﬂéysumseﬁﬂawemption of the

I npl errent ati ons. However, in each of these
mes&szs andrin his heay, the cpnfisantieliy ofaessagap Galybe Aqjatained.
to facilitate successful decryption of the 5 nessage,
[0085F in tAd a furbier examplenfa sdarahay gigefa nm@ggsusdgg‘ a digital

SIgwt:%yg: %%}%ﬂg@ﬂ%héﬁ%&%g oﬁgﬁe @ég% Fe% }\e'ﬂg@ﬁ of the
meﬁ%&é)g%ncﬁdga il tHe°' sén@ér%ﬁﬁvé’t% Kdye wikars age then be appended

_ : age encoded using the sender's
to thel yatgeirgemesaageh Tanetifyethendigitphsignatire 1§ t{\ﬁemessage when

receedmiat sgPRRLYoED PECEDEdCiLP AT IngsERBetlEgn ysing the

sa@t@g%ﬁdﬁﬁ hmgg;ﬁeﬂgggwh%%?gmoﬁ ;d égly;enst gﬁ Iél:i@ rédeiveds amassage. The

rediient aso nesss the semder's rratlipi ke tqi|d§gogggsetq%gltal signature, in
ordes BB PUB ol 4 2TRBRrd et o e, BBRAiG ssage.

a matching digest
thd Blgekhieof preieceictieseagage db néthmattihg éksis sugigestsethat either the

eiaié‘i'@ﬁgmgﬁtiiv%%igg%w@i 6 vabSPEh AGE s rigtsage did not
on@[@?ec' R tﬁé‘dée‘?{detr hﬁhé@é%@ﬁﬁc dicy Wak uged ﬁirnaéreﬁdatnom Digital

nder whose I ¢ key-was used for verlfl catio
s@iala&m"eab'gw"tlgnat aree dadsggnect Hssughe aje@;asgrtbat i %lﬂmﬁone with

e B8 SRR By OEH 629818l et it e

a S|gna ure-

Rk RliPdkecybs s 6k lid er '
thé r}E?F)c‘ﬁkey}ﬁa ﬁeréefcc???wg?% :t/erl f?.dﬁ? ggb egen esEore by

eSl'fsgmelBLdleltal rslgrtatlsrewa;thlsamheauthee&qaéwnd?rf ﬂ@‘hgegaﬁﬁe‘ﬁd message -

ness |nt ity can be nmintained. [0056] An-
'”@ﬂ@gﬁgﬂ1 be encrypted, signed, or both
encr ypt

[0056] OIAn encoded message may be encrypted sngned or both encrypted |
and signed. With respect to certain secure messaging protocols such as
S/MIME, the authenticity of public keys used in these operations is validated
using certificates. A certificate is a digital document issued by a'c'ertificate
authority (CA). Certificates are used to authenticate the association between
users and their public keys, and essentially, provides a level of trust in the
authenticity of the users’ public keys. Certificates contain information'a_bout the

certificate holder, with certificate contents typically formatted in accordance with
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and signed. Wth respect to certain secur _ i >
protocols such as S/M Mg, the authentici Wégggsgpm“g
keys used in these operations is validated 25 using
certificates. A certificate is a digital docunent
issued by a certificate awthority .(CA). Certificates
are used to authenticate the associ ation between
users and their public keys, and essentially, provides

an 8ctEel stdnddrige.d.1X.508r Thatdeetiftdates pretypicallyudigitally signed
publ'ic keys. Certificates contain information about

by theecertiticate miutarly-hol der, with certificate contents

typically formatted in accordance with '20 cpS/@hl_?, lik -n _
{00571 an adocBBR-dasednsistemee. gy PGE sty | 1sTHEed, which is like a

sS4 E aAE A §u G A BBy Y gt o o
infcfrﬁ%ttﬁg%/oﬂm $h&lS@S. hatibe or icwiidrkeUalike S/MIME certifichtesathowever,

S84, el wireLake SIMINE cer
pqmyscans'e?qt%%&efén?fﬁﬁéw'tg&%Eprﬁhé'%ﬁ'ea"tﬂeén HoPhe Eﬁ%ieve' o s
. wner . l.Ke C i Spe Y ’ .

n B0 Bgp UG o714 e E8) LpERledies ey P nacys ruse

indidud s wieheaffott thesduthemtidityeof auginentR @GP keyof a PGP
key typically requires verifying that a trusted

ygydi vi du wsdiad of @ie ishecifivatiemtandi inythef climgsy e term
'[0% key. Pb[ g@éég]ml:or to b '

he purposes of the eci fi.cati .
“cegtificate’ shesed generally he desenke #FoNSHEEY p%i&éprq\gg%gggﬂc keys

- ] | . o
forg%ngt?c; ng(é,n%iod?%? |Q¢I3§8|§‘sr.]%rj¥§f]éﬁ&'%fdﬂﬁ%%ohoorprtﬁé'l@s%f Qolder, and

decodi ng nessages and  _

may'berdeined 16indlige keyathisl giereralynkinownyashe ‘Pésideeyt @nd other
~I'nclude what is generally known as a "PGP key" and
sirotaregonsyuaist ar constructs. [0059] Consider FIG 5, in

whi ch an exanple certificate chain 300 is hown. .
[0G89) i fi cQansiey FESudd Nowhidh@nskremPle ch;ﬁf?cegignﬁ\/\ﬁ?%m 3001s

of a certifi d eq, t SriieHVisdHA! exanfibiehofraycertificate
shQwn, ¢ eqrbfl%étg?ﬁos 'éaszj%g’ng) e‘?ﬁrlmtqy certificate. .End |

s &ld foyaredividial avaichlday el refdried talemainfenskentity certificate. End
certificate hol der

eramnptiisatena § hcallsrnies i catffifatEtidderd T (i gponn smith
in! A digi tk isS e -Sirifibstel Ssaebndlichntts a digital
in, i Bibthefe)laf R, SE‘P-QQ%EE‘EF;C key 318, Cort L1I0at e
sigfat@iofihel issliero3 16/ pnd dhe ye_nﬁl@atml@olagehg_rpqphep SEMeliBo nCertificate. -
S 0T i e P s 5 4 88 iRty e
cSHiBRNE 278183k gUNd-nail address, organization name, organizational unit -
name, location, etc.). When the individual compbses a messagé to be sent to__a |
recipient, it is customary to include that individual's certificate 310 with the

message.

[0060] For a public key to be trusted, its iss'uing_ organization must be
trusted. The relationship between a trusted CA_"an'd a user's qulic key can be

represented by a series of related certificates, also referred to as a certificate-
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name, |ocation, etc.). Wien the individual méésf)g/'ﬂ()l?u;

nmessage to -be sent to a recipient, it is custonmary
to include that individual's certificate 310 with the
nmessage. 25 [0060] For a public key to be trusted, its
I Ssui ng organi zati on nust bg, trusted. The

relati onship between a trusted CA and a user's public
key can be represented by a series of related

eertih | S d i idi
cha%l%maté Stk eSfr bRAfdIRwaY o clsteirhineatree validity of a

. 01743 -22 chain. The certificate chain
ceriifarate be foll owed to determne the validity of a

certificate. [0061] For instance, in the exanple
[006¢] ti fi dadrenstaate, BOBeshamplercerif@ats, chairn B0 ishowhi ank1G. 5,

e R TR B TSR L5 bl Ty e
the Q{Js‘?%{é‘?g? Bf’céﬁiﬁfét%@l'd’ S6adRISRABe rébeiVel irhdsddir. tToISkrify the

status certificate 310 on a recipient's conmputing
truglestaivs dfecertificatepdt@®on 262aipint’sl @mpayting deyicgnts-g, computer

h i fi i ssu. i s .ohtai . .
2637 GUF LS. bl SFarnale. B PERTIEais 20 OIS d Bk is X aingd. and
us%tdj%ri\ﬂtlh rifiestel $10°Ma8 ind88d RRyhedl bR aBUPABC Or @ertificate

Icate store on the conputing device, or it _
320 nayaglreadyl beostbeed it pi cartiticate siee eertherearapeling geyice, or it

et R0 £ BB oty B feee DB sgrver 266
of PRE, Usor 8bimeadihestmutdid omptibater EDAP sBtves).c dipertifiagte 320 is

device and the certificate has been desi ted
alreadyssietedyn the reeipight s OMp Y é@Y'PPf?rglﬁfgg%fgﬁlcg?e has been

SeGfREE ST Pyslel, BF dre R BR Y YREP pEISTETR S10U8 Prsiod to e

trustedrgia is bhamsito aRtGred, trusted cértifeate. 330. is-al so
required to verify the trust status of certificate E
[0082]0. CeHbiwevestia Bidlexamplel showgrinds|G.ahdcerificatecBB@ds - also

oo P o AT Bl 540 ¥ igne

-an@ﬁﬁrﬁ%rﬁé}{ zc; CeLsn aCGhbi Eéﬁﬁi‘:ﬁte@hajAB%é”f%gI?,n}éeﬂiﬁ\éSfé 320 may be

_ aln to a root certificate; assumng a- _
refelratintot as tare “inbermextiatel terificatetdn certifieatgeckain 386; Boy given
a_particuylar end. entity certificate, | Qnt a| o
cedpale @I Tora Mol T icals ssining & Ehall P e TgpL Serificate can
be Ctkirhineat or 3PBaltcutar’ &M ity cEiFighRe, | hayesbninazero, one, or
trusted source Ffrom a large certificate authority
mustiple irterivediaté gartifica@st rifieertificate 330 is a root certificate issued by a
trusted source (from a large'certificate authority such as Verisign or Entrust, for |
example), then certificate 310 may be co__nsidered to be trusted si_nc':_e it chains_ to
a trusted certificate. The implication is that both the sender and the recipient of
the message trust the source of the root certificate 330. If a certificate cannot bé
chained to a trusted certificate, the certificate may be considered to be “not

trusted”.

[0063] Certificate servers store information about certificates and lists

identifying certificates that have been revoked. These certificate servers can be
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exanpl e), then certificate 310 may be considered to be
trusted since it chains to a trusted cert PONEA200®/D0
inplication is that both the sender and the recipient -

of 25 the nessage trust the source of the root

certificate 330. If a certi?23eate cannot be chai ned.

to a trusted. certificate, the .certificate nmay be
considered to be "not trusted". [0063] Certificate

‘accemsedits obtain eetificatassanchie weriytcesiicetd petheaticiyanpirgyacation

identifying certificates t have : "
stabi ¢ e o oRufonh Hler BUTaBaEt PRIBERL (RS Server
may2Be A5ERS &F Bbtdin durBicatesr hhd | riCasinandertificats i Status Protocol

gert ificate authenticity and revocation status. For
(OGSRysErer may baused dovediyreartiteate Apveaatioprdaiysol

(LDAP) server nmy be used to obtain certificates, and -
[0064] Onl | nStaBeiard f iecbd Seautty Fprotansds typ@dedly) feeiitade - secure

e R AR50 et LRI ARG A Rl ¢ rorfouters
2658ChbD i%ltrﬁr-'le. SEGERfote TRERRGS dbURBS)T Rdfeningehydnto FIG. 4, in

non- no e conputing devices (e.g. conputers 262a, i
ordz6 2ihabfsighie@ messagestrecelved tirgmdeandess magdiee reachgrom mobile

BB RoLAn P nebinlie eksaph O B, S AIE D 3R Sqaqory movie
dediel fotdid Aahptedctoystors carFRagRs ahe svsotiated publio Keyssef other

~ senders), nobile 10 device 100 is adapted to store .
indbédualsi c festificates iemd ANed PEBI'S CHRRCh2G4aayill typically be

oG Bl AR, U2 SRCt Sy g0 B 2o, o
exhmpimbi | e device 100 through cradle .264, for

exanpl e. [0065] Certificates stored on conputer 262a
[008B] downloeaishtéd siabll en cbmpleter @B52808ndrdowsibaded to mobile

devige 10218 59 I friesiieaien asoaetsd wladnauidsel bipmay also
inczu}n'@aé'o%lsﬁgiggﬁste @gﬂeﬁe[rot tl‘%"gc %ne%x?ggﬂ%d Cénﬁﬁowﬁgi%éte%%%r od in

evi ce can a e explicitl

cofamitgna62al ams/or” trobile adBvidey 100ecars @iso hecexplicithy gesignated as

L When,a certificafe is. received b user.on mobjle.
tiflotls By 158, Uaer  chrebangh g e REER LIS ThegNES e user on
mcSB’l[c)a!TBEQiEé Mod, e ch Berferificerbf Mobile odevieé oroTd b§nmatching the-
nobi I e device 100 and designated as trusted, -of- - - :
certificate with one stored on mobile device 100 and designated as-trusted, -or

otherwise determined to be chained to a trusted certificate.

[0066] - M.obile device 100 may -'allso“be-'adapteq-. to storé the -priv‘ate key of
the public key/private key pair aséo_ciate"a with the Qéer-, so that the user of mo_bilé :
device 100 can sign outgoing messageé composed on mobile device 100, and
decrypt messages sent to the user encrypted with the user's public key. The
private key may be downloaded to mobile device 100 from.the us_er.;s computer
262a through cradle 264, for example. The priVate key is pféferably ei(changed
between the computer 262a and m.ob'i[e'de.vice 100 so that the user may share

one identity and one method for accessing rries_sages.

l?u;
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ot herwi se determned to be chained to a t 200
certificate. [0066] Mbile device .100 ?Eﬂpg 5/00171“3

adapted: to store the private key of the public
key/private key pair associated with the user, so that
the user of nobile device %00 can si gn outh|ng
nmessages conposed on nobilg devi ce 100, and 25 decrypt
nmessages sent to the user encrypted with the user's

[Ooﬁﬁ]g: : g Efsvr cBPri%B d ¥658. 2§ﬁycﬂﬁ)bb%ncbéﬁlﬁdmé§drdm a number

I ce om 'the user's conputer
of ddureatfor ststage 26, cdmputebsaa@?@. 262k agm/qaﬁpmlgydegces (e.g.

B L R e e

are
Idw&li sa ly, and may be
ose A 2R pRgn T ol ragiamssiailpRsseriicy, o
acceé@ible R6@bwithin aboaganizatian's pexalesneiverk Qr ik t?”@r Internet,
sources, for storage,on co e 262 /
for rex@MRledeJp e EX@ g‘P'e n%'hqwn'lé)%he\%f%eglgwﬁﬁﬁ% BRY/¥rvers 280
ass%%fa‘téé bﬁt’f\ttﬁe&%éﬁ%nsﬁyememﬂ LANE2§E:. @Klomwercst 280 fnglude a

I'n an Organi zation) or BUbl ic, (gﬁ? h for
CAl sorabi B2rior i goridalamprot AP, seEs 2helised fp search o

t hin za r d
and Ko Rt Cales; (il BEEIF JRLIT the Srgphizesn). and an
OCEFSserber D6 UsBao REHfE®IMerscARM statusoof ertiicatbsh t he

organi zation reside on LAN 250. PKI servers 280

| [odsgj_\'PUde é}ertﬁr%ze%{J ¥edy 2R2rdtAEvé® FtorngL DAPt Béiveat 284 tan a user

server to search for and do \gnl,oad . dl
computerr fA6@at éor @eangplef ¢p bendownlgaded taipabiie gRyice 100 via cradle

26@63—?%\{%%;%? \ygggp Bﬂplﬁhﬁ ﬁ_ A(lgrfe?\%f 2’@@%5 be]accessed

certiflcates.
dw&?{f} (ifd.CR/BF tRBYaiPeir is| @xﬁdxtB rymmdbAe devnver1QQ$4ab§ mobile

B e
da'\é??rgé@%i c# i ;%.;l@p%ﬂy' %plléD&ﬁaS%N/@F 284 niay béeadapted to allow

over the air" in thi

mdiiiet gige O ONTH ldirectiyza\queey OSPaservab @86et015eﬁ@\,trtee revocatlon
100 may search for and retrieve individual
Stai%@fﬁ‘?—‘@ﬂﬁ@sthrough a.nobile data server 288.

Simlarly, nobile dat 288 |
[0869Jow . 1o VPEALE BB EsTE kY AT, SEECRICF T %igse?é% may be

'tbY eOQ IRvihy SceplifieRés ith izatiosnloaded ™
m?%%éﬁ%‘gﬁsxﬁéa‘?. rg%) ﬁ?r?% errenq i s gnl y selected PKI
onfEfreaT 8§ RBPsneympeater 262a, 262b, while allowing the revocation status of

certificates to be checked from mobile device 100).

[0070] In variant implementations, certain PKI servers 280 may be made
accessible only to mobile devices registered to particular users, as specified by

an IT administrator, possibly in accordance with an IT policy, for example.

[0071] Other sources of certificates [not shown] may include a' ‘Windows
certlflcate store, another secure certlflcate store on or outside LAN 250 and

smart cards, for example.
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20 made accessible to nobile devices (e.qg

certificates to be downl oaded only fromﬁﬁ“\e—bg'j/l)(ﬂ 743
conmput er 262a, 262b, while allow ng the revocation
status of certificates to be checked from nobile

device 100). [0070] In var g i npl enent ati ons,
certain PKI servers 280 rm? be made accessible only

to nobile devices registered to particular users, as

[00%60i i %é %n@ﬁ?ogﬁ'fo IFT aﬁné B) rd’\é fam m%ﬁr'ahh% dofnponents of

corda

I CY, xanp e

an é%d?ﬁplesabdrceﬁc@ded:metsségeaaeanmbe rehewall hyag me@qagpeserver
a W ndows certlflct r not her Sec

(600 aMEFIAUEMBEINGN A8 GH 11O ot o AN SE5BTAIN 45 35  Encoded

mesta %S%(?]?yplgé(tmoﬁ.‘déa (%ne %9915&:@ ESpiWe”f%llov@ﬁ? 1 80¥edder portion

g’ 'now"t lock diagramillustratin
352C aAsHvaed . boaly pwhoa%#pbptnmﬁalb/mmgomemggg attachments

35622}@2% rzggreegégg'y% (ﬁ)sgggléﬁg Eégh &ngl egnafﬂ‘?ggﬁﬂ? signature-
relﬂ’?ﬁd: qgﬁﬂnaﬂSﬁS@tﬂ? 356 exainp®, | Neadwt pdripnoBs2 otypiualle intludes

ow ng: a header portion 5 352, an encoded.b
addmesSIn@mfeﬁnatmpsudmas|“yogn5rqm 1aide (ac esgage addfesoseys and

magselsoa P e aEaradansnat DinfisPRTSY Sl SRR CBnkPon and

ormat’i on
sngn”@tgre ReheeaiitntifieRe adeexpaiglé. OnAaﬁ&l tmpssagel y;ontent normally

includes addressing informatjon s
inclaclds " £0ens8gageodi e g3t POSiRN 34 S PRy e "or more

PRGOS Asf ik A gr,gryp?éadbys SEn@ECHiRY DS key.

1 dén lers or exanpl e Actual
a sBESSAGEY WY esud, nois ypitylly emarlyplibeisfoa each sntgadpddgcipient using

the%;g;‘e&&tagtﬁg‘@?%e%gd R e iahy i Mo P i B! E0EE 51 356,

If tt?&srﬁ-:'sg 5%5 éléneé1 §§®%bﬁﬁe|@¢ﬁﬂ dighatusedelatedd information 360 are
|ca y encrypted for each intended. recipient using

alsb hrocludecpe'cfmsxmap inglude ey sersersaitiieatepfos Pxampeg:
included in the nessage at 358. 15 If the ness
[o(m ned, ahe|fgnnmmoeaar&mc9dgdames@g|ee¢%§b@~ﬂrlﬂ 5,!(336,1%ﬁrowded

are also | ude Thi
oy SGRH A EXTERR, Pie B PeRor, SRPATR B arf WAL ynderstand that
en%@deoa éo%‘ag%anp %ﬁ%@ iASothepviBrrnatst Gi)e?em@ngromtdedspemflc

only, and persons skilled i.n. the
mwsagwgl schemmdeesx eordponemntatof asnenerAEdBES8888 M@y appear in a

| dlffee)étlar?t order thgﬁrshg\{/mnsFlGDe@eg%% %'P\CBBSdSrH%Qéégé may include

fewer, addltnonal or different components ‘which may depend on whether the

encoded message is encrypted S|gned or both For example the encrypted
session keys 358 may appear before the message body or data portlon 354 and
message attachments 356. '

[0074] Embodiments of systems and methods are described herein where
message addresses (e.g. e-mail addresses) are associated with certificates.
More specifically, these embodiments may be employed to faolhtate the

association of one or more secondary message addresses with each of one or
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20 nessagi ng- schene used, conponents of an encoded

message may appear in a different order m&ﬂ/\ﬂyﬁool743

FIG 6, . and. an encoded nessage nmmy include fewer,
addi tional, or different conponents, which may depend
on. mhether the encoded ésage is encrypted, sighed
- or both. For exanple, the ncrypted session keys
358 may appear before t he nessage body or data portion

mo?nbc?%ﬁ%? syst atﬂé‘%%@?%fsaeéﬁn lﬂtﬂg;e@ewce (e.g. a mobile

net hods are scri bed
devieg)lei n V\,here message addresses (e.g. e-nail
addresses) are associated with certificates. More
[ooysgci fi calhey, a Ubéﬁwlsﬂ&lesmﬂtat gayryptecmasezgd (e::g an e-mail
facilitate the association of nore secon

meseagelge anindddded), the eerdifieated! tgﬁglngl;v@uelﬂog@om tﬁe message
5(0017
o BRI, AR, Rl g Y st

app/wbélﬂoﬁ msetrdewefrhme iro sseredmamnencwhethed the seaqujsit¢ eegtificate is
-mai | rressa(gqer} to an i d| vidual, the certificate

aVQifabt'%&tgﬂﬁd# \peals 'f‘%atﬁk%?ﬁ he message 5 is to be

sent is generally required. An e-mail application, or
[0076der meksths ﬁgeabmatdaeraaﬁrmrewmaet WW‘H@GS ﬁowrioca"y, the

oo RBh, LB BN G ERE % g

entrypt hige eﬁ@s‘!iagtehaislrﬁct‘eemosar@emﬁd:ateplmllctgptdaﬂy (Ia:tmaln the e-mail
stored locally, the applicatjon nmust determ ne
@Byplcally

adéfeseh@fs@ecewmf ot dhe cerdiqate Hrnwm &N eRPIICRORR W

dete%ﬁllal i (%h un§'té‘%% te Y rHPftél'ﬁﬁé e - Haﬂt a@dr%@Ud’ata on the

res e owner of

certifichtd itsit wuth lthe\mmeﬂmﬁdresmm Wigudg thesmﬂslsageyp ite del gent. An-
det er

he r isite certificate b o
e BalA RIS S TAE BIFEREe Bt cenl o MG P depfined in e
hetaher somhlof%ﬁ*éiéaﬁén hﬂed&ﬁgéfle@fﬁe@ﬂéﬁﬁ@ﬂldnSBSDobElG. 6).
sent An e-mail address to which the nessage is to
sent ] SBﬁ@ ﬁ@tdr%e‘sdgﬂté Heﬁ'!dappli&atlbﬁ méﬁnB?BéQible to locate
por ion o e e-mal | nessage (e.g. header” portion-352 -
a cértifitade f6) the. i al ito véwom thasnemseee isdn he sent, despite efforts

o BECE L TR BB BRAELSehe S BgeACE] bRl rom
avaRsHklRrichesd ih a Oalcacat & seatd isifdrimired ded nowettifiozses with

the e-mail address. of. the individual from -
a matching e-mail address are located, the apphcatlon may prompt the user for.

“direction. The user may choose to send the message wnthout encryptlon to

cancel the sending of the message, or to identify a-particular certificate that

should be used for the encryption.

[0078]' However, with respect to some known e-mail applications, if a
partlcular certificate to be used for the encryption  has been specified (e.g. by a
user or the appllcatlon) and an attempt is made to employ ‘that particular
certificate to encrypt a message that the user intends to send to an individual, but

that certificate contains an e-mail address that does not match the e-mail
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avai l abl e certificates in a search. If a j -

perfornmed and no certificates wwth 20 a néﬁmos%/ﬂm”s

e-mai | address are | ocated, the application may pronpt '

the user for direction. The user may choose to send.

the nessage w thout encrypts cancel the sending

of the nessage, or to |dent|?y a partl cul ar

certificate that should be used for the encryption.
adcﬁl%gggtb WRIR VBl nﬁ@s"sQ%é 9§ RECBe lsend Oa® etfp\Whessage lindicating an

ications, if artlcular certificate to be
addmsd rhismattte vendd ymrmﬂy Hes refueieds e the usar.( Degpensiing on the

t I t _
corfigsrafon hfingRY 15 php ety 1 nRbhEE mibfit BB 1her encrypted
noPBS$tapsn bdteskifisHsREh igisteded. o send to an

I ndi vidual, but that certificate contains an e-nuil

[Odi;%ress Né%t |H°ﬁﬂ@%\3fﬁbé§‘ bRCatterfiBi mal2Beniidde 1 efnploy a

address'to the nessage is to be sent, an
centificate thas sEyenohdonrtain aby ermal dddeessesi airalt withinothegcertificate.

In thpse l@l ‘Bﬁ&; t ur$$\ﬁ@t§o%1t?r]teewg) |§é?ﬁﬂ%§§/?ﬂ% ngrﬁgll); HPso return an

Ion

erfdr gﬂéssbaﬁ;e”@ H’ée{Jséf‘ﬁ{d{tEEtfr% aRdddiess mlén@ﬁcmdaimdéwould nelther
m smat is detected. 5 079] Also, in sone

encrypt anceend the sieseape. nay be nade to enploy a
certificate that may not contain any e-nmmil addresses .
[0e80Jal | wiHdweverhén ceartain i situations,| it Maysbespesirablents, permlt a

oSSR B BB Y. HP A b i an e

ad@ﬂé’s‘seﬁ%t ma?BWésCrhe aliflaivadbeb st therindivritay e wiich ﬂwchessage
t nessage. 10 [0080] However, in certain situations, -

is td bewgnbe desi rabl e to pernmt a mnessage to be
encrypted using a certificate that does not contain an
[oesﬁ]aul fcdnirexamnh@.t some heertifinates- may  Beldraas¥aipr anye e-mail

A e e SRSy BIS508 ey el L2 M9 o

g%muéed ) %ﬁ@fmsﬁfes\yePbsn tﬂasceitmatforcah@rm aa&sda where the
may ot herwi'se be va

id and capabl e of e| '
cetrtI:flqa’m Wﬂf? siginaysissyed Aty g WBﬁ” MYRTMEF | %‘g’qﬁﬁ% Pgta to be
t he ( I :
agmgﬁt%cg\n}éthr}gga&eﬁ%ﬂﬁéiogéérg\hgé dbbévﬂg(zgglg\(vgt*eg% svhmbltff‘i‘jat?] was not
reg@iréd fih crtier isdtdttie varifipatsy bdeidsued byhthee isuen, fort example. I

sumtgséqﬂgntly, the certificate holder wishes to add new e-mail address data to the
certificate, this cannot be properly done by simply modifying the data in _the
certificate, as the digital signature of the certificate issuer (e.g. 316 of FIG. 5) will-
not verify successfully when the certificate is validated. Issuance of .a new
certificate that would contain the new e-mail address or addresses would

typically be required.

[0082] As a further eXample,_ if an e-mail address of a certificate holder is
contained within his or her certificate, but that e-mail address has changed since

the certificate was issued, the e-mail address data in the certificate cannot simply
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required in order that the certificate be MM%OS“/OO_I?“;

the issuer, for.-.exanple. If 20 subsequently, the
certificate holder wi shes to add new e-nail address
data to the certificate, this cannot be properly done
by sinmply nodifying the datggin the certificate, as
the digital signature of the certificate issuer (e.g.
316 of FIG 5) will not verify successfully when the
be b Ih%d G5 rEnd tH@'é%%d SintipRN Gethefl individydl wishes to use the

cer cate t contai n’'the new e-nmmil address
same cattifics der masisdges Secsiped @t Ingultipler edqoait addrgsseg2pdditional

h | if - 8|
o 3 S R o eIy RSB S o in o
or@ﬁét Eékifiddte foPtHe fe@bnseRplainatflab®fs Rasanbaofeachew sedificate

e certificate was issued, the e-mail address data in
to ifcorperate fthe ashangsdnet asideg §-neaiir addpesss Agta wvould: tyE@ally be
rebe nodified to reflect the change. Simlarly, if the
QUWE%i dual wishes to use the sane certificate for

sages,recejved. a [ ti.pl - nai .
rodRHl; £ onarSSrRinly; ofbaline® & fRohele s 4% B¥npds, degorioed
heFé?nté]ﬁ)v\?‘aﬂaitlbnﬁlj%&%%g@aéd’dregsé@% 5% ia@sBalated with an existing

certificate for the réasons explai ned above. |ssuance

cenfficateneso theatt thiei cantificater ean rkLQ)rUﬁ@ﬁ by & MESSRGINE @pplication to
dd
enBSRE S BBht sR i B g SO Uik Besnge i to be sent

 do8¥ i@ hatdhd a”ﬁiés@dged@cﬁlesb&d)ntélﬂedlmtlahl the addificatenal A new

nmessage addresses to be associated. with an exi st q
cedificalef incarperating theaadditienal spessacgeaddressepBesd Aot b? gsued.
messagi ng application to 10 encrypt nessages even if a
[0018345]sage amonestsroad agpech thaaddiionglenessage addigspes are saved
tc ne e r
in gechstefsq%lg tﬁaﬁ&%\?lgggﬂ} Ffas:jeg:a %%ilaﬁéggrcgg:@ftﬁg E?{ﬁg)utt HS deVIce

wiékeliat megégemssecage e:’nﬂ:dymeﬁwdnwd tocdn belividsaledsing a particular
[0084] In one_ broad aspect, e addl i opal ness

ceifiatss 408 GRTIGRI9 &N Ph RIOBERA IRAAEH bl e FReSAgLidgagplication

bakBa?oR L £udtake ! AhrCthd e UH B9 KeeR-arkP an address

‘message 1s to be encrypted and sent to an
mlsmﬁwhfl d\ualld umtrtge detm:ted byl the messagihgcapplicating so Iong as the
certific erl | ocat e he ness
adgEes CarWERn ROBNS Ty sen SPHihER L ok message

adg?esﬁsbﬁs%% é‘Wltrﬁﬂw@‘ééﬁﬁ@éte ”W@aﬁweﬁsé\@e”adidlﬁ@ssé%econmdered
etected e messagi ng application so |ong _as the :
by the messaging application to be associated :with the cemﬂcate include any
message addresses contained within’ the certlflcate as |ssued (also- referred to

herein in.the specmcatlon and clalms as pnmary message addresses’ ) as well

‘as any additional message addresses subsequently saved in the data structure

and associated with the certificate (also referred to herein in the specification and

claims as “secondary message addresses”).

[0085] In one embodiment, the secure data store is a key store or

certificate store on the computing device. The data structure containing
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address to which the nessage is to be sent Wﬁm‘yj/ogn 7@5 _

of the message 20 addresses associated with the
certificate. :The nmessage addresses considered by the
messagi ng appl ication to be associated with the
certificate include any negpage addresses contai.ned
within the certificate as " issued (also referred to
herein in the specification and clains '"as "prinmary
secORda ﬁre@ggg@%aaﬁes)sesaéss‘ﬁ@iaked with arprtifiddte isostred in the key
rress e addr esses subsequently saved in the data
storsataloogumtéw thexesiificad®@soci ated with the certificate
(also referred to herein in the specification and
[ooespu ms dbhe sdatendtngtune s atigkechduitfeswesan. othegpss) qoptain a
ne enbodi ment
eSO B, SSSHEE e e o WHEK H2S8condary

med&d e SHEHSSHE Sare O RICRtEd danZbe (ddrtlizd7 AlterrZflively, in another
secondary nessage addresses associated with

embedurmeentcmee sesolsiafve”deiswgﬂwédﬂé%ﬁs%taﬂdeﬂlﬁ aﬁgowteﬁ’ egtificate
rtific 0086).. The, d e
cart Becvest MBS obIR A1 o GoiDic, hith eshigs, i(Ffe Sebike data
stof€rtificate, so that the certificate with which the
secondary 5 message addresses are associ ated can be
Em I fi ﬁrdtheA!aBSVé‘@"asé@ dnce ﬂweaﬁéécmdar?rﬁﬁ@&a'gmbddtmes and

ondary nessage addresses and the associ ated
thecasSooﬁatedtceemfm’oe mse stiored inolher sreurerdatastang gn the computing

oo o R SO OB RS 4t b

codldeRSBDe anthtedfdl bBA Assecbaifedtecitsdl. i cate are
stored in the secure data store on the conputing

[orfh%;['hce The. sﬁf&f?@d@étﬂ dIBFES PES Sl LR rvEforRegost@sedto the data
a certificate may be considered to be an
stqredeg'mempaw Iﬂifallﬁﬁelscépﬁ‘(vﬁf%a@%o'|°?§'€f‘$ fopoRemAige In one
ecure :
gnegtj 3 83%%& $1:ee§/t§fg Iy %“?J%Ll‘é Q%@Z@* mﬁﬁ&?%ﬁtﬁo‘?rzﬁh@n of the

I Cl OUS SO

.uséllplsl teklinedn®, pémdsmem@crsbecmbd aperatidns enb’ntndl datat stotetk therein.

secure data store is dat a st refor

' Foalgxnmple,ameoﬁe@fretq@a@gfe may aqusssaqug %gpcae% such that the

usglr SRS {brﬁﬂyﬁrﬁe’&r@év@é‘snﬁr@ttl ufaha %b%@@' 655%Wr6(s) before

or exanpl e secure data store may be
opeaastmrdjcm ate@)t sdving undw tsembndhy messagef addresses in the data

nput i.ng devi ce nust
strgétu@ee(u) modlfylng the geco‘nn a% rrtrggsa%%reggresggss e d&%?a structure,

-and/or (iii) deleting secondary message addresses saved in the data structure'

may be performed. Depending on the specific |mplementat|on certarn_
operations, such as viewing the secondary message addresses currently saved -
in a data structure for example, may not require the user to first input the correct

password(s) in order to be performed.
[0089]  Some known systems allow users to bind certificates with a specific |
contact record associated with an individual. When a message is to be

encrypted and sent to that individual, such known systems, however, will still
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operations such as (i) savi ng new secondary
addresses in the data 20 structure, (ii) rmdm?

secondary nessage addresses in the' data structure,
and/or (iii) deleting secondary nessage addresses
saved in the data structureyg. nay be perforned.
Dependi ng on the specific inplenentation, certain
operations, such as view ng the secondary nessage

typredfly F‘e?ﬁﬁr% thHf RN duhdSeerificatetontdlptan sindilcdddress$ cbhiat matches
exanpl e, may not require the user to first

theamadcaddress {sawbigbr Bespessags o %S%’( p%wttaﬁfﬁ%re in contrast

0089 one, known t
to tbgremt}wetgg}eé\gs aﬁqlbgos ﬁ%@q Whe?é(\’ ?eragi(dgeﬁ%s are associated
witl ePdicated and tibtanceNeiss, dhel knoWre eyeten&ssagebésretajivleq. less
encrypted and sent to that indivjdual, s

seayetsines CROtesy secors| aresnpf (typiealy, BFI5FES; ?a%'ngwwauthofized
mogﬁt_%sf;ﬁrt-ct rEGhE EqtE R e R K R0 S T
(0ol s o 376REeh Sl 27 e IR By 1 sygtems an

meffsiades A E HeRSin 2691788 OPaatE thalividus apphcatlcmat:aanot make
and not vice-versa, the known systens

chang@tuo\xlbey«st ekse®ndary Messpae @ aeﬁss@tasfsgeef% withea ggftificate
with§ft 8 ol Bh QR EReR T L otiBaT BeUEE] | °UL 1 et ed.

0090
o187 TERPRES L BB S B B BB D i oo

peﬁm‘t@%é:‘é‘ SiUfe RBRIP LG ABVica NSt letBsecifih eatifisates, the assocnate
st of secondary nessage addresses assocjated with

userespeo"lﬁlexataddreﬂsew Wﬁbdheﬂhe TCindeay Bake fhe jyeress thh'%e”d'“g
ut d
meaeﬁ.a | n(gr gf}é‘escrl oy ﬁé E@Q%&EB&&@ wWHIEh S S?ﬁ:amcularly

érein ermt users o
advanageong whevi the mseraelcgmrampgaaldompnmg devicatsach a;ma mobile
associ ate wuser-specified addresses w

dewigs. Fl EXAPIHr Y DeS NRFORES %géeab'@étﬂ?r%le mif adidress ofa
paﬁfd(ug&r' @%Hlﬁ%ét@%‘sﬁglget"srfa’s ShPRIS N ichn, simplg! r‘za\cfdathéoﬁ‘lew e-mail

par vant ageous when the usef is
addmssattm n@eal.sbmusengwmu messagh addwessesi pesoGialpdcavith the

Ceg%ﬁ’ﬁfq g@’SF %ﬁgﬁa‘tac%%@ﬁﬁacﬁ%%% p?c:t&?clftﬁgli E%tgshgﬁ\g application |
h@%r ess tg‘%b[ dE@ncéaéhrsSlm@H Enasley thé origival cemtiidate for encrypting

l'ist of secondar%/ nmessage . addr esses
memgesaln@darwto ibetgant to the certificate holder at the new e-mail address.

[0092]. If an attempt is made to use a particular certificate to er_\cfypt_ a.
message to be sent to the certificate holder at the new e-mail address, but the
new e-mail address is not contained in or associated with that -certificate an

address mismatch would be detected Some known systems may be adapted to

prompt the user to-manually search through a list of certificates in a certificate

store for a different certificate that might contain the new e-mail address, every
time the address to which a message is to be sent does not match an address

contained in the certificate. This process may be tedious and time-consuming,

2005/001 753
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certificate holder's original certificate. PR -

or ot her nessagi ng application. 20 on the g%%ig?ngI‘DOl?hg
device can then enploy the original certificate for
encrypting nessages that are to be sent to the
certificate holder at the ngy.e-mail address. [0092]

If an attenpt is nmade to use a particular. certificate
to encrypt a. nessage to be sent to the certificate

pafRUIRly 8h 4 Renimwing- déwbeasidﬂ'ess a bbbildelevivaw Byrailiowing a
address is not contained in or associ.ated w

see@dary i IAsEAge AAJEESEI i &% atPesiatech u?dc?f@%'a@teec?%c?ddress
m@% k@8‘p‘{dyﬁc¥(5t5ée Whe?g Qtlp&eéi: tatlé 9 RIset thdt ¢eftificate to

nua Sear C I st o certificates in a
encl/it id inteisagesteyen if ctha'a sécbrﬁc&rgnmeseage fadcaess tigaiot actually

cogmtﬁy;]%ggnﬁ%ame g]gaerg q%\évgga& gja r? y,b ggoeé}erﬁmt Igemanual
se TRy Q'ﬁlﬁéi’@@?éémgﬁé’t@ WHWWbUIdtéiﬁeﬁ/ﬂéé bkl p‘éfcﬁméﬂ"'irﬁresponse

process nay Ious and tine-consumng, PCFICA2 0 O
to the déetfiortbban a8tiregsamisncatchy ¢a3n bé axoisiedputhese gasese
such as a nobile device. By allowing a secondary
[o0®3sage Judsesand cother a‘eatméatddvam&ds endendimentsatvél]l now be

an address m smatch vvo I d not g&é tected where it is
desetilegst Bgreatey Cl%@"’("ﬁﬁtre PRES 1& encrypt a

nmessage, even if that secondar rressag address.i s not
[0094]ual | y Refewingatn&dGuiTs A Howebadflustiating teps in a method of

Acc.
asgoal ?@:}ﬂ%%@acct ?d&lleegg?g%@ﬁ ﬁﬁff@af’? Aok ﬂgrt\a/mﬁggﬁﬁﬂeﬁtofs shown
gePRFAIRT a2 d00N Farhendetailsowitiheesisdatdbivarionks stepadfi eethod 400
m smat ch, can be avoided in tPose cases. [0093] These

haygdasniscyssgd ahaveotn this sBeENCaHSd nents will now be
described in reater detail with reference to FIG, 7
[0885] 0094]In RBEEIAd ABOL BY W@y OF &X@MRiBygiifasieps described may be

pér@r}ﬁ%ﬁr 'acmg?its‘?@r% bivisdreapiidatibn tﬁ§t58§éé\§tb§9arﬂ@$é§ﬁaés on a

dr €sse certificates I n one enbodinent i s shown -

copemetingl Idevice. 4000 heFLketyhe’toxdaetthhrsew a;hplroaélpactls tan application -
vari ous steps of I SCcu

pragearamed oy @ag&ﬂge,rﬁ?%?%ﬁtor?%@g] qyns QI Hgge%@at%ﬁtore on -
th)é’aé’?rﬂéul‘?r?%k/%e t heo\wd RIS idl Qaffahb eitddimedts, 18 PIM,” messaging

by a key store browser application that :
amneawesorawttier eppliztioprmay heopingramgeskid @@rfonnéhﬁes;eps of the
[ catl

mEMSEh amigl TSRSy R0 B (heRiiphER g mytinge C‘&e"Pefa““g |
appicbfios ek‘@él}tin@ & ﬁas$d|ﬂg ®nahe computlng dewce .

[0096] The computlng dewce upon WhICh an appllcatlon performlng the
steps of an embodiment of a method described herein executes and resides may

be, for example, a mobile device.

[0097] At step 410 a list of certlflcates currently in a key store on the
computlng device (e.g. moblle device 100 of FIG. 1) is displayed to the user. The

key store may be a central key store, or may be one of multiple key stores on the
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the conputing device. However, in variant jor "l 7 .
a. PIM' nessaging application, or other Wﬁg’}/ﬂ@l % |

may be programmed to performthe steps of the 20

nmet hod. The nmethod may al so be inplenented in nultiple
co-operating applications,gexecuting and residing on

t he conputing device. [0096] The conputing device upon
whi ch an application performng.the steps of an

corﬁﬁmgj gBViEe ¥s s?el@@thQﬂ/ gesggdrbed abed@ntifieexes atdesfaalidkey store
resi des may e, for exanple, a nobile device. 25

bas[e{ﬁt)@ﬂ}h%@mﬁtg@*bamrmf thel keytstgre brovser eeRligaliRr r ent | y
in a key store on the conputing device (e.g. nobile
[ooseyu ce 1ADstelp ARG input idataliis peeaieer fiom tee wser thahidentifies a

o BRSBTSt TR ot 410

witG ORi¢hi 80 Iéia%‘('&ﬁe ¥ meleEeeandanyt ifeseage, addredses (e.g. e-mail
Identified as a default key store based on the

addresseguisdoim associniedk ofn s‘,‘am@l@ieoa@tﬁsmm@awqmwn may- be
soEEH i 5 3Pl 40 Y BBt and el o7

by Sdﬁnbtycﬁm%ﬁa@%e&?lqaﬁgsﬁgﬁﬁh"%fow%éf’%@' Giflies itnin the
ceﬁ“ﬁéé@%seﬁdghﬁﬁ %%n{eee&es%BPé thaflehheeshail dddréss. bBhese e-mail

assocl at ed associ at e addresses" nenu Optl on may
adbesseelemﬂalhled jthirh éhes seartificpte aaviel Teferred: ke herein as primary

q%)?ra]éggfﬂ} @'g%ﬁoé ai ?fg“seoﬁéﬁglcﬁ% O#l%&dﬁobetgcgorrf}mél 1‘;’}5 B mall addresses,
ané %tthét eat€ tHesekftificaedwilnnebRavE asgSprimaey &ﬁ@gsaywaddresses

e-mai | addr'ess. These e-mail 10 addresses cont ai ned
asspaiaied thaewith-tificate are referred. to herein as

primary nmessage addresses. Sone certificates may not

Toet0jai n a\nyﬁeeondalry akrRsagseaddressd may theacopsisiered hie . be any

certifi pot__h

means Bl et is I ba WiERRRR Mt T BFERRERe the corcate i
isstieds aaehmashpaginiant, b Ic@ﬁswderbedwséloapblemmn is fogrammed to

nmessage address that is to be. assocj ated

pepwitta fespageapddiessnie berasspriaied With 3 %%f\glﬂ@eatel AS tth |S§C°ndafy
mes og@' am?d?és? BHR/ ||F9'Ye He%@ﬁ%@ra%\ﬁ?é‘srs |§9¥8t'a¢@a'dgrh bfimary message

ramme ssage address

addgisy;l iat ecden td [ﬁeuemtt uhnee¢ssany . duplivatiodar wOwe\Magle variant.
address onl t he

sygﬁqnﬂﬁareymeggggﬁ @ddressnr%aysl’ %%epe%ﬁ%trtgé fo Bg a%%%c%lterf wc% a certificate

as a secondary message address even if the message address is already

contained in the certificate.

[00101] At step 430, optionally, a list of the primary message addresses
associated with the certificate selected at step 420 (e.g. the e-mail ad_dresses
confained in the selected certificate) is displayed to the user. It will be
understood that these primary message addresses generally cannot be Jmt_)diﬁ(ad
in any way without invalidating the signature of the issuer on the certificate (e.g.
316 of FIG. 5).
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address, in order to prevent unnecessary duplication.

However, in variant. 20 systens, a nessag :
be permtted to be associated with a Certmglg%(@)ﬁam?ug

secondary nessage address even if the nessage address
is already contained in thgycertificate. [00101] At
step 430, optionally, a list of the primary nessage
addresses associated with the certificate sel ected at
[009D2P 420A( &ep-440)@ptioRBly, ANt sfthesecBhdayntaksage iaddresses
the” sel ect ed cert i icate) is displ ayed to the
curverttly aeeqmied stotha ﬁattlflt:weswﬁﬁtem tystRR Syl 3lsp[ayed to the

US% dt ?'Sts% gjtal’%g?%ﬁegél%ﬁja?ure oplelq ha‘ll?sd\;’b%nuérrn%when the

cerh’neateerst fifst qmperte@eogto ti3d thavfdhelds. BI)ne REr/ G2 @ldorgessage
-33 [00102] At step

addﬂ$§S§%éQ)Hd%1ﬂ'§t ASSIRRFED §Qd?eig‘§es-ﬂ'ﬁ)ec H?? ﬁad/)alsgsggt&seﬁ%e&ltly edit
an%ﬁgt pﬁ 06 n%%%ﬁb%, aﬁaf’@ss%‘slfftﬁ\g %k Akt [RbeexpiRly shdlisp! ayed

st o econdary nessage addresses

i ni
o3  nc 49 HERLARIE o} 157 e Gt deses one
or AHE eRTeSeddhdaly Pnddsae atRirdese fobissl absdcated Thith tise certificate
can al so subsequently edit _and/or delete ness

selggtbceaisyep #RBm haexanRIe] abinRULYYINEPY NAVERLARE . & more fields in
wh[j:gtg?tﬂg gﬁ@ gfa rﬁ?@%alh/ﬂ%‘ﬁterd%ntoﬁtaﬁ efRisY %efédmésgés to be

Oorf nNDre new seco
asmmem&tﬂdtmmm@tbecmsbm;altoediad th receive the input data.
certificate selected at

ANETIRINCl, 105 REAIRSENE Biesaage F0dBsses Saanbe;ifiaveg, from
whtﬁnerthéaﬂséfam@{ gglﬁ?tﬁtetsﬁ%’éta@d]@ssé@%agé ageb&a®es with the

assocl e certificate can be provided
cettificateceiThe bistemapphe cdmposedAfrosy massageyaddiesses contained in

TS0, T BT RS B, 800 or v

e addresses fo

més%%gelfa[d@d fot ekarmpre. certificate. The list may be -

conposed from nessage addresses contained in 15 -

GA0M)aCt RGeS a600thed8ppiRtioh BHERS 608 alsewawtrom the user,
user.I |nboxF5]I or ot hePp nmessage fol der, :bfor exa '

re(ﬁlﬁlﬁad)tt] amomtemmmesswgeaqﬁdra@s@s wiith dh@rﬁ?@s'sﬁ!ﬁa%d Cert'flcate
f
1 BRI RS i heonbO T PR B Retsocite the

new message address(es) with the user-selected- certlflcate is demed at step
462. '

[00105]  Otherwise, at step 470, the secondary message address(es)
identified by the input data received at step 450 is stored in'a data structure such
that the user-selected certificate with' which the secondary message addresses -
are to be associated can be identified.

[00106] For example, the user-selected certificate and the secondary
message addresses associated therewith may be saved together in a data

object. A separate list of primary message addresses associated with a
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I f the correct password is not received %@CSEG@WDBBNB

the request to associate the 20 new ness

address(es) with the user-selected certificate is
denied at step 462. [00105] Oherw se, at step 470,
the secondary nessage. addreggs(es) identified by the
i nput data received at step 450 is stored in' a data
structure such that the user-selected certificate

cer\twlwtevw@oﬁ{bds% §ﬁﬁfé§é@g¥ Hesresg &lats dixesees fr2>5n dhe cantificate,
be associ ated can be identified. . [00106] Fo

maqxaiaplhe crented 8ad -sterescisiapscadt mqurat\wﬂamefﬁelected certificate

in ﬂ'becgg b%{e&geﬁ (gqos?reﬁdd?\gsé efﬁrtﬂ%f%%{aﬂp%t@%i?% cfbrg‘aﬁ‘nessage

ad@ﬂ‘es@és rméw b'ée§§@eg:ﬁ agdglnies e sn as tatsié ajrearray, twm:hpean @Adude a
1Qvl -34 certificate, conposed o%
Pomr@fssﬁfa@néeéQtthacﬂsé@Cﬁt%Uﬁﬁes%'éPﬁdf serditigate. nﬁ\/ sgm§cases,

I SoES S YL B 1ROl Mohicas pan bo saved

togéaler with ths seconddrjenesscyephddret s ﬁ:eanhdraagsamdgﬁemflcates
addresses nmay be saved as

in 3 FRPMATNPEN SHRC BRIe S b et @pPRFtog: By BhiBe!q getermine
wh'iWsé‘é&ﬁ% E@E@ﬁd 32e§§an€egaegré%§é§ iHave etn h8s&@ad with which

e seco sage addresses for one
spasifio cedtifiedteser ttlvfnlldm: enderstdos bypesonsoydiatkin thie artithat other

second ssage addresses for other associ ated
vagapt §an @ﬁ{%%ns eé’oééitﬁi%n data structure, provided

that an application is a

[0 fic! %@@@n@ﬁ\b?dim@%fag’@t%d'a‘? e$§§8§g]?l%(v@e\égi§§g addresses and
th@%ﬁ?&%ﬁt‘é@% rtstélé/égéﬁlaeﬁﬁlcafeeér‘éc sé?ve@ﬁhtthé's%ﬂkeﬁe){ lsfore WhICh is

e un ersto per sons ski | In the ar
a sehere dat istore. ccmitagm the dwey atoge passrom@ed[momwpauthorlzed

e TR 08By A8 0B RSN B BB 2 ot

in SR¥6FHdNRet WRh IAREeKRGIFhERE .nowhialtd Eored theascondaha message
store. Data in the key store is protected from

addresasor iFAsdexampinii Hec 48y optorer iR epayt gpep[o;ected by a user -
peﬁtséwggcglosr%g A@é@%\%ﬁ%r%ﬁﬂoﬁB%H&Qs&ﬂjpﬁstc@é ?év%élg@rﬁ ?’F\ro@éﬁ the user ..

now al'so s ,.
providirgethenctatect messaged) bdﬁhresmsemdaexanpsmget addt&s;ses can

be; RS Joh 9.+ LSPoABBY. S0 St Sihes rEaal b optations (e..

m&alﬂflﬁé‘%dfot?%elé{ﬁfgr secondary message addresses previously saved in the
key store) can be performed. As.noted earher ‘this protectlon ensures- that a '_
malicious application cannot make changes to the secondary message

addresses associated with a given certificate without the user’s consent.

[00108] It will be understood that the secondary message addresses and
the associated user-selected certificate may be stored in separate physical

components that collectively comprlse a secure data store.

[00109] At step 480, optionally, a Iist of primary message addresses and an

updated list of secondary message addresses aSsoeiated with the certificate
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provi ding the correct password) before new SPWQAMOBIDOI?hg

nmessage addresses can 20 be added (at e.g. step 460),

and/ or before other pre-defined operations (e.g. _

nmodi fying and/or del eting secondary nmessage addresses

previously saved in the Kkey store) can be perforned.

As : noted earlier, this protection ensures that a

mal i ci ous appli cation cannot nake changes to the
selSGEQ 2 dtap 4BS FAGi8played 16 356 s SBY Matyeot Mu$tkata)rgom@/na dlalog

certificate without "the user's consent. 25 [00108] It
bowillustratingiadistsaf qimeRaend [ecoRdaN Ry SAYS Selgiiesses associated

i BFefiiele 'y EFSTE TS A3 A eegtr
[0038 O_nenlgyétftgl?ﬁitaﬂgp cﬁ% é)é)l yqj;ﬂ rga?&y?ddseg@ &ﬁ%?’y%bc.com is

the rﬂ?{y mEBSSRY 8d AL ART0BIA wWith a pRARILESH dertificate. Messages
con nessage addresses associated with the
serdetot of rfroat éhepcnnﬂs@ge ggidr@sgggzbmdoe@gogmaéwpgg net rgpgpabo be
di [
28yl eRRRRER ) S PQURRL 1 1Y, s it v, tne

of primary an
me3§4 déﬁ&re@@%ﬂﬁﬁo@@*&@ﬁp&ﬁyml at®d noti e ddentified in the

certificate is shown in FIG 8, in one exe
pantlnplaem@mf@ate)n In [M@Pﬂmoqlfﬁ\eﬂhéh&%ﬁ*ﬂf?és i égg C{B%Qéycﬁssoc'ated
wﬁEetEg acgee(tlg%éggda%e@%ﬂﬂﬁﬁ;’@ SS: b%doﬁeég‘es th#BfEssages being

€SS assocCl at'e a particular

sefteld itﬁécgé@nmsmgesagseaddress asarf hemencedadsusigg the same
addr ess johndoe@onp '

corspies eniangssaFeEReR A TE e FEEPTEATY TE5TRYHAdYIERS can be
decl:'c?'cﬁéd u NEsanid\Gertifiesteage address

ndoe@onpanyabc. net nmay not be identified in the

dlﬁ' cul & heg t.r&hﬁata? glsésbot hos, %Woglrﬂsm or { Ritifer messaging

ess I's ac gly ciated 10 wth the

.appﬁtfdtiofnl is &heplagediby @cuseldo ysendsasag@crameggssggﬁ t;man individual.

TR RLRAn Gaoeertehine Rebls SRERFR br HPRtspg Cheitauress,
as@ﬁ%g%eﬁr JF\ Iéﬁinf‘%ga{;é AAdFE §ﬁ§%@@@h&am@§§ @Mﬁe@é’s that has

ustng the sanme certificate, [00111] ;
be&nlessqoted yithaa csrtép:at@olf amaichnis foqg}d éhﬁeapphcatlon can then

sFahe i crgsRaR GOLial 0 SR MMFethc T

R8P o Sl 58, Rt S5 "4 S g essasing
ap%ﬂgét?o?t? Ry 2alS6 CARIEADY tBESEAYE tREIiIgRA Elyatih@s on a message
received from an individual. This application can search the secure data store :fc_)r'
a matching e-mail address, as either a primary message address or a secondary
message address that has been associated with a certif_ic_:afe. if a match is
found, this application can then use the located certificate to verify the signature
on the:received message. However, in-other systems, different criteria _-WOiJld be -
used to locate the correct certificate to verify the digital signature on a received
message, such as the serial number and issuer of the signing certificate, tybiéally

provided with the signature information in the received message. A check for an
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been associated with a certificate. If a -
found, thi i cat i rﬁggmgooslool?.w

this application can then wuse the

certificate to encrypt the outgoing nessage. 20

[00112] Optionally, as shown at step 492, an e-mail or

ot her nmessaging applicatigggmy also attenpt to

verify the digital signature on a message received

froman individual. This application can search the :
addsesdiiseiteh shay ebé Operfcarmimd cftergthe rﬂignatamd neseerifgg as an

either a primary nessage ad eSS or,_a secon

adcm;g?é@@ efy| M easHre higt Of icalectocthg: wrv}ﬂ%hgr the message
I £ t J
B Rt S A% S s of v
recéivedanessageobatbe orediee \sethdenesaddyess Homeded, with thenheaceived
systens, different -criteria would-be wused to |locate
mepPRE%orrect certificate to verify the digital
ignature on a received ness such s th

[002{'}812& alndthesgug}od@peﬂ%dgpgrmqu aboVE; 1s ' Se{hio‘y 400 are

o AV e e g

methifdl o400 esre rpeﬁmntneh ray abenpkild odenice afaner inh@nother variant
nat ur e |s verified addi ti onal

> af
emplgggn@rg atnlegsh o Pfa?ﬁh%aﬁtgp?oWe bﬁs@? fi %ﬂe?t 1 desktop
corﬁgﬁ?ﬁ‘?ﬁ;at Q%@f)ﬁ cbﬂw ﬁc@ﬁ%‘eﬁ banghchtdizéd with the computing

ongl to the sender of the received
devies sageobiks eevioe, Bbeh dbatithe scoonftary npseageleddigsses and the

the received, 5 ne sa 001 In the
aseRiGatp e ikats 8¢ CERR et At Bunsr e TR BN An gpamle
of {ev&PAM ErBEHiIfRY EededipivRvaNith réfefentitodIG. 9.

enbodi nent, steps of nethod 400 are perforned at a

[OqIPngl e dﬁ(\é'férfm?at@dFl@ angt hSﬁvcHéﬁ'lﬂu@tratﬁ“@QtEﬂ@m a Alethod of

t sone he steps may be perforned at desktop -
as&c&:lam@unessagm@ddb%memw ificates *f\héﬁOHLef embodiment is’

nchr oni h the conputing device or nobile
_Shﬂ pigsnerdl czﬁ %1

- thg secondary nessage addresses._a_nd _
rob 1, oo NG B0BB5S it 6 o AT RRY B Rk 410 10 480
arfBﬂ%Tfy o elat § diRREP QSHE\MHF\B d&fl@é EWRE the dxlceptiBn. of step 470.

Referring to F lowchart illustrating
Thet dgskiom canputm@dewce may @gsaatapé@p dgvmgﬁ@e%\%negﬁe& device
W'gbwgf e U f' v%crt]e ggr? %eéync'm&q&ggn&ebé’ndlﬁgod’Wthe partlcular o

system |mplementat|on As shown as_ s_tep,47_0b,.the secondary message

addresses are stored with the asSociate_d cértificéié in a secure data store (e.g. a’

key store) on the desktop computihg device - The deSktop computing device can
then subsequently be synchronized wnth the mobile device (e.g. via cradle 264 of -

FIG. 4) at step 482, such that the secondary message addresses and certificate -

data in the secure data store on the desktop computing device are copied or

moved to a secure data store on the mobile device. Steps 490 and 492 may also
be performed in method 400b.
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[00115] Method 400b is simlar to nethod 4
that steps 410 to 480 are perforned at a m%fﬁtolj/ool?gg

conputing :device, with the exception of step 470. _

The desktop conputing device may be a. | aptop device

or other conputing device 287w th which the nobile

devi ce can be synchroni zed, depending on the

particular systeminplenentation. As shown as step.
[004AQY. . t fhea SaEANUIENoTRASAgen adﬂucetscmesnahe nsolileedevice or on

Wi

th the associ at ed certlflca a, secure dat store i
a geskjop acompyting djeéycq)r{n{a)ﬁe & q;gd @hﬁli]lr @gsomae a

b
AT HSEBROLE T 1 ey san i

dowatbadled fedm FAGLDAP GEI'VS!TE(ﬁ g4823ABusehvetrh%&4 DﬁElG 4) and in the .
secondary

e address t.a
ovERhge s 6THRN 200 HecE IR dbe AP e BIHGERLSY Lk LoAP
seflef ORRIEIHGM tHARY @dmbf %d%%‘éé &s)dalontgihéd eindntheh&lownloaded

nobi 'e device. Steps 490 and 492 'may al so be
cepifichte. nincthisncass, Hioel e40ah adp@sszaﬂcmﬁlmﬁﬂltry which differs from

' th%TgO“@lagé}r\%%@sgrcoagmgém 118 %'Q@ﬁgug%ﬂagﬁ fggmont;ﬁ)c;t%‘gry and

as89aRiRAvitPtHRUE ARt Atedd ¥ sa66MariinGesbagecadutdss.y

message address with a certificate, when a new

'[oﬁgﬁg' ficey %%%ﬁm@?%é@ﬂﬁgnfdﬂnrﬂhé—%ﬁﬁel”t\'i@rm{eﬁhd@:d that the

server , and 1n the 5 event that
ternin &list™ banhteapk@tted;sbrmdlyl b‘Emreex:ampllee WA irfermation is descrlbed

retur by t.he r |ff rsfromt
as e Sl dhothe Tisfrnalig sl P iiERipk format of
da'té‘ réfVeefBRBn. e partidaldr, Wéjrrﬁéﬁnéf ort heetiDAS B@tdls(played as a
which differs from the e-mail address(es) contained

column éeoisiesi butcraey aliesnativelube sepreseriadie aiher disalay formats
associated with the certificate as a secondary nessage
[Oaﬁ‘tﬂless The Eps1d] then mﬂéoé@cﬂ@cabgdrhqrelrbm%@eu provided as.

t ended t. 1
exieﬁp@:i)bq g&%@ar&@gﬁ'pﬁo{sg?t%&éﬁﬁlc nt?%tg Zé ﬂéc%?rﬁa cihgﬁwhlch may_
m@lﬁé@'ﬁﬁah@ﬁnss@&r Bgjededisspl ayed in a "list", the "list" '
shall not be limted to a particul ar format of data

[Oﬁ‘FPé]esentTfl"Fé %en‘tn‘&npﬁéE ' Eé’ér@rdes‘bhﬁed NfvRK R tBead number of |

not “be di spl ayed columm of entries, but may
erabodimeats. v Eloyeer s epmuskzmuedetsﬁoqﬂ ¥ rpeiEens éylllfsérlnafm art that

o, APl g o B T AT e oo
offtﬁésr%nﬂan GQEfinekih eRelaRiips Hppendeditierstoray |
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i ncl ude transnission-type media. [00119] TIHRCTACA2DIME # -~
has been described with regard to a nunber of *5 001743

enbodi ments. However, it will be understood by persons

skilled in the "art that 20 other variants and

nodi fications may be nmade wgg bout departing fromthe

scope of the invention as defined in the clains

appended hereto., PCT/ 2 CA -38 Cainms: 1. A
cmm‘shod of associ at| ng nessage addresses with

certlflcates identified by a wuser of a conputing

vice, the -

1. obstheng’ esraraniparcsacs saturtres Ml e fitfbs drenyisg by @
usé:retffta éém?&ﬁ\%ﬁéﬁ% tﬁeﬁﬁ@th‘é‘éﬁfon%nélﬁ@ﬂﬁ?@%%ld?g devi ce,

ser-selected certificate contains zero
or a))re mcemmg/flraéssmgeiaaddd%'ﬁéﬂﬁg ayse/cseleetgd certificate, from

ne or ribee UesboRfiabs "hEBEHNY LBHHE Jpidelr BRe LebPdetected

associ at galtinkAtd tcBﬁtaWﬁ@ze&@' BEt@dre Lfrimarnyt ihessdge addfesses
c) associating the one or nore secondary message

addr esseassadiateditherenddy. - sel ected certificate, by

sav g the one or re. 0 r r S

(RT3 Rt el REE DA ePRR LG ARTESSdbnaary
cert i fi calegsubéhavliigdietheo obe assomiateds atimdiey user-selected
nessage 15 addresses are associated is identifiable;

wher ei n Sﬁélflgaﬁeaaﬁtjr ucture resides in a secure dat a

St of, Onaéﬁtgc%tﬁr\’q) E%t agre\‘r'\&% sécontd e%d@*e%*s@b with

erefn structure |n e one or
m)r e secdaser- smesmglecerdﬁmaies by sawmgsmeedne\m molgesecondary

user-sel ected certjficate 0. are stored t,he secure
data st oPeSSATERINBIRRS Ny dgta, sluctuse S‘fﬁleqﬁ%tttﬁgauﬁﬁr sélected

claim 2, cé‘ﬁﬁﬁ@féﬁ Wi USRS sekedrd &errhbid Cs?é&)rid%ry message
stored in-t data structure.
addresses are associated is identifiable; .
wherein the data structure resides in a secure data store on the cqmputing

device.

2. The method of claim 1, wherein both the data structure in which the one_»o'r
more secondary message addresses are saved and the user-selected certificate |

are stored in the secure data store on the computing device.

3. The method of claim 2, wherein the user-selected c'ertifieate is stored in'the

data structure.

4. The method of claim 1, further comprising the step of encrypting a message
with the user-selected certificate, wherein the message address to WhICh the
messages is to be sent matches any one of the primary or secondary message :

addresses associated with the user-selected certificate.
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4. The nmethod of claim1, further conprising the step

of encrypting. a nessage Wwth the user-selec 200
certificate, wherein the nessage address to vm 0 5/001?"3

25 nessages is to be sent matches any one of the
primary or secondary nessaggg -addresses associ ated
Wth the user-selected certificate. PPM? cy n 5 /0017
11 -39 5. The nmethod of claim1l, further conprising
5. tTfe shetho@fofvelaint yi, fgrthbe cdnwirisitig tise gtep wf evesifyiag the digital-
nmessage received froma Sae?f r wth t(g%er %r Eel ecte | d
SIgRBIUTEf OPafe, MOFRAAS TEEENCHe FOHY e athf & é'éﬁaé? ecte
ceﬂﬁlgmev‘mr@?elﬁr\ﬁermé%% adidres8 R tNE deNBECHER \ﬂﬂhé:hotﬁ@ fAbssage
mary or secondary nessage addresses
is mnmcahedcms any tomeuskthes prlmmrmnﬁaqamssagem@resses
net hod of aiml, erel secure data store is a
as%%'%teéit‘%'ltréﬁ\eo‘l’s’%ﬁeé eg&Fﬁg geati on of the user is
required to be received before at |east one of the

6. oﬁ?é Hétﬁé@oﬁ@lbﬁﬁHethe'félmthé%eEQié @avango® i84data store for which
performed: i) saving one or more new secondar%/ nessag

authidizetiseofithe usertingequirad sorbr raeeived ibefarsdat Jaany QFieof the
d he d
on8fatfe iR 3 1 RIPERGURLRE BBriob M cconcary -

message @ddr e%%eﬁlgS@Né?@r rhorg hewdeécorrlary chessageladdresses in
The nmet hod of claim6, wherein the secure data store

is protected Wye data sRegturesne user password, such that

aut hori zagti on u [ I ad
correctl j/“l nplﬁéd'% (?ﬁ% eg':trﬁgﬁeg %és‘ég)rn\agggsé\%gsg&@ addresses
The met hod of selvadiin the fatatstercturerandsi ng t he step of

di splaying a |jst. of secondar e address |
saved in'he @Qf%{'-@t ?'&%t"lﬁrr@?rezge@o d%ﬁg YT agc?rasg??hsaved

1, further. coMpd ahadstiht8ut ep of displaying. a list:
of certificates fromwhich the user identifi es t he

user-sel ected certificate prior to the step
7.r Ebeimethgd faf ciaim ﬁp\uhe@m e §gcur¢rf@tﬁ§tt9@d|sd}ro@ca¢qu at Ieast

o RSl LT b et v

- coPrRetiplinpis ehe atleasdsye user password.

8. The method of claim 6, further comprising the step of displaying a: list of

secondary message addresses saved in the data structure.

9. The method of claim 1, further comprising the step of displéying_. a list of
certificates from which the user identifies the user-selected certificate prior to the

step of receiving first input data.

10.The method of claim 1, further comprising the step of displaying a list of
message addresses from which the user identifies the one or more secondary

message addresses prior to the step of receiving second input data.
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11.

25 nessage addresses prior to the step of

second i nput data. Paﬂ?- o 05/001141 p_40@e§?@@)5/0017§§
nmet hod of claiml1l, wherein all of the steps of the

nmet hod are performed at the conputing device. 12. The
met hod of claim 1, whereingghe conputing device is a
nobi | e device. 13. The nethod of claim 12, wherein at

| east some of the steps of the nethod 5 are perforned

a’fhé SEKE BP cRRAPULeremNsll Bhitiecitaps bétheetrietiiod are herformed
onprises the step of synchronizing.the desktop

atth@npmlpeltlngvdehlcﬁhe nmobi | e device so that the one or

nore secondary rressage addresses is saved in the data -

12. ﬁtbgﬁ’tée h§g/ oi gl%'rﬂ hgtfmﬁs%‘fﬁ‘;?lﬁlr\@a(?@wﬁ R’ & nibifetfevice.

m 1, wherein the
second i nput data |s |nput by the user. 10 15. The

13.MFhBafetiod ddfadiaind 1 2pdrezein athleasbsmmd dfrtpatstaps #fitee method

extracted froman LDAP record.

areqiefinINgd-at eadadiier FeRRHP 8o \(m?rgH\ @\ e, ngihgd furthey comprises

the! :ﬂé? rd*@)/n%r%rﬁ‘ilﬁ% tﬁé‘H tog BE8mIpUEdT Wik ltﬁésméﬁile device so that

perform’ng a net associ ati ng nmessage . addresses

the\é!brw ot enorief seainekary deessadecaddipsaciie saued dn dbRpAAta Yructure
evice as cl ai 15 in.cla A conputin
resyiing deth 5&5&1%{]‘3{% ﬂ@ﬁ 8P rfr?%"?ﬂrsa"ﬁo%ejvlqe'associ at i ng

nessage addresses with certificates identified by a

14. U%’é AEtHoBEfCPATRI | WBe sy traeseddrrl inpet datd is amgutitsi the user.

15.udde Be

the steps of: a) receiving first input data
|dent|f¥|ng user -sel ecte

hageotelaputt neren 8@cert i cat fﬁi@ ais extracteg from an

LD _err ?FA ected certificate contai ns zero or nore

1656.°ccnwmlyer -ressabie mediues pon avhiseh &

y 'message addresses associated therewith; b)

recei ving second input data identifyin ogg/ o? _rmqrﬁe fian
Spg‘@la e@TNERUEYRNS are

stor%r ' tﬁg ! |Gf‘1%¥ruct|on255 f%?rf)é}cf(')rn%ks a'?ﬂefﬁ%' %955‘?&9 943!11653393

addresses with certificates identified by a user of a computing device as clalmed

in claim 1.

17. A computing device adapted to perform a method of associating 'message

addresses with certificates identified by a user of the computing de\/ice, the

method comprising the steps of:

a) receiving first input data identifying a user-selected certificate from
the user of the computing device, wherein the user-selected
certificate contains zero or more primary message addres-ses
associated therewith; |

b) receiving second input data identifying one or more secondary
message addresses to be éssociated with the user-selected

certificate; and
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18.da#t srystelmnfbr Bgbogjating Message @dssessasawih

c) associating the one or nore secondary

addresses with the user-selected certifigﬁﬁ?é&?nmi/()oa?“B

saving the one or nore secondary nessage addresses in
a data structure such that the user-selected
certificate with which the one or nore -secondary
message 5 addresses are associated is identifiable,
mhereln the data structure resides in a secure data

st af)e oragdsbeiatingPiiel e g Vinoss sb&ond’ars'ysbseageraddresses with. -
associ ati ng nessage addresses with certificat

i dent i fibg userHelerted cerlifigalhy 82RYitee Ongnar meeseﬁondary
the systemc ecj%’%dﬁ?e%s@gqﬁ%k% B sQFU% uchdihdt the user-selected

nobi | e devi ¢ onnect er et o, vvherel n the
fol | ow neeriifieste avith wBichettior one by mmedsercoogary message

ooy - sel aldBaseRAe reaRielerrs (HeRE0s TR i HEf fguoture
device, MARI&IR 4 BEcERfats Slore oRtne&omputhaf Gevice.

contains zero or nore primary message addresses
associated therewith; 15 b) rece|V|n¥ second i npu

ceﬁlg‘g;aée}s |dent|f|-ed by a
us%recgfr cgi:r tc?evge;?e S gl:hgfee;ﬁ éﬁ\% ﬁgstgﬂrg cgﬁ'\ |s§§ £ 8E§ﬂgg computer

nore secon

ang?ﬁé AISHIRIGERES @BnNktiabld trereee angelvheicid tive Iftblildwmgtsteps are
saving the one or. nore -secondary 20 nessage -

pe:iddned_;byéshﬁi deskipprogmpi4eE structure such that the -

gz gé}é:: f}ecﬁz\ggégﬁst’ @gg?ﬁgta"‘fdentny}ﬁgg s s‘en@cted d&fifficate from

I ésses ar socl at ed

i dentifi gl asemotthd) mopile ieviver mf@rmntﬂnetthmrmﬂjed:ted certificate
device so that the one or nore secondaré/ d
addr esse§ON @M iZ87@ dObyN e €e PEEIBNdMER RS daﬁciresggs gssomate
copi ed fg ﬁflrst data structure and saved in a

second data structure residing in a secure.data store

on bhe nmndrengesemnd FeputCaaie0 Sieruifying one 2or gnorensecondary

L ber o bl Sl BB bR iy userzsetected
addr essegepffRatved and the user - sel ect ed :

C) associating the one or. more secondary message addresses. W|th
the user-selected certlflcate by savmg the one or more secondary
message addresses in a flrst data structure such that the- user— :
selected certificate with which the one or more: secondary message
addresses are associated is identifiable; and . o

d) synchronizing with the mobile dewce so that the one or more
secondary message addresses identified by the second input data
is copied from the first data structure and saved in a second data

structure residing in a secure data store on the mobile deVice.



certificate are stored in the secure data smmﬁ)ejlool.?u;

nobi | e device. 20. The system of claim 19, wherein the
user-selected certificate is stored in the 5 second
data structure. 21. The system of claim 18, wherein
the user-selected certificaye.is copied from the
deskt op conputing device to the secure data store on
the nobile device in the synchronizi ng step.
19. The system of claim 18, wherein both the second data structure in'which the

one or more secondary message addresses are saved and the user-selected

certificate are stored in the secure data store on the mobile device.

20. The system of claim 19, wherein the user-selected certificate is stored in the

second data structure.

21. The system of claim 18, wherein the user-selected certificate is copied from
the desktop computing device to the secure data store on the mobile device in

the synchronizing step.



