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supplemental information so that the supplemental information may be detectable in
the output of the decoder. Such supplemental information is often referred to as a

“watermark™. Watermmdﬁg is an aspect of steganography.

15 BACKGROUND ART
 Steganography and Watermarking

Steganography is the science of hiding a signal within another signal.
Steganographic algorithms or processes may be robust or "fragile ” — that is, it may
be very difficult or very easy to corrupt the hidden signal. Considering audio

20  applications, one very fragile steganographic technique is to use the least significant
bit of a PCM channel to carry a data stream independent from the audio program
content, which would be carried in the upper bits. The hidden data channel carried in
the least significant bit does not significantly distort the audio program, but rather
acts as a low-level dither signal. This technique is fragile in the sense that stmple

25  audio processing can destroy the data signal, such as gain changes, digital-to-analog
conversion, etc. _

Watermarking is a form of steganography in which, typically, the signal hiding
technique is intended to be robust against corruption by either normal processing or
deliberate attack. As such, watermarks are valuable in applications related to

30 security, such as copy protection or identification of content ownership. In such
applications, the watermark may carry, for example, copy control status, copyn'ght

information, and information related to how the main program material was released.
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One important consideration for watermarking of audio and video signals is
that the hidden signal should not unnecessarily degrade the quality of the signal in
which it is hidden. Ideally, the watermark should be completely transparent; that is,
the difference between the watermarked signal and the original signal should be

15 -imperceptible (to an unaided human observer). Of course, the difference must be
detectable by some means, as otherwise the watermark signal is unrecoverable.

- However, watermarks may be intentionally perceptible for some applications. For
example, images may be visibly watermarked in order to prevent commercial use. In
addition, paper may be watermarked in order to convey a perceptible seal of

20  authenticity. ‘

Thus, the goals of watermarking may be summarized as follows:

o modification of a primary signal in such a way as to add a secondary signal

or supplemental information, resulting in a modified primary signal,

e the difference between the original and the modified primary 31gna1 should

25 be detectable but imperceptible, and '
| ¢ the modification should be difficult to remove or obscure.
Perceptual Coding

Perceptual coding is the science of removing perceptual irrelevancies from

signals in order to reduce them to a more efficient form of expression. For example,

- 30 in some applications, perceptual coding is used to reduce the transmission data rate
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between the original and modified signals is imperceptible. Noise, usually

10  quantizing noise, or other distortion is controllably introduced in order to reduce the
| data rate of the signal. Properties of human i)erception are taken into account to
manipulate the noise or other distortion so that it remains imperceptible or minimally
perceptible.
' Perceptual coders employ a masking model intended to reflect human
15 perception to some degree of accuracy. The masking model provides a perceptual
masking threshold that establishes a boundary for perceptibility. The solid line in
FIG. 1 shows the sound pressure level at which sound, such as a sine wave or a
narrow band of noise, is just audible, that is, the threshold of hearing. Sounds at
levels above the curve are audible; those below it are not. This threshold is clearly
20  very dependent on frequency. One is able to hear a much softer sound at say 4 kHz
than at 50 Hz or 15 kHz. At 25 kHz, the threshold is off the scale -- no matter how
loud it is, one cannot hear it. '
Consider the threshold, as shown by the dashed line in FIG. 1, in the presence
of a relatively loud signal at one frequency, say a 500 Hz sine wave, shown as the
25  vertical line in the figure. The threshold rises dramatically in the immediate
neighborhood of 500 Hz, modestly somewhat further away in frequency, and not at
all at remote parts of the audible range.
This rise in the threshold is called masking. In the presence of the loud 500 Hz
sine wave signal (the “masking signai” or “masker”), signals under this threshold,
30  which may be referred to as the “masking threshold”, are hidden, or masked, by the
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(“forward masking” or “postmasking”). A “transient”, a sudden, brief and significant

increase in signal level, may exhibit all three "types" of masking: backward
20  masking, simultaneous masking, and forward masking, whereas, a steady state or
quasi-steady-state signal may exhibit only simultaneous masking.

All noise and distortion that is added by the perceptual coding process should
remain below the masking threshold in order to avoid perceptible impairments. If the
noise or distortion added by the coding process reaches, but does not exceed, the

25 masking threshold, the signal is said to be coded at the level of "just noticeable
| difference”. The "coding margin" of a system may be defined as the amount by
which the added noise or distdrtion lies beneath the masking threshold -- a coding
margin of zero means that the signal is coded at the level of just noticeable

difference, while a positive coding margin means that the added noise or distortion is
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form of the perceptual model, to be included with the coded data, but much less than
- in a full forward adaptive system. A more detailed discussion of these three types of
perceptual coding systems is set forth in “AC-3: Fiexible Perceptual Coding for
Audio Transmission and Storage,” by Craig C. Todd et al, Preprint 3796, 96th
20 Convention of the Audio Engineering-Society,‘ February 26 — March 1, 1994.
Perceptual coding systems developéd by Dolby Laboratories, such as the Dolby
Digital and Dolby E coding systems, identified further below, are examples of hybrid
forward/backward adaptive systems, while the MPEG-2 AAC coding system, also
identified further below, is an example of a forward adaptive system.
25 The goals of perceptual coders may be suinmarized as follows:
e modification of aiarimary signal resulting in a modified signal,
e the difference between the original and the modified signal should be
imperceptible, and
¢ representation of the modified signal should be more efficient than

30 - representation of the original signal.




than at 50 Hz or 15 kHz. At 25 kHz, the threshold is off the scale -- no
matter how loud it is., one cannot hear it. Consider the threshold, as
shown by the dashed Iine in FIG 1, in the presence of a relatively |oud
signal at one frequency, say a 500 Hz sine wave, shown as the 25 vertical
line in the figure. The threshold rises dramatically in the isaseahg2e05
nei ghbor hood of 500 Hz, nodestly sonewhat further away in frequency, and
not at all at renpote parts of the audirBfe range. This rise in the
~threshold is called masking.. In thesa{ ence of the |loud 500 Hz sine
wave signal (the "masking signal” or "masker"), signals under this
threshol d, 30wWhRinGhkingYks taeser:@{rg nfeffird B By b GronB &S Khe Bhilith ToF SOk B

hi dden, or nasked, by the 8 February 200 WO 02/ 15587 PCT/ USQOL/ 25473 -4
| oud si gmabive &dirdchattaclaWdyny vedtdrerrkiripgehhigussanrrentlydn asratempt toishieldah@hserbov e
the no- signal threshold, yet still be below the new masked threshold and
thus be {aEHecessEl attackinebespingite detaito pithpwrternak a sdseet, swdertha presunptien that if he
no-signal, threshol.d is,.unghanged, any .noi se that was audi ble w {hoyt fhe
500 Hz nﬁwﬁeﬂ% 0 Pﬁl@&{ﬁ%&e Al ers vl pptdgho v o Mf-‘&n?r@eqﬁa@al
dependen pi.eS f [ & i i gnal s, il
depends Eﬁ%ﬁaa%gggmt e%ké%§Lgg%???épﬁgsb%%ﬁgﬂgﬁsf%a. 1%%% aé%%?ﬂ?b#nﬂw
exanpl e, figebt @jfloghiihy, SO8RY thitlugh SPRANE I BndhIBl fiddRe s ACNOSS Eyfh?ciplé!qflérp! e
frequency range, and therefore give a masked threshold curve that is raised
ever ywhealgonthhatr ipweedsaletibes itsaesirin diroughrseqbst @ oty wkes ¢k persomusdisddse the
passages, for 10 exanple, consist of relatively |oud sounds froma solo

i nst r uneftais g{the ipchpiqueterghe Seém@ﬁéﬁ@wm‘mﬁ@é ¢ompgorgised.- | part of the
spectrum th gi vi ng a nmasked curve, re |like the sine-wave nmasker
exanpl e of FP&F @E&&?ﬁFﬁﬁnﬁV oSURgRarized 3B  aspect that depends on the

tinme relationghi n the mask nd..t he ked.signal.(s). S
maski ng si gnal sP %F68€?5$\§§“?i%”n‘§15 i g e@‘éi%% Pgﬁeyc% ! ISV\ﬂ'threg‘Pﬁ%bﬁ%ég ﬁ’ila?fgee
signal is prese@ﬁbsédhéht'ﬁfﬁéf@fﬁﬁi%ﬁarm%éﬂﬂf@tot}géaﬁlrceHPtﬁl‘PiP&y?! gnal s provide
maski ng not only while the masker occurs ™ but also earlier in tine

(" backwar d nmeskbagbusbagdinpt gitmlskamig") and later in time ("forward maski ng”
or "postmasking"), A "transient", a sudden,_ brief and significant increase
in signal |evel Mamgnhighiogurty aqven te weakestipk mrthesysiggski ng: backward 20
maski ng, sinmultaneous masking, and forward masking, whereas, a steady state
or quasi-steady-state signal may exhibit only sinultaneous masking. All

noi se and distortion that ispMidedsBREGENPEEGPIINAl coding process shoul d

In accordance with an aspect of the present invention, there is provided a method of

modifying the operation of the encoder and/or the decoder function of a perceptual coding system in
accordance with supplemental information so that the supplemental information may be detectable in
the output of the decoder function, comprising modulating one or more parameters in the encoder
function and/or the decoder function in response to the information content of the supplemental
information.

In accordance with the aspect of the present invention, supplemental information, such as
watermark information, is conveyed by modulating one or more parameters in the encoder and/or the
decoder of a perceptual coding system in order to cause a detectable, but preferably imperceptible,
change in the output of the decoder. This information is "supplemental” in that it is in addition to the
primary information, such as audio or video information, carried by the coding system, Typically,

such
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among its default value and one or more other values (in the case of a parameter

having only two possible values, such a parameter sometimes referred to as a “flag”,
20 the parameter may be varied between those two values), or it may be varied between
| or among one or more other values, which values do not include the default value.
By "modulating in response to" supplemental information or a watermark
signal or sequence we mean that the modulation of a parameter is controlled by the
supplemental information or watermark signal or séquence either directly or
25 'indirectly such as when the control is modified by a fimction of one or more other
signals, the signals including, for example, a set of instruction such as a deterministic
sequence or the input signal applied to the coding system.
By "parameter" we mean a variable within a perceptual coding system that is
not bitstream data representing primary information. Examples of Dolby Digital
30 . (AC-3), MPEG audio, and MPEG video parameters that are suitable for modulating
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accol@anda Wisystem) spalefactosd andHuffrmdn encosledtdoaffidibgtssuppl enent al
informati on may be detectable in,  the output of the decoder function,

conpri si ng no@uaepley perecntvalieeding,astares 9-g., Dolby Digiielanst DofynE audro,
Uppl e Ao ERb e ol e B EHER I DT dPECTROBERE COHHng RSBt
e SRy e AL BBl SRR RN ORI S
decode I B BgaAB oy S e ey ot o0 o b
i nf ofdmat i on iBetads ppDwibpTikital codihgtrd detiforth in &dgitdl doudio Chraprazsiommr y
i nformation, such as audio or_video information, carried by the coding
system Jandard (AC-3)g L8 vangashi elgvigiamnSystems Committee (ATSC), Document
-. A/52, December 20, 1995 (availéble on the World Wide Web of the Internet at
www.atsc.org/Standards/A52/a_52.doc.) See also the Errata Sheet of July 22, 1999
(available on the World Wide Web of the Internet at
20  www.dolby.com/tech/ATSC_err.pdf). '
| Details of Dolby E coding are set forth in "Efficient Bit Allocation,
Quantizaﬁon, and Coding in an Audio Distribution System”, AES Preprint 5068,
107th AES Conference, August 1999 and "Professional Audio Coder Optimized for
Use with Video", AES Preprint 5033, 107th AES Conference August 1999.

25 Details of MPEG-2 AAC coding are set forth in ISO/IEC 13818-7: 1997(E)
"Information technology -- Generic coding of moving pictures and associated audio
information --, Part 7: Advanced Audio Coding (AAC)," International Standards
Organization (April 1997); "MP3 and AAC Explained" by Karlheinz Brandenburg,

AES 17th International Conference on High Quality Audio Coding, August 1999;




WO 02/ 15587 PCTJUSO1 /25473 -7 supplenental information i8 I n thggﬁéture
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par amet er said to "enbed" the supplenental or wa Kk
infornati?ﬁgﬁﬁﬁgﬁ@ encoded signal (in the case of nndulatﬁﬁé%%g?@ﬁ%?ers in
the perceptual encoder) and in the decoded signal (in the case of

modul ating 5 paraneters in the perceptual encoder and/or the perceptual

gjecher ) and|"T$QUFE h@E@r%TNden@&ﬁaAudm gﬂéingf' bo’fﬁoﬂclimfteal.,: AES p:i‘p?)rintb_

dara ropfS82nl01E Ak Corrralgn, DRPBENER G the i nvention does not o oo
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The invention contenpl ates the supplenental 1 nformation in the
~ per ceft uStardiaedelfor I {Bit-Read dudés Codiry, BY Kartieie Brandeaburyaitl Biarirae
result of actions in the encoder and/or the decoder) rather than in the

undecodedast, tls AugdaoEngy Soerp Yol 45, No. M@, JesuarwBelyary 1927.val ue of a

vl es L?}Lybfﬁé&eﬁ?ﬁg éle?aa"ﬁé‘%a}p%? iR ﬁ{@&f@ﬁﬁé@@é@tag@g@%@ o ui s
ovampl o Soibe Gho Tty Bited GhypihapEho i atBEindl SR  HONY ot e
val ue angs GRRIIY moRS tﬁaﬁtoﬂ‘érwééafd%?ecfticﬂd AaaRte, %é&qgéﬂt‘igfogism% Hé%qd%g,,on'z%

two possi bl e values, such a paraneter so Imes referre
t he par asignals i@ ao pardeptibiediffteandel ang sivdh vaahtiess in eudihg paRiméier vari ed

between or_anong one or nore other val ues, which values do not include the
def aul t valuge mayBesulidd deeedadsignals sdfiodeiectable, yebimpareentitile; differenmeson or
a wat er k signal or sequence we an that t.he dul ati on of, a.par amneter
is cont fgqu%alaggfmpﬁ@epglgﬁmfé 0 DA pResepEAn ST ke astrbuity ibassd
sequence i Lect | r 25 indirect!ly such as when the control is

nodi fi edoﬁﬁggé%aﬁ)&]‘éﬁ%%oﬁq ﬂgﬂi%mmh%?t%&%her signals, the signals

i ncluding, fop i fod SCAd LAgi stic
sequence or theﬁ?gﬁéﬁg?lgsﬁ ladgglv ?tg@h to t%?ga‘c’%ﬁ%é’é%y@?gﬁwggb alpar aneter"
we nifn infeanatdh eomaidudwithipetheapproduced darodedpdignall Hatthe sasenefl avlid st r eam
data representing prinmary information. Exanples of Dol by Digital 30 (AC 3),
MPEG audpignalsnforvmrmpledde dstactivntmaybe hecomphishad acopstically inmoes easesy 8
February 2005. WO Q2/,15587 PCT/USQ /25473 in accordance wi th aspects of
the pr es@%’glei slectrnie Aetschion ppainbe BgFedin rt‘e@ﬁ?%sﬁ%momc éetectlon may

be in the digital or analog domains. Electronic detection in the digital domain may
- be in the time or frequency domain of the decoded output or may be in the frequency
20  domain within the decoder prior to frequency to time conversion. Extracting the
watermark after acoustic processing is considered a more difficult challenge because
of the addition of room noise, speaker and microphone characteristics, and overall
playback {rolume. |
Many practical perceptual coding systems do not meet the requirement of
25 keeping added noise beneath the level of just noticeable difference. Perceptibility
requirements in perceptual coding systems are ofien relaxed to meet bit-rate targets
or complexity limits. In these cases, although noise added during perceptual coding
may be perceptible, there likely will be values other than default values to which
coding parﬁmeters may be modulated that will not render any more perceptible the

30 already perceptible noise. Although the modulation of a parameter may result in




FIGS. 6, 7 and 8, respectively. The invention al so conten%lzr_at es t ﬁ
‘nodul ation of one or nore paraneters that are not recogni eeEP”i'EHy 8 i shed

per cept ualwﬁaggss,‘r standards, including paraneters yet to Eﬁ?ﬂ@'@?ﬁg 5 By

"bitstream a representing primary information” we nea in the
encoded bitstream generated by the pejceptual encoder but not yet
decoded, that carry the primary information, such as audio or video

i nf or mat isyhstan@ally no eencapiible changedn petdeinedmoismmevierthelesstit may iresltides,
for exanple, .in the case of a | by Digital (AC-3) system exponents and
mant i ssa ,e%eéﬁ@?epﬂangénghgge@g e FIEMEG 2 10 AAC system scal e factors and
Huf finan enc fficients. |ln,conpl.ex rceptual coding systens (e.g.,
Dol by Digital ?g%gr%&%t}? aécg{pfgpgc? m%g&mﬁ@é‘i Y IHV?%Q’H’%E‘F&T)H}OIZS’ | ar ge
nunber 0fy,l ' t [ Lani.fl of
nurber  loakiIHeRA R o OH R PRPIR!dfctrs B AV AR DA BB hoflB95E°
of Dobby distbeticat sddedsby-peeBpivBlclding 96 Bt iclue td Bedbivsthefllet¥lldhusd gi t al
coding are set forth in ':Dlﬂl tal Audi o Conpression Standard (AC-3),"
Advanced mpéiceatlsidifferepse dmsll copaittafdke (raGeE)cy dPectrman("distérfidn” Bachider 20,
1995 (avail abl.e O?fﬁifge VWrld Wde Wb éf t he | nternet at

wwy. at se SERE Bt e Eones hehween g cofedand griginal sigmals, and nepeer may npil y 22,
1999 (avai I t | W Web of, t.he.laternet at 20

. dlol b CREHR Ancifle drth! TpdetBrel Bl IR st IS e v Snploscus theor ¢
in "Effi ¢h8iiinSi | ASALGAH ' %ﬁ ' ' i 0
Distribution gf[ifgﬁﬂ%s AE%ﬂ%?%%ﬁiﬁp%%%%b %t&% &E@b‘%%g?@ﬁggﬂgmgust
1999 18nd miRkirfgetnbshivdd aﬁd@r@ﬁﬁg@pe&ﬂsﬂm #@fairekent, UOR the biheYhaad, if a0ES

Preprint 5033, 107th AES Conference August 1999. 25 Details of MPEG -2 AAC
codi ng amadewerebelow the madingdureshdldgthen pasafithe effeofsarfipmrametet echnol ogy

Part 7: TR HEAOTEbERRRR( AAQ) " I nt er nati anal St andards  Or gani 2at i on
ot 1997 IR S P R s
o B SRR FRLOR A sl S GRS M0,
AES 18ondiybrition, ar©betdve thd RG] offusPsticsably diffeyéide0 Us thiRlcasaitHakogeder s,
I ncl udi ng. Dol by encoders, MPEG encoders, and others is set forth in
"Over vi edignal ivrcoded in sudua meytthatrit issmpaied relative to the source, and the
| parameter modulation introduces impairments in the decoded signal that are different
from a detection standpoint, but, preferably, are substantially the same perceptibly.
As in the previous case, it would be difficult to remove or obscure the resulting
20 effects of the parameter modulation in the decoded signal without exaggerating the
impairment or introducing ﬁdditional impairments with a greater degree of
perceptibility.
The approach of the present invention is findamentally different from
techniques that apply a watermark prior to perceptual encoding. In those techniques,
25  even though the coding system may contain enough coding margin to convey a
watermark, there is no guarantee that the particular method chosen to convey the a
priori watermark coincides with the location of the perceptual coding system’s
coding margin. Because such prior systems operate independently, they may
occasionally interact badly, introducing perceptible impairments or causing the

30 watermark to be obscured.




5 Standards for Low Bit-Rate Audio Coding," by Karl heinz |1_3rande2§¢1 g and
Mari na Bosi, . Audio Eng. Soc., Vol. 45, No. 1/2, Janugr 1997.
Speci fic al ues for percept ual coding paraneters are generally
chosen bsﬁ}%‘@% ’}C/il ng system based on the characteristics PG E/z?ﬂ:but
signal. However, there is usually nordithan one way to sel ect coding
.par anet er values t hat produce decoded 10 signals having no perceptible
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whi | €5 el axh feate corirbEtthabensuegs that fieticoder outpot deds it easceddhedinad fixed
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the di gi indbrooafen sizenyl heyatd eontred redunss nformationmeyil iidwaiashisved fiee fisebded
out put or r@y be in the frequency 20 domain within the decoder prior to
frequenc Vet efllsl%e conversion. Extracting the watermark after acoustic

et on of | TG PElcEp AL BRL Sty & distiion b R enD FOPHER with hiifate o, o/
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requi rement of 25 keepi ng added noi se beneath the | evel of just noticeable

di f f H} encempiies che biigindl iyputrségnal wdttethesencodedsiganl (catpuredithgratyst ens are
often relaxed to neet bit-rate targets or complexity limts. In these
cases, ntmlthhéuds%tomwewe mapyplee begst ipagonixed icadingrpeyametepetaeianigs! e,
there | | l(ﬁﬁw | | vaI ues other than default values to which coding
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detecti bl e change in the decoded si gnal I n accordance wth

aspeld s siferighle apd esimntizing ¢ind peroeptibidityp of therembekicdrsigie s imoge modul at ed so
that the effects of the nodul ati on _cause the noise and 5 di stortlon added
by per cegfnbedingeti thy presend iaventiontalso allews aluser to ¢hoose ths stnefngt
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embedding process.

In addition to parameter modulation, aspects of the present invention employ a
20 set of instructions such as a deterministic sequence to vary certain aspects of the
| - parameter modulation and, hence, characteristics of the resulting watermark.
Deterministic sequences are generated by mathematical processes that produce
sequences.of binary ones and zeros computed given a defining equation (the
generator equation) and an initial state (the key). A number of alternative aspects of
25  the invention employing deterministic sequences are disclosed. These techniques
may improve the imperceptibility of the watermark and also may improve the
robustness of the watermark, which is an interesting and useful result inasmuch as
many other techniques that improve imperceptibility tend to degrade robustness.

Finally, these techniques may improve security, in the sense that it becomes possible




sense, is the difference between the coded and origi nal si | s may or
may not result in audible artifacts). Therefore, it mul%p%éuwgﬁ ult to
renove or the resulting effects of nodul ating on

par amet erﬁm&?ﬁéﬁt exceeding the 10 maski-ng threshol d and%gﬁrgﬁpkéna
perceptible inmpairnent. On the other hamrd, if an attack were bel ow t he

. maski ng threshold, then part of the effects of paranmeter nodulation Iikely

wi || rentdl Tevealsalt asppsts eldthgomtermarkieg system (exeens fosthetdatervainistion nay al so
be enpl oyed when the.encoder. does not encode_.the prinmary source signal so
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- difference. | ] .G i | ed_J h a y that
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i ntroducgyrd BPEId fRIAnL Actdte decoded signal that are different froma
detection standpoint, but, preferably, are substantially the sane
perceptibly. o AFsiry 4 HetrepmeMbideiSefittte 1o indtif) thehtebfffarambier bfodudative or
obscure the resulting 20 effects of the parameter nodul ation in the decoded
si gnal wi thout tamsjitienaandgonsequeanthyaihereatermark symbdliramsition dite i(zeeal
impairments wt reater_degree of perceptibility. The approach of the
present | nventi'EﬁbalieglaE\?LFﬂ’S}rent ally different from techniques that apply a

at Kk [ t ual,. di It t ' ,
hough ¢ he' el HERE L HERRA THAIHoE AR PALFTRRIFH P o el yo o

wat er mar k, therg,,] hat the particular method chosen to
convey the a p@?%?a&gﬁ%%%’g%&nci des with the | ocation of the perceptual

codimy syst e Stsfach iR, SEREAUS R SUAIRRE oS HEDE RPBIA Eof

i ndependently, they nay occasional y, I ntroducl ng

perceptible irrpﬁ)anmtrs fmmﬂu&iﬁmdﬂaﬁgé'@gsaen%ws,kbémw)be obscured. S
February 2005 02/ 15587 PCTI USO1 /2547 -11 As nentioned above,

per cept ual lreadditionsaltemative aspectnottheqresent imventiopunclusie gots ofysingnovi ng
perceptual |y redund informatign. For exanple, a ¢aonstant . data.rate
encoder ARIBESUCH LI SPURGE Segnal ﬁ%ﬁpnﬁrﬁlrmrgﬁﬁt%m@ulanpm@ﬁ/%é@e%%ﬁ e of
i nf-or natj i-s. dat i [ Lr i on sqneti nes
O T e R0 ol SO R S L5yl YR AT LS,
does] ot QX mesHniayankiud! ode oratlord @Ft%riﬁﬂb%%h&t@: ~The rate control reduces
information until it has achi eved the final ncoded size. In sone
perceptual  emcadsing charabitefifidsioMheBases eI té FaRablyafodify thd prafie
modulation rate and, consequently, the watermark symbol transition rate
(see part a of Table 4, below),

e Using characteristics of the source signal to variably modify the rate at
20 which the choice of parameters for modulation changes (see part b of Table
4, below), and
 Using characteristics of the source signal to variably modify the number of
parameters in the available set of parameters for modulation (see Table 5,
below). |
25 As explained further below, both a deterministic sequence and characteristics
of the source signal may be used in connection with modulating parameters
~according to alternative aspects of the present invention. See Tables 6, 7 and 8,
~ below.
For some implementations of the invention, watermark detection in the ouiput

30  of the perceptual decoder is likely to require access to the primary information
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Table 2, below), and 1 ing a rmnistic sequence to no e rate

at wh chpérbeptuabthrestufld. [Theanest ecsufats peroeptual iheeshoidirndaivedekobahke 3,
bel ow) .

unquantized, source speciral coefficients, but the data rate increase is significant if
such data is transmitted to the decoder. Alternatively, the perceptual threshold
provided to the decoder in a perceptual coding system may be an exponent of a
'mantissa in which the exponent represents the information sample having the
20  maximum energy within a critical band (as in the Dolby Digital system). In order to
| -improve the accuracy of the peréeptual threshold in the decoder, exponents may be
transmitted from the encoder that are based on an average of sample energy in a band
instead of ‘the maximum energy in the band.
Although modulating parameters in the decoder is similar to modulating
25 parameters in the encoder in many respects, there is less flexibility. For example,
modulating one or more parameters in a decoding system may require that care be
taken when reformulating the bit allocation information based on the coding
parameters. Furthermore, it is more difficult to render imperceptible the effecis of
parameter modulation in the decoder.. One reason for this is that, at least in the case

30  ofan ideal encoder, the encoding process has already added quantization error up to



In addition, alternative aspects of the present invention Qprfgjl{ude?r@ s of
~using characteristics of the source signal to control parB Yy | ation
and/ or choice of parameters for nodul ati on. Source-signal-responsive
aspects ofY@PIp¥esent 15 invention may include one or norETHYSOFMT3
following acts: Using characteristics.@f. the source signal to variably
nodi fy the paranmeter nodulation rate and, consequently, the watermark
synmbol t tlandhireshoid oéperceptibiitpaiioveevatr, thidisemot alweysothl caséjssgding
characteristics of the source_signal to variably nodify the rate at 20
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nodul ation (see Table 5, below). 25 As explained further below, both a
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aspects of the present invention. See Tables 6, 7 and 8, below. For sone
i mpl enent at i oREG.OF is dreidealieed plob showrirey (votil lite) dot soamd presduee destgpat 30 of
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I nfor mat j i@% he expense of greater conplexity in the detection. It is
of ten desirabl e to'apply a unique, or "serialized" (e.g., a serial number)
5 wai@r mar k afFIG i fitictiohsl Slotk daranAillaseeling tHeWhsiCpanciphdicfithe. | n
accordance wth aspects of the present invention, supplenental information
or a wat presenkinventiemeddech sipplementad infermapon aodidatosiong opmaress. One or
nore paraneters are nodulated in the decoder prior to inverse L
quant i zaparsmetersdacpgreepiunl encoday functioniandéerraperceptuabdersides fenctiinsingg t i on
added by the Pé@ decoder, paraneter nodul ati on process does not exceed a
per cept UBFIERMES B g Yy der to enmbed a wat er mark i nperceptibly as part
o e decod! G PLRTES TndliorBPBRER diabeab IRRNALAG b AMBEd orYRO B Pt ual

S romtnhe encotling o the

coders transmit perceptual  node FOCESS
decog$ NgirRfcatieh thatineRiMRs heufpRmchtsllifirmation detector function receiving the

output of the coding system.

FIG. 3B is a functional block diagram illustrating with more detail of the
detector function, the aspect of the present invention that includes a supplemental
information detector function receiving the output of the coding system.

20 FIG. 4 is a functional block diagram illustrating an aspect of the present
" invention that includes a supplemental information detector function receiving both
the ouiput of the coding system and the input to the coding system.

FIG. 5. is a functional block diagram illustrating an aspect of the present
invention in which the supplemental information detector function includes not only

25 a comparator function, but also a perceptual encoder function and a perceptual
decoder function, neither of which has iis parameters modulated.

FIG. 6 is a table showing parameters suitable for modulation in certain
perceptual audio coders of the hybrid forward/backward adaptive type.

FIG. 7 is a table showing parameters suitable for modulation in certain

30 perceptual audio coders of the forward adaptive type.
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Lhe decob@rmeisss apablsiphiteng mogulared jma olass of prwePfkT dpdiocalers. a0 of an

i deal encoder ' : : &ﬂlﬁﬁ{@ ' rror up
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percept! bfﬁeﬂparahéw§§ imaskisihirésitid patanmetsr)ih ¢he preBen@Sof @ Gin@Gvavir gi N may

exist, for exanple, due to inperfections in"the perceptual nodel, a

posi 10 vesignghinl certaim peepiual audiof daders. or signal conditions. 5 BRIEF

" DESCRI PTION CE DRAWNGS FIG, 1. is an idealized plot show nlgl (solid |ine)
the sound pr&8¥urElB &an ideplizedhrepmesenintion showing theeilestanthe eumi efes d of

b eshol BSEPwALAPer whenaa Stk Mot Bty SRR e BegSh 0 D (s
abunct i oRgbuy Bl 4565, 11 ASEAMY LA BendhinbS) APl EP! o5 of the

present 1 nvention I n which supplenenta ates one or nore

paramet er s of FI&. I &P4n itleaRPeDEDedenftionQh flic effectrifané vatpud oF deter
function in a peré:tgft ual coding system FIG 3Ais a functional block

di agtlam pedcaptmahtecuieawlmaythe SR affset parasmter is Miodulatedtindhe tiaaner ncl udes a
suppl enment al | n%?(r}nﬁi on detector, fungtion receivi ngt%_he out put of the

codi ng s§RAvERin A for the case of 2 coding system that is not bit constrained.
| FIG. 11D shows the legends employed in FIGS. 11A-C and 12A-C.

FIG. 12A 1s an idealized representation showing the modulation of the fast

gain code parameter (a masking threshold parameter) in the presence of a sine wave
20  signal in certain perceptual audio coders.

FIG. 12B is an idealized representation showing the effect in the output of the
perceptual decoder when the fast gain code parameter is modulated in the manner
shown in FIG. 12A for the case of a bit-constrained coding system.

FIG. 12C is an idealized representation showing the effect in the output of the

25 perceptu.al decoder when the fast gain code parameter is modulated in the manner
shown in FIG. 12A for the case of a coding system that is not bit constrained.

FIG. 13 is an idealized fepresentation showing the effects, in certain perceptnal

- andio coders, of modulating parameters other than masking parameters in certain
perceptual audio coders, namely, the "coupling in use" flag, the rematrixing in use

30 . flag and the coupling begin frequency code.




FIG 3B is a functional block diagramillustrating with n%;lg detaih f the
detector finction, the aspect of the present invention tRdieAVRY 408 a
suppl emantai i nformati on detector function receiving the output of the
coding sy FIG 4 is a functional block diagram il IRES{YHE2MI3 an
-aspect of the present invention that iygl udes a suppl enental information
detector function receiving both the output of the coding systemand the
i nput to the BHdi Wyissarsidendizéd ®présentation shoming themeffetts dnicetisimpenceptual
illustrating an aspect of -the present _invention jn which the supplenental
i nf or mat iaaal%@ad@&, mpofidating apatapeles oftwr thim 9 masking pasapstc: Bﬁmﬁﬁ’néhq on,
but al so epceptual encoder function and a perceptual decoder function,
“nei t her gﬁa%nfl%% has its paraneters nodulated. FIG 6 is a table show ng
par amet er s sugt@bi €;f -at | i | I L [ of
the hybrid for IG 7L Dferitd 5@%%%%@%2@?’8@% ﬁﬁ%@é’%@ﬁ?ﬁ,&ﬁﬂgﬁ
 paranst eshauifonbibedaingmpplateal infoseida duiddepesdiagt ual_audi o coder s
of the forward adaptive type. 8 February 2005 02/ 15557 PCT/ USOL /25473
-15- FIG 8 iEIG lais esateswifideglimedmaeefermashaing time-dombihatias window
certain erce tuah)pé'_deo coders. f_l 91is schematj.c representation of
certain égfi‘ PEERY SCY Y S ) atiq PCUHRE.s maski ng curve
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coders. FIG "1 TA1s an | oW ng

the BNR of f SEXG.PES Bt ideakizediplésedidiionehbotinl fa Gpetcfmodulatibes Baesence
of a sine wave 10 signal in certain perceptual audio coders. FIG 11B is

an i deal cawebe applied tne stgnehsudhotliah thet ¢ffects sreatonstrainied voidlipue tendparale
perceptual decoder_ when the SNR offset paraneter is nodulated in the manner
shown i nISENZIEONEIQRE. t he case of a bit-constrained codi ng system FIG 11C

is an idealiz represent at | howi ng .t.he effect. in the t qut . of. the 15

bor copt ual . doSHeD BT o aRp Bl el life StsE Freglehatp R Aisniling ranne:

shown in K %ﬁ i 415 not bit

const rai'%gﬁ.% %I:B(]i l%ﬂsllﬂggge? ﬁ@eﬁé&t@%?@%ﬁ%ﬁ%@%&%ﬂ%u A-C and 12A-C.

FI G 132A i s aRIG.dipisianeideslirsdefedqieicyorRraRar e gldthbowmaag hatexampdd of fe f ast
audio signal that contains an embedded signal vsing the bandwidth of the signal to

represent different symbols.
FIG. 21 is an idealized amplitude versus frequency plot illustrating the
addition of noise shaped to the approximate level of the human hearing threshold in
20  the presence of a sine wave signal.
FIG. 22 is an idealized energy versus frequency plot showing three different
~energy levels required for detecting four different bandwidths that create a 2-bit
symbol. o
FIG. 23 is an idealized amplitude versus energy plot showing several example
25 histograms of the distribution of *high’ and ‘low’ states. _
FIGS. 24-26 are logic flow diagrams showing a process for embedding a
watermark using a threshold of perceptibility.
FIG. 24 is a logic flow diagram showing the inner iteration loop portion of the

process for embedding a watermark using a threshold of perceptibility.
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i's anpi degy theedsé 8PhRIRMIRId £ Parshmibrial AFedty Beamtizoreelior afiklgnS dritedal can be
applied to a signal such that the effects are constrained within a tenporal

maski ng dandl ope. FIG 19 is a series of idealized anplitude versus
frequency plots illustrating how a 2-bit synbol nmy be represented by four
di fferent banBli@.dithshowsapsengs obidealized waeeforms depiciggearrpsy e ficgyenese pl ot
showi ng an nal .t hat contain enbedded signal

f di '
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20 the prestheeas®bf modulgingey pardhibéd that affects signal to noise ratio offset
throughout the frequency spectrum.

FIG. 29 is a logic flow diagram, illustrating the steps of a process of
embedding a watermark during decoding, in accordance with aspects of the present
invention.

- 20 FIG. 30 is a functional block diagram showing other aspects of the invention in
which control of the modulation by the supplemental information of watermark is
modified by a function of one or more other signals or data sequences including, for
example, é deterministic sequence and/or the input signal applied to the coding
system.

25
BEST MODE FOR CARRYING OUT THE INVENTION

FIG. 2 is a functional block diagram iflustrating the basic principles of the
present invention. A perceptual encoder function 2 and a perceptual decoder
function 4 comprise a perceptual coding system. Primary information, such as audio

30  orvideo information, is applied to the perceptual encoder function 2. The encoder




FIG 22 is an idealized energy versus frequency plot show rl%ﬁ%hreﬁ
different energy levels required for detecting four di f & u A dt hs
t hat creag\;‘ -bit synbol. FIG 23 is an idealized anplitude versus
energy pl &0 ng several exanple 25 histograms of theP&T&SPYEHET on of
“high' and "l ow states. FIGS. 24-26 arig-logic flow di agrans show ng a
process for enbedding a watermark using a threshold of perceptibility.
FIG 24 fanciionchgendrbtes adligijakbitstteon fhgt isreceived byithe petceptual degodenr ti on of
the progess, fo nbeddi ng a waternprk using a threshold of perceptibility.
8 Febr uaf'wzl@@s‘{- &m@zmwmmtmm?gger-mcm@n@sr the @eqodgx c flow
di agram gshow ng the ten.teration | oo ortion of the rocess fo
enbedar nEue gy Mo daE iy S5l o el BlaRneier (58" RRRRIERE out er
| oop speg; eINC] LELed: : ' ' - l1agr am
Showi ng. R SRAEhE0S Beahf alIEEh @ nfbhithiicibmlag B ASHHA Bt 4R
psychpacemsidet famsitiin oo theldeeaderfinétioresHR Kothadadhud lind§ arddfovPidnhi | e
al so enbeddi ng the suppl enental information or watermark signal. FIG 27
shows a Hersupplementdbrdfounatiomtotheremsodapfuntiiog andito thesdezotlecfimetion,

t hr eshol d, quantizer error and, nodified quantizer

| Zf’?ﬁﬁ r un}ﬁSiﬁg&i‘f%g;f ﬁ;j@t@l&@w qfthe precertupd floendes feeiinadls psimeryantorsiagion; on
uring. 0,.f th f. | at i ter,.that affect

quant| zof B AR ReA R lerheitaf BEproity  The irtdfehBl 215 g o e °°' °

| deal i Ze@et\%@ﬁéﬁféﬁh’fﬁe%@b&ér’fﬁﬁcﬁ&?glﬁ@éa frequency spectrum the perceptual

t hreshol d, quantizer error and no d quantizer error, illustrating how

a wat@r mar k nMEyupsicaiheddatbritition 8 applidDid bR theasetded fuitRFES ind thd Or the
case of nodul ating a paraneter that affects signal to noise ratio offset

t hr oughodecodee fiinctipmeh dypisply; theinfoFmatiof dpphed td oneé will Ibevdifferegt from
Il lustrating the steps ﬁf a process of enbedding ,a watermark durin
decodi ngthaf ApRliedtasisdhss (Forexgamle, the supplepeatad informatiencostollmg theg, 30

is a functional block,diagram show ng ot.her, aspects of .the.lnveption in
whi oh ST O P9F PRESBJHNC TGRS TLERhP & ASTRET A ST Pit 6t
wat er mar ko | 4 s fuf ' ] . S| Q. dat a
Sequences” PP UE AaRy o ¥idbolceft 3ha e SR Ge Rl fuBhRtod LA RoRiine

| Npul5 si gMedr AR Hecoder firhetidipparatheters might be a serial number identifying the

equipment that presents the audio or video content to one or more consumers.

Typically, the supplemental information would be applied to the encoder function
and the decoder fnction at different times.
FIGS. 3-5 are functional block diagrams illustrating the basic principles of an
20  aspect of the present invention that includes a detector function for detecting the
supplemental information in the output of the decoder function. Detection may be
~accomplished in the digital domain or the analog domain (electrical or acoustical) of
the decoder function output. Detection may also be accomplished in the digital
domain of decoder function after decoding but prior to the frequency domain to time
25 domain conversion. |
FIG. 3A is the same as FIG. 2 except that it includes a detector function 6
receiving the output of the decoder function 4 that detects the supplemental
information in the output of the decoder function. The output of detector fimction 6
is the supplemental information. FIG; 4 is the same as FIG. 3A except that it
30 includes a detector function 8 receiving not only the output of the decoder function 4
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- or video content to one or nore consuners. Typically, the supplenental

i nf or mat fumctiondl ekdept Hyap lits parameterearemmd desdulated: Thus the deit dfeleteutingethe
function at _different tines, FIGS. 3-5 are functional bl ock diagrans

i |1 ust r sfuppéeraertabipemption in flecantpet efithe dpcaderds acegmplighgskkssere of theent i on
t hat incﬁl gﬁes a detector function for detecting the supplenental
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acconplished in the di %%%%ﬁtﬁghgcgéeiggg?ﬁyal og domain (electrical or

acoustical) of the.deco i'onou Detection may also be
accorpl i shed in the d'Qélhﬁbringﬁi@débda%d%?%@%tﬁéwgﬁal%@pﬁéﬂ%tmeﬂ but
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prior to the frequency domain to tine 2 mai n conversi on.
function, and
comparing the decoded signal to the decoded signal from a
substantially identical perceptual coding system in which no parameters
in the encoder function or decoder function are modulated in response to -
20 supplemental information.

The detection arrangement of FIG. 3A is most suitable for detecting the effects
of certain types of parameter modulation, such as when a bandwidth. parameter is
modulated (modulating bandwidth parameters is described in detail below). In order
to detect the effects of modulating most parameters, it is necessary to compare the

25 primary information applied to the encoder with the primary information carrying
embedded supplemental information provided by the decoder as in the arrangements
- of FIGS. 4 and 5. The FIG. 5 arrangement makes it possible to do a more rigorous

comparison because the only differences between the compared information will be

those caused by the modulation parameters. In the FIG. 4 arrangement, the




FIG 3Ais the same as FIG 2 except that it includes a d%t'_e%tﬁor EHﬁngtion 6
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15 conparing the decoded signal to the signal applied to't ncoder
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substantially identical -percept ual coding systemin ich no paranmeters in
t he encofimctibnd® mod ove od evardaleldyufinictions 4y €, atedsd ghasdhé actrafsyhsasdng the 20

suppl emegt al_ i.nforpgation, The detect] og aryrangenent of FI.G 3A is nost
sui t abl e ?W@éﬁ%@gﬁﬁ@mﬁs £PWIPATEg isignal ta g tene dalayed version of
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primary information applied to the enco e primary information
car r)5 ngthedrindadéth modplativardetdctionf deseEibédbelowaVvirHe Bldok lehgthdegeoltaowas in
the arrangenents of FIGS. 4 and 5. The FIG 5 arrangenent nakes it

possi bl ebY theidetacton and spmerform of synchronization must occur in order to align the

expected symbol rate with the actual symbol rate. Modulation of other parameters
may not allow detection in real time or near real time or may require comparing the
decoder output to the encoder input signal as in the arrangements of FIGS. 4 and 5.
20 In arrangements such as those of FIGS. 4 and 5 in which the decoder output is
compared to the encoder input, it is important to synchronize the input and output
signals. Depending on which parameter or pararheters are chosen for modulation and
- on the supplemental information data rate, it may be necessary to provide a high
degree of synchronization between those signals. One way to do so is to embed a
25  deterministic sequence, such as a PRN sequence in the primary signal so that the
sequence is also embedded in the decoder output. By comparing the sequence in the
mput and output signals a fine-grained synchronization is possible.
Detection may be accomplished manuaﬂy or, in some cases, automatically.
Use ofa PRN sequence in the primary signal may facilitate automatic detection. If

30 done manually, visual aids such as a spectral analysis of compared signals may be
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Use of a PRN ,sequence, in the primary signal may facilitate automatic

det ect i ofPHRg 0 8P GeRanual Iy, visual aids such as a spectral analysis of

conpared si 9RgHS dBYyRf parameter has one or more parameters in a coding system,

=)

recognized abbreviations for the respective parameters are shown in parentheses.

20 Thus, for example, the "SNR offset” type of parameter includes four parameters in
Dolby Digital: "csnroffst” (coarse SNR offset), "fsnroffst” (channel fine SNR
offset), "cplfsnroffst" (coupling fine SNR offset), and "Ifesfsnroffst” (low frequency
effects channel fine SNR offset). These and other Dolby Digital coding parameters
are explained further in the A/52 Document cited above. While most of the listed

25 Dolby audio coder parameters are common to the Dolby Digital and Dolby E coding
systems and, thus, are explained in the A/52 Document, a few are unique to the
Dolby E coding system (e.g., Back gain code (backgain) and Back decay code
(backleak)). Further information about backgain and backleak are provided below

In the first column of the table shown in FIG. 7, there are four categories of

30 parameters addressed: masking model and bit a]locétion, coupling between or
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frequency effects chanModilating BeRtephiad éfdarinfdeodebParantebers Dol by Di git al
coding paraneters are explained further in the Al152 Docunent_ cited above.
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addressed: masking nodel and bit allocation, coupling between or February
2005 Wordpedisedrequeaty,usonpwarizanasking curve steeply decaying with respect to

frequency, and an upwards masking curve gradually decaying with respect to
frequency. These are shown schematically in FIG. 9. Although spectral masking is a
frequency domain concept, the standard nomenclature relating to these masking
20  parameters employs ﬁme domain terminology (“slow” and “fast”, for example).
Referring to FIG. 9, the codiﬁg parameter elements that correspond to the
spectral masking model are defined by their level and slope (gain and leak,
respecﬁveiy) with respect to a masking signal as follows:
Downward masking curve: backgain/backleak.
25 Upwards masking curve (fast): fastgain/fastleak.
Upwards masking curve (slow): slowgain/slowleak.
Note that backgain and backleak are parameters specified in Dolby E coding,
but are not parameters specified in Dolby Digital coding. In Dolby Digital, as
described in the above-cited A/52 document, the fastgain parameters are the fast gain

30 codes (fzaincod, cplfgaincod and lfegaincod); the fastieak patamet_ers are the fast




-22 anong channel s, tenporal noise shaping filter coefficients, and
time/frequency transformw ndow. Likew se, in the first 8 &1ebHano#008he
tabl e sho ' G 8, there are two categories of paraneters addressed:
frame 'typgp%b?gls tion control. Further information about PFiTg{sgﬁzqﬁG audi o
coder and video coder paraneters is sewsforth 5 in the above-cited |ISO1EC
. docunent, MPEG 2 AAC papers, and in other published MPEG docunents.
- Aspect s @ecayhendes {&dnycod mudepliloakdy the ahpygainipammeter tsrthy slow Reltbgodeand MPEG
' perceptual coding systens, but also to other perceptual c¢aoding systens in
whi ch pa?-%ﬂam Syl theeslawlcalimeTametoes a8 ég%aiew deloy seg% sedand Exanpl es
- of other %ﬁgpt ual coders are discussed in the above-referenced journal
article B{I’% randenburg and Bosi (J. Audio Eng. Soc., 1997). Modul ating

~ Per cept ual [ ' is ens,
such as Dol E;e/@ gﬂ;ﬁ%@@kﬂﬁ%@é@ﬁtiﬁéﬁ% g‘rﬁgé ngr&‘%%ggﬁlsﬁ@ﬂa{ﬁ%; é%lftgsent t he
per cePt uabnsed WaterfgR dueing PReddpithl Bodilg. alkt Moduldttadf dhyt dire Of them

allocation process. In particular, certain paraneters spectrally nodel 15

t he hunaslightly alterashé speatal veskinginedelandsthos sifluances theebis nHegatiordecayi ng
with respect tg frequency, an ypwards masking curve steeply. decaying with

respect PEPCEPTe %é@e maﬁsﬁmgrme ﬁldm%mﬁ%&md@ufw@@@wh the EEBAIYNg wi t h

Cpootr ol it IR RS o AR Tnd R SORER R ERCRIG T Rl iled o Sah O ot o

rel ating ) ' : ' | r m nol ogy
(st ow - ecpApSRrTBE e pechaP R ihg Hhoad tRHMS of e AR E T 0

par ap@t er el aD@Epdia dthét paametEd itheDolbyDighBEsRd BlollbREkdoiin emar e
defined by their |level "and slope (gain and | eak, respectively) with

respect canteolrths biveplkiignalttoasoisotdtimSNED vimBotbyniRigital ghaserpaeameters are
backgai n/ backl eak. 25 Upwards naski ng curve %?Sftéﬁ “fastgain/fastl eak.
Ity

Upvar ds FesXNRpiésat paramasiens; : cssraiiatsaralfdwenl ang HestspraffgiaTheand
e DB S IS el P B

E i ,
it 1T of sl F6-Goike,

describ | | L+ P | ' e the
. fast ga?ﬁe%oélgl?e@?%g&n%gg%g%%%ognﬁﬁf%gg{g? %?glé%q?étt e 'acgt eak
par apdt eggirelspetiiemhadfortlyenililes the2pO&iral \Weadkadd Bivlé] Parbiniédab/tRA 73 - 23

decay codes (fdcycod and cplfleak); the s |owgain parameter is the slow
gai n codprimarily affect only a portion of the spectrum relative to a masking signal.

Yet other parameters act as a fine SNR adjustment on a critical band basis,
termed “banded SNR;’, or delta bit allocation: namely, deltba and cpldeltba in Dolby
Digital coding.

20 - FIGS. 11A through 11C and 12A through 12C provide illustrations of

| modulating a perceptual coding system's masking threshold (modulation of the SNR
offset in FIG. 11A and modulation of the fast gain code in FIG. 12A), the resulting
effect of the modulation when the coding system is bit-constrained (FIG. 11B and
FIG. 12B, respectively), and the resulting effect of the modulation when the coding

25 system is not bit constrained (FIG. 11C and FIG. 12C, respectively). FIG. 11D
identifies the legends employed in FIGS. 11A-11C and 12A-12C. Bit-constraints
occur when the coder is restricted to producing coded blocks having the same length,
which is a requirement of many transmission channels. When the coder is able to
vary the number of bits from block to.block, there is no effective constraint on the

30 number of bits used o represent the signal. As shown (FIGS. 11B and 12B), in a bit-




(sgaincod); and the slowl eak paraneters are the slow delay codes (sdycod
and clpsl'eak). of the parameters defined above is suit allkebfusry 2#ul ati on
in order to 5 convey a waten-nark during perceptual codi n%t- The
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and a modulated parameter value. In FIG. 13, the effects of modulating coupling
parameters are shown. For each block in time, which is denoted on the horizontal
20 axis, there are illustrated two channels labeled left and right. When the coupling in
use flag is “0”, each channel is treated independently. When the coupling in use flag
is “1”, the two channels are combined into a single coupling channel above a certain
frequency,' denoted by the cplbegf parameter. In addition to the coupling in use flag,
the coupling begin frequency may also be modulated, which is also shown in FIG.
25 13. |
In FIG. 14, the effects of modulating the phase flag are illustrated. When the
phase flag is equal to “0”, the ?has_e is not modified, but if the flag is equal to “1”, the
phase of the signal is shifted by 180 degrees. |
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temorale, he encode and decode windows are chosen such that when they are applied

and

-

-during the forward and reverse TDAC transforms, aliasing is minimized or removed.
Details regarding transform coding using TDAC transforms are set forth in
20 "Analysis/Synthesis Filter Bank Design Based on Time Domain Aliasing
Cancellation" by Princen and Bradley IEEE Trans. on Acoustics, Speech, and Signal
Processing, Vol. ASSP-34, No. 5, October 1986, pp. 1153-1161, and
"Subband/Transform Coding Using Filter Bank Designs Based on Time Domain
Aliasing Cancellation" by Princen et al, Proceedings: ICASSP 87, 1987 Intl. Conf. on
25  Acoustics, Speech, and Signal Processing, April, 1987, Dallas, Texas, pp. 2161-2164.
A watermark may be applied by modulating the parameters of a time-domain
window used in the construction or reconstruction of the transformed signal. For
example, a mismatch between the slope, or alpha (o), of the time-domain windows
used during encoding and decoding results in time-domain aliasing when using

30 critically sampled transforms. This aliasing results in a unique noise or distortion in




sanples to a frequency-based representation using a tinme-domain aliasing 10
cancel lation (TDAC) transform In order to assure perfectd Fedeay2P02ti on,
the time- domain sanples are processed u éng over |l appi ng wi ndows prior to
transformation. After the transform the frequency sanples are then
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to enbe%ﬂ(\i/\%?g?@ﬁllﬁ rgﬁ)tcaﬁ)tlheém,mw ¢ the wate s1gnald to take a vanénge of
psychoacoustic temporal masking effects. Furthermore, the strength of the
20 modulation and, consequently, the strength of the watermark signal in the decoded

signal may be adaptively modified depending on the source signal characteristics,
The amount that the window parameters mismatch directly affects the strength of the
added distortion. Therefore, the pSychoacoustic masking characteristics of the input
signal may be analyzed and used to signal the watermark embedding process to vary
25 .the amount of the mismatch for a watermark symbol so that it is maximally masked

by the signal content.

The direct-form forward TDAC transform equation is given by:
N-l

X(k)= mz/NZx(n)w(n)cqs(%(k +1/2)n +n, )) , 0<k<N/2

where

AMENDED SHEET




w ndow may be used to enbed. a watermark bit of |. The nodul ated w ndow
change nHybe done in the encoder or in the decoder. Addi ©ifabaiary 2005 order
to inprove detectability and mnimze perceptibility, the 15 w ndow
par anet er WA B8 odul at ed adaptively in time depending of¢d/§iyR3473
characteristics. For instance, transiemy.signals may obscure the waternmark
signal, therefore it is advantageous to be able to detect these signals
- and nodul ate the w ndow samplke mombed ocate the position of the waternmark
~signal to take advant age %f psychoacoustic tenporal masking effects.
Furthernore, the strengﬁ’h §Hueny by myakaTat i on and, consequently, the
strength of the watermark sign i) t he decoded signal nay be adaptively
nodi fi ed dependi ng on %H&P@ ACRar acteristics.  The anpunt that

the wi ndow paraneters Btch qdi §'eg:ﬁ1| ffects the strength of the added
di stortion. Therefore, %@gapsygﬁgv;c gﬁ?% maski ng characteristics of the

I nputs signal may be amyiﬁmgomtsbﬁ&ﬂ@termrk enbeddi ng
process to vary 25 the anmobunt of the msmatch for a watermark synbol so
that it is maxi mally nbbkdotal bymbee of sgmplesdnthetrinsfdie di rect-form f orward
TDAC transform equation_is given by: Ni_  } X(k) - --2/ N

Ex(n)w(n) cos(~z- (k +1 Df ohthe ﬁ%tai:mmkber afj samiples ig the frsasOTRVENDED SHEET

> vty o RGN ST g ke e G ol
X(k) = W‘?’%Fﬁﬁp%a&ﬁh%ﬁ%&?ﬁm@ﬁgﬁ%N = total nunber of sanples

in. the trans e torfal*n r of sanples in the transform
The TDAC transform w ndow sequences usi essel defined (KBD)
w ndows can be defined by the foll ow ng

Wean (n,a,N )=

10

15
FIG. 15 illustrates five overlapping encoder windows of length 256. The
watermark is inserted in the encoding phase by using an =4 value for window
number 5. It should be noted that windows 4 and 6 are hybrid windows that use a
-combination of « = 3 and o = 4 windows to provide a smooth transition between the
20 series of o, = 3 windows and the single o = 4 window. In the figure, the decoder |
windows implement o. = 3 windows for all transforms. This mismatch in window
types introduces time-domain aliasing artifacts in the resulting output signal. The
amount of time-domain aliasing introduced into the decoded audio increases as the
difference between the encoder & value (o = 4) and decoder o, value (0. = 3)

25  increases and exists only in the section of the audio that was processed by encoder




I i Wka(P, a, N) VWKOD( 1zl a, NN WP=0O (PI EWK8a, N) p=0 where WKB is the
. Kai ser Bessel kernel w ndow function, defined as: 10 gal- P-Hebamry 200&4

- WB(p, a, N = 9& ira) and 10is the Oth order Bessel functjon, defined as:
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wi ndows of |ength 256. The watermark..4gs. inserted in the encodi ng phase by
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t he si ngirodifiedin ardegdconyey watarmgukes] sighals ded dsiusefulfordueistinakiegaht a =
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It may be beneficial to use shorter transform windows when applying the
watermark since they reduce the duration of the aliasing distortion and they are
generally used during transient conditions (in audio coding). The temporal masking
characteristics for the transient signals may be exploited to use values of alpha that

15  more greatly differ from the “correct” value and thereby produce a more robust
watermark.
TDAC Window Modulation Detector
By modifying the value of alpha of the TDAC windows, a time-domain
aliasing signal is introduced that is related to the coded signal. This aliasing can be
20 ‘measured as the introduction of spectral nioise or distortion of the speciral
components of the coded signal.
One possible detection method may compafe the difference between the source
| material and the watermarked data as in the manner of the FIG. 4 and FIG. 5
arrangements. This method would search the difference signal for spectral distortion
25  where the watermark modified window was used. Ifthe spectral distortion exceeded
a threshold, this would be indicated as a ‘1’ symbol for the watermarked section of
data. Spectral distortion below a threshold would be detected as a 0’ symbol.
This method is sensitive to wide band noise that may be introduced to mask
the Watermérked signal. Another detection method is to track spectral peaks of the
- 30 watermarked signal and look for the amplitude modulation of the frequency bins both




~as a. 0" synbol. This nethod is sensitive to W

a specific end user or device. This a nodification allows P%b decgﬁﬁi to
enbed 10 ‘serialized information to the signal data. It nm#b d -t lal to
use shorter transform wi ndows when appl Yhilg the watermark since they

reduce the duration of the aliasing distortion and they are generally used

during trhefreand afiedilic sretbl pesludia i§ ﬁﬁfdtﬁﬁcegmiﬁlﬁl@?éﬁih[ %ﬁéwﬁgﬁh&es of

characteristics for the transient signals may be“explo

- al pha t hawalesmaskimgoppdication Similaf tothe pencralospeeral disaiMBnansHbLher eby
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modi fyi ngleseE w1 thag gdetgcoon meshodaould cooymre the froguélanEbins al i asi ng
signal is_i ntrgﬁucedeéiohat Is related to the coded signal. This aliasing
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section of data. Spectral Mﬁﬂﬁﬁﬁé’ﬂN@FﬂYér%&e@ﬁ@%ﬂﬁ! d woul d be detected
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and noi se that may be

i ntroduced’ t oTemglorak ieisewhapingikedodi hné’l@gyfﬁﬁét(%iﬁél‘ﬁzitﬁgyré'ﬁ{ﬁ%}el s to
traclf spectral ,fgeak,s of the 30 watermarked signal and | oo r e
“anpl 19 udechpattifacisn percepteali susho ending)iinis destiibel ireHEnlemciR@@% - 29- bef ore
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int%preted as a 1' sy Modul ating TNS Filter

noi s s kglpite cantroliwihgre qummatihhatoimis piedadl inaheraMe donbiif- T4 Echo
artifacts in perceptual ehudio_ coding; it is described in "Enhancing the
Per f or meSE O52USIK ‘é‘gflﬂaT 1CRRIFS xCertitzaingd withpothel arnplitieleShaveloge of (RYS) " by

time domain-masking signal to prevent pre-echo. Pre-echo is an artifact that occurs

during transient conditions when the applied frequency transform does not have
enough time resolution to preveﬁt quantization noise from occurring before the
20  transient in the output signal, .
Although teniponal noise shaping (TNS) is a feﬁture of the MPEG-2 AAC
perceptual coding system, it may be applied to other systems, such as Dolby Digital,
_ thus providing a further way to modulate parameters in such other systerns.
In accordance with this aspect of the present invention, one or more TNS filter
25 '-pararneters are modulated. In particular, the TNS noise shaping filter order and. TNS
noise shaping filter shape may be modulated, as explained further below.

The TNS process involves the stepé of:

AMENDED SHEET




Jurgen Herre and Janes Johnston, 101st AES (Audi o Engi neering Soci et&)!/)
Convention Preprint 4384, Novenber 8-11, 1996. Predi ctiveacﬁﬁ%ﬁﬂﬂﬂjyﬁﬂo he
frequency domain.is used to shape the quantization noise in the tine

domai n. THO B/%&ef7ction 15 can help to control where the qE&HUSIHEHEh noi se
is placed in the tinme domain. In the _ggse of audio coding, the noise is
‘constrained within the anplitude envel ope of the tinme domai n-nmasking
signal to preveh! Dconesduing Bicesigaldniossprotral éddificientdiey usiag urtimedoy i Ng
transi ent conditions when the applied frequency transform does not have
enough tine resol drdguency drapséranpt quanti zati on noi se from occurring before

the 20 transienf in the output sjgnal. Lt houygh, tenporal, noise shaping

(TNS) is a featéf @Rﬁlﬂ%a%ﬂé@i I- éﬁlﬁ@ﬁiﬁ'@% AGVIBGAW it may be
applied to other systens, such as Dol by. Di gita t Qus providing a further
way to nodul ate pgﬁorp&rgqlgﬂﬁn_},rr@ﬁ%ag@Hépgggglgrgl% a_PH accordance with this
aspecg of the pgeseple BIRAR A Ehin QREcds A Riir] ﬂ&?e.éflﬁm,ei noiée sRANAITIRLS are

nodul ated. In particul nol se shapi ng ter order "an

noi se shaping fil ies Is]ﬁggﬂ)ﬁ) ﬂmfspbetrﬂm“&f@ﬁ@ﬁts_ as explained further bel ow
The TNS process involves the steps of AMENDED SHEET 8 February 2005 WO

02/ 15587 PCT/Usgoinvestisa relicpon the operiies oif the noisesshgpiag filbardhatie epplied

ot andar dome AN PrarberinE. thhe GierigI G e ey Ratteblicd A eNaing NV and
thr eohor t StiioR She B0 In Ay et Y ek et el r3ERES . By SRR en .
2pp | PhreRedre Qs AEmpBRIRBRIPLE aiiriaf Aofiis SRR, Ptk st

in such Be vabedded irpthdpeall Ha oféSeoids, aiymiodiubees B mbidd-shipig fikephr al
responses. By varying certain 10 paraneters of this tenporal envel ope via

spect r al thespattmalion frequangy domeaingwhichkherepy dhangehthedpuntivatidrenaisgial . | n
ot her wor,ds, one npdul ates the noi se-shaping filter in the spectral or
frequenc@e&gﬁﬁ AMalki ch t her eby changes the quantization noise in the tine

donai n. An ex lLarv;tenporal .envel ope response,. pl otti;ng soun essure
fovel " 16" ( SR Bl TRty SV BlofR Fr AR RS Sinld Sph BosS Rt fovdl
15 (SPL) versus time, is illustrated in FIG. 17.

The temporal masking model is quite similar {o the speciral masking model
used in certain perceptual coders. In particular, the downward and upward envelopes
for spectral masking are analogous with the backward and forward temporal masking
envelopes. In order to identify more specifically the TNS parameters that ﬁay be

20 ‘'modulated in accordance with an aspect of the present invention, it is useful to
| consider in more detail a portion of the operation of the temporal noise shaping
process. After decomposing the signal into spectral coefficients by using a time-to-
frequency fransform, a linear predictive coding (LPC) calculation is performed on the
spectral data to determine if the prediction gain exceeds-a certain threshold and to

25 derive an envelope of the signal. The prediction coefficients are then computed for -
each TNS filter for each block as:

h=Rxx-1 rxx
where
rxx T = {Rxx (i,))}; Rxx(i,j) = AutoCorr(fi —jf); ij=1,2,...,N

30 XX’ = 1Xx% * win




The tenporal masking nodel is quite simlar to the spectral maski ng nodel
used in certain perceptual coders. In particular, the dowdiatiuaindt@pwar d
envel opes__ for spectral masking are anal ogous with the backward and forward
t enpor al @’P’ envel opes. In order to identify nore sp&&HYSEHEHYS t he TNS
paraneters that may be 20 nodul ated ingccordance with an aspect of the
present invention, it is useful to consider in nore detail a portion of

t he oper atiennRak it tige NebPN ahitodoirsRitivh 3guae matrdE 9 % thef NS pisdieiv®si ng the
signal into spectral coefficients by using a tinme-to- frequéncy transform
a | i near oplegtangt hietheodiator-optajzedgirediction woefficipatsf dhesel equatidne arspect r al
data to geterm' e if _the predjction gain exceeds -a certain_threshold and

‘to 25 dePspd ghtheyelidaevar oxtheganadifapringiple fhat glates that theeninieuant s are
then conputed.for each . TNS filt for each. block.as: h = Rxx- -1 rxx
where rxRepld WOUS,?I}]??g%?Lh '?el; dﬁia%ﬁ&&%&ﬁ??’(q 1‘9:}0“?); i,j=1,2,...,N 30
S rxXx' = XX AF W BN - 4ar 02/ 7 ; - ere
Roc 13 the Ny RTBTAGHE ¥ sokdcomHiaidh otk witgy Rrmiéd aonepdind on
order, angha dqﬁaﬁbﬁ; vector optim zed prediction coefficients. These
equations are based on the well-known orthogonality principle that states
that the mninmum prediction error is orm;. Qhat,to all data used in the
prediction. At initialization wings=0s)a orreTati on matrix wi ndow is
conmputed according to the equation: r |~ i+1 guassExp wn(i=0..31)=ell
2 where Wl8Ex 1 (7C . tinmeResolution g p = _. 2 FS 0.001
transforrnResol utio N t ransf onnRe n(])EI; t(i)otnnlflvx/nere FSAMP = signal sanple
rate The ti rpeReszd ut%i&t-vﬁﬁpi-amble-i—%&zgﬁﬁe on the bit rate and nunber of
channel s. Likewi se, the transfor fPBTERRETUGE h traosfommResplutionansf or m
_ 'Resoiéjt i on

where

FSAMP = signal sample rate

The timeResolution variable is dependent on the bit rate and number of
chaunnels. Likewise, the transform block length defines the transformResolution
variable.

15 The optimal order of the noise-shaping filter is determined by removing
~ reflection coefficients below a certain threshold from the end of the coefficient array.
One parameter that may be modulated in order to convey a watermark is the noise
shaping filter order. For example, a watermark bit of one sense may be represented
rby the optimal filter order and a watermark bit of the other sense may be represented
20 by a non-optimal filter order (either lower or higher). Another parameter that may be
changed in order to convey a watermark is the shape of the noise shaping filter itself.
For example, 2 watermark bit of one sense may be indicated by using the optimal
_coefficients determined by the LPC calculation, while a watermark bit of another
sense may be indicated by“modifying the coefficients, and thus the shape of the
25 noise-shaping filter, |

By modulating the TNS parameters (filter order or filter coefficients), noise is
modulated in the temporal envelope of the input signal such that it may be detected in
the decoded output signal. FIG. 18 shows an example of a temporal masking

envelope and the variability with which the quantizer error may be modulated within




vari able. 15 The optinmal order of the noise-shaping filter is determ ned by
renoving ‘reflection coefficients below a certain threshol8d-ehrgary £26@5 end of
~the coefficient array. One paraneter that may be nodul ated in order to
~convey a WRA®AFHk is the noise shaping filter order. FoPCIEIHPHT3 a
watermark bit of one sense nay be reprggented by the optinmal filter order
and a watermark bit of the other sense may be represented 20 by a
non- opt i that ehvélope. Witk realebldekrinlinnethe TNS pheieteRBiyBE nicthdaeiad t hat
may be changed 1n order to convey a waternmark is the shape of the noise
shapi ng ¢onvesra wasesnfark. For exanple, a waterimark bit of one sense nmay be
I ndi cat ed by _usi ng th ti mal fbﬁ%oefficients determ ned by the
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i nvent i ofherteinpbeal raasking threshdlil. Ubiheghrrhalibpldx¢eedbds hdfubtAentFhes agrleof the
type described below. In this case, once the tenporal ‘envel ope of the

si gnal Hashb éemporadinhaskingiparametdns antiibe peocess id tepestcd to ensweithe dgsicahpar ed
with either a tenporal_ or spectral representation of _the, tepporal masking
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U hr eshol RRa1¢e beiiaen tebRHnesS and ne ity-f thetwatemarked sigdd  to the
t | i t ers th . ' d .t th
desireq  bar aeeepRGaEHEEE ateerias S wa i HIET Tyl Be RS 14 Mfrve
. _ i " o P : _
Z;)glnliaged ?dﬁgufmgg gn'ds (b)flag? eqés}?eg{nrgdﬁrhl S aﬂf&\cl)g\}ghggggﬁp%%ﬁg%tefmr ks
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Modulating Bandwidth

puae

It is known that reducing the bandwidth of an audio signal causes minimal
degradation to the subjective quality as long as it remains agove a minimum level of
20 approximately 16 kHz. Experiments have also shown minimal degradation when the
bandwidth is changed dynamically as long as it remains above the minimum level. If
the bandwidth is modulated in accordance with a supplemental or watermark signal
in the encoder or the decoder, that signal may be derived from the decoded audio.
For example, a one-bit code may be embedded in an andio signal where a bandwidth
25 of16kHz represents a "0" symbol and a bandwidth of 20 kHz represents a "1"
symbol. This can be expanded to multiple bandwidths representing multi-bit
symbols creating a higher embedded signal data rate. FIG. 19 illustrates a 2-bit
symbol using four different bandwidths. This strategy can be applied where non-

robust, inaudible watermarks are required. The inaudible criteria can be achieved as




' ~rate is to en

Modul ati ng Bandwi dth It is known that reducing the bandw dth of an audio
~signal causes mininml degradation to the subjective qual i&kebagary 88@p as it
remains above a mninum|level of 20 approxinmately 16 kHz. Experinments have
al so showtVMHIH  degradati on when the bandwi dth is chand&dWN&Htally as
long as it remains above the mninmumlgdel. If the bandwi dth is nodul ated
I n accordance with a supplenental or watermark signal in the encoder or

t he decodescribedaboseg Milis steatbgy themdnsasbust betduse tiskewatiethadh daw eadtbr bexanpl e,
a one-bit code may be enbedded in an audio signal where a bandwi dth 25 of
16 kHz regmesshby low mss filleong dheldecdsieddwidin sigoal. 20 kHz represents a "1"
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- shows an_exanpl e of an audi o signal that contains an enbedded signal using
t he bandipximmchfofithe tisaysignal contept asavetthe mainitiniichbandwidindosssnotexGite
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possi bl eradaye tige bamhwiith tebéloddERTAUEhik vduld be $laBl avitiblledindaddsgoyrthguce
the bandwi dth to below 1 kHz. This would be clearly audible and destroy the
ori gi nal oisgigah$ignal.-met hod that nmay provi de a constant water mar k- enbeddi ng
Eﬁlt t he audio signal contains high_frequency energy.
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use the audi o bandw si gnaling ITECI‘?SL Ismthat provides a constant
data radees iddtperddiad itt Mf thenwiiseaddddyisriesddah or bqualddahe Wubdanrthtdztold
signaling band. This . ) . o _

: of hearing, it is not perceptible. With the addition of this noise, the embedded signal

can use the audio bandwidth as a signaling mechanism that provides a constant data
rate. Note that this noise only needs to be added within the signaling band. This

20 signaling band is defined as the band between the lowest frequency and the highest
frequency used to place the watermark. The signaling band can be divided into
smaller sections where more than two bandwidths are employed to create the
o |

FIG. 21 illustrates the addition of the noise shaped to the approximate level of

25  the hearing threshold. It is added to a signal that consists of only a single sine wave -
and it is added only in the signaling band. The addition of noise into the signaling
band does not have to be limited by the hearing threshold but it will probably be
audible if the energy were above it. Another dimension of signaling can be added by
adjusting the amplitude of the noise below the hearing threshold. For example,

30 additional data may be hidden or inserted if the energy in a region of the signaling




- 20 signaling band is defined as the band between the | owest frequency and
the highest frequency used to place the watermark. The si&fredruay268md can
be divided into_smaller sections where nore than two bandwi dths are
enpl oyed MO ERe the watermark. FIG 21 illustrates t h&dRHPYAE of the
‘noi se shaped to the approximate | evel 0f4.25 the hearing threshold. It is
added to a signal that consists of only a single sine wave and it is added
only in bhedsogtaaédupobaticn jteneettiryy statoindansencrgyosititech waddialiartgal £ band
does not have to be limted by the hearing threshold but it wll probably
be audi Bnergyistate Tiepgplindesigmaling wouldunsrasse the daiasaisrofhe embeddedg can
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t hr eshol El.g’ﬁbr exanpl e, 30 additional data may be hidden or inserted if the
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noi se i scamadedhennmixed. si gnal i ng band to guarantee a constant enbeddi ng
rate, the two_signals, are added and occasional |y increase the energy in
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the tont eafiability hfikes the \direétidn HdessmoRpdiFscls, Behprofened duitbdBment of
I nsignificant, a coarse power spectrumis transmtted in the bitstream

. that canthie asgeed of the invenldamdeiow-pasxifilterdn dppliedisthe source signal prior to

the addition of the shaped noise to eliminate any source signal interaction in the
signaling band.
In the Dolby Digital algorithm or coding process, even if the content in the
20 upper frequency bands is determined to be insignificant, a coarse power spectrum is
transmitted in the bitstream that can be used in the decoder to add random noise
shaped to the power spectrum. This is a feature of the decoder that is turned on when
the dither ﬂag in the bitstream is enabled. The added noise in the decoder recreates
the watermark in the decoded audio even if the encoder has judged it perceptually
25 insignificant. The watermark may be inserted during either the encoding or the
decoding process. |
A Dolby Digital audio coder is capable of generating changes in the bandwidth
in accordance with one of two bandwidth parameters (the chbwcod and cplendf
codes listed above in the table of FIG. 21). This creates an efficient way of

30 implementing the watermark. However, modulating these codes to generate




shaped to the power spectrum This is a feature of the decoder that is
turned on when the dither flag in the bitstreamis enabl &Febiary 200%2d

noi se in the decoder recreates the watermark in the decoded audio even if
the encod¥ORHYPUdged it perceptually 25 insignificant. TREWUMEEHRrk may

- be inserted during either the encodi ng.g. the decoding process. A Dol by
Digital audio coder is capable of generating changes in the bandwidth in

- accor dancdletestdtile chengds ihvihe Hecatlsiddt gnal dioesrptuesmné linatatichsoadhe erhbedded df

. codes |listed above. in the table of FIG 21). This creates an efficient way
- of 30 i mpignwbdetaiglene wat ermark. However, nodul ating these codes to
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sound quality, the bandwi dth code should only be set once per frame, which

limts the enbe@defordsptimaletotnt qpuiatiey, Sherbandwiith bodeshovdd oatieble setrpice r at e.
| f the bandwi dth code were changed nore than once per frame, the overall
sound qual ity of tpes fearaedvhichilsnite thecernbedded dataitate éo the: symkoldepteand

f
available synbols is lLimted, to. t upber of avail abl bandw dt h codes
Sbove the i nt mum SERded stmplee. off she Pandwiden B8 pis handiiere at
di fferent bandw dt t rate
I s approxi mately ﬁ%ﬁ%ﬁ%ﬁ@gg&?ﬂ}%@gd%gﬁ@g%ggﬁge(?gg@%d@g%@eﬁl ng
one ppt of informaklpedd. !f it is using four bandwi dth states at 48 kHz,
the date rate is 62.5 bps. These nunbers are derived fromthe fact that

each Dol by Di gi3t &h¢ namberofiwilabld G3bbalsiglimiteddo shsampmiber of dvalabider
coder were used that contained. 2048 uni que audi 0 sanples per franme, the

data rate woul d beangprdi ¢asesahoya s mipyniuwn bandwidthi t code. 20 The Dol by
Digital coder,.sends an roxinetion of t ower ectral. densi in the
onooter bt ot FaE A, DARE FOad s aS et drehod ana il Totef 1o Srhba ¢+ s
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the DBl byeddnd, eath 8@aaiLhg one bit of information) Ifit is using four bandwidth states at

48 kHz, the date rate is 62.5 bps. These numbers are derived from the fact that each

Dolby Digital frame contains 1536 unique audio sample. If another coder were used
that contained 2048 uhique audio samples per frame, the data rate would be
approximately 23.5 bps for a one-bit code.

20 The Dolby Digital coder sends an approximation of the power spectral density
in the encoder bitstream with each audio frame. It is updated every time thereis a
significant change in the audio spectrum. The power spectral density information is
sent as exponents that are linearly spaced in frequency. In the Dolby Digital decoder,
dither is added to any portion of the spectrum that received no quantized information

25  because the signal information was not considered important. The dither, whichis
essentially random noise, is scaled to the level of the exponent. This adds signal
energy to that portion of the spectrum. If the exponents in the signaling band are
shaped to less than or equai to the hearing threshold, the dither guarantees signal

energy.
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dither is .added to any. portion of the spectrumthat recei vep noﬂgg %i zed
I nformati on 25 because the signal information was not con ﬁrﬁ rtant.
The dither, which is. essentially randoggnoise, is scaled to the |evel of

t he exponent. This adds signal. energy to that portion of the spectrum If
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the hearing, threshold, the dither guarantees signal energy. 8 February 2005
-36 The F’o‘ihlemli‘igﬂﬁ wiHun ﬁ'@ngH%tﬂbﬁmcmghaif assuring that there

is energy in the,signaling band within a- Dolby D gital encoded signal. 1.
‘Random noi se is %mla%dla‘fé’ﬂbg@lsf’H%a%?frm%l@ﬂ&mlﬁ@fﬁémmglbmﬂmldﬂttha‘ttiap_ed

Lo ol Fow the. shapStared ReUREL WOTRE hedriae GreskAR. clpiraneds theat are

The deeoder recr eal BVBRET €RAEY 10 PURERHY SR Bt e BB IRRBRIEY ponent s

even if no bits paygehsednahisInat i ..signaling .
bandwi dt h because di tﬁ? s Ssualﬁngﬁgﬁ?aﬁe?t@n@géga&%ﬁg?m% SHS £ or
the enbedded si gnahinfmudhenergpldvethni ques described above (bandw dth
variation and dither) can be "used to integrate a | ow conplexity, fixed

" bit-rate water ne&.k%nmcad@abmaﬁsqheabecmm?y Sond PR fismitidlds systemis
ecode

robust agai nst "normal use" of the encode/d 15 chai n that includes
down ni xi ng, dynanf¥Pauengievasnii nel bits/iaa venkeeancaliodaterbab ove, the matmiinars ur r ound

decoding etc. Thus,. an.enbodi ne of thig aspect of the present invention
Ry chl ude the f%@&méﬁa@wﬁﬁ bf?a%&jfﬁﬁtqrﬁ@usm svRdng. dEhstensurgsod &
hi.dden data si gnal; LS hdi h code of the Dol by Digital
encodi ng/ decodi ng Ss‘€§ egrﬁnt%{gfggflges‘?ﬁp%@eﬁ%ﬂm % to enbed a hidden data
signal. 3. Adghe bSihil [ | . | ont ent can
e used 1o ompoqqaramiied dcibanabboy b SHHIG 2d Wbt R B <o
be | ess ufmhtoointegratd a fow tchmpleniey) ftidesipoh® waRnohriNERb ia’]ﬁ?fb& 1%%@ nt
I tude” o

audi bl e perception of the added noise. 5. Adjusting the anp this
added nofreodes ongl¢caden KBRS dystensisanbust aguinggtdnongal asd s thaspcbie/ddebade

rat f tihe epbedd signal . ., . . :
99 cham%?t IHCFU%GS d%wn mixing, dynamic range control, volume normalization,

matrix surround decoding etc.
Thus, an embodiment of this aspect of the present invention may include the
follewing steps: | _
1. Adjusting the bandwidth to embed a hidden data signal.
20 | 2. Using a bandwidth code of the Dolby Digital encoding/decoding system
| | to adjust the bandwidth to embed a hidden data signal.
3. Adding noise in the signaling band to ensure signal content can be used
to embed data at a constant rate.
4. Shaping this added noise to be less than or equal to the human threshold
25 _ ~of hearing to prevent audible perception of the added noise. -
5. Adjusting the amplitude of this added noise to add another ciimensién éf
signaling to increase the data rate of the embedded signal.
6. The integration of the shaped noise with a Dolby Digital coder to

guarantee signal content within the signaling band.

AMENDED SHEET




6. The integration of the shaped noise wth a Dol by Digital coder to

guar ant ee ‘'si gnal content within the signaling band. AVENDED-<MHEFT 2805
February 2005 WD 02/15587 PCT/US01/ 25473 -37 The wat ernark detector

i nt er pret ¥@ #4858 hedded i nformation contained within the A@HYYEHEY audio
signal. It is preferably capable of extgacting the information both
electrically and acoustically, but this capability may not be necessary for

al I appl i cat Thewatdisiaik detavgort e thesitb@idedrinfsiensiionCedmAiaes $ittan| S
considered a 5 nore difficult challenge because of the addition of room

noi se, sheateproduead aniliy sighah elt dhpreferablyi capable, obexiravtingaht iploaybtiok

vol urme. Th oal, of th detec(::@glr L]s 0glgﬁ_ldet rmne if there is energy within
a gi ven Dbethrisriricallpand acousticadlys hut thisneanaility anay net beaeesssanyifor allqui res a
frequenc econposi tion of, the. audi hat can be cal cul.ated . Fouri er

tr ane or NRRIGHEER” FistizPhng the Waiiil ahef hodiPlio Biafisis §580albd g na | ng
pand, 5 et ford ASFRARIUIIEREE BELhuse 0P hdfliBADY 166 Mfied Rhedi dnll om L i s

si gnal deconposition. A detector can use this energy’ifformtion to

det er m nenitfdphefid eHgadiarishils) andSrrid pliybhek dehgesi on nethod applies a
fixed threshold conparison in each signaling band to determ ne the encoded

synbol . Thi s The getlaifdhedgtdstorsieto determine ifhenads gnetgyweithjnusgivehove t he
noi se floor._  Anythjng._.ahove this_ ] evel wou].d .consi dered to contain
signal | &gapling @Z?CII Ezﬂ@a&ﬁgbmﬁwﬁt@pﬁﬂ@w@% Hyequases adrequeRy r ed for
detecting. four diff nt. bandwi dit hs that .cr e 2-.bit syirbal . An ener gy
above thge%f 1%%83?%%%fﬁ:}eeglﬁﬁpgﬂ}tscag}?ﬁaj%p%tgaw zbﬁoug%ﬁ%%tg B & ow s
consjgler 0l T Sralfl r | : d

i Fonren Parmdp s Al e O Bl ol b, M el eI ERIES, e

peak si gsighalisy biisd ssrebeebetined fromeiiedignaFdscomyrisilien. Al datedtoptaielisé10i se
were added to the noise floor in the above diagram the third energy |evel

woul d betlupesérgy ietbrivatigh’ toaleteranné teoembeeddeshaymbbolwoul d be i nterpreted.
25. - It is possible to use a fixed threshold if the energy.levels are
equal i zed or OnRgpatibledeiertionmethed applies pdixedthreshiold comparisnn ncaeh que

h q lish, this appli l.gor it h h
Si gnal | nt oA B R detk iR nEhaGlnaiters R hebthaly RATEERR Adap oo o
nor e | ZggkrbY 160e% ji¥Pabve Eﬁ?ﬁoi%@?lobkoﬂnglﬁ:flgﬁ abBV 8 his 1&g hWwol@ B nMor e

consi stent. A fIXéd threshol d can be ap I'n this case
considered to contain signal level. FIG. 22 shows three different energy levels

required for detecting four different bandwidths that create a 2-bit symbol. Any
~ energy above the detection threshold is considered ‘high’ and anything below is
considered “low’.
20 This fixed threshold only works well in a closed environment where the noise
floor of the system is always known and the peak signal levels are never attenuated.
For example, if any other noise were added to the noise floor in the above diagram,
the third energy level would be considered ‘high’ and an incorrect symbol would be
interpreted.
25 It is possible to use a fixed threshold if the energy levels are equalized or
normalized before the threshold calculation. One technique that would accomplish
this applies an AGC algorithm or process to the signaling band before the energy
Jevels are determined. These levels are normalized by the AGC so that the ‘low’ and
‘high’ levels become more consistent, A fixed threshold can be applied in this case

30 because of the_ normalization of the levels.




30 because of the normalization of the |evels. 8 February 2005 WD 02/ 15587
PCTf US01/ 25473 -38 An adaptive threshold is thought tosbhesy 2068 any
envi ronnent where the noise levels and the signal energy are constantly
changi ng. W&hH&/158%9si bl e detection nethod that enploys an Z§AFSOYE4Threshol d
uses the previous energy states to cahgulate a threshold for the current
state. This detector works on the premse that in 5 a finite nunber of the

- previous st atks afigstive tirvshivlé iethevghemte bdrefer atipetdrehthédt wiktgghener gy
| evel s that are in a "high' state and sone that are in a 'low state. The

|.ar gest mroise (pvels and theesignalsindegseate’ dongtantlwichheginge Gnepossible detechien
- considered, 'low . These 'high' and !low states can be considered to be
two diffeethed @ﬁb@p@loysmdmv%meahwsl usey Hraprevicuspinergy stetegtans of the

di i but i f high' d, low 10 LA th | d be.d I ned

o)A P 5 et B e SO R B
t at ' ford t ' :

215 3RS U P e B B fRTEERE,

‘the smaidms bnérak/ et Mdsrt ¢ hhRigh? Sitte SdPsEme thatlde ifd CIFAFSstARe The | evel
or nmean is 15 found for each group, a sinple threshold can be cal cul ated as

t he aver laggesbénergesanayberveaskleréthiliglt’ anhida tid smaldesh meaynbe eonsidgredcat ed by
assum ng, _di fferent, 'd.E’Str,rxA)pm ions for the tw groups and thresholds that
take i nt d0®ondhess fighnantrlewostatesenn by eansidared to beitwe diffreentesennsnd

var o dnt het BBl B, S e P e LR T e
ar A0 4880 I i BOEPE, RSSO R RIS ok Bg® 00l

level s i ghgd&h’.Si gnaling band should be detected as 'high'. Wen the
second hi ghest bandwidth is 'on-, all the signaling |levels belowthis
bandwi dt h shdfitle tnember ef thigh’astatehisymsunitdite bel domabtd the mimberidfiffowh 25 of
the energy levels for each signaling band. For exanplg, assune that the
wat er rrars%af@ﬁ é@ﬂ@rpneyl%r%ﬂéﬁ $erg;gth§ laxgssihalt belprseito the hagh’ greup Wlﬂ%fbﬁt

s A e € S s B it
St B P SR S SRR AR

B- C and tvdeleanr YhtOm easily become more complicated by assuming different

~ distributions for the two groups and thresholds that take into consideration more of
each groups statistics like mean and variance.

Another consideration may be included that improves the separation into

- 20 ‘high’ and ‘low’ groups. When more than two bandwidths are included in the
embedding process, the energy levels in the signaling bands are dependent. When
the highest bandwidth is ‘on’, all the energy levels in each signaling band should be
detected as ‘high’. When the second highest bandwidth is ‘on’, all the signaling
levels below this bandwidth should be detected as high’. This alters the distribution

25 ofthe energy levels for each signaling band.

For example, assume that the watermark encoder is | generating a two-bit
symbol using four different bandwidths. Let A, B, C and D represent the bandwidths
where A is the lowest bandwidth and D is the highest. Three different energy bands

are required to determine these bandwidths. Let these three energy bands be
30 represented by 1, 2, and 3, which are the energy between bandwidths A-B, B-C and




WO 02/ 15587 PCT/ US01 /25473 - 39 C-D respectively. The follow ng table
lists the probability for each energy bands to be in a Bfdbrusyao@sif the
synmbols are uniformy distributed. Energy BandP( high') 13/4 22 3f/4 The
probabi | | WQ¥/14P8 not equal because of the dependence of &&THSEHEHEY band
on the bandwi dth. For exanple, the prohgbility of signal content in energy
band 1 is the sumof the probabilities of the B, C and Dsynbols of

occur ri n@-Diegpectivebp! The Follewitizahble listd the%ro%&l f&céééhre‘ne ﬂ?@{&eco the
probabil'ity of signal content in energy band /4. 10 If he previ ous
forty stheasaibgh’ B’mmﬂﬂnecsgmholmmmﬂlydmnbtﬂedeshol d for each energy
band, the highest thirty states would be assuned to represent signal

~ . content wthin energy band 1. The renai ni ng ten sanpl es woul d represent no

signal content. The current thresh Fr ase i s determ ned by
finding the average of the ma—gger%§% Pt(HE ﬁ)t ho groups. 15 The addition
of channel coding to ensure that—thHe sympol—ghistribution is substantially
uniformis essential for this|detector. If tht entoder entered a synbol
that was just the highest bangw dth Tor [an exfended period, this detector
woul d have difficulty decodi pg the enbedded data| The cl oser the synbol
distribution is to the assunpd prgbabilfity, it he pore accurate the
detection of the enbedded data_.i Lbl e channel coding nethod is
to ensure that each synbol occurs only once over a finite period. For
exanple, if there are four different bandw dth codes, each synbol may be
requi Yed to odhaprobabilities ase gobeqnabbecaise of the dependence of g@cﬁ;eamrgsf band

Factor Y HeoarkBAgR RoRFRiiRblsr o PrRRRRIRALT SNeanLroT R in SHeredbhang bis
ol d | ﬁ’k%%nﬁbf fhe é&?ﬂ’*&@%%@@&ﬁ%ﬁ%ﬁ%ﬂ%@@%ﬁ%ﬁh siyiBelin ” °

BACD, ARG pfMabilits el oftdecuiiios hbhed, thdpfobaBHHGRT sidifal eahrAtRfendaya

rate. Thus, a watermark detector according to this aspect of the preSent
i nvent i obend 1 is %. '

10 If the previous forty states were used to calculate the current threshold for each

energy band, the highest thirty states would be assumed to represent signal content
within energy band 1. The remaining ten samples would represent no signal content.
The current threshold for this case is determined by finding the average of the means
between these two groups.
15 The addition of channel coding to ensure that the symbol distribution is
- ‘substantially uniform is essential for this detector. If the encoder entered a symbol
that was just the highest bandwidth for an extended period, this detector would have
difficulty decoding the embedded data. The closer the symbol distribution is to the
assumed prdbability, the more accurate the detection of the embedded data is.
20 One possible channel coding method is to ensure that each symbol occurs only
once over a finite period. For example, if there ére four different bandwidth codes,
each symbol may be required to occur once in a group of four symbols. This
generates 24 unique symbols that are groups of four bandwidth codes. 24 (four
factorial) is the maximum number of permutations of the four bandwidth codes. If
25 A,B,CandD represent the four bandwidth codes, the symbols would look like




may include 5 1. An enbedded signal detector that uses an adaptive

threshold that is calculated by exam ning previous states Febigarpregs ous

states are separated into groups based on energy level. The threshold is

based on V®82/1587 cs of the each group that try to separatP€TYR81/3¥433ps as

much as possible. 10 2. When multi pl et@roups are invol ved, the nunber of
S

elenents in the groups is adjusted based on dependencies fromthe

bandwi dt AB@H, BACH)ABBC, BADeNBEADOGR! N&t@tthartﬁwl%auéég,%ebﬁﬁ)e_dded o
distribution of the synbols 1s close "to uniformover a finite tine. This
ensur es dhitratdie wat ermark detector 15 described above functions properly.
~Controlling Strength of the Parameter Mdul ation Adaptive Distortion
Control One gbhus,qf wateempriedetaetor aceordingnta this a:speabﬁtﬁa peesent invekativavi ng
maxi m zed 20 fie ectability and mnimzed perceptibility. Perceptual
encoder s RYIEU4S eshol d of perceptibility to deternmine how to reduce the
redungancy of an i | |- ' a reshold .can, be,u 9. adj ust
t he vvgt er mar k sirig n@ﬁ%ﬁ‘%bsegggg?@%i;{léctpgt%agifag}@g%%adm\ﬁeeh{eés#gf(ﬁ%ﬁbls
substantially inp W FN fﬁ@t Tt WI al
encoders, a di stoﬁa?‘gﬁhiﬁga uererrent |%&9§§1S§g¥¥%d%@{) t esosﬁgttﬁgg%:éjontrol to
ensure that the caeperited itfto groaips based oflienerrydete]. Ahalihséshiold ybavedom enent
conpares the original input signal with the encoded signal (output of the
‘rate control). Thetafigicaofithmeavhagrovp thatyirbte sepetaie theogrovps asm of the

codi ng paraneters to %E%mge the outcone of the rate control process. This
may create a nestR¥SIPYop structure, described bel ow, in which the outer

| oopigont ai ns a,3 i ) e tha inpe ' te
cont }gl . Modi fi ga%ﬁétng@ébwﬁi§#@rz&%&ﬁdyﬁe§ i %eﬂcogofﬁﬁlégﬂégﬁéégers by
exam ning the di Sﬁbﬁpé’ﬂ; AR wgmﬂtomr%éndgnﬁgpﬁgﬁ{ hedawid® 02/ 15587
PCTI US01/ 25473 -41- sonme Criteria are t. The sane approach may be
applied to vari ablgljusthrent.at e encoders, by renoving the rate | oop. The
process for enbedding a watermark using a threshold of perceptibility
accordi ng to an3ashebanigl coder thatensures thatthe distribution efithe sypbo. is 2hos6 .

Thi s rocess is simlar to that .defined_i.n the EG,-2 AAC r gept ual
coder !On whi ch twdFo uniform over a finite ttlme. d['hls ensures that the Watermgr ﬁet%ctor

15 described above functions properly.

Controlling Strength of the Parameter Modulation
Adaptive Distortion Control

| One goal of the present invention is to embed a watermark having maximized
20 detectability and minimized perceptibility. Perceptual encoders use a threshold of
perceptibility to determine how to reduce the redundancy of an input signal. This
same threshold can be used to adjust the watermark signal in a way that is detectable
while remaining substantially imperceptible.
As mentioned above, in some perceptual encoders, a distortion measurement is
25 - paired with the rate coniro] to ensure that the correct information is discarded. A
distortion measurement compares the original input signal with the encoded signal
(output of the rate control). The distortion measure may be useful to control some of
the coding parameters to change the outcome of the rate control process. This may
create a nested loop structure, described below, in which the outer loop contains a
30 distortion measure and the inner 1oop is the rate control. Modifications are made

iteratively to the coding parameters by examining the distortion measurement until




nested | oops are used to determ ne the optimal quantization. The inner
Iteration loop, showm in FIG 24, nodifies the quantizer <= Egbraarz@00fti
"the spectral data can be coded with the nunber of available bits ﬁﬂreate
control ). MA®Ei¥%r iteration loop, shown in FIG 25, anpCIysey2y4

spectral coefficients in all spectral hgnds in a way 10 that the demands of

" the psychoacoustic nodel are fulfilled as nmuch as possible (distortion

- ‘contr ol) soffiberiteiia assmef. Fhésamo aﬁprdmﬁilﬁaiye‘ﬂe bgpl!iﬁtﬂ!d virlable datagaept ual
codi ng paraneter or paraneters (shown in FIG. 26) to fulfill the
psychoaceueadess, bijbrpatoving theratelnopal t hreshol d, as much as possible while

al so enbeddi a watermark sjgnal. Al of the parameters listed._ in the
tabl es of FI Gkhe grocess fr embgdding aygat a?hr@qshqﬁwép,er dilyh, some

R T T P R e LR
P o6enprodats  anfary i, STRAAS 1 MPROIONAC lctar BaR TR g

the bi t snested Iespsaare @sed to ddteirhinediia diptinell iqgeantiion) TiRlinhefittsition 18p, | f
t he nunber of used bits does not exceed the available bits, then the

process $hown in Fled24smegdifies)the ahentizextsiapedige untikihe specitalvdatpeacbs s
s closely. as_possible the

ti A h nmb f.Rits, d mat
e ofodkibithihe SHRILET of efpilable B Uate GoutEalon e OHEH HSYHGER 1A ng 1 he
t - | | 24 ti ' . I ficatd . .unti| h
o or et TSRS TG, A5 HoRUBUERS BBb L aReriSkhR Rliopr R Pt ey T
Do o B R P o o P s o8 BRI ot g

process (distertion comtuslyd The poosest bdTFIQN. 25 dafiddifiabby eloddatiddg peeph@it i on
nmeasure al|lows fine-tuning of coding paranmeters to mnimze such errors. In

‘the firseodingpasimeise opparaswicrst(showntie FIGoR6) torfulfiththe psyshoacaustier f or ned

t ti 30 the i ' | di . t traint t 28).
Then . dTOHEh Ot A GRAIADIeShOI: R BRich 4 PRgebiahUo ARoSoRbC RSO 25473
42 | e h » ghi ' | St t ) whet h

12 cal o i, DOWUREN ) SHBEV, OBEk e B 08 e ECES 59 6P BBGL S,
Tt dbSHRIIABA if tHiS way2 GREMAD s8me fHEaBREL %1%'1{1 iFiEE Meh Gthers to

amplified (step 34) and thé process Is " repeate the distortionis

accept abdlmngehiuringsthebidlidcationpanddsgat i on is applied to the 5 input signal
(step 36) and the process is conpleted. "Distortion”, in this sense, is the

di fference bethawate eorirelprodessia G, hradflemypity tratepresentitheesjgnal bysy not
esult | L bl ifacts. . : . . . .
result Isrxlnal?grdﬁ}?e aﬂ%{lrllt & 1%1?onnatmn. The input signal is quantized according to the

[4))

perceptual threshold (step 20) and the bits used as a result of the quantization are
20  counted (step 22). If the number of used bits does not exceed the available bits, then
 the process is finished {(step 24). Alternatively, the iterative process continues until
-the number of bits used matches as closely as possible the number of available bits.
This is usnally accomplished by adjusting the perceptual threshold, via quantizer step
_ size modifications, until enough information has been discarded (step 26).
25 A distortion measuring process, shown in FIG. 25, may be added to the
W quantizer step size process to ensure that some of the simplifications of the rate
control encoding process have not caused errors that are easily perceived. The
distortion measure allows fine-tuning of coding parameters to minimize such errors.
In the first step of the process, the rate loop, or inner loop, is performed to quantize

30 the input signal according to a rate constraint (step 28). Then a distortion evaluation




In aspects of the present invention, a distortion neasure process, shown in
FIG 26, i's used to determ ne the anount that a codi ng parcifedresry2a0iie may
be 10 varied fromits default val ue when nodul ated and yet stay within the
bounds of WhE/155¥r cept ual threshold. This naxim zes the pdEFBI&2HE3 ecti on
of the watermark because it preferabl_y‘fzcauses as nmuch distortion as

. possi ble, constrained by the perceptua threshold, without the distortion

bei ng pecaknldiéd Bow tiech aiseor¢ion tekits (SéPB0YB0d détefrhitick vilethonthe WistbfidiP
32), and _coding paraneter adjustment (step 38) steps are 15 repeated until
an accepisgtosptablpradativetd 3 posdptuabéhieshold (sigp3g).s ¥6therdistostimbisasot Dol by
Digital, use ghra e contr.ol ocess during encoding hut do not apply

di st ort i BFcERbHIpthe sprelraienedlicientsyrg amplifteds(sisy 349 egyetasiis t o enpl oy
this aspect -nvention a distortjon nmeasurg.i s added. O her. gqders,
such as” tmaldt IR et ihonds SrSrlAtinctha el bf tis uBfiEon RAplisdds e

I nt egg at ' {10 viy: : bf heatl.ons: be
used o s o Sel o BOTRAT IR piogEtdd RGN DIRBHdIRY b HEFHERRCiSTRY,

i nvent i odiffdrencdbetwibehahe B0d&d ahdh dtigitin] ¥iiaddh bfd hidyeolc@Ey bt saiEEs, the
rate loop is not required, thus providing an optirfal solution to the

par anet epudibduiprifacts. process while also reducing conplexity. 25 FIG 27

illustrates w a wat ei\_rgark may, be enbedded according to the _ present
i nvention usii%g"‘s@e%ltﬁﬂ dhe pesse GriAR, Heistastion gpeasHee PKOSEsS, sBeWHARCr i bed.

Pr ef er ably, e goak.is . to maximze r tness by forcing the effect of the
nodul at egprgg’éﬁglfeé# to aﬂﬁe 7t |aF’a%‘%D3 Eécf‘ @?&ﬁ%‘?&%‘é‘%@f@wﬁi zer

err | NyRASE i 8 . isbl n the
fir 2{0 pags_, t en’;)@? gggmé}?ﬁﬁeﬂgﬁoﬁgaﬁ?%d;cg tecﬂii’fﬁ?q?ﬂ@ dg é’gg}%\% pass,
the q uapédcgptuabiliveshdld. IMymaxMaiRsthetpodsilsleleteetiof of the balsmak 2005 WO
02/ 15587 P USOL /25473 -43 margin available with which to nodify the

quant i zebeeause it preferablyptaubeyas tomchakistojon asyosstbls cronstrhiareddyktheodi ng
ter, in thi le the de|ta bit all tion t f t
(e haroaBrb ool vabpveibe Jisorien beias Demepttls Do rameonahiiarr
itical » nas b dj ust ed..and | tS, ol dified
AR R S R R R
sti |15 r epgebteld e GaRictEhi8ble %ﬁgﬁ b id Rageodul ation of the coding

parameter ‘results in a slight erent’ quantization error over the
entire spect rQentdircadigy syseemsisneh a8DdIby Digital, bed b ealecontio] pedds Thi s
illustrates that nodul ation of coding paraneters, and resulting quantizer
resol ut i dwing eseoding bubdaast applysdistortion contnol HEherefore,ansypdet farsucmot onl y
t he

coding systems to employ this aspect the invention, a distortion measure is added.
Other coders, such as MPEG-2 AAC, already have the distortion control process

20 integrated for the purposes of coding and with minor modifications may be used also

| to apply a watermark according to this aspect of the present invention. It should be
noted that in variable-rate coding systems, the rate loop is not required, thus
providing an optimal solution to the parameter modulation process while also
reducing complexity. o

25 FIG. 27 illustrates how a watermark may be embedded according to the
present invention using a distortion measuring process of the type just described.
Preferably, The goal is to maximize robustness by forcing the effect of the modulated
parameter, which is illustrated as the change in quantizer error in pass 2, as close to
the perceptual threshold as possible. In the first pass, the perceptual threshold is

30 calcvlated. In the second pass, the quantizer error is shown. Note that there is some




.10 band in which the paraneter is nodulated. In pass 4, the degree of
nodul ation of the coding paranmeter has been adjusted agaigFeabguarg2005
informati on frompass 3 and the resulting quantizer error is as close

as
possi bl e W8 ©HeS¥er ceptual threshold. Although it is pref&tf&S818Ybri ng

the quantizer error as close as possihlg_to, but below, the perceptual

t hreshol d, when nodul ati ng one or nore paraneters that affect quantizer 15
error, thergimvenilable withovltichtie mddifiethetquantineldradd i@np&éepﬁlﬂ?(.o n pass3,

- paraneters such that the quantizer error is below but not close to the
per cept uthe ehpses Festermark g paramsiter, imthisexarspleftheidgltabit alkication sype

illustrates the walernpar eddi rocess wherei,n the chosen _waternmark

codi n]gf patH er} G e@eﬁggpr cﬁhg?i’%@ﬂfnqt%ewf&bﬁﬁﬁ [quaptiger erfqfe 20
enf f . . No

Chat -1 o’ ot 8 Siticat bandhas B hihsig anly rEHIRHh & B REL AL ERR brol ' ©

resul{s e t t %R’e?%fﬂ% r in iHperdeptiBReause the
SNR of f set e'?lyggﬁ%é‘% eggﬁr%gﬁng},gre nil(tgﬂgeauni orm orf sessﬁggnﬁlgfgigrégdgggl&gﬁf
t hr eshol Notdrtha gromiodtitatiohr efthe vodirpneaimeter reddzond ﬂ@hﬂg differ@itocess of

adapting the quantizer error to the perceptual threshold 25 using the SNR
of f set t gpantiation esrostoyer thaentirespoeirymdiesausecihe nunthertdfdritsfavedablefis t hi s

per copt USRI AR Rehatosba Perulsfie of sedins éa‘%aé%?%&"z%m réah&%xfglf stk
ror 6 coutieer serorttih oA batlis SGhsck ot Rt EFE Weck b RaP by el e

Thi sj@l | BAR1 B WRidhSBE PafarfORt iOmoldiR&RIR gﬁ&s @,%@Qiegféb ngholiliBtidH e LY
of the final enbedded”signal. 8 February 2005 ° WD 02/ 15587 PCTJJS01/ 25473

- 44 Thi soding paeametephpd bsdreadjoytedaigaimngsing énfbanation fiedm pase3 had theur ve by
a fixed ampunt. Furthernore, by nodifying the perceptual threshold, the

user nmyresuiibg quangizeeemar is aselpge ahposaiie tortheparocpingl thueshiold.i Alhoysghi ve.
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is repeated until the distortion is acceptable. In a preferred enbodi nent
of this exaseRle iBpashd of Miea7on, the distortion is

FIG. 28 illustrates the watermark embedding process wherein the chosen

- watermark coding parameter is the overall SNR offset type of parameter (i.e., the
20 ~csnroffst, fsnrofist, cplfsnroffst or Ifesfsnroffst parameters). Note that in this
example, modulation of the overall SNR offset parameter results in an exact match to
the perceptual threshold. This is because the SNR offset type of parameter is a
uniform offset of the perceptual threshold throughout the frequency spectrum.
Accordingly, the process of adapting the quantizer error to the perceptual threshold
25  using the SNR offset type of parameter requires only one step.
| A further facet of this aspect of the present invention allows a user to control
the offset of the perceptual threshold that controls the possible ‘gain’ or energy of the
watermark. This may be a linear offset to the perceptual threshold or a more
compliéated function that allows more distortion in speciﬁé bands. This allows a
_ 30 user to contro] the ease of detection and the audibility of the final embedded signal.




conputed from groups of banded coefficients (i.e., grouped by critical
bands) that formthe basis of the perceptual threshold. [&F&daryd08s noted
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t hi s exanpl e, Int sipreferved embexipinoyisofthisgspectdofihe imvérmiom, ttendigiorton i
perceptual nodel. is conveyed fromthe encoder to the decoder). The

r eg ei ved Cp@pytask liam groppa of band%@cr@ﬁﬁients Gi.gl-,{ﬁpmd byl criﬁcflﬁzandg):wér i nto
rece s . . . |
"o or ot FI Tirrasiar e Tencontnl Hibsholt, s ShRIAe el ah%ﬁ%&?%ﬁpwsl and

< e MHEHAIARERPAES 1R Gockd oR3he SRR drfth drIUTAER sl S5 £ °0

the {51 stoéfiidRertdhard@vatAfict 8P MorededRenfAGEMAl threshold is calcul ated
(step 52) based on the signal fromthe coded ™ bitstream I|f the perceptual

t hreshol d exiGnee fhe threshald &restdidished,the distertidnr congiol poetion obthis aspect

conparison is made (step 54) between the inverse quantized signal and the
of the invention begins. The coding parameter under test is modulated in accordance

with subsequent iterations of the distortion process. The modulation of the encoding
parameter affects the result of the bit-allocation of the speciral bands performed in

20 - the rate control process. The resulting threshold of the bit allocation is compared

. withthe original perceptual threshold and the coding parameter is modulated
iteratively until the completion requirements are met. If the requirements for
completioh are not met, the masking threshold is reformulated using the modulated
parameter.

25 In a preferred embodiment of this aspect of the invention, the fermination of -
the adaptive distortion process may occur when the perceptual threshold and the
masking threshold are equ:ivalént. for any given band of interest and none of the
bands of the masking threshold exceed the perceptual threshold. If the perceptual

and rnas_lcing thresholds never converge, further termination logic may be employed




15 threshold. Next, a decision is nmade (Acceptable Distortion?) in step 56.
If the resulting distortion is acceptable (i.e., neets piBabbriargdo0s

term nation requirenents), then the process is conplete and spectral

coef fici eM®0%5887ut putted to other functions in the decd&§dfUS0}/247he
distortion is not acceptable, the coding_paranmeter being nodulated is

adj usted (step 58) and the process of bit allocation, inverse 20

‘quant i zahs long @nte peaskendt thakshidid debohot exarpdthspercepimal thvestioddl. The codi ng
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a paraneter to enbed a watermark. The wat er mar audio is
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- nmeet the specified, 8 February 2005 WD 02/ 15587 PCT/ US01/ 25473 - 46-
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sequence and/or the input signal applied to the 10 coding system FIG 30
i s a funpeicopianl thresholdisicalantatdddstepS2)iasediopdbe signal from thewededon. As in
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receives the primary information or on€ or nore det'ermnistic sequences or
bot h t hergsultingy distonfion iwadoeptabbel(icnemests poedefined termination requirements),

then the process is complete and spectral coefficients are outputted to other functions
in the decoder. If the distortion is not acceptable, the coding parameter being
modulated is adjusted (step 58) and the process of bit ailocation, inverse

20 - quantization, and perceptual threshold comparison are repeated. The coding
paraﬁleter is initially modulated based on the watermark symbol (i.e., supplemental
information) input 60 and is subsequently adjusted based on the perceptual threshold
compatison.

A similar process may be employed in a perceptual audio decoder system

25 employing a forward-adaptive bit allocation (i.e., a perceptual model is created in the
encoder and explicitly sent to the decoder). The signal data is reformatted using the
transmitted perceptual model. This perceptual model can then be modified by a
parameter to embed a watermark. The watermarked version of the audio is compared

to the unmarked signal. If the distortion measurement does not meet the specified,




determ ni stic sequences. The parameter controller 62 nodifies the way in
whi ch secondary information nodul ates encoder function o Féeaeerodsuncti on
paranmeters. It does so by nodifying one or nore sets of secondar
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secondary information modulates encoder function or decoder function parameters.

It does so by modifying one or more sets of secondary information each with either a

20 function of the primary information and/or a function of one or more deterministic
- sequences as next described. Because modified supplemental information from the

parameter controller function may be applied either to the encoder function or to the

decoder function or to both, dashed lines are shown from the supplemental

information to the encoder function and to the decoder function, respectively. Asin
25 . the case of the FIG. 2 arrangement, the output of the perceptual decoder function is

primary information with embedded supplemental information. The supplemental |

information may be detectable in the decoder function output,

| If modified supplemental information controls parameter modulation in both

the encoder function 2 and the decoder function 4, typically, the information applied
30 to one will be different from that applied to the other. For example, the supplemental

information controlling the one or more encoder function parameters might represent




out put requires the source signal or at least certain information about the
source signal (e.g., the characteristics of the source sigdgterudrn2005 he
paraneter controller is 20 programed to respond to) to be known by the
detector M¥YSH. This nmay be done by communicating t he P&EMHEE2¥ ynal or,
preferably, the characteristics of thegaurce signal that the paraneter

- -controller is programmed to respond to, to the detector function. If the

sour ce sagvmérmarktidentifiing thehewnert efihstaudimonvideoicontens and thehe source
signal are communicated, it may he possible for the detector function to

deri ve t#ppiemenialiaformatiansongelling the anedureerecdacodenfmetion patametard ysi s
of the sour si gnal, and, the decoder functiop,output. wever, er.rLors may
occur botieichd h dodnbet HentBEnE He.coPrenbing) bispats thrautSaieh  ne
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One variation of this aspect of the present” invention 1nvolves controlling,
with a thetmamher isitwhichehesupglenicheal infoermatiop medulates omedulnadreon st ate

transitions, and, 5 cqnsgguently, the rate of watermark symbol transitions.
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an exanmptemimuniddted to tee detoclt vizna sécuré ehparchnBimailartpdihk elyanaysbakaowad,
consequently, the duration of the watermark synbol, is dependent on a

~ det er mi npeslidlysegydedaiown apricssby thadeteetor fat netpubliely}snmenbet he

he wat er mar k, 15 sequence i s

nodi fi ed sequence. ,In _this partjcul ar ex I
r epeat edcPPERIRcaed &0 e fkestor Y SRS ghatine, i?%at?aﬂys%e@l to he secyyrg, thee ps
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not ed thglklsl'f\r ﬁg{m?)lglre %%ﬁ %?eﬁ%%ﬁ@?g%@s@%gﬁ.em. i ncreases based on
‘the prour r encRhefifthé Paranidter'€ofoller 62 diploys t]ﬁ’@h%’uﬂbighﬁl 1CmB TR} ERE €.
Accordingly, a finite sequence should be Used that resets appropriately so

t hat synmianner mewhivh ths spppkententaldufornmtivatmodilates i@ cBenorepaeamyieesSequence

Determnistic se?uence ) i . .
- detection of the supplemental information or watermark in the decoder function

output requires the source signal or at least certain information about the source
signal (e.g., the characteristics of the source signal that the parameter controller is

20 programmed to respond to) to be known by the detector function. This may be done
by communicating the source signal or, preferably, the characteristics of the source
signal that the parametei' controller is programmed to respond to, to the detector
function. If the source signal, rather than the relevant characteristics of the source
signal are communicated, it may be possible for the detector function to derive the

25 = relevant characteristics independently based on an analysis of the source signal and .
the decoder function output, However, errors may occur because the characteristics

are originally determined based on the source signal with no quantizer error.




10110010 (DS) Wwatermark sequence 01011100 S) Modified seglynce 001001111000

Table 1 Sel ecting the paraneter for enbedding the Waternmslq:e%ﬁ,drpzofm
accordance with a further variation of this aspect of the invention a

det er mi ni ™MQ V88 uence sel ects the paraneter or paranet er POTIENRHTENDed

the 8 February 2005 WO 02/15587 PCT/U$Q _1/25473 -49 watermark. Generally,

it Is possible to enploy any one of several paraneters to enbed a

- watermark. KOsnteXHAR FarathbRr MediiatibRin RespitieRd haBlefhiBic B6Gikncel N
spectral energy nodification in a particular frequency range and the

modul ati on of - anot hévogdymgethe rateasfiwatsriakesymelsbldtamitions bandwi dth of the

decoded signal. If only 5 one paraneter is nodul ated, the resulting

wat er mar k mayOBe vapadop of Hup aspsck of thepregentioventiaminyolies aoatrolling;iwifh t o

spectral ener pdul ation. ,On t he. ot her hand, ,if, the enbeddi ng techni que
Uhat i s HOEHPRURISR SSARERDR Tt BATRG!SS rRodptom iate RRSTIABUING! | ng

anot her, |, t4 I -percept| . nber  of
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noi se-1ike). "Tabl eﬁz iII‘ustrae% es two myg@cﬁ,&%%ﬁa@%ﬁf‘gﬁhéﬁ)gr arreesgrs may be
sel ect edmiodulatiomdthiat and, cdnsedpinntly, the duvationlof the awernark gentbol edteaf IfTabl e
2, paraneters 1 and 2 take on the value of the watermark sequence (\W5)

. degelndi g‘gatﬁﬁmﬂésmb@mﬁr@%ﬁw argﬁmherdd@d (absl)consta?t mtarrpp@tjﬁxffasmn@as | is
o i W5 15 ' S is "Q",
ot her w o2 8 VsSiRird ke Retiih GRS paFRRRTEy yﬁo@ﬁﬂﬁwﬁw@d’@g@re State
oo Ly i panitee thodiflrion SubRl AR il e APy of BRSNS Yo o e

is 1, ofchefiite effeetsilﬁ%ﬁgé ywhinirBfheldO Pablé @tsﬁoﬁz@fah%iahﬂﬂe% whiclyglele (either

state may be, but nee ot be, the paraneter's default value). The

sequenc edurhitiomaf thépaaneetet modulnidnAate nad) tdse@iemdie the duiation dfdhdet ect
the Ws in this exanple. In the second exanple, shown in part "b" of Table
2, par anwelersatk gymbol, is depandientiona determintsticseqesnass thusgesultisgiaihe of t he

V& ‘depenzgja{ € %ﬂ(l)%noag Q %%ﬁ!e& %gcllliéncléf) Tn this gg{’t?dulgraéx%gneﬁlg r1:héL watermark

15 sequence is repeated if the deterministic sequence value is equal to "1". If the DS has

a value of "0", the watermark symbol is not repeated. It should be noted that the
period of the watermark symbol pattern increases based on the occurrences of the
value of "1"in the deterministic sequence. Accordingly, a finite sequence should be

used that resets appropriately so that synchronization is possible during detection.
20

Sequence Type Sequence
Deterministic sequence 10110010
_(DS)
Watermark sequence 01011100
(WS)
Modified sequence 001001111000
Table 1

Selecting the parameter for embedding the watermark
25 In accordance with a further variation of this aspect of the invention a

deterministic sequence selects the parameter or parameters used to embed the




modul ated fromits default state to a state reflecting a W5 val ue of "0"
and paraneter 2 is nodulated fromits default state to a8dtekirgary 200%cting

a Ws value of "1". In this 25 way, either paraneter may be detected

i ndependeMQ §#/158% t hey both convey the WS. Sequence TypeS&&TEROE25473
Determ ni stic sequencel0110010 S WaterJm k sequence01011100 (W5) 8 February

2005 - WD 02/ 15587 PCT/ USO /25473 -50 aParaneter | = W5, DS 01001100 (0)
Par anet ewalermarl (erlotalBf) Gfi3GMARsibl¢ 10 elﬁgléaa»_ﬁ'ﬁf@@ Gtie 3f delveraNparndR1OfP11
Parameter 2 1, W5 (1)01011100 Table. 2 ifying the raté at which the

-choi ce ofmpedanwatermafior Fonexdmpleothecmadyglation Afove giangmeter mdyureshléin a
variation of this aspecgi.of. the invention, the choice qf par ters for
modul at i §Re e@ﬁ’%&’g‘@"é%@ﬁﬁpﬂﬁ ARATHCHAT BeRVeRcREES éaaéh%mo tion 9%
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(either pbaba witl abste séﬂéitiﬁrﬁgdo RPboth enbits mpduRkBhe 1O thitebthiet handlifehe and
t he synbol repeats when the DS value is "1 " and otherwise it is not

- r epeat edembeaddingt techiiqie thaddsiisedsiwitches bettween mefdudatinighong paradeftendnd val ue

of the W5 (either state may be, but need not be, the paraneter's default
val ue) Heiulatngnalper, thegtosy %@ﬁtmﬁwamq}@ss Rerceptibige At thermpmser ¢ s

- [ . ' h | e.of o) o] bot h
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10 (the impairment introduced by the watermark is more noise-like).

Table 2 illustrates two ways in which coding parameters may be selected for
modulation. In the first example, shown in part "a" of Table 2, parameters 1 and 2
~ take on the value of the watermark sequence (WS) depending on the deterministic
sequence (DS). For example, parameter 1 is modulated to a state reflecting the WS
15 value if the DS value is "0", otherwise it is modulated to a state reflecting a "0" value
- (either state may be, but need not be, the parameter's default value). Accordingly,
parameter 2 is modulated to a state reflecting the WS value if the DS value is 1,
otherwise it is modulated to a state reflecting a "0" value (either state may be, but
need not be, the parameter's default value). The sequences from both parameters and
20 - from the DS are required to detect the WS in this example. In the second example,
shown in part "b" of Table 2, parameters 1 and 2 are modulated to a state reflecting
the value of the WS depending only on the WS itself. For example, parameter 1 is
modulated from its default state to a state reflecting a WS value of "0" and parameter
_ 2 is modulated from its default state to a state reflecting a WS value of "1". In this
25  way, either parameter may be detected independently, as they both convey the WS. -

Sequence Type Sequence
Deterministic sequence 10116010
(DS)
Watermark sequence 01011100
WS)




~technique transitions)(W5),0 DS (0) Paraneter2=W5, 0010011

Wat er mar k sequence01011100 (W5) Modi fi ed sequencePar anet er % 1011%§$1l'of
8 TR us¥ 2099 1
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Par anet er Modul ati on in Response to the Characteristics of the Source

Si gnal Modifying the rate of watermark-¥ynbol transitions using source
signal anal ysis Apethetr—vart+ation—ofthts—aspeet—of—the+nvention invol ves
analyzing the 5 char%ct?@l’%‘flﬁf@ 15t WheDBo(r ce sP4PBI10QNd t hen adaptivel y
controlling the ratle of paramd0@r nodul afion transitions angl, consequently
the rate of waternmgrk |sPaggahetet 2aaWS, DYS |basedpgp1otep resul§s of this

anal ysis. In partiqular, it i nv(q ves varyiing, in response top
characteristics of fthg=soture Hohal——therdurattan—of—the—paf anet er

nmodul ati on st ates ar}a, ﬁﬂ»fﬂ@fﬂ 'fﬁ"ljyIWSI(‘) Jur at i 10)()'0](}(19 \I\I::t br mar k synbol
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A1, pat Rl db SRR it FR6R"S 1R Ui apfe, Buliitetot T Bicauifteatda ' ©

- 10 state reflecting the inverse of the WS (either state may be, but need not be, the
parameter's default value) and the symbol repeats when the DS value is "1" and
otherwise it is not repeated. Parameter 2 is modulated to a state reflecting the default
value of the WSS (either state may be, but need not be, the parameter's default value)
and the symbol repeats when the DS value is "1" and otherwise it is not repeated. As

15 in the example of part b of Table 2, both parameters convey the watermark.

Sequence Type Sequence
Deterministic sequence 10110010
(DS)
Watermark sequence 01011100
(WS)
Modified sequence (rate | Parameter 1 =- 11011000011
of technique fransitions) (WS), 0
- DS (0) |
Parameter 2 =WS, | 00100111100
DS (1) 1

Table 3




~which the choice 8 Februa

25 (by repeating the sane nodul ati on state of the paranmeter) if the SDS has
a value of "1 ". If the SDS has a value of "0", the watesfubkusydtitd is
~not repeated. In this exanple, it is assumed that a single coding

par amet er WbWNE§8Y t he. watermark. Modifying the rate at WECEASEHB4Ehoi ce of
paranmeters for nodul ati on changes usi_gg_source signal analysis 30 In

anot her aspect of the invention, the juSt-explained aspect is nodified so

as to use the charactent®llins Pofanidier HoBukEion ifTdspbfisedi fy the rate at
LPOL/ 25473 -52 of

~par anet ers _f.or, I’deL% ationw% n&%gteﬂggg%éf‘%ggs%ﬁ;g% rate of parameter
Podurat i on MGRE kB e Seatem TN Bonsitions usiiecidurcs SenPC-ANS

t iti . [: ' : |
provi des 1 enpnofiEE ey Ribh BP Ui phect of Hin06n MR el PHRE B! 202
exanpke  gharhblefisG§EPOPINERurdeSsizhd1Vad HeAGhdaptipel cdﬁtr_%ll‘i’lﬁ% fidate ¢f In this

exanple, paraneter 1 is nodulated to a state reflecting the inverse of the
WS (ei t hparastedéremodylabien tharsitimschndp tomvequetity e mbeoEwaterdmflasymbohbl ue)
and the synbol repeats when the SDS valuye is "1" and otherwi se it is not
r epeat ed frangitipasrbased on the nesulds of s amplysist ln pantisplascitinolvpevaying @ val ue

of the W5 (either ,state. mayb but d th ter' s default

- val ue) aﬁ?ﬁﬁ)f)ﬂ%c W‘:’”T”éﬂ%n%{%te%ﬁéﬁmfg%f%@i%&%ﬁﬁwe?g&%%ﬁgﬁ%eﬁt hgr \E/i\n!]se it
is not r o ' h . t
LSt SRR b Ay oAU, e Bl e VARl 09 BALTE! 1o

but dpf f gofeithylel fapi ,cﬂaﬂgiﬁ(g @BRAIl doptiticisana Il)i‘tﬁﬁée defstifdebiectdfe  SDS.
Sequence TypeSeguence Si gnal-defined sequence00101110. (SDS) t er mar k
sequence®iidraDfhagBY thibnliafibedissd qo bossen (hegicedepihilityeof 4 9/m0aibik 100 of
synmbol transitions)O bMdified_sequence, (rafeParanmeter 1 - 101.10%00014[§0f
SPEIg¢ 4) 0

t echni queymbakhisansitiers) [fiBe, amplitsde obthedirae«lonain spprapisignal Varigs
pre-determined threshold from frame 1 to frame 2 (assuming that the source signal

3

(o]

has been formatted into a digital signal stream having frames), the watermark symbol
15 may be allowed to change from one value in frame 1 to another value in frame 2. In
frame 3, if the characteristic of the source signal does not vary beyond the threshold
from the previous frame(s), the symbol may not be permitted to change values. By
correlating watermark symbol transitions to masking events or other "change-
friendly" conditions in the underlying source signal, imperceptibility of the
20 Watemmk may be improved.
| In Table 4, a source-defined sequence (SDS) represents the output of a
thresholding process, such as transient detection. For this example, an SDS value of
"0" indicates that no transient condition occurred and a value of "1" indicates that a
transient was present in the block. In part "a" of Table 4, the WS value is repeated
25  (by repeating the same modulation state of the parameter) if the SDS has a value of
"1". If the SDS has a value of "0", the watermark symbol is not repeated. In this
éxample, it is assumed that a single coding parameter conveys the watermark.

Mo.difying the rate at which the choice of parameters for modulation changes
using source signal analysis

30 In another aspect of the invention, the just-explained aspect is modified so as

to use the characteristics of the source signal to modify the rate at which the choice




- differenf

" the source signal is stationary, te

15 Table 4 Selecting the paraneter for enbeddi ng the waterymrk usj
source signal analysis 20 In another aspect of the present nﬁ?ﬂm%ﬁg t he
nunber. of yaghaERELrs in the available set of paranmeters gyghlgphgfor
nodul ation 1s nodified based on characteristics of the source signal.
Suppose a particul ar watermarking syst-é-is 8 February 2005 WD 02/ 15587
PCT/ USCOL1/ 25473 -53,abl e, to.emhed a wat ernmark by nodul ati ng any of several
EBWQ?‘F@?@r@r (‘é‘.’qi}h?ﬁm}) a&ﬁﬁ?séssoppé@?th %6 rale gt ener gy boost

oot L85 8, pRERAGIL bl o SRSA 0140,
May CausfercBPRbleaPthdy ScAlaneesthb @o%%grsg@ﬁ%’ ?%ga%%@%rgﬁﬁ]ﬁa ;ﬁgg’%?%r 1

per cept i bitmnibainieadbaninditionsn dmgkangss bf this @nibodimentc iageed kapait b
perceptual |y masked. As a result, it may be beneficial to reduce the
avai | 2bl ef Tablegt. Inthisrexample; paramieden 1 inmodakated toat stateareflieklang thednversse

| Eési‘-'nt %%P@fes\?vri,é%é%nsﬁ%?ﬁ&té'@tL%é@é?fh%?&l%%gﬁag@%%&é‘%faﬁﬂ%f vbasdd on
previ oustty VPPt 8 lefiE Sps FARS KSR A GReLORp 08 AR RESHEF  on

exi Sts i Pajphifetél P niat1A8d R st #flecRhg | ;%%‘Eﬁgjt%%h?asoff{ﬂ?twgqe %%%nt

condition exists. In Table 5, paraneters nom nal Ty conve

wat er mar mawibep bobnéedinsi l%]tth@?mdhiet@% dfndt yakuSPand th) synibdltepsntpatmet er 1
havi ng a nodul ation state reflecting a value of "1" for WM val ues of "OQO"

-and Havi thg SDSoalneatsi "df andatherwdsd #ds hoigrepeatatiudsaiin the exampher of st brof
_par anet g vi.ng a nodul ation state reflecting a value of "1" for WM
val ues O{raﬁ?..pfj g’ﬁéh gaxﬁmﬁjersapwamlm%wa%élh&ﬁp@@ﬁ%s %lm{@r@@ﬂw "o
otherw s - hent.. eondi ti on.exi,st.s SDS = 1 t angters 3
and 4 ar U TROR SRR S ALE 3! ot el bor EEABE PR e
distortigpg. instead of parameters 1 and 2, which cause spectral

distortion. Having reduced the nunber of paraneters, a determnistic
sequence may then be wused to select paraneters fromthe smaller set,

t hereby preserving the bhenefit of wi.tchi ng between or anong paraneters,
while at the sane ti eqadage Tyed y cHoosi ng anorfequeneset ers that|are
preferable in vi e%ﬁal—%ﬁh@ﬂke@féﬂﬁée stgnal chaypigfast1cs. 25
(SDS) '
Watermark sequence 01011100
Ws)
a | Modified sequence (rate Parameter 1 01001111100
of symbol transitions) - 0
b | Modified sequence (rate Parameter 1 = - 10110000011
of technique transitions) (WS), 1
SDS (0)
Parameter 2=WS, | 01001111100
SDS (1) 0
15
Table 4
Selecting the parameter for embedding the watermark
. using source signal analysis
20 In another aspect of the present invention, the number of parameters in the

available set of parameters available for modulation is modified based on

characterisﬁcs of the source signal. Suppose a particular watermarking system is




Sequence TypeSequence Signal -defined sequence (SDS)00101110 Wat er mark
sequence (W) 01011100 Paraneter 1= 1, W5 (0), SDS 10000008 RxbriRay 2083 er 2

1, WS (1), SDS 01010000 (0) 8 February 2005 WD 02/ 15587 PCT/ US01/ 25473

-54 Par an®O2/18582 1, WS (0), SDS00100010 1 Paraneter 4 =1PCRESPY35473
'SDS00001100 (1) Table 5 Controlling Pargneter Mdulation in Response to 5 a
Determ ni stic Sequence and the Charactéristics of the Source Signal In

- addi ti ongHl@ 16 eﬁIHefaLd WArRAERBY 6 ATRENSE hy OF sedrB0diPR st dafRheerd gr.]g.t ic

sequence or only characteristics of the input signal, the inventi al so
cont enpl paremeters mesultihg g speotabehengyrbudst, abinpordl moisesnsertion] arwikdila
determ nistic sequence and, characteristics of the input signal. 10 There
are mul tiegnetionysicyo Repepiding emtheuurent charhstasistics of thesosisepsigoal, antiallt he
source signal characteristics i.n order,to contrql bparangter, nodulation
Dol ng. s P UHage PRIATRRFLS HBY 600 BB CSle Fhangss dh o foaogsa Sisebs FoT n one
such t . LI St1.6: e f | ng

par arnor e ey (e RO ot 1S AAHGRAT, BTSHE 08 Bbert i By BeafBfe 1
Nore pargdresthtdblehaniaispocttdle fggrwé ' t wo
par amet eI?sr éai%ig} c)rfl-]cl)sen S?g? rmtlzllﬁl ti éﬁ’%%ﬁ“ﬁ?@i@éﬁ?ﬁﬁgﬁ%ﬁdﬁ st (SDS
= 0) andmbficsle Asmaeetleris newydbedivnetividlas ecduve the detitabie sétdflipursmgteen te,

DS. Table 6 illustrates this nethod. Sequence TypeSequence Signal -defined
sequenc dbase thad andlilesl o causeaeseltn that are sy parcemitie or dermurrent

§
sequence () Q1o11100. |
10 In Table 5, an example shows a signal-defined sequence (SDS) based on the
 same thresholding process (transient detection) as described previously. An SDS

value of "1" indicates that a transient condition exists in the block and an SDS value
of "0" indicates that no transient condition exists. In Table 5, parameters 1 and 2
nominally convey the watermark when no transient condition exists (SDS = 0), with

15 parameter 1 having a modulation state reflecting a value of "1" for WM values of "0"
and having a modulation state reflecting a value of "0" otherwise and parameter 2
having a modulation state reflecting a value of "1" for WM values of "1" and having
a modulation state reflecting a value of "0" otherwise, If a transient condition exists
-(SDS = 1), then parameters 3 and 4 are modulated, which parameters optimally cause

20 temporal distortion, instead of parameters 1 and 2, which cause spectral distortion.
Having reduced the number of parameters, a deterministic sequence may then be
used to select parameters from the smaller set, thereby preserving the benefit of
switching between or among parameters, while at the same time adaptively choosing

among parameters that are preferable in view of current source signal characteristics.

25

Sequence Type Sequence

Signal-defined sequence (SDS) 00101110

Watermark sequence (WS) 01011100

Parameter 1 =1, WS (0), SDS 10000001
(©)

Parameter 2 =1, WS (1), SDS 01010000
0)




Parameter 1 =1, SDS (0), DS(0), 00000001 W5 (O Paraneter 2 =1, SDS (0),
DS(0), 01000000 Ws (1) Paraneter 3 = 1, SDS (0), DS(1), 8%&&@@2@05/\8 (0)
Paraneter 4 =1, SDS (0), DS(1), 00010000 Ws (1) Paraneter 5 =1 S (1),
DS(0), OVSYBHEHWS (0) 8 February 2005 WD 02/ 15587 PCT/ @§€1U$02’%i'&7% -55
Parameter 6 = 1, SDS (1), DS(0), 000011H0 WS (1) Parameter 7 =1, SDS (1),
DS (1), 00100010 Ws (0) Paraneter 8 =1, 'SDS (1), DS (1), 00000000 VS (1)
Table 6 In anot her X?ﬁ?ﬁﬁete?@e:qem:q@f'@%c (m)dlfies the rate of
transitions -5 of the watermark és t [ by a

si gnal -defined sequ he second col um
Illustrates the firgt eprbedBd QQech | que based on
the SDS and the thirld col um |II(1|}trates the second step ¢f further
altering the rate of the sequences based on the DS. As in previous

- exanpl es, the sequence value is repeated if the SDS has a value of "1 ". If
the SDS 10 has a value of "0", the séfubd@de value is not repeated. Sequence
TypeSequence (DS) Sequence (DS/SS) Signal -defined sequence (SDS)00101110

Controlling Parameter Modulation in Response to
5 a Deterministic Sequence and the Characteristics of the Source Signal

In addition to controlling parameter modulation using only a deterministic
sequence or only characteristics of the input signal, the invention also contemplates
controlling parameter modulation in response to both a deterministic sequence énd
characteristics of the input signal. |

10 There are multiple ways to combine the use of a deterministic sequence and
the source signal characteristics in order to control parameter modulation. Doing so
may further tmprove imperceptibility and/or robustness. In one such method, a
deterministic sequence selects which subset of coding parameters is used for different
states of the signal characteristics. More particularly, using the éxample of Table 5

15 - above, the first two parameters are chosen for modulation when a transient does not
exist (SDS = 0) and those parameters are chosen based on a deterministic sequence,

DS. Table 6 illustrates this method.

Sequence Type Sequence
Signal-defined sequence (SDS) 00101110
Deterministic sequence (DS) 10110010
Watermark sequence (WS) 01011100
Parameter 1 = 1, SDS (0), DS(0), 00000001
WS (0)
Parameter 2 = 1, SDS (0), DS(0), 01000000
WS (1)
Parameter 3 = 1, SDS (0), DS(1), _10000000
WS (0)
Parameter 4 = 1, SDS (0), DS(1), 00010000
WS (1)
Parameter 5 = 1, SDS (1), DS(0), 00000000
WS (0)




Determ ni stic sequence (DS)10110010 Wat ermark sequence (W5) 01011100
Paraneter -1 1, W5 (0), SDS 10000001110000000001 (0) Par amstrebruarF2005 W6
(1), SDS 01010000001001100000 (O) Parameter 3 =1, W5 (0), SDS
0010001009®19236%3110 (1) Parameter 4 = 1, WS (1), SDS 000&ETAHOEERBD0O11000
(1) Table 7 15 Wth each of the exanpl gg_in which nultiple coding
paraneters convey the enbedded sequence, there al so exists the possibility

of addi ng redundan WP@Yamé#%P'@éL'IQSﬂSe(eBaﬂTS t er meygeogpeeauence to
'Kﬁes’erg?r" F

mul tiple coding pajanmeters to esiliency to jattack or
processi ng. To faciH+ttatet-oner——complex-ty—detecti-on—8tFebruary 2005 WO
02/ 15587  PCTI Us01] 2Batametes & = LADS (A AR 6Bk a téKQOHQQOhagF const r ai ned
rel ati onshi ps, or @ predeterni We(Ohierarchy, $uch that if one paraneter
has errors the det ¢cParari@yr Be= a,bgpst(Q),@SQy)gr t omessage [from anot her
codi ng paraneter. Additionall ng@et erm nisti ¢ sequence may| be used to
nodul ate 5 si nul t akeotusty—ore—or—frere—other—eodtng—parareters to nake it
difficult for an attacker to deduce which paraneter is carrying the

wat ermark. In an exanple shown in Taﬂb@e § paraneter 1 conveys the
wat er mar k sequence and the determ nisti sequence specifies which of
paraneter 2 or paraneter 3 will vary based on the watermark sequence.
Paraneters 2 and 3 in this case do not carry the watermark, but 10 act as
~decoys. |n tHnsamtiemExempléghd demyrninisticeéquencemddidigs e tdte ofahsitiohde
appropriate state of the DS, and will be "0" otherw se. Sequence

Ty peSequefiths wateamaiknsesuencescthatancanodifieddyiosigoal-defined sequence. Table 7

illustrates this method. The second column illustrates the first step of altering the

embedding technique based on the SDS and the third column illustrates the second
step of further altering the rate of the sequences based on the DS. As in previous
examples, the sequence value is repeated if the SDS has a value of "1". If the SDS

10 has a value of "0", the sequence value is not repeated.

Sequence Type Sequence (DS) ‘Sequence
(DS/SNS)
Signal-defined sequence (SDS) 00101110
Deterministic sequence (DS) 10110010
Watermark sequence (WS) 01011100
Parameter 1 =1, WS (0), SDS 160060001 110000000001
0)
Parameter 2 =1, WS (1), SDS 01010000 001001100000
()
Parameter 3 = 1, WS (0), SDS 00100010 000110000110
1)
Parameter 4 = 1, WS (1), SDS 00001100 000000011000
¢y
Table 7
15 With each of the examples in which multiple coding parameters convey the

embedded sequence, there also exists the possibility of adding redundancy by
applying the same watermarking sequence to multiple coding parameters to increase

error resiliency to attack or processing. To facilitate lower-complexity detection,




Wat er mar k sequence (W8) 01011100 Paraneter 1= WS01011100 Paraneter 2 = WS,
DS(O) 01001100 Paraneter 3 = WS, DS(1) 00010000 Table 8 1% fahieanigP@n |t
shoul d be wgggisgpod that inplenmentation of other variati 88925473

nodifications of the invention and its various aspects w |1 'be apparent to
those skilled in the art, and that theSdwention is not limteéd by these
speci fic enbodinents described. It is therefaore contenplated to cover by

t
t he presSHER FOMASMAHMSIEYS By have cpustrsiapd relatippyyps,vurd predeiesmined
i val enf: t LEhin th i ri f . the basi
cnder yi iR pit ol Culrdfle s ikt el R b bfe NRveR on
and its \tﬁéh@gﬁ%@s&;&ﬁt&m&%ﬂ Leppnt,ed as software functions perforned

in-digital sign processors, progranmed general - purpose digital

conput ers, anddditicpdiyi aldepsriinmitic dequdndt HABs iSsdto hplalfhaces between
anal og and 25 digital signal streans may be ‘perfornmed in appropriate

har dwar e sinaltanecoaslyf eecot mose other soflinggracaraetttoto fiakenitedifficdt ferlmuar y 2005
-57 CLA :% ]1? A rg]gahod f .modi fying the operation of the encoder function
and/ or t REacksT da dgdace pyamsterss gapying the wateanaid. Jpsmesnampleshowdance
wi th sup tal informgtion so.that, the. supplenental. infornation may be
det ect ab?]éq‘f’lﬁgtﬁég asgf}:flﬁ{?fmioqontvﬁgs ﬂ}%\{l@@gpﬂﬂgﬁﬁgﬁlp{gﬁq a’&@%&%tﬁ%mm| ating
one or ¢ er

Finct 1 on oS SERIEEE vt OF RuaRIA™? of piahich S Yary Baied GERET,

i nf or mat inaierni@k Jequierve! Tetameteds Jiand 3ia thisadade dowlRticairy the 'vsﬁ&tﬁ?rizﬁ'ﬁgﬁtla'
coder is an audio coder of the type that enploys a hybfiid forward/ backward
bit 401 oeekasalecogs. In Hus kyampls; theldemytparaimeaters ¥illleguel theSH¥Sdootiee or nor e

parameters include 1s one or nore paranmeters that fall within one or nore
of the fB8PYORMAL HatecfdnpddS, andswilhbe n®uethermiseni t al | ocation, coupling

bet ween or anong channels, frequency bandw dth, dither control,

_ Sequence Type Sequence
Deterministic sequence (DS) 10110010
Watermark sequence (WS) 01011100
Parameter 1 = WS 01011100
Parameter 2 = WS, DS(0) 01001100
Parameter 3 = WS, DS(1) 00010000
Table 8
15 Conclusion

It should be understood that implementation of other variations and
modiﬁcaﬁons of the invention and its various aspects will be apparent to those skilled
in the art, and that the invention is not limited by these specific embodiments
described. It is therefore contemplated to cover by the present invention any and all

20 modifications, variations, or equivalents that fall within the true spirit and scope of
| the basic underlying principles disclosed and claimed herein.

The present invention and its various aspects may be implemented as software
functions performed in digital signal processors, programmed general-purpose digital
computers, and/or special purpose digital computers. Interfaces between analog and

25  digital signal streams may be performed in appropriate hardware and/or as functions

m software and/or firmware.




20 phase relationship, and tine/frequency transformw ndow. 4. A nmethod
according-to claim1 wherein said perceptual coder is an @Wibeuarg20@ of
‘the type that.enploys a forward bit allocation. 25 5. A nethod according. to
claim4 wherein said one or nore paraneter¥74nclude one or nore paraneters
that fall within one or nore of the follow ng categories: maski ng nodel and
bit allocation, -coupling between or anong channels, AMENDED SHEET 8
February 2005 WD 02/15587 PCT/ US01/ 25473 -58 tenporal noi se shaping
filter coefficients, and tine/frequencYCEABWSf orm wi ndow. 6. A net hod
~according to claim1 wherein said perceptual coder is a video coder and
wherein said one or nore pararreters i ncl ude one or nore paraneters that

fall within ong or Il opi n fr type, and
notion control . 1 d\gi%tﬁogreq @ﬁd&g{ mengp?r& ‘Bﬂ ftﬁei"f Mrﬁ‘%ﬁl@l #He/ a5y the
nor e par deeddurs fisictions of ef L cdpt K f egkiyl

decoded out put si gngln one Olfﬁﬁl(r;TDdl’ gﬁ‘ﬂotcbﬁln%asgﬁé{flg H?\O%%thﬁg %%lugﬁbp@&emal
noi se, t iHerMmatian jserthai the supplesrensal lalﬁmmmtuhamlaglb& detéétabledgubp atput of the

_bandvvl dt noi se. phase rel ati onshi p between or anong channel s, and
wi de spe@?r e?eﬁg%onal | g'é)plr‘?b“%m se. 20 S. A nethod according to claim1

‘wherein sai d ORfydlatiiy EndSF AERE Phfanitiérs iRy &cd qepm%m{ ﬁ‘/&gsaﬁé‘%e%d Lhe

followi ng acts: varying a two va par anmet er betwee

varyi ng g’r’f@tﬂ?&riaﬁé’lmﬁ%é@ meewfwnaarmn@ntem afefaiiibupplahertab indfoanetion. nor e
ot her, val ues, and 25 varying the parameter between or anpng val ues ot her
than its default val ue.

¢ ) 2. A method according to claim 1 wherein said pcrceptual coder is an audio
coder of the type that employs a hybrid forward/backward bit allocation.

3. A method according to claim 2 wherein said one or more parameters include
15 . one or more parameters that fall within one or more of the following categories:
- masking model and bit allocation,
" coupling between or among channels,
frequency bandwidth,
dither control,
o phase relationship, and

time/frequency transform window.

4. A method according to claim 1 wherein said perceptual coder is an audio
~ coder of the type that employs a forward bit allocation.

25

5. A method according to claim 4 wherein said one or more parameters include -
‘one or more parameters that fall within one or more of the following categones

maskmg model and bit allocation,

coupling between or among channels,

AMENDED SHEET




9. A nmethod according to claim1 wherein the degree of nodul ation of said
“one or nore paraneters is controlled. 8 February 2005 WOSbkidrpZ005

PCTI USOL/ 25473 - 59 10. A nethod according to claim9 wherein the degree
of nodul aW@¥/5f8%sai d one or nore parameters is control | B§TB2t the
perceptibility of artifacts in the deggded output signal resulting from

t he nodul ati on of said one or nore paraneters. 5 11. A nmethod according to
claim 1 wher eefhpois] nEige Eidping fiffer sodffcamid,@hdi s indirectly controlled i n
accordance with supplenental Tnformation such that one or nore of the

fol | owi ng noditnatfraquenbytansforirswirelow.t he sel ection of one or nore

- paraneters for nodul ation, the rate of parameter selection, and 10 the
rate of paraneter state transitions is deternmined in response to

suppl emental jnforngtipn and as a,function.of ane or re other.signals or
seences. <12 A el ARt Ina in gl £ IhereiR ol rmi gt s Bidho: o

ot herg si g&fé r i 'f][&ﬁi o) 4”3& i ng. a
set o? i natT % |%%%é%n§ﬂ(@§%g§?%@%#%§te§ edel él%éa@l@?gén% g)}%'&ﬁ’ éétdncoder
of the ced] With&y 8h€Br ndote ok (HEFAIRAViIAE C@TcoRgst 0 cl ai m 12 wherein sai d set
of instructions include a 20 determnistic sequence. 14. A nethod

accordi ng to frhmenyi® asder ei n sai d deterninistic sequence is a
pseudo-random nunber sequence. 25 15. A nethod according to claim1l wherein
sai d one or rBpHOpgPEelers are nodul ated in said encoder function. 16. A
met hod according to claim1l wherein. said one or nore paraneters are

modul ated in said decoder function. 30 8 February 2005 -60 17. A nethod
accofgling to £l ai I i e ) ted in
sai _dwe] ncoder ?u%c@éﬁ an(?%lkdf}ng g(;) gla%%clo 3 u%@?%@”@%@g& %S?lﬁg%g oé?

modi fyi ngsjédred TRran Theé ?Bra%ietéﬂ%&hmﬁn fHdode Sutiig Skl 6he oPnfbre of:
perceptual coding systemin accordance with supplerental information and
for signal-to-noise ratio,

quantizer noise,
time relationship between or among channels,
15 frequency bandwidth,
shaped noise,
phase relationship between or among channels, and

wide spectrum, time-aliasing noise.

20 8. A method according to claim 1 wherein said one or more parametets are
modulated by performing one of the foliowing acts:
varying a two valued parameter between its two values,
varying the parameter between or among its default value and one or more
other values, and -

25 varying the parameter between or among values other than its default value.

9. A method according to claim 1 wherein the degree of modulation of said

one or more parameters is controlled.




detecting the supplenental information in the output of the decoder
according to claim 1, further conprising detecting the s@fdbeuenPods
information in the output of the decoder function. 10 19. A nethod

accor di ngMOP28P3’m 18 wherein the act of detecting the sHEBIUSAEIHE

i nformation in the output of the decodgé function is acconplished by one
of the follow ng acts: observing the dé&foded signal, conparing the decoded

signal to th [ ' : AN RHEei | -chp(ggp%g'ngthe
decoded si gngll(ﬁt%qtﬁh%%gggggfeaéﬁg%ﬁgﬂlﬁfrom%@%‘?%@nte?g?ﬁ%@%nt|ca d

per cept uahe ciogiong paseshetats iscontrolled elipdt drgicecsptibilitynsf ti€atein thencti on or
decoder function are nodulated in response to supplenmental information. 20.
A net hoddesoded dutppttsigral apsultiog Sesn thenmodseladion offsatbere of myre paragestiersed 20
signal conprises conparing the decoded signal to a tinme del ayed version of

iItself. 21. A nethod according to claimI| wherein one or nore perceptual

codi ng  par argt oS 342 Ul ALt B PRRRREE eSS AT SR TRk Bher i
- indirectly controlled in accordance with supplemental information such that one or
more of the following modulation characteristics:
the selection of one or more parameters for modulation,
the rate of parameter selection, and
10 the rate of parameter state transitions
~is determined in response to supplemental infonnation and as a function of one or

more other signals or sequences.

12. A method according to claim 11 wherein said one or more other signals or
15 sequences includes either or both of the following:
a set of instructions, and

characteristics of the input signal to the encoder of the coding system.

13. A method according to claim 12 wherein said set of instructions include a

20 deterministic sequence.

14. A method according to claim 13 wherein said deterministic sequence is a

pseudo-random-number sequence.

25 15. A method according to claim 1 wherein said one or more parameters are -

modulated in said encoder function.

16. A method according to claim 1 wherein said one or more parameters are
modulated in said decoder function. |
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17. A method according to claim 1 wherein said one or more parameters are

modulated in said encoder function and in said decoder function.

| 18. A method for modifying the operation of the encoder and/or the decoder of
a perceptual coding system in accordance with supplemental information and for
detecting the supplemental information in the output of the decoder according to claim
1, further comprising
detecting the'suppfemental information in the output of the decoder function,

| 19. A method according to claim 18 wherein the act of detectihg the
supplemental information in the output of the decoder function is accomplished by one
of the following acts:
observing the decoded signal,
comparing the decoded signal to the signal applied to the encoder functi_on, and
comparing the decoded signal to the decoded signal from a substantially
identical percepﬁ;al coding system in which no parameters in the encoder function or

decoder function are modulated in response to supplemental information.

20. A method according to claim 19 wherein the act of observing the decoded

signal comprises comparing the decoded signal to a time delayed version of itself,

21. A method according to claim 1 wherein one or more perceptual coding

parameters are modulated in response to said supplemental information. .
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