1 METHOD AND SYSTEM FOR DATA RETRIEVAL FROM HETEROGENEOUS DATA SOURCES
FIELD OF INVENTION 5 The invention generally relates to data retrieval from heterogeneous data
sources, and more particularly, to specifying and coiifiguring multiple types of data sources, for
information searching and retrieval from the different types of data sources through a network
interface. 10 BACKGROUND Data storage of data and information and search and retrieval of the

stored inforMBEITHOD N SESVENINOToDATR RAUTTEAVIASKFROMITES N 0RRpEIES
systems. These tasks are complicated by the number of different types of data storage ‘sources or
stores that are available and by the number & EE R AN S U applications that are available to
access and search the data sources. Often, some of the data sources are incompatible with the
search or ac AMmams the search and retrieval of the data and information stored
on the mconm possible. 20 To access incompatible data sources, the application
must incBrporate the accessing and searching logic and codes of each data source type desired.

Writing such code |srllésual more ¢ ex.and re uwes more_ effort to program than other types of
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each data source. Additionally, searches rme e Internet uc as a web-wide search, span
millions of wéb PAGEE ATTAt o (ff’gég g’% Frg Y%‘és SetA SAERSs BreRENR indexes a
much smallenebubrhutarfaese varied set of content types. The web 30 wide type searches are less
specificl H"lan enterprises-type searches, and users or requesters performing enterprise-type searches
typically require access to different types

BACKGROUND

Data storage of data and information and search and retrieval of the stored

information through a network interface are significant tasks performed by computer

15 . systems. These tasks are complicated by the number of different types of data storage
sources or stores that are available and by the number of di.fferent types of applications
that are available to access and search the data sources. Often, some of the data sources
are incompatible with the search or access application, which makes the search and
retrieval of the data and information stored on the incompatible data sources impossible.

20 To access incompatible data sources, the application must incorporate the accessing and
searching logic and codes of each data source type desired. Writing such code is usually
more complex and requires more effort to program than other types of programming
code. Each data source typically has a set of query languages or a search engine to
perform information retrieval or searching. The languages or search engine are usually

25  unique to each data source,

Additionally, searches performed on the Internet, such as a web-wide search,
span millions of web pages. Another type of search is an enterprise-type search, which
typically indexes 2 much smaller, but much more varied set of content types. The web-

30 wide type searches are less specific than enterprises-type searches, and users or
requesters performing enterprise-type searches typically require access to different types

of data sources.



of data sources. 2 Attempts have been made to provide systems to retrieve or search information
resident in multiple data sources. US Patent No. 5,634,053 issued 27 May 1997 to Noble et al.
describes a federated information management (FIM® system and method for 5 integrating data from
multiple databases to provide users with access to a virtual database. The FIM system provides a
uniform user interface, however, the multiple databases mentioned are of a similar type, specifically,
database management system (DBMS). 10 International Patent Publication No. WO-A-00/75,849
published 14 December ZOC%g to,Lackey et al. discloses a middleware system that provides access to

disparate data souftiERRERFLE REFRIBALE IBTRBITSuTEme ta dptBaseer searahiinEnsisien databases,
objects and exgiesitilermatiivianginse 4D files NOsysamatWa-Ar YIS0 piQuiges

access to different types of data sources, but only configures the 15 properties of the data source,
which enablgg%iéi%é%ﬁ?éﬁﬁoﬁ?‘iﬁﬁ@a@mééﬁ@ﬁwt R ssvateanand seetbediguring the
search 8nd rigliegRaiie didRias FRuediAh SRR HBVIAARRBNAIENG QISR AR-A-00/75,849

provides flexible, conngectivity to a single data source, but does not provide such flexible and

configurable 8885tk OS I FE Y RsR N s s lare iree intorfasadiapievars 1 avalirlen made to

provide systemsbigssuentivgdisies oganeaiis: eala %@u&ﬁ&ﬁ&%ﬂ%ﬁg&ﬁ%ﬁ%ﬁ%@ 4S9 context
interchange.@%ﬁ tent No. 5,953,716 issued 14 September 1999 to Madnick et al. describes a
system for q | g)‘disparate, heterogeneous data sources over a network that includes a request

translator 25 and a data translator. The.request translatpr translates a request having an.associgte.d
Tho sekbnd contex CHE0 R AAERE T HRIFRHOT ity BNErAS AL RES RSy GbRictt Besatie cisparaie
data source2000itosstkey alsh. ificlloas a Aadaleaastionemich SrRPrlales ety erkpaadrom the
data ConteXtd%%agL%r%gets)}lsg‘c% ‘3?5%1383“ a%lcjielgloelﬂreiational databases, multidimensional |
databases, objects and extensible mark-up language (30ML) files. The system of WO-A-
00/75,849 provides access to different types of data sources, but only configures the
16 properties of ﬂw data source, which enables the application to create a connection for the
data source without configuring the search and returnable attributes required for
searching. In essence the system of WO-A-00/75,849 provides flexible connectivity to a
single data source, but does not provide such flexible and configurable data retrieval
from heterogeneous data sources.
20
Attempts also have been made to provide systems for querying heterogeneous
data sources distributed over a network using context interchange. US Patent No.
5,953,716 issued 14 September 1999 to Madnick et al. describes a system for queryiﬁg
disparate, heterogeneous data sources over a network that includes a request translator
25  and a data translator. The request translator translates a request having an associated
data context declared by the requester into a query having a second data context
associated with it. The second context is also associated with the query and is declared
by, at least one of the disparate data sources. This system also includes a data translator,
which translates received data from the data context declared by the data source queried
30 into the data context associated with the request. A related method for querying
disparate data sources over a network is also described. The method includes the steps

of translating a request having an associated data context into a query having a second



30 into the data context associated with the request. A related method for querying disparate data
sources over a network is also described. The method includes the steps of translating a request
having an associated data context into a query having a second s data context. The second data
context is associated with one of the disparate data sources to be queried. The method further
includes translating data received from the data sources from the data contexts associated with the
data sources, into the data context associated with the request. The above systems are unable to
support diffekdmcoypes. dfidatersolideescant xdynassicalisdicdetitibpapplicatiie type slah datacsources, or
dynamically:defineiibgescope oheathsdarehhdrhiihadaeechenistsdalatametbiod o gy siendia address

the problems,discussesl MRAURLARIAARIESRSLHER (RE relieyal-flamimy iRl hgtespgeneous data
sources. SQMJ\?AR{}(VQ s]%%% ﬂ?f the present invention provides a system for searching and

retrieving data from ap ura |ty eterogeneous data sources, the system comprising: a configure
element for communicating with each data source, wherein each data source has at least one

associated data sollteebppe, %’é‘c%i%ﬁ‘f%é%ﬁﬂé‘géﬁy%?ﬂﬁfadégﬁ% dvserobdaiaieticsnfigdre element
configures alytapiedis Hteletdst apndadhia spescd fomswhish.torrétnevécatiatds ivisgheinctme sélection is
based on saidedaila source type, data source category or data source owner; a search element for
communicating with the configure element and each selected data source, said search element

configured to retrey seid daia i 2t e aalARE o' e NetelogsARAB IR ANCaR N aggordance

with a task rg%% e%l earc translator for each ata souree, to communic eW|th both the configure

d’l CG?‘S searciy, or retrieva tITl ?] hetelo eneou % (EU CES,
element an e searc mén and a networ errace 1or com unlca |ng etweern said elements

and said heterogeneous data sources. An alternate aspect of the present invention provides a method
for searchingl@ddfdtYeving data from a plurality of heterogeneous data sources, through a network
interface, comprising the steps of. providing a configure element in communication with

One aspect of the present invention provides a system for searching and retrieving
data from a plurality of heterogeneous data sources, the system comprising: a configure
element for communicating with each data source, wherein each data source has at least
one associated data source type, data source category or data source owner, and said
configure element configures and selects at least one data source from which to retrieve
data, wherein the selection is based on said data source type, data source category or data
source owner; a search element for communicating with the configure element and each
selected data source, said search element configured to retrieve said data from at least one
of the heterogeneous data sources in accordance with a task request; a search translator
for each data source, to communicate with both the configure element and the search
element; and a network interface for communicating between said elements and said
heterogeneous data sources.

An alternate aspect of the present invention provides a method for searching and
retrieving data from a plurality of heterogencous data sources, through a network
interface, comprising the steps of: providing a configure element in communication with
each data source, wherein said configure element configures and selects at least one data
source from which fo retrieve data, from said plurality of heterogeneous data sources,
wherein each of said data sources is assoctated with at least one corresponding data
source type, data source category or data source owner, and said selection is based on
said data source type, data source category or data source owner; and retrieving said data
in accordance with a task request, using a search element in communication with the
configure element and each selected data source; wherein communication between the
data sources and the configure element and the search element is via search translators.



each data source, wherein said configure element configures and selects at least one data source
from which to retrieve data, from said plurality of heterogeneous data sources, wherein each of said
data sources is associated with at least one correspdhding data source type, data source category or
data source owner, and said selection is based on said data source type, data source category or
data source owner; and retrieving said data in accordance with a task request, using a search
element in c&aBanihidEHGRWITH tHe (BoiMEI reRieRIBdnG:aANnd each selected data source; wherein
communication between the data sources and the configure element and the search element is via
search translators. 4 BRIEF DESCRIPTION OF THE DRAWINGS These and other features, objects
and advantages of Simsedindarttenfdiards\wijtics witl bévantipesntersiooshang ragily apparent to

one of ordin il in the.art 5 from the following written description, in conjunctign with drawings, in
which: Figur%%’%s‘k%“&%’éhg %?}@%erﬁ SRS taé?ﬁ %ﬁ?ﬁ%ﬁ?@&&?ﬁ%éﬁ?&?ﬂﬁ@%ﬂfcﬁkﬂb@%@is a
block didgrarfiash shediiimpiegoisitadieiniitidiydretementfomy il avvndsigdrenidigure 3 is a flow
diagram of a data source configuration and categorisation operation of an embodiment of the
invention; 15 Figure 4 is flow chart of a configuration and categorisation method; Figure 5 is a flow
diagram of a requedtitseaties ookt grach s ahelspnenatidan Gaboahkantatasauieauner) of an
embodiment of the invention; 20 Figure 6 is a flow diagram of a requester's access control and search
operation (search by data source category) of an embodiment of the invention; and Figure 7 is a flow
diagram of a requestigrseat cesdkoktdtd gran: sfarchxapgation:{ sdaichsbutdalaispieraarige) of an
embodjirélent ﬁﬂ%‘%tpn 25 DETAILED DESCRIPTION A system and method are disclosed for
specifying or configufing, tbgether with categorising or classifying, various types of multiple data
sources. The system and

Figure 3 is a flow diagram of a data source configuration and categorisation

operation of an embodiment of the invention;
15 Figure 4 is flow chart of a configuration and categorisation method;

Figure 5 is a flow diagram of a requester’s access contro] and search operation

(search by data source owner} of an embodiment of the invention;

20 Figure 6 is a flow diagram of a requester’s access contro] and search operation

(search by data source category) of an embodiment of the invention: and

Figure 7 is a flow diagram of a requester’s access control and search operation
(search by data source type) of an embodiment of the invention.
25

DETAILED DESCRIPTION

A system and method are disclosed for specifying or configuring, together with
categorising or classifying, various types of multiple data sources. The system and
30  method retrieve search results from the various types of data sources via a network
interface. Examples of the various type of data sources may include, for exampie, a

relational database management system (RDBMS), a light-weight directory access



30 method retrieve search results from the various types of data sources via a network interface.
Examples of the various type of data sources may include, for example, a relational database
management system (RDBMS), a light-weight direcfory access 5 protocol (LDAP), an extensible
mark-up language database (XMLDB), extensible mark- up language (XML) files, hypertext mark-up
language (HTML) files, TEXT files, and the like. Pre-configuration and pre-categorisation of search

categories npaytbeobLDARR dndsxingbepiavbent laafereaduabsearivimmnatienssitgyal). takes
place. Both the15 confi % d the categorisation of various %&es of multil%lggdata sources may be
implemented” |§%§P%% % AT iR denapeee (3 1Mb)Bikac A ERAlss. #ndimple object

access protahe HIGOAR)configwrnirosationsnisadhadtip of @ﬁ@%ﬁ%ﬁeﬁ%&%ﬁ@foﬁﬁéﬁem' 10
Figure 1 shows.an odiment of the system 10 having a configure element 2 having an
administrati\}gmé‘fgﬁ%ﬂ %ﬁ%%?f‘?ﬁ%ﬁ? SHaRfth(n P atinn cetaal) takses Plage. TRatfhtem 10 also

has a séarcheiéimentidnoomd i g aosRandh BRNAARTs ERACH! FRINKILSRGINE)2AIREyPmunication
with a search filter engine.16. A siarch translator 18 is provided for each data source 30. The search

translator 18" GPEERFA IR A% WHCTEOH RS -TIHDE etasedd Rl oiaded eorvicns freResth the
search elemeiniplé ciijdéontbessqnbfissle StRAPONERIE: by BRICkBRRNERLIaR: Gy QKGR SHMQK

interface, which is a seazch interface 8, such as SOAP and API, which is in communication with the
administrative SEEHE 2 1 the search filter engine 16. The system 10 also comprises a meta-file
or master index 22 in communication with the data source configurator 12 20 and the search manager

20. Th%iata sourc .conf?u ator 12 a tge seargh manager 20 are also in communication with the
data sources 30. MoleBver “H9& S5 TRIPHRERLRS s serstOihadne s rmagere Riement Aata sources

30. Figure 2liiuitigote adeinjesteptientHol $oniouiingnaadi6ateuerisngaluaia -3nmaikess 30 that
available in t% minisgratiggg%ergent 14 of Figure 1, such as, adding 32, deleting 34, or viewing 36 a
data source 30. DUFiNG & BearEH 383 Siion HTBGIEE RIMPSISnG AECaTHE J1awREE SfFch terms and

other pertinesunitnbd engtieh 26 iatingrimthécation with a search filter engine 16. A search transiator

18 is provided for each data source 30. The search transiator 18 of each particular type

15 of data source 30 may be required to communicate with the search elements 4 and/or the
configure elements 2. A search application 6 invokes a network interface, which is a
sr;arch interface 8, such as SOAP and API, which is in communication with the
administrative element 14 and the search filter engine 16, The system 10 also comprises
a meta-file or master index 22 in communication with the data source configurator 12

20  and the search manager 20. The data source configurator 12 and the search manager 20
are also in communication with the data sources 30. Moreover, the search transiators 18

are also in communication with the data sources 30.

Figure 2 illustrate exemplary options for configuring and categorising of data
25  sources 30 that available in the administration element 14 of Figure 1, such as, adding
32, deleting 34, or viewing 36 a data source 30. During a search 38 operation a requester
26 selects one or more search terms and other pertinent information relating to the
proposed search 38 in the search filter engine 16 to form a retrieval task. The requester
26 also selects the type of data sources, for example RDBMS, LDAP, XMLDB, XML,
30  HTML, TEXT and the like, or the category of data sources, for example NEWS, USERS,
GROUPS, TRANSACTIONS, of data sources 30 to be included for information search



proposed search 38 in the search filter engine 16 to form a retrieval task. The requester 26 also
selects the type of data sources, for example RDBMS, LDAP, XMLDB, XML, 30 HTML, TEXT and the
like, or the category of data sources, for example NEWS, USERS, GROUPS, TRANSACTIONS, of
data sources 30 to be included for information search 6 and retrieval. The requester 26 may be a user
or an application or a combination of the two, each performing different functions. The retrieval task

and informaigh Q6% a4 SUIERROBIRC PRI, SR 5 5486 SEa1ck anager 20 The search

manager 20, in turn, formulates'a task request, such as a search request, for the relevan Selected
type or cate@Bfy eiciaerSmisesdidfatetbmatitnthe formulated search request to the appropriate
search translators 18 that correspond to the specified type or category of data sources 30 to be
searched. The search translators 18 for the relevant data sources 30 issue their respective search 10
requests to the correspeiavgl dash suliinbyBatiqhensterdateramstatsts b8 inelifjathatdhentsearch
requestSyntax s ARPLQRAAE WytsER e sRaN t e earch translators 18 use the
respective search request%é to retrieve the seargg%%l%?g%om t ﬁ?ﬁé%%%sgitﬁs(%ﬁsqgg% g%%rces 30.
Searches arasdatesahdganesictordmesendm saiesteditves ansitegptiveobdhteeaimes; andfigured different
types of multiple dataisorices 304 96N eSS fro f re-configur ata sources 30
are returned by the search manager 20 b§§f< tgo%ge re&%é%%é%%.s %?5%:%%%%%?%‘3 gga‘ttglaé%ources as
mentioned aBBVESPRES be HriosRediatedsonrouscaBethateréato afigonsd Ane masegotiséd Theing the data
source configiyanane A £aIRAGHS AN APRIAION A SHONILI AW (BTl dalf gource owner 42
arched. The

may configure which of the data source(s) 30 can be se ata’source owner 42 may also
specifytthe t5pH# thdgnarssnansinRBBVSIXed BOBThD sdarchvtansiatve 1§ Extifyfiles, thtc.) and the
generic seargheategnisAlionis)ioslassiisaianslasbindal ERS,
GROUPS, TRANSFA%‘K&TIOIQ%{? eté.)?%ﬁggr which the dat§’25 SO ?ggé%%gﬁgl}(%%t}a@g%n%%%mem, the
data source Bostators kpusaids sespsatiyersariigarssticty retrieve the search results from their

corresponding data sources 30. Searches are carried out in accordance with the retrieval

task on the selected pre-configured different types of multiple data sources 30. Search
15 results from each of the pre-configured data sources 30 are returned by the search

manager 20 back to the reguester 26.

Pre-configured data sources as mentioned above may be those data sources 30

that are configured and categorised during the data source configuration and

20 categorisation operation as shown in Figure 3. The data source owner 42 may configure
which of the data source(s) 30 can be searched. The data source owner 42 may aiso
specify the types of the data sources (RDBMS, XMLDB, LDAP, XML, HTML, TEXT
files, etc.) and the generic search categorisation(s) or classification(s) 24 of the data
sources (NEWS, USERS, GROUPS, TRANSACTIONS, etc.), under which the data

25  sources 30 fall

In this embodiment, the data source owner 42 specifies or configures, and verifies
the various types of data sources 30 required by the requester 26. For example, the data
source owner 42 specifies or configures the information or properties of the required data

30  sources, searchable attributes, returnable attributes, and the like under generic categories
into the search master index meta-file 22. The search manager 20 classifies and executes

different kinds of searches with the help of the search filter engine 16 and the search



the various types of data sources 30 required by the requester 26. For example, the data source
owner 42 specifies or configures the information or properties of the required data 30 sources,
searchable attributes, returnable attributes, and the ke under generic categories into the search
master index meta-file 22. The search manager 20 classifies and executes different kinds of searches
with the help of the search filter engine 16 and the search 7 translators 18 on those pre-configured

data sourcesrafshassd dnmthpsnprofcaddigsed e hneceatd sasstoratisoey 34 and ibeelata source
owner 42 who cogg%red the gata S rceé??t.%%e search filter engine 16 is_configured to receive

search informativn: the data s6aree type: Ry LR PR At B PArE aied S5 fet2 owner that

configured Sdheeea)a Theiseardhciteh dngiinld®is ddhsigohedsSRAbsi%e R YafATibh Netscape
Directory SDK 4.0 for Java, and the like, retrieve searcgres Its from the various data sources 30
respectivelyl,aglgaasseoal%:ﬁ %esoé'é:r%tﬁgﬂ%rﬁﬂii@#g%‘?ﬂg g %%%%%"Wﬁ% SVRER R PRSI the data
source @wnehdddhaaiaprdigured the search forwarded by the search filter engine 16. The search
manager 20 formulates a particular search request using the search information passed on by the
search filter engine and formulates the appropriate syntax information specific to its corresponding

data source type. Thensarahsimosd®sadBa SOLHSF-CAPBERIVEISPATH, IReuess 0ifettisye the search
results from ' respondin ifferent types of multiple data sources 30. Figure 3 shows a data
source configﬁt%ﬁfa%ﬁ agaateaéléin 3?}8&6 665?%??8?8?%%% AR S AROATRE ¥hown, each
data source mapreti4el princiitsmtbe seirdniafioniasdd aiddtie \ihighaRecaspRUEhRIGIBIRNGOUS data
sources30 gan be configured 20 for data retrieval. Each spegified category 24 configures at least one
data sc;?t??ce‘ _%ﬁ?‘é‘g"sﬁ%\}\% é%@g&g?ﬁ%@%%ﬁ%@&gg@b ?éﬁil%g&lﬂé‘?é%?ﬁl Fagee
categorised 1y fHeedatachonsmagaorfordauldadaspanhabwserchdethsauaaompesgeand categories
24 (category, .categoryM). This data sourc nfiguration and categorisation are the pre-configured
data sourceS@S%% 3“.2,/ %gr%egq%% a%%ﬁ?%%%;ﬁ&%%%% b ?B%%Weﬁ?@’@@@ggtﬁﬁma"the data
source confignfaticatiamepeatfgdoisatmmonenation datgisnraceRes The search translators 18 use

the respective search requests to retrieve the search results from their corresponding

15 different typés of multiple data sources 30.

Figure 3 shows a data source configuration and categorisation operation of an
embodiment of the invention. As shown, each data source owner 42 specifies a set of
categories 24 under which one or more heterogeneous data sources 30 can be configured

20  for data retrieval. Each specified category 24 configures at least one data source 30.
Figure 3 shows one example of the data sources 30 that are configured and categorised
by the data source owners 42 (data source owner; — data source ownery) and categories
24 (category) — categoryM)f This data source configuration and categorisation are the
pre-configured data sources 30 (data source; — data sourcen), shown as arrows between

25  levels. During the data source configuration and categorisation operation, various access
levels are established and maintained, which provides more access control by way of
data source owners level, data source categories level, and data source types level, to the
requester 26. The data source owners 42, categories 24, and data sources 30 may be
configured and/or categorised in any combinations.

30
During the configuration and categorisation operation as shown in Figure 4 and

with reference to Figure 1, an embodiment of 2 method S70 comprises the data source



levels are established and maintained, which provides more access control by way of data source
owners level, data source categories level, and data source types level, to the requester 26. The data
source owners 42, categories 24, and data sources 80 may be configured and/or categorised in any
combinations. 30 During the configuration and categorisation operation as shown in Figure 4 and with
reference to Figure 1, an embodiment of a method S70 comprises the data source 8 owner specifying

or configuringr@g2spiuifiying treconfansenscsis vatd e tehbaisaambed spnawithhiheirsgapective data
source types.and generic. search categorisation(s) or classification(s) that those data source(s) fall
under. The &ﬁg%gﬁﬁ?bé&gﬁr RERAERYE 5% 20Ut ficy ' RES ANFcRABRRE Willwaﬁiﬁ%‘mﬁ%%ted via the

search transtiisvifiGatorisl tgur @sobelaatailusitale) Fanasrieo Rt ahaalusosses datisreyided to the

requester 26 i%r lation to,the qgj sQ rc((f owners 42, the categories 24 or the data sources types 30.
The data sofPEeRS0SERBED ﬁy K}uﬁﬁe 4 S EanpRicd pedhs sead EamIHORRSBuNd in departments

such astsales department (RDBMS), finance department 10 (LDAP), human resource department
(RDBMS or XMLDB). Eac reggug ster 26 is allowed to -perform search and data retrieval based on

those pre-configuréd BHEF pr& BREAPRIELOBIRIAY drirsasiices teaids rguidesdedon any of the
following: 1)rsqassteriiodatriatvics avndia dduded SXamPIE], /MY BSARYHIR SOUKCEQWNer2) as

shown in Figure 5; 15 2 §§a%;f? by data source categories 24, for example, users (category,) as
shown in Fi%@ o 5«?@} ar %&8%?8“58?&8’9 BpELR6! PNNRR S RBRNS RSt dree3) as
shown in Fi@mﬁoﬂ@MﬁM&&@%@ﬁ%%m?@m‘ﬁﬁéﬁcg Srimeyeparticular
data sgurce Quwper 42, for example " amasamy("E(ﬁ ta source owner2), configures multiple data
sou I‘CE?SH?)O ﬁ‘ﬁaﬁ&uf‘%ﬁ%ﬁ%ﬁ%@i %WB@A&W} )Ea"h requester 26 is
allowed to perform search and data retrieval based on those pre-configured and pre-
categorised data sources at various access levels based on any of the following:
1) search by data source owners 42, for example, ramasamy (data source
owner;) as shown in Figure 5;
15 2) search by data source categories 24, for example, users (category;) as
shown in Figure 6; or
3) search by data source types 30, for example, RDBMS (data sources) as
shown in Figure 7.

20 An example of “search by data source owners” is shown in Figure 5. A particular
data source owner 42, for example “ramasamy” (data source owner,), configures
multiple data sources 30 of various types such as RDBMS, LDAP, XMLDB, ML,
HTML, TEXT files, and the like, under different categories. The requester 26 may
perform a search or data retrieval on all those data sources pre-configured and pre-

25  categorised (during the data source configuration and categorisation operation) by that
particular data source owner 42, “ramasamy” (data source owner;}). Such a search or

data retrieval might use the command: searchByUser(*“>20 && < 307, “ramasamy’’).

An example of “search by data source categories” is shown in Figure 6. Multiple
30  data sources 30 of various first types, such as RDBMS, LDAP, and the like, are
configured and categorised under a particular first category 24, for example “USERS”.
Multiple data sources 30 of various second types, such as XML, TEXT files, and the



HTML, TEXT files, and the like, under different categories. The requester 26 may perform a search or
data retrieval on all those data sources pre-configured and pre 25 categorised (during the data source
configuration and categorisation operation) by that pgrticular data source owner 42, "ramasamy" (data
source owner,). Such a search or data retrieval might use the command: searchByUser(">20 && <

30", "ramasamy"). An example of "search by data source categories" is shown in Figure 6. Multiple 30

data sources ﬁg of ) es such a BMS, LD and the like, are conflgured and
categorised under a\té %g%éﬁrae?fﬁ%s (§1r§’/e frﬁ‘%?re %?ﬁtﬂ)‘f &qepnd Cafg E‘Wi’ﬁl SdiH-cEatRiES 30 of

various slecoﬁ‘NEWé‘é’ s%ra@mzﬁ@@ filasomnd ﬁaerr?h Hﬁ@aﬁ@@ﬂ%%@%ﬁ%ﬁ@%@gﬁ@seﬁ ungler
a particular s tegor xam EWS". The uester 26 may perform a search or data
retrieval on a é% r%g s%urcg:(()es%‘1 ﬁ%(re preg%%%ﬂa r@?}lfaﬁﬁﬁﬁéeﬁ%‘ﬁta‘fﬁ EB%F@@CSBﬁﬁgéﬁﬁtlon and

categorlsatlonpgpemt)cmﬁdmelepmf;memfagc@tefgoexéﬁrg%amstﬁ{yfﬁga?@ fgﬁt m@v(@) 'NEWS)". 5

Such a searc % rev. Im| ht u eth com and searc ByC te ory( kumar”, "USERS"). An
examplsgef s%é&rié a%gar(%ta s(f’(;ur(: pgsis | E%W YA 2O5Yl BTG of various

types, such aéUSEBS’I$ LDAP, XMLDB, XML, HTML TEXT 10 flles and the like, are configured. The
requester 26 may perform a search or data retrieval on all those data sources pre-configured (during
the data source configuration and categorisation operation) for that specific data source type, for
example "RDBMS" éda@amﬂaoef Vemtrrisbyrdets) sGuch grearitiswiaia Fiteval mEipsashe

clements of Hi B e A R N Lt e SRR PN
EXAMPIOE DEes, Sodrthe Bleniae coitfigutein Aisatyqgester 6 ghby derform 2 search or data
retrieval on all those data sources pre-configured (during the data source configuration
and categorisation operation) for that specific data source type, for example “RDBMS”
-(data source,, data sources). Such a search or data retrieval might use the command:
searchByType(“ashok*”, “RDBMS™).
15

The master index 22 meta file may comprise elements of information, such as are
exemplified in Table 1 below.

-Table 1

NAME 'DESCRIPTION EXAMPLE
Data Source | A unique ID automatically generated by | 1
D the system, which corresponds to the new

data source being configured.
Data Source | Name of the data source owner which ramasamy
Owner configures and categorises the new data
Name source.
Password Password of the above mentioned data tesing143

source owner which configures and

categorises the new data source.

Data Source | The data source location refers to the http://192.168.20.9:1521

Location network accessible IP address and port of

the data source.




ID the system, which corresponds to the new data source being configured. Data Source Name of the
data source owner which ramasamy Owner configures and categorises the new data Name source.
Password Password of the above mentioned data te$thgl43 source owner which configures and
categorises the new data source. Data Source The data source location refers to the
http://192.168.20.9:1521 Location network accessible IP address and port of the data source. 10

Data Sourc

such as US

cIHae Sauece’
HTML, TEXT, etc. Data S
ERBSGROUF
source owiner during the
name refers-to_the wehs

e HBSOUIEE Y A E RN TYPe
ource The category under which the dat
ENE:

SDRVN BNDNBEWSILOGS, ef
datensourescpogfiguration and categoris

Name collection names in the case.of X

XMCDB, TDAP-Xivit;
a source USERS Category fall
c. which is specified by the dat
ation. Data Source The data sd
MLDB, the database names in

case of ROBRAS RRBIEDAR sy epfersirs eredor (néichibe data satpa;

TEXT files.
who can ac

Rédg

rce Thaidaia AOUTORHRY! BT ABders to any

cess the data

TRANSACTIONS, NEWS, LOGS, etc.
which is specified by the data source
owner during the data source

configuration and categorisation.

W88 RBthe case of XML, HTM
use User Name valid user na

Data Source

Name

The data source name refers to the
collection nanies in the case of XMLDB,
the database names in the case of
RDBMS and LDAP or the directory (i.e.
absolute path) names in the case of XML,
HTML or TEXT files.

webs

S,
;1
urce
he
L or
me

Data Source

User Name

The data source user name refers to any
valid user name who can access the data

s0Urce.

usc

Data Source

Password

The data source password refers to any
valid password of the above mentioned
valid user name who can access the data

SoUrcCe,

uscpass

Data Source

The data source refers to the table names
in the case of RDBMS, schema names in
the case of XMLDB, object names in the
case of LDAP or file names in the case of
XML, HTML, TEXT files.

PAF_FSC_DATASOURCE

Searchable
Fields

The searchable fields/attributes refers to
the column names in the case of
RDBMS, XML tag names in the case of
XMLDB, or attribute names in the case
of LDAP.

DATASOURCEID,
DATASOURCELOCATION,
DATASOURCEUSERNAME,
DATASOURCEPASSWORD,

DATASOURCENAME




source. Data Source The data source password refers to any uscpass Password valid password of
the above mentioned valid user name who can access the data source. Data Source The da_ta source
refers to the table names PAF FSC DATASOURCE ,n the case of RDBMS, schema names in the
case of XMLDB, object names in the case of LDAP or file names in the case of XML, HTML, TEXT
files. Searchable The searchable fields/attributes refers to DATASOURCEID Fields the column names
in the case
DATASOURCEWE
LDAP. DAT/AS44RCEN/ ‘
DATASOURCEOWNER, 3,
XML tag names in the cas RSB URERREAY @G@F@?SWL @@%ﬁ%@@ﬁ%@@ﬁ(fﬁé’case of
LDAP. Exaimples of some 3edIqbrstineg:isea 8R-EeHiliaR%a0 other search task requests are shown
in Table 2. 5 Table 2 SE AR%@STRING DESCRIPTION "ashok*"| Search for strings starting with
"ashok" in dll the pre-comiag Adearchable character/string fields of the data sources. "> 20 &&{< 30"
Search for numbers greater than 20 and less than 3010 all thé pre-configured Searchabie numetic
fields of the data sources. ) .

! :xamples of some search strings, search conditions, or other search task requests

are shown in Table 2.

D, of

5 Table 2
SEARCH STRING DESCRIPTION
“ashok*” Search for strings starting with “ashok™ in all the pre-configured
searchable character/string fields of the data sources.
¥>20 && <307 Search for numbers greater than 20 and less than 30 in all the

pre-configured searchable numeric fields of the data sources.

“??mar” Search for strings having two characters in the front of the
specified characters “mar” in all the pre-configured searchable
character/string fields of the data sources.

“>='01-10-2003" && | Search for dates more recent than *01-10-2003° and older than
<='31-10-2003°" ’31-10-2003" in all the pre-configured searchable date fields of
the data sources.

(13

male

kbl

Search for strings exactly matching “male” in all the pre-
configured searchable character/string fields of the data sources.

With this configuration, the system provides flexibility to specify and configure
different types of data source(s) under various generic categories and classifications for
information or properties like searchable attributes, returnable attributes, and the like.

. 10 For example, as shown in Figure 2, the requester 26 may add a data source 32, delete a
data source 34, or view a data source 36. Based on the configuration completed by the
requester 26, the selected data sources 30 are searched 38. Additionally the system has
the ability to handle and execute searches on different types or categories of data

source(s) 30 (global as well as user-configured), for example RDBMS, LDAP, XMLDB,



"??mar" Search for strings having two characters in the front of the specified characters "mar" in all the
pre-configured searchable character/string fields of the data sources. ">='01-10-2003' && Search for
dates more recent than '01-10-2003' and older than 4%--'31-10-2003111 '31-10-2003" in all the
pre-configured searchable date fields of the data sources. "male" Search for strings exactly matching
"male” in all the pre- configured searchable character/string fields of the data sources. With this

configurationgipe AylaTRievdes fedaiiiilo.aRanlyad sRENMEIIRIeRLIYRRS Of data source(s)

under various %eneric categories and classifications for information or proper |esel| e searchable

attributes, r HosadeTAR SXapifinTeaika etio b fioxam pheiey chprercinfigoee datthe requester 26

may add a dgia. ?Eféﬂ%ﬂt k ree.36. Based on the
configuratior%:%r%%%%ﬁé&%%%%queste?%%ﬁgéé%g%é%yﬁt%gg%lﬁ%ggﬁ et se%%ﬁ%%‘%%.
Additionally #§erely siereimeal tresuisilimbedintintanhe veculidfesartaypssarf diffesentdyptimireategories
of data sour, = ' e RDBMS. LDAP, XMLDB, 12

sougels R lobalan el asanisaniedider ample ROBUS. LA XML

XML files, HTML files, TEXT files"and th ystem als es Information sear

execution angirstrvErRsiiiarenianes b roultpligiaedoatee(sp(giod)dnd oseriogrbaiifedient ypes or
categories it afill retri s, Embodi may use
Cforont e e s T Ry Bl
accordingly. et #ateHmeas -backrd thetrrsmgsteoRPdifferent types of multiple data source(s) (global
and user-configured) may be realised. The search results from multiple pre-configured data source(s)
of different types are returned back to the requester 26. 10 The system and method may be

- implemiénted on a doH shttaTfeRG Ao By ke inpleotmted coonrrunste fonexamplerbynetyorks,
such as the yresRgtHE RIGRILIaML %@B?W@o{% %ﬁ@@%%éﬁ%%%@rd gonfigyre different

types of data source(s) information that are accessible through such networ itionally, the
system maynternal networks, for example, to specify and configure different types of data source(s)

information that are accessible through such networks. Additionally, the system may
indicate, organise, and maintain the searchable and returnable attributes for the pre-

15 specified or pre-configured types of data source(s). Common or generic search
categories (such as NEWS, GROUPS, TRANSACTIONS, USERS, LOGS, efc.) may be
established for the pre-specified or pre-configured types of data source(s). Different
kinds of searches may be performed on various pre-configured and pre-categorised data
source types, for example, RDBMS, LDAP, XMLDB, XML, HTML, TEXT format of

20 multiple data source(s), while complex search conditions may be represented.

In the foregoing manner a system and a method for data retrieval from
heterogeneous data sources is disclosed. Only several embodiments are described.
However, it will be apparent to one skilled in the art in view of this disclosure that

25  numerous changes and/or modifications may be made without departing from the scope

of the invention.



indicate, organise, and maintain the searchable and returnable attributes for the pre 15 specified or
pre-configured types of data source(s). Common or generic search categories (such as NEWS,
GROUPS, TRANSACTIONS, USERS, LOGS, etc.) maybe established for the pre-specified or
pre-configured types of data source(s). Different kinds of searches may be performed on various
pre-configured and pre-categorised data source t%es, for example, RDBMS, LDAP, XMLDB, XML,
HTML, TEXT format of 20 multiple data source{s), mhile complex search conditions may be

represented. In the foragQipgdRaner a«aysiiy apeha ragtbpddordala fefreval ispmiifietgrogeneous

data sources F disclosed. Onl severzlLembgdlments are described. However, it will be apparent to

one skilled i %’8%%‘{‘?5’%&?,’% S B ISR 28 tR%erous changes and/or modifications may be
made without departirififitomethesocipe cohtheningtmgivnih E3ch Ratasolrok sylstesm fescbedatshing and

retrieving daiR oM Rikighty ehbeisseaaneoussala ruUigRs; 1aS)sie: GyRRHs/Ng: afgnfigure

element for communicatingéwith_aach ata source, wherein each data source has at least one

associdted gAE %o‘tWBSFty d Fat4 &80 85r8a?ée§8?9to?°@§%1rgssgﬂ c8% %Feﬁtdﬁﬂsgﬁaecgﬁﬁgure
element cosfiyiae§emndwbiiades ratrlewsetie dhtacsoiiresdtoot anhichaseretiesaiddats whetein the

selection is haseshanssaicdaln MG d e dalaapdrce category or data source owner; a search
element for communicati g\\%}th the configure elementfaBrgg each s«?lected data source, said search

element configurea FRTETRH J3fa TP AR Relee n@%f?ﬂ'éiﬁ%’i%r(?&é‘ﬁeégu@rﬁaﬁf%urces in
accordancesdlghtertdsia reayiest saidsarcbnteieskndedofi@uek tatatsens cajdaaerfmmmkicemsivith both

the copfigurs,le tReMetniddiin888 L8 MERT iRREL8-as WO Uiinteraeecfplespmmunicating between

said elements and said heterogeneous data sources. 15 . )
a search transfator for eac %a%a source, to communicate with both the configure

element and the search element; and
a network interface for communicating between said elements and said
heterogensous data sources.
15
2. A system according to claim 1, wherein said data source types are selected
from a group consisting of a database management system, a relational database
management system, an extensible markup language database, a light-weight directory
access proiocol, an extensible markup language fiie, a hypertext markup language file,
20 and atextfile.

3 The system according to claims 1 or 2, wherein said data comprises only a
portion of a data record available within said data source.

25 4 A system according fo any one of the preceding claims, wherein:
the configure element comprises a data source configurator operable to
communicate with each of the data scurces and an administrative element operable to
communicate with the search element.

30 5. A system according any one of the preceding claims, wherein the search
element comprises a search manager operabie to communicate with each seiected data
source and a search filter operable to communicate with the configure element.



2. A system according to claim 1, wherein said data source types are selected from a group consisting
of a database management system, a relational database management system, an extensible markup
language database, a light-weight directory access protocol, an extensible markup language file, a
hypertext markup language file, 20 and a text file, 3. The system according to claims 1 or 2, wherein
said data comprises only a portion of a data record available within said data source. 25 4. A system
according to any one of the preceding claims, wherein: the configure element comprises a data source

configuratog operable tpnhe@pBHNERIG MY 6NV B daiR SalcesranthanAdRTENstiRtve element
operable lo_sgrmunicaie Wiy he searchielament 20 2.4 swslem ageording,any og gldhe preceding
claims, whefern the search’ element comprises a search manager operablé To communicate with each
selected daausisirce and a search filter operable to communicate with the configure element. 14 6.
The system according to claim 5, wherein said search manager formulates said task request and said

search filter_filters the rﬂegreieé/% edag%ctg%&ed %nc%aid éa\sN erree%uesitd ge7'rc h;(% g{){gtgr aceor ig]g to claim
6, wherein gaid search manggep}ormulapegs said tadk reques?gase(?a IEASE ONe Of A data source

owner, a dataiddrgiceecarsyBesedrt IsaRl datacsUPGRSPBERSBOTRRY sYHaR BRUGRINRERPBlaim 7,
wherein saigdalasamrecavaayieses said 10 configure element to configure said data source
category and said data source types. 9. A system according to any one of the preceding claims, further
comprising an index element in communication with the search element and the configure element

for storing characteristi€seo$ypfemastorddstpn thetreiserircdaiapUoe PHaYyaessalcording to

any ong of thaRyecesingplaime i eEciaig st adUFEOHERP Bl SaROBAAWSE ce types.

9. A system according to any one of the preceding claims, further comprising
an index element in communication with the search element and the configure element
for storing characteristics of information relating fo the data sources.

15
10. The system according to any one of the preceding claims, wherein said
data sources are pre-configured.

1. The system according to claim 10, wherein a data owner of said data
20  sources pre-configures said data sources.

12. The system according to any one of the preceding claims, wherein said
search franslators, said configure element and said search element are located on a
computer system used to implement said system.

25
13. The system according to any one of the preceding claims, wherein said
search translators are selecied from a group consisting of SQL franslators, X-QUERY
franslators, XPATH translators, and Java translators.

30 14, The system according to any one of the preceding claims, wherein at ieast

one of said search iranslators is located on a server containing at least one of said
heterogeneocus data sources.



11. The system according to claim 10, wherein a data owner of said data 20 sources pre-configures
said data sources. 12. The system according to any one of the preceding claims, wherein said search
translators, said configure element and said search element are located on a computer system used
to implement said system. 25 13. The system according to any one of the preceding claims, wherein
said search translators are selected from a group@onsisting of SQL translators, X-QUERY
translators, XPATH translators, and Java translators. 30 14. The system according to any one of the

preceding cjaims, wherginatdeast gnesebraifisearth tanslatars dadocaisd op asmeargy containing at
least one of said heterogeneous data sources. 15 15. A method for searching and retrieving data

from a plurdBFSIPHERYS JBRRE G5 CRLRR & FBIGRS EPRRHERALRS R Pising the steps of:
providing a configerevelenmentanfigoraraignieationasitimeaichtdetaviso ercd, gaite sesinrcsaidheszifigure
element coRfigureaRkSAleRs AL IRASTREHARAQECS Tt WRIChIQ suiftieysdalacfrem said

pluralit)éof heterogeneous data sources, wherein each of said data sources is associated with at least

one coftesgERENY Wifa LBTrEBIY P ALY O SR IFERIELRAYE I TR FAL G50 BEGHIMERARY §81d selection is
based on sakldlssmsrie dypejdadawituree leategowy orrdetposding eletensryardtyptrialdtyy said data

in accordangs With adask '§Ouas s HH89 QvpeRr sRLLEMSBIdR Vi 8RNRY BICRERNMN Hiceonfigure

element and each selected data source; wherein communication between the data sources and the
configure el¥RfefFBIGHE SEERIVSIEARIACRNRE SWBRPEnslators. 16. A method according to claim
15, wherein a datasgioevog ceifideieatorofdttants eihfigask eteoesht usingonweamicakkoreniith each of the

data spyrces,hRgHRH A 1RElesiadhe dRIRSNUSsaaN dediris ibaRid data source types are

selected from a group consisting of a database management sgstem, a relational database
management wherein communication between the data sourcés and the configure element

and the search element is via search transiators.

16. A method according to claim 15, wherein a data source configurator of the
15  configure element, in communication with each of the data sources, configures and

selects the data sources, and wherein said data source types are selected from a group

consisting of a database management system, a relational database management

system, an extensible markup language database, a light-weight directory access

protocol, an extensible markup language file, a hypertext markup language file, and a
20  textfile.

17. The method of claims 15 or 16, wherein said data comprises only a portion
of a data record available within said at least one data source.

25 18 The method of any one of claims 15-17, wherein said configuring and
selecting step further comprises pre-configuring said af least one data source.

19. The method of claim 18, wherein a data owner of said at least one data
source completes said pre-configuring step.

30
20. The method any one of claims 15-19, wherein said search element further
comprises a search manager that formulates said task request and a search filter that
filters the retrieved data based on said task request.



system, an extensible markup language database, a light-weight directory access protocol, an
extensible markup language file, a hypertext markup language file, and a 20 text file. 17. The method
of claims 15 or 16, wherein said data comprises only a portion of a data record available within said at
least one data source. 25 18. The method of any one of claims 15-17, wherein said configuring and
selecting step further comprises pre-configuring sdfdl at least one data source. 19. The method of claim
18, wherein a data owner of said at least one data source completes said pre-configuring step. 30 20.

The methog any one OW@W%%Pclmhneﬁ@[%@@iﬁ%@(@@@é@éﬂ%rf%@ﬁbr%ﬁ&@%ﬁamh
manager that form Iatea Z?Ad a}%]sk r%g est and a search filter t ag filters the retrieved data based on

said task re’ifﬁ@?ﬁtl 55 Shod'of &3‘%?&“@%@%’3% aei?éﬁ%ﬁﬂ%@yfo?ﬂ] Faa[‘gs said task

request baséstzaasdeest igpesof a data source owner, a data source category, and said data source
types. 5 22. The method of claim 21, wherein said data source owner configures said data source
categorg an%said datagource types 13,. Tgtg? method anf one of claims 15-22, v¥,herein the configure
element comMprisesad EPS O5Pes 8&? ?dﬁr r PALREYY 2B SRR ARV IRTCRR A %78 data 10
sources andizin selrinisitative’ elghseitt dgiesbletdpsmmunicate with the search element. 24. The
method any one of claims 15-23, wherein said search translators are selected from a group consisting

of SQL tranglators, X-QﬁERYtar%slators, XP TI—I| 15 t[}%n%ators, and irect0é¥ SDK for Java
translators. Z5. The me Sd'Hﬁ@% S JamE 182 whe 'n‘gg?(ﬁefgs Fec?ﬁg Lérﬁegfﬁgbem; includes
said one or ¢aonRidesaasdelrceaysescidigaralprovieialibia sennerioatoWith each of the data

10 sources and an administrative element operable o communicate with the search

element.

24, The method any one of claims 15-23, wherein said search translators are
selected from a group consisting of SQL translators, X-QUERY translators, XPATH
15 franslators, and Directory SDK for Java transiators.

25. The method any one of claims 15-24, wherein said task request specifically

includes said one or more data source types that are provided by a requester.

20



METHOD AND SYSTEM FOR DATA RETRIEVAL FROM HETEROGENEOUS DATA SOURCES
ABSTRACT A system (10) and a method are provided for specifying and configuring, together with
categorising and classifying, heterogeneous types of multiple data sources (30). The system and
method also retrieve search results in accordance with search requests and conditions from at least
one of the multiple data sources, for example a relational database management system (RDBMS), a
light-weight dif C | (LDAP), an extens bIe mark up language database (XMLDB),
extensible m Hartis Y ade FIHVLHET EROGENROUST e,
through an appllcatlon programming mterfacgmsmgﬁerwce interface such as a simple
object access protocol (SOAP). Figure 1

ABSTRACT

A system (10) and a method are provided for specifying and configuring, together

with categorising and classifying, heterogeneous types of multiple data sources (30).
The system and method also retrieve search results in accordance with search requests
and conditions from at least one of the multiple data sources, for example a relational

10 database management system (RDBMS), a light-weight directory access protocol
(LDAP), an extensible mark-up language database (XMLDB), extensible mark-up
language (XML) files, hypertext mark-up language (HTML) files, or TEXT files,
through an application programming interface (API), or a web service interface such as &
simple object access protocol (SOAP).

15

Figure 1



