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to various other companies. Thus, where a company has local

networks at two or more locations, it may use the main
It is known to provide network

network to connect them.
A

15 managers for both main networks and for local networks.
network manager receives data from the individual elements of
the network which it manages and can send-instructions to
these elements. Because these two types of networks have
developed separately and have different requirements, the

20 information protocol used by the network manager of a local
network is usually different from the information proteocol
used by the network manager of the main network to which the
local network is attached. For example, the SNMP protocol is
commonly used in local networks while the CMIP protocol is

25 commonly used in main networks. Although the human operator
of a network manager of a local network may be mainly
interested in the elements of his network, it is also heipful
for him to receive information about some of the elements of
the main network which is used to connect his local network

30 to other local networks. Because differing protocols are
used in the two types of network, it is difficult to transfer
data easily from a network manager of a main network to a
network manager of a local network.

According to this invention, there is provided a data

35 storage device for storing data on individual objects of, or
related to, a first telecommunications network, said data
storage device comprising: meané for receiving data according
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20 be used for transferrlng data from a network manager for a

main network to a network manager for a local network. It
may also be used, if desired, for transferring data from a
network manager for a local network to a network manager for
a main network.

25 According to a second aspect of this invention, there
is provided a network management system comprising a network
manager for a telecommunications network and a data storage
device according to the first aspect of this invention. The
network management system may include a network manager for

30 a second telecommunications network.

According to a third aspect of this invention, there
is provided a method of operating a data storage device for
storing data on individual objects of, or related to, a first
telecommunications network, said method comprising the steps

35 of: receiving data according to a first information protocol
on individual objects of, or related to, the first
telecommunications network from a network manager for that
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second telecommunications network.
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Figure 3 is a block diagram of the software components

of the data storage device shown in Figure 2;
Figure 4 is a diagram illustrating the operating
states of the overall control component of the software shown

20 in FPigure 3;
Figure 5 is a flow chart of the CMIP application

component of the software shown in Figure 3;

Figure 6 is a flow chart of the CMIP/SNMP mapper
component of the software shown in Figure 3;

25 ] Figure 7 shows the CMIP attributes and the
corresponding SNMP attributes of the object class for a
private circuit used in the software shown in Figure 3;

Figure 8 shows the CMIP attributes and the
corresponding SNMP attributes for the object class for a

30 router port used in the software shown in Figure 3;

Figure 9 shows the CMIP attributes and the
corresponding SNMP attributes for the object class for an
access point used in the software of Figure 3; and

Figure 10 is a flow chart of the SNMP application

35 component of the software shown in Figure 3.
Referring now to Figure 1, there is shown a main

network 10 and three local networks 12, 13, 14 which are
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transferrur.'ng dataréregsacmatt\éar kultfanaaar contrfomuea B9 Bheemahk nb@wark 10
'netmork nanager fgg %a&o% £¥§‘M£J& as pa E the main network 10. The
router 24 is associated with and controlled by the local
network 13. The dashed line 25 marks the boundary between
elements controlled by the local networks. 12, 13, 14 and

20 elements controlled by the main network 10.

In the present example, the local networks 12, 13, 14,
the router 21, access point 22, gateway 23 and the main
network 10 shown in Figure 1 form part of a frame relay
systenm. Although the present invention will be described

25 with reference to a frame relay system, it 1is to be
appreciated " that it may be wused in other type of

telecommunications systems.
Referring now to Figure 2, the main network 10 has a

network manager 30. The network manager 30 receives data
30 from the elements of the main network 10 and also the router
21, access point 22 and gateway 23 and sends instructions to
themn. The network manager 30 is arranged to transmit and
receive data according to an information protocol known as
the Common Management information protocol (CMIP) and which
35 provides a set of services known as the Common Management
Information Services (CMIS). When an element transmits data
in another protocol, the data is concerted into CMIP. The
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that he can take appropriate action. Because the network

20 managers 30 and 32 use different information protocols to

communicate with their respective network elements, data

cannot be supplied directly from the network manager 30 to

the network manager 32. In oxder to enable the network

manager 32 to receive data on elements in the main network

25 10, the network manager 30 for the main network 10 supplies

data on these elements to a data storage device 34 which in

turn supplies the data to the network manager 32 for the

local network 12. The data storage device 34 will be

described in more detail below. As will be explained, the

30 network manager 30 supplies data to the data storage device

34 using CMIP and the data storage device 34 supplies data to
the network manager 32 using SNMP. -

The data storage device 34 may be implemented as a

general purpose computer provided with appropriate software.

35 In the preferred embodiment, the data storage device 34 uses

the same computer as the network manager 30 with the result

that the network manager 30 and the data storage 34 are

ot Has Been Replaced

\\ll\\\\ AN



known as an object-oriented environment. In an object-
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the second networ k nmanager for "the second_tel ecommuni cations networ

3 objects. Where, as in the present case, the computer
software is managing real world objects, it models only those
attributes of the real world objects which are necessary for

When objects are modelled in this way, they are

A category of objects of the same

A particular

management.
15 known as managed objects.

or similar type is known as an object type.

real world object is said to be an instance of an object

type. Thus, for example, router ports might be an example of

an object type and the individual ports of router 21 are
20 instances of that object type.

Individual software modules which model real world
objects are also known as objects. The software
implementation of object type is known as object class.
Thus, an individual software module which models a particular

25 real world object is known as an instance of the object class
to which that object belongs. Each software object is
identified by the name of the object class to which it
belongs and by an identifier which is specific to the

software object itself. Each object class has a set of pre-
in the case of an object

may include the

30 defined attributes. For example,
class for router ports, the attributes
operating state of the port. For an instance of a particu;ar
object class, each attribute would have a particular value
and the values are liable to change.

35 The network manager 30 uses a set of object classes
for modelling the various types of object found in the main

network 10. These object classes include three classes
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Figure 3; two corresponding classes. As will be described in more
detail below, the data storage device 34 can convert data on
the attributes of a particular object class used in the
network manager 30 into an appropriate <form for the

20 corresponding object class used in the network manager 32.

In SNMP, a network manager issues commands to obtain
information from network elements. These commands include
Get and Get-Next. A Get command is a request for the value
of a particular attribute of a particular object. A Get-Next

25 command is a request for the value of the same attribute of
the next object.

The services provided by CMIS include m-Get and m-
EventReport. The m-Get service may be a request for the
value of a specified attribute of a specified object or for

30 all the attributes of all the objects belonging to a
particular object class. An m-EventReport is an offer, for
example by a network element to a network manager, to supply

data. The data may be the values of a complete set of
attributes of a particular object or a change in the value of
35 a particular attribute of a  particular object. An m-

EventReport is an unsolicited event report.
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attributes—of the individual objects of a telecommunications
network is stored in a database, the database is known as a
management information base (MIB). MIB 46 stores the values
20 of the attributes of the objects of the telecommunications
network 10 after conversion by the mapper component 44.
Thus, data is stored in MIB 46 in a form suitable for
transmission using SNMP. The SNMP application component 48
is responsible for receiving requests from, and sending
25 responses and unsolicited event report to, the network
manager 32. - In SNMP unsolicited event reports are called
traps. The trap functions component 58 is responsible for
selecting which of the unsolicited event reports from the
network manager 30 should be passed on as traps to the
30 network manager 32. The various components of the data

storage device 34 and also the multiplexer 60 will now be

net wor k

described in more detail.
The CMIP stack 40 is responsible for converting CMIS

requests from the CMIP application component 42 into a form
35 for transmission to the network manager 30 and for converting
responses from the network manager 30 into a form suitable
for the CMIP application component 42. The CMIP stack 40
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swi t chi ng nodasing the TCP/IP protocols. Likewise, the UDP/IP stacks 52

and 64 enable data to be transmitted using the UDP/IP
15 protocols. Suitable software packages for the stacks 50, 52,
62 and 64 are commercially available. For example, the well
known Sun operating system includes both TEP/IP and UDP/IP
stacks.
Although Figure 2 shows only a single network manager
20 for a local network receiving data from the network manager
30, the present invention may be used to provide data from a
network manager for a main network to more than one network
manager for a local network. A single data storage device
can provide data on the main network to all the local network
25 managers belonging to a particular customer as these local
network managers will be interested in the same elements of
the main network. However, partly because different
customers are interested in different sets of elements of the
main network and partly because it may be necessary to
30 restrict the supply of data on network elements for security
necessary to provide an individual data
The data storage devices
Requests from the

reasons, it is
storage device for each customer.
may be located together or separately.

various network managers for the local networks are received

35 on a common communication link by a multiplexer 60. Each

request includes an identifier for the network manager which
is making it. The multiplexer 60 then transmits the request
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event reports from the network manager 30. For shutdown the

20 state variable is changed to SHUTDOWN.
Following start-up the SNMP application component
changes its state variable from one state to another for the

25

30

35

remaining four operating states.

As will be described in

more detail below, during the states CONNECTING and REG-REQ-
SENT, the SNMP application component establishes a connection
with, and registers itself with, the multiplexer 60. During
the state WAITING-ON-CMIP, the SNMP application component
waits for the completion of supplying the initial data to the
CMIP application component. During the state RUNNING, the
SNMP application component services requests from the network

manager 32 and sends traps to it.

The support files 54 include a list of the CMIP object
classes which can be supported by the data storage device 34.
In the present example, the data storage device 34 can
support CMIP object classes for private virtuval circuits,

router ports and access points.
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network 12 i s mainl interested in the el enents of that .ne
val uabl e +6r°ﬁPﬁﬁﬂéeﬁbce|ve data on the state of the elenents of the
main network 10 as Then, in a step S4, the state variable is set to

CREATE~ERS-SENT.
Next, in a step S5, the CMIP application component
20 instructs the network manager to create a new filter. This
filter specifies both the object classes and the attributes
of the three classes for which unsolicited event reports are
required. The CMIP application component obtains the data
for constructing the filter from appropriate support files
25 54. The state variable is then changed to UPLOAD-MIB in a
step S6.
In order to prevent data storage devices from
receiving data to which they are not entitled, the MIB in the
main network manager 30 is partitioned and the data storage

30 device 32 has access only to the data contained in the
partition associated with it. In a step S7 the CMIP
application component sends an m-get- request to the network
manager 30 for each object class for which it requires data.
The names of these object classes are retrieved from the

35 support files 54. Thus, in the present example, it sends m-

get requests for the private virtual circuits, router ports

and access points object classes. For each object contained
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el enents, data
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cannot be supp
manager 32. |n order 4—6t%¥iab¢%0€ti1‘é1%t wate namgeacly iostassieve thea CMIP

on el enments lna%ﬁﬁlﬁatﬂoﬁew&r[ﬂ%rﬂé}xtt@ﬁe@ﬁ&""@fﬂ&t‘?@lagﬁiaéol gtahle fi? Nehe

| es.data on these elenents to _a data storage device

network 10 su
which in p instance on which data will be sent. f it is not the
15 last instance, the CMIP application component receives data
on the next instance. If it is the last instance, it

continues with a step S8 in which the state variable is set
to RUNNING.
Then, in a step S9, the CMIP application component
20 repetitively schedules the CMIP stack 40 to determine if any
unsolicited event reports have been received.
The operation of the CMIP/SNMP mapper component 44
will now be described with reference to Figures 6 to 9.
Figure 6 shows a flow chart for this component. Figures 7 to
25 9 show respectively the CMIP attribute names together with
the SNMP attribute names for the object <classes for
circuits, router ports and access points.

Referring firstly to Figure 7, it will be seen that
circuitId, aEndPointName,

operationalState,

the attributes names comprise
30 zEndPointName, administrativeState,
circuitBandwidth and userLabels. These attribute names refer
respectively to the identity of the circuit, the beginning
point of the circuit, the end point of the circuit, its
administrative state, its operational state, its bandwidth
35 and text which the operator of the network manager 30 may
add. Each attribute can have certain values. For example,
for a particular circuit, circuitId is the identifier for the
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pvcCircuitDown and pveCircuitUp. These two traps are issued,

10 turn supply : t t | HBROR ] C
12. The pg{ﬁe?%%%‘?la@%igév‘?%%ﬂgaﬂ%%’ﬁ%e desgﬁrebr;%tﬁ%q%%a%%t%ﬁ%%\?w&
As will be  "dbsakkedd, anfe" prahbe®” manager 30 supplies data to the data

3t?r a?e flevi cet 34 ’ Reti@'zrm:fa\ﬂszﬁr@cmﬁgglﬁ\léwgs,stl ehagemﬂ@viact?%u&?eplﬂt&s a
ata to e. net Wor manager usi n . , _.1nNe agta starage
Govice 34 Ty HOBNaE | ROREed SRR gher SIUDRPSRELY,  admiEhr AL RSRAT S
wi th appropri spersifiiomglstdte t heypedfeert edndnbasdeprbabelshe Thekd arefer
storage devic 4 { SATe (SUPYLLr he networ k r W t
gegtpﬁ;ésc 2'2%31 t%gp§@%§r%%il{1e° at é:%s)et or % gggtl'ocg'ttesd

the result that k manager
toget her. Altedmimisdinatitve dfatet orbge deperatBanady atetehe gamyerbal

conputer as 2Qesl:he RAIHPT & "TRRAQGRY ?t?evﬁ Vhi 8RY the io%ﬁﬁfﬁ??ﬁihﬁg

separate qener al pur pose conput er ch can be |l o
t he networl nBRYYerk 3@ say add) Fagh @f pekeseonavinhane enpeRbt 8 PUGReEr

both of themof values. ThetBolthespenddnly SHM®IaLErdButed ndhegPairat hotn
-orj

what i s known, as.an o) t-oriented environnent. In an objec ed
envi ronnent , B%ﬁbaferth% (AT B PLC SBAMES - modar re&ﬂr}"v%?]} p‘Pl%/s?cgﬁeE
obj ects as weattasbotker téal wopkdesponding SNMP attribute  has a

corresponding value. The SNMP object class also has two

20 traps, namely, RouterPortDown and RouterPortUp. These two

traps are 1issued, respectively, when the attribute
operationalState changes to "disabled" and "enabled".

Referring now to Figure 9, the CMIP attributes for the

access point object class comprise functionlqd,

25 administrativeState, operationalState, protocolType and

userLabels. These refer respectively to the identity of the

access point, its administrative state, its operational

state, the type of protocol which it uses and text which the

operator of the network manager 30 may add. The

30 corresponding SNMP attribute names are shown beside the CMIP

attribute names. As with the circuit and router port object

classes, each CMIP attribute may take one of a number of

values and for each of these value there is a corresponding

SNMP value. The SNMP object class also has two traps,

35 namely, GNSAccessDown and GNSAccessUp. These two traps are

issued, respectively, when the operationalState changes to

"disabled" and "enabled".
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event reports during the operational state RUNNING. The

entities. Thedﬂbﬁ%ﬁaéoﬂﬁbﬁéhé %BQVQQEEt@%%E”été&f%ﬁﬁékGQﬂﬁeaino@d%HEhnd
Where, as 1-'!n t he present case, nput er software i s man\z:%:’n rbute

wor | d obj ect s,F4igure @@W?(ﬁﬂ?’PﬁBEEgHFFHqﬂﬁeﬁPQﬁe¥?kPVe8Pe

obj ect s whi ch valaienecessary for managenent . \Wen objects are nDdeIIed

7 LS e Lhey are ok 2% dBB0Bd i cull e Uekre bl 2RI L Yo UKL
of the sane or sinilafr pe ‘i s Kno becat Ap icul
real world objl@@ttarg:%emj acpmtza@ulmwheesm the ebynbepattyp@ of thﬁhmme

for exanple, pgutBe BRRLS, MtHA! nBRe 3 REREIM & A it PHETh VRS tARNGUi R ed

I ndi vi dual ports of rout er 21 are_instances of that obgect type
REPLACEVENT SPele or identifier for the particular instance of the class

is known as the object identifier. In a step S20 for a
15 particular attribute, the mapper component converts the CMIP
class name, attribute name and distinguished name into the
corresponding SNMP object identifier. The data for
converting the class names and attribute names is stored in
the mapper component 44. The method of converting the
20 distinguished names will be described below.

In a step S21, the value of the attribute in CMIP in

converted into the corresponding value in SNMP. The method

for doing this is described below.
In an SNMP MIB, the values of the attributes of the
25 various instances of a particular class are stored in a table
dedicated to that class. Each row of the table is associated
with a particular instance of a class and each column is
associated with a particular attribute of the class. The
data is stored as numerals. More specifically, each class is
30 identified by a unique series of numerals and each attribute
of the class is identified by a unique series of numerals.
The CMIP distinguished name for an instance of the class is
converted into ASCII code. Thus, an SNMP object identifier
comprises a series of numerals for the class name, a series
35 of numerals for the attribute name and the ASCII code for the

distinguished name.
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i s known obj ect cl asg. Thus, .an individual war
rodel s a A i bular FBER witier Locajy RPEYSRupnasen Fhor SRCELIES ha
obj ect cl ass attatiilnited vall uwebjfect abpaohfjsulalp Ehiecsofrmrme)lﬂaaxa sitorage

dent 1) ed DY 4Llg am3,0f {e QU-36k Co2S Tl Ml Nrbbres enRE b Ond N et
an identifier mhlc i S &pec 3 the so Ware ob Jec £§
obj ect cl ass n&se&tse;d@mtpfeeaefawedtlaetmumﬂr@d FOr NEREHALS, qh"’ehﬁ &hee

of an obj sekﬁlb%%% fPL1 sOURSE w&v%rttéae Bt EhBULRE Bk | REhEgert hato
operating state of th ort. For an instance of a _particular 0Obje gu§ﬁ
e

class, eadr aFexE butgh%ul Rahe SAUFLIRNEe casTatipnS taket RS GﬁFﬁé
liable to changeéue of "1" is cBrrexderintmrageabl¥iuses a set of object

cl asses for nodelli t he vari pes of .0 ect, found | he_nai n
network 10. These obf &tt §P§§se§pp lca%%ﬁhdeﬁﬂﬂp %ﬁews n% now be

respectivel y,desdeibpdi witth weferdnas rtoi the fdowerchart shown in Figure
10. The primary purpose of this component is to service Get

20 and Get-Next requests.

In a step S30, the SNMP application component performs
initialisation routines. Then, in a step S31, it sets its
state variable to CONNECTING. In a step S32, it forms a
connection with the multiplexer 60. In a step 833, it sets

25 its state variable to REG-REQ-~SENT. Then, in a step §34, the

SNMP application component registers the data storage device

34 with the multiplexer 60 by supplying its identifier to the
multiplexer 60.

In a step S35, the SNMP application component sets its

30 state variable to WAIT-FOR-CMIP-SIDE. Then, in a step S36,

it waits until the CMIP application component has received

all the initial data from the network manager 30 and locaded

the corresponding SNMP data into MIB 46. When all the

initial data has been loaded into MIB 46 and the CMIP

35 application component has changed its state variable to

RUNNING, the SNMP application component changes its state

variable to RUNNING in a step S37. Then, in a step §38, the
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ports and acc849 pgai mhiclEddie ofeqursse ihriegnergdct cl asses has a set of
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certain pre- deflned val ues. The choice of attributeés forn1qg each_set,

the nanes of PRBIICALHAR e§°§‘r’?8“@l‘f€r pfentinuesgoryiddy o §EEParST hppr ofRAFH: e
for the nﬂKMDquﬁ&B&Q&bn&&x&ﬁda@NhEenﬁuEhb&fEbr the lbeambneewoakaﬁaaagused

by the network nag 32 include thrge ect ass rrespondi to
the obj ect clasggggusé% by:%qyeﬁ1’tmor g Sgg fd$ ?le e 2BP ﬁF?#ﬁgP
circuits, routemppoengtanliegksewbhepbent s.t Iheanahesxefedt ke atendl Batastasa

el | as tfsesﬁprﬁeés{pmedmxaég&? ﬁf&ﬁ%ﬁ{tqafe%i%ﬁ Forigacenef

t hese three asses us et wor kK manager
correspondlngP%%PEéFléFa§§ not HgéadrnaﬂﬁethétﬁﬁﬁkeﬁﬁnﬁgéﬂogZth?ﬁéfﬁaﬁegeof

tAf;e alt It r Ib bsg e&ueﬂgryaéaﬁs tehd L etéquestbeﬂége'egnbbteﬁt \&31 CQ{:étﬁSmel 39 1 a@gﬁs
W e desgri pe N Mre detal e e a storage device
eneffing e SRt or sne® SHve! | BnRL Sk e RROTRRAE |

can convert dd
t he network neswmginudd-wihth aneppﬁnaprlate formfor t he correspondi ng

obj ect cl ass used i t 3 twer k
i ssues corrrrgr#drs&té(}e %ﬁsﬂ n 1 nfor rrata?ptf’n JTcatlon coné&é&@"? ems\J'EHe 3

manager
These commandihé ndlegiestet igndva&bidNext Fox Gerxampheandf the request is

20 corrupted or relates to an object class on which data cannot
be supplied, it is not valid. If the request is not valigd,
the local network manager is informed of this in step S43.
If the request is wvalid, it is executed in a step S42.

After steps S40, S43 and S44, the SNMP application

25 component returns to step S38.

As mentioned above, the SNMP application component
sends unsolicited event reports or traps for changes in the
values of some attributes. For each object class, the data
in the support files 54 specifies the changes in attribute

30 value which will cause traps to be issued. In the present
example, for each object class, a change in the value of the
attribute operationState to "enabled" or "disabled" causes a
trap to be issued. When the CMIP application component 42
receives details of a change in an attribute value, it checks

35 with the support files 54 if the change in the attribute
value is one for which a trap is issued. If it is one for
which a trap is issued, the CMIP application component 42
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a network manager for a local network, the present invention

30 is a requesiay Okalkke wval ueed ©opanablle ad Aelthidrk em@hagepardf Cal afain
object. A Cet- X Xt corr@r;dr{sdatreguest for %he— val ue of the SarCT:l%I 1
attribute of tHe ‘ﬁ%‘?& 88j lo) irkn ata rLromni, 2% V?E’ésmﬁpg\ﬁe(fea"%ya aga

i ncl ude m Get reetiwomMcvent Report. The m Get service may be a request
for the value of a specified attribute of a specified
08 DEC 1997 7 obj ect or for

all the attributes of all the objects belonging to a particul ar object
class. An mEventReport is an offer, for exanple by a network elenent to a
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means Ior receiving data accoraing o a Ii1rxstc

net wor k rranagianformasmppj prdabaolTbn ed avidyabeobjectalafs af reladced &be
set of at b # e a
b4 bek 880kl BB P cle o SN | RoLlErHShURR00:"

particul ar at a par |cu ar objec
unsol i cited e@@nttheponstwork The software conponents of the data

storage degi ce 34 argsSWWREN conve@atﬂge She THA%A CUEBEi$&d ab ﬁétaska
40, a CM P application conponent (CM P APPL P/ S I\/Eo gg
v4Rg a‘eﬁé’ﬁag%?@\guta foxm, st Bntf}&se&w A1)+ A6 R

conmponent (
application garpesesl {HtWPaAPBkr d8edaihlalgkcbiidc dmfiorimaitiion pitadols0,

0 SEPL 1P SO CAU LRt G REqrgHPIl g vl 8, B glhe”'52 7 b
(USER—EXITS)nﬁlaﬁhgute.3tﬂeuftﬁaﬂwte&aubmmphegetiGQSt@@mﬂnakvﬁqlﬂowxng
TCP/1 P cofruniyatd 4ige 5L AGK f 2hd 8athP ébﬁvggmgoﬁéhhgns atigack 64.

The CM P appl'ication conponen i S responsi sendi ng requests to,
15 and receiving ré‘ﬁi@ﬁse@%rﬁ?%ﬂsﬂlrﬁ%l a2 cfEAR FBBOARES SHATIM® BRARDI k

manager R HwalM &LSNVPoBBRRRE CYMONEsE 4delsté@SPeBSI bltdef Orfirst
converting val ges of . the attri but es of each o ect fromthe formuse
in CMP to af i SR SNRRE RHRTE dat3C ‘b‘hr Ival'tRs JiP§ he S€c°8

attributes oﬁ.mﬂa:e:maﬂiion dysdotmycdct £o0f aa network manager of a second

20 telecommunications network.

2. A data storage device as claimed in claim 1, including
means for containing support data relating to object classes
used in the first information protocol for which data can be

25 stored in the data storage device.

3. A data storage device as claimed in claim 2, in which
the data receiving means includes means for requesting data
from said network manager for the first telecommunications

30 network for objects belonging to one of said object classes
for which data can be stored in the data storage device.

4. A data storage device as claimed in any one of the
preceding claims, in which the first information protocol is
35 CMIP, the second information protocol is SNMP, and for each
attribute value the data converting means is arranged to
convert the CMIP class name, attribute name and distinguished
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as a 20 nmanagore sSaidrretvonkbmaragerBpf KhB gecondr felelcomminigatdionsne
attributes of heryddle oObjects of the tel econmunications network 10 after
conversion by the mapper conponent 44. Thus, data is stored in MB 46
inaformuitable for transnission usi ng SNNP. The SNWVP application

conponent 48 s respanddie §@érdgEciEvige as EXHIGMHE ihomnyar&héeaﬂi I&ge
responses and_unsali.ci ted,event rep orts, t.o, g netmorf naﬂ%{ i

SNVP unsol i ci PEGCESRT r SparPE ard céffrf’?ectf’tré‘ﬁ 33 (Fugplyin qri?ns 5"
conponent 58 asrragedndichlprdwirde elrelingi téd cinfdrmaei onsbodi saiddnetwnick
reports from hBgagebuaik TROAQGGHY SOHLIoRRWRASIENORE TS ol difed "Ene

net wor k e varl ous -co onents e data stor age Vi-Ce
34 and al 3§ (Falus changepl efc? TP 16 ) SRR RE LRI T @E AR BIecTela | 0230

The CM P stacke#@tk8 £85PeMS i@ sk AVRGRUMIE A ons GfB18AdS.f rom t he
CM P application conponent 42 into a formfor transm ssion to the network

manager 30 and for converting responses fromthe network nmanager 30 into a
form suitabl e7for t e Kddwdriprhatsdenns £OUPN NEMhp ds i ddea b twstRcliadédger

for a first telecommunications network and a data storage
20 device as claimed in any one of the preceding claims.

8. A network management system as claimed in claim 7, in

which said network manager for the first telecommunications

network and the data storage device are physically located
25 together.

9. A network management system as claimed in claim 7 or
claim 8, further including a network manager for a second
telecommunications network.
30
10. A network management system as claimed in claim 9, in
which the data storage device and said network manager for
the second telécommunications network are physically located
remotely from each other, the network management system
35 including a telecommunication link for connecting the data
storage device and said network manager for the second

telecommunications network together.
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REPLACEVENT SpiEefommunications network from a network manager for that
conprises a gbkBolrxpdl er and a conmmuni cations stack. The CM P handl er

passes CM S requests fromthe CMP.a igcatli conpo, 4 0.1h
communi cat i ons 5?3¥Ergﬁ89et§pgbﬁ%ﬁé’é’pe?oﬁ%gccat &r(;rr?sm args) f%%i?%%‘.& 1'{' gf'go
passes CVOS fispansisfarmationupsuticsialedistenta r fpomt sisfedninhe second

communi cati o . i i nd

P ar o dert REArARELER Hibedlol ML SEUAE cup RYMAINTGY, Facdylandl A

suitabl e software pieRBhE¥ingrtiecamertrthdata op apdivagual objects of,
or related to, the first telecommunications network according

to the second information protocol to a network manager for

15 a second telecommunications network.

12. A method of operating a dat store as claimed in claim
11, including the additional step of requesting data from
said network manager for the first telecommunications network
20 for objects belonging to an object class for which data can

be stored in the data storage device.

13. A method of operating a data storage device as claimed

in claim 11 or claim 12, in which the first information

25 protocol is CMIP and the second information protocol is SNMP,
and, in said step of converting the received data, for each
attribute value the CMIP object class name, attribute name
and distinguished name are converted into the corresponding
SNMP object identifier and the CMIP attribute value is

30 converted into the corresponding SNMP attribute value.

14. A method of operating a data storage device as claimed
in any one of claims 11 to 13, in which in said step of
supplying converted data, data on an object is supplied to
35 said network manager of a second telecommunications network
when said network manager of the second telecommunications

network requests such data. ——
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from British Tel ecommunications pic. A suitable software package for a
communi cation stack is available from Retix Corporation of Sainta Mnica,

California, USA 10 The TCP/I P stacks 50, 62 enable data to be
transmtted using the TCP/IP protocols. Likew se, the UDP/IP stacks 52
and 64 enable data to be transmtted using the UDP/I P protocols.

Sui tabl e software packages for the stacks 50, 52, 62 and 64 are
comercially avail able. For exanple, the well known Sun operating
system i ncludes both TCP/IP and UDP/I P stacks. 15 Al t hough Fi gure
2 shows only a single network manager for a | ocal networ k receiving
data fromthe network manager 30, the present invention nmay be used to
provi de data froma network manager. for a main network to nore than . one

net wor k manager for a |ocal network. A sifgle data storage device can
provi de data on the main network to all the | ocal network nmanagers
belonging to a 20 particular custoner as these | ocal network managers wl |l
be interested in the sane el enents of the nmain network. However, partly
because different custoners are interested in different sets of

el ements of the main network and partly because it
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may be necess&MF R PFeterett tXRe ShsHiFevorat RABAIRE: AT k@ efBiBn e tHAT k-
security FRISO0Bach t atEriBaeesSaby t@a@ﬁovmsijaa@@ | i \omilm/lsmm a maipPerge

devi f h 25 t
foget her or -cspmpansf 4 Convpii She SiTRaSbAPRE. SEReR AhPRS A ELD S
t he | ocal et mmles armi r edis vimlyuished anamenoefcortheni cabj et | | bktby &he

| tipl 6 t I ' i £i
Tanager - whi cnoPETeERdiBLiE ol iR A dened FOE ShET e TS, dEEHTbGce
request to th¥adpgr emﬁmt@ﬂa@arse%mg@laevswl’ FrE byt seal ugdard thigps

are broadcastgh@at B8 “dlgr@ds iREMIY K gTBRNGNET SNpB i SRTEYRpSALhEN 48
l'ink. The CM P appl | cat i,on corrponent exists | n Si X operati_ng
states, nanel feceivesTxRfyes torfefrintoraatl orcrfnon FRe IR PRERERE\PE,

RUNNI NG an8 a local network. In order to serv:.ce a valid request, the
SNMP application component 48 retrieves the required data
from MIB 46 and supplies this data to the network manager for
the local network using the SNMP protocol. For changes in
the values of certain attributes of certain objects, the SNMP

20 application component issues traps to the manager of the

local network.

See Figure 3
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application conmponent. In the state RUNNING the CM P application conponent
10 receives unsoliciteg ts fromthe network nanager 30. For

shut down the statefvariable is|changed to SHUTDOMN.

Foll ow ng start-up the]SNVP apgl i n conponent changes its state
variable fromone stat¢ to anowher|f the remai ning four operating states.
As wi || be descri bgdd naoe dptail bel ow, during the states CONNECTI NG
and REG REQ 1 5 SENT, |tke l\gapol i cati on conponent establishes a
connection with, and Sre sieersjitself with, the nmultiplexer 60. During
the state WAI TI NG ON-CM P, e SNMP application conponent waits for the
conpl etion of supplying thegi niti dat a to the CM P application
conponent. During the G the SNWP appl i cati on conponent
services requests fromthe network manager 32 and sends 20 traps to it.

The support files 54 includg a list of the CMP object classes which can be
supported by the_data storade device 34. In the present exanple, the data
st orage device 34 can sypport CM P object classes for private virtual
circuits, router ports nd access points.
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ppl i cati on conponent (CM P-APPL) 42 w Il how be

wilth reference tpthe flow chart shq in Figure pb. l
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any filter which is in place with regard to the data storage device 34.
The purpose of this is to make sure that any previous filter is cancelled.

Then, in a step $4 state Tapl g i s set 0 CREATE- ERS- SENT,
Next, in a step S5 Rﬂfe @‘5@ ap%ﬁu:latl on conpo m&’lstfﬂeissﬁe”retv\ork 5
manager to create ilter sp lect

cl asses and the attributes of the three classes for which unsolicited
event reports are required. The CM P application conponent obtains the
data for constructing the filter from appropriate support files 54. The

state variable is then_ch ngdt LOAD-MB ip a ste 6. I n
order to prevent dﬁyz* N gi gf‘g s%rom receMﬂLr‘Pg“\ja‘t nl’@ Whl 01 t hey
are not entitled, The MB 1n the nmain network manager 30 1s partriioned and

t he data storage device 32 has access only to the data contained in the
partition -
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SHUTHOVNV

CRip APPLIcATL4W

sgymf . APPLICKTION
STATES

STATES

P L



Th1& VARIAFLE

o lg':'s Y Y
request to the networ D‘TﬁT‘ﬁﬁEﬂ'ﬁbject class for which

associated with it
m get

£ sibala

In a step $7 D e £ME HMHFi-cH Eon

ro
éanponent sends an

it requires data. 1 5 The
t he support files 54. Thu

e, P Rer oobih Bk

-asses—ar éﬁtrleved from
anpl e, itfsends m get

requests for the private virtual circuits
poi nts object classes. For each object co

¥

router ports and access
ai ned both wi thin one of

devi ce 34, the network nanager

application conponent. Specifi

t hese classes and within the ptgfd-,{l gﬁ-,\a}%qpﬂ@}egfvm

t he datﬁ st orage
- CM P 20
SN ie b S e e o1

manager
di stingui shed nane for the

sends the nane of the object qlass

the identifier or
bj ect class and

the name and val ue of eachCREATBut & 6w _ Fibha @] ect . The
CM P application conponent! / SNMP 25  mapper
44 and the data for that instance is stor¢d in MB 46. Thus inthis
nmanner, the data for each obj eflg £{asg nkgﬁdqg [ M B 46.
After receiving data on each |nsta3fF b appll 2%2” conponent
checks whet her that instance ils_th 53 ce on data will be
sent. If it
UWPLoAD  MI(B S
SETV STATE VARHBLEe To
RUNNIVG S8
cn ve m
A‘ 5 EB“ \? q~sq
STACKC

Fgem ©



e e ety Y lg\ P Nwr ¥ 8 ‘i
is not the | ast instance th am (P @Miffé:;ti oﬁ"nL@éeronen receives data on
t he next 30 instance. as t RTERIQUT £comti nues wWith a step
S8 in which the state va |§{)F‘§é ég‘t o::RLéNNI NG T SZo
REPLACEMENT SHEET AMn  cMit
08 DEC 1997 T«%“Fnastep S9, the CIVIPappIication
conponent repetitively sched I'nps;,wﬁmg-yq:@llf 40 fo determne if any
unsolicited event reports hate_heen

PROBUC £ SNMP ATTRIBWTE
UM—“E_ Firom cmif -
KTTRBuTE VALUE

%)

EnvD

Fyea 6



. dPointName pvcEnd
recei ved. "“"‘fﬁﬁﬁggg CM P7, pper conpondnt 44
will now be 5 STTI intriaveStiz ©F €NCE U T instieo- Fl gure § shows a
fl ow chart for CETL- T gurey 7 10 respectively the
CMP attribute s idth J 3 Tbut € nanes 1o the
obj ect cl asses for—cr router portsiang oycFrETeap > POl NLS.
Referring firstMy—to—f T J Seemr tmat _tne attriputes nanmes 10

conprise circuitid, aEndPoihtNane, zEndPoi nt Name, administrativeState,
operational State, circuitBandw dth and userLabels. These attribute nanes

refer respectively to the identity of the circuit, the begi nning point
of the circuit, the end poi nt of \T'Eg‘ irmguit, its admnistrative state,
its operational state, its bandw dth a text which the operator of the

net work manager 30 may add. Each attribute can 15 have certain val ues. For
exanple, for a particular circuit, circuitid is the identifier for the
circuit and operational State can have the val ues "enabl ed" and "di sabl ed".

The corresponding SNVP attri bute nanes are shown beside the CMP attributes

nanmes. For each val uecley Agipt P at L 11 buije, { NespMP AurbufeOl I €Spondijng val ue
for an

equipmentid btrouterportid

administrativeState ~ btrouterportAdminState

operationaiState btrouterportOpState

typeText btrouterportDesc

userLabeis berouternorntireeText

)
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SNVP attribute. [THE SYEEZZRE eCT CTass oSy

vel y,

TS PeCT

pvcCircui t Down an pvcumgﬂ%@ese TWO {1 aps

when the attri

"enabl ed". , ' $ for a
router port conpri _ ; tTat Text '

oper ati onal St at e, TS tabets- Tre rvely to

the identity of the router port, its admnistrative state, 25 its
operational state, a verbal “description of-it and text. which the operator
of the mai n network 30 may add. Each of these nmay have one of a nunber
of val ues. The correspondi ng SNVP attri bute nanes are shown beside the
CMP attribute nanes. For each_value of a CMP attribute the
correspondi ng SNVP attri bute has F:.um(xﬂresponding val ue. The SNWP obj ect
class also has two traps, nanely, Rout er Por t Down and Rout er Port Up.
These two traps-are issued, respectively, when the attribute
operational State changes to "di sabl ed" and "enabl ed". Ref erri ng
nowto Figure 9, the CMP attributes for the access point object cl ass
conprise functioned, adm nistrativeState, operational State, protocol Type
and
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The SNWP object class also has two traps, GNSAccessDown and
" GNSAccessUp. These two traps respectively, when{ the
oper ati onal St at e changes to "Qbsab A41B enabhed”. 10 The
mapper conponent 44 is \ CMB.appt:Dcatlo conponent 42 for
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operational state UPLOAD- M B and subsdgqguent |y when recei ving
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_ individual objects of a telecommunications network and also to a method of
converting the dl sti ng’w shed nanmes w H‘ Be cfescrl%ed bel ow. In

a step S215 toperatinbsuchfa date storege temiee.in CM P in converted into the 25

correspondi ng val ug, i .. Th t 0 | IS crijbe OoW.
o an S e, g ok e R roiRernl Aol i, B eI
particul ar clpasddar ecatiransidation a linkb| ebelsvlenat éatat 0 rietworksl ass. Thachmrairw of

the tabl e i'S associ ate articul ar inst agce 0 ss .and each

d with f |
colum i s as{BEFAP@ENICationg nRtwork IPBY 16 8 Privets PhRHAIG peTark helanaing ie diar a

is stored as pabhi@telécomnvimiCatiths EP@Sdny! 4l 1he, lo€A HBLWOrRS nays belBRg kb VaABudy a
uni que series of nunerals and each attribute of the class is identified
by a uni qgh@ S&hercconapanigsveThus, Wheee @\FRMPany has doGaetweatksnatbwve g mere

i nstance of thephaSik nhay GV kfath hBiPorRIE! donfe&tethem. 1tTBUG v toohbvide

object identifier conprises a series of nunerals for the class nane,
network managers for both main networks and for local networks. A network

manager receives data from the individual elements of the network which it

manages and can send instructions to these elements. Because these two types

15 of networks have developed separately and have different requirements, the

information protocol used by the network manager of a local network is usually

different from the information protocol used by the network manager of the main

network to which the local network is attached. For example, Simple Network

Management Protocol (SNMP) is commonly used in local networks while Common

20 Management information Protocol {CMIP} is commonly used in main networks.

Although the human operator of a network manager of a local network may be

mainly interested in the elements of his network, it is also helpful for him to

receive information about some of the elements of the main network which is used

to connect his local network to other local networks. Because differing protocols

25 are used in the two types of network, it is difficult to transfer data easily from a
network manager of a main network to a network manager of a local network.

According to this invention, there is provided a data storage device for

storing data on individual objects of, or related to, a first telecommunications

network, said data storage device comprising: means for receiving data according

30 to a first information prototol on individual objects of, or related to, the first

telecommunications network from a network manager for that network; means for

converting the data received by the data receiving means from a form used in the

first information protocol into a form used in a second information protocol; means
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t he di 5t itoguieswerk manayer of a second teled'dlﬁmahiba‘dimnmtml'kjes are aI so
converted into nunerals. fg%ere an attr hi an have onl {iﬁa I t ed
nunber of states, EaE#'SEt d%ﬁf‘ﬁ'@gleo‘é"ﬁ’f‘ief PEd ‘By“‘éP“t'Q"r%%‘W& ajieeral .

For exanpl e, fbin aléedt W &ke Cirgf Sﬁﬁrmﬁﬂén td‘t@to%bt I“nht'aubeform UBBET At ks alesbAd €,
t he values "di sabl ed", "enabled", "active" and "busy" are converted,

respect i vel y infpfpgtiomprotoca beforestoring ituit fagiifates we swpply efudata\agcaeding to
expressed as tﬁt?)éhcorfdofnfmheco%%o‘l’% ‘@in@fw&rherngﬁég{/\hbuﬂﬁxsuﬁﬁé 'ﬂ%IP? |s§ora§§e

text iIs converted into ASCI| code | ocal network
manager 3¥0r device ®f this intentiopumay beused fasrtrapsferring data from a network manager

for a main network to a network manager for a local network. [t may also be
used, if desired, for transferring data from a network manager for a local network
to a network manager for a main network.
According to a second aspect of this invention, there is provided a
15 network management system comprising a network manager for a
telecommunications network and a data storage device according to the first
aspect of this invention. The network management system may include a network
manager for a second telecommunications network.
According to a third aspect of this invention, there is provided a method of
20 interconnecting a first network manager of a first telecommunications network
using a first information protocol with a second network manager of a second
telecommunications network using a second information protocol comprising the
steps of:
in a data storage device receiving data according to the first information
25 protocol on individual objects of, or related to, the first telecommunications
network from the network manager;
in the data storage device, converting the received data from a form used
in the first information protocol into a form used in a second information protocol
and storing the converted data; and
30 supplying the converted data on individual objects of, or related to, the
first telecommunications network according to the second information protoco! to

the second network manager for the second telecommunications network.
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particul ar obj 2" YoM t he data storage device 34, the series of nunerals

representi bg the Sl‘ﬂh@retﬁ &scé bllcmkndlagnae'r shmdm’gh@en‘alﬂ'm#himbetwam al setg\iark ng
t he attribute v? ue ar.e Cc ted v‘érlghe net rk rlranflge{yé '5#
Thus, for thd"aNa9°G{0% 7 AR N§ ‘8? i%REY g\'éanagﬁ "t 1958 PritedNt a-9fta | 5

converted i ntstoragadevied'embblying this inventio; SNVP appl i cation conponent 48
wi Il now be descri 3__ ed with reference to the frtl ow chart shown in Fiqgure

10. The primary purfB¥e 3fis thiblockoriggrasnofi the; goftware; spipppents; of,fpe data

Get - Next requRésdage device shown in Flgtré2st ep S30, the SNMP application
corrponent erforns initialisation routines. Then, in a step S31, it

sets its 3Pate variFigyre 4tis actippROTIINGrating thesanefating stetes ofjtherayerall control
connectlon W (V=T S33, it sets its state
variable to ﬁ%@%&%@l\ﬁ)b%hen re ?ﬁoghg? gp?%géeg t he SNWVP application

conponent regi igre % he adaflewscheragd they iGMIP3application heomperienp| efk ¢he 60
by suppl yi ng |dent fler to the nmultiplexer 60. In a
step S35, thesom 3 n(':ré ol i gbnponent sets its state variable to 25

WAl T- FOR- CM P- Sl DEFlg'[inerG is @ flowt eparb36, thet CMIR/SNMPM ridppéih eofdidoRent of the
applicati nent has rg_cei ved all the initial data fromthe

[ conp
net wor k niﬁagsé’ift"‘%e éﬁ?iw“ in p'gure
Figure 7 shows the CMIP attributes and the corresponding SNMP

attributes of the object class for a private circuit used in the software shown in
Figure 3;

Figure 8 shows the CMIP attributes and the corresponding SNMP

20 attributes for the object class for a router port used in the software shown in
Figure 3;

Figure 9 shows the CMIP attributes and the corresponding SNMP
attributes for the object class for an access point used in the software of Figure 3;
and

25 Figure 10 is a flow chart of the SNMP application component of the
software shown in Figure 3.

Referring now to Figure 1, there is shown a main network 10 and three
local networks 12, 13, 14 which are connected to the main network 10. The main
network 10 may be a public or private telecommunications network belonging to a

30 public telecommunications company. The local networks 12, 13, 14 represent
only three of the many local networks which are connected to the main network
10. In the present example, the local networks 12, 13, 14 belong to the same

organisation which is a completely separate organisation from the owner of the



switching node 17 the local network 14 is ¢ necte to the switchin node
| oaded t he correspgnof) Sl\w ata 1nto I\/ﬁSﬁ en I Re |n|t|aﬂ

has be®n 119thdmdghi art andb’!sspdﬂs\t &2dartdhee gﬁrdw\l%yaml Tbamuiar emnpm&satpohuszz
changed its
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S38, the SNVma@pbé tedatdedras part 6btheangintnetwoik mouaéyomheduk essdd’aeetvaﬂk 50
for Get and Cet-Next request receiving_a rﬁ%u st for

attribute vaeld °°i"H°ge‘§P\é[§h%§§’a' pRwaipAS. Tﬁnaﬂ?ﬁh?%ﬂ?? n'P°‘HW@E¥<s
if the reque%rﬁ@éﬁ dferts \CRhtrdNRP LYW Jodal deborks 12, 13, 14 and elements

REPLACEMENT SHEET
08 DEC 1939 controlled by the main network 10. 14
In the present example, the local networks 12, 13, 14, the router 21,
access point 22, gateway 23 and the main network 10 shown in Figure 1 form
part of a frame relay system. Although the present invention will be described
with reference to a frame relay system, it is to be appreciated that it may be used
15 in other types of telecommunications systems.
Referring now to Figure 2, the main network 10 has a network manager
30. The network manager 30 receives data from the elements of the main
network 10 and also the router 21, access point 22 and gateway 23 and sends
instructions to them. The network manager 30 is arranged to transmit and receive
20 data according to an information protocol known as the Common Management
information protocol (CMIP) and which provides a set of services known as the
Common Management Information Services (CMIS). When an element transmits
data in another protocol, the data is converted into CMIP. The local network 12
has a network manager 32 which receives information from and sends instructions
25 to the elements of the local network 12. The network manager 32 communicates
with these networks using an information protocol known as the Simple Network
Management Protocol (SNMP}. As the construction of network managers is well
known, the network managers 30 and 32 will not be described in further detail.
As is also well known, a network manager is usually implemented as a general
30 purpose computer provided with appropriate software.
Although the human operator of the network manager 32 for the local
network 12 is mainly interested in the elements of that network, it is also valuable

for him to receive data on the state of the elements of the main network 10 as



that he can take aper(ip_rigte action. Becayse the network manaﬂers 30 .and 32
request does not contain a valid password, the programcontihues with a

step S40 5 use differeht ifermatipreptotocols gmopmdhunicate with their leSpedtiver mefwask

contains a val,id pas rd, the SNVP.app)kication conponen congd nu
Wih a stap DaneRE AR Sanrotbe SiPIPR 2 aRY 3 SHBPTRk manedid g W ERe
net wor kK managwtwoBK imagaddie32.etruerier to leRalsie @he Rétwork raarEigsP 3201l tecaivie ddata

conponenet checks whether it is authorised to send data to | pcal, net wor k
manager havi R SRMENRdR the] B AENWRTK (e 19 MEBROKs MABRSTaPPatoraiy e

request cannQietwork 1OUBHIRIsEIRE oRlthBsE bRAfEntd fifa IdBEH SiBFadeSdévidtO BAAvhiBh 54 €P
S40. If the identifier Is valid, the SNWP aggl i cation conponeent

cont i nues 1Qi ttHrs seppliea 2he dgta to the netyosk appnaaer 32 fer thevocalppativesk 1@ The
conponent chegis étf:ra Bead et Wikt be qe\é@#ide‘é- irF%orSX&’é{Eil elow, U 6 NGfUBst
is corrupted or relafes to an object class on whi ¢ ata cannot be
supplied, it éxplained, \thé ingtwork mapagexBR supplissdata valthe datdhstdregeldevice 34

networ k Rnaqesd Eislgh 15 gale, bihabe Bbvidea Sk skl Fo LRTHERbork it

it is execu I'n-a
32 using SNMP.
15 The data storage device 34 may be implemented as a general purpose

computer provided with appropriate software. In the preferred embodiment, the
data storage device 34 uses the same computer as the' network manager 30 with
the result that the network manager 30 and the data storage 34 are located
together. Alternatively, the data storage device 34 may use the same computer as
20 the network manager 32 or it may be implemented by using a separate general
purpose computer which can be located with either of the network managers 30 or

32 or at a position which is remote from both of them.
Both the network managers 30 and 32 operate in what is known as an
object-oriented environment. In an object-oriented environment, computer
25 software is used to model real world physical objects as well as other real world
entities. The physical objects and entities are simply known as objects. Where, as
in the present case, the computer software is managing real world objects, it
models only those attributes of the real world objects which are necessary for
management. When objects are modelled in this way, they are known as managed
30 objects. A category of objects of the same or similar type is known as an object
type. A particular real world object is said to be an instance of an object type.
Thus, for example, router ports might be an example of an object type and the

individual ports of router 21 are instances of that object type.



ob{'ect is known as an instance of the object class to which that object belongs.
15 After steps S40, S43 and S44, the SNMP application conponent
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Al t hough in t'?léeig%% gg'lg%t Hgi%ﬁp@%hhgeﬁgogl&mgdel eelggee%ﬁualljsce"gu{ts' A
dat a rel ati ngorts andnaicasspdints: kEach of thesentbrée olsjectgdasses has alsst of attabutesk,

;Qf’n?’o Pr 48 Hach BB Rad B hr&UEMddnding dnd Py ARLiGe RGN Ble a e Yalued!
The choice of attributes forming each set, the names of the attributes and the pre-
defined values are appropriate for the network manager 30 and CMIP. Similarly,
the object classes used by the network manager 32 include three object classes
corresponding to the object classes used by the network manager 30 for private

20 virtual circuits, router ports and access points. The names of the attributes as well
as their pre-defined values are appropriate for SNMP. For each of these three
object classes used in the network manager 30 and the corresponding object class
used in the network manager 32, the names of the attributes and values differ
between the two corresponding classes. As will be described in more detail

25 below, the data storage device 34 can convert data on the attributes of a
particular object class used in the network manager 30 into an appropriate form for
the corresponding object class used in the network manager 32.

In SNMP, a network manager issues commands to obtain information from
network elements. These commands include Get and Get-Next. A Get command

30 is arequest for the value of a particular attribute of a particular object. A Get-Next
command is a request for the value of the same attribute of the next object.

The services provided by CMIS include m-Get and m-EventReport. The m-

Get service may be a request for the value of a specified attribute of a specified

0 supp[y

a
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of a particular object. An m-EventReporiGsAnMBsolicited event report.

The software components of the data storage device 34 are shown in
Figure 3. These comprise a CMIP stack 40, a CMIP application component (CMIP-
APPL) 42, a CMIP/SNMP mapper component (MAPPER) 44, a management
information base (MIB) 46, an SNMP application component (SNMP-APPL) 48, a
TCP/IP communications stack 50, a UDP/IP communications stack 52, support files
(CFG) 54, an overall control component (O-CTRL} 56 and a trap functions
component {USER-EXITS) 58. Figure 3 also shows a multiplexer 60 tdgether with
a TCP/IP communications stack 62 and a UDP/IP communications stack 64.

The CMIP application component 42 is responsible for sending requests to,
and receiving responses and unsolicited event reports from, the network manager
30. The CMIP/SNMP mapper component 44 is responsible for converting values of
the attributes of each object from the form used in CMIP to a form used in SNMP.
When data on the values of the attributes of the individual objects of a
telecommunications network is stored in a database, the database is known as a
management information. base (MIB). MIB 46 stores the values of the attributes of
the objects of the telecommunications network 10 after conversion by the mapper
component 44. Thus, data is stored in MIB 46 in a form suitable for transmission
using SNMP. The SNMP application component 48 is responsible for receiving
requests from, and sending responses and unsolicited event reports to, the
network manager 32. In SNMP unsolicited event reports are called traps. The trap
functions component 58 is responsible for selecting which of the unsolicited event
reports from the network manager 30 should be passed on as traps to the network
manager 32. The various components of the data storage device 34 and also the
multiplexer 60 will now be described in more detail.

The CMIP stack 40 is responsible for converting CMIS requests from the
CMIP application component 42 into a form for transmission to the network
manager 30 and for converting responses from the network manager 30 into a

form suitable for the CMIP application component 42, The CMIP stack 40
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second t%' é)t{mu e”'c‘.?%tn%e?é‘.%u&‘ %&/\al\ﬁ)arblfé. For example, the well known Sun operating
system includes both TCP/IP and UDP/IP stacks.

15 Although Figure 2 shows only a single network manager for a local
network receiving data from the network manager 30, the present invention may
be used to provide data from a network manager for a main network to more than
one network manager for a local network. A single data storage device can
provide data on the main network to all the local network managers belonging to a

20 particular customer as these local network managers will be interested in the same
elements of the main network. However, partly because different customers are
interested in different sets of elements of the main network and partly because it
may be necessary to restrict the supply of data on network elements for security
reasons, it is necessary to provide an individual data storage device for each

25 customer. The data storage devices may be located together or separately.
Requests from the various network managers for the local networks are received
on a common communication link by a muitiplexer 60. Each request includes an
identifier for the network manager which is making it. The multiplexer 60 then
transmits the request to the appropriate data storage device. The responses and

30 traps are broadcast to the various network managers on a common communication
link.

The CMIP application component 42 exists in six operating states, namely,
STARTUP, DELETE-ERS-SENT, CREATE-ERS-SENT, UPLOAD-MIB, RUNNING and
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Following start-up the SNMP application component changes its state
variable from one state to another for the remaining four operating states. As will
be described in more detail below, during the states CONNECTING and REG-REQ-

15 SENT, the SNMP application component establishes a connection with, and
registers itself with, the multiplexer 60. During the state WAITING-ON-CMIP, the
SNMP application component waits for the completion of supplying the initial data
to the CMIP application component. During the state RUNNING, the SNMP
application component services requests from the network manager 32 and sends

20 traps to it.

The support files 54 include a list of the CMIP object classes which can be
supported by the data storage device 34. In the present example, the data storage
device 34 can support CMIP object classes for private virtual circuits, router ports
and access points.

25 The CMIP application component (CMIP-APPL) 42 will now be described
with reference to the flow chart shown in Figure 5.

Following start up of the data storage device 34, in a step S1 the CMIP
application component performs initialisation routines. Then, in a step S2, it sets
the state variable to DELETE-ERS-SENT.

30 CMIS provides a function known as a filter. When a filter is in place in an
MIB, unsolicited event reports are issued when changes occur in the values of
specified attributes of objects belonging to specified object classes. In step S3,

the CMIP application component sends an instruction to the network manager 30
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appropriate support files 54. The state variable is then changed to UPLOAD-MIB in

a step S6.

10 In order to prevent data storage devices from receiving data to which they
are not entitled, the MIB in the main network manager 30 is partitioned and the
data storage device 32 has access only to the data contained in the partition
associated with it. In a step S7 the CMIP application component sends an m-get
request to the network manager 30 for each object class for which it requires data.

15 The names of these object classes are retrieved from the support files 54. Thus,
in the present example, it sends m-get requests for the private virtual circuits,
router ports and access points object classes. For each object contained both
within one of these classes and within the partition associated with the data
storage device 34, the network manager sends the appropriate data to the CMIP

20 application component. Specifically, for each object, the main network manager
sends the name of the object class, the identifier or distinguished name for the
particular instance of the object class and the name and value of each attribute of
the object.

The CMIP application component then passes the data to the CMIP/SNMP

25 mapper 44 and the data for that instance is stored in MIB 46. Thus, in this
manner, the data for each object class is uploaded into MIB 46.

After receiving data on éach instance, the CMIP application component
checks whether that instance is the last instance on which data will be sent. If it
is not the last instance, the CMIP application component receives data on the next

30 instance. If it is the last instance, it continues with a step S8 in which the state
variable is set to RUNNING.
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operationalState, circuitBandwidth and userLabels. These attribute names refer
respectively to the identity of the circuit, the beginning point of the cirduit, the end
point of the circuit, its administrative state, its operational state, its bandwidth and
text which the operator of the network manager 30 may add. Each attribute can

15 have certain values. For example, for a particular circuit, circuitld is the identifier
for the circuit and operationalState can have the values "enabled” and "disabled".
The corresponding SNMP attribute names are shown beside the CMIP attributes
names. For each value for a CMIP attribute, there is a corresponding value for an
SNMP attribute. The SNMP object class also has two traps, namely,

20 pvcCircuitDown and pvcCircuitUp. These two traps are issued, respectively, when
the attribute operationalState changes to "disabled” and "enabled".

Referring now to Figure 8, the CMIP attributes for a router port comprise
equipmentld, administrativeState, operationalState, typeText and userLabels.
These refer respectively to the identity of the router port, its administrative state,

25 its operational state, a verbal description of it and text which the operator of the
main network 30 may add. Each of these may have one of a number of values.
The corresponding SNMP attribute names are shown beside the CMIP attribute
names. For each value of a CMIP attribute the corresponding SNMP attribute has
a corresponding value. The SNMP object class also has two traps, namely,

30 RouterPortDown and RouterPortUp. These two traps are issued, respectively,
when the attribute operationalState changes to "disabled" and "enabled".

Referring now to Figure 9, the CMIP attributes for the access point object

class comprise functionld, administrativeState, operationalState, protocolType and
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receiving the initial data on the various object classes during the operatlonal state

UPLOAD-MIB and subsequently when receiving unsolicited event reports during the

operational state RUNNING. The mapper component converts each attribute value
15 in turn and Figure 6 shows the procedure for converting one attribute value.

In SNMP, for a particular attribute of a particular instance of a particular
class, the combination of the name of the class, the name of the attribute and the
distinguished name or identifier for the particular instance of the class is known as
the object identifier. In a step S20 for a particular attribute, the mapper

20 component converts the CMIP class name, attribute name and distinguished name
into the corresponding SNMP object identifier. The data for converting the class
names and attribute names is stored in the mapper component 44. The method of
converting the distinguished names will be described below.

In a step S21, the value of the attribute in CMIP in converted into the

25 corresponding value in SNMP. The method for doing this is described below.

In an SNMP MIB, the values of the attributes of the various instances of a
particular class are stored in a table dedicated to that class. Each row of the table
is associated with a particular instance of a class and each column is associated
with a particular attribute of the class. The data is stored as numerals. More

30 specifically, each class is identified by a unique series of numerals and each
attribute of the class is identified by a unique series of numerals. The CMIP
distinguished name for an instance of the class is converted into ASCIl code.

Thus, an SNMP object identifier comprises a series of numerals for the class name,
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converted into ASCII code.

10 When the local network manager 32 receives an attribute value for a
particular object from the data storage device 34, the series of numerals
representing the SNMP object identifier and the numeral or numerals giving the
attribute value are converted by the network manager into text. Thus, for the
attribute operationalState, an attribute value of "1" is converted into "enabled".

15 The SNMP application component 48 will now be described with reference
to the flow chart shown in Figure 10. The primary purpose of this component is to
service Get and Get-Next requests.

In a step S30, the SNMP application component performs initialisation
routines. Then, in a step S31, it sets its state variable to CONNECTING. In a step

20 832, it forms a connection with the multiplexer 60. In a step S33, it sets its state
variable to REG-REQ-SENT. Then, in a step S34, the SNMP application component
registers the data storage device 34 with the multiplexer 60 by supplying its
identifier to the multiplexer 60.

In a step S35, the SNMP application component sets its state variable to

25 WAIT-FOR-CMIP-SIDE. Then, in a step S38, it waits until the CMIP application
component has received all the initial data from the network manager 30 and
loaded the corresponding SNMP data into MIB 46. When all the initial data has
been loaded into MIB 46 and the CMIP application component has changed its
state variable to RUNNING, the SNMP application component changes its state

30 variable to RUNNING in a step S37. Then, in a step S38, the SNMP application
component continuously schedules the stacl_< 50 for Get and Get-Next requests.

On receiving a request for an attribute value, in a step S39, the SNMP

application component checks if the request contains a valid password. If the
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executed in a step S44.
15 After steps S40, S43 and S44, the SNMP application component returns
to step S38. '

As mentioned above, the SNMP application component sends unsolicited
event reports or traps for changes in the values of some attributes. For each
object class, the data in the support files 54 specifies the changes in attribute

20 value which will cause traps to be issued. In the present example, for each object
class, a change in the value of the attribute operationState to "enabled” or
"disabled" causes a trap to be issued. When the CMIP application component 42
receives details of a change in an attribute value, it checks with the support files
54 if the change in the attribute value is one for which a trap is issued. If it is one

25 for which a trap is issued, the CMIP application component 42 calls the trap
functions component 58 which in turn instructs the SNMP application component
48 to issue a trap to the network rhanger 32.

Although in the present example the data storage device is used to supply
data relating to a main network to a network manager for a local network, the

30 present invention may also be used to enable a network manager of a main

network to obtain data from a network manager of a local network.
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telecommunications network following its conversion by the data converting
means; and
means for supplying data from the data storing means on individual
15 objects of, or related to, the first telecommunications network according to the
second information protocol to a network manager of a second

telecommunications network.

2. A data storage device as claimed in claim 1, including means for
20 containing support data relating to object classes used in the first information

protacol for which data can be stored in the data storage device.

3. A data storage device as claimed in claim 2, in which the data receiving
means includes means for requesting data from said network manager for the first
25 telecommunications network for objects belonging to one of said object classes for

which data can be stored in the data storage device.

4, A data storage device as claimed in any one of the preceding claims, in
which the first information protocol is CMIP, the second information protocol is
30 SNMP, and for each attribute value the data converting means is arranged to
convert the CMIP class name, attribute name and distinguished name into a
corresponding SNMP object identifier and the CMIP attribute value into a

corresponding SNMP attribute value.
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network manager of the second telecommunications network when requested to

do so by said network manager of the second telecommunications network.

6. A data storage device as claimed in any one of the preceding claims, in
which the data supplying means is arranged to provide unsolicited information to
said network manager of the second telecommunications network when the value
changes of a pre-selected attribute of an object in, or related to, the first

telecommunications network.

7. A network management system comprising a network manager for a first
telecommunications network and a data storage device as claimed in any one of

the preceding claims.

8. A network management system as claimed in claim 7, in which said
network manager for the first telecommunications network and the data storage

device are physically located together.

9. A network management system as claimed in claim 7 or claim 8, further

including a network manager for a second telecommunications network.

10. A network management system as claimed in claim 9, in which the data
storage device and said network manager for the second telecommunications
network are physically located remotely from each other, the network management
system including a telecommunications link for connecting the data storage device

and said network manager for the second telecommunications network together.

11. A method of interconnecting a first network manager of a first
telecommunications network using a first information protocol with a second
network manager of a second telecommunications network using a second

information protocol comprising the steps of:
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in the data storage device, converting the received data from a form used
in the first information protocol into a form used in a second information protocol
and storing the converted data; and

supplying the converted data on individual objects of, or related to, the
first telecommunications network according td the second information protocol to

the second network manager for the second telecommunications network.

12. A method as claimed in claim 11, including the additional step of in the
data storage device requesting data from said network manager for the first
telecommunications network for objects belonging to an object class for which

data can be stored in the data storage device.

13. A method as claimed in claim 11 or claim 12, in which the first
information protocol is CMIP and the second information protocol is SNMP, and, in
said step of converting the received data, for each attribute value the CMIP object
class name, attribute name and distinguished name are converted into the
corresponding SNMP object identifier and the CMIP attribute value is converted

into the corresponding SNMP attribute value.

14, A method as claimed in any one of claims 11 to 13, in which in said step
of supplying converted data, data on an object is supplied to said network manager
of a second telecommunications network when said network manager of the

second telecommunications network requests such data.

15. A method as claimed in any one of claims 11 to 14 in which in said step
of supplying converted data, unsolicited information is supplied to said network
manager of the second telecommunications network when the value changes of a

pre-selected attribute of an object in the first telecommunications network.



