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*SYSTEM FOR DECRYPTI NG TELEVI SI ON FROM SEVERAL SATELLI TES Thi s
invention relates to a system and correspondi ng 5 nethod for receiving a
plurality of differently encrypted signals, selecting one of the

si gnal s, and d¥QY8Ag t he sel ected signal for subsequetft™/V§%8Ak7936.

Mor e particularly, this invention relates to a system I ncl udi ng
a decrypting device capable of simultaneously |0 housing a plurality of
renmovabl e decrypting smart cards, each card storing a different
decrypting al gorithm SO that a user or viewer can scan received
signals from fferent satellites, select one for viewn and have

t he sel ected m%TEMeF(Q?;R%QﬁY%TW@ TREE VISPV FTROMSEXERAL SATELITES
t hereafter shown. - BACKGROUND OF THE | NVENTI ON

The use of geosynchronous satellites to distribute tel evision signals
is known in the broadcasthig inventipp relatemdchas Sh'@ltp@danéVWmésmimking

Egkﬁﬁh?gg?igh:tglbu%éégbd:¥%r'%%%%§g§ng iurgil Y of Egegégtfa'ghcrypted
signals, selecting one of the signals, and decrypting the
selected signal for subsequent viewing. More
particularly, this invention relates to a system
including a decrypting device capable of simultaneously

10 housing a plurality of removable decrypting smart cards,
each card storing a different decrypting algorithm, so
that a user or viewer can scan received signals from
different satellites, select one for viewing, and have

the selected signal decrypted using the appropriate card

15 and thereafter shown.

BACKGROUND OF THE INVENTION

The use of geosynchronous satellites to distribute
television signals is known in the broadcasting industry
and has helped revolutionize television distribution

20 systems. As is known, there are many communications
satellites encircling the earth occupying so-called
"geosynchronous orbits" meaning that the satellites
appear to be stationary relative to-fixed points on
earth. These satellites receive television signals

25 originating from earth ("uplink" signals) and retransmit
the signals back to earth (retransmitted signals are
called "downlink" signals). While such satellites

typically employ directional antennas to transmit



satellites encircling the earth occupying so-called "geosynchr onous
-orbits" neaning that the satellites appear to be stationary relative
to fixed points on earth. These satellites receive television signals
25 originating fromearth ("uplink" signals) and retransmt t he
signal s back woowmsesé (retransmitted signals are cal | edCTdmsoaitiond"
signals). Wile such satellites typically enploy directional antennas
to transm t WD 97/ 18656

PCT/ US96/ 17936 downlink signals, the high altitude of the

satellites SO IBIA olign82sPOLhb ORigh 416 Rt BFL nECERLYEI IS
downlink signals. Thus, a single satellite can distribute television

signals to entire evrRlefed dagge pertiom el thy tdaghd 60 reneiventlss and

Ganals Troma oSMyigk, iB&TeCIHRDE] £ frtu8aBefafte 88 TN
tel evi sion users odist:Mite eblevissomhsignals Tat ehtiike SbSPEhentd anei t her
a satellite receiving |0 antenna/systeml|ocated at the user's residence
or 5 large portions of continents, and receiving antennas on
such continents are capable of receiving signals from a
plurality 6f such satellites.
Home television users or viewers obtain such
satellite signals via either a satellite receiving
10 antenna/system located at the user's residence or
alternatively by way of a cable distribution network
including a cable headend. In rural and remote areas
where cable is unavailabie or even undesirable, viewers
often utilize their own satellite receiving
15 station/converting station for receiving satellite
television transmissions from the above-identified direct
broadcast satellites (DBS). Such stations typically
include a satellite receiving parabolic antenna or dish
and associated motor-contreolled positioning mount, as
20 well as a low noise amplifier (LNA)'located at the
antenna for amplifying weak signals, a LNA block
converter stage for down-converting the block of
transponders or channels received, a conventional
satellite receiver which performs channel selection and
25 frequency/mode conversion, and a standard
television/video monitor.
Typically, a satellite broadcast signal in a
frequency range of about 12 GHz is received by a DBS

antenna such as a parabolic antenna erected outside of



alternatively by way of a cable distribution network i ncluding a
‘cabl e headend. In rural and renote areas where cabl e is unavail abl e
or even undesirable, viewers often utilize their own satellite
receiving 15 _statiaon/converting station for receiving satellih%?ﬂ

tel evision traf9Wa¥%ns fromthe above-identified direct PCT. % st

satellites (DBS). Such stations typically include a satellite

recei ving parabolic antenna or dish and associ ated notor-control |l ed

positioning mount, as 20 well as a |low noise anplifier (LNA) |ocated at

t he ant enna ftdwe adpefysngeweak Thegsatslliate Nareadadet signadodeert er

stage for down-convertin he bl oc f . ransponders or channel.:s
recei ved, a convent‘ﬁ"é’ﬁré?FgeEi inte 4 éslpWItFe S 1'13:';Lv'1é1r"1 %h?%%%e&%yorrﬁé’gghgﬁﬁg'l

selection and 25 aijoegueBoyLsDLe: OMERS 3indn isasdbsegieandas Gupplied to a
tel evi si on/vi deo nonitor. Typically, a_satellite broadcast
signal in a fuagtiencht r iRy WeTabdbe desered| 2 ldditfednopdgapks

g.nt enna such as; a %%%ﬂhghi §sa£'éfé'ﬁ}?e(?rﬁ%§negh9uﬁ§lﬂe é)ifgnal and demodulated
into video and audio which are then supplied to the

television set.
For example, U.S. Patent No. 4,796,032 discloses a

satellite broadcasting receiving system including a

10 parabolic antenna, antenna control system for directing
the antenna, signal processing section, and video/audio
display system. A parabolic antenna receives the
television waves from the satellite towards which it is
directed and forwards to the received signal to a signal

15 processing section which transforms the signal into one
which can be used by the video/audio display.
Unfortunately, the user/viewer of the signal received by
the gystem of the '032 patent is limited to viewing
signals sent by the particular satellite at which the

20 parabolic antenna is directed. If the user/viewer wishes
to view signals from ancother satellite, the user must
actuate the antenna contrel section motor which
repositions the parabolic antenna to receive such
signals. This is a time consuming and burdensome routine

25 which must be gone through each time the viewer Wishes to
change satellites.

U.S. Patent No. 4,993,006 discloses a system for

receiving a scrambled satellite television signal.and

unscrambling same for subsequent output. The



WO 97/ 18656 PCT/ US96/ 17936

‘the viewer's hone. The satellite broadcast signal is converted into a
BS-1F signal in a frequency range from about 950 to 1,450 MHz and is
~subsequently supplied to a tuner. At the tuner, the desired satellite
br oadcast SWOUa85e| i s selected fromthe BS-IF signal andPGrwseuTsaé ed
i nto video and audi o which are then supplied to the tel evi sion set.

For exanple, U S. Patent No. 4,796,032 discloses a satellite

broadcasting receiving systemincluding a 10 parabolic antenna, antenna

control system f orumBmestbdlisg circubbeimntenngsstemgAak1aHeses Shsd section,
and vi deo/ audi o di splay system A parabolic antenna receives the
tel evisi on waves fPHHANEEDIEPLREELE FRFU MG fontains an eleftrmiiad and

Lranet orms the. si Grale bt & aes Proviags TR kel (BE ORI RE PERESHRD) auai o
di spl ay. Unf omaarambllyingt héragkt / viBmerenoivinhheosegoat-dr £6d@i M5l ¥4 ng
par t cul ar satbl | it ML TWARERIERe Tt TS Soafeerni PG rebide 17 (e
user/viewer W shexeceptibf ¢iesust 9@ od (cEngaal heiinsatehhdd &y t R ser
must reception circuitry of the '066 patent can only receive
one descrambling card at a time, and the user/viewer is
limited to viewing scrambled signalé which can be

10 descrambled by that card.

U.S. Patent No. 5,426,701 discloses a cable
television converter box with a smart card connector
attached thereto, the smart card storing a predetermined
signal security decrypting algorithm. Unfortunately,

15 this system, as those discussed above, is only capable of
decrypting one type of signal ehcryption, thereby
limiting the user/viewer to viewing signals capable of
being decrypted with that particular smart card (e.g.
signals only from one satellite).

20 " Accordingly, there exists a need in the art for a
system/method for allowing a user at the user's residence
to simultaneously receive a plurality of differently -
encrypted or scrambled satellite television broadcast
signals from different satellites, choose a particular

25 signal for viewing, and decrypt the selected signal for
subsequent viewing. There also exists a need in the art
in such a system for a converter box provided with a

plurality of different simultaneously received removable

decrypting cards which allow the user to decrypt signals



actuate the antenna control section notor which repositions the

‘parabolic antenna to receive such signals. This is a tinme consum ng
and burdensone routine 25 which nust be gone through each tine the viewer
wi shes to change satellites. U S. Patent No. 4,993, 006

di scl oses a sy L8P, recei ving a scranbl ed satel|ite PEFUS{6Q7%4
signal and unscranbl i ng sane for subsequent output. The
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unscranbling circuit in the systemincludes a user exchangeabl e

pl astic card whi chdiffiezenslpremstmgtednisignals fromomilt iglieclsapedlides t he
key for a correspondin nscranblin ircuit. By remnmoving one card
and replacing 5 QeFFP‘V\F?BeJaJr%qTerf?’rt ﬁé‘ag‘EESdi H@l%aglé{:‘tfgo r?l”%cs_ of the
reception circuit eabrbptebangfthnideobrUBAG8LYEnhE and inteSCBRhEE N the
circuitry of the '066 patent can on receive

removable cards with different decryption cards at the

5 user's desire.
It is a purpose of this invention to fulfill the
above-described needs, as well as other needs apparent to

the skilled artisan from the following detailed

description of this invention.

10 F_THE NTION

Generally speaking, this invention fulfills the
above-described needs in the art by providing a home
satellite television receiving system and corresponding
method for receiving and decrypting signals transmitted

15 from a plurality of different satellites, the system
comprising:

an antenna system for simultaneously receiving first
and second encrypted television signals from first and
second satellites respectively, said first and second

20 signals having different types of encryption;

a switch for allowing a user or viewer to select one
of the first and second signals for viewing; and

a decrypting device simultaneously housing first and
second removable smart cards, the first smart card

25 including a memory for storing a first decrypting
algorithm for decrypting the received first signal having
the first encryption, and the second smart card including

a second decrypting algorithm for decrypting the received



one .descranbling card at a tinme, and the user/viewer is limted to
‘'viewi ng scranbl ed signals which can be 10 descranbled by that card.

U S. Patent No. 5,426,701 discloses a cable tel evi sion converter box
with a smart card connector attached thereto, the smart card storing
a predet erm n&D 97718656 si gnal security decrypting algorithm Botmsténrsdeel y,
15 this system as those discussed above, is only capabl e of

decrypting one type of signal encryption, thereby limting the
user/viewer to view ng signals capable of bei ng decrypted with that

particul ar smart cagedohd. §ignal hé\}.ﬂ@kiheo@eﬁoﬁﬂo&@%%l’?uﬂetl@oﬁzoé%%or

Accordingly, there exists a need in the art for a syst em net
al | owi ng a user at sipBadsgplected|fnadewing by shenmesemenustiewsacei ve a

plurality of diffe < Vel r_sc | tel | ite television
br oadcast si ggvg]@i:h%éfomh%i %te%l%glgg eIO% E: ggf)s%wj%% St ildul ar 25

signal for view ngdeangptedryging hethes elppebpdiatgnahafOrcard andURHRIUERter
view ng. There al sq exi aﬁs a_need in the art in such a systemfor a
converter box provif@EHahfed £°T viewying-ajity of different sinul taneously

' ?;ﬁlﬁlgd removabl e THES " It AT HREC BuBhL DI e UBRN L BHRELKRE
, needs in the art by providing a multiple beam array
antenna system for receiving/transmitting signals of
different polarity, the system comprising:

10 means for receiving/transmitting both linearly and
circularly polarized signals at substantially the same
frequency;

means for receiving/transmitting one of: (i) right-
handed circularly polarized signals; (ii) left-handed

15 circularly polarized signals; and (iii) linearly
polarized signals; and

the muitiple beam array antenna system being used in
conjunction with a decrypting device simultaneously
housing at least one smart card including a memory for

‘20 decrypting a received signal.

IN THE DRAWINGS

Figure 1 is a block diagram of certain components
making up the system/method according to an embodiment of
this invention.

25 Figure 2 is a block diagram illustrating a parabolic
antenna system including a plurality of antennas in

combination with the input signal interface of Figure 1.
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5 Figures 5(a) and 5(b) are top elevational and side

elevational views of one of the decryp

ting smart cards to

be inserted into the decrypting/descrambling biock of

Figures 1 and 4.

Figure 6 is a block diagram of the decompression

10 block of Figure 1.

Figure 7 is a block diagram of the video and audio

modulators of Figure 1.

Figure 8 is a block diagram of the controller of

Figure 1.

15 Figure 9 is a block diagram of the communications

block of Figure 1.

Figure 10 is a side elevational view, including

remote control, of the control and status device of

Figure 1.

20 Figure 11 is an exploded perspective view of a

multibeam array antenna which is in communication with

the input signal interface of Figure 1

certain embodiments of this invention,

according to

this antenna

simultaneously receiving a plurality of differently

25 encrypted signals from different satellites.

Figure 12 is a side cross-sectional view of a single

antenna element of the Figure 11 array

combining waveguide.

coupled to a



and .second encrypted television signals fromfirst and second
'satellites respectively, said first and second 20 signals having
different types of encryption; a switch for allowi ng a user or
viewer to sel ect one of the first and second signals for view ng; and
a decrypting WOWES&| nul t aneously housing first and s cRTINEPIFRTBE abl e
smart cards, the first smart card 25 including a nenory for storing a
first decrypting al gorithm for decrypting the received first signal
havi ng the first encryption, and the second smart card including

a second decrypting al gagurénisois decinmiti by trbarreeesyesectional view of

5 WD 97/ 18656 PCT/ US96/ 17936
second si gnal havPn&“PﬁErggcﬁﬁdpiﬁﬁﬁﬁqﬁ%(i?tﬁHEPeﬁ§e?ﬁ%ts positgicnesd

sel ected for ViewyRgab¥nthehdserl cOF redgdiRiing combiMbRy NShnd e f 11 st signal

or the second signal, is decrypted using the appropriate smart card
and thereafter @aVEgumdﬁded for view ng.
5 - Figure 14 is a top elevational view of the plurality

of antenna elements making up the plurality of subarrays
of the above-identified array antenna.
Figure 15 is a schematic diagram of the Figure 11-14
antenna illustrating the different subarrays, combining
16 waveguides, low noise amplifiers, electromagnetic lenses,

and satellite selection output matrix block.

DETAILED DESCRIPTION OF
ERT, E DI TS OF THIS INVENTION

Referring now more particularly to the accompanying
15 drawings in which like reference numerals indicate like
parts throughout the several views.

Figure 1 is a block diagram of a satellite
television receiving system for receiving, selecting,
decrypting, and descrambling signals transmitted from a

20 ' plurality of different satellites 18 according to an
embodiment of this invention. The system includes input
signal interface 3, radio frequency (RF) tuner,
demodulator, and forward error correction system 5,
digital data decrypting and descrambling device 7,

25 controller 9, communications block 11, contrcl and status
device 13 including a rehote control 105, MPEG 2
decompression system 15, and video and audio modulators

17. The above-listed components are made up of hardware



This invention further fulfills the above-descri bed needs in the art

‘by providing a nultiple beam array antenna system for
receiving/transmtting signals of different polarity, the system
conpri si ng: means for receiving/transmtting both Id d
circularly pollg’ﬂgzléﬁﬂsgi ghal s at substantially the sanme %&%@@E
means for receiving/transmtting one of: (i) right- handed circul arly
pol ari zed signals; (ii) left-handed 15 <circularly polarized signals; and
(iii) linearly pol ari zed signals; and the multiple beam

array antenna syst ém Iseirginsegbediments ctuneyi bR Wrdn W Ricrdpfitivege
devi ce si mul taneoug'rc&yegr.dingheuswﬂtﬁdq lsalqg:%rg[rﬁlﬂgvéwotgﬂﬁ&é&c' uding a

menory for 20 decC ting~a recelve
| N THE DRAW NGS RefBrging row s Hilguglesdiiagy asigrialerisaiimpuengenent s
maki ng up the systenm nethod according to_an enbodi '

i nvention. 25 mpl‘—“itgﬁllgnifi inte 30R2%Gr anphquijtt%i&tcf%éﬁé}igéaéﬁol ic
antenna syst emq nChishaGcaaPkaasb | fdedierdt QRPFSchbriers KARRLRRL 23oH 1N
the input signal interface of Figure 1. _
antenna system 21. Antenna system 21 may either be a
plurality of parabolic antennas (see Figure 2) or a
multibeam array antenna (see Figure 11), both of which
are designed to simultaneously receive a plurality of
10 different signals from different satellites 18, each
satellite using different encryption in many instances.
For example, a multibeam array antenna system 21 ({see
Figure 11) may simultaneously receive right-hand
circularly polarized, left-hand circularly polarized, and
15 linearly polarized downlink signals from first, second,
and third satellites 18 respectively, each having
different encryption.
Signals 19 output from antenna system 21 are at a
first intermediate frequency (IF) from a plurality of low
20 noise block down converters (LNBs) located within antenna
system 21. The multibeam array antenna or parabolic
antennas of system 21 is/are directed toward a plurality
of direct-to-home (DTH) direct broadcast satellites (DBS)
or any other conventional satellite. LNB DC control 23
25 and first intermediate frequency (IF) input'signal switch
25 are included in input signal interface 3, with switch
25 functioning to select (in accordance with

instructions) one of the plurality of IF signals received

from antenna system 21 for subsequent forwarding to the
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*Figure 3 is a block diagram of the RF tuner, denodul ator, and error
correction block of Figure 1. Figure 4 is a block diagram of the
digital data decryption and descranbling bl ock of Figure 1. 5
Figures 5(a) WOa/B6% are top el evational and side el ECAMSHHEPIS/i ens
of one of the decrypting smart cards to be inserted into the
decrypti ng/ descranbl i ng bl ock of Figures 1 and 4. Figure 6
is a block diagramof the deconpression 10 block of Figure 1

Figure 7 is a bl ogéctypgimnznid deecyanbbingdsperim. Switchodsl agors of
Figure 1. Figure 8 is a block diagramof the controller of
Figure 1. 15 conty dy yay pf obrS 42 3g¥ 1in HHHRd LesnfuAné atppksel

bl ock of Figure land status station 13 so that the user may scan through
the received DBS signals using remote control 105
5 together with the user's television (or display screen)
and select the desired one for viewing.

DC power supply 29 functions to power the LNB DC
control 23 which in turn allows IF input switch 25 to be
operated. The selected IF signal 31 received from

10 antenna system 21 is forwarded from input signal
interface 3 to block 5 for conventional radio frequency
(RF) tuning, demodulation, and forward error correction
{(FEC) .

As shown in Figure 3, output 31 of input signal

15 interface 3 reaches block 5 and first enters RF tuner 33.
Tuner 33 is of conventional nature and functions to
forward the selected satellite broadcast channel from the
IF signal to demodulator 35. Tuner 33 is instructed by
way of bus 27 as to which channel has been selected by

20 the user/viewer via remote control 105, for example, at
station 13. The output of tuner 33 is forwarded to
demodulator 35 which samples the signal to demodulate
therefrom in a known manner. Any type of conventional
and compatible modulation and demodulation may be used.

25 The output of demodulator 35 is forwarded to forward
error correction (FEC) device 37, which is conventional
in nature. FEC device 37 employs the adding of
systematic redundancy at the transmit end of the

communication length such that errors caused by the

10



Figure 10 is a side elevational view including renote control, of

‘the control and status device of Figure 1. 20 Figure 11 is an
expl oded perspective view of a mul ti beam array antenna which is in
comuni cation with the input signal interface of Figure 1 orging to
certain enbodi REWE8EF this invention, this antenna Si rruﬁ'@ﬁ%’&ﬂ 6
receiving a plurality of differently 25 encrypted signals fromdifferent
satellites. Figure 12 is a side cross-sectional view of a single
antenna elenent of the Figure 11 array coupled to a conbi ni ng

wavegui de. transmission medium can be corrpcted by waywypD7a jigsne;m

Vewol e susleraingy sRLERTy AP Ak 8hel °Ehek] OE NS AR
adj acent their corrmspdediutgldaeti ni Aftsubseimgy forward error corrected,
data and clock output 39 of block 5 is forwarded to
5 decrypting and descrambling station 7.

Decrypting and descrambling station 7 receives
output 39 from FEC device 37, this output being a high
speed digital stream which is subsequently decrypted and
descrambled in block 7. Decryption, the inverse of

10 encryption, is the process whereby information is
recovered from the publicly transmitted satellite
downlink signal formatted digitally through the use of an
encryption algorithm, and a selected key, from a set of
possible keys appropriate for the particular encryption

15 algorithm. In such a manner, confidential information
controlling the descrambling process can be pasgssed or
transmitted by way of open cﬁannels provided that
security is maintained for the specifics of the
encryption algorithm and keys. Encryption systems can be

20 made robust to an arbitrarily high level of security
through increasing cleverness and complexity.
Descrambling, on the other.hand, is the process used to
render the video image useless to an unauthorized viewer.
This may be accomplished in many conventional ways within

25 the transmission and reconstruction of video information.

In block 7, descrambling of the signal is a
continuous process performed upon the video data frames
received from FEC 37 that restores original images, this

descrambling process being under the functional control

11



wavegui de. 5 Figure 14 is a top elevational view of the plurality

of antenna el enents nmaking up the plurality of subarrays of the
above-identified array antenna. Figure 15 is a schematic diagram
of the Figure 11-14 antenna illustrating the different subarrays,

conbi ning 10vOoYHA868sui des, | ow noise anplifiers, el ectromgRETUSIERSes,
and satellite selection output matrix bl ock.

DETAI LED DESCRI PTI ON OF CERTAI N EMBODI MENTS OF THI S

| NVENTI ON Referring now nore particularly to the acconpanying 15
drawi ngs in which ¢f kinfermaitdione whiloBrady bediegdidenti Wethin sp&rt Scards

t hroughout the several,K views. | . Figure 1 is_a block diagramof a
satellite t el Bvi SitbFErEedy PRYCIIRERTT ) Jremov@blyi RY2ced| Bk,
decrypting, and desgt d1e3 hUBebsads astid teed froma 20 plurality of
different satellites I8 according to an enbodi ment of this invention.
The systemincl udes i ngite encryptinnl (dmd eddcryption) aley &neé cabomyi (HRE)

t uner, denodu) at or . .and forward error correctiqn stem 5,

digital data d&crypt "?ﬁdaa\:&&’ndé"gc?FSﬁb‘f’ﬁ@”heﬁﬂ‘i}% Far ?52¥c’8?1¥r16‘?l er 9,

conmmuni cati ons bl ibHicaank’ apdatdbBé ailough thee¥i§RsmBt t&e NG Rq
renote control 105, MPEG 2 deconpr essi on system 15, and vi deo “and
audi o nmodul at ors data channel. Both the scrambled video data channels and
the encrypted data channel are contained within the
satellite transmitted MPEG transport layer data stream of
10 the transmitted signal according to certain embodiments.
Decryption functions reside within smart cards 41 while
descrambling functional elements may reside withir smart
cards 41 and/or external elements.
Block 7 includes high speed digital data interface
15 45 and a plurality of smart card receptacles 43 coupled
by way of communication links/interfares 49, each
receptacle 43 being conventional in nature and adapted to
removably receive a single smart card 41 so that a
plurality of different decryption descrambling algorithms
20 may be stored within block 7, each card 41 storing a
different such algorithm appropriate for use in
decrypting descrambling a particularly encrypted
scrambled signal transmitted by way of satellite
downlink.
25 The channel selected for viewing in block 5 is
interfaced with the appropriate decrypting descrambling
smart card by way of high speed digital data interface 45
so that the encryption scrambling technique of the |

selected signal corresponds to the decryption

12



17. ‘The above-listed conponents are made up of hardware WO

'97/ 18656 PCT/ US96/ 17936 in
certain enbodi ments, but may be nade up of software according to
certain alterngly odi nment s. Referring now to [l =2,
signals 19 i npﬁ'{d%égm%gb I nput signal interface 3 are a pl urgi [ @ygg'?)p]“
digitally 5 nodul ated radio frequency (RF) carriers forwarded from
antenna system 21. Antenna system 21 may either be a plurality of

parabol i c antennas ése_e Fi thJirne %é[ oJr:_ a nmul ti beam array antenna (see
Figure 11), both of9§FfXATPLing alparithn AR % keYnFtrERE00R| Yhe creremsed
plurality of =10 didd@r enireisanal gnfsoem i sl t8beLbites: Mool on
satellite using different encryption in many instances. or anpl'e,
a nul tibeam array airssramshisgemlaorithe can be Rippliedltd bhy encrypted
e e T TP e
first, second, s east dddeptagdtelliiePplK espeokerehydi £ASfavi ng
di fferent encryption.
decryption algorithm so that the number of stored
decrypting descrambling algorithms in block 7 is a
function of the number of receptacles 43. For example,
if three receptacles 43 are provided, then three
10 different decrypting descrambiing algorithms may be
stored and accessed within block 7 by way of three smart
cards 41 in view of the fact that each receptacle 43
removably receives a single smart card 41.
After the selected signal and channel has been
15 matched with the appropriate decrypting algorithm by way
of interface 45, block 7 functions to decrypt and
descramble the selected data in a known manner.
Interface 45 and receptacles 43 are controlled by way of
control and status data bus 27. Interface 45 includes a
20 switch and interfacing circuits to control the
distribution of digital data streams and clock data as
will be appreciated by those of skill in the art.
Communication links or interfaces 49 allow interface 45
to communicate with receptaclés 43 thereby interfacing
25 the high speed digital data and clock loop interfaces to
receptacles 43 and the information stored on smart cards
41 therein thereby linking the selected encrypted

scrambled data with the corresponding smart card 41 for

decrypting and/or descrambling.

13



Signals 19 output from antenna system 21 are at a first internmedi ate
‘frequency (IF) froma plurality of low 20 noise block down converters
(LNBs) | ocated within antenna system 21. The nulti beam array antenna
or parabolic antennas of system 21 is/are directed toward a plurality
of direct-to-WOPBSAH) direct broadcast satellites (DBS)  PCT/B¥6476 ot her
conventional satellite. LNB DC control 23 25 and first internedi ate
frequency (IF) input signal swtch 25 are included in input signal
interface 3, with switch 25 functioning to select (in accordance with
i nstructions) one of tRA&tpkudaseramipling aidydelcsypbienyesitput ¥ om ant enna
system 21 for subseauent [ OLHRLSE el Sl of block 7 is forymmdedeorrose
decrypting and desGraehlkibgasyabem 2 JQdddwbre®sisdn block Oy I Olyse: by way of

bus 27 via controller 9 and control. and status station 13 so that the
user may scan thr gggempressige sriaredSDES shgwal in undrry degradtle igont r ol
105 5 Figure 6. Block 15 includes conventional MPEG 2 circuits

53, video RAM 55, audio RAM 57, MPEG audio unit 59, and
MPEG video unit 61, all of which are conventional in
nature. -Output 63 of MPEG 2 circuits 53 is forwarded as
a wideband data output while outputs 65 and 67 of MPEG

10 video and MPEG audio respectively are forwarded to video
and audio modulators 17 (see Figure 7) so that the
decompressed signals may be further processed for
viewing.

Video and audic modulator block 17 is shown in

15 detail in Figure 7. This block includes audio digital to
analog converter 63, NTSC video modulators 71, and phase
alternation line (PAL)} block 73. The outputs of digital
to analog converter 69, NTSC (National Television Systems
Committee) video modulators 71, and PAL 73 are forwarded

20 to the viewer's television set or display for viewing by
the viewer/user.

Referring now to Figures 5(a) and 5(b), top and side
elevational views of a smart card 41 respectively, it may
be seen that each removable smart card 41 is

25 substantially planar in nature and includes area 75 for
electronics and area 77 for connectors. A conventional
PCMCIA or ISO 7816, for example, may be located in area
77 for communicating with interface 45 by way of

receptacle 43 and communication link/interface 49. The

14



5 together with the user's television (or display screen) and sel ect

't he desired one for view ng. DC power supply 29 functions to
power the LNB DC control 23 which in turn allows IF input switch 25 to
be oper at The selected |IF signal 31 received from |

system 21 is f‘§$m % fromi nput si gnal interface 3 tog %&ﬁggfﬁor
conventional radio frequency (RF) tuning, denodul ation, and forward
error correction (FEC). As shown in Figure 3, output 31 of

input signal 15 interface 3 reaches block 5 and first enters RF tuner 33.
Tuner 33 is of coneteetiRRiichATeRe 7AnENf &Reh i e tid may bpofquredt e a

sel ected satellite ase,cRRnagl +£r 9 e a ul at or
35. Tuner 33 is ingé‘gtgﬁg%ﬁify ngvgé o&%us 2 eas tﬁgi 8 he&ﬁ%ﬁ@ ISjhas
been sel ected by aDgotitchmsEcwiengr Vi a renot e contr ol 105, for exanpl e,
at station 13. The out ut_  of tugf d IS forgratrded denodul at or
35 which sanples the m%’fﬁi’f & & d&nBd a‘tﬂé 1a9ra}"h eFPBFrFPH%rk%ownA%nner
Any type of cogvengh @l contrcaldrCoNPAE] Riés NP Ela@%@@f'oﬂ?@@é’é’éc?%

may be used. 25 The out put of denpdul ator "35 is forwarded t orward
error correction (FEC)8Ye\BEROM3IBS, WHEERON s8torAnehtinbrgface systemagurior FEC
gﬁg'g? ?Eeenploys tff%&H(a'%%eokemorlegyééqgﬁﬁﬁﬁuk%g%ng% ymféréé?%ééégg¥nt

81. Microprocessor 81 is in communication with bus 27 so
that controller 9 may communicate with input signal

10 interface 3, block 5, descrambler and decrypter 7, MPEG 2
decompressor 15, control and status block 13, and
communications block 11. Input signal switching in
interface 3 by way of switch 25 is accomplished by use of
control signals originating from controller 9 according

15 to certain embodiments. When the user at control and
status station 13 desires to view a particular channel,
controller 9 outputs data to interface 3 in order to
instruct interface 3 and switch 25 therein to select the
particular signal/satellite for viewing and subsequent

20 forwarding to block 5 and block 7. Each of‘the memories
and microprocessor in controller 9 as shown in Figure 8
are conventional in nature aﬁd may be purchased
commercially (or may be implemented using software) .

Figure 9 is a block diagram of communications block

25 11 which includes modem 93 (conventional in nature) and
UART 95, also conventional in nature. Modem 93 and UART
95 are in communication with bus 27 as well as outside
communications channels and devices by way of outputs 97.

Communications block 11 by way of modem 93 and URRT 95

15



conmmuni cation | ength such that errors caused by the

10 WD 97/ 18656 PCT/ US96/ 17936
transm ssi on nedi um can be corrected by way of a known decodi ng

al gorithm Any conventional type of known FEC may be utilized. After
bei ng f or war dwesI865&€ or r ect ed, data and cl ock output FECTaisebimsk 5 is
forwarded to 5 decrypting and descranbling station 7.

Decrypting and descranbling station 7 receives out put 39 from FEC
device 37, this output being a high speed digital streamwhich is

subsequent |y decr yotRok Kk set tope®ekaBE! eflid Ntk ofr tBCEMRLLORacd e

inverse of |0 encryption, is the process whereby Iinformation Is
recovered from t heipubbtherw eleptdiicet edovporentis eutsidedofinkhaksgsgeaal

formatted digital] h qu he . of,an encryption algorithm and a
sel ected key, frosrgﬁycéﬁsée 0 rid Eillﬁ%%bsg}:gré %y%ayap? rt?pb‘&Péng Pgr t he

particul ar encryptémfunidat idimgobilblr 11 | Spsieda A yakRebe 6o8HI €8Ntédd ive
i nformation controlling the descrambling process can be passed or
transnmitted by vva?erb?t%ﬁé?’f‘%ﬁ’&nﬁésgab?’o@?%otl't%d’tser- security is

Eﬁl;?ty S{ ned f %t; Ne SPaiduses 1% 18N8 side ENEVAAIAY] FcHRRLEDD BIE, KSYS:
control and status unit 13 and bus 27. Control and
status unit 13 includes a conventional box housing and
including front panel controllers 99, front panel status

10 indicator (liquid crystal display, for example) 101, and
remote control IR or RF receiver 103. Remote control 105
is usged to instruct the set top box system by way of
wireless link 107 of instructions from the user. By way
of remote control 105, the user may select particular

15 satellites and then channels for viewing. Remote control
105 may be of the infrared (IR) or radio freguency (RF)
wireless type. Display 101 may indicate, for example,
which channel is being currently viewed by the viewer and
from which satellite. Front panel controllers or control

20 switches 99 are provided so as to allow the user to
manually select different channels or satellites instead
of using remote control 105 as discussed above.

Figure 11 is a perspective exploded view of a
multibeam array antenna for simultaneously receiving

25 signals (RH, LH, and linear for example) from different
satellites. The multibeam array antenna shown in Figure
11 is more fully described in U.S. Serial No. 08/299,376,

the disclosure of which is incorporated herein by

reference. This array antenna system or a plurality of

16



20 .made robust to an arbitrarily high level of security t hr ough

‘i ncreasi ng cleverness and conpl exity. Descranbl i ng, on the other hand,
is the process used to render the video i mage usel ess to an

unaut hori zed vj This may be acconplished in many c '

ways wi thin ng%vﬁhgssgransm ssion and reconstruction of vi de%ﬁ&r@%on.
In block 7, descranbling of the signal is a conti nuous process '
performed upon the video data framnes received from FEC 37 that
restores original inmages, this descranbl i ng ?rocess bei ng under the
functional control parabolic pprenpamgtee Figure 2) may make up antenna

PCT/ US96/ 17936 systenP21l WhoLHBL & %V@Emr;x@:}st@s?r@%ﬂﬁ#ﬁééﬂ&ps TR

cards 41 (in certaln enbodi nents) renovably place

receptacl es or storsge&hslsotigvéftion. The encryption (and decryption)
n_spart,_cards 41 may be

k d al ith 5 inf tiop, st .t hi .
beriodi cal ly updat able fr BAGHRE HEASTECIH ALaR=BREFOR: EE MultiRlg pean
channel . Both tdie sahragbhederhdesystodnd Lipted todblceive sidifai18NGHY RESG:

data channel are contained within the
the 10.70 - 12.75 GHz range. The antenna array portion

includes a plurality of helical subarrays made up of
antenna elements 1, element or antenna mounting plate
203, signal combining waveguides 205 (one waveguide 205

10 per subarray), and protective housing or radome 8.
Housing 8 provides environmental protection to elements 1
and is transparent to frequency fields existing at the
antenna aperture. Figure 12 shows a single antenna
element 1 connected to mounting plate 203 and signal

15 summing or combining subarray waveguide 205. Each
antenna element 1 includes tapered-dielectric rod or
mandrel 213 which is made of an injection moldable
plastic such as Delrin. A single wire or foil conductor
215 is wound around dielectric mandel 213 in a helical

20 fashion. Conductor 15 performs the primary electrical
receiving/transmitting function of.each antenna element
1. Each antenna element 1 is provided in a cup aperture
211 milled out of plate 203. Mandrel 213 of each element
1 includes cylindrical extension 225 protruding from its

25 base so as to allow each mandrel to be affixed to plate
203 via an aperture in the plate, thereby allowing output
probe 221 (which is attached to conductor 215) to extend
into the confines of rectangular signal summing waveguide

205.

17



satellite transmtted MPEG transport |ayer data streamof 10 the
‘transmtted signal according to certain enbodi nents. Decryption
functions reside within smart cards 41 while descranbl i ng functi onal
el ements may reside withir smart cards 41 and/or external elenents.
Bl ock 7 incl ud¥s9W8éi¢ speed digital data interface 15 45 apdrusghasssl ity
of smart card receptacles 43 coupl ed by way of communi cation
links/interfares 49, each “receptacle 43 being conventional in nature
and adapted to removably receive a single smart card 41 so that a
plurality of differentadeshow iion FAguseantl, i fBe ad Opid it E@&el%‘%ngr@ﬁtéﬁna
stored within block 7, each card 41 storing a di fferent Such

al gori t hm appropr parayiof cewtdim embodipeBE§pi $ mpdkeswr afbki pjuaality of

Careliite ) T kiR e, ot WRGEeY MRG0 B B Forgbi Bl b 1

block 5 is Eater $uicadray tayt be apdeoppiof efdlaciipiiagldessnagbl i ng
smart card by way , of hi]gh S eeg_l di |taI data j nterface 45 so that the
encryption scPanbl'Fhghe c‘ﬁ’r&tﬁ:’ fihElrcu arky ReYedd zeAgREl 1ebkreapdeds to

the decryption cirecularly polarized) helical elemetts 1. The antenna

system may include twenty-four separate non-symmetrical
subarrays in order to form a fan;shaped beam, the twenty-
four subarrays being made up of twelve right-handed

10 circularly polarized subarrays and tweleve left-handed
circularly polarized subarrays interleaved with one
another. The provision of both right and 1eft—handed.
circularly polarized subarrays allows the illustrated
phased array antenna system to receive signals from

15 different satellites emitting either right or left-handed
circularly polarized signals, or linearly polarized
(horizontal or vertical) signals. Cover plate 233 seals
the rear or lens side of waveguides 205. Apertures in
plate 233 through which probes 231 extend are filled with

20 dielectric material 235,

Figure 15 is a schematic of the multi-beam array
antenna accofding.to certain embodiments. As shown, the
signal is received by either the right-handed or left-
handed subarray elements 1 or both. Thereafter, the

25 signals received by the elements are summed in the
appropriate waveguide 205, the combined signals of each
subarray then being sent to a low noise amplifier 239.
After amplification, the signals from the left-handed

subarrays are sent to electromagnetic lens 555 while the

18
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‘descranbling al gorithm and/ or key stored on the accessed smart card
41. In such a manner, the correct decryption descranbl i ng al gorithm

can be applie encrypt ed scranbl ed sel ected sig rt
card 41 store&wb%mha§6 each receptacle 43 in block 7 stores QQ§WF$QFQ§

decryption algorithmso that the nunber of stored _ decrypting

descranbling algorithns in block 7 is a function of the nunber of
receptacl es 43. For, exanple, if three receptacles 43 are provided,
then three 10 diS¥aedst fgewr fhei Fipktehandes hﬁglﬁﬁboﬂﬂ@wmmye sent

stored and access ‘Mltelaitﬁoma&ﬁgtj?c bYei@)5=3. T BLEE $IBE tselect i iR AL 1D
le 43 renova

view of the fact that each reCeptacle y recelves a single
smart card 41. output blgfkefdtim ssiresttddnsiwghhl thadsetharmsielbdias been

15 matched with the apprgprjate decryptin orithm by of

i nterface 45, bl oc‘%}‘sf’ulsgﬁgt f"%ﬁget ?féc%}ﬁ“%a%hg user ’ﬁ%s%% & 49e which
selected data 4 n dRAMILERBNEhe wishes It e:@t:asee4§i§:milé.eceﬂ{@%u%?u%% are
control |l ed by way of control and status data bus 27. InterfaCe 45

includes a 20 svincEhbakl 1eEees RFh@End 568 maytbe coappesl schas to

result in the receiving of a signal from a satellite
having linear polarization. Ports 663 {input) and 665
{(output) of the lenses may be designed so that.the

10 angular increments of beam scans of each lens is about
4°. By combining the use of lenses 553 and 555, the user
may receive satellite signals from anywhere in the
antenna's scanning range of either lens in any
polarization sense. The scanning capability of the

15 system is bounded by the capability of the lenses and the
array. Lenses 553 and 555 are timeﬁdelay devices
designed to scan on the basis of optical path lengths,
their radiated or scanned beams being substantially fixed
in space. The constrained lenses also include a

20 plurality of radiators to collect enérgy at the lens back
face and to re-radiate energy from the front face. 1In
accordance with the described lens désign, the lenses in
combination with the antenna system allow the system to
select a single beam or a group of beams for reception

25 for home satellite television viewing. Right-handed
circularly polarized satellite signals, left-handed
circularly polarized satellite signals, and linearly
polarized satellite signals within the scanned field of

view may be accessed either individually or in groups.
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di stribution of digital data streans and cl ock data as wll be

‘appreci ated by those of skill in the art. Commruni cation |inks or
interfaces 49 allow interface 45 to communicate with receptacles 43
thereby interfacing 25 the high speed digital data and cl ock | oop
interfaces toWO9/86cept acl es 43 and the information stor e dPOYIUSHEATI36 Car ds
41 therein thereby |inking the selected encrypted scranbl ed data with
the correspondi ng snmart card 41 for decrypting and/ or descranbling.

13 WD 97/ 18656 PCT/ US96/ 17936

After descranblinghasd etBdiemtd aringdet putaSdlurality dFseueabbgde ke
decrypted) of block 7 15 forwarded to conventional MPEG 2
deconpr essi on bl oBk91&!s s be Slmu“ﬁ@%%ﬁ‘rﬂ%s’é?‘iﬁivﬁdalapénagseﬁge@h@t/m in

nore detail in 1 EG 2
circuits 53%3?5%@@%\%@551: h@aggﬁg ERIAIV(?&é %%hg%lé{j %gove

MPEG vi deo uni t 6§heaamt@inmmyasyscgmveaﬁtFMes r11 15 is used in
5 conjunction with the set top box of Figures 1-10.

Once given the above disclosure, therefore, various
other modifications, features, or improvements will
become apparent to the skilled artisan. Such other
features, modifications, and improvements are thus

10 considered a part of this invention. The scope of which

is to be determined by the following claims.
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nature. Qutput 63 of MPEG 2 ci+cuits 53 is forwarded as a w deband
‘data out put while outputs 65 and 67 of MPEG 10 -video and MPEG audi 0

respectively are forwarded to @mwummmmﬁmudl o0 nodul ators 17 (see
Figure 7) so t de s may be furt ed
f or Vi ev&bﬁttj’?’{a% Vi deo” arld dudfo hodul ator bl ockla%’l'igé&g'ﬁ%\?m in
15 detail in Figure 7. This block includes audio digital to anal og
converter 69, NTSC video nodul ators 71, and phase alternation |ine
(PAL) block 73. The outputs of digital to anal og converter 69, NTSC
(National Tel evi si®%nCopdMans Conmi ttee) video nodulators 71, and PAL

73 are forwarded 20 4o thg NiEWel  S1h8k8Vi-gh QP4 SRl L _View ng
by t he viewer/ usetr?'. gvegaF%Ze é?ﬁi%nlégggf/}vltég&#?{geu%els %é)sfy%ﬁ&‘“s( b),
top and side 2 felreveredomahgvamlhisyryptsmgr sigaalls dlrarespeciedv €rpm ht May

be seen that each _renoyabl e rt.card 41 is..25 substantially planar in
nature and incl udé’&uﬁFiét?'So?g&%feren&I 58‘3"?3?1?’5?5 an'g"%rsé’étfw fefPrising:

connectors. Agonventional an ant¥d¥d AyatemSELE8dBmultQineXd ‘%ec@é#}s

| ocated in area . 77 for comunicating with interface 45 Dy way o
recept acl e 43 sand fésmtuandaseernd iancryRtedf hedeybsighesignals from first

14 6 and second satellites respectively, said first and second

7 signals having different types of encryption whereby said
8 first signal has a first encryption and said second

9 signal has a second encryption;

10 a switch for allowing a user or viewer to

11 select one of said first and second signals for viewing;
12 a decrypting device simultaneously housing

13 first and second removable smart cards, said first smart
14 card including a memory for storing a first decrypting

15 algorithm for decrypting said received first signal

16 having said first encryption, and said second smart card
17 including a second decrypting algorithm for decrypting

18 said received second signal having said second encryption
19 whereby the signal selected for viewing by the user or

20 viewer, whether said first signal or said second signal,
21 is decrypted using the appropriate smart card and

22 thereafter forwarded for viewing.

1 2. The system of claim 1, further comprising an

2. input signal interface for receiving said first and

3 second encrypted signals from said antenna system and

4 outputting the selected signal to said decrypting device,

5 said input signal interface including said switch.
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‘el ectronics area 75 on each car known nmanner
so as to include the required degr orltth|rCU|try

|
Figure 8 is a bl ock diagram of caﬁﬂmlllmilmll uE shown, controller 9
i ncl udes a tyMWQ@e¥18686cr opr ocesso I M EPROM 85PCHESROWS7,

and interface system 89 for all owing the nenories to comunicate with
m croprocessor 81. Mcroprocessor 81 is in comrunication with bus 27
SO that controller 9 may comrunicate with input signal 10 interface
3, block 5, descranbler and decrypter 7, MPEG 2 deconpressor 15,
control and status block 13, and . communi cations block 11. I nput
signal switchitng in 3- Theesyatemofychaima, suatdier2sompraginapheshed
by use of C r S f %g%r | | cord

to certain enbodl ?ré{r.\tg él\/{%gin@tﬁ%Hgggrﬂéﬁﬂ on{u?cg} an = e%:*o%t §§ Eeg{:h’?ﬁ’on

13 desires toavi e\(\FECpadispnﬁeai behaensl said inpwordigmaletinBepBhpdt sngata to
interface 3 |n order 8

i1d decrypting device, said means for RF tuning,

5 demodulating and FEC forwarding the selected signal to
6 said decrypting device in the form of a digital data

7 stream.

1 4. The system of claim 3, further comprising means
2 for decompressing the decrypted selected television

3 signal and subsequently forwarding the decompressed

4 signal to a video output for viewing; and wherein said

5 first and second cards store first and second decryption

'3 keys respectively.

1 5. The system of claim 4, further comprising a.

2 controller in communication with -said input signal

3 interface, said decrypting device, said means for RF

4 tuﬁing, demodulating, and FEC, and said means for

5 decompressing, said controller for operating said switch
6 thereby allowing the user to select a signal and

7 satellite for viewing.
1 6. The system of claim 1, wherein said first and

2 second encrypted signals are direct broadcast satellite

3 (DBS) signals.
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instruct interface 3 and switch 25 therein to select the particul ar

'signal /satellite for view ng and—subsequent—20 forwarding to block 5 and
bl ock 7. Each of the nenories m I ssor in controller 9 as
shown in Figu are conve i!"ig !m M:ﬁm and may be

comercially ?s‘?g’r'r‘g?/“be i mpl enment ng’fﬂlggﬁ?g’qg S

a bl ock diagram of communi cations block 25 11 V\/m ch I ncl udes nbdem 93

(conventional in nature) and - UART 95, also conventional in nature.
Modem 93 and UART 95 are in communication with bus 27 as well as
out si de é‘ormuni calt onsThRFifdieR ghdcddincks Birther srmpsiging 97.

Sgnnunlcatlon ?%5@%65$lewﬁéfg Hqugg‘33tﬁ99dLg¥zE§£%1ng algBE%FH@QG/l?QSG

permt the sets topeinowalmetﬂac:ewaMet iansabd cosmmyptciaice device wbt Bhat her
el ectrical corrponeBts out si de of the system h as phone || nes,

etc., by way df olffphit83%y antenna gyghiR Ea'f‘%?%n%ﬂ‘@ﬁw ffcﬁﬁi"ﬁﬁn‘a{l}”?e may be

used to recei\e differently encrypted television signals, the viewer or
6 user can select any one of the three for decrypting and

7 viewing.

1 8. The system of claim 1, wherein said antenna

2 system includes a multibeam array antenna which

3 simultaneously receives and forwards said first and

4 second signals which are at substantially the same

5 frequency, the first signal being right-handed polarized

6 and the second signal being left-handed polarized.

1 9. The system of claim 1, wherein said antenna
2 system comprises first and second parabolic or dish
3 antennas for receiving said first and second signals

4 respectively.

1 10. A method of receiving a plurality of satellite
2 signals and selecting one of the plurality, the method

3 comprising the steps of:

4 - simultaneously receivihg first and second

5 differently encrypted signals from first and second

6 satellites respectively;

7 selecting one of the first and second signals;
8 selecting one of first and second removable

9 simultaneously accessible decryption cards for decrypting

23



5 renote control signals fromthe user. Figure 10 is a side
‘el evational schematic view of control and status unit 13 and bus 27.

Control and status unit 1 entional box housing and

i ncluding front panel controll eﬂ“lwummummﬁ m status 10 indicator
(liquid cryst HOW18¢bay, for exarple renot e cRER/PSANTR6Or RF
receiver 103. Renote control 105 Is used to instruct the set top box
system by way of wireless link 107 of instructions fromthe user. By
way of renpote control 105, the user nmay select particular 15
satellites ang thee sblopetd sateld rsggnali%en’@h@ £DREE Gdnd seccHP May be
of the infrared (IR) or radi o frequency (RF) wireless type. Display
101 may i ndi Hat e eFEVPELRpFards havm éHréﬁaﬁﬁ@IS¢%°llfé|¢ﬂgff@wJ¢nt ly vi ewed
by the viewes, an roII rs or
control 20 {zsvm 9§ﬁggpggﬁapgé prowrg&fj@s?lgr%gp?g&a owt e user tgn%

manual |y select detbedenecelreshetigmalssatepect tselnst ead of using
renote control 105 as di sc ssed .above ure 11 is a perspective

expl oded vi el of a TP Any dRPERRIP TS SR Seeesed §| §ignal

receiving 2% 5'Lx@'i’!ﬁbstﬁ&'hei-é'étéﬂ‘diédx%@&oﬁoéaﬁd(a'm{c?) fromdifferent
satellites. The nultibeam array antenna shown in Figure 11 is nore
fully descritfed in U.S. Sewging Ndie ggcryptedeand desqmeﬁclsasuaé of which

I's incorporated herein by

1 11. A television receiving system including an

2 array antenna receiving system in combination with a set
3 top box, comprising:

4 a first group of right-handed circularly

5 polarized subarrays, each such subarray having a

6 plurality of right-handed circularly polarized antenna

7 elements, and a second group of left-handed circularly

8 polarized subarrays, each such left-handed subarray

9 having a plurality of left-handed circularly polarized
10 antenna elements;

11 wherein said subarrays of said first and second
12 groups are arranged in an interleaved or alternating

13 fashion and may receive substantially the same

14 frequencies;

15 a first electromagnetic lens for receiving

16 signals from said first group of subarrays and a second
17 electromagnetic lens for receiving'signals from said

18 second group of subarrays;

19 means for manipulating said first and second
20 electromagnetic lenses so as to enable said system to

21 receive right-handed circularly polarized signals, left-
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reference. This array antenna systemor a plurality of

.égr abol i ¢ any\gng;/sl(sggg Figure 2) IMIHH’HJI"HIIH'M““ _ sigéﬁsgiliz?gﬁ
M

i's in conmmuni Calo the set top bo this i nventy
/
As shown, Figure 9?}} &FI ustrates the multiple beam 5 array an ensr?g"s’ggt

adapted to receive signals in about the 10.70 - 12.75 GHz range. The
antenna array portion includes a plurality of helical subarrays nade
up of antenna elenments 1, elenent or antenna nounting plate

203, signal @nbi hRREedaFLETH IRl BPlegiaetasigiathy AN 1i@eB&LYsubarray),
and protect i g Noysiag: ghar a9 Bwithin chUSER ExPraides epylr onrent a

protection to el efrents I's transparent to frequency tields
exi sting at tde systemnt@mnha aperture Figure 12 shows a single antenna

el enent 1 connected to nounti e 2Q3 and si gnal unmi n
conbining suﬁ?rray maveguid% é%k?j %ég@ evice 1n£%ommun1cat§on W1gh said

26 subarrays and said lenses, said decrypting device

27 including means for storing a first decrypting algorithm
28 for decrypting a signal received from at least one of the
29 lenses, and means for decrypting the received signal so
30 that the signal may be viewed by the viewer on a

31 television or the like.

1 12. A television receiving system including

2 multiple beam array antenna system in combination with a
3 decrypting device for receiving signals of different

4 polarity, the system comprising:

5 means for receiving both linearly and

6 circularly polarized signals at substantially the same

7 frequency;

8 means for receiving at least one of: (i)

9 right-handed circularly polarized signal; (ii) left-

10 handed circularly polarized signals; and (iii) linearly
11 polarized signals; and

12 a decrypting device including means for storing
13 decrypting data, and means for decrypting a signal

14 received from the multiple array antenna system so that
15 the decrypted signal may be viewed by a viewer on a

16 television or the like.
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antenna el enment 1 includes tapered dielectric rod or mandrel 213

'‘whi ch is made of an injection noldable plastic such as Delrin. A
single wire or foil conductor i round di el ectric mandel
213 in a helical 20 fashion. Ml’iﬂﬁ““ﬂ%ﬂﬂmgrm the primary

el ectri cal WO 9748656vi ng/ t ransmi tt i fg tunktion of each ant eFRHUSI6A736t

1. Each antenna elenent 1 is provided in a cup aperture 211 mlled out
of plate 203. Mandrel 213 of each el enent 1 includes cylindrical
extension 225 protruding fromits 25 base so as to allow each mandrel to
be affixed tojplate 13, 2@8eVbdstdmapLrdiiin i12,t Barphateinthedahy mddowi ng

out put probe 221 (which is attached to conductor 215) to_extend

into the conf2nester gisstldageruslyi xeesivingritwy tiddeghraws and mgtple

17 97 654 . : : CT/ US96/ 17936
As shown in \lé?guréojﬁ%lqﬁ?es glfgﬁ%? ?:élc-:cellﬂ\/afrnganéintlcalr?r?gr Fype %?%lgy of certain

enbodi nents i & mesmulxsifechispyuandli 4ty sibstantially the same frequency,
5 and means for simultaneously accessing a plurality of
6 different satellites thus allowing the user to utilize
7 signals of different polarities from the different

8 satellites at the same time.
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subarrays,

may be made up of four simlarly wound
| ef t - handed

circularly polarized or
el enents 1. The antenna

twenty-

5 (either

each subarray having its own wavegui de 205.

Each subarray

ri ght - handed

circularly polarized) helical

system may include twenty-four separate
non-symret ri cal woemsssgubarrays in order to forma fan-shaped pp@ambe/ 705
10
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both right and |eft-handed

illustrated

circul

anot her.
r/JCﬁoI arized su

four subarrays being nade up of twelve right-handed

circularly

The provision of

barrays allows the
phased array antenna systemto receive signals from 15

different satellites emtting either right or |eft-handed qbrgylarLy
pol ari zed signals, or linearly polarized (hori zontal or vertical)
signals. Cover plate 233|seals th&rlear or lens side of QU|des
205. Apertures in pl at e 233 f hr ough mhi ch grobe§7231 extgF are
filled with 20 dielectfic aat@rigal 235! ure 15
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subarray then being sent to a | ow noise anplifier 239. After
anplification, the signals fromthe |eft-handed subarrays are sent to
el ectromagnetic | ens 555 while the 18
WD 97/ 18656 PCT/ US96/ 17936

signals from t g 97h1gdss - handed heI i cal subarrays are sent PCTIUS96/17936

el ectromagnetic lens 553. Satellite selection matrix out put bl ock 69
in connection with the set top box g?ysg ssed above then allows the
user to select fromwhich 5 satellite Wi shes to receive signals.
The out puts from both | enses 553 and 555 nmay be tapped so as to
result in the receiving of a signal fron1a_satelllte havi ng | i near
pol ari zation. Ports 663 (input) and 665 ™ o ut) f the | enses may be
designed so that the 10 angul i ncrenents am scans of each lens is

b
about 4. By conbining the Use ofglensev-vvv er
may receive satellite signals fr anywhere int antenna S scanni ng
range of either |ens iﬁ]any

AN

DC Power 4 29
Supply

21
Input Signals /19

Tst IF Input Signal Switch
LNB DC Control

A
i
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Figure 2
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pol ari zati on sense. The scanning capability of the 15 systemis bounded
by the capability of the | enses and the array. Lenses 553 and 555 are
ti me-del ay devi ces designed to scan on the basis of optical path

| engt hs, their radi ated or scanned beans bei ng substantially fixed

in space. The cwostageseed | enses also include a 20 pluralitycPhsdsadasgt ors
to collect energy at the | ens back face and to re-radiate energy from
the front face. In accordance wi tB £AHe3described | ens design, the

| enses in conbination with the antenna systemallow the systemto
select a single beamor a group of b for reception 25 for hone
satellite television viewwng. Ri ght?@;\ ed circularly polarized
satellite signals, |eft-handed civc#l arly polarized satellite signals,
and linearly pol arized satellite sitgnals within the scanned field of

view may be accessed either indijviduallyjor in groups.
19 WD 97/ 18656 PCT/ US96/ 17936
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Thus, either a single or a plurality of such satellite signals may be

'si mul taneously received and accessed at substantially the sane
frequency. As di scussed above, the antenna array system of Figures
11-15 is used in 5 conjunction with the set top box of Figures 1-10.
Once given the ghenfsssi scl osure, therefore, various ot herCTNUS96/17936
nodi fi cations, features, or inprovenents wll becone apparent to the
skilled artisan. Such ot her f eat uras/ nadi fications, and inprovenents
are thus 10 considered a part of this in\;'e tion. The scope of which

IS to be determ ned by the follow ng clains.
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VE CLAI M

for receiving and decrypting signals transmtted froma

di fferent

system for sinulgcdIagess! y recei ving
television signals fromfirst

first and
sai d 8

WD 97/ 186
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1 1.

satellites,

t he system conpri si ng: 4

PCT/ US96/ 17936
A hone satellite tel evision receiving.system
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6 and second satellites respectively,
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3 plurality of

5 first and second encr ppiragos17936

sai d
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11 select one of said first and second signals for view ng; 12
a decrypting device simultaneously housing 13 first and second renovabl e
smart cards, said first snart 14 card including a nenory for storing a
first decrypting 15 algorithm for decrypting said received first signal
16 having sai d Wostnsesecryption, and said second smart card peérusowimond Ng
a second decrypting algorithmfor decrypting 18 said received second
si gnal having said second encryption 19 whereby the signal selected for
viewi ng by the user or 20 viewer, whether said first signal or said
second si gnal, 21 is decrypted using té%,ﬁggropriate smart card and 22
thereafter forwarded for view ng. 1 - The systemof claiml
further conprising an 2. input signal interface for receiving said first
and 3 second encrypted signals fromsaid antenna systemand 4
out putting the sel ected si%ggl to said decrypting devi%E, 5 said input

i

signal interface including swi tch. W)
21 WO 97/ 18656 — PCT/ usge/‘ﬁig}e
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1 - 3. The systemof claim?2, further conprising neans 2 for RF
‘tuning, denpdul ating, and forward error correcting 3 (FEC) di sposed

bet ween said input signal interface and 4 sai d decrypting device, said
means for RF tuning, 5 denodulating and FEC forwardi ng the sel ected
signal to 6 weoisthisdscrypting device in the formof a di gitapcriosssn7sie
stream 1 4, The system of claim 3, further conprising neans 2
for deconpressing the decrypted selected television 3 signal and
subsequent|ly forwardi ng the deconpressed 4 signal to a video output for
viewi ng; and wherein said 5 first and second cards store first and second
decryption 6 keys respectively. 1 53 The system of claim 4,
further conprising a 2 controller in ch%Jn'cation with said input signa
3 interface, said decrypting device, said neans for RF 4 tuning,
denodul ati ng, and FEC, and said neans for 5 deconpressing, said
controller for operating said swwtch 6 thereby allowi ng the user to
select a signal and 7 satellite for viemﬁ@g\
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1 . 6. The systemof claim1, wherein said first and 2- second
'encrypt ed signals are direct broadcast satellite 3 (DBS) signals.

22 WD 97/ 18656 C L M S 1 7.
The systemof claim1, further conprising a 2 third smart card having a
third decrypti %@’Wi thm 3 renovably receivable in said decixgisnioss

devi ce so that en sai d antenna system simul taneously receives three 5
differently encrypted television si gna%s tge viewer or 6 user can sel ect
any one of the three for decrypting an 7‘t Vi ew ng. 1 8. The
systemof claim1, wherein said antenna 2 systemincludes a nultibeam
array antenna which 3 sinultaneously receives and forwards said first and
4 second signals which are at substantially the sane
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5 frequency, the first signal being right-handed polarized 6 and the
'second signal being |eft-handed pol ari zed. 1 9. The system of
claim1l1, wherein said antenna 2 system conprises first and second
parabolic or dish 3 antennas for receiving said first and second signals

4 respectivel Yy grhssss 10. A nethod of receiving a plurabckssshiross
satellite 2 signals and selecting one of the plurality, the nethod 3
conprising the steps of: 4 si mul t aneously receiving first and
second 5 differently encrypted signalsﬁér mfirst and second 6 satellites
respectively; 7 selecting o oft 3he first and second si gnal s;
8 sel ecting one of first and second renovable 9 simnultaneously
accessi bl e decryption cards for decrypting
23 WO 97/ 18656 PCT/ US96/ 17936
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10 the selected satellite signal, the first and second 11 decryption
tards having first and second different 12 decrypting algorithns
corresponding to the first and 13 second received signals respectively;

14 decrypting and descranbling the selected signal 15 wusing
the sel ected degyyplisgyg card, and 16 usi ng the decrparngsde/emsk
descr anbl ed signal. 1 11. A television receiving systemincl uding

an 2 array antenna receiving systemin conbination with a set 3 top
box, .conprising: 4 a first group of right-handed circularly 5
pol ari zed subarrays, each such subarrafyQagvifif® a 6 plurality of
right-handed circularly polarized antenna 7 elenents, and a second group
of left-handed circularly 8 polarized subarrays, each such |eft-handed
subarray 9 having a plurality of |eft-handed circularly polarized 10
antenna el enents; 11 wherein said subarrays of said first and
second 12 groups are arranged in an interleaved or alternating 13
fashion and may receive substantially t sane 14y frequencies; 15

a first electromagnetic lens for receiviNg 16 skgnals fromsaid first
group of subarrays and a second 17 electronagnet‘c | ens for receiving

signals fromsaid l /
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18 second group of subarrays; 19 means for nmanipul ating said
first and second 20 electromagnetic |lenses so as to enable said systemto
21 receive right-handed circularly polarized signals, left-

24 WD 97/ 18656 PCT/ US96/ 17936 22
handed circul ar lwopuisasd zed signals, and linearly 23 pol ari zest3uD6er93s
within the scanning field of the 24 system and 25 a
decrypting device in conmunication with said 26 subarrays and said | enses,
sai d decrypting device 27 including nmeans . for storing a first decrypting
algorithm 28 for decrypting a signal ré&cti/vgBfromat |east one of the 29
| enses, and neans for decrypting the received signal so 30 that the signal
may be viewed by the viewer on a 31 television or the like. 1 12.
A television receiving systemincluding 2 nultiple beam array antenna
systemin conbination with a

~ 69

Figure 11

553 —




3 decrypting device for receiving signals of different 4 polarity, the
system conprising: 5 nmeans for receiving both linearly and 6
circularly polarized signals at substantially the same 7 frequency; 8
means for receiving at |least one of: (i) 9 right-handed circularly

pol ari zed si gnaw@ 91863 | eft- 10 handed circularly pol ari zed RECRJUSIAIIGNd
(iii1) linearly 11 polarized signals; and 12 a decrypting
device including nmeans for storing 13 decrypting data, and neans for
decrypting a signal 14 received fromtA& /ru'i)f& ple array antenna system so
that 15 the decrypted signal nay be viewed by a viewer on a 16 television
or the Ilike. 25 WD 97/ 18656

PCT/ US96/ 17936
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1 . 13. The systemof claim12, further including neans 2 for

Si mul taneously receiving nmultiple beanms and nultple 3 polarities of the
circular and linear type both 4 sinultaneously and at substantially the
same frequency, 5 and neans for sinultaneously accessing a plurality of

6 different sayghbidsgs thus allowing the user to utilize 7 petg&ahsospf
different polarities fromthe different 8 satellites at the sane tine.
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(§7) Abstract

A system and corresponding method are provided for selecting one of a plurality of simultaneously received encrypted direct broadcast
satellite (DBS) signals for decryption annd viewing. A converter box or decrypting device (7) is provided with a plurality of different
decrypting smart cards (41) all of which are simultaneously inserted in the converter box (43). The user or viewer scans the received signals
and selects one for viewing. The different decrypting algorithms of the different smart cards (41) respectively comrespond to the different
encryptions of the received DBS signals so that the selected encrypted signal is decrypted by the appropriate and corresponding decrypting
smart card (41) and subscquently decompressed and viewed.




