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the device cannot be truly deemed securely “locked”.

This effectively forces all applications on the device to stop what they are doing
when the device enters a “locked” state, since they will no longer be able to access their
data. For example, if an application is in the process of sorting a list of sensitive data, it

20 will not be able to continue with the sorting operation until the device is unlocked, This
could increase the complexity of the application considerably, since it would have to take
the “lock state” of the device into consideration when determining when any operation
could take place and since a device lock can be initiated at any time (e.g., by a timeout, or
manually by the user).
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SUMMARY

In accordance with the teachings provided herein, systems and methods are
provided for providing access to sensitive data. As an example of a system and method,
when an application needs to perform an action that requires access to sensitive data, the

30  application acquires a “ticket” in order to access the data. So long as the application holds

the ticket, it will be given access to sensitive data.
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received by the locking instructions. The ticketing instructions are configured to hold the
20  request responsive to determining that the device is locked or a device lock request has
been received, and fo respond to the ticket request when the device is unlocked.
As will be appreciated, the disclosed systems and methods are capable of
modifications in various respects. Accordingly, the drawings and description set forth
below are to be regarded as illustrative in nature and not restrictive.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an overview of an example communication system in which a wireless
communication device may be used.
FIG. 2 is a block diagram of a further example communication system including
30 multiple networks and multiple mobile communication devices.

FIGS. 3 and 4 are block diagrams depicting the regulation of access to sensitive
content.
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sendi ng e-mai | nor ma assocl ated 'w
communication device 100.

An e-mail sender system 10 may, for example, be connected to an ISP (Internet

Service Provider) on which a user of the system 10 has an account, located within a
20 company, possibly connected to a local area network (LAN), and connected to the Internet

20, or connected to the Internet 20 through a large ASP (application service provider) such

as America Online (AOL). Those skilled in the art will appreciate that the systems shown

in FIG. 1 may instead be connected to a wide area network (WAN) other than the Internet,

although e-mail transfers are commonly accomplished through Internet-connected
25  arrangements as shown in FIG. 1.

The message server 40 may be implemented, for example, on a network computer
within the firewall of a corporation, a computer within an ISP or ASP system or the like,
and acts as the main interface for e-mail exchange over the Internet 20, Although other
messaging systems might not require a message server system 40, a mobile device 100

30 configured for receiving and possibly sending e-mail will normally be associated with an
account on a message server. Perhaps the two most common message servers are
Microsoft Exchange™ and Lotus Domino™. These products are often used in

conjunction with Internet mail routers that route and deliver mail. These intermediate

3
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20 device 100 must request that stored messages be forwarded by the message server to the

mobile device 100. Some systems provide for automatic routing of such messages which
are addressed using a specific e-mail address associated with the mobile device 100. Tna
preferred embodiment described in further detail below, messages addressed to a message
server account associated with a host system such as a home computer or office computer

25  which belongs to the user of a mobile device 100 are redirected from the message server
40 to the mobile device 100 as they are received.

Regardless of the specific mechanism controlling the forwarding of messages to
the mobile device 100, the message 15, or possibly a translated or reformatted version
thereof, is sent to the wireless gateway 85. The wireless infrastructure 90 includes a series

30 of connections to wireless network 105. These connections could be Integrated Services
Digital Network (ISDN), Frame Relay or T1 connections using the TCP/IP protocol used
throughout the Internet. As used herein, the term “wireless network” is intended to

include three different types of networks, those being (1) data-centric wireless networks,
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The central host system 30 will typically be a corporate office or other LAN, but
may instead be a home office computer or some other private system where mail messages
are being exchanged. Within the host system 30 is the message server 40, running on
some computer within the firewall of the host system, that acts as the main interface for

25  the host system to exchange e-mail with the Internet 20. In the system of FIG. 2, the
redirection program 45 enables redirection of data items from the server 40 to a mobile
communication device 100. Although the redirection program 45 is shown to reside on
the same machine as the message server 40 for ease of presentation, there is no
requirement that it must reside on the message server. The redirection program 45 and the

30 message server 40 are designed to co-operate and interact to allow the pushing of
information to mobile devices 100. In this installation, the redirection program 45 takes

confidential and non-confidential corporate information for a specific user and redirects it

out through the corporate firewall to mobile devices 100. A more detailed description of
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In the automatic redirection system of FIG. 2, a composed e-majl message 15

leaving the e-mail sender 10 arrives at the message server 40 and is redirected by the

redirection program 45 to the mobile device 100. As this redirection takes place the
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20  specific private key, the Certificate (Cert) of the user and their Certificate Revocation Lists

(CRLs) 60. The private key is preferably exchanged so that the desktop 35 and mobile

device 100 share one personality and one method for accessing all mail. The Cert and

CRLs are normally exchanged over such a link because they represent a large amount of

the data that is required by the device for S/MIME, PGP and other public key security
25  methods.

FIG. 3 illustrates an approach for regulating access to sensitive data. When an
application 200 needs to perform an action that requires access fo sensitive data 205, the
application 200 requires a “ticket” 210 (e.g., token, etc.) to guarantee it access to the data
205. The application 200 requests ticket 210 from the mobile device, such as through the

30 device’s operating system 215. If the device 100 is in an unlocked state, the operating
system 215 will return a ticket 210 to the application 200. If the device is in a locked
state, the operating system 215 will block the application 200 from running further until
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Accordi ngly e system ep| C exanpl e
appl i cattickets 200 Ao gijchidde 200 eamcontims tohigyld ahe tickett DD pnmca‘m iotas
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have fi rfi® gfwé o4 HEsi AOEETPBrL ETstivat dAtheldpePAPPlFds e ?@ﬁmw £ErYPHEN

oL XSRS e R O |3 | poked M an ndoaton hes
are 2|02que st edAs shoval waldl6s. h Bieroperating system 250 can keep track throughgpticket data
store 255 of which applications 260 have tickets 265 and will not consider the device to be
truly locked until all of the applications 260 on the device have released tickets 265. Once
they have all been released, the operating system 250 can reliably say that no application
260 on the device has access to sensitive data 270, and can therefore indicate to the user
25  that the device is securely locked.

Applications 260 are free to acquire tickets at any time. However, a system may
be configured such that applications 260 acquire tickets upon receiving notification that
the device is to enter into a locked state.

The systems and methods disclosed herein are presented only by way of example

30  and are niot meant to limit the scope of the invention. Other variations of the systems and
methods described above will be apparent to those skilled in the art and as such are

considered to be within the scope of the invention. For example, the systems and methods
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requestor can be an rcation residing on the device, such as, for

exanpl e, an eAsstidwraippitepc2d6, olre devipsasts thg thkeedefdatenceesono thergesdage. |1 n
steg 284, {31 Li ket .is iss((u!}%? to the requestor in . response to the request to
accéds PBERLndP hifcORURTUR ScamFEoL Peges f b PESIL e CORERIe St KoRUIRtA DY ai n

access t&nﬁ@]l‘i%%tai:é/&s fPMe @B hsitivd Qnfht gﬂ ﬂt?eh&eia%/ g@ﬁ:. datRyviE %"r@cess-gi] Shdnl hipt can

be issued by the device processor vice I's In an unl ocked state.
However ,regiienpedsessavoiciei tiekbophadp dnlablinfpedoess pr teesssitive canehiofod thde
ticket rg@tgﬁgft until the device is unlocked. As shown in step 286, the

devi ce U %e ticket to regul ate access to the sensitive

A requestor can acquire a ticket in accordance with the operational scenario shown

20 inFIG. 6. The operational scenario begins at step 290. At step 292, a requestor requests a
ticket for accessing sensitive content. As described above, the requestor may be an
application, such as, for example, an e-mail application requesting access to a message
stored on the data store. It should be noted that the request for a ticket could be implicit
within a request for access to sensitive information.

25 In step 294, the requestor receives a ticket. The ticket is configured to enable the
requestor with the ability to access sensitive content stored on the device. As shown in
step 296, the requestor is configured to use the ticket to obtain access to the sensitive
content. For example, when access to sensitive content is desired, the requestor would
provide the ticket to a device processor, the device processor would examine the ticket,

30  and determine whether the requestor possessed a valid ticket for accessing sensitive
information from the data store. For example, sensitive information could be encrypted,
such that the device processor provides access to the sensitive content upon determining

that the requestor possesses a valid ticket. The operational scenario ends at step 298. It

9
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20 may communicate over a voice network, such as any of the analog or digital cellular
networks, and may also communicate over a data network. The voice and data networks
are depicted in FIG. 7 by the communication tower 319. These voice and data networks
may be separate comumunication networks using separate infrastructure, such as base
stations, network controllers, etc., or they may be integrated into a single wireless
25  network.
The transceiver 311 is used to communicate with the network 319, and includes the
receiver 312, the transmitier 314, the one or more local oscillators 313 and the DSP 320,
The DSP 320 is used to send and receive signals to and from the transceivers 316 and 318,
and also provides control information to the receiver 312 and the transmitter 314. If the
30  voice and data communications occur at a single frequency, or closely-spaced sets of
frequencies, then a single local oscillator 313 may be used in conjunction with the receiver
312 and the transmitter 314. Alternatively, if different frequencies are utilized for voice

communications versus data communications for example, then a plurality of local

10
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Alternatively, if different frequencies are utilized for voice
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I | 19,0 MAR. 2007 WO 2005/ 106676 PCT/ CA2005/ 000277 i 1.l at 313
can be uSdtr B dridea Yuseapliores S shualiond sesanrt bulatn sl ne
voi ce angitHatnfotiRtdavicks0819. I nformation, which includes both voice and

data information, is comunicated to and fromthe transceiver 311 via a
| i nklSbet ween PreenggR uppche tipetaiaehyark opnoiowslkso? 1 B I8 acsespHequeaRantelr desi gn
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evel, etc., W be dependent upon the co ni ¢ation net workK I'n whi ch
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100 intended to gperate in_a North American market may include a
t r anscei YHRbes 12eseaalp@ alp ¢ash mobile device. In GPRS data networks, however, network
access is associated with a subscriber or user of a mobile device. A GPRS device typically

20 requires a subscriber identity module ("SIM"), which is required in order to operate a
mobile device on a GPRS network. Local or non-network communication functions (if
any) may be operable, without the SIM device, but a mobile device will be unable to carry
out any functions involving communications over the data network 319, other than any
legally required operations, such as ‘911’ emergency calling.

25 After any required network registration or activation procedures have been
completed, the mobile device 100 may the send and receive communication signals,
including both voice and data signals, over the networks 319. Signals received by the
antenna 316 from the communication network 319 are routed to the receiver 312, which
provides for signal amplification, frequency down conversion, filtering, channel selection,

30 etc., and may also provide analog to digital conversion. Analog to digital conversion of the
received signal allows more complex communication functions, such as digital

demodulation and decoding to be performed using the DSP 320. In a similar manner,

signals to be transmitted to the network 319 are processed, including modulation and
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addition to processing_ the communjcation signals, the DSP 320 al so provides

for 5 tiddsBiaypervideatigh-levelgpeiinisnsce operrbledaitinsaif and regspie vedper ealls
comuni cglydh,0f, ik %@Jﬂ% de@m% H@O and a plurality of other voice or dual-mode devices via the

20 network 319. Similarly, the data communication module 324B may provide a high-level
user interface operable for sending and receiving data, such as e-mail messages, files,
organizer information, short text messages, etc., between the mobile device 100 and a
plurality of other data devices via the networks 319.

The microprocessor 338 also interacts with other device subsystems, such as the

25  display 322, the RAM 326, the auxiliary input/output (I/O) subsystems 328, the serial port
330, the keyboard 332, the speaker 334, the microphone 336, the short-range
communications subsystem 340 and any other device subsystems generally designated as
342,

Some of the subsystems shown in FIG. 7 perform communication-related

30  functions, whereas other subsystems may provide “resident” or on-device functions.
Notably, some subsystems, such as the keyboard 332 and the display 322 may be used for

both communication-related functions, such as entering a text message for transmission
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receiver 312 and the transmtter 314 may be adaptively controlled td:rwlmm
automatic gain control algorithns inplenented in the DSP 320. GR A
transcei WeQ 200810668%¢ al gorithnms coul d al so be i npl enentrEd/dCARo0dM@ODSP 320 in
order to provide nore sophisticated control of the transceiver 311. 10 The
m cr opr ocessor 338 preferably manages and controls the overall operation of
t he nobidver @Iévﬁa@emmlcatMnyletqu:sb,sandfdemczcmpdqﬁefsmbmss suchrescr aadodtendl er s

coul d bf‘}?slll&s'%g%%}ﬁ&ﬁ%%rt u’ﬁlﬁt‘réonn%tlvel y, a single DSP 320 could be used to

carry o m croprocessor 338. Low- | evel conmunication

functi ons, erftidpcs yafenl maréjﬁ’éea b3NHe ¥P6r6FrocE&QEMMRI 1§g$elfé}§l§ly ser&d er f or med
t hrough the DSP 320 in the transceiver 311. O her, | evel

communi dgEsisent #Hpe isueh ronen-velatle memarn e d h@mmﬂ%&tt msmonpPR4 ey n  324A,

non- vo SPTav R R a5y, P8 SR e S RRE E Bl LES B i ran,

exanpl e,Int duditicn foetmo@ﬁaminga&yswm nwﬂmha:onaal%ﬁlon;abevar fuvttitthsaothihghmbivel user
interface operable to transmt and_receive vaoice calls between the nobile

devi ce Mg¥icaRd Oathﬁlflﬁ’ﬂa‘fql%ts}e aremern é24 Jusludes grplwahily. sowdvaes meduley g4 Ahe 20
net wor K s34 syl Gl B b u{eﬂ% dgt ﬂbﬁ%m&@ésgﬁggé’ga ghrecel Vlog%aﬁﬁﬁl\g'ade a

hi gh-1 evel user |nter ace opera e ata,” such as
e- mai I neseagasnudicates, modnlgaﬂﬁea dauafdammmmm,onsiMe BBAR, anésas;ﬂgﬂmy etc.,

e R Ay AL e s e B A 2
Subsyst §f5duI&UGH @ﬁecht;b% fﬁhg'rﬁe}o@‘oc’égs%r ﬁﬁerm%sg%&g@e al Bighatvel | ih@dffhce

i nput/out put (1/0) ens 328, the seria 330, 't he keyboard 332,
t he spediebreed3atuser lapd rth@ nopilodevid@a 00+t his nderface angeallycmnlmdcﬂ g gtapbival

subsyst em 340 evi,ce st ens .gener al desi gnat ed .a 342.
Sone” of rbobuiaefibe Wihn He bepay DY Shd IR RN BN Lolror el 0
funct i onBrouphahe ABxitaRe1/Os ¥HE el Bodd MRY, @%&Yibldg:%f} r a8l fleRbphoRE 338: dENd CE
functions. Notably, sone subs St ens, such as the keyboard 332 and the

di sgPay pertingysysteny samecilisr de%@ﬁ apRlinations oatmedilese| art Eaﬁsf theeaoif,omsy Buch as
ot Rphat TR S SRR B bR B MR el ERIRLACSC
functi onscveh caamaniation lsiinals @hy alwske leBporafilyoitben B%AM@H bBfké ONs.
ggg{ 2&' Pg%n;zgetn?lr; »\Sfr?glrtlg\ﬁ{e?n %Josae %1(‘-3bglj,fsgterll'x(la 1§3a?erd°1?1ra°§§§1§t%£t s?%gr% slu?:h gg %];eelr?gglll Y
memory 324.
20 An exemplary application module 324N that may be loaded onto the mobile device
100 is a personal information manager (PIM) application providing PDA functionality,
such as calendar events, appointments, and task items. This module 324N may also
interact with the voice communication module 324A for managing phone calls, voice
mails, etc., and may also interact with the data communication module for managing e-
25  mail communications and other data transmissions. Alternatively, all of the functionality
of the voice communication module 324 A and the data communication module 324B may
be integrated into the PIM module.
The non-volatile memory 324 preferably also provides a file system to facilitate
storage of PIM data items on the device. The PIM application preferably includes the
30  ability to send and receive data items, either by itself, or in conjunction with the voice and
data communication modules 324A, 324B, via the wireless networks 319, The PIM data
items are preferably seamlessly integrated, synchronized and updated, via the wireless

networks 319, with a corresponding set of data items stored or associated with a host
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persi stent store such as non-volatile nmenory 324. The non-vol ati | ﬁ WW{ 07
324 may be 5 inplenented, for exanple, as a Flash nenory conponent, @
battery DBHRR®IAMETRAM | n addition to the operating sysmgasi/aiezoontrol s
| ow- | evel functions of the nobile device 310, the non-volatile nenory 324
includes a plurality of software nodul es 324A- 324N that can be executed by
the ni cw@m@éﬁgﬁmé,@ere@hsmm hemipeped 3pgtemi ot Idaidi wema asspoiated with a
com‘rum 58‘ dul e 324A, a data communi cation nodul e 324B, and a
plurality ofu of her operational nodules 324N for carrying out a plurality

of ot her funcfroma objrdaess:epremding@s @etepaeﬁﬂc}ua@ddaydathetemscsimélq)«aeﬁat}r 338
and provj de, a high-Ievel terface _between a user and the npbile device

100. Th|d§°?q?flé1aFaaE“ém§ A% eléﬂ ¢rably stqredien the geilmideuge l%ﬁﬂo\‘@#ﬂleﬁﬁ%\?Pﬂed
h h Eg M
E h(raoggmﬁelggmgh%w 6é§l§%2a%kﬂé€ oar gz%Sgw}{slgea er ioggﬁ? rH% Es?ag%ﬁgﬁtgeglgg?um

15 oper atoilahrj;e sm’toa*mSZépﬁmdxamptbewme stopade mdmmeorelamdlyl gdwort, suchpthat s

t her eof orarl | oaded into vol atil tore, such as, RAM 326
o f it Toation AR ed o Semogy sfarcaffer St gl B Ro G (Reee AE Rl S o be

t enpor aripfoymafieH &ftHeoR RV SR 6r aﬁ’&ﬁ&ﬁﬁ:latﬁ@raﬂﬁ%ﬁip'e%lét‘édt tstd?@ id ﬁ%ﬁ@r%e@ mfiile

system | ocated in a persistent store such as theé Fl ash nmory 324. 20 An
exerrpl arﬂ]d%triplqnsm‘bltbat thombenamwstemed frayn emionavben drﬁmoblﬂtedmm 10 devi ce
100

ersona nf or nat.i on man M cation in
Fundls onaRRE VAR, Y BieVBly 3R BPMEG s P h Rolaiibe 2Py RGeS RE. 7hi s
modul e ii)%ﬁNllWec@li@cDmfbrEﬁa@lToﬂQiy x\éiﬂobxdgh@rﬁéﬁl&? cRpRbK the hiddile RRAIEe € 0824A for
managi ng phone calls, voice mails, etc., and nay also interact with the

dat a corfRUffaR¢-on rmdul e for managi ng e 25 mai |l comruni cati ons and ot her

dat a ¢ ransi Sl ORbIEIESEAI BhY bl O NAAUABEA DR 1 ost Sabieny Ol co

communi cati on nD a co |ca |on nndule

i nt egr atpatingtiee ddvdcdL00 twdnigterfifeciade; walidi tdupleyetersyriddorpBed efahd y al so
prow des a file ,systemto facilitate storage of PIMdata itens on_the

devilde. mroRlepgavics 0 odhe seriad partat apopnuer syslem qrevicso T serighparh33@nd and

recelve e and
Gt o ooriat fso bE(Red (BIChARE adortb S8 dhpiethobd itk R kil b1l Ltoaiie e o
Pl M dat applitziva, ar & poehleadbiher sgaivhies modules SgAHL forl instatlatiéu. o Thizewired d

ia the wireless networks 319, . with a corr ondln set of data

updat ed, , vi
[ tems stdsPaiondt Patl obRY; B Berd P(IARchan GRTYBOR KEYGONARIO B0 oo Wb FOEB76
PCT/ CA20Q84:8088héd than exchanging encryption information via the wireless network 319.

20  Interfaces for other wired download paths may be provided in the mobile device 100, in
addition to or instead of the serial port 330. For example, a USB port would provide an
interface to a similarly equipped personal computer.

Additional application modules 324N may be loaded onto the mobile device 100
through the networks 319, through an auxiliary /O subsystem 328, through the serial port

25 330, through the short-range communications subsystem 340, or through any other
suitable subsystem 342, and installed by a user in the non-volatile memory 324 or RAM
326. Such flexibility in application installation increases the functionality of the mobile
device 100 and may provide emhanced on-device functions, communication-related
functions, or both. For example, secure communication applications may enable electronic

30 commerce functions and other such financial transactions to be performed using the
mobile device 100,

When the mobile device 100 is operating in a data communication mode, a

received signal, such as a text message or a web page download, is processed by the
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conputer system thereby creating a mrrored systemfor data itenﬁ
associated with a particular user. Context objects representing t0 MARs 2007
parti al | Wolg@wdded’data itens, as well as fully decodedcdatseodi/@nsr? are
preferably stored on the nobile device 100 in a volatile and non- 5
persistent store such as the RAM 326. Such information may instead be

st ored itrenseriveronodud¢ 31 ked provisied 1@ 2k micsoprosesagr 338, whinh referabdie fiirfieer val s

are rel ativel t uch that . the informati.on,i,s repoved from nmenory
coon af tapUieds B¢ Blcsived Seral BTy oblécutet dt BREerRPL B0 i BT AREr U PR Mo v
326 or aheldiplay3P2abt, lafiedativalp o kel Rix BN T/Ba&i® 323, A @ePbF Rfbbilk Qevies der to
ensure that the information is erased fromnenory when the nobile device

100 10 | H¥eBmayplisr compess gt itemss suah emaumaibmesssgesasing thedkaybbardi 3¥2ag any

stored rii d |f 1,00 DY _T.erpVi chip
Fromt he bt &raaP et pfpbites BpRATet RARRL B o B0y AV EBI TRy e
manual | yaltpogihother zetks wiftcompldio slphayigheio keybo@dasidhtast the keewh®VORAK n an

i nterface cradle, g/ﬂi ch couples the_ serial ({)o_rt 330 of the 15 nohile

devi ce 1BYerBRY Ao baused- Basriinput 1@ the mphilerdeyirs: 10f 16 finghsyieabanced avithe? i al
port 33 : : i : t gh an
ot er nal P o g e B/ IR dePioBl 3P Suftoh iy EaEy b e e i B o
modul es t®Reipafipa variesy af $witdhes) .a roblces input @ditcld @in | Traeckopgiosedréiata xems dgaht t 0

| oad .an encryption key onto the device, which is a.nore secure nethod than
excf}gngi 100 T BSSToFyed Fh 6 RIETRRS, 0o HE B FNBSEt b ORYRS 245 Y the

| nt er f acegssk@Verdhbfifle M ¥ €d downl oad -pat hs nmay be provided in the nobile
device 100, in_ addition to or instead of the serial port 330. For exanple,
a USB port woWihgnghewabele adevicent®r fsaomeratingainsi violcgrdoymmeepitppadmpde, sbaal

t Addi t i anal licati d 324N may .be | paded.onto t bi |
dovr e 106 ptiR o ABE mablt pRd- SR b FREy N 4 e PR P S om
328, threughed REnaRr bRl pR&ribly 28 38fut ttHr P Upehing $HOBAA NIIGE signals for

communi cati ons subsystem 340, or through any other suitable subsystem 342,
and onstinsaassign 4rq, geperpiedt by doniovenhane | #36refdematies voiceRaM 2826 VGuch

0 O b apbA el AR iatl] AL RRGRSESyh) B oChARELILY o e

comuni cthtinosbileadeaiced 00f Athdughnenicobr dalid sighdlro@panPprferabigWicEomplished
conmuni cat i on ' y_enabl e el ectronic 30 commerce functions and

appl i cati ons ma
ot her suRSHRRR aﬁ’é?%% Heatpsaleri Hifs the dbwidestomnnt aligibrgusadeto pEvidce 2evi ce
190, UnSBABoTOPLS3ct) o Lt Pl £ BTl Sl gy oo
pr océs s extldbgd inifi@mation. For example, the microprocessor 338, in conjunction with the voice
communication module and the operating system sofiware, may detect the caller
identification information of an incoming voice call and display it on the display 322.
A short-range communications subsystem 340 is also included in the mobile device
100. The subsystem 340 may include an infrared device and associated circuits and
25  components, or a short-range RF communication module such as a Bluetooth™ module or
an 802.11 module, for example, to provide for communication with similarly-enabled
systems and devices. Those skilled in the art will appreciate that “Bluetooth™ and
“802.11” refer to sets of specifications, available from the Institute of Electrical and
Electronics Engineers, relating to wireless personal area networks and wireless local area
30 networks, respectively.
The systems’ and methods’ data may be stored in one or more data stores. The

data stores can be of many different types of storage devices and programming constructs,

such as RAM, ROM, Flash memory, programming data structures, programming
15



14 0 6 MAR 2007 WD 2005/106676 PCT/ CA2005/ 000277 transcei ver N 8@@1997
and provided to the mcroprocessor 338, which preferably further r@e sses
the receiwmdoosiigrsad in nultiple stages as descri bed abaaycA»os/@eent ual
output to the display 322, or, alternatively, to an auxiliary 1/0 device
328. "A user of nobile device 100 nay al so conpose data itens, such as
e-mai |  nmessddsss etouslt natbd that b atidc@®BR, descnibd folmbts fpr efecinadrpynizing angl et e

al phanuneri.c rd laid out in the QA\E t her ,styl es
o o EPH e (kAR AHEhssas RES b deerB g O LA o A AT bR ARE e bt ot o
be used. 5 bis@pulePpidlrdn® the nobile device 100 is further enhanced with a

plurality of auxilirary 1/0 devices 328, which may include a thumbwheel
i nput devi ce, The sysserohpedimethodamaythe pbvided voeuty diffesoktpes apoempyter-ch,

etc. Jhe dat |tems in b he us tted
over 1 heeomie A Pefhaiia Tipnl8iiersts Beehiens EacEBACM el HEM vper
the nobi Restiavingsy, t6f ht%r @B@r’fd&irivegetbmt}ﬁai YOtEIR iRRIAONsCE u&ﬂn@ﬁé@trohmz
overall operation of the nobile device is substantially simlar to the data
node, ex@eqs@cqsm to pasEwiy & @ﬁ@ﬁé’r SORErIgns endr iatlgment tﬁmswpms dlestitbedpeaker
334 and ygi. signals for 15 transmission are generated by a m crophone
336. Al terna ive voice or audio 1/0 subsystens, such as a voice nessage

recordi ng sub3yst euthput@y camponddes, | saftveienhedules) funbiforkDbnd &latte\straetuldo.
Al t hough voice or audi o signal out put is prefer abI acconpl i shed, primarily

throliyh fereribedhpein mawbe e¢nweeted giregtlysoran ﬂérr%a othpgar ordsT it PiAvaiean

I ndi cat | ag,obe 4AG AdGY Fcfrytélgfr efifilo é”Q} RELEY ndtddf F%%b&’lﬂf Y ;ﬂgé’é&b&e
call, or other voice ca r ate ormati on. For exa e, the

m cr opr ooedsies b8B6i8 not hmtted jfaua ehit ofi code that feefonas rae;oﬁwamnplaramahj anl candel e and
t he operating system software, det ect th call er dentlflcatlon

| nf or rat HBICEERGER | foh @gRlG 2 i BRI U cﬁogbl %ryaS.%Squﬁénm ioplut ofo2. A
short -r apgs, 6PAIMNLERE @0 SHOSYHIRRhRE PatlidhS 9 w&rw biintd\QorfiRi! €
devi ce 100. The susbjsys(?em 34%03rra I ncl %&e flal‘g’ﬁh)lsn rare devi cg and

assot} at e@rmlzmguagfsOaaﬂzlanozﬁﬁr(tmpﬂ“mempsteromdea short-range RF communi cation
nodul e such as a Bluetooth' nodule or an 802. 11 nodule, for exanple, to
provi de for communication with simlarly-enabled systens and devices.
Those skilled in the art will appreciate that "BluetoothTM and "802.11"
refer to sets of specifications, available fromthe Institute of Electrical

and Electronics Engineers, relating to wirel ess personal area networks and
wirel ess local area 30 networks, respectively.
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The systens' and nethods' data may be stored in one or nore data ﬁ;tﬁoi@?\. 2007
The data stores can be of many different types of storage devices a
programm ng constructs, such as RAM ROM Flash nenory, programm ng data
structures, programmng 15 0 6 MAR 2007 WD 2005/106676 PCTI CA2005/ 000277
variables, etc. It is noted that data structures describe formats for use
in organizing and storing data in databases, prograns, nenory, or other

conputer-rﬁagib; e nedia for use by a conputer program The systens and
met hods rovided on many different types of conputer- 5 readable

medi a i ncl udi ng corrputer storage nechanisns (e.g., CD-ROM diskette, RAM
flash nmenory, corrputer s hard drive, etc.) that contain instructions for
use in exd¥ntisshimgdisa processor to performthe nethods’ operations and

i npl enent the systens described herein. The conputer conponents, software
nodul es, functions and data structures 10 described herein may be

connect ed ldi r e |yetbod i ofdragelatihy atcoeseatoh saisitde dataooer wieelah | mobitehe  fl ow

of data n eir ti,ons. sas noted that a nodul e or
gﬂg’ﬁ 1c§t10n ea/{ce tgg ?1011 F?W?IEHI%

processor I nc e’ﬂfrﬂt of code that perforns a

sof tware oper atrecmmn@mﬁbqﬁanfrbm a reqRk@BHefsh fRre@XaTPHiechd 18 adehyiut | ne
unit of code, d as. a war, e functfgon unit of code, or as an object (as
in an obj é‘ﬁ‘lsnﬁ'ﬁ aRstoge ‘?i’r B gRIpss ebilscommumeation devige: | n 4 conputer 15

script | anguaggssuii a&ﬁ:k@trt@ttﬁ'éei@% ﬂ@ﬁre@ﬁorﬁﬂ@@é’%h%rrecﬁﬁg% add@sdeRsitRR1&007
CLAIMS What is clainmed is net hod of requl a access to sensitive

data on a 2 F@CB%‘WE?‘JF@‘ed%WWE@MS@P@Q\?P@@UHFH@WW% conprising the
steps of i receigibiffs f ﬁ%%f?ﬁ&vni egsgle@uél&&qfsﬁx WrickMIREGkdle,t N request s

directed to accessi ng sensit ta stored on the wré€less nobile
communi cat i on degrilating ap@smomlgp snsitiekdata regpobbiee togmeesdiar offagifemsi ve to the

request to acceg and_a. tatus associ :ﬁ
wirel ess nobile (ﬁl n&%ﬁ%‘%e{%ﬁ‘egg} 2‘:’/1?3 ce A P%‘be@léﬁget? HhRfeRygics Qg(ﬁﬁf’ H’&t\g%su
tickets usievige;a ticket data store; regulating access to the sensitive data
responsive to Qé’c%?v?r?gs Illo%%e 8% reﬁeaéel o%iéaeé{ issued ticket; and

locking the device responsive to receiving notice of release of each issued ticket,

the device being disabled from executing an application until the device is unlocked.

2. The method of claim 1, further comprising the steps of:
unlocking the device; and

responding to ticket requests after the device is uniocked.

3. A content protection system configured to regulate access to sensitive content
stored on a wireless mobile communication device, the system comprising:

locking instructions executable by a device processor; wherein the locking
instructions are configured to receive a device lock request for placing the device in a
iocked state; and

ticketing instructions executable by the device processor; wherein the ticketing
instructions are configured to receive a request for a ticket;

wherein the ticket is used to access sensitive data stored on the device;

wherein the ticketing instructions are configured to provide a ticket to the
requestor based upon whether the device is locked and based upon whether a device lock
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requesting that requestors rel ease any issued tickets in preparatb%ﬂéfm
| ocking the device; receiving notice of release of each issued tFc A QWH
| ocki ng the device responsive to receiving notice of rel ease of each issued
ticket, the device being disabled fromexecuting an application until the
device is unlocked. 2. The nethod of claim11, further conprising the steps
of :  unlocking the device; and responding to ticket requests after the
device is unlocked. 3. A content, protection systemconfigured to regul ate
access t o eREien hedevingthanbeen secgivad by thedoskingdhemstionshi | e conmuni cati on

devi ce, the SY SRBFBTRELEHE Ehstrb@folkd B9 chiYidukddGh maa%h@eég&% rgyoﬁsibytoa. devi ce
processor; wherein the ockifng instructiohs are configured'to receive a
devi ce | odRtepeigingsthatithe dpviescisrgeket eor deddvine lpek mequés bisclbes tregeeved aand

thcket! ng {5Ad Wihd OR% BERGURRIE. BidIPuflSege Processor; whereln Lhe
ticketing nstructions are conflgure§ O receive a request for a ticket;
wherein the ticket is used to access sensitive data stored on the device;
wherein the ticketi instructions are copfigured.t.o provide a ticket to
the r equg'st or Cl]t%’%%‘ﬂgﬂ%orsﬁe%’éfﬁgefn ?%éa‘@eﬁ'}ghgricgmlpﬂﬁlﬂ%d and based upon

whet her a devi aaicketclsta slofe € thcMAY RQE4tord MaURSE tifkefs, t he devi ce has been
received by the locking instructions; wherein the ticketing instructions
are configured to hold the request responsive to determning that the

devi ce is sl ockethe Rbn@ntdRN¥e&RN| 9GKMFIUES 4, RASrRERP tiﬁﬁ'&ﬁg‘{ﬁs@uct‘?d?lg ard €Spond
to the ticket request when the device is unlocked. 4. The content

pr ot ect i odUrEheEs copfiged: fareanest fthe release codripued itisksts respersivketo Watleckinore to
track any; HSsis . t i s. 5. The content protection system of
claim4, dﬁ%ﬁeln ?ﬁéw??%ﬁ§$?%gw%h§#§%btions are further configured to
request the release of issued tickets responsive to the |ocking

instructigns r i Vi devi ce | ock. request,. 6. .The content.prqtection
syst em of %(':I ai m ,c\éh g‘r%?‘ﬁaf%esygtgﬁ‘s(il’(ﬁtcl}@% gavfl?frerl% the; sepsitivg gat?ié?t aéqgaéf ected
fromthe glatueleccedtfaim iieggreapr@intaining 2agsil aRagN totan icatthctTAMRS addd- - mai |
addr esses, o&itines and | ocations o{ meetings. 7. The content protection

syst em of Rfikaddyesses, grLimes and Igeatops el mPiBeYat a conpri ses

7. The content protection system of claim 3, wherein the sensitive data comprises
encrypted data.
8. The content protection system of claim 7, wherein the encrypted data is

decrypted in response to receiving the ticket.

9. The content protection system of claim 7, wherein the encrypted data is no longer

accessible by a requestor after the ticket has been released.

10, The content protection system of claim 3, wherein the requestor is an application

executing on the device.

11. The content protection system of claim 10, wherein a denial of a ticket request is

generated when the device is in a locked state.

12. The content protection system of claim 11, wherein the application is blocked
18



encrypted data. 8. The content protection systemof claim?7, mherﬁi@f¥ﬂ§2mﬂ
encrypted data is decrypted in response to receiving the ticket. "9. e
content protection systemof claim?7, wherein the encrypted data is no

| onger accessible by a requestor after the ticket has been rel eased. 10.
The content protection systemof claim3, wherein the requestor is an
application executing on the device. 11. The content protection system of
claim 10, wherein a denial of a ticket request is generated when the

devi ce i sfiom exedubivg avdile thatdevicd 3 in Hiedoakedistetat prot ection system of claim 11,
wherein the application is blocked 18 0 6 MAR 2007 from executing while
the device is in the locked state. 13. The content protection system of

cl aim 12, 1&her &hacanet ptatanonbystdne ofigipinm t3twherein exenbtionuedshavyplicitioa devi ce

i s unl ocked.. 14. Thghc ntent%ﬁrﬂﬁﬁction systemof claim3, wherein a

r equest or SYHEEFEEDL0C GRS WERSEH t hat the device processor is entering a
| ocked state prior to requesting a ticket fromthe device processor. 15.
The content proéection system of claim3, wherein applications, are all owed
to conpl éfe t HBE £FOPEBNBIOSHEN SHECHPP ClER | brvhessia 4 fequegion FEeles aof

per f or m ngetifdatoMhal BE BevidedfRoRRRE iCRtdrARS 164k &hik %W@tdtotré‘qu@ﬁfﬂgfa' tekbihe
device's operating systemthat the applications ave finished their
actions sd&opHae deiee Riesghsoe can enter a |l ocked state. 16. The nethod of
claim1l, wherein the sensitive data is at |east data selected from the
group containing e-mail nessage content, contact nanes and e-nmai

addr esses l5or The mesternulotedmnt sysies: af clammes,i wiysein hpplicahensnat hblowef tocl ai m 1,
wher ei n thmS§R%¥ti e dﬁ%ﬁ (o] ri§es encr%gted daﬁa. 18.. The t hod of

cl ai m 17, “PUPFREP 83iERt P81 g “PricaloB o BREFTRY iR GHHE M PY BE8E™ dat a
responsi \éel:jet @pri@tiehydr? glldved tb noliky thfd%tc)g b epdr@inaagstah tigdt ?iempﬂnﬁc;?timﬁb?r Ei n L he
encrypted data.i.s_no,longer gccessjble by a requestor after the ticket has
been rel eé"é‘\é‘iﬁm%qﬂ’?ﬁé‘cﬁ%ﬂs%g“%f ecde%ﬁ?@,e%éﬂ%g?fieﬁtﬁ% requestor is an
application executing on the device. 21. The nmethod of claim 20, further

conprisinq the step of providing a denial of ]
6. The method of claim 1, wherein the sensitive data is at least data selected from

the group containing e-mail message content, contact names and e-mail addresses, or

times and locations of meetings.
17. The method of claim 1, wherein the sensitive data comprises encrypted data.

18. The method of claim 17, further comprising the step of decrypting the encrypted

data responsive to receiving the ticket.

19. The method of claim 17, wherein the encrypted data is no longer accessible by a

requestor after the ticket has been released.

20. The method of claim 1, wherein the requestor is an application executing on the

device,

21, The method of claim 20, further comprising the step of providing a denial of a

ticket request when the device is in a locked state.
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ticket request when the device is in a |locked state. 19 0 6 MAR ZoglM &%%{197
The nmethod of claim?21, further conprising the step of bl ocking dh MA
application fromexecuting while the device is in the |ocked state. 23. The
met hod of claim 22, further conprising the step of continuing the execution
of the application when the device is unlocked. 24. The nethod of claim1,
wherein a requestor receives a notification that the device processor is
entering %2I ock%d state prior to requesting a ticket fromthe device

processor 22- 25 Themethed of slairg 2 1 fugthen comprisipg therstaparfhlockingghe prbigatiog

appl i cat i @R HLaARIRILAE thelddice ﬁ%;t}%rﬁc @saRPl ete the actions that the
applications are in the process of performng, and allow ng the

applications to notify the device's operating systemthat the applications

have fi ni shed thelloflorOfin 39, Al bRBrdRY S e W cSRlsbingin BEkGH,St at e 20

of the application when the device is unlocked.

24.  The method of claim 1, wherein a requestor receives a notification that the device

processor is entering a locked state prior to requesting a ticket from the device processor.

25. The method of claim 1, further comprising allowing applications to complete the
actions to complete the actions that the applications are in the process of performing, and

allowing the applications to notify the device's operating system that the applications

have finished their actions so that the device can enter a locked state.
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