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(57) Abstract: Methods, systems, and computer program products for
modelling and governance for transitive privileged access are provided. A
method may include receiving potential transitive access data associated
with at least one potential transitive access path, receiving privileged access
data associated with a plurality of privileged accesses including a current
privileged access, and determining a first target privileged access based on
the current privileged access, the potential transitive access data, and the
privileged access data. The method may also include generating a first di-
rectional graph edge from a first graph node associated with the current
privileged access to a second graph node associated with the first target
privileged access, the first directional graph edge representing a first tran-
sitive access path from the first graph node to the second graph node. The
method may also include terminating the current privileged access based
on the first transitive access path.

[Continued on next page]



WO 20247227148 A2 | [} 0000000 Y0 0 D

SL SK, SM, TR), OAPI (BF, BJ, CF, CG, CL, CM, GA, GN,
GQ, GW, KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

— as to applicant's entitlement to apply for and be granted a
patent (Rule 4.17(ii))

— as to the applicant's entitlement to claim the priority of the
earlier application (Rule 4.17(iii))

Published:
—  without international search report and to be republished
upon receipt of that report (Rule 48.2(g))



