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McCl el | an. BACKGROUND [ 0003] This section is intended to introduce the
reader to various aspects of art which may be related to various

enbodi mrents of the present invention which are described and/or cl ai ned

bel ow. This discussion i &resiReferencetoRejated Applications provi ding the reader

w th background information to facilitate a better understanding of various
enbodi nei@fel] hefollowirasommonlynymed prpicating isdieetiby dncorporated by sefergnesdonalider st ood
that these statenments are to be read in this light, and not as adm ssions
of pri orpugpases: [ 0004J Conputer networks, such as |ocal area networks (LANs),
generally include two or nore conputer systens or nodes that are |inked

t oget her such that each of the nodes in the network can conmuni cate and
share data with the other nodes in the network. One type of LAN technol ogy
t hat nay[0D82] i UNilee SRtk PatehtApplication S&labNs. | ocal ar edilabdonourten(ytobdgith, hat uses
hi gh-frequency radi o waves rather than wires to facilitate conmuni cation

bet ween dnfi@edYomliRless Nk aQievIEthdds forDatd WidtypHbyBeAltion aba Wiglebor each node
in the WLAN, the network may be nore flexible. For instance, mobility and

port abi | NiwoP bVEAMeP ad@sr Mecrilgp! i fied, 1 200208144-1 because there is
no physical cabling to contain novenent or placenent of the nodes. This
benefit is particularly advantageous in situations where physical wring of
certain node sites may often be difficult or inpractical.

BACKGROUND

[0003] This section is intended to introduce the reader to various aspects of art which may be
related to various embodiments of the present invention which are described and/or claimed
below. This discussion is believed to be helpful in providing the reader with background
information to facilitate a better understanding of various embodiments of the present
invention. Accordingly, it should be understood that these statements are to be read in this

light, and not as admissions of prior art.

[0004] Computer networks, such as local area networks (LANS), generally include two or
more computer systems or nodes that are linked together such that each of the nodes in the
network can communicate and share data with the other nodes in the network. One type of
LAN technology that may be implemented is the wireless local area network (WLAN) that
uses high-frequency radio waves rather than wires to facilitate communication between the
nodes. Advantageously, without physical cabling for each node in the WLAN, the network

may be more flexible. For instance, mobility ancll portability of WLAN nodes is simplified,



[ 0005] WLANs are generally designed in accordance with universally
recogni zed specifications and standard protocols to speci f)& h@ﬁ %‘y_?e of
error checking, data conpression, transm ssion paraneters, 8 |1 cei pt

paraneters, for exanple. |EEE 802.11 refers to a fanjly, of i.fications
devel opéﬁcwe ﬁ’ﬁf? ¥ ﬂgﬁytslf?]ecaglfng%’ 8%’%?'? FRVeRERY °E?lg%et“f'e§1n?%lsle rﬁ%?ﬁghé? s (| EEE)
for WLAN technol ogy.. | EEE 802. 1 I, specifies an qver-the-air interface

pr ot ocol eﬁﬁtﬁ%@?‘%b@ﬁ?’%tﬁgﬁ%"s\mﬂma %W@Wé{hyﬂ&ﬁé" ‘E%“%«S‘a‘?la PPAgTGS

transm tted between nodes in the network. [0006] As can be appreciated, it
may be ooy efteplbe diffcult arimpfagticgbcur ed data and information over the WAN.
LANs may be nore secure than WLANs because LANs nay be protected by the
physicalities of their structure. For exanple, sone or all parts of a LAN
may be located within a building that can be protected from unauthorized
access. W.ANs need not have the same physical constraints, and therefore,
may be nf600s] WILANs aislgendrallyt designed ingcosrdanee with urlivessplly sgcogmzednet wor k may not
be located in a secure facility. Furthernore) because data and information
ar e tr anpedifitatidng dnd stagdard peotagpls ta/spgcifiadie typralersoricheckingy data cogppgession,

transmi ssions may be nore susceptible to interception as conpared with the
same tr arsismiBsiowpaamsters, mmdcedeipe parameters, Ak exafPR7 JEBE 802.H1 rediry/to ashmilylar d
specifications and protocols generally provide one or nore security

pr ot ocol & spdcificatiifsidenisieped bl thel ItiutS 0PE 12 ctkicat peCEledtevnids Baginedrs EEE}for ncl uded
in the IEE}I)E 802. 11 famly, provides a security protocol for WANSs,

gener al |y AR BEHBI kjgrm 812118 Apeci AR AR OPck4te-dir RiBfalSprBtdkolVeiweasi ode¥EP) .  VEP
i s designed for V\LR to provide the sane |evel of security as that of a

W red LﬁNtheQVEA%PJu‘éﬂhiaé’%taoéantbQ?eli\é\ﬁg’ tﬁ.&é?ﬁi&&%et\jvéentngd&rif?‘d{e%tﬁﬁuri ty for
encrypting data over radio waves sO that 1t 1s protected from unauthorized
access (i.e., interception and decryption by an unauthorized user) as it is
transmtted fromone node to another. As can be appreciated) encryption
generally refers to the translation of data into a secret code or "cipher

oSBT S REHVAE NP P e B O ERPRFL 2
e e BV CARERN s o AT B AR bR
VP s oo ihe HDARRINT BE8T Seiepis (e reans. some b EBRerf RO oy addr ess
one or nore of the problens set forth _above. _2902081&@-%HER%§F

DESCRI PTpeatedoyithin prowiding thessan boereiectad framunauiorized geeessy LaNDBEIMEht s of the

i nventi on may becone, apparent upon reading the follow ng detajled
descri pthesathssemephysicaloonsieHis andthensfore Mayba o1 YRIRGRNGD YORPIHE SIBfYy. 1 is a
bl ock diagramillustrating an exenplary wireless network; (0011} Fig. 2 is
a bl ock diitegrsafithehetroriemaymotdeocaied inl esecuna dacildy kFurthstmorehecange atenpl ar y
enbodi nents of the present invention; and [0012] Fig. 3 is a block diagram
of an exadmifamatioh alt@asmitted tesulgh thepireiendiomavésinbELANXarh| ary enbodi nent s
of the present invention. DETAILED DESCRI PTI ON OF SPECI FI C EMBODI MENTS
transmissions may be more susceptible to interception as compared with the same

transmissions over a cable in a LAN,

[0007) Accordingly, standard specifications and protocols generally provide one or more
security protocols. For instance, the IEEE 802.11b specification, which is included in the

IEEE 802.11 family, provides a security protocol for WLANS, generally referred to as wired-

2



[ 0013J One or nore specific enbodinents of the present invention wll be
described below. In an effort to provide a concise descriptigﬂ%@f ﬁhese
enbodi ments, not all features of an actual inplenentation A0 44libed in
the specification. It should be appreciated that in the devel gpnent of any
such acteqaivaienypiriveentVeER)o WER s designed\foraWEANS & prayide thegame lavelnto) ect |

numer ous i npl ement ati on-specific decisions nust be made to achi eve the
devel opesesirity pethatfdfa vgred LAN. sQudobjestivoofithe WEPerothed) istp praviderse¢usitiefr and

busi ness-rel ated constraints, which may vary fromone inplenentation to
anot her . enbypeiny éita over radivowavds kxethatipis protateddronhaviauthodkedaccsy 6legpnent  ef fort
m ght be conplex and tinme consum ng, but woul d neverthel ess be a routine

under t akjnRgrepfioni@aidedtyptiotyian @hhdibrizaneheryag itfiggdnsmétel Gront dresedefo or di nary
skill having the benetfit of this disclosure. 4 200208144-1 [0014]

Gener al | y,@RE kI O be 2PpraGRAd, ARG RIoigbhbrRFReRIsTE HeIrafflatidhof AR $RE &
I nventi on, t echni ques for i npr ovi ng over-the-air transm ssions in networks

i npl eﬂeef%@;ﬂageo\% 65‘%‘?@@} t\éi‘é’?@%re{?énit YiathofiYaRiewiRE bf tht Mathr b RGALS are

describ n accordance wth one enbodi ment, during transm ssion of an

encr ypt e%.cngﬁteﬁ trgﬂsqllﬁ?sti%l, g?&eﬁg,g%aé ghnbity LRL b k85 loQRNNGE 1Y ciftePledt Habk t he

header o encrypte ata cket " does” not include the correspondi ng
initializati L u t : n WHEPE

i al DR RR B et T SR eyt RS imolepfenltn VRS
packets that may_he transmtted before the encrypted data p t that

i mpl enerff‘@gbec'ﬁg&ﬁ‘a?q‘é%i%waidﬁt@a ?ﬁuf‘tF&I YVEIQ{’]WS%r?@%&oﬁpmpﬁf)r?lé%sé?g:éﬁg node can
reconstruct the initialization vector using the previously transmtted data
packet s. transmisted imWiBP-seeused Waed¥syi ng node is able to decrypt data packets

w thout receiving an initialization vector along with the correspondi ng
data packet that was encrypted with the initialization vector. A nore
detail ed description of exenplary enbodi ments of the present invention is
di scussed bel ow. [0015] Turning now to the draw ngs, and referring

i nitial | P08} Bratpdimentscof thexpresshtanyentien may addies prectruiire of the problemssefde 12 and
a second node 14 is generally illustrated. As can be appreciated, the

net wor k fo@heeoveconpri se a wirel ess network, such as a wireless |ocal area
network (WLAN) for exanple, and may include any nunber of nodes, such as
the nodes 12 and 14. Each node 12 and 14 includes one or nore processors
and one or nore nenory devices, and is capable of transmtting and
receiving data wirel essly, such as by using highfrequency radi o waves.

[ 0016] For proposes of illustration only, the first node 12 may be referred
to as the transm ssion node, and the second node 14 nmay be referred to as
the receiving node. However, as previously described, each of the nodes 12
and 14 is capable of transmitting and receiving data. As previously
described, to transmt data fromthe node 12 to the node 14 in

200208144-1 the wirel ess network 10, a security protocol such as

W r ed- equi val ent privacy (WEP) is generally inplenmented to encrypt the
data. As can be appreciated, the presently described WEP architecture is
generally inplenented in | EEE 802-styl e W.AN networks, such as the network
10. The network 10 may be configured with any one of a nunber of different
VEP architectures that inplenent different nodul ati on schenes and effective
bit rates, such as | EEE 802.11 a, |EEE 802.11 b, |EEE 802.11 g, and | EEE
802.11 h, as well as those architectures relying on port-based access
control through higher |evel authentication, such as |EEE 802. 1x, as can be
appreci ated by those skilled in the art. [0017] To send information from
the node 12 to the node 14, the information is generally divided into data
packets 16, such as data packets A-D. Each of the data packets 16 may
include 128 bits of data, for exanple. As previously described, the network
10 has a security protocol, such as WEP, to encrypt the data packets 16 at
the transm ssion node 12 before the data packets 16 are transmtted
over-the-air to the receiving node 14. Accordingly, each of the nodes 12
and 14 included in the network 10 inclsudes a nmaster key 18, which may al so
be referred to herein as a "shared secret,"” "seed," or "long encryption
key." As can be appreciated, the naster key 18 may include a table that
provi des a nmechani smfor encrypting and decrypting the data packets 16. For
| EEE 802.11 networks, a nmaster key 18 is generally installed in each node
12 and 14 by a system adm nistrator, for exanple, before secured data may
be transmitted over the network 10. Alternatively, for |IEEE 802.1 X
networks, the master key 18 may be installed automatically at the start of
an aut henticated session. Cenerally speaking, the master key 18 enables a

___________ o N 1 . I T LR T T o 2 1. . M



sequence to encrypt the data packet A, as described further below For |EEE
802. 11 and | EEE 802. 1x i npl enentations, each initialization %éﬁé%r a-c
typically conprises 24 bits. Generally speaklng, an initialf 5ﬁlvector
a-c is used as a seed.valu-" i ryption key fromthe
master key 18 during tB8UHOEERIBEINL 20 initialization vector
a-c for each data packet 16 nay be chosen randon1y or determnistically, as

descr i beﬂ)ﬂbﬂ“@ﬁﬁta@@sl &Wanous%&gg&]&%ﬁé ofithk mgﬂﬂmﬁ'ﬁy HResmPaAFparht dpdht i al i zation

vector a-c may be Used recei ving node 14 i'n conjunction with the

enerypt - [HGPEY e§°lé)°§*§f£€§é‘5*%§tde%§§ (PRGN R ref e PRI IR IE MRS P abl o

the encrypted data packet 22 can be successful |y decrypted. The
initialization vector a c used to derive the specific encryption key
sequence for a parti z)  data packet 16 'f transmtied in an unencrypted
formin {99201H8gdkis aplockdiagrm Uystratiug o eemg BRI RIS SEN LKA packet 22. [0021
] When the encrypted data packets 22 are received at the receiving node 14,
the encrypted data packets 22 may be decrypted by inplenenting the master
key 18 in conjunction with the corresgondln initialization vector a-c for
each of {qqélle‘lﬁéf%/ﬁﬁta@&’chQta&raﬂa‘éflé‘éteémﬁ Ty PSSR RetyyORki IR eB’ﬁ@‘r“%ﬁt‘fXS’Hp%a?'
general ly designated by reference nuneral 26. As can be appreciated, the
decr ypt i embasiiaents pishe pEserbipventionA®8 dat a deconpression. During the
decryption operation 26, the initialization vector a-c is inplenented in
conjunction with the master key 18 in the receiving node 14 to re-create

t he specific key sequence that was used to encrypt the correspondi ng data
packet 1ﬁ)oqiurmﬁg3 fsADIRR AlagRkr SMin@R&ENFI WireRSs nebworkrimplementing filitbeussed, by

i npl enenting the specific key sequence that was used to encrypt the data
packet 1Byent ERBsMMERE oRE FreRACHOEntidr. MY be decrypted. The decryption
operation 26 produces decrypted data packets 28. As can be appreciated, the
decrypted data packets 28 correspond to the originally transmtted data
packets 16. Accordingly, each of t he data packets A-D (data packets 16) has

di kets 28
[0022] A5 Can b SEBACLED O S N e o1 o1 ¢,

pmted degba.ﬁe il e;;ecﬁ"lc e 1%% e n%%?a,%@fag fybARh e @gstcgﬁzl&g%mggt ed with
exanpl e, |n|t| Ilzat,lo

f 08l 44-1
there ar B‘ %ei ° ?p%?ff 8)??%%6 §an O%Ofﬁﬁﬁs??%hgdl%g‘gi'lnﬁ{jeﬁ %ﬁq’gﬁép%(z)nbl nati ons.
I I t h tial t h
| ncr ermentaFl P bBHHE: gk Sesprten it PapReS e Babpdl o SR P et of

the first initialization vector a-c, corresponding.to a first.encrypted
dat a pacQ@Fl%@en%ﬁfy"nbﬁuchégtpﬁh@ﬂlemﬁﬁm98“‘6?3’ awegw&o idgsigeigicgance with a
preset value. Each initialization vector a-c inplenented to encrypt
subseque emeravsimplanicataton-eperidp deeisiorsanushbampdede aetiviedhe develepars’t he | i st of
initialization vectors a-c, for exanple, as illustrated in Fig. 1. For the
present epeeifiolgaaly, sd@sasrcbpplimqse with eystane rejatedonhd businespaciited canstzints.an
initialization vector of "a", the encrypted data packet F has an

i ni tial i whichomywetfoom ofie ifriplemeatation toenether Widreaver att showld bk epprésidiedsthain
initialization vector of "c". That is to say that the initialization vector
"a" is i sphenevdlgondnneffotnightbd @mphixtand time comoming, keywob nayerthedasybt  t he
data packet A to produce the encrypted data packet E, and so forth. [0023]
Because eafoutineuhdertakinglofesign rfatyicationaandabanafachirg fonthoseefcodinargskilr s a-c, the
initialization vectors a-c may eventually be reused after the transm ssion
of a nunbsiingxhe bevefiygfitkid ddelbsurpacket s 22. For exanple) to encrypt the data
packet D, an initialization vector "a" may be inplenented. The
initialization vector "a" may be used in conjunction with the nmaster key 18
to encrypt the data packet D to produce the encrypted payl oad H However,
as previously described, the sanme initialization vector "a" was al so

i nplenented to encrypt the data packet A to produce the encrypted payl oad
E. Accordingly, the sane key sequence jnplenmented to encrypt the data
packet A is used to encrypt the data packet D. Once the master key 18 and
the initialization vector "a" are known, such as after receiving the
encrypted payload E, the encrypted payl oad H can be decrypt ed.




[0024] Transmitting an initialization vector a-c, which includes a portion
of the mechanismfor decrypting the encrypted data packet 22 to which it
corresponds, in the unencrypted header 24 of the corresponcﬁ Hboséﬂ‘?:i‘ypt ed
data packet 22, nay di sadvant ageously reduce th 200208144-1 security of
dat a t r a9 Lienerally Fpeﬁ‘lﬁég»r\'et‘%?dﬁmfo*"%@f@ the Aresenl INERIOH N vectors a-c
are transmtted between wreless nodes 12 and 14 in the network 10, a

reci pi entechiiiques fodimgrowing avsirithesaiticansmissiops iametworksimplementing vijede able to
reconstruct the master key 18 fromthe initialization vectors a-c. As can
be appr egjuivaket privacys(WER)sacridy pratocely eretdageribsd. | laaccordantdreitiabnd i ty of the
user to decrypt all subsequent encrypted data packets 22 since the user

(i ncl udi ggbddifent! MuRhEREREAiISRE 0P hbdiclyphd Hafddscket) the semandtisitisliatoast er key
18, as described bel ow. [0025] The I'i kel i hood of unauthorized access to the

encrypt %&Q@h@ta@l@%%@e%’fmn ed BAS A kOQYOE Snclulb ek REredpbgdingt wor k 10,
i ncreases when the sane naster "key 18 and the sanme initialization vector

a-c are 1'rlﬁf§ﬁza§19n @fl%ﬂﬁ@éd 1dichiérfptand dadAatkdiarl@ied tHbnitikhRat¥ERestahaytel ON

nechanlsntgenera y conpriseS an Exclusive-OR operation (XOR) between

bi nary cao{nttﬁ@t E'ﬁﬁxc Gt diler daaﬁtcxcets P gyemmtttea bEfbkéthe Bhirffled?r OduCes a

bi nary ou ere are three varia s inthis equation: (1) the

initiali tl 2 Ogt&?ﬁ)#mwgéd tﬁzgo&epfonggg%ﬁ%iﬁaﬁl v ?&)? R?&%ﬁ/ﬁ r%jn%de @zﬁﬁd (3) the

encrypte %%y alrzatiomm vectors a-c are

e or our ettt Mereharse b 148l Pind Y b iEalk Sy °2“%f"n°§atay5‘t“3 payl oad -1

and can deduge | arts f the third encr ted data packet
16), basgeforﬁat&ly 2hq rycegwn% cdt a%w&ewpt‘fa@ Pﬁﬂ%@t fregf‘dt%g an ( 1) an
uni ntended recipient's know edge of common I nternet Protocol "LP.") packet

st r uct urisitializaginn xectoralone withrtheromssnonging daty parket thafiwas enqrypted wﬁbWCedge of
comon payl oad i nformation, such as web addresses) donmmi n- nane queries, and
So on; amdla(izh)loﬂ gedtorulAamnen' detaém@tlpmgk@pmplmﬁb@snmﬁeqf theqresgnt nt ended
recipient S conputer queries the transmtting node a | oaded question (e.g.,
"who ar einyentidn isaliscissbdbelow. your LP. nunber?"). Each tine all three

vari abl es are known for a particular re-used initialization vector a-c,

part of the master key 18 is revealed to the unintended recipient. In other
words, in the enbodinment of Fig. 1, when the initialization vector a-c is
reused ipootd)erveding g tothe Pradings,und :férfinginitiajipto Bighk af exdniplary 2OWd68144- 1
dat a packets 16, the unintended user can i medi ately decrypt the encrypted

payl oad ﬁhhblu&m%ﬁ?ﬁﬁbﬂﬁet&h 2ianll @ktbhd Astledd @ identraBy IRSEAREd. kycad8ei s reveal ed
for the particular initialization vector) the process can be repeated for

the othef, fé@ﬁﬁz‘db&l@n Bxgd @Irhéaéohﬁﬁsé’%?@f B3 nertworl, QudhOi awikkidss [obAl afast er key

18 pi ece- y pl ece. nlntende reC|p|ent can construct a "table"

par a1 o ek R ARy L e o Pt BRI, Mol BERERRSS 17, 2,
bascd orf nﬂﬁ?ﬁg@vﬁo@aﬁ’éaﬁfﬁn@t %ioh%?rr%?mcsss?ré pdERF Rdslewdd e

resulting conmprom se potential, for data transm S as can be
appr eci at&EeHP™ ’ﬁ&%@b%ﬂ firpaypiitins ppdreggiying F%ﬂ)?gfl%ff:lyeé‘f‘ihﬁﬁ%XHS’B%B%Bus

associ atjon between the initialization vector a-c and the encrypted data
packet 2BCWCYFMUAWAYRS t he initializati on vector a-c used to encrypt the
correspondi ng encrypted data packet 22 in the clear-text header 24, may be
di sadvant ageous. As described above, the disadvantages nay become nore

appar ent t he sane in co t|o wth the sane
initial i@ﬁ{]ﬁ?:} ’U@B?%W%‘ﬁa ‘t“8°‘éﬂ'§¥3}%‘t firs 't“ﬁ&?gﬂ YB%fegérbqu E‘ 16. Most | EEE
802. 11b- s | e WLANs use. stati al.l cI| Nt nodes. Wth
he. ever TRRERE A BEREToewifnol T ATRY DEIFrER & FaPLreryErE efor 11 el of
the initjalization ve 24 b t.he |j keI hood t hat

encrypt AOUEER 2hBiEwaD ygzsc'ﬁ%f‘@ d36h e Ao LL 14 14 g Sapabit ?ngtt“‘B%a“d

unaut hori zed users . interc the over.- t he; ai ons,) over a
Short | peieFInB A ABPHgI Lesrberl B JaBL emgmﬂ%ot@ BT Vo | Eee
802. 11b-style network operating at a transm ssion rate of approximtely

| I Mops, may reuse initialization vectors a-c for a given naster key 18 in
| ess than 5 seconds. [0027] For | EEE 802.1 x-based networks, the

di sadvant ages descri bed above may be | ess apparent, but may also lead to

unsecured data transm ssion in the network 10. WLAN networ ks i npl enenti ng
an | EEE 802. 1x protocol are configured to control several aspects of 11




200208144-1 the WLAN security, including over-the-air encryption. For

exanpl e, instead of having common, pre-configured master keys for all

nodes, (such as the master key 18 inplenented in nodes 12 208144 Fi g.
1), |1 EEE 802.1x networks install the naster key 18 "dynamically" at the
start ( othe wiralessretwork 40 asepurdy protechl welsas wired-oqyivalentpriviagy (WEB) ifrast er keys
18 in use at any tinme on the | EEE 802. 1x network may be uni que for each
node. Acgéesilnghplemetitéd ®©rerayptdid dutp atdanh de Aifpreniatedy ftequesesthyndgsiripd gener at ed
fromthe same initialization vector a-c can only be generated by a single

node in (W HEiIRELIKE id Bonetall§ ifflemaftedih IEDE 8@21QKIBOMEANinatwdiI&s, sehaothe 10. This
may reduce the |ikelihood of an attacker overhearing (i. e., an

unaut hor } 4684 Usernk H&%H@ﬂi&%@d&ﬂﬁ%ﬁ&wﬂ{ hf}bne 6P I REMABEr SabifR-ANWEPPt ed dat a
packets 22 by a factor related to the nunber of network users and the

number of Pl NS tlﬁ@ﬁﬁyﬁgmgrﬁﬁ t AR R VEhentd ;B&Igff&ﬁw‘ﬁ’i'f tatekOsuch 8028]

However, even wt amc e naster I's essentially static for

the dur atdrfedliihTBERSDS! AL IS s 1d aldAERR®B05 S1IE UL DELL Bl On) - WEh fast

over-the-air datar initidlrzation vector a-c reuse

wi thin the .sape session agai n beco a npraobl F fQr a

net wor k fﬁhlfﬁ‘?ﬁ;‘feéﬁéﬁ‘f’g 19 ng‘?ééﬁgagﬁf cf?“‘g‘r%%rf’ %@olflgh zfgcpflv ﬁlaa\?l Fhﬁgé%nﬁgﬁd\%crh-étghe- air
transm ssion rate of approxi ely 54 Nops and at |east five nodes or
users, edc ‘%dé;aﬁ%g%g@ﬁ?‘?% lﬁ’té?sﬂs]é‘?{g‘ﬁ’tntﬁ‘é ‘er key 18, may be generating
encrypted data packets 22 and incurring initialization vector a-c reuse at
approxi mately the sane rate as several nodes sharing a cormmon master key 18
on an 11 Mops | EEE 802-11b network (described above). Accordi nglly, simlar
to the sfO#7lcTosendinfrrmation fipmdkr nadeV2 to thesodeddvibe knfammatian isespsitithg a
dynam c master key 18 may al so result in the unauthorized access of

encr ypt edivilad intpdakpacket® 26, spdo@Aptapackeisek-Dt dapnoftheddtopacketsd6piakig t he
security of data transm ssion in W.AN networks, inplenments random zati on of
t he i nit inalude #28 Kifs of dath,dbr campleT A3tprévioukly desyibed, dtemetwdtR 10 h&C02081LY4- 1 t han
assigning initialization vectors a-c incrementally (here, "a," then "b,"
then " c, profichl, suchas WEEFC td R/ peined ) padkBe 16 Bi the Rhdsadsioamole T bufsredheC are
assigned randomy, making them | ess predictable. However, randomy sel ected
initialigalhRRetY 86 hiRtandnifedSer-talair tb @UERIVinEEndde 8! ABaRdingly, dath 66 al i zat i on
vector reuse when conpared to the usage of initialization vectors a-c which
are sel egl@dadsN2and ¢4 REMUA Bihnebdii 10 hcRbd WmAstGXEYDE, Wi may alsmdi ti on,
such as 1 ncrenmentation. Accordingly, while random zation of the

initiali j - bYI.48 ’ ansm ssi on
when corr%gé&eegre? Pé&?lh%ﬁ %?f%l%rteg?ycéés?’si gg/ér??r‘er?&m%é) |cﬁlpg§l?§£i %gtcglil,%r ger data set
(1.e., nore encrypted data packets .aspondi Pl tall i on
Vect of s TR MR NSk S 55 Bk uesoBe e o AR pRE AR ol nBhpgR 0

previ ous| d E’S’%’{}"té)tgg dﬁéggfkﬁt”giﬁg{’gr@éli 1882.?}&9{&\%& N abn?as & Egy i is%ggerrz}iﬁ't

subseque
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installed in each node 12 and 14 by a system administrator, for example, before secured data
may be transmitted over the network 10. Alternatively, for IEEE 802.1x networks, the master
key 18 may be installed automatically at the start of an authenticated session, Generally
speaking, the master key 18 enables a user to exchange encrypted data packets 16 with other
users that have the same master key 18. Accordingly, limited distribution and access to the
master key 18 may advantageously provide for better data security. As can be appreciated,
the presently described encryption technique implementing the same master key 18 to encrypt

and decrypt the data packets 16 may be referred to as “‘symmetric encryption.”
6



[ 0030] Accordingly, WEP encryption techniques in W.ANs having an | EEE
802. 11-style architecture, the clear text transm ssion of E?R}g -%ht
initialization vector a-c in the header 24 of each corresp 3@34 crypted
dat a packet 22, whether chosen randomly or determnistically, can be used
to increnentally reveal information about the master key 18. Once the
master key 18 is known, subsequent encrypted data packets 22 can be

decr ypt e[#018]i hginighletartmosneiatia) theaktagracketsyl 6 I8ayednerypted nsing the masier key
initialization vector a-c contained in the header 24 of subsequent

encrypt efg glaharfsmission ndd 12Regadiddtablsy thé envingitibe bpdritéoni 20i tAsahn bat i on vect or
a-c is selected randomy or in a determnistic fashion, the transm ssion of

cl ear -t eﬁ%ré.c&itetdi, fhk eA@ptiR opEraticl 20 AayCinelfdedikd coffprdskien eDoriygthed data packets
22 may underm ne the Ssecurity of data being sent in a W.AN. Further, as

WAN ai ren%Bg’go gée?%)&@%,ethe Hﬁgg&ias b afdHansifSPinR enBpledldataPusket®2( €. 9., | EEE

802. 1x pro econe equally vul nerable to unauthorized decryption.

13 20 0’%938%#\?@19& 4983 %Jér a]Or p?g%@%ﬁérgﬂ?ﬁ &’at%&bet@@bﬁﬁgi bERtesre@to hdhéin Rk @sent

i nvention, natin r uci n e reuse of the initialization vector

L2, e P AR s g

security By °3Ver-the-alr I EEE 802. 1x-style

wirel ess_networks. Further. disassoci atd ' n

1ol BaPS: iy seBimE e AE LR ebntie] GRARTAIR ppaltoR |
transm ssi on of the encr ed data packet al so i mprove. the security of
dat a t r ah§PHEEROMY 1 dptd P?éx%h g\"é’é °?f£‘§\%‘??§?‘r’%¥itq ﬁlla%? Pﬂ”gﬁe(g an ftﬁe&?ﬂ%#on of
the unencrypted initialization vector used to encry%igﬁla articul ar data
packet nHyomeaperdsito fatppanket L cBaghienrypied datapashet£2may "%‘g‘i“{‘}r?. heﬁ‘%fé é‘k\]
Referring nowto Fig. 2, a block diagramof the wreless network 30,

depi ct i nepreprisingloae 9r wetsdits pEynescrypted (fleayytext éfermagion suchoas packet i | | ust r at ed.
For sinmplicity, like reference nunerals are used to depict el enents

pr evi ousHestinkema pabled siaé,tahd eretyption odormatién, dor exampls. pr evi ously described with
respect to Fig. 1, the network 30 includes nodes 12 and 14. To transmt
data packets 16 fromthe node 12 to the node 14, the data packets 16 are
encrypted (encryption operation 20) using the master key 18. However, in
accor danf19y thhndl StafaRd W EY impRivatismNin aftalitioRvesanitc maybat i on, the
initialization vector (not shown) used to derive the specific encryption

sequencegfiddda RdY the fédia 2403 ahRAE AeMatadadetsS 6CARRp TE dixafyggorsmu‘ounct i on of
data fromone or nore previous data packet(s), as described further bel ow

Because E(ﬁ‘.eAécPHiﬁ%?)lr,ieZﬁHfQ& éﬁ@@b@& dth phdiets BY &9 MchRKaEB&pYn@APOdi ment is

created as a function of the datastreamfromithe transm ssion node 12, the

iUl 0N SELGY o SRk RARARGY RotcR sk 4 hilcdter SRhAICRAGHRH vBubt doeS not

have to ransmited wth the correspondi ng encrypted payload E-H to
facilitat : .acej Vi I Lktd al i zati
vector - abed e ol MehBEF Lo WaaloRor st e BpRRR [l 00l

t d by.t A de. 1 ft d tion.of,. tk '
ot evi ousry (i STARHISUET SIEPTdA: MEE & PATEPERY A AsrPRr Ry R o

segnents that were used to create a.specific initialization vectar.
Accor di n§iier ¢ Haan egnepted i cqnipoctiofhyith the magier kaeyagéggr[egtegﬁqugwﬂgy
200208144-1 include the initialization vector that _was useq%elto gncrypt t he
cor r espofraPeitse fscoRbthE dpta pagket Aas dpssubis further helow, ForlRFESMddand i he fi el d
i mpl ement ed by conventional WEP systens to transmt the jnitialization
vect or f BFER &-%W%@ﬁﬂ?%g"aﬁh inifaligaion ysgter axuyRIcal eomptises 2Rl enpt y.
[0033] One enbodi nent of the present exenplary techni”clue for creating the
i nitiali Sendrally speakings an initializatien veptardgmis Heedrs 8 festh¥alts” tREFderAPEciBacket s A-D
to formthe initialization vector. For exanple, for the data packet A the
first byessoptionkexfrom shinraasten ke 1§ duriag thecaersptionpraatian $ ckhsiaitiakizgion nown)
may be sanpl ed. The data segnents fromthe preceding data pa%et, y be
eéﬁ’i‘@? p

concat en¥ecias atcgfor eachrlata gackat ¥ may bej chpsep randemly prlgterrginisticallys 3s t the
data packet A. In accordance with this enbodinent, an initialization vector
may be cfutiedlay: conbi ni ng bytes fromysuccessi ve data packets. [0034]
Alternatively, the sanpled segnents may be convol uted such that the
initialization vector is created through sanpling data fromone or nore
precedi ng data packets and then convoluting the bits through the use of a
state machi ne or convol ution code. That is to say that bits may be sanpl ed
fromseveral bytes from several data packets, and the bits nay be m xed or
convol uted such that the order of the bits is changed. As can be

appreci ated, the state machine or convolution code may inplenent the
sanpled bits to generate an encoded string. By way of exanple, bits may be

o o - .



may be inplenented to manufacture any of the remaining bits to fill the
initialization vector. [0035]J As can be appreci ated, obfus %@gm&ie
initialization vector nmakes unauthori zed access of the encf@b ta
packets 22 nore difficult. By inplenenting one of the present exenplary
techniques, an initialization vector for a particular data packet A-Dis
transmtted in the payload E-H of one or nore encrypted packets 22 that are
t r ansmi t [0820] Fite per-pasket finitiglizationcyectar a- aray bp asaddy the fcqiEE nogesl4dhcr ypt ed
using the corresponding initialization vector. Accordingly, the conposition
process @hjunbiton with the laztad keyr 8 t@rtanstradt therspedifickeysequencawhichiwas mednd t he
recovery process at the receiving node 14 nmay be advantageously conpl ex.

For unauiohqédpiare 48£pakéts Db cORRIthd PediAbkE-Barack idhvalakls, thoemunyptaissf ul | y
access the encrypted data packets 22, the unauthorized user woul d have to

successf gl YacBR 2D ¥ beRe@kahIPRekpted. Thensitlatingion Skatod 1c hidedt tadsiwade of known
initialization vectors. This would require significantly nore conputati onal

power bysdehific Bitayitin kby &dudhe€ for apartisilhd daSpabke® 16 athbthidted @harand correl ation
of sequences of packets rather than just the identification of

conpr orm ﬁﬁﬁ&@t@d’ Rittadn tHhedel D4 SIARY EoMebONing eRGIECMRSpack&QA6] To i npl enment
t he present enpl ary obfuscation techniques, a "ranping up" period may be
i npl enented to synchroni ze the participating nodes. The "ranpi ng-up" period
refers to the period of tinme before the receiving node is ready to receive

data pac I cor danc it resent fu .1 O i ques. There
are a num%ﬁ %Ferglﬁf)?%’&pﬁ%gd#mﬁ?ﬁhkeﬁfah@% ref%ﬁdea?rg]ﬁtrg%ﬁéxgr&d% g?fgﬁéng up" the
recei ving node's nmenory. of successfully decrypted packets .. n accordance
with oneSnsppteddeid %&Pefsa?r?ﬂl‘w -°L§‘ﬁ?ryﬁteﬁ%¥7%'§ﬁ° ﬁ‘ﬁ%ﬁ\?é‘%&éﬁ@' BBnsnitted to the
recei ving node along with a corresponding initjalization vecto as in
convent i exmincligEPViththggemrespondingdnifiplizatienwacior g faraeh pktbe encepted q%ent cache
of decrypted 16 200208144-1 data, the initialization vector field in the
header npackése22.eThe depnyptjoni apertibe ispananaliyt designagdshyi referencerpymerabddmfisar y

techni que is described further with reference to Fig. 3. [0037] One

exenpl ar yandelapgtedintad, tiof detiyptipr apeeativn 2@mayinglude flata deqompsassion.i Pyringgher over
the wirel ess network 30, including the ranping-up period, may be further

i |1 ustr adleedpibh bperatfoanénaeinittaliFatipn vectorAse isdamplemestppinaonmnean withshpr esent
enbodiment is sinplified for purposes of illustration. In the present
exenpl ar masterked il Siithe redeiding asde Baoreasge ileispaifidiey dequanqeabit etas uskd @ i s
transmtted fromthe transm ssion node 12 to the receiving node 14. The

i ni tialigRhjpPthe ¥6124spbndik dataSpackan!l 6 BiiigAHe érRrypticn dptrationQ0d Al pravivallgt A, the
initialization vector "b" is used to encrypt the data packet B; and the

nitializal] Th
i al S5, 3 Rmenting g SR K0 oElck Bt b Pl B 2% - echini que.
as descr] l% &Zlgbtgé’gﬂc\p'é‘ﬁc&)&aqdﬂé?lé«%&%&@??ﬁaécﬁg?ﬁc%gﬁe%oﬂro erafisi 2Pt ed using

the ini t PEFT'Z3t76R ctors e resulting rypted payl oads E-G

' h I VJ d , h,of. th | oads-
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[ 4. The | 1 SSJ . -G i
thei r ecofeq"?@‘éx%wﬁm g oﬁaﬁl?yg%%%ﬁ{eg Ao e ﬁg-gﬁéyﬁéﬁgx%%éh iRy neader 24 t
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correspondiggtg %Qni tialization vector a-c for each respective encrypted
payl oad B4 Acor di ngly, the decrypted data packets I-K nmay be decrypted
by conventional techniques. [0038] However, after a nunber of data packets

16 are transmitted, received, and decrypted via conventional techniques,

t he present exenplary enbodi ments may .be inplenmented. In the present

exenpl ar Woéﬂb%ﬂ?%ﬁ??prﬁﬁ?tﬁgéheﬁ’@%?ﬁ %dlﬁfé?fﬁga?‘g ﬁﬁ%’\ﬁéﬂ“‘%ﬁ&?‘?‘b‘%é’g) the first
byte of data from each of the dat ackets A-C nay, be sanpl ed by a

pr ocess oftEaYztion YEHAT aTCﬁI"ttl‘l‘@yr'i’Bde&i ent WﬁhB‘F"faﬁ'é}/]f‘ﬁ’rlgé°5 (ﬂ\éom the data
packets A-C max be concatenated to form. 17 . 200208144-1 the j.njtialization
vect or f Beryphdheidatapasket Le- For exgnaple feran nitiplization yRgier B%‘“@?Fé?%‘{lﬂ{f usi ng t he
concatenated initialization vector to produce the payload H Because the
data packets A-C are encrypted and transmtted to the receiving node 14
before the transm ssion of the data packet D, the receiving node 14 has the
i nformati on necessary to recreate the initialization vector used to encrypt
the data packet D. Accordingly, the payload H may be transmtted w t hout
enbedding the initialization vector used to encrypt the correspondi ng data
packet D. Once the receiving node 14 decrypts the payl oads E-G a processor
(not shown) in the receiving node 14 can reconstruct the initialization

e b



payload H and use it to decrypt the encrypted payload H Sinmlarly, after
the ranp-up period (here, the transm ssion of the conventlonally encrypted
data packets E-G), all subsequent data packets may be encrypP@98tdtil
transnitted as gdescribed with reference to the data packet D, wherein the
cor r esportlRrhe 2ni o1 appioximately 16:8 sihien, possible urigeq eombirfationsh Jo queenemplena
packets and is not transmtted in the header of the correspondi ng data
packet . [t@bB@je, Fherinitiehzativheectoresentay be clinsermjinersmestylly froheartishof a " decoy”
initialization vector in place of the omtted initialization vector. Wth

t he knowigidgiatidittecm d-€ MThel dssignn®én® oflthe firvelinithabikatida 2ectora-6 icpirespomdingor ks ar e
defined to enbed the initialization vector in the header of the

cor r esponglh Akt BRkbidddfategiacke 22 8 belallidried rdndérhiyDor 4664 in B Srdafceami@Edded i n
t he header of an encrypted dat a packet in the standard field i npl emrent ed

for initizghdsgdfaluen E\{&ﬁhm’ahiaﬁl@ﬁ‘%E‘t&r%lcCIﬂ)pleﬂxeﬁ{eaW&fc%tppglﬁg&fﬁgﬁt%ata gatdi ngly,
rather than | eaving the standard field in the hea bl ank, a decoy

initiali aatxﬁa%ews@%lgg b&%e@’;?‘r}% ﬁ%ﬁrtﬂ%thlnthliJﬁ%ﬁ v{;&&gara £ cfiipidiaaut hori zed

access attenpts ageously, e exenplary e nt's descri bed
herein ar td:-ple n I 802. 11
and | EEE '@ﬁ%ﬁ*ﬁmf*@ % ﬁé‘@wﬁgﬁn@%&@lw%a%%@% ﬁ*eggér&ﬂgﬁdd%ga&wﬁ v bit
fields AL inttia 1Szathonrv%cthe of 4 hal?e Jn?%% cdgata)packAiSF ﬁ‘as agsulljltlghzattignev ctro%\gf3 Q)t’, 18

and the encrypted data packet G has an initialization vector of “c”. That is to say that the

initialization vector “a” is implemented in conjunction with the master key 18 to encrypt the

data packet A to produce the encrypted data packet E, and so forth.

[0023] Because of the limited number of available initialization vectors a-c, the initialization
vectors a-c may eventually be reused after the transmission of a number of encrypted data
packets 22. For example, to encrypt the data packet D, an initialization vector “a” may be
implemented. The initialization vector “a” may be used in conjunction with the master key
18 to encrypt the data packet D to produce the encrypted payload H. However, as previously
described, the same initialization vector “a” was also implemented to encrypt the data packet
A to produce the encrypted payload E. Accordingly, the same key sequence implemented to
encrypt the data packet A is used to encrypt the data packet D. Once the master key 18 and
the initialization vector “a” are known, such as after receiving the encrypted payload E, the

encrypted payload H can be decrypted.

[0024] Transmitting an initialization vector a-c, which includes a portion of the mechanism
for decrypting the encrypted data packet 22 to which it corresponds, in the unencrypted

header 24 of the corresponding encrypted data pgcket 22, may disadvantageously reduce the



200208144-1 techni ques are backward conpatible with both client-side
network interface cards (N Cs) and network-si de access poin %(’é%?f
Additionally, the present techniques may be optionally and % éle
enabl ed whenever both NI C and AP sup goré t he t echni %e. %"0041% Wil e the
i nvent i offCHRY oﬁéatgﬁrglasgmsromme&ewlf SURRSANPYEB ARIigatiopErctons &f A%t i ve
forns, specific enbodi nents have been shown by way of exanple in the

dr awi ngstrmmdmetwr@na@rgbﬁsr}péas 12anddé an the ﬁetwv@rlhlo pERsRie (inglpdiggan| d be
understood that the invention is not intended to be limted to the

parti cul aminfeodedgecipisnt) may eivenalnbe able thaedonshaint the master key 18 dipar the11
nodi fi cations, equivalents and alternatives falling within the spirit and
scope of iditiwtizationeeétbn-aAstah be agprézyatddn this soédativiniag cagmeatisdehded thens. 19
CLAIM5 1 1. A nethod conprising: 2 generating a first initialization vector

cor r espoasliiy® iR wlerftd dedryd all sutRadikémientrdpted dita padkets 22 sidcéhdasdr12] in a

w reless network [30], wherein generating the first initialization 4 vector
conpr i se@ngdedify thk unigteh@ rbipisht) hoW hasathd #adris@ictetaaister kag 18 ab daeiibedn of dat a
5 fromat | east one preceding data packet [16]; and 6 encrypting [20] the
first dapgopacket [ 16] using the first initialization vector. 1 2. The

nmet hod, as set forth in claiml, wherein generating the first
initialization 2 vector conprises using a respective data segnent fromthe
at | east one precedi ng data packet 3 [16].

[0025] The likelihood of unauthorized access to the encrypted data packets 22 in WEP- based
networks, such as the network 10, increases when the same master key 18 and the same
initialization vector a-c are used to encrypt different data packets 16. The WEP encryption
mechanism generally comprises an Exclusive-OR operation (XOR) between binary values of
the specific encryption key and the data, which produces a binary output value. There are
three variables in this equation: (1) the initialization vector a-c; (2) the unencrypted data
packet 16; and (3) the encrypted payload E-H. As a result, when the initialization vectors a-c
are re-used, an unintended recipient may have two of the three variables (i.e., the clear-text
initialization vector a-c and the encrypted payload E-H), and can deduce large parts of the
third (i.e., the unencrypted data packet 16), based partially on one or more of the following
factors: (1) an unintended recipient’s knowledge of common Internet Protocol (“I.P.”) packet
structure, such as header information; (2) partial or full knowledge of common payload
information, such as web addresses, domain-name queries, and so on; and (3) “stimulated”
response packets, such as when the unintended recipient’s computer queries the transmitting
node a loaded question (e.g., “who are you?” or “what is your I.P. number?”). Each time all
three variables are known for a particular re-used initialization vector a-c, part of the master
key 18 is revealed to the unintended recipient. In other words, in the embodiment of Fig. 1,

when the initialization vector a-c is reused in thcleoencryption process 20 to encrypt subsequent



1 3. The nethod, as set forth in claim2, wherein generating the first
initialization 2 vector conprises convol uting each of the rﬁﬁ?@sﬁ“f dat a
segnents fromthe at | east one 3 precedl ng data packet [ 16]

met hod, hin.cla at | east
one pr ec‘gagq ﬁ?ﬁ%tfgatﬂﬁd’%?ndf‘%ﬂer ?aél lg %Ii’?’d& n‘JB‘ tthf Wté&éa&% \E}mﬁf%l ess 3

net wor k and trans tt| St d cket. he second
node [ éyceueﬁo‘fah'é“maéi%é 0%@1 F%*srls fevea %cfifo%)-ﬁag PAEIE %ﬁi]mtgg atsn‘g{] forth in
claim4, conprising: 2 decrypting [26] the at |east one preceding data
packet [mgor, he praeess eandedensaige fqr themther possibleznitighization verders g to pRASENGE st
initialization vector at the second node [14] fromthe 4 respective data
segnent the enstedialy 18pidctdypleae. AT iusythofinistended decifa¢rs caaconstngt f 28hle” & and 6
decrypting [26] the first data packet [22] using the first initialization
vect or . pJoséible ThigalimatidtOebctonsSa-6 ftd fetfbinh thisprodesd iMadaraliblefaghion hthanthan int i ng t he
first data packet 2 [22] conprises transmtting the first data packet [22],
wher ei n 4 $equénitiniSfashikai Simpaake thefeizd otBerappionchsewhieh sementthlly méviealamaldat i on
vector. 1 7. The nmethod, as set forth in claim6, wherein transmtting the
first dajegmpas kfthe haftdey bade oh s arsivealpdtiibindsiratierithen thhle-disedattawkpdoket [ 22]
and wherein the second initialization

the resulting compromise potential for data transmission is the same, as can be appreciated by

those skilled in the art.

[0026] Creating an obvious association between the initialization vector a-c and the
encrypted data packet 22 by embedding the initialization vector a-c used to encrypt the
corresponding encrypted data packet 22 in the clear-text header 24, may be disadvantageous.
As described above, the disadvantages may become more apparent when the same master key
18 is used in conjunction with the same initialization vector a-c to encrypt different data
packets 16. Most IEEE 802.11b-style WLANS use static master keys 18 among all client
nodes. With the ever-increasing transmission rates and the relatively short field of the
initialization vector a-c (e.g., 24 bits), the likelihood that encrypted data packets 22 may be
compromised (i.e., decrypted by unauthorized users intercepting the over-the-air
communications) over a short period of time may disadvantageously increase. For example,
an IEEE 802.11b-style network operating at a transmission rate of approximately 11Mbps,

may reuse initialization vectors a-c for a given master key 18 in less than 5 seconds.

[0027] For IEEE 802.1x-based networks, the disadvantages described above may be less

apparent, but may also lead to unsecured data transmission in the network 10. WLAN

networks implementing an IEEE 802.1x protocol.llare configured to control several aspects of



3 vector was not inplenmented to encrypt [20] the first data packet [22]. 21
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109 () it S écduce the Hertrbod 3Pan aua&er overhearing (1., an anauthorized user
intercepting and decrypting) compromisable encrypted data packets 22 by a factor related to

the number of network users and the number of unique master keys 18 maintained by the

network 10.

[0028] However, even with dynamic WEP, the master key 18 is essentially static for the
duration of the session (of until forced re-authentication). With fast over-the-air data rates,
the likelihood of initialization vector a-c reuse within the same session may again become a
problem. For example, for a network 10 implementing a IEEE 802.1x protocol and having an
over-the-air transmission rate of approximately 54 Mbps and at least five nodes or users, each
node, implementing a different master key 18, may be generating encrypted data packets 22
and incurring initialization vector a-c reuse at approximately the same rate as several nodes
sharing a common master key 18 on an 11 Mbps IEEE 802-11b network (described above).
Accordingly, similar to the static network described above, the network 10 implementing a

dynamic master key 18 may also result in the unauthorized access of encrypted data packets

22,

[0029] Another technique for improving the security of data transmission in WLAN

networks, implements randomization of the initialization vector a-c. That is to say, rather

12
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described above), the initialization vectors a-c are assigned randomly, making them less
predictable. However, randomly selected initialization vectors a-c may only reduce the
likelihood of initialization vector reuse when compared to the usage of initialization vectors
a-c which are selected in a deterministic fashion using a common initial condition, such as
incrementation. Accordingly, while randomization of the initialization vector a-c may
provide for more secure data transmission when compared to incremental assignment, by
intercepting a larger data set (i.e., more encrypted data packets 22 and corresponding
initialization vectors a-c), an unauthorized user may recreate the master key 18. As
previously described, the master key 18 may then be used to decrypt subsequent encrypted

data packets 22.

[0030] Accordingly, WEP encryption techniques in WLANs having an IEEE 802.11-style
architecture, the clear text transmission of the 24-bit initialization vector a-c in the header 24
of each corresponding encrypted data packet 22, whether chosen randomly or
deterministically, can be used to incrementally reveal information about the master key 18.
Once the master key 18 is known, subsequent encrypted data packets 22 can be decrypted
using the recreated master key 18 and the unencrypted initialization vector a-c contained in
the header 24 of subsequent encrypted data packets 22. Regardless of whether the
initialization vector a-c is selected randomly or in a deterministic fashion, the transmission of
clear-text initialization vectors a-c as part of the encrypted data packets 22 may undermine
the security of data being sent in a WLAN. Further, as WLAN air speeds increase, the use of
per-session master keys 18 (e.g., IEEE 802.1x protocols) may become equally vulnerable to

unauthorized decryption.
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improve the security of over-the-air encryption for IEEE 802. 11 and IEEE 802.1x-style
wireless networks. Further, disassociating the transmission of the initialization vector used to
encrypt a particular data packet and the transmission of the encrypted data packet may also
improve the security of data transmission in the wireless network. Still further, elimination of
the unencryﬁted initialization vector used to encrypt a particular data packet may further

improve security during data transmission.

[0032] Referring now to Fig. 2, a block diagram of the wireless network 30, depicting
exemplary embodiments of the present invention, is illustrated. For simplicity, like reference

numerals are used to depict elements previously described with reference to Fig. 1. As
previously described with respect to Fig. 1, the network 30 includes nodes 12 and 14. To
transmit data packets 16 from the node 12 to the node 14, the data packets 16 are encrypted
(encryption operation 20) using the master key 18. However, in accordance with one
exemplary embodiment of the present invention, the initialization vector (not shown) used to
derive the specific encryption sequence for a particular data packet A-D is created using some
function of data from one or more previous data packet(s), as described further below.
Because the initialization vector of the present exemplary embodiment is created as a
function of the datastream from the transmission node 12, the initialization vector used to
encrypt a particular data packet A-D does not have to be transmitted with the corresponding
encrypted payload E-H to facilitate decryption at the receiving node 14. Instead, the
initialization vector used to encrypt a particular encrypted payload E-H may be composed or
reconstructed by the receiving node 14 after decryption of the previously transmitted
encrypted data packets 22 containing the data segments that were used to create a specific

initialization vector. Accordingly, the headers Zﬁtof the encrypted data packets 22 do not
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the present exemplary embodiment, the field implemented by conventional WEP systems to
transmit the initialization vector for the corresponding encrypted data packet 22 may remain

empty.

[0033] One embodiment of the present exemplary technique for creating the initialization
vector is to ﬁse a segment from one or more data packets A-D to form the initialization
vector. For example, for the data packet A, the first byte of data from each of three preceding
data packets (not shown) may be sampled. The data segments from the preceding data
packets may be concatenated to form the 24-bit initialization vector used to encrypt the data
packet A. In accordance with this embodiment, an initialization vector may be created by

combining bytes from successive data packets.

[0034] Alternatively, the sampled segments may be convoluted such that the initialization
vector is created through sampling data from one or more preceding data packets and then
convoluting the bits through the use of a state machine or convolution code. That is to say
that bits may be sampled from several bytes from several data packets, and the bits may be
mixed or convoluted such that the order of the bits is changed. As can be appreciated, the
state machine or convolution code may implement the sampled bits to generate an encoded
string. By way of example, bits may be sampled and successive bits may be combined
through a NAND gate (for example), such that the output comprises the encoded sting. The
convolution technique may provide for complex initialization vector selection schemes,
thereby further obfuscating the initialization vector. Further, by using a state machine or

convolution code to generate the initialization vector, the number of bits that make up the

sampled segments may comprise less than the number of bits implemented in the
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initialization vector (here, 24). As can be appreciated, the convolution code or state machine

may be implemented to manufacture any of the remaining bits to fill the initialization vector.

[0035] As can be appreciated, obfuscating the initialization vector makes unauthorized access
of the encrypted data packets 22 more difficult. By implementing one of the present
exemplary techniques, an initialization vector for a particular data packet A-D is transmitted
in the payload E-H of one or more encrypted packets 22 that are transmitted prior to the
particular data packet A-D that was encrypted using the corresponding initialization vector.
Accordingly, the composition process of the initialization vector at the transmission node 12
and the recovery process at the receiving node 14 may be advantageously complex. For
unauthorized users implementing table-based attacks to successfully access the encrypted
data packets 22, the unauthorized user would have to successfully decrypt several packets
simultaneously in the absence of known initialization vectors. This would require
significantly more computational power by the unauthorized user, as well as the
accumulation and correlation of sequences of packets rather than just the identification of

compromisable events, as with conventional techniques.

[0036] To implement the present exemplary obfuscation techniques, a “ramping up” period
may be implemented to synchronize the participating nodes. The “ramping-up” period refers
to the period of time before the receiving node is ready to receive data packets in accordance
with the present obfuscation techniques. There are a number of approaches that may be
implemented for "ramping-up” the receiving node’s memory of successfully decrypted
packets. In accordance with one approach of ramping-up, a number of packets are
transmitted to the receiving node along with a corresponding initialization vector, as in

conventional WEP networks. Once the receiving node has a sufficient cache of decrypted
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data, the initialization vector field in the header may be left empty in subsequent

transmissions. This exemplary technique is described further with reference to Fig. 3.

[0037] One exemplary embodiment of the present technique for transmitting data over the
wireless network 30, including the ramping-up period, may be further illustrated with
reference to Fig. 3. As can be appreciated, the present embodiment is simplified for purposes
of illustration. In the present exemplary embodiment, a datastream comprising the data
packets A-D is transmitted from the transmission node 12 to the receiving node 14. The
initialization vector “a” is implemented to encrypt the data packet A; the initialization vector
“b” is used to encrypt the data packet B; and the initialization vector “c” is used to encrypt
the data packet C. The initialization vectors a-c may be assigned by any conventional
technique, as described above. Accordingly, the data packets A-C are encrypted using the
initialization vectors a-c, and the resulting encrypted payloads E-G are transmitted to the
receiving node 14. Each of the encrypted payloads E-G is transmitted with a corresponding
initialization vector a-c embedded in the header 24. The transmission of the encrypted
payloads E-G along with their corresponding initialization vectors a-c embedded in the
header 24, comprises the “ramping-up” period. Once the payloads E-G are received at the
node 14, they may be decrypted using the master key 18 and the corresponding initialization
vector a-c for each respective encrypted payload E-G. Accordingly, the decrypted data

packets [-K may be decrypted by conventional techniques.

[0038] However, after a number of data packets 16 are transmitted, received, and decrypted
via conventional techniques, the present exemplary embodiments may be implemented. In
the present exemplary embodiment, before the data packets A-C were encrypted, the first

byte of data from each of the data packets A-C may be sampled by a processor (not shown) in

the node 12. Each of the three bytes from the data packets A-C may be concatenated to form
17
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concatenated initialization vector to produce the payload H. Because the data packets A-C
are encrypted and transmitted to the receiving node 14 before the transmission of the data
packet D, the receiving node 14 has the information necessary to recreate the initialization
vector used to encrypt the data packet D. Accordingly, the payload H may be transmitted
without embedding the initialization vector used to encrypt the corresponding data packet D.
Once the receiving node 14 decrypts the payloads E-G, a processor (not shown) in the
receiving node 14 can reconstruct the initialization vector corresponding to the encrypted
payload H and use it to decrypt the encrypted payload H. Similarly, after the ramp-up period
(here, the transmission of the conventionally encrypted data packets E-G), all subsequent data
packets may be encrypted and transmitted as described with reference to the data packet D,

wherein the corresponding initialization vector is a function of subsequent data packets and is

not transmitted in the header of the corresponding data packet.

[0039] Further, the present techniques may implement a “decoy” initialization vector in place
of the omitted initialization vector. With the knowledge that current IEEE 802.11 and IEEE
802.1x-style networks are defined to embed the initialization vector in the header of the
corresponding data packet, a decoy initialization vector may be embedded in the header of an
encrypted data packet in the standard field implemented for initialization vector transmission
in standard protocols. Accordingly, rather than leaving the standard field in the header blank,
a decoy initialization vector may be inserted to further frustrate any unauthorized access

attempts.

[0040] Advantageously, the exemplary embodiments described herein are compatible with
the existing framing definition of IEEE 802.11 and IEEE 802.1x-style networks (ie., currently

defined over-the-air bit fields are unused rather than redefined). As a result, the present
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10 " techniques are backward compatible with both client-side network interface cards (NICs) and
network-side access point (AP). Additionally, the present techniques may be optionally and

passively enabled whenever both NIC and AP support the technique.

[0041] While the invention may be susceptible to various modifications and alternative
forms, specific embodiments have been shown by way of example in the drawings and will
be described‘in detail herein. However, it should be understood that the invention is not
intended to be limited to the particular forms disclosed. Rather, the invention is to cover all
modifications, equivalents and alternatives falling within the spirit and scope of the invention

as defined by the following appended claims.
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1 L. A method comprising:

2 generating a first initialization vector corresponding to a first data packet [16] at a first
3 node [12] in a wireless network [30], wherein generating the first initialization
4 vector comprises generating the first initialization vector as a function of data
5 from at least one preceding data packet [16]; and

6 encrypting [20] the first data packet [16] using the first initialization vector.

1 2. The method, as set forth in claim 1, wherein generating the first initialization

2 vector comprises using a respective data segment from the at least one preceding data packet

3 [16].

1 3. The method, as set forth in claim 2, wherein generating the first initialization
2 vector comprises convoluting each of the respective data segments from the at least one

3 preceding data packet [16].

1 4, The method, as set forth in claim 1, comprising:
2 transmitting the at least one preceding data packet [22] to a second node [14] in the wireless

3 network [30]; and

4  transmitting the first data packet [22] to the second node [14] in the wireless network [30].

1 5. The method, as set forth in claim 4, comprising:

2 decrypting [26] the at least one preceding data packet [22] at the second node [14];
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3 reconstructing the first initialization vector at the second node [14] from the

4 respective data segment from each of the plurality of second data packets [28];
5 and

6 decrypting [26] the first data packet [22] using the first initialization vector.

1 6. The method, as set forth in claim 4, wherein transmitting the first data packet

2 [22] comprises transmitting the first data packet [22], wherein the first data packet [22]

3 comprises a second initialization vector.

1 7. The method, as set forth in claim 6, wherein transmitting the first data packet

2 [22] comprises transmitting the first data packet [22] and wherein the second initialization

3 vector was not implemented to encrypt [20] the first data packet [22].
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