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Cr oss- Ref eveny®00ss Rel at ed Applications This applicati on portsssn®osubj ect
matter which is related to the subject matter of the following _
applications, each of which is assigned to the same assignee as this
application and filed 10 on the sane day as this application. Each of the

s ONTROL: EONE THONBASED ON REQLESTING MASTER "
oS sel ARD W BATA ADDRES SIWVEHEIN ANMTECRAT Eil:ft -

| mpl erenti ng Sel ective Transpare henti cati on Wthin an _
I ntegrated Systeni, by Foster et §st Serial No. 10/125,708, filed 18

Apr 2002. - "Intializing, Mintaining, Updating and Recovering Secure
Opergtion Wthin an 20 Integrated System Enploying a Data Access Contr ol
~Function", by Foster et at., U S. Serial No. 10/125,803, filed 18 Apr

2002. qu;@gg Raferfdneletto ﬂéla-f@d?\gdt]l(:%@ifohgn relates generally to data request
handl i ng an ranster o Iin an integrated system and nore
- particularly, to an access control functlon for an integrated system \éml ?h
grants, deni ot her wi u ased on a id of a
requesting nﬁgf g?pllcwqrhcioﬂ?af'ﬁg ?ﬁ‘f‘é‘ﬁ‘? 5'&3 ﬂfs’f’é@éﬂa‘e&l Jﬁﬁdﬁ‘aé@éoé‘}‘et he dat a.
30 I' 11 fdilbingldpblicdtibhs, ¥ddhlof Whidh iv/dskibnéd tolthd $anle assignee as this application and filed

10 on the same day as this application. Each of the below listed applications is hereby incorporated

herein by reference in its entirety:

- “Control Function with Multiple Security States for Facilitating Secure Operation of an

Integrated System”, by Foster et al., U.S. Serial No. 10/125,115, filed 18 Apr 2002.

15
- “Control Function Impleinentin_g Selective Transparent Data Aﬁthenticati'(m Within an
Integrated System”, by Foster et al., U.S. Serial No. 10/125,708, filed 18 Apr 2002. .
- “Intializing, Maintaining, Updating and Recovering Secure Operation Within an
20 ... Integrated System Employing a Data Access Control Functlon” by Foster etal, US.
Serial No: 10/ 125,803, filed 18 Apr 2002.
Technical Field
25

This invention relates generally to data request handling and transfer of data within an integrated
system, and more pal‘tichlarly; to an access control function for an integrated system which
grants, denies or otherwise qualifies data access based on a master id of a requestmg master
within the mtegrated system and an address of the data
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2006 WD 03/090086 PCT/ US03/11906 Background Art Multiple functions are

t oday bei NP eMasnl y i ntegrated onto a single system chi pcTh¥§esmi19osni tially
defining an archi tecture for integration of multiple discrete conponents

onto a gl R tD access to external devices including nenory can be an
| ssue. an MPEG video decoder system often enploys external
menory for various data areas, or buffers such as frame buffers. This

external menory is conventi onal ly inplemented using either DRAM or SDRAM
- technol ogy. Moltipifuagions ersitedaydemstcppinoaly integrated oatota sirgle gstemshipngVbérd - chi p

devi ces; st approac tional unit is ven
access mtlap g"é{{é‘{ 3y rée)rgtte gr rn%f) r '(929\% 'gt’gfmf’ﬂlpgdiéﬁ’?re %PJ?%"“B%O‘“&&W@ ed to

t hat spatlhip,castes thékltérnal MetiberugdudifiCathry@bd b&arFiBluef €6r BQAMRS AVPEREViged €r nal
device, , globally within the integrated systemthis approach is | ess than

opt i mal deceder Sé!%&'ﬂ]ﬁ’lﬂé" e'aplpme@ﬁml@wm fori vanious dmalareaﬁ,agré’utfem@tae frameess to

its own r JEND,
functi olr)ll?%f? ?lﬁéeel nt egrér{eagnﬂ{erg%scoéﬁﬁﬁgn 'lﬂ‘gertﬁ'!:rnhgénslfL "%rﬁltﬁgf@%?‘gp? r'om-one nenory

area toteghrstlégyr nenory area of the systemis often needed. Thi s obvi ously
I ncreases the nunber of data transfers and can degrade performance of the
overall system i.e., conpared with a shared nmenory system 20 Anot her

apprioach is T@oappboashegars ity inc Qe HR lerU@eséM% &mmb evitdit @95 BEseGppryhem
which allows gne or nore functional units the systemto conmmuni cate to

ext er nafaciop; eluR funpticnabnitis givemageesspe the nepdedieategtal é¢\41Q90ﬂ) thyoughea datmbusng of
resour Cﬁé:hca%éﬂcth thht mmﬁryumto r]ﬁthgh%ﬁ fﬁ%”ytemc‘ﬂ‘ini Qr&gygastmigatﬁg r{%ﬁ%ﬁi defigg €r ns

control ['i ng access PEo content or er “sensitive Ntk egr at ed
system gloFdly vaﬂ‘a!mhb @tegriited sysgannthiseappadeis teasithan opinalr Fopexamplenalthidugh
i ntegra

' it becanmes 25 difficult t revent unaut horjzed access
Lo pr ot BT S RRRGHYep SEERE agen: Gutschimiared pRpapipres hie s 1o shied
15 access between functions of the integrated system. Thus, transfemng data from one memory
area to another memory area of the system is often needed. This obviously increases the number
of data transfers and can degrade performance of the overall system, i.e., compared with a shared

memory system.

20 . Another approach is to employ a single common bus within the integrated system which
allows one or more functional units of the system to communicate to external devices thrpugh' a
s’inglé' port.. Although allowing the shaﬁng of resdurc'es, such as memory, one difficulty with this
approach concerns controlling access to content or other sensitive data in the integrated system..
For example, when using a large common memory pool in an integreted design, it becomes

25 difficult to prevent unauthorized access to protected memory spacés, such as compressed data
supplied by a transport demultiplexer to a decoder of a set-top box. This is especially true for a
system where the programming iﬁterface is open and outside development is encouraged. Each
of the functional masters should be able to access'the memory spaceé and it is not poSsible to
differentiate whether an access is from a trusted master or an outside request, e.g., coming

30 through an untrusted or open master.

In view of the above; a need exists in the art for an enhanced access.control approach for
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supplied by a transport denultiplexer to a decoder of a set-top box. This
is especially true for a systemwhere the progranm ng interface ig Qe
and out si de devel opnent is. encouraged. Each of the functional masters
shoul d be able to access the nmenory space and it is not possible to
differentiate whether an access is froma trusted master or an outside
request, e.g., coning 30 through an untBusted or open master. In view of

t he above, a need exists in the art for an enhanced access control approach
for 2 anihtdgraie®@OBfem.3Maie partieghdy, echesy skie foliat &cpsrdonayl fihton whisked

exi sts for an access control function which resides between functional

mast er sTeAlgs Betwgen Bungtienad magiees andistave geyisos 2 whichedlows anisecesp i brefurther .
qual ifi f Qr R Yo S W T -To : t r ion), or
in certail rlll{ﬁggéfeo%%%lg’ntto teng.e &tgagc%ﬂggg)ﬁlgn%ﬁgagtggg%ntw g&gt e gcregglglnctxp% nventi on
provi depregerdad.a access nethod for an integrated system having nultiple
functional nasters, the nmultiple functional nasters having nultiple nmaster
ids. The nmethod includes: predefining at systeminitialization different

| evel s plscARLA access security to the nultiple functional masters, wherein
t he dif§é¥éﬂr—1evels of data access security are predefined in an access

t abl e, the adAoespect afthe pesséminoventjon peovidssiardath acesgsethod)firsnfimtegrated system
mul ti pl functional masters to.ensyre security within .the integrated

Syt em MR el Binp GRTHL G et AR ol A g MR PAY B ISt s

nul ti pl ehd Mot A desBSTE @ fiing it s?ﬁélﬂcmﬁi@liié@iohQﬁ’ffé:@ﬁlﬂ@%ls of 8R4 BEREIYeBEBY a
data access control function whether to grant access to the data based on a

mast er foghemuitipde fungtiesal imagtersm Stherein thedlifderent lavdeekdategesess sseurityare
request r@gef{%?tiﬁ“ hn gcecfe'ssnt?lgle' ﬁ'lef[ahceess %&F,eee[ %rtcglglttge ge%inee?g?c egsg %i%ﬁ%lf&]; th%;l (%%eulltg?a]lfea;

and when "granting access, deci ding cC u

Wi th refuacgsiagniadteisite eddira saafigswithi@\tid inbfgritbd s ystmtastdivigig AasqiREt fovgth her
to decrypt the data when the request is a read request, and whether to
encr ypt TPHe rgayestingersiehel the mudiipde funconal astess; i ERsagise to the request, |

determining by a data access control function whether to grant access to the data based on a

master id of the requesting master, the data access level for the requesting master defined in the
access table and an address of the data; and when granting access, deciding by the data access
control function, with reference to the data access level of the requesting master, whether to
decrypt the data when the request is a read'request, and whether to encrypt the data when the .

request is a write request.

The method may include providing different levels of data access for the multiple
functional masters, as well as determining whether the request comprises a read request or a
write request. If the request is a read request, then the method can include determining whether
to deny access to the data, pass the data clear, or decrypt the data. If the request is a write
request, the method can include determining whether to deny forwarding of the data, to pass the
data clear, or to encrypt the data. In one embodiment, the request is a granted master request
received from the bus control logic of the integrated system, with the method being implemented
in the data flow between the bus control logic and at least one slave of the integrated system.
More particularly, the method could be implemented within a bus-to-bus bridge of the integrated

system, or within a secure memory subsystem of the integrated system, etc.



The met hod may include providing different |evels of data access for the
multiple functional nasters, as well as determ ning whether the request
conprises a read request or a wite request. If the request is h1H0EAQ008
request, then the nethod can include determ ning whether to deny access to
the data, pass the data clear, or decrypt the data. If the request is a
wite request, the nmethod can include determ ning whether to deny
forwarding of the data, to pass the data clear, or to encrypt the data. In
one enbodi Nnery : ggﬁ'ﬁg romthe
bus control Steltngg?&g e&?ﬂrs\rt%‘gﬁﬁ tngg%gg(gggm %8{1(“5?%@1%? ?1%% el %gzefd

i mpl erremGelmbdsmre ilhredgbatibed dndwldeeddereit. he bus control |ogic and at | east
one slave of the integrated system Mre particularly, the nethod could be
i npl enented within a bus-to-bus bridge of the integrated system or within
a secure MenydasdPeNslyepRodidet Merdimfs @ aat Q8 comad SMctidh For ciuaiif% d£@Q6cesé
Systens and conputeér program products corresponding to the above-sumari zed
met hods vathén ail iéegraed systran Ahelcaritzel fmmum cal ws1dA@tvtémtdamﬂmm bytween Guictienlal
herein is an a%c%ss ontrotltt ctl o? sﬁ g%allf%/b, data access wi thin an
i nt egr af™83 AT S FRECEDHA P%f FRIRCE PHNE ?pﬁﬁ%sggteglp{qyg\g, bet ween
funct i ogammonBwk efrsctaiRbesl@yiehéfinceasl Bfastehtand M RGH_YRES. SHISd &trol function
particularly when a system enpl oys a comon bus structure between the

f unct i oRHPWHESEES te bgeaani¢dy denigd of fusdher qupdified hased) for gnamplenon thelmaster adelss
b
to be gi I%r%&gas 1ﬁ§ﬂfa§tgr d t.fng M}ggs oq{fﬁlé { 8h€shecpfaZanThlg %I%tﬁ%i%g}} o?ialh g tvecgg 81(,% a.

mast er requesti ng master ress

Thi s conapabilitamosabmhelgracuvswcthﬁertehefunctamhb&est Yo dava éfet exdnmiple ty diffdrewy
di fferent funct i,on§ access to data (for exanpl e, g di fferent nepory
r egi ons JICMELY ECEjRRS).GF AWy Y SEBTCRY MBREPTYi IRCPPSPERd 551y r%%l},aﬁ‘?sé”é?fia%s based

on funglicatn. I ilfé%nﬁ@ﬁfuﬁ&'iﬁﬂﬁbvfd@?ﬁéc% ﬁweﬂ@r;ﬁﬁné eagmowasftﬂr

encrypting data bl ocks as t ata 1s sent m)ry I'S” prevents
cir cunvéatallm@nsmstnemsedﬂns pny:vtxys SIIl’G‘qnhv_gpntleg et sepuriky by kisnpdy red@tating o ot her

menory ther de es: nal features and advantages are
real i zeh%tcﬁ? %‘ic}gai Qohoé ?réﬁ‘ﬂﬂ?'a' 18fls ‘E’rh‘gh é’i—fﬁf i nvention. O her
enbodi ments and aspects of the |nvent|on are described in detail herein and
are
Additional features and advantages are realized through the techniques of the present
invention. Other embodiments and aspects of the invention are described in detail herein and are

considered a part of the claimed invention.

Brief Description of Drawings

The subject matter which is regarded as the invention is particularly pointed out and
distinctly claimed in the claims at the conclusion of the specification. The foregoing and other
features and advantages of the invention are apparent from the following detailed description

taken in conjunction with the accompanying drawings in which:

FIG. 1 depicts one example of a typical integrated device employing common memory

access through a memory subsystem;

FIG. 2 depicts one example of use of master ids within an integrated system, wherein the

master ids are employed by a bus control arbiter to grant or deny bus access;



considered a part of the clained invention. Brief Description of Draw ngs
The subject matter which is regarded as the invention is partic Iﬁrlﬁ
pointed out and distinctly claimed in the clains at the concl usl ACH2006 e
specification. The foregoing and other features and advantages of the
invention are apparent fromthe follow ng detailed description taken in
conjunction with the acconpanying drawi Ags in which: FIG | depicts one
exanple of a typical integrated device enpl oying cormmbn nenbry access
through a nmermGy3 depiskshe ekarplSof 2 tyReil GletnoP haaX@diidne unft fkediof bmprsled fords
within an integrated system wherein the master 1ds are enployed by a bus
cont r ol eAfpplee ytn@stgﬂéﬁtn e indegigted deviee exaguple of HIGodT 2006 4a FIG 3
depicts one exanple of a typical menory managenent unit function enpl oyed,
for exanple, by master #1 in the integrated device exanple of FIG 1; FIG
4 depi cts ond&lexadppiets@he axarhpit @gadineekrated dedceemplying® dutdaicassavnash
control _ functjon, in accordance with an aspect of the present invention; 1
1 ocT 2drstiopongsrerdarsseyibran anes of thsoresenanventy®si ct s one exanpl e of an
access table enployed by the data access control function of FIG 4, in
accordance wth an aspect of the present invention; FIG 6 depicts one
exanpl e of access paraneters obtained, for exanple, fromthe access 5
table of FIG 5 for use by the encryption/decryption sub-function of the
data access control function of FIG 4, in accordance with an aspect of
the present invention;, FIG 7 depicts one exanple of an approach for
deriving a whitening value, in accordance wth an aspect of the present
invention; 10 FIG 8 depicts one exanple of the use of the access
paraneters and whitening value in



selectively encrypting and decrypting transferred data, in accordance with
an aspect of the present invention; 15 FIG 9 depicts one enbodi rrenge ]Ofuuﬁ’in
access conid @losbogection inplenmented within a bus-to-buspefigdgsaisk an

i ntegrated device, in accor dance wi th an aspect of the present invention;
and FIG 10 gﬁ)l o anot her t(_:)dl ment of .an _access control function

i npl ement ed Ri P'&ts 029%%1!? ef aneacegsy tablesamplayedby the slatajaseesyeantioll devi ce,

i N accofgamnsto hg 8 Best Mode for
Carryi ngﬂojt tt\#eml %vgﬁ%%g(ﬁaﬁ%%mm m%pgﬁg’g?@ éesgﬂ}\é@r%b{éﬁ{tql onal integrated

devi ce, generally denoted 100, having nultiple internal functional nasters

1101, 1102 ter 110, is sho processor, havin a

processor co*::l-ljec'0 %ﬁp'ﬁﬁd)"ﬁeﬁaé’@? 9{%‘??39}@%”%?%?'"3%2” B'F'rfgq m HheBCesss 110,
11025 1888 of FIG3fof Q8 8Cthe bﬁbr&oﬂlloﬁldﬁéﬁﬁmn%uﬁ-%r@n&ﬁmhé’de?th'Q@c)é?Stc%mré{ZO whi ch
i ncl udes bus control logic 13 of a shared bus. Those skilled in the art

will un&@ﬁmnaqf&lﬁh%\tma¢qomyugq1wg,hm\mmttoﬁth¢ présentrimventign; 30 subsystem bus
control 130 could alternatively reside outside of subsystem 120. Bus
control unit 130 coordi nates and consolidates requests to slaves in the

integrated BIQ. 7@€PicRANE exaplO LHUPPRACHPIOT HesHahdy aldMienitgWwialue, in B&dordamaepl e, a
first slave m ght conprise an external bus controller 140 which is
connectE’Bhf‘Ba%”%"‘é%ft‘]%ﬁrnﬁﬁ?e"h'ﬂﬁe’\?'BP’at| | e nenory 150, such as flash nenory,
havijpg an open nenory portion 155. A second slave, nmenory controller 160
connects to external volatile menory 170, such as SDRAM or DRAM Menory
170 i ncl udesFi&n S@Eﬁtsmmm}nm@ﬂm@nseloﬂhe ECdsmpgemetleesladehnc:nmg)mshare a

costs, SRty BRBch shbergth HefEfeadit At e PR TR AR as "Sich.

al | |ntﬁrresm1kmvafaﬁ>hers have equal access to both non-volatile and volatile
menory, and both storage spaces are | abel ed open, neaning that there are
no limts on data access.

15 FIG. 9 depicts one embodiment of an access control function implemented within a

bus-to-bus bridge of an integrated device, in accordance with an aspect of the present i_ﬁvention;

and

FIG. 10 depicts another embodiment of an access control function impleinented within a
20  secure memory subsystem of an integrated device, in accordance with an aspect of the present

invention.
Best Mod'e for Carrying Out the Invention

25 ) FIG. 1 depicts a conventional integrated device, generally denoted 100, having multiple
internal functional masters 110,, 110,, 110, ... 110, Master 110, is shown as a processor, having
‘a processor core 112 and a memory management unit 114. Internal masters 110,, 110,, 110, ...
110, connect in this example to'a memory subsystem 120, Which'includes bus control logic 130
~ of a shared bus. Those skilled in the art will understand that although shown within the memory

30  subsystem, bus control 130 could alternatively reside outside of subsysfem 120.

Bus control unit 130 coordinates and consolidates requests to slaves in the integrated



10 Typically, non-volatile nmenory is used for persistent storage, wherein
‘data should be retained even when power is renoved. This nenory Y
cont ai n t o 3@edoseode, operating code, } such as the opecﬂnmnglﬂggnggqgm%
drivers, and any persistent data structures. Volatile nenory is wused for

session, oriented storage, and generally contains appljcation.data as well
e dat 1S LR & G spvamObuaoprsd HEERYBA Bt FETRLTIA) TEMBet or 1 han
non- vadoRhédt&l BRARKNKmal horl-Soldtle MEMBRN SEPSUQP\%ﬁﬂﬁﬁﬁ{eﬁ{owgaﬁﬁéj& dgenvol atil e

menory and execute instructions fromthere when the integrated device is
oper at i memory pPrt@n 135 |A secondatlavs, merners cotnalienl 6Ggonhéct stotexteenat valitilas woul d be

1 pre 7P RS Sor abbnngalt Meiogiaind feg ol bR et B AT o

sl aves 1A@@neral, fundGéhs sharea cBmERAFRMoRFICE th thidSntegMite@ Yawighl it offer tdmmimidelS
architecture is the processor |local bus (PLB) of the CoreConnect

ar chi t SBEDPRY CREPIAEE de fasijitate e drapsder of data betyeen ustionsc is such, abintesmadt | on of

Ar ”an’rln%k?% Nwekegu;ﬁ Qscaa%ttﬁoﬁﬁnmwtg%s,ltaevom{]}h&ﬁ&fy,%g Rgﬁ%t?%rggys%a@esw que

mast er I ch conprises part o he request”’si 'S sent to
ar bi t erlatx2€ apfenjoueanggrthataheré areabilionts 2 @ata\Abess.mul ti pl e requests are
presented, arbiter 220 selects the appropriate master (based on bus
priority) and sends an acknow edgnent back to that master. Arbiter 220

al sqo pr opagatyprealiyl o8 vaRAtRANENRSIY BSised Pr bESisteht MBS WwherdInCiath shblila behe
additional information needed, 1.e., data address information and control

i n; or mefetayied exen when poveers removade Tusrnamary may eprtein ithsrpoet evie, ppecating sode,
reld/ wr .Si Qo .ndi i A VS1ak: Lten
from t riscfaE @B obfai 488n el e S8 i plis EBASEARE VRIShE Rt 14 2
dat a addeéd o sesspnalrentpd Stordger and glanexaliydohiajls apicattdatadsived! as detacont r ol

.signal s, pass t.hr.ough a Ltiplexer 240,. hoth of which are shown.to be

i Ehi - BHBRES: A e thterso pee Bolghis marspryis e yian a8 0SB stary B3, 11906
- Si migh ardonmétAtoandve dperatihg EdRNo RAIREIR SnelloPMddRedRSTRRR LSS fFdIF theteéWRe t hrough
a rrultlgl exer 250, and data read via the slaves returns to the nasters

t hr oughhgintegratpgexieeris opatignehi n bus control 210. Further, a nultipl exer
270 mul tiplexes control signals fromthe slaves for return to t__he mast ers.

FIG. 2 illustrates a bus control architecture such as would be employed by bus control
unit 130 of FIG. 1. This architecture allows multiple functional masters 110, ... 110n'to
| 20 communicate with multiple slaves 200, ... 200, over a common shared bus. An example of this
bus architecture is the processor local bus (PLB) of the CoreConnect architecture marketed by -

 International Business Machines Corporation of Armonk, New York.

SN

The masters within the architecture each have a unique master id whichwcompn'ses part of
25 the request signal that is sent to arbiter 220 of bus control function 210. When multiple requests
are presented, arbiter 220 selects the appropriate master (based on bus priority) and sends. an
écknowledgment back to that master. Arbiter 220 also propagates the granted request to the
slave(s), along with the additional information needed, i.g., déta address information and control
information. As one example, the control information might include a read/write control signal
30 indicative of whether data is to be written from the master to the slave or read from the slave to
the master. The data address signals pass through a multiplexer 230, while the control signals

pass through a multiplexer 240, both of which are shown to be within bus control unit 210.



These control signals may include, for exanple, status and/or

acknow edgnent signals. 5 Conventionally, the slave to which-a grahtedr 2006
mast er requesiodeaset ar get ed based on the address, respondsTiusoi/neosrast er
with the appropriate information. By way of further background, FIG 3

depi ct s cone ex of .a nmenor agenen nit 4 for _a, proc or

et or . ST A8 oSBT P e tothe shyes Woue eI PSS md 10
addr ess dataGeRiStiBthe SRR ro@ridr e CRSARterE M cigh ndkpléXePS&PwRin BBSEdtrol F10e
processor can in general be running several processes as separate code

t hr eads Fufthes, ymulsipleser 270 muitiplexes contrad sigrabefrem the slaves for resimrte theesasters. hr ough
t he use V] e C rocess. can run in.its own
seqr egar e ehl Meo B e SRFe OF SaRE Holth AP S oo kAT Epel diieline e common
addr éss Copen@onally the sldo teasitich agrahted) tasternmputls kegaedEbdsbbon g 4adress] S
presented to, the bus control unit, This 15 remapping is perforned by nenory
managen&iPondsite thefmasteawiththgappreprigfedpiomnatione upper address bits of a
virtual address request are initially conpared against the table that has
been configured by the operating system The table lists allowable upper
address bit Bymaywhflrtesbackgrousd) FIG! Jidepjctaoe exireple af s mesbit mirageadeht @aas t hat
I s used to replace the upper add s, bits._ Eo ac ntry, it wll also
i ndi cat é%?ﬁ)é A PIQCESSOF gstet, su afé"a(ﬁ?e_rﬁﬁoz Sh(?“é'}fﬁﬂ:ﬂgd 'rgﬁ'f Eh‘freﬁﬂg“’st"ﬂ'@“’w ype of
accea®s additssirsquabts SOBCthE Proctdier bpé bMNBEl pRICESESHastert TR@ProdésSér dah §f %en@Faher
attributes such as whether the request nmay be stored In cache, etc. These
par anet é? gunging seveEd (Progessas asfepgralgsads thiegds 3@ gives peishinrtisme, and sepasstesont r ol

I nf or magy i -y N in FIGS.
130 her el SR ohBhe . Bl oS R SUE B AR RAPREMA B b

pr ocess eegregatedinencap spagk.| Hdweyernsinbiefiry practice labt poypeanast usa goramde addredapace,
structures,, . and internal dat r eration can be cogprom sed.. 3Q. In
certain {h(? Sddresses U‘(':’ﬁtebﬁsr e'&*‘@&f@ﬁﬁf%@? Ut SR ‘FSSWFE fo &'SSES. conty ﬂﬁi"}‘ntt %I nast er
can 15berentuppinglid Reifobiedby My Hdnagéembntanit ARD can be used to conproni se
internal code or data since 7 11 OCT 2006

_ As shown in FIG. 3, the upper address bits of a virtual address request are initially
compared against the table that has been configured by the operating system. The table lists .
allowable upper address bit combinatiéns, or tag values, and then a substitute address that is used
20  to replace the upper address bits. ‘For each entry, it will also indicate the page size, or size of the
re_mapp'ed'regidn, and the type of access that is allowed for the defined process. It can also list
other attributes such .as whether: the request may be stored in cacﬁe, etc. These parameters are

sent with the request to the bus control unit as control information.

25 Note that in a typical system such as presented in FIGS. 1-3, there are several security

risks. Namely,

The behavior of the processor can be controlled by modifying the operating code or data
structures, and internal dafa or operation can be corripromised.
30 |
In certain cases, such as a communication controller, etc., an internal master can

"be controlled by an external source, and can be used to compromise internal code or data since



WD 03/090086 PCT/ US03/11906 nmenory is shared. Debug and devel opnment ,tool s
that are used in software devel opnent can be used to nodify or rmni'ﬂcﬂCTtZﬂ%
processor WO saleeossor. 5 A gi ven nmaster can uni ntenti onal PgT/@SIIAEs OF
conprom se the operation of another internal master since nmenory is
shared. The sol.ution presented herein to the above-noted security risks

i nvol veg‘elb’?a'\)fmaﬁ "an 10 access control function disposed within the data
pat h between the bus control and the slave devices. This access control
function uses (in_one enbodinent) characteristics of the internal bus that
connects the fundP¢tugdand deslapment (@olsitkat steaused insoftwers develepmenticandretusedquest

for aCCFos'ﬁoaiR’gﬁg’“‘f'ﬁ‘%g‘gﬁ’?‘é@%k’é%%@giﬁpased on a set of secure control

i nformation, revented. Advantageously, this access
cont 50l function provides the ability to differentiate accesses by 15 which
master is making the data request, as well as where the data js stored, and
then to either Shen gaster eansunitentionally cemuRtion gpyrprogiserthe ererationiofe qual i fy

t he accegsherfiiéinaldndster Uinké AbRSry0hafdgOdi neNt of a system generally
denot ed 400, which includes an” access control function 440 in accordance

wi th an aspect of the present invention. System 400 20 again includes

Itiple fungjonal ters 410, .. .. 410" which.communicate via a b
Cont ol 430 114 RGeu FRBLRET ne R se e apo o Ve AL Al Pecidieimovover

acceass aaeistoohtrdifundtion dispddd withirethe 8ale pathbetwren tatbas Patid] Rethe savedus

control ,430 and slaves 420, ... 420,;. Asinplified view of the signals of
t he busd®asesr dhis ascers atplfuactionsesiinne embedigiesty chasasteristionof she iatemnakbust r om a
MeiSt e gap Rt Rekts MRt RtiolY n{a@t@[sqg%ecs%% t&iced b ld&gﬁ%ﬁ%qugﬁ é&rl@ce@gfb S
control function 440, along wth the requested address and assocl at ed

cont r ol furtheequalified besé¢d @) a set b€ secureantad defesnatiah) and 46desires], tostecprémentedi t 440 to

conpar e ,t,he.request.ed address., ,master id, and ..read.or wite. indicator to
2abr niEY SRS i SRRty RS bravitge PERbIP il sSiresegy on

r equsst whizgh nRbtehis makihgh©adt£ fbqléseradiwefltag here dhd QLW siored. BRI theL@ eith6H
allowed with 30 encryptign/decryption. If _the requested transfer is

al | onab®@nt eright ao5ess BEROrdingnaardo gtherwiscopabifithejaccess.

_ FIG. 4 illustrates one embodiment of a system, generally denoted 400, which includes an
access control function 440 in accordance with an aspect of the present invention. System 400
20 again includes multiple functional masters 410, ... 410, which éommunicate via a bus control 430
* with one or more slaves 420, ... 420,. In this case, however, access contr;)l fu_nction 440
~intercedes in the data path between bus control 430 and slaves 420, ... 420,. A simplified view of

the signals of the bus control architecture from FIG. 2 is also shown.

25 A request from a master granted control by the bus control unit is sent to the access
control function 440, along with the requested address and associated controls (read or write,
etc.). An access table 450 is used by unit 440 to compare the requested address, maéter id, and
read or write indicator to a definition of allowed access capability for that master. The given
request can either be blocked (terminated), allowed in the clear, or allowed with

30 - encryption/decryption. If the requested transfer is allowable, then the bus signals are propagated
to the slaves, and access parameters 460 assoéiated with the reduest based on the access table are

" sent toan encryption/ decryption engine 470, i.e., if encryption/ decryption is applicable. The



to the slaves, and access paraneters 460 associated with the requeiaﬁa}s%g
on the access table are sent to an encryption/ decryption engine 2006
i.e., if &YRP3y/0es6n/ decryption is applicable. The 8 1 1rPOTMOST/AOBE WO
03/ 090086 PCT/ US03/ 11906 encryptlon/ decryptlon engi ne can be used to

s transferre ven sl or decrypt

® oon D plirnd cyeiin bSh Gl Br uSedith BRFIP TS S i e e st oasSB | ot o

access paemsBiebsdasypleaddahad tﬁéﬂa&ehﬂet@r%&%m% g'z\}e@sla%ﬁk‘?r@tﬁé gssofigedet ai | ed
exanpl e of an access table 450 which can be enployed access control

funct|oﬁc%ﬁﬁc’afﬁmqt?@asﬁeSCfSQ?leﬁP'ﬂ?efdeWhe nMenory managerrent unlt of FIG 2,
but different in purpose, the upper address bits of a real address for a
granted request fromthe bus control unit are conpared with a |ist of

al | odabl e enFIG. 6Sdep(¢ls drﬁgﬁtallt’&b{xaﬁh@hfbfﬁﬁ@cce@dﬁblé 4s0Which Edif irefipldyed b?fhe
attributes are llltffl EC) ﬁlt%a pos&bl e substitute address, whet her
r emappi AFetSFOREO gctgogﬂg iof FtGs 4a Ripilas 40 the mamasymanagementainit of BIG. 2abutsegnent

" der ed
Vel | e huRe (REupyRn IR REST4 {08 saeR 8l b ikl o 885 51 ¢

t hat | i sergrol emdat@rcompalteé “atdltaHtsmﬂa}lowyblmtlar of tdgn Uivbeach thisiaddjtibiml s

mechani fromthe b control uynit ared agai nst
the def ?l?ﬁaral%u%l‘pgr ﬂg&’éffggge tedr?’é‘[sﬂaéira H°al§ﬁe Slg’ﬁtd‘“ cAddresy WﬁhF%rnF‘ﬂEﬁ'E%f%rs to
arrilge the sabstiane addreds@yatlowledthé fige SfRRISEmentridsdchRId with e EROMRISVhetiRR tHO be
associ at ed W|th a set of access IIparam&*ters dependi ng upon the results of

the tabP¥eralbeswyap desansidered valyl. j Injadditipm acgivenriablsentgylnoinss toranether lackwps
par anet gei tﬂaﬁleltsr?@a{d Sraihi gutﬂ&itg 'Bg ¢hal¥r xtghﬁmbelc ﬁ? ﬁ}eﬁ%lsﬁnhtgiveﬁ or a given

request, the follow ng paranet .can be passe

encrypt rean¢5d&onyqbt bomncantriot undt A9 cqnipa@ed aphinstby defimed mpenhﬁresdﬁlmuhembs cont ai ns

t he i ndex set to be u fo ahlc

oper at i onrflsrea t‘gr'&ﬁﬁ‘ilczﬁ?@%m@?t aélfacﬁe&/?eggtf%”&ﬂ ussh @é’ﬂﬁfg 'l%@“"r?hﬁar?
snaliber be dssodiated @ith WIEBEST afesd pdvhrReter depending GPorP@Y Bdsilts ofIRE fables M ght share

a given key set. 25
comparsons:

FIG. 6 illustrates an example of these access parameters 460 that can be defined by the
access control unit. For a given request, the following parameters can be passed to the -

20  encryption/decryption unit 470 (FIG. 4):

_ - Key set pointer 461 which -contains the index number of the key set to be used for
any cryptographic operations. Noie that the number of key sets will in general be much smaller
than the number of table entries, so several entries might share a given key set.

25 | |
- Version number 462 which is an arbitrarily defined value that is used to -
~ differentiate a giver_l block of encryp{ed code or data from é previous one using the same
memory. Since the version number is used as part of the cryptographic process (as explained
further below), 6hanging to a new version number will prevent sué'cessﬁxl decryption of a region’s
30  old content that was based on a previous number. This can be used to either protect or obsolete
data blocks.-



Version nunber 462 which is an arbitrarily defined value that is sk 8CT 406
differentiate a given block of encrypted code or data froma previ ous one
usi ng t he wan®osongsnory. Since the version nunber is used p3/yses/iloe the
cryptographi c process (as explained further below), changing to a new

ver si on nunmber w L,.pr.event s essful decryption of region's 30 old
content that was h*é@gﬁm%ﬁdé{esﬁ%%iw 'Hﬁ"’rgé?%/ Barﬁmgteglgﬁﬁ%gyﬁggap% ei t her
pr ot ect wihitefing edigussed Belb@) bTHIS kddresd cdn Be EdremGRen tHARxRALPENPRE that is

PCT/ US03/ 11906 Wi teni ng address 463 which is used as a paraneter in the

crypt ogrPagseted tahe slave, agit can beihs seme. péndsrypertahé¢anditigng, #dsadvantageousiic feer ent
f th I t h ' he. sk.agve, or .it,can be the
S, Lragerb S JRAEATD o ditth ddiresd bECED R0 Bipd kY S sriford bafBR56°

dat a %l abd when it igiead bachdateeia simebittcaicbe/Ricagted pwhe dbfined bépachté dddiads.a separate
address so 5 that when it is read back later in tine, it can be rel ocated
to the defined separate address. As noted, the key set pointer 461 of the

access par ams&lofedPdk Re At 48 e [ i S
structure can sbg dgf i ne’ﬁSéé??ﬁi% Keggég)gxi%gst%agﬁ%eééggeé@s\}m&? Eivgl lé%ysﬁt %gr aphi c

pr ocess .shqwegeFIEah, this seudthercan pedefined enit keys used across sessions, or
dynam c keys that are only used for a given session. Algorithm paraneters
466 that defie how the cryptographic algorithmis to operate. Exanples of

t hese par aneters &ewlspddsaotbbased withgtlypiraphie padcgay! IThBi® cadbeleifiéen a 15
particul.ar  al gri thm sel ecti.on. Wiitening variable 467 which is a secret
nuprber tpﬁﬁtstﬁ"g RS sseAgTasp EesHiPTS: AT Anamisykexs thas are gnly ssedfer & aivenpressiemt s

rel ocating code and data to other devices, as well as conplicating overall
rel ocation within the external address space. 20 Witening is a nethod of
addi ng a var i abl e Algerithan parameties 480dhap defiharstha crppeogsaphic algogitmvising -pat t er n

dependenglgte. Bafiples of 8% palittbrd:l coi®be S ABlghh of e ApithimCandevéiia 7' 2

15  particular algorithm selection.

Whitening variable 467 which is a éec_ret number that is defined specifically for a
given device and prevents relocating code and data to other devices, as well as complicating
overall relocation within the external address space. |

20

Whitening is a method of adding a variable to data to be encrypted as a means of
' fe‘moving pattern dependencies;, and is described in, for l'eXample, an article by C. Jutla entitled

“Encryption _Modes With Almost Free Message Integrity” Proc. Eurocrypt 2001, pp. 529-544,

| LNCS 2045. FIG. 7 depicts one example of how the variable used for white_ning in an

25 encryptioh/decryption process 470 (FIG. 4)-can be generated. In this example, three parameters
are mathematically combined to-yield a final value that is preférably the same bit length as the
data block size that is being processed_. These paraméters are the whitening address 463 and
version number 462 as defined in the access parameters (FIG. 6), and the whitening variable 467
as defined in the key set (FIG. 6). The resultant whitening value compri'ses.an address sensitive _

30 whitening value that also provides time dependent customization through the version number.

FIG. 8 depicts one example of the operation of an encryption/decryption unit 470 of an

10



"Encryption Modes Wth Al nost Free Message Integrity" Proc. Eur00{¥pt 2001
pp. 529-544, LNCS 2045. FIG 7 depicts one exanpl e of how the vat i &67 @006
used for whdoxovoesg i n an 25 encryption/ decryption proces®CEABoyHbEG 4) can
be generated. In this exanple, three paraneters are mathematically

nmb iel final I t ' f bly th th
the  daterct Sofobnbaiam Rac@osste iR sp seBl i Awduniidiots vy Brehe
whi t eni pgrame@FLss gﬁs@@d AtFkhe Uit 57@%1%%@@&55&%@&&@efl'h&f‘e(f)aifaﬂlefepseinaﬁg@ﬁr%
pararreters (FI G q)l and the whitening variable 467 as defined in the key

set (FI @hitgning valee defised, ferrmxamples dniha gracgssind FEGnD theskeay (M6 aflGeskandahsi ti ve
30, Sl e D3 GBI TR SRR b1 U

t he ver Icts one exa

encr ypt comfod eeropetation oﬂtheten&?ﬂldhfora&:ryﬁtﬁmfurﬂctlm 2006 WO 03/ 090086

PCT/ US03/ 11906 access control function, in accordance with an aspect of the
present invention. As shown, three paraneters are passed into the unit 470

Wi th the accegs, RRIASTRIHoR, cnéahwed%?arﬁ&ﬁfaggmag}ghygyﬁo\im& SH)WQZ ening val ue

defined, for exanple, via the process 5 (FIG 6)
and the encay;g@nldtempqm unitsind nmtnatlJ@@el(mg E@nbi6gd \fvnlot’mtvﬂmeineg( v&laﬁ in aThase

pararreters ar e ectlv 05contr the o ation of the

encrypt PBA2E" QQCIJVBF?W ?‘ﬁ‘#g f“%‘hé nally again,copy ngeg 4 ‘é(E“f%‘H’g V@ﬁ'ﬁérse%?nidt e data
fromoa kit 4TBSTRE encPypiéPWteRIatads {haf picbéhtedad She/tilsisRNE. derd dpfthbgapmdi t and
initially being conbined with the wﬁltenl ng value in a first operatlon

471, therPcerafyppioying tie whittaingivakie fof mixiag W'tbéhﬁﬂ&ﬁfe@n\betfwddy impleraentesibw al ue

a secongd dQiftddTEit 4 The encrypted wite data is then presented to the bus
sl ave. Re cryptographic process of enploying the whitening value for

m xing with the data can be readlly i mpl errented by one skilled in the art.

For a read oper at s shown. e

encryption/ de%r%/ﬁﬁ?%erﬁ%e"t {hfeff)ar‘ill %ﬂs $lipy “oel%enggé e“C ﬁﬁorg%lcﬁ'@t'ﬁ? getEemy in

t he Isevefedrs BlVE)@hd Béing P@dckdd if tibabwsrseltiadher 4% thd @ﬁteVHatat ghadid Cthe W@@&land
processi ng are symetric. Mre particularly, the. whltenl n val ue is

initial F& é’ﬁ?ﬂewf? eymmeiriey Mo partigudarly pthe svhiteniog irbueds inftiplly, pmployedoto
decrypt LRumik hRreBBpred Pead@ffh £4YDF8ASSREy b on thereof 475, and subsequent to

decryption thereof 476 such that the layers of encryption are simply reversed during the
decryption prdcess.
20
FIGS. 9 & 10_depict exemplary systems employing an access control function such as
disclosed herein. Referring first to FIG. 9, an access control unit 940 is shown within a secure
bridge 930 between internal bus control 920 and internal bus control 950 of é.n integrated device
900. As shown, multiple masters 910,, 910,, 910,, ... 910, for a first bus 925 have requests
25 combined by common bus control 920. The arbitrated requests are then passed to the slaves, one
of which is a typical slave unit 915, and the dther is a slave interface of secure bridge 930
containing access control unit 940, The access control unit determines whether a request is
alloWable and if so, recreates the request as a master Using it_s master interface on blis 2955 In
~ addition to the secure brjdge, there is also shown a separate master on'bus 2 965,. The Bus
30 control unit 950 for bus 2 955 arbitrates between the twb masters and selectively forwards

granted requests to slaves 960,, 960,, 960, ... 960, as shown.

11



decryption thereof 476 such that the |ayers of encryption are sinply,
‘reversed during the decryption process. 20 FIGS: 9 & 10 depi ct exér?‘p@%%ﬂﬂﬁ
systens enpboyigogeean access control function such as di drasesiiler ei n.
Referring first to FIG 9, an access control unit 940 is shown within a

secure bridge 930 between internal bus_control 920 _and internal bus
control 950 gIPtea‘ga'i In thigimplementptign.daestesh 00, A 05 i, OhYncan sind requestate 910, 1

9102, 94R¥lave 91 Sngtfrpous 1525 vﬂtht)inf ig?o hOgRedXBRrdIRHHET i\ﬁ sam i§ HIDbARESGY

common bus control. 920. The arbitrated requests are then passed to the
sl aves, 96h@mndsfaved160h 966,, 86,y pP6Glonduad 85UNHOWOES anpnaljutdt detwtehretheitwoa sl ave

I nterfage of secure, bridge 930 ont aj ni access.c rol unit 940. The
access 8?’?15t'sogovﬁ'ﬁ‘f’&b%lgkcé’??ﬁs?ﬁ‘éosm%ﬁ‘éw%e Oe(%%esﬁﬂggangf%hl | owabl e and if so,
recreates the request as a naster using its nmaster interface on bus 2 955.

In addition to the secure bridge, there is al so shown a separate master on
bus 2 965. THEIbi¥deptsanrpltemntegiamplo gharrigieatsted devios E0Qrammlovingcan dgeasheen t he

two mas . ' . Qf . gr . | aves 960, ,
9602, 9%@@?'?‘MB@‘Slr'n‘eagéér}siﬁ*&én“?"%fﬁ%'p&%??%g’geé%ﬁ%bz’g@% PCT/ US03/ 11906
Not e t hamplementhtics:, ihrakceveainatol functionaldde@ isSnseited bet@ddhZy bud LOAstrol.unit 308) andcan
send requests.to h v 15,, on bus 1 925 wi thout inyoking the access
control %@Pﬁ’ %‘?V'Gfﬁéoéoa‘ﬁé%!;@ aﬁr"%@’?tﬁ‘ AfRIPUR Withgp S,ec‘ﬁﬁﬂ‘egf’%ésy@@@, 102866, 9603
... f60.an aRénktbemBodlment, HRWBKRSLUNRNY3E6 ESANERSID8HYRE B the Sedu¥merbi§es 1S
governed by the access control unit 940 of the secure bridge 930 5 FIG 10

depi ct s selrsysiemaniail bis @gunepd an extension phthe gmbedinteniedf Fi@. 400t slapdsagé ng an
actess o] | Qn | ] h rincimpl f. the present
Mvent 1 SRR e REH SRl BEERLAOTR Y L heRo oI TR 133E 507 S

i nsert edohtexty\ehe Rombinbisoncahe s cumird! uhid IHcan dontl grﬁﬁard@xim 86:@%3@&%5&:@170,
all of which are sho wWthin a secure, nenory suybsystem 1020. .an
al ter nataée%&%ﬁ’a'i“ﬁ’éfrﬂ’wﬁﬁig‘ 10gRt e 'Eﬁ‘i[ttthie’ge‘“élci’dbjﬂssr%?é?% Bert asinga-vefatitene

SECUfs€ IHM¥rY 1060 and volatile memory 1080 can be further divided into open area 1062 and secure
area 1064, as well as open area 1082 and secure area 1084, respectively. In this use, “secure”
implies that the masters 1010,, 10102, 1010, ... 1010, can only access a space as defined in the

access control unit 1040,

20  Asa further Qan’ation, the encryption and decryption function discussed above could be
included in a DMA controller such as commonly integrated in a set-top box design, as well as
others. Doing so would remove the encryption and decryption logic from the'acceés control
cross-bar where latency might be added with each transfer. T'h.e DMA controller could be
prdgrammed by the host processor to move a block of data from one location to another. This

25  includes memory-to-memory transfers. Assume that the integrated system has been defined so
that memory is protected, with Master 1 accessing only read protected memory and Master 2
accessing write protected memory. Also, in this example, assume that there is clear data in
protected memory that Master 2 needs to access but it must be encrypted (i.e., Master 2 can only
see scrambled data). The DMA controller can. be programmed to move the data from protected

30 njemory to open memory and then initiate a transfer of a given blbck, e g., 64 bytes, which will be
read in a burst, buffered internally, and then written in a burst. It is authorized to read protected

memory according to the internal bus structure coding that is set up in the.design, but in this case,
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subsystemunit. This figure is an extension of the enbodi nent of El 6%4 I n
that slaves are } explicitly shown as an external bus controller 1 10 A
a menory eanby@bdser 1070. In this context, the conbi nat ipefushsibe bus
control unit, access control unit and external controllers form a secure

menory subsystem 1020. As a result, -the external address space defined as
non- vol Hcpptaing thepagryptiomengme andinthe BMA eontioler: \Basedon thedesmation addeess di vi ded

1, BB Ao ST S B AL 6 LG R

secure respective secu he

mast er sofiéh r@dory.1 MLMB, mdh@dr)all encrypliod Bnd decayptiomtan tecdons on shesqatckuffeeddaf i ned
unit .1040, 20 As a fL1rt her variation, the encryption

in the .a s control .

and. docHyRMBrFoRtrlst e Hpesdereeiion Rae mewat lacayen 19 ARqthrickpt becayserhm

cont 50l teqR afidGhtedte SPIFRIBLE opBlafsHsathe Bud 9 nét smrezjk.gme AR WORS §he. %;sme' | as
d decrypt ogi c

~others. Doing so woul'd renove the encryption an _ I on romthe
access @appieachistill presrrvestihe abilite telimia tlearcdatanighititye seledetimadtérs aedasbritedansf er .
The Dl\/AbcontroI | er could be progranmed by the host processor to nove a

bl ock of W&t a fromone | ocation to another. This 25 includes

menory-to-nmenory transfers. Assune that the integrated system has been
defined so that nmenory is protected, with Master | accessing only read
protect ed nekdsy skilled inihe ast will reepgpize Somgherhave diseussion thag aeertoolyechpique, i n
thi §oexRPRl@nteARFURE/HihHroVill&Taf abif blbsseR B Hastenat
Master ZrHrPuase%IS to acces?r%u't iat ahugﬁbgg*eé%?%%p#% Se?ib%ﬁ},?cq’@'s%@@ aé%ﬁs only
see scr an¢bshakihgdenagry réfloestDiid temta olheegrantam linét goreg acoondisgly basedue séthef dat a

from protected 30 r open mory and then initiate a transfer of a

ot ven: biesgie coguef ntBERRgY, aBe CAifh RGRon orpianeen Al fines Bl foncliSHer miir

I nt er nalslryquesting acEeefantt quialiffed thdd adcelsHaSdd. onl ihforMatfnt dATaine8 th d#0a hRasd tiwiet ect ed

menory accordi n&, to the internal bus structure coding that is set up in the
dj

desi gn, TBuigontiel fupstionemploys characteristiexof azhaed inpyng Hup tebewnpetfunsdarl 1906 i t
contai n l,@n | R1al] r.ol t he
destl?natﬁ]ia%tgsé% r%%ghb%hwgﬂng?gﬁg%lleﬁe&ﬁb&?3‘%%@%rtggitlJ or%étﬁiaaégﬁqf glbr%encr ypts
each bl ficthebgpfabfiel, and itlicnrgaih tasespravdntedst t o

The present invention can be included in an article of manufacture (e.g., one or more
computer program products) having, for instaﬁce, bomputer usable media. The media has
20  embodied therein, for instance, computer readabfe program code-means for providing and
facilitating the cababilities of the present invention. The article of manufacture can be included as

a part of a computer system or sold separately.

- Additionally, at least one program storage device readable by a machine, tangibly
25 ethbddying at least one program of instructions executable by the machine to perform the

capabilities of the present invention can be provided.

The flow diagrams depicted herein are just examples. There may be many variations to
these diagrams or the steps (or operations) described therein without departing from the spirit of
30 theinvention. For instance, the steps may be performed in a differing order, or steps may be

added, deleted or modified. All of these variations are considered a part of the claimed invention. |
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~open nenory. In this manner, all encryption and decryption can be1 w
the data buffered in the DVA controller while transferring from one y

| ocat i on WO e3isnéser, but because the 5 read and wite ar @CTASeFEIE bus

operations, the bus is not stalled while the work is done. This approach

still preser t he iljty to limt clear .data visihility to selected
nast erg as dé&ﬁqqg@@agf@ré@ov%hodwgg}agwqepgaplftﬁ ?’Hje&eé?'? edn get?"let@é‘?j'hi“z\’-iﬂ? rom
t he aboy@agpafent f5thosk skilRY irfthe RIdvagY artttﬁﬁ%ﬁ&i&%odl&aﬁ_énsﬁﬁ&ﬁt%ﬂs%bﬂﬁﬁtﬁjn@ whi ch

provides an ability to differentiate accesses by which functional nasters
ar e makinigthetikbeap hegoade writhoutadegarting fromdhespiritef thgrinvention arld these aectberefore

di pal v b : f - J, nf ion. ' Th I
Finct | oo RS B SAnEThe be nbEUkFuRR AL e P FbhER 998, CQlecr ng

access and qualifies that access based on information contained in data
access tables. The control function enploys characteristics of a shared
internal bus that connects functional 15 masters to, for exanple, nenory
control l@lﬁtﬂélﬁ#@kaﬂiﬁﬁﬁ devices, to allow each access to be further
qual i fi&d, cases prevented. The present invention can be
included in an article of manufacture (e.g., one or nore conputer program
products) hayj ng, for instance, conputer usable nedia. The nedia has 20
enbodi ed theTéﬁ Pfﬁ%}f\%f}%@ﬂ%ﬁ@%@%%ﬂl&t'érsysft@MS|cemawsgwamaebhf@dlﬂf§ans for
pr ovjipdi i i Whicatd PR hdobddl f present invention. The
' art;/llc(:)l eg%?lﬁ?rg%ﬁ%gﬁtvblgﬁgglgg%gﬁ;ﬁncl udgg&g% tg%f)cgrsﬁt%ﬁ a conputer system or
sold separately. Additionally, at |east one program storage device readable
by’ a machine, tangibly 25 enbodying at |east one program of instructions
executabl e by the machine to performthe capabilities of the present
i nvention can be provided. The flow di agrans depicted herein are just
exanpl es. There nmaybe many variations to these diagranms or the steps (or
operations) described therein without departing fromthe spirit of 30 the
i nvention. For instance, the steps may be perfornmed in a differing order,
or steps may be added, deleted or nodified. Al of these variations are
considered a part of the clainmed invention. 13 1 1 OCT 2006

—
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WO 03/ 090086 PCT/ US03/11906 Although preferred enbodi nents have been

depi cted and described in detail herein, it will be apparent to1qhmﬂeﬂm5
skilled in the relevant art that various nodifications, additions,
substitutions and the |ike can be nmade w thout departing fromthe spirit
of the invention and these are therefore considered to be within the scope .
of the invention as defined in the follbwing clains. 5 Industrial
Applicability The present invention finds applicability in systens and
conput eWhat plaimedandl i ng 10 sensitive data and which require qualifying
the access to such system 14 1 1 OCT 2006 15 What is clained is: 1. A
data access nethod for an integrated system having nmultiple functional

masters; the arkdidl& c!]tleém&& fo? @ﬁ"intg%éfeﬁ E?stgﬁﬂaO?lg%lEigﬁliﬁP f eEPx‘haét ’th{: he

met hod conprising: predefining at steminitializati rent [evels of
dat a acomidtipls bowtional ntastershievinpuhltipleemésterads, diraietinad temprisinger ei n t he

different |evel f. data access.secur]. are predefined in anp access
Labl o, “the acBBRE HaE R RO E gl Heienn st S g ArieghtzurBr O
mul ti pl g6 finefidhal IBEEE hhetchh BRIUTG e RACHIL bYdaM AdES %Bﬁit‘y%@?’eﬁ%@f&d in

system receiving a request for data froma requesting mastér o _
mul ti pl an ficeess tablnathe pecssetable enfarsipgitled dedined acdees righfa dortt the dedtaplaifrichigndly a

data access control function whether .t ant access to the data based on
a rrastefnaftarsc}? °PHE° Pt s‘FﬁWB%‘&Pe@F%tefﬂgEe&éta access level for the
requesting magdkekingef legestt for dbﬁ&'roﬁﬁﬁ@@cﬁleﬁtﬂ? Radérbfaie adies finefioddl had@ts;
and when granting access, deciding by the data access control function,

wi th ref er encEsSpasiuedo thearauesk detsamingighy delatp peceseeqnieat funstian sthether (oharanter

to decr [ e to

encr ypt Hers e BE LT dn ik S EP e Bt B ot Bl o B0E IOFCHTR |

cl ai m lrequistinginmstcdndefisgliashe aospnitde sndagidinéskdf asdata; andquest recei ved
when granting access, deciding by the data access control function, with reference to the

data access level of the requesting master, whether to decrypt the data when the request is a read

request, and whether to encrypt the data when the request is a write request.

2. The method of claim 1, wherein the request comprises a granted master request received
from bus control logic of the integrated system, and wherein said method is implemented in the

data flow between the bus control logic and at least one slave of the integrated system.

3. The method of claim 1, further comprising determining access table parameters for use
in decrypting or encrypting the data, the access table parameters including a key set pointer, a

version number and a whitening address.

4. The method of claim 3, wherein the key set pointer points to a key set, the key set
comprising a key value, encryption/decryption parameters, and a whitening variable, wherein the
key value and the whitening variable are confidential numbers used for all data associated with

the key set.

5. The method of claim 3, further comprising selectively performing an encryption process

on the data when the request comprises a write request, the encryption process comprising



frombus control logic of the integrated system and wherein said t@@fmbas
inplemented in the data flow between the bus control logic and at 'l'e

one slave of the integrated system 3. The nethod of claim11, further
conprising determ ning access table parameters for use in decrypting or
encrypting the data, the access table parameters including a key set
pointer, a version nunber and a whitenifig address. 4. The nethod of claim
3, wherein the key set pointer points to a key set, the key set conprising
a key vakiermiagomyphingdhdtar Woké dna, RAtBHERALE SesuRidd tie Wilikdngiy, 88d Ratheabl e,
wherein the key value and the whitening variable are confidential nunbers
used f ovhifeningahsnerypisdirequligang selectively prEgrmaiag a dscryptien pasces@nenerypiadiead
further i Si I Vi i L.Qn: g e

dat a ‘wh iR ThOR B EERHEh R (5t U M R RS A RO RS  ilnlC
conpr i sthekentrybtddGtad 46, detHppiap hoesultng tvdurdvaniieAthgpimdfueder wiwHignihatthe
encrypting a result of the whitening, and further whitening an encrypted
resul t, deryPied resultite aghjeyserlsas data fgr %mgérwpitweﬁv%ég &35 encrypt ed read
data when the request conprises a read request, the decryption process

i ncl udi ng unwhi tening the encrypted read data, decrypting a result of the
unwhi t efi ng, a&hd nfetiradndrclamvih ivtherdim thetwigtenohgcngd pmediiteag composeadiaieing acl ear
data for forwardjng,to, the requestin ster. 6. The nethod of.cl.aimb5,
et ol o oEhige VARt Sufalind G SRl TG Firoesing oRPRIpAIne St ERRE g

val ue, hid@e@bHRIvRtdeh MimBertd 88 WhGteMiak YEriAAEHS the bbsE QBRI pirfifetbR®0 obtain
whitening address, the version nunber, and the whitening variable of the
access theoveitgningavadeers to obtain the whitening value. 7. The nethod of
claim6, wherein the conbining conprises matching a size of the whitening
value to a block size of the data. 8. The nethod of claim1, further

conpri sizng i nrhe Mettiddng cldi® dyethaeeth thetcbinbimn®eismprises BisscHiid slgiee of thehe
integrated system wherein the requesting naster is coupled to a first bus
of the Whifewigexplg tQ g blasksizs @t &hsrti cat es across the bus-to-bus bridge
with at | east one slave, the at

8. The method of claim 1, further comprising implementing the method within a bus-to-
bus bridge of the integrated system, wherein the requesting master is coupled to a first bus of the
integrated system and communicates across the bus-to-bus bridge with at least one slave, the at

least one slave being coupled to the bus-to-bus bridge across a second bus.

9. The method of claim 1, further comprising implementing the method within a memory
subsystem of the integrated system, wherein the data resides in at least one of open volatile

memory, secure volatile memory, open non-volatile memory, or secure non-volatile memory.

10. A data access system for an integrated system having multiple functional masters, the
multiple functional masters having multiple master ids, the data access system comprising:
means for predefining at system initialization different levels of data access security to
the multiple functional masters, wherein the different levels of data access security are
predefined in an access table, the access table enforcing the define access rights for the multiple
functional masters to ensure security within the integrated system;
means for receiving a request for data from a requesting master of the multiple

functional masters;



| east one sl ave being coupled to the bus-to-bus bridge across a second bus.
9. The method of claim1, further conprising inplementing the nethbll 067 t2606n
a nmenory subsystem of the integrated system wherein the data resides in
at | east one of open volatile nenory, secure volatile nenory, open

non-vol atile nmenory, or secure non-volatile nenory. 10. A data access
systemfor an integrated systemhaving il tiple functional masters, the

mul tiple functional masters having nultiple naster ids, the data access

system conpri sigafs foreeRemindig Bf £88h héebdcottrob Hint 86 Whbthbrdol gfadtiaefessltd ther ent
| evel s of data access security to the multiple functional nmasters, wherein

t he dif tatadnased an/tp snaster erthefthe casussiing araster t the data acqpse el foethe raquasting cess

Funct | ook GERRPh A £oER €M sb b othe BREPRregPb b ubll el ©

for recedspoiivatoresHimsis thefeqaiest By tHeaneans fRGeQStihgindast er of the multiple
functional masters; 1 1 OCT 2006, 17 neans for determ ning by a data access

control funct “&EN &FAaEIAS ACesS, geaidingdydbedatp acaepecongal BinsHemavighreferenceds the
id of ] - t i
ot BB ERUE AL BB BN I ARATS BN e LG R i RUERE ks

for det egquiest] gl Wkdther to eRGPPITthE data twheh @eriefiiesofs atvndterregiesst by the means
for receiving; and when granting access, deciding by the data access
control function, with reference to the data access |level of the

requestiing MahetysthSl bk 10, YRGENRA. hfesflad Apitie eggﬂﬁed'ﬁ%‘t&sxte\ﬂ}g?sttg read

request, and whether to encrypt the dat uest 1s a
r equest rectived Tioe bysstomtroblogil it hG:grattrbsystem, ahé wherpirestid systpniises a

ted. t ived f b t.rol | agi f the int ted
Jyet om ARATRHSH 8 freckiafI Gy BpdiRen e Wik SPimt et o atlFist ol sor ekPber woen
t he busi&@g}ﬁtrealsrgtggj c and at | east one slave of the integrated system 12.

The system of claim 10, further conprising neans for determ ning access
table paraneters for use in decrypting or encrypting the data, the access

table P35 amet g2 S}i’SI?Cq‘JI ldgklggn ?O, further comprising means for determining access table

parameters for use in decrypting or encrypting the data, the access table parameters including a

key set pointer, a version number and a whitening address.

13. The system of claim 12, wherein the key set pointer points to a key set, the key set
comprising a key value, encryption/decryption parameters, and a whitening variable, wherein the
key value and the whitening variable are confidential numbers used for all data associated with

the key set.

14. | The system of claim 12, further comprising means for selectively performing an
encryption process on the data when the request comprises a write request, the encryption
process comprising performing whitening on clear write data, encrypting a result of the
whitening, and further whitening an encrypted result, and means for selectively performing a
decryption process on encrypted read data when the request comprises a read request, the
decryption process including unwhitening the encrypted read data, decrypting a result of the
unwhitening, and further unwhitening the decrypted result to achieve clear data for forwarding to

the requesting master.



key set pointer, a version nunber and a whitening address. 13. The system
of claim12, wherein the key set pointer points to a key set, the kfg iﬁ
conprising a key val ue, encryption/decryption paraneters, and a whi H 3%5
vari abl e, wherein the key value and the whitening variable are
confidential nunbers used for all data associated with the key set. 14.
The system of claim 12, further conprisi®ig neans for selectively performng
an encryption process on the data when the request conprises a wite

request 15t he €REEY4Krh 9N claith 94 SHSthSIRIPrRInEn AR @ Ibtdifin i»blﬂfénﬂ%n\?h%e? hirar
wite data, encrypting a result of the whitening, and Turther whitening an
encr ypt swanefopobtaimngia mbitasing yelus ebmprising meapefor opmbimgngthe cddtepimgiaddress,

] d dat.a when. i . ,
P otV BB MBS GrIAG SBrbHIF o bR A n BRI AR e 1 BRT G
decr ypt ivh@teding @sMkt of the unwhitening, and further unwhitening the

decrypted result to achieve clear data for forwarding to the requesting
master. 1 1 OC T 2006 18 15. The system of claim 14, further conprising

means f g¢ obt $,0i A oWk 15 Gt BEe bR ol BANSnTYcoRR AL T teni ng
?W C?gl’ SS,

val ue conprising nmeans for conbi ning e whitening € version
nunber , nandidgwesinhof thaiwidteniagivahieeo abldckaizzof dsesdataabl e parameters to obtain
the whitening value. 16. The system of claim 15, wherein the nmeans for
conbi ning conprises nmeans for matching a size of the whitening value to a

bl ock size of Thhe,dah 8f cidifn 1&heh%¥iﬁggé§ﬂgepﬂs%me%%ntm&@hfa bht;.‘%o.ﬁmﬁgét >

i npl emented wthi'n a bus-to-bus bri the I ntegrated system w
r equest phigpe nesgraredisgstan, with phectquestiag hasst béing cadpledie a fidseusadfahle intogsatedn

and comuni cating across the bus-io-bys br..dge.w t | east one sl ave, the
o0 o A Py BShERtnd on Beb R otihs hUgEFubsl Bafans S PO SR 8 ond
bus. 18gladdiBeiny 86RO the BhidTollhis BMIRE @trBsd Ncdydb@m i s i nplemented within a
menory subsystem of the integrated system wherein the data resides in at

| east one of open volatile
18.  The system of claim 10, wherein the system is implemented within a memory

subsystem of the integrated system, wherein the data resides in at least one of open volatile

memory, secure volatile memory, open non-volatile memory, or secure non-volatile memory.

19. At least one program storage device readable by a machine, tangibly embodying at least
one program of instructions executable by the machine to perform a data access method for an
integrated system having multiple functional masters, the multiple functional masters having
multiple master ids, the method comprising:

predefining at system initialization different levels of data access security to the
multiple functional masters, wherein the different levels of data access security are predefined in
an access table, the access table enforcing the defined access rights for the multiple functional
masters to ensure security within the integrated system,

receiving a request for data from a requesting master of the multiple functional masters;

responsive to the request, determining by a data access control function whether to grant
access to the data based on the master id of the requesting master, the data access level for the

requesting master defined in the access table and an address of the data; and



menory, secure volatile nenory, open non-volatile nmenory, or secure

non-vol atile menory. 19. At |east one program storage device readdbf gcpyps
machi ne, tangi bly enbodying at | east one program of instructions
execut abl e by the machine to performa data access nethod for an

integrated system having nultiple functional masters, the nultiple
functional masters having multiple mast®r ids, the nethod conprising:
predefining at systeminitialization different |evels of data access
security to twhen plahiih@h&ebd)Q6LiAB DY RO LEGEesINORIB] Mnbilksh, Hifhf refepdce kU S
of data access security are prederined in an access table, the access

t abl e ef¥tdpedepyleypleoofded requestiae areaster, Whythes tg decryidhadate whee theuagudsbisalread
mast ers r i i3 D Lt receiving a
request re}]g?s ’g%tﬂéa?e?kger?nl{%%é%ﬂeté ?ér}éwr*gg kﬂe%rrg%egiﬁg “?r%tf%%? e%t' functi onal
masters; responsive to the request, determning by a data access control
function whether to grant access to the data based on the naster id of the
requesting naster, the data access |level for the requesting nmaster defined
in the access table and an address of the data; and 1 1 OCT 2006 19 when
granting access, deciding by the data access control function, with
reference to the data access |level of the requesting master, whether to
decrypt the data when the request is a read request, and whether to
encrypt the data when the request is a wite request.



