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MANAG NG | NFORMATI ON RELATI NG TO SECURE MODULE
APPL| CATI ONS FI ELD OF THE | NVENTI ON The present
WO pwentsoen rel ates to nmanagi ng i nformati on rel BET/AR0GMS0383
secure el enent or secure &dul e applications.
BACKGROUND OF THE | NVENTI Traditionally, paynent

wlRGHsc S BRERE LA e O DREMATUEEsRBicATions

smartcard. More recently, when contactl ess
paynment/ticketing have becone nore common, one has
begun to install secure chips containing paynment

i public transportation tickets into
FI%ﬁ%@%@e@}Qfﬁj’gne i npl enentation a nobil e device
conprises a smartcard nodul e and a near field

conmuni cati on nodul e, which may be a radi o frequency
The qsasent; inyentian (giatep)to fpanaging TRlervation calatingdewesure element

i.ch contains the required secure
or paRE oL RIS

ion, e.g. the paynent/ticketing
application. The secure el enent application may be
user or _automatically based on the

db
BACKEROUNN 4 THE IERTIGNT e robi Lo device.  Eor

exanple, if the nobile device is located in the area
of a point of sales termnal, the secure el enent
Tragditidriatlys ipaynent and/ondlickesing yapplaationd hisaves dreeni eésiding on a

i ' dul Ll b ' .ed
sodiiR iR BnpeglaTeni & dedl e re s ntiterdn can be

carried out. Now that secure el enents contai ni ng
secure elenent applications are installed into nobile
Mosé gaeentiyhiwvhem goniastiess paymentiticketingt have baeepeymare common,

onB i Beobyzio, MRAr RefurdLiRe bOMBIRLAS e\ ier Bl anaror

publiy’ trabiSpértlonC B¢kl sntdt MbBite iphohbs. FE6HE emplefigntatiord e mobile
user interface of the nobile device can be used as a

deyjse rcamprisesaa ssmantcardemedulier and | peat fietd, spenanyrjcatian grodule,
qu ) Li Cone:. afir. \aig (

whickiHdy® bl A0reftRb detienB)oidpfifddith (RPID)CfHddfb, (¢ smartcard

modutoTeist at Gepuyi alemiche whichr icontains t fhealrequired secure element

opbliibhos 2ot paERar DRSS RacA i T e 4hEhl 85Sicaton
may be started by a user or automatically based on the context and/or location of
the mobile device. For example, if the mobile device is located in the area of a
point of sales terminal, the secure element application can automatically start. The
near field communication module will be activated and subsequently a contactless

payment transaction can be carried out.

Now that secure elements containing secure element applications are installed
into mobile phones this enables a convenient feature, namely a possibility to
enable a user interface for providing user of the phone with means to observe and
control various applications stored in the secure element. The user interface of the
mobile device can be used as a user interface for the secure element. Typically,
this requires two applications: a first application (the secure element application)
installed in the secure element to provide the security critical functionality, and a



10

15

20

25

30

provi de the user interface and to control the first
application in case appropriate security level is

w@emsiozkoss Havi ng two di stinct applications toP@QI/BRIEGHS0383
the total functionality intyoduces a risk of those two
getting out of sync thereby destroyi ng proper

seqid, AppiFiting (BBT ietaes apehesions jestBus Houb8amABLE Bhone to
prdVide thd Bise e fbrisck aRHNbeEdfdl tﬁé’ﬂﬂrﬁ%;ﬁl%ﬁtléh‘ﬁ?ﬁrcase appropriate

Interface application) the user interface
segurity tlevelaisi psovided. iHaviog st @wtlnvhwph@@tlmm previde  the total

fur6faly fo iR of BRP thass 206 2¥nd GOTL Snd FHwBy pgstroving
prapef vpefstiondpl i cation) or when the software of the
phone is being updated. SUMMARY According to a first
aspect of the invention there is provided an appar at us
In Sﬁ%?%&dgf V\)ﬂgﬁ&{/&g? aﬁitﬁﬁﬁ{)’ﬁ SrisBd Y %hllfW'ﬂ‘f n§c§’cﬁl‘ér 8evice for some
nodul e cohprises a east one secure no

reasppl idoasi oot ménay etho tr@qmsqmoarcnmt@rpast appflca;wrec(uwr interface
rOV|de connecti vit o t he secure nod
ap) aracp ¢

[534iea) fhe pepmintar %ca%élgw%@en%abl@dcahﬁ @y pour, e.g.,
whER 8! Sdbrd [GnERE S Bk Gad i SneMrBhiTB'deifte 1o another (if the

concerning t east ne secure no e app I catlon,
latteh does mot hentamﬂ&saqmg‘edmpnheamm) dramieeh the sofeware of the phone
oht ai nsd information, further configured to check
s R onpati bl e counterpart application is
present in the apparatus, and a conmmuni cati on nodul e
coupl ed with the processing nodul e configured to
SUBVARY t he conpatible counterpart application from an
out si de source in case no conpati bl e counterpart
application is present in the apparatus. In an

Ac@dii’dmi_j tea firdthspeetot ﬂkﬁﬁﬂént&ﬁmhe@@ﬁs ?fbvildiacﬁaﬁ appatdtls eapable
plication residing in the (hosting) apparatus

of bostingia secHre madule.waiGheecHre Mmpdid sampsses atHeast one seaure
mo&%\@{;ﬁ&gﬁ’tlbna@% r?t' on is an application which is
esi gnead t

O operate together with
the apparatus is conflgured to provide connectivity to the secure module, the

apparatus comprising:

a processing module configured to obtain from the secure module information
concerning the at least one secure module application, wherein the processing
module is, based on the obtained information, further configured to check whether
a compatible counterpart application is present in the apparatus, and

a communication module coupled with the processing module configured to obtain
the compatible counterpart application from an outside source in case no
compatible counterpart application is present in the apparatus.

In an embodiment the counterpart application is a compatible application residing
in the (hosting) apparatus outside the secure module. In an embodiment, the
counterpart application is an application which is designed to operate together with
the secure element application. In an embodiment the counterpart application is an
application providing a user interface for the secure module in a mobile station. In
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the secure el enent application. In an enbodi nent the
counterpart application is an application providing a
wais@s/oegser f ace for the secure nodul e i n a NMObPEEFI2006/050383
station. Inan enbodi nent t counterpart application
is a control application controlling the operation of
the secure nodul e from outside.. I n _anpt her enhodi nent .
an eRabSFRNL 1 OUSisphaTE 2PPLA s eRBIOLERRIRELEN sipriroling the
op&rafisli 8P thbe segGry oddle! fronf\CansRieN dint Gndtiétc @ntbodiment the
aspect of the invention there is provided an apparat us
courtiarparapplication éx anethenapplicatiani roanagiog tke Aeclreanodule.
conprises at | east one secure nodul e application, the
apparatus further conprising: a processing nodul e
Acéerding) té &f sbeoridPtagpBcf bPhé havatibar that@ds| srovided an apparatus
i nformati on concerning the at | east one secure nodul e
coppeiNgat i on, wherein the processing nodule is, based
[ ' r ' f cang.i
@ SRy AR, Whtor, 300 hicMe, bhiSes FALIGkHl oRE, ddbure module
application] therapgpsatusfarthétiscomprising: conmuni cat i on nodul e
coupled with the r?tr ocessin m_)d?I e configured to ) )
a RPEassing HeoddiRpseifigused JaneRiarh oM, AR i eUre Medys, igfprmation

cor‘i’égrﬁi;ngeth%OHf feast bric?SEc e ﬁ%ﬂﬂl%t égir)l?ca?iBHP}Aﬁ{egﬁiht the processing

app ation is present 1 n the apparatus.

mogulisi, based anHbetabiajned irfoanaton,Sudheasordiguréd fte check whether
term.nal , agcesses via,an.interface inforngtion in the

a compRtbiG soHiterPartAnslicaiBn s Aiesent fipepparas, and

a corrAtARALIEM nfotks t6G@Sled WitH #Hel proBessifg AedUIe cBﬁfi@urPed to obtain
control or user interface software from one or nbre

ther cxppipatibleir caunterpart @ppéeatiom| fromnaoaoutsidéhesaurc@ein case no

coffRelt dofinan AEpTaRal iRt hind BabdRis, "t he ¢

of the fetched software a user of the term nal can

then access and nmanage vari ous secure nodul e )
In apmeedimend ashesting appanatuss &ughaasadmpkile feraypal, @geesses via

an dnfaifakd iﬁ@:‘?ﬁl%ttioﬂfinttﬂg.é&ﬁ?@%&&hlé.hﬁ{ Sniéfpﬂ&ﬂ}ﬂeq‘idth% accessed
secure nodul € conpriSing. a proceéssing el enen or
infornsdtidnl icognprisek emstruotienss etu hewtd ufetcha pgdntoht oromsentinterface
he
sogtware from one or more remote sources to the terminal. In cases where the
mobile terminal does not have this software already installed, the software can be
fetched. With the aid of the fetched software a user of the terminal can then
access and manage various secure module applications stored in the secure

module.

According to a third aspect of the invention there is provided a secure module
comprising:

a processing element for installing at least one secure module application into the
secure module, and

a memory coupled with the processing element for storing into the secure module
information identifying, concerning the secure module application, a compatible

counterpart application.
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secure nodul e, and a nenory coupled with the
processing elenment for storing into the secure nodul e
wo edosozsasd on i dentifying, concerning the securkECTBRN6®S0383
application, a conpatible gounterpart application.In
an enbodlnent the secure nodule maintains in the

In 85 abitadipiae e, SSRy5P BadvIB MaBENS i T, ety nodule, which may

be réa%‘h%@)al ifeglatd s iredit '(@gé %rdpﬂfcaﬁé‘ﬁ %‘éﬁlc %Etﬁﬁ‘y reasons), a
contains appropriate data for managi ng application(s)

dedicatesld regisioy taredaiabase, wihighegontging appeopriale odata for managing

anPRAPRQIIRE IHS e Yol Blesfo i 66 03y afpige terminats

usdéeihfefhceor an appar atus capabl e of hosting a secure
nodul e, whi ch secure nodul e conprises at |east one
secure nodul e application, the method conpri sing:

Ac@&ld ecf'tcp% foruﬁlw 5%&%‘?%8 iAvEdn Y8 g%b\%eg :a method for an

concernin one Secure no uIe atl

appdratls @@atibasédoghmg aeseobtanmldle wWhichrsécure, mmb@ltafwmprlses at
ati bl e coynterpart pllcatlon is present in the

leaébg% segdre mpdulsiArplication.ithe "%‘?Iﬁﬁﬂtcpm%'sﬁlﬂj nt er part
obt%'?rﬂh%?r%trﬁ e LEERAMoRUISIN n’?'éiférncgoddérﬁlﬁgecha%t Ieast {one secure

conpati bl e counterpart application I's présent
mo&dplmappllmilohn an enbodi rrent a secure nodul e

ch I [ cat |eﬁpghetg| st rltya i S J 'é’n|t: eq‘f toﬁ:CZK?f’ﬂga@ie “ounterpart

apﬁliﬂd‘t%n@br&%‘?\hlrﬁﬁ\@%;ﬁ)d@%' 8népp| ' cat| on stored in the
secure nodule. An entry may contain various

obiairiing the compat;lulerccwtefaaﬁ appiaalion tsaan aroulsideasource omcase no

colgioGpuriSrbaEbpIeRin s Ao e BRBRRR.S o

control application. In an enbodi nent, the regist ry
al sg contain other information reI ating to th
In ?ﬁs‘?fﬁbpﬁ'mqm Q)lseéw'g*ag‘é}ﬁ’é'ﬂﬂ agplicajion fagistry &c@%‘@ﬁlﬁ“@#d into the

seélﬁglﬁgégﬂl'ggﬂ? T an (%}nﬁaélﬁ?e%r@g Iégéblgﬁ{lfcgﬂ?élﬁsa[ﬁoé‘ nlg%rt &ach secure
mddeteriapplicationastoeed nﬁ dheasewee rmodwefl Aneéatoyntmay contain various
mfor?#atlo%atslu% asp %ggn% ?/%% E)? aﬁlgrreslnstallatlon / update instructions for a
mobile terminal’s counterpart application, e.g., user interface or control application.
In an embodiment, the registry may also contain other information relating to the
installation or engagement of user interface/control applications. In case the
software corresponding to the secure module application is lost in a mobile
terminal or a need for a user interface/control application update occurs for some
reason or the other, the mobile terminal software can consult this registry in order
to maintain and help keeping the terminal user interface application in sync with

the stored application(s) in the secure module.

According to a fifth aspect of the invention there is provided a method of managing
a secure module, the method comprising:

installing at least one secure module application into the secure module, and
storing in the secure module information identifying a compatible counterpart
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reason or the other, the nobile term nal software can
consult this registry in order to nmaintain and help
whempiozsyse he term nal user interface applicatiPCT/Fr006/050383
sync with the stored appligﬁtion(s) in the secure
nodul e. According to a fif aspect of the invention
there is provided met hod of nana ecure
aphkSoR CoNREMS e BRoNanS SReUTe Aeoule ARgTcRteast one
secure nodul e application into the secure nodul e, and
storing in the secure nodule information identifying a
In anepaadiment doe seewarmagdulei is & sanure smasicard ghiphwhigh is in direct

cofiisaloh. i E" o B8l (o8 fotombiiol B or ReID

comnuicaRn W@lﬁath@mo%ﬂﬁ% pparatus @nBBRvig fthel Bse of secure
conmmuni cati on nodul e or RFI D conmmuni cati on nodul e of

moduie apRrlicalignsppiehaseoniaslinssnawment disketing applications.
nodul e applications, such as contactl ess paynent /
ticketing applications. According to a sixth aspect of
Actdrding1teeat sixth adpwot of sherimverdied ibenpis provided) cemputer program
stored in a conputer readable nedium the conputer

stoRd gina® COMRYLE! rf&a%h'ﬁut"%ﬁd"é&‘echh@atﬂo@%lt%rgrpéﬁg%'élecompr's'"g
coﬁ\?cor Sﬂehﬁta%?éjﬁfogﬁe fourtﬁ&éaﬁeHQo RaLEQEH dédﬁrﬁt‘gfsgﬁ%érf&rm the

nce wt spect. ccor
metteadctint dccasgante with thefourtheaspenh t here is provi ded a
conmputer programstored in a conputer readable nedi um
t he computer program conprising conputer executable

AcBHrHG o Cé?ﬂ@e@&ﬁﬁt%éc@ cﬁaﬂhéeln@eﬁﬁ&vrtﬁe@ﬁ,ub&)\ﬁdbd a computer
performthe nmethod i n accordance with the fift

pragsarc tstoraec dndiancanoputeei gadabig peedium, tthe mwmuteronprogram

colndfibify softe! S5 BRp@RIEHE 5aiP B3R o2k I fadup moauie

to perforde tHe Metfstlincactpirdarioed widh theMife aspedthe appar at us
conprises: neans for providing connectivity to the

secure nodul e; neans for obtaining fromthe secure

AcEn@gimi ™ ‘H@ﬂ[\: % SANGFeIHY ﬂ'ﬁ/emSn he %ea@tprBUﬁeaeﬁH rdpparatus

appli wher éin arat us 'co
capatzie ©f hostind a@éomge nididel which h;ecutﬁ rricdede corfrmneas labfeast one

sec\:lme rrl?c(?criuki,l a%%?ggﬁc;n? Iw(?'merein the apparatus comprises:

means for providing connectivity to the secure module;

means for obtaining from the secure module information concerning the at least
one secure module application, wherein the apparatus comprises:

means for checking, based on the obtained information, whether a compatible
counterpart application is present in the apparatus, and

means for obtaining the compatible counterpart application from an outside source

in case no compatible counterpart application is present in the apparatus.

Various embodiments of the present invention have been illustrated only with
reference to certain aspects of the invention. It should be appreciated that
corresponding embodiments may apply to other aspects as well.

BRIEF DESCRIPTION OF THE DRAWINGS
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counterpart application is present in the apparatus,

and neans for obtaining the conpatible counterpart
wappBiozsasd on from an outside source in case NOPCT/FI2006/050383

conmpati bl e counterpart applg cation is present in the

apparatus. Various enbodi nents of the present

i nvention have been illustrated only with reference to

certain aspects of the invention. It should be
ThéRRV&RIGH Rl bBadestibeas IB9”\%RY‘Q>f IHP(FHI%\I{WM @istelice to the

to other aspects as well. BRI EF DESCRI PTI OF THE
acciRapanybIg ldeawingeniniveinichi | | be descri bed, by way of

exanple only, with reference to the acconpanying

drawi ngs, in which: Fig. 1 shows an apparat us

Figaacor di §How$ aArappaeatds Eebrding td18n ieisttimeRt ofthe-invention;
Illustrates a regi st{%wtabl e according to an

Fide#bodi nilustratest 1fe regisai itaple prcgording Hiowsandigmeediment of the
rout es mvehﬂéﬁ'al | ing and/ or updating applications in
an apparatus according to an enbodi ment of the

Fig. Bvent i shows§idifferént routss af finstalling and/omupdatimgdapplications in an
w th an enbodi nent of the inventjon; and Fig. .5 shows
a flow 2RABRRAIYHAGRAEBNGARAD QnPAdMRS wg#h%w%at'%m of

Fid. 28 | nVeRbheNa REIAChER W%&@Ee%iﬁi B f‘%rile'ubéai?r‘{&t of the

an apparatus according to an e ment
i nvent i mvenlibm; amqbar at us 10 conpri ses a processor 11,

.menory 1 and software 13 which is.stored into the
Fidrgory 390w R, 103 eharan raccbinoe: 84, Aoghargerdinent of the
cont ai Njf@ntiegt ructi ons which the processor 11

executes in order to control the operation of the
apparatus 10. In an enbodi nent, the apparatus 10 is a

j ' bi | e phone. The apparatus 10
D%ﬁ#%@ré%%%ﬂlﬁ’d&ﬁbﬂecure nodul e or el enent 20 which
conprises a processor 2 1, an operating system 26 and

_one or nore secure _ _ _ _
Figure 1 shows an apparatus according to an embodiment of the invention. The

apparatus 10 comprises a processor 11, memory 12, and software 13 which is
stored into the memory 12. The software 13 comprises program code containing
instructions which the processor 11 executes in order to control the operation of
the apparatus 10. In an embodiment, the apparatus 10 is a mobile terminal or

mobile phone.

The apparatus 10 further comprises a secure module or element 20 which
comprises a processor 21, an operating system 26 and one or more secure
element applications 25. In an embodiment, the secure element 20 is a smart card
or chip permanently integrated, detachably attached or removably mounted into
the apparatus 10. In an embodiment, the apparatus comprises a smart card slot in
which the secure element 20 can be fed. In an embodiment, the secure element
20 is a subscriber identity module (SIM). Normally, the secure element 20 should

be tamper-resistant.

The apparatus 10 is provided with connectivity to the secure element 20. In
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el ement applications 25. In an enbodi nent, the secure
el emrent 20 is a smart card or chip permanently
wo pdosgesased, detachably attached or renovabl y poRReww/050383

into the apparatus 10. In enbodi nent, the apparatus

conpri ses a smart card slot in which the secure

el.ement ca be fed.. I n_ an errbodl n he se
pPractiGhelie SRPATaS 10,680 n6/Ude Ry SRark GAroleriace s jteriace module

(ndi'%hEFWn') WhidH'® iAonkft Wlﬂf@ﬁurégle‘?ﬁ@rh’t'sdptﬂ%lcal pin connectors. The

anper-resistant. The apparatus 10 is provided wt
mt@ﬂfﬂﬂeecanvbe youpledhto e (precesgsenetit viepa da’q@baswnoé,shpmm). The

sofRBZ ORI A GRY eafe ishafl SebuS] Gvely' B @ity ipfprmation

coftafddeinghé seslreselemett 08l TherapparaRs 1@ can H&tﬁjest |nformat|on via
interface can be coupled to the processor 11 via

thegiaterfase fremttheraactye etamenteQ; Repanshing onwhatHs thl%ﬁﬁﬁké“ty level
f \Y; t t
of it BRI 1 Bl 0 2 gL R pocuost
inforamationq tee $tie iapparatas i @) RoratHis @urpdse, fthe&e‘ouwndlément 20 may
secure, el enent 20. Dependi ng on what is the securit

comg(jee, for QWP'@q@e%Q%‘tY r‘?PS WagimAdulener sidilar<net éﬁ@Wﬂ) This
r [
m@g@@éw B ﬁg{dﬁpgﬁgg‘eﬁfhe W2 gﬁrdfée s&ﬁg%l% é&gﬁbﬁﬁﬂéﬁf’df%ﬁware
and dgrdivaes. ﬁomlassqﬁemlda'feren’sardormalyorcMecd(ffer@ntrmumyorevels and
simlar, (not sho 4o THi S dyle ma e enent ed b
h&WAPLEEA UGBk ol SeamB D GivRBraUS 1Dl SPRATBIUS Software
13)°‘4fa‘§\’\@b6rodriaté|rﬂeﬁrﬁsftbe%éﬁnfé %aﬂéstbﬂf PifoMiatdm fidm the secure
ferent security levels and checks whet her a
quelq:‘u%@ter (for exanple, the apparatus 10 or apparatus
software 13) has appropriate rights to receive
requested information fromthe secure nodule 20. The
Thégedur: ledia tappleaticrn2s dnaybe MY ekampi®a papmeheapplication or
paynent application or atlcketln lication, The
a t@bﬁ’ﬂ"gs app@fat@@ iTherapplisgtiom@oda sun @yéﬁerﬁﬁwrcp elﬁ;@grgtoqrocessor
212 thd DobRATRPSLShT 36} $E A Shuil dBRHEHLT GTHo seoure
elemérite;bpacam'plzétmayr ihe cmledran abphsenThe’Z@eameveldmenaQO provides
|nterfa e for acc secur

an dlgiane anasmesans)ae (YRl Pasebe Leestia Faert humquieide. This
S ROFia)REE pRiddH By 5bRRLR 6F sfgeﬁéma%r%b%rﬁghsw@r&ﬁware

and/or hardware and/or physical arrangements, such as pin connectors.

The apparatus 10 further comprises a near field communication module 14 with an
antenna. The near field communication module 14 is connected to the processor
11 and to the secure element 20. In an embodiment, the near field communication
module 14 is an RFID communication module, such as, for example an RFID
reader with means to operate also in a tag mode. An external device, such as a
point-of-sale terminal or a contactless reader (not shown in Fig. 1), may
communicate with the secure element 20 via the near field communication module
14.

The apparatus 10 further comprises user interface applications 15 which are run
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and/ or hardware and/ or physical arrangenents, such as

pi n connectors. The apparatus 10 further conprises a
wmems/02§9¢4 d conmuni cati on nodul e 14 with an anP@nRR006/050383

The near field comrunicati nodul e 14 is connected to

the processor 11 and to the secure elenent 20. In an

by O RACSREBin: s8N MY B CCAIRH Mgt  Bhow, shprd bR a user
intéfrade A5pation 155 Yoreans sb@ur‘éoééﬁfe%t abpfcdtidn?2s. %é‘@é@ interface

An external device, such as a point-of-sale term nal
applrcaduooo‘rﬁ rmpleamw @audkar intestacerfonithe ﬁon’egporlqmg segyre element

apﬁlfc dA W@gtw%hsrg%&%g?q?n%ﬁlgb p%ﬁ/ g}% ég%ﬁﬁ?sr 10 can be

usédhs %Qis@mﬁbééffoﬁﬁ@fsebm@élbﬁfem%Ipphd:élﬁiri 2g)s 15 which
are runby the processor 11. These nay be called

m dl ets. There should be a user interface application

Thé%ecﬁfe 8%%&62‘01‘[3? On?éﬁ.%ﬂ’y % Iof %‘té’&és%%? e ?zf‘cg% 27 can be

nterfrace applic enments user 1 nte

im;ﬁlemelnted asa ssravatd application mteltlamt:umoellemmttlohrp ternatively,
a keyboard and di splay of the apparatus 10

I
thec&ﬁCB@ﬁJ%}éeaﬁgedmmePWdéP%@@ eHure ﬁlé%f@.%’&ﬂf’@r%ﬂ"!ﬂ@fﬁtem 26.
In #RE}ALiENS BididBinel BiTRIEHGR, i FRRioo sect oferhFll Sbitgtions 25
andstha seynteepast ajser i interface applications sts.ufFer eéadnesecure element
th t | b L
anfisiionai Bl Bhis Softansdstrdtipn syl B eRgrieart gppication

15 2fhich ris r8qSird AR Bel SreBBANMAtHREAppAraRisTD! PRisOMformation can be
instal |l ed secure el enent applications 25 and the

preseotacinpeanoussways. rﬁ@rem@plapmls Uﬁoﬁr@atpmmaymﬂmmaﬂwthe name

(o, FPHeraTh & endF} ARl Sharon I 281 SBoroduRt, popgterpar

apphtatibni £5.r1AGH éﬁdrnbﬂv@%nﬁbcﬁtﬁm&ht ltﬁé tdiste empedsr&hms |ihfbrmat|on of
This information can be presented in various way

boihvthediame apddhe yepdaadn @n aiwn@tmapembedm@tﬁaﬁéameﬂ? Conta'ns
f

nsF O AL s L o ot e BB bt 15 1 ne

appaﬂanm dees rfoltleuat/etihe réquitedtcaunterpaft applitation db d_uoiﬂe required

versih DEihecARPlcBUAR S AAtPD T Gheate Sohd peHormed B following

théllg}%‘t:?#{iéﬂp]%e’.d%% IrRErucBahd rn?&&/ COMBrRePRIrt @ RpIeCHMe 88dress of a

network resource from which the application or update can be downloaded. This
address may be in the form of an URL (Uniform Resource Locator).

Fig. 2 illustrates an embodiment of the table 27. In this embodiment, the table
contains for each secure element application 25 (identified for example by an
application and version identifier) information identifying the exact counterpart
application 15 (name and version), and the network site from which this application

or update can be downloaded.

Fig. 3 shows different routes of installing and/or updating applications in an
apparatus according to an embodiment of the invention. According to one

alternative, a secure element application or application update is installed via a
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appar atus does not have the required counterpart
application 15 or the required version of the

wa@ppBiozsasd on, an installation or update can bePCT/FI12006/050383
performed by follow ng thefd nstructions. Said
i nstructions may conpri se or exanpl e the address of a

etwork res rcefrom the appl. i tlo or updat.e
coRtGRIGHs msidLSa & ARE Ny tigh Ink° The arialion andior
msPélIaHBh fionsf LARrEREQ U6 hoé‘cﬁ{tﬁéﬂess':f&ade? 50 |gvet Ak SSear field
an enbodi nent of the table 27. In this enbodi nent, the

comaricationt knknto ther near fieldlecommusicationtmagplei th@ngrthesefrom to

i AP RO 4 A el 9 B M 5658 ot

alteraaiivethasecaiPbletidnit @ plléat(dhadiﬁamﬂ@aﬂ@rﬁ sipaate isanstalid®via on-
network site fromwhich this plication or update can

thenair dqéAhib dastallationy. methagdowkn dh'ﬁf aiternativeuttbe application and/or
ms'teﬂl%tuahlﬁlggisaf?grlnsg&raﬂd%hngn -Jl &al! %??e? ?Oa{)la communications
n odiment > of -t ;

tus acco an e e I nvention

nemmbmﬂ tg the apparaiUs erthasingea cellakac utetwotle senhection-oriented or
Coagg i cation or application u date is installed via

ioplasse LOMBLAKALARF ngeBGfear qn dhis JVfRARE.c o PorpPParatus
compRes AR211GRP radi8t/N2caNer 98 colled bkt BRocdsser 1.

ans erre roma contactl ess over the near
f| eld comTunl cation link to the near field

FiGEE Aeonsce AW Ak Tpslca i e RaiElafin brcess ol 3 Sieire element
app¥cetibd i dtappicativy Hsdatal U%bﬁ&ébéf Ft of @ éﬁﬂl@éﬁoﬁb?ﬁﬁlﬁllatlon file,
application or application update is installed via

theoisepure slemedlrAyocessoal 2ht installsetheogecure taierwent application or

anicafpATladaie i s AR5 hor RSO i tjad o be secure

elePRNR0 CAép any. Inatvew lapplicatont iBansaned an enld) is Sraied into the
cel lul ar network connection-oriented or connecti onl ess

tableninisier i 44k A&r presentedreanies thar gy, con@ins, for example,
.nf&m’é{[o%t denifHy {CSxdtt %%hlfqé_rai&_g éaﬁ&'(leié?%ﬁcgrﬁﬁ‘é o Wl gvéﬁnstructions

cou processor ows a
abmhtawherd o obtaih lmcstepela)nh‘ttabl iasiatlation ds ansupdate of an existing
secure eI nment, appl Lcation or application update. Upon
se%e&'smea @caéﬁm é fﬁﬁeowraesn%gm ﬁ%@tl%h'“fﬁ?\eetab!%g updated
of e
acEfeHichy. 5L RS RESRSERPT fble LPBER ey BE riRRshCfor example, if
themepdated (sesure letemeritoapplicatiom 25ofequiras iany ypddtet inethe counterpart

apgllec%%ﬁ 15.

Fig. 5 shows a flow chart illustrating a process which helps in keeping the secure
element application 25 and the counter application 15 in sync in accordance with
an embodiment. This process can be carried out in specific situations; for example
when turning on the apparatus or immediately after updating the apparatus
software (the actual apparatus software or secure element software). In step 51
the processor 11 under control of apparatus software 13 reads the secure element
table 27, and in step 52 it check the counterpart applications 15 installed in the
apparatus 10. The apparatus knows which applications are present in the
apparatus. This information may be kept in the apparatus memory 12, for
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el ement 20 (step 4 1) . If a new application is
installed, an entry is created into the table 27 (step

W@ 2)08/02898pr esent ed earlier the entry contai ns, PEDFI2006/050383
exanpl e, infornation identjfying the exact counterpart
application 15 as vveII as i nstructions about vvhere to
obtain it t he installat a

oxgbEn o, BRI S Hatobetaran SRET  (Bat RBRwey ThRGprEcSssor 11

cor‘iélﬂtrsecﬁ%%féirﬁﬁtléﬁ"sbh% in'stép §2t 1 i8 defectd A @d on a comparison
accordingly, if needed (step 44). A table update may

peﬁ@rnn@b@rwten &3, dixatnphe ori moteheoupiespart applicationsl areemissing or

na@fis oeabb dfroda Ve, SR A8, Foaladdlf i MG Bl bngoested

(stép BUYCHSS appartiud Sowald1 18 @ani tlggéhtheSesdHte otliRs@IMation so that
application 25 and the counter application 15 in sync

it is pedforped adematicallyawitbawodsardnte emn@e feoesadplas Pynen-the-air
msféal:a?]llbﬁ d,qu tth(%1 NeetBRe! Fa{cﬁo Sfr{aﬁ?&él f %te‘?‘ﬁ?feqrg ﬁpg@f rlanogoaratus

on t ap arausorlrme elya
soft\hareapﬁan:an asksmmmﬂtieeuéemwhemerahe/eheadwms that tthargpdate or

or secure. el errent softvvar%g 1{( 1 the processor
insiallatinndp dmplpadeds TQﬁp%? ragisss@ ‘O(EF‘?eCQB $uagdest the update or
insBRGHUDA 16'tRERREr b? E‘QiloWoﬁFﬁ'lQ é;'?zaridt (Jeeel ih ecordance

counterpart appl |on nsta in t e appar at us
withuseT hespmoser at us knovvs whi ch applications are present

in the apparatus. This information may be kept in the

apparatus nenory 12, forexanple, in a register or

Vafl8lig astsodimentdTof e (MintoAOKEVe bEBR ﬂb@éﬂ%&om‘lthéugh the term
consults this information source in step 52. If

usefeinéerface applicatioonhas @@ﬁpawldedm uped; rigecleamthat ébe 83>unterpart

apél%%hgagg rgc;t t[g%{rqui%@ dﬁ Lﬁsga? egfa%%l ééﬂltc'a%i? Zﬁlgtr 81h%§ &x%nterpart

applicatiohs; aéucwas soriitmlmeﬁmhgm applefiond ars bpplieble ashwall.
apparatus software 13 can tr| gger the update or

installation so that it is perforned automatically

la%[ enc f I y he- ai

I g“&pglué oy ?{ae%{ E]rgétcfél ﬁ"u? c?c;cra 10’ t“?oaﬁgc%%%ﬁ%8mcrwe and

cotaireanea¢achelised as epapendet expsadsions with odatended exclusivity.
the user whether he/she desires that the update or

installation is downl oaded. The apparatus software can
Théuﬂﬂééélnbhéeéﬁﬁﬂfbﬁ fbs! prividddRtgyo Qvagoo‘f hGonLiitingy ekamples of

pop-up window or simlar and proceed in accordance
particular |mplementat|ons and embodlments of the invention a full and informative
description of the best method and apparatus presently contemplated by the
inventors for carrying out the invention. It is however clear to a person skilled in
the art that the invention is not restricted to details of the embodiments presented
above, but that it can be implemented in other embodiments using equivalent

means without deviating from the characteristics of the invention.

Furthermore, some of the features of the above-disclosed embodiments of this
invention could be used to advantage without the corresponding use of other
features. As such, the foregoing description should be considered as merely
illustrative of the principles of the present invention, and not in limitation thereof.
Hence, the scope of the invention is only restricted by the appended patent claims.
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wi th user response. Various enbodi ments of the
i nvention have been presented. Although the term user
WO pdosntsase appl i cati on has been wi dely used, iPCT/BI2006/050383
clear that the counterpartqapplication is not
restricted to user interface applications, but other
counterpart applications, such as control or nmanagi ng
Claims| i cations are applicable as well. It should be
appreciated that in this docunent, words conprise,
i nclude and contain are each used as open-ended
élx prAss apparatus capablei oft bosiing 8)xasicuse wiadule,Twbich secure module

comBiiSe ol ReR s SR BRI HRIERRS MheBlent ac i ons
andirTapgandtiy & 8bnfidired tyaitovide éorndctivifnto the secure module,

i nformative description of the best nmethod and
the;gpRraratus<camRHE®Rg] y cont enpl ated by the inventors for

carLyi Loventien. it .0S % clegr
por 2o Rresging, igb kS o iBureti 107 oBRHTCRbrE (RE sk module
inforesdtionc tentdrnindethal at lezst idme sedurdi medule appliatiordwherein the

above, but that it can be i

ng)l erren_tq%j i n, ot Ber i
pracessigonERedyle, s, r@%ﬂu?%éh@rﬁ tﬁ’é‘&ﬁsl Fmﬁi\g&n, Wwiher FeRfigured to
ch l@thﬂ?er@%@rﬁ?@BléEbﬁ@te?ﬁa& %?glsléﬁécgiﬁ: lﬁgb‘resent in the apparatus,

urt her nore, of eatu
andbove-di scl osed enbodi nents of this invention could be

ot n comuAEatsY faotis Folebd Wiy ksorRgemd mfyg sonfigured to
obiP el cBﬁ‘lp%ﬂfBFéi EQURErpT Hﬁﬁlﬁia)ﬁoh!i’ré’rﬁtérﬁgh’bﬁdé’fsoh% in case no

principles of the present Invention, and not in
compatibletdovntarpart@pplicationcis, presentdn dpeappanaties.i nvent i on

is only restricted by the appended patent

clains.Clains 1. An apparatus capable of hosting a

SECUR apshthtus oftigim $ewbHeRINETBASpaatlY ¢eraprigds aldttérface for
one secure mpdul e application, wherein the apparatus

providing gpnaestivity e the secure medectivity to the secure
nmodul e, the apparatus conprising: a processing nodul e
configured to obtain fromthe secure nodul e
i1 arheatapparatasc ef nelaion t heoat2,| evdsdreion¢he eprocessinguhtodule is

lication, wherein the processing nodule is, based .
conligurgd onSgNe ca ?qmmaﬁﬁt & riher SomARINIGALeN gindile 119 obtain the

counterpart application.

4. The apparatus of claim 3, wherein the communication module is a radio

module.

5. The apparatus of any preceding claim, wherein said information comprises
a name or name identifier, and version identifier of the compatible counterpart

application.

6. The apparatus of any preceding claim, wherein said information comprises
instructions on how to install or update the required compatible counterpart

application.
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check whet her a conpatible counterpart application is
present in the apparatus, and a conmuni cati on nodul e
wa@omplzsdsai t h t he processi ng nodul e confi gur edPCDFI2006/050383
obtain the conpatible counjgrpart application froman
out si de source in case no conpati bl e counterpart
pllication |s esent in the apparatus. .2. The . .
Fhp e apsials diamibreqaling SAThaeTBi s IeBTgion ingicates a
nefibrk PESEUrae $ron® WhidPiHedbsHp&i1e @aLihierpart BB plidtiohesrUigiate can
nodul e. 3. The apparatus of claim1 or 2, wherein the
be glowrdsadady nodul e is configured to send a command to
t he communi cation nodule to obtain the counterpart
application. 4. The apparatus of claim3, wherein the
@ MTMHY &paratus GitiHyepretedingathim, WdieR. sdid cdtitterpart application
~ apparatus of any preceding claim wherein said
is ¢orfitguned @ Rre\ide @ usey 'B’@T&% for thragecurgemodpieepr segife module
on identifier of the conpatible counterpart
apégc%l%lb@ati on. 6. The apparatus of any preceding claim
wherein said information conprises instructions on how
to install or update the required conpatible ) )
cbunther gRparalispet aay i%?ﬁeﬂ.'"QH@"é‘pM}G&ng'ﬂstthamatus is a mobile
ceding.al al Con i ndi
steBBf Rt GOl BpRiciof, bRAMIETarcthe DSer Figfads of the
modile| devace do ber used a&tseacuserhiataifacel fomdbd. seturdmodule or secure
aratus . .of any preceding claim wherein said
m@ﬁfﬁw?@?'ﬁ’ﬁ'?"appl ication is configured to provide a
user interface for the secure nodul e or secure nodul e
application. 9. The apparatus of any preceding claim
vilke rldienapparatyspel anywprecedingnelpinn ewvbergin the apparatus domprises a

nefi RIS iy ARRO T SbRl LG i fbedtE iEEhation petween an

oulsideetdritatidsdrebier and tHees@aite Infoduilesecur e

11. An apparatus comprising:

a secure module, which secure module comprises at least one secure
module application, the apparatus further comprising:

a processing module configured to obtain from the secure module
information concerning the at least one secure module application, wherein the
processing module is, based on the obtained information, further configured to
check whether a compatible counterpart application is present in the apparatus,
and

a communication module coupled with the processing module configured to
obtain the compatible counterpart application from an outside source in case no
compatible counterpart application is present in the apparatus.

12. The apparatus of claim 11, wherein the apparatus comprises an interface

for providing connectivity to the secure module.

13. The apparatus of claim 11 or 12, wherein said information comprises a
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nodul e application. 10. The apparatus of any preceding
claim wherein the apparatus conprises a near field

wa@ eovsnesosat i on nodul e for comuni cati ng i nf or nBECT/BR006/050383
bet ween an outside contactygss reader and the secure
nodul e. 11. An apparatus conprising: a secure nodul e,

nafSuBl dAB| AEANTS5n 2rch SO A Je AT Lot HoF GSBRRAELe ppunterpart
apgidytigﬁ_essi ng nodul e configured to obtain fromthe

secure nodul e information concerning the at |east one
secure nodul e application, wherein the processing

o upBbeeRE AL 30y AEeREPE A, 7 o ltRpL il formation

compRbés ahsRlictichsPioRs @bl it6 indealRRPalpdae, tedtrequired compatible
comruni cati on nodul e coupled with the processing

coyffarRast appligafoRed to obtain the conpatibl e counterpart
application froman outside source in case no
conpati bl e counterpart application is present in the
afparat apparbius dhangppecading ckinc Madi -m14] whdreinesaidt information
appar at us conPri ses an interface for provi

. . di n L
In PR 8tNSHVPIK tesourRe e%WB'ChﬂBQ|C@.mFPJ'.b'erﬁ%U%tsg%ﬁrh?Be"catlon or

up@tetde B8 ddwAloalRa, Wher el n said information compri ses
ananme or nane identifier, and version identifier of

the conpatible counterpart application. 14. The

atus of . an receding clai.m - 13, Wwherein said
R T spedretiit Bod g PRedipg bhd Ton ThoWH&Seedid; Gounterpart
ap@iicaiBA s CconfRyUred Ub' SrdviTBalsde Miedadd 96P#d secure module or
application. 715. The apparatus of any preceding claim
sequre-madyleapplieationsai d i nf or mati on i ndi cates a network
resource fromwhich the conpati bl e counterpart
application or update can be downl oaded. 16. The

AM A ApparatldNyf Sme prsbedihgcelainin1y1l- 161 whevdiartBé mpparatus is a
count er part
mobile statiopn, and said counterpart application provides for the user interface of
the mobile device to be used as a user interface for the secure module or secure

module application.

18. The apparatus of any preceding claim 11 — 17, wherein the apparatus
comprises a near field communication module for communicating information

between an outside contactless reader and the secure module.

19. A secure module comprising:
a processing element for installing at least one secure module application
into the secure module, and
a memory coupled with the processing element for storing into the secure
module information identifying, concerning the secure module application, a

compatible counterpart application.

20. The secure module of claim 19, wherein the secure module comprises an
interface for accessing the secure module from a hosting apparatus.
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application is configured to provide a user interface
for the secure nodul e or secure nodul e application.
wd 2008/0ts98appar at us of any precedi ng claim 11l -PABFI2006/050383
wherein the apparatus is aqgobile station, and said
counterpart application provides for the user
interface of the nobile device to be used as a user
interface for the secure nodul e or secure nodul e
PRI THeRdeRlire TRoddiBe ofPHANAL ¥ &F )Y wRBRSR JiHed s@b@i‘é“module
11 - 17, wherein the apparatus conprises a near fiel
compriaesi aase@mtmdne@(lm@r mogditieu rfot acheaking f tbatrea i tﬂquester has

op BBl AR PRl bR ASEMGe

el enment for installing at | east one secure nodul e
%I ication into the secure nodul e, and a nenory
|6|' [hed sgicure tfﬁ@diéieo@ésgnhgor@péﬂléﬁt clain 4Por r?é, i yherein said

infcﬁﬂgat%%c%ﬁpﬁg £ naﬂ‘ﬁé)roqarﬁérﬂg bgﬁpﬁér %qﬁgy%&%ﬁ:%ﬁti‘ﬁgr of the

Secure nodule application, a compa
compatiblerqoanterpariapplitation. 20. The secure nodul e of
claim19, wherein the secure nodul e conprises an
interface for accessing the secure nodule froma

@r?is.tz'lg{égva?%?é %Hﬁul% bf gﬁ?ﬂ%%%fé&i‘ﬁgo Megne 19f ”M'ngreln said

, erein the secure nprises a secéurit
inforneatidnn gompdtisies  instructiensiory hdvat toa instajliesrt epdates the reqwred

ComBgﬁngrl atg%r ghts to. rece| ve requested information

N-22. The secure nodul e of any
preceding claim19 - 2 1, wherein said information
conprises a nane or name identifier, and version
i e rlthef isecucd mnduI@omﬁaansblwecedlngecmt 18ppl i23at wbarein said

infGratbtingicRls ot Be el dhs@tia MrERHh R, FXdMhpdtitls uprerpart

applicatioatorlupdate bl be@loWrtoddali red conpati bl e
counterpart application. 24. The secure nodul e of any

preceding claim19 - 23, wherein said
25. The secure module of any preceding claim 19 — 24, wherein the secure

module is a smart card.

26. The secure module of any preceding claim 19 — 25, wherein the secure

module comprises a subscriber identity module.

27. A method for an apparatus capable of hosting a secure module, which
secure module comprises at least one secure module application, the method
comprising:

obtaining from the secure module information concerning the at least one
secure module application;

checking, based on the obtained information, whether a compatible
counterpart application is present in the apparatus, and

obtaining the compatible counterpart application from an outside source in
case no compatible counterpart application is present in the apparatus.
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i nformati on indicates a network resource from which

the conpati bl e counterpart application or update can
wheoodorgkpaded. 25. The secure nodul e of any pPEDEDDIG)S0383

claim19 - 24, wherein theqgecure nodule is a smart

card. 26. The secure modul e of any preceding claim 19

2orfinel aiBRdol S Ok WERRGH T30 BIRTERAR KPS0 Tame or

nafe |B@ﬁt‘iﬂé?'9aﬁd §§|“sk~t5r?|dﬁﬁﬁﬁk§reof tHe 'c%H‘mp%@iBHaf EouMEraft application.
conprises at | east one secure nodul e application, the

nmet hod conprising: obtaining fromthe secure rmdul e

2 OB ORE SRRE 2,15, o, ARl Gaid B Andl Bmprises

mstr[lf:ﬁtlir@tdrpmow/\ﬂ@t imgtalla of OlipdRite bibR eoyuilie) dMpatible counterpart
application is present in the apparatus, and obtaining

apP'H@“@Brrpatl bl e counterpart application from an outside
source in case no conpati ble counterpart application
is present in the apparatus.28. The nethod of claim
230, Twiee neathod asfdamy forecading relaionm27i sezg,awhermnosaldan&)rmatuon
identifier, and vers* on identjfier of the conpatib

indicaies a "}%WP""aiﬁﬁOPE%ﬁ rem whigh the compatibe spunietradn QPF"&at'O" or
upﬁzﬁe égp,eé@agwﬁ[yageunf ormation conprises instructions on
oW t o a

I nst update the required conpatible
counterpart application. 30. The rret hod of any

di | aim.27 - 29, wh t
R dBeGioR Bhomy B6a01B8 Sl o cn iheWDBIHAL 11§ dnethod
co&9H§é§ rpﬁé\h&lngp@ L'J§é%t inféHade FardtHee seailireb Mol lop astilire 3nodule
he neth y preceding claim?27 - 30, wherein

applit@tlnetthwgbdhpuseemt@rfam ofl the hostipgrapparatusace f or
t he secure nodul e or secure nodul e application through
the user interface of the hosting apparatus. 32. A

B, fﬁodweﬂﬁodfaﬂﬂ@inalir@ & 86cuire modulbethd ettt dsrflprising:
conpri sl ng:
|nstaII|ng at least one secure module application into the secure module,
and
storing in the secure module information identifying a compatible

counterpart application concerning the at least one secure module application.

33. A computer program stored in a computer readable medium, the computer
program comprising computer executable program code adapted to cause an
apparatus to perform the method of claim 27.

34. A computer program stored in a computer readable medium, the computer
program comprising computer executable program code adapted to cause a
secure module to perform the method of claim 32.

35. An apparatus capable of hosting a secure module, which secure module
comprises at least one secure module application, wherein the apparatus
comprises:

means for providing connectivity to the secure module;



installing at | east one secure nodule application into
the secure nodul e, and storing in the secure nodul e

wo edosozsasd on i dentifying a conpati bl e count er pBET/FI2006/050383
application concerning theqgt |east one secure nodule
application 33 A conmputer programstored in a

uter rea qedlggé the co ier gr ram
ﬁ%ﬁagﬁrfgre df‘@ ram éea SE6HE fargeRtialyeeReaining the at
Iea%ﬁéﬁé‘ s@Bureihalaleplieatiéd, vihdrelmpe By garatus icomh p’?ls'éb27

. A conmputer program stored in a conputer readabie
medmmnst fer ehepkingr tpﬂssig# amn dbapobidingd cipiigrmation, whether a

cofbfib TR RsEp A ARRAN R BRRER g AaF RS EY °

appaicahne Sof apriMiAg the BBATPaMBIcocEAREfparNAsHIicatiomiodh an outside
secure nodul e conprises at |east one secure nodul e

sowieplin €as¢ HA, CoRpRatibie courtemashapplication ippresest inhgmpparatus.
for providing connectivity to the secure nodul e; means
for obtaining fromthe secure nodul e informtion
concerning the at | east one secure nodul e application,
wherei n the apparatus conprises: neans for checking,
based on the obtained information, whether a
conpati bl e counterpart application is present in the
apparatus, and neans for obtaining the conpatible
counterpart application froman outside source in case
no conpati bl e counterpart application is present in
t he appar at us.



