
smart devices. As mobile smart devices become even "smarter" and more complex, there will be 

a greater number of possible ways for something to go wrong with them. Currently, 

troubleshooting is a labor intensive proposition for carriers, it does not produce extra sales, and it 

takes away from employee time to generate sales. 

[0016] Currently, there is not an easy and efficient way to scan a mobile smart device for 

malware and other viruses. The usual approach is to connect the mobile smart device to a laptop 

or desktop computer to perform such scans. Further, these scans must be carried out with the 

active participation of the computer user. 

[0017] Typically, when a mobile smart device is being charged, it is usually dead time with 

respect to its user being able to use the device because it is tethered to a socket or computer by a 

charging cord. Further, mobile smart devices are almost totally unusable when they are being 

charged using a charging pad. This is why many people charge these devices at night or when 

they know they do not need to use them. It would be very advantageous to be able to use the 

charging time more efficiently and conduct malware and virus scans while the mobile smart 

device is being charged. 

[0018] There is the need for a system and method that enables bidirectional trust between 

downloaded applications and the mobile smart devices onto which these applications are 

downloaded so that the mobile smart device can trust the downloaded applications are authentic 

and the downloaded applications can trust the mobile smart device is authorized to download 

them. There also is a need for an inexpensive mobile device that can be used for charging a 

mobile smart device and while charging scan and identify malware and other viruses that are on 

the mobile device. 

Summary of the Invention 
[0018a] According to a first aspect of the present invention, there is provided a computer-

implemented system for electrically charging an electronic device and seaBBHtg-condueting an 

integrity analysis scan of the electronic device fe^r4east-fflrii0ie^-^eft¥<wg'-f!!mal¥^af#)-during 

at least a portion of the time period the computer-implemented system electrically charges the 

electronic device, comprising^ 

a power source connector for connecting the computer-implemented system to a power source; 

an electrical power converter connected to the power source connector for converting the 

electrical power input to the power source connector to electrical power suitable for input to the 
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electronic device for charging an electrical power storage means of the electronic device; a 

controller for controlling operations of the computer-implemented system for at least seaming 

conducting the integrity analysis scan of the electronic device with an electronic device 

baselinefef—a^4east malware during at least a portion of the time period the computer-

implemented system electrically charges the electronic device and for sending scan results to a 

backend server and receiving updates from the backend server; a system memory connected to 

the controller for storing at least computer programs and data for at least seaaning• conducting the 

integrity analysis scan of the electronic device with the electronic device baseline fo^-at4e&st 

H3fllware—during at least a portion of the time period the computer-implemented system 

electrically charges the electronic device; a secure digital card connected to the controller for 

storing at least an operating system computer-based security programs, and on-device database 

for the computer-implemented system at least seaamaftg-conducting the integrity analysis scan of 

the electronic device with the electronic device baselinefeF-at-4east-malwafe during at least a 

portion of the time period the computer-implemented system electrically charges the electronic 

device; and an electronic device connector of the computer-implemented system for connecting 

the computer-implemented system to the electronic device for providing converted electrical 

power to the electronic device suitable for charging the electrical power storage means thereon 

and for bidirectional communications between the computer-implemented system and electronic 

device for at least seaftamg-conducting the integrity analysis scan of the electronic device with 

the electronic device baselinefef-afjeasHaaiwafe during at least a portion of the time period the 

computer-implemented system electrically charges the electronic device and providing scan 

results from the electronic device to the computer-implemented system for storage on the secure 

digital card. 

f4)0 \ &W] there is- a 

(^^makyare") using at least a-qt^f-seaH-Mlewed-by-a-^eiHp2eh«Hsiye-falj--^ean^€empfisiag^-a 

a-system-H>.emofy-60-Hfleeted4o -the- confeeller 

eeadiHetfflg-4he-qiH^g--seaii-aHd--€eH^fehensive fW-seaB-ef-^fee-eteetoaae-etevke for at -least 

iHaJwafef 
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a--se6:ai^H-€y-gitol--earf--e€m^^ for storiBg-at-4east-aEh-epefatiag-systegfr 

eemptrtef-based security-jpfegf^HSr-^d-eR-device database-fer-eeadttetrng'the quick-scan and 

eeayebeasive-full seaa-«l:4he-el^troiw4eyjee-jeF-at4eas1r4Brf^rare'raiid: 

computer-implemented system and the electronic device for conducting the quick scan and 

[0018be] According to a third-second aspect of the present invention, there is provided a 

computer-implemented method for electrically charging an electronic device and seaiming 

conducting an integrity analysis of the electronic device fef^at-teast-4fialiei©«s--softw^ 

("malware") during at least a portion of the time period the computer-implemented system 

electrically charges the electronic device, comprising the steps of: (a) connecting an electrical 

power source to an electrical power input connector of a charging/scanner device incorporated in 

a first hardware device with the charging/scanner device for spanning conducting the integrity 

analysis of the electronic device with an electronic device baselinefef-gHdwafe while electrically 

charging the electronic device, with the charging/scanner device including at least an electrical 

power converter, a controller, a system memory, a secure digital card, and an electronic device 

connector for connecting the scanning/charging device to the electronic device; (b) converting 

with the electrical power converter the electrical power input to the scanning/charging device to 

electrical power suitable for input to the electronic device for charging an electrical power 

storage means of the electronic device; (c) connecting the electronic device connector of the 

scanning/charging device to the electronic device for (1) providing to the electronic device 

converted electrical power suitable for charging electrical power storage means of the electronic 

device, and (2) establishing bidirectional communications over the connected electronic device 

connector for at least seaaaiag-conducting the integrity analysis of the electronic device with an 

electronic device baseline feF-at-teast-malwaffr-during at least a portion of the time period the 

scanning/charging device electrically charges the electronic device and receiving scan results 

from the electronic device; (d) seaaamg-eonducting the integrity analysis of the electronic device 

with an electronic device baseline and sending scan results to a backend. server and receiving 

updates from the backend server under the control of the controller the-eieetronie device for at 

ItHtHt—awiwar«—during at least a portion of the time period the scanning/charging device 
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electrically charges the electronic device according to, (1) computer programs and data stored in 

a system memory, and (2) an operating system, computer-based security programs, and on-

device database on a secure digital card; (e) receiving at the scanning/charging device aalwafe 

seaa-integrity analvsis results from the electronic device over the connected electronic device 

connector; and (f) displaying the naaiwafe-^seaRintegrity analvsis results using a status indicator 

associated with the scamiin g/ char gin gfest hardware device. 

fWtM] Aeeeffeig to a fourth—aspect ef-4be-pfeseat invention, thefe-is provided a 

fbf-aa- intemal-Betwei4rjfi#ttdiftg^t4easfc 

a frontead. server aiy-a-baekend seryeiT-with^the 

wi-tfe—fee—seaaaiag deviee-fefHFeeeiviag at least scan resafe from the scaaaing device' and 

(3-)-a-6^4ifieatieB-«Aerity-li9f^&^KffHj^tmg-eei;tificate"igfefmatioft te the-baekead-seFver 

based—EaetfaocMef determiniag • if-a eomjHrief-base-applieatreft-dewaJeadedr-by-aa-eleetf&Bie 

Bg#¥f€«ie-p«Mish6F4deBtife^tiea-4f^^ of a—specific publisheF^-dewftteadabte 
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etttfeEtsafs tie Aq- pefge|ifa¥tef-Hae|feg|f4di^~^^e-^-#TOftta9pf>-^8f^ 

-^sp5tHeB-e-paptA6a*sf^as^%efpiaAef-4e0ssid--9tp-fe-i0e<ise-tp«s4H9i-StHpje09Y EfSfO©] 

pHB-4{%) 

-:(q) dais in psijuuapi. aoiAsp oroaoeap-aq* 
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si |Bq>-jpoA\i3B-^i!maiai- 3qi qpA\ uorpspuoo arooss v, .gun^sitqc^s^-^mAop-gafBHffeefr^fi-fe) 

^spq-j^tyHtee-popeefHA^ep-eao iSB3f IB 3ip qiiA^popfaossii gopmnojiit uopeoiinnapt jgqsiyyri 

ye-^«HRiHJSjef-oaiAap •ggfEH3e9s--3tft--ffitAfr-tBe333ffi-SjfflS3£-ga^ 33iA3p Sutttiic: 

si ooiAop orocmoap ®tp JKnpqM apaiput flnp sipsej PPOS grousofoi aoiA0p groaaoos ®qt 

put? 3JOA\|PIII joj guirareos jog 93iA3p aiuoxpgp 3ip oi 33iA3p guinaeeS'ti g«feagHHee--fq) 
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agfeecfeh-qgga-^tej^^tpy«r—pafMeosss •&s&qefBf—ye-Aiiaa f&tuaitn TO UI iiopBoajspa 

o^-qyiAV •sgoipQi{d€tc' pssoq i3ffidtttee 



apptieafr&Breea^isiBg the steps of: 

(a) connecting a seaiffitiHg-deyiee-te-fee-etectronic deyiee-fep-^eafiajfig-feiHHtatwaFe-a^ 

fee-seaffiHftg-4evi.ee receiving seaa—^resirits-^h&t—indicate whether the electronic device is 

the scanning restrite-4itefeeg^^^ deterffagmg-at 

teast-ofte-eeH^wto-based application dowfyfmded-^e-^fee-eteefreftte-deviee-and the electronic 

devie«44«HMfeatieftHmformation; 

remote frora-fee-seaflfflftg-4evice, and reportrng-fe^-seafi-festtte-aa^-fee-eleetfariic deviee 

based-application and steriflg-fee-sefviee key with tfa^-applieatlef^i^ttblMief^^^ 

network-database and- sending the serviee-key-to the application. pHMistoi^efft0te-#ef&-4fee 

internaJ-ftetweite 

ffi-the-appljea&iefl--pttbfcheF-estabtishaftg-a-eoftfte6iioB—w4fe—fee-krtema^ -and 

teftstarttkig verificatiefl-fflfeHaatioB-to -the intemat-&etwefk^ifr4he-^ information 

fflefafetg-at least the electronic deviee-klen.tificati.on infomatioR-aBd-^emee-fcey7 

(g)—the internal -aetwefk—feeeivmg—the verifleatieft-iafemsaiioB—aadr-'eegyariag—the 

veftfieattenr-mfefg^i with • the-elee&eftie-deviee identifi^atieBHmlefmati^fi-aftd-s^viee-^sey 

stefed-ift-fee-Hetweriedatabase, aad-irl-fee-vefijrea&eBhiafeTOatiw 

veriSeatieahkrifeFmatieft-ofeeF-feaH-fliatehes4heRHStep-(ii)f 
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(hj-fefr4fftefgd^etwe:i:k tramsgwfe-te t lie--aj)j)li6a#ea--pgMisfaj^^ 

electronic -device Meaafieatk>H-t>as8d4RferaMieB-^H;^Ft4€e483iHsto^ 

€te¥iee-ba^^"<H^€»4:es«te--w}Heli4Befailes^-teast-4%e^lee-tome-4e^4©e45^MBpr0m.ise44l:4fee-

0-fee-pwMirshaFgfaB.tmg or eteayi&grtfae logiH-feq«est-by-fe«-electronic deviee-based on 

fee4rtates4imsaMtted by the internal network to tbe^?«Mtslw-at-step-{f^ 

[0019] Embodiments of the present invention are directed to a system and method that may 

enable users of mobile smart devices, such as cellular phones, PDAs, iPads, smartphones, mobile 

payment systems, e.g., point of sale systems (wired and wireless), mobile healthcare systems, 

handheld law enforcement systems, or other types of tablet devices, to trust download 

applications are authentic and for download applications to trust the mobile smart device onto 

which they are downloaded is authorized to download the applications. The system and method 

according to embodiments of the present invention are in part implemented through a secure 

charger that charges the mobile smart device and while charging it scans for malware 

and other viruses in the applications and the OS on the 
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CLAIMS: 

1. A computer-implemented system for electrically charging an electronic device and 

seaaaiag-cond'ucting an integrity analvsis scan, of the electronic device fer-M4east43MMeie«s 

software ("malware") during at least a portion of the time period the computer-implemented 

system electrically charges the electronic device, comprising: 

a power source connector for connecting the computer-implemented system to a power 

source; 

an electrical power converter connected to the power source connector for converting the 

electrical power input to the power source connector to electrical power suitable for input to the 

electronic device for charging an electrical power storage means of the electronic device; 

a controller for controlling operations of the computer-implemented system for at least 

implemented system electrically charges the electronic device and, for sending scan results to a 

backend server and receiving updates from the backend server; 

a system memory connected to the controller for storing at least computer programs and 

electronic device baselinefefLflt4eastHBftaiwafe during at least a portion of the time period the 

computer-implemented system electrically charges the electronic device; 

a secure digital card connected to the controller for storing at least as-operating system^ 

computer-based security programs, and on-device database for the computer-implemented 

system at least seaeaiag-conducting the integrity analysis scan, of the electronic device with the 

electronic device baselinefer-«t4eastHB-iralwa£e during at least a portion of the time period the 

computer-implemented system electrically charges the electronic device; and 

an electronic device connector of the computer-implemented system for connecting the 

computer-implemented system to the electronic device for providing converted electrical power 

to the electronic device suitable for charging the electrical power storage means thereon and for 

bidirectional communications between the computer-implemented system and electronic device 

for at least seaaaiag-cond ucting the integrity analysis scan of the electronic device with the 

electronic device baselinefeg-at-j^ast-majbyafe during at least a portion of the time period the 

computer-implemented system electrically charges the electronic device and providing scan 

results from the electronic device to the computer-implemented system for storage on the secure 

digital card. 

the integrity analysis scan of the electronic device with an. electronic device 

at least a portion of the time period the computer-
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2. The computer-implemented system as recited in claim 1, wherein the power source 

includes an external power source. 

3. The computer-implemented system as recited in claim 1, wherein the power source 

converter includes a transformer for converting alternating current ("AC") to direct current 

("DC"). 

4. The computer-implemented system as recited in claim 1, wherein the controller includes 

a computer processing unit ("CPU"). 

5. The computer-implemented system as recited in claim 1, wherein the system memory 

includes a random access memory ("RAM"). 

6. The computer-implemented system as recited in claim 5, wherein the RAM includes 

storing running program code, data, and volatile system files. 

7. The computer-implemented system as recited in claim 1, wherein the computer-based 

security programs include security analysis computer-based programs. 

8. The computer-implemented system as recited in claim 1, wherein the computer-

implemented system includes scanning for at least one from a group that includes viruses. 

malicious software ("malware") rootkits, counterfeit software, system, configuration and setting 

changes, and exploits. 

9. The computer-implemented system as recited in claim 1, wherein the computer-

implemented system includes a status indicator to indicate whether returned scan results have 

identified atatwafe-eaat least one comparison difference in conducting the baseline scan of the 

electronic device thereby indicating the electronic device is compromised. 

10. The computer-implemented system as recited in claim 9, wherein the status indicator 

includes at least one light emitting diode ("LED") light. 

11. The computer-implemented system as recited in claim 10, wherein the status indicator 

includes a liquid crystal display ("LCD") that will indicate thereon at least whether returned scan 

results have identified gMriware-eaat least one comparison, difference in conducting the baseline 

scan of the electronic device thereby indicating the electronic device is compromised. 

12. The computer-implemented system as recited in claim 1, wherein the electronic device 

includes a mobile smart device. 

13. The computer-implemented system as recited in claim 12, wherein the mobile smart 

device is selected from a group including at least cellular phones, personal digital assistants, 

tablet devices, smartphones, mobile payment systems, mobile healthcare systems, handheld law, 

and enforcement systems. 
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ftt€H|«€fe-se3n-^ scan' of the-eiectronic device for at least malware? 

a-system-flftemory cm»€H3fed4e4hm^»fi:^^ at least eejmptrteFprograms-aad 

dato-^efHseadttetift^^ gempreheasiye-ftdl scan of the' eteetfeate -device-ieF-at 

ieast malwaie^ 

a-seeafe-digital-eafd-eeftaeeted-te-the cegteeH-er-fcr storing at least-aft-eperating system^ 

eemputer-based seettrrty program&r^fi4-eft-deviee-databa&&-fef-6eBdtt6feg-the-q«iek-S€aa-aBd 

conipfebegst¥e-AH-&ean of the-eteetomB-dwietHfef^t^eagtoalware; aad 

seaa-and comprehensive-sean ofthe-eleefeeaie-device lef-at4east-iBalwfflFe-aBdrFeeei¥iH&g-s6aa 

results from tbe-efcetfenic deviee^ef-stemge-ea-^fee-seeafe-^i^ital-eafdr 

4^ The computeF4Hipteffl€n.ted. systeffi-^s^citedin-rfam-14rwbefein tlie-eefltreltef 

ieefades a'computer processing 

mefat€fes-aH^aiyofB--aee^ ("RAM"). 

compu.teF-4fB pi emente4-systeffiHas-^eeked4i^^«8^4^7jwberefflrfee4^yvj4ftd«4es 

storing nmniBg-pregram code, dkrtar-afld-vcdatil^^ 

2i~. The eempBteHimptofteated-systern as reeried-in claim 2Q^wkereifl-the-status indicator 

iaelttdes-at4east one light em:itti.?^4k?4e-PfeEiy?)4ighfe 
ii The (xjmputeF-implemeBted-systeEi as-reeited-in claim 20, wfaerein-tke-sta&is indicator 

("LGI^-tka^will indieate^hereea-atjeast-vvfeefeer-fetofted-seaft 
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142S. A computer-implemented method for electrically charging an electronic device and 

seaaaiag-conduetmg an integrity analysi s of the electronic device for at least malioious software 

("maPware^during at least a portion of the time period the computer-implemented system 

electrically charges the electronic device, comprising the steps of: 

(a) connecting an electrical power source to an electrical power input connector of a 

charging/scanner device incorporated in afirst hardware device with the charging/scanner 

device for seaaajag-conducting the integrity analvsis of the electronic device with an electronic 

device baselinefer malware while electrically charging the electronic device, with the 

charging/scanner device including at least an electrical power converter, a controller, a system 

memory, a secure digital card, and an electronic device connector for connecting the 

scanning/charging device to the electronic device; 

(b) converting with the electrical power converter the electrical power input to the 

scanning/charging device to electrical power suitable for input to the electronic device for 

charging an electrical power storage means of the electronic device; 

(c) connecting the electronic device connector of the scanning/charging device to the 

electronic device for 

(1) providing to the electronic device converted electrical power suitable for 

charging electrical power storage means of the electronic device, and 

(2) establishing bidirectional communications over the connected electronic 

device connector for at least seaaaiag-conducting the integrity analysis of the electronic device 

with an electronic device baseline fer at least roaJ^wafe-during at least a portion of the time 

period the scanning/charging device electrically charges the electronic device and receiving scan 

results from the electronic device; 

(d) seaaaiag-conductmg the integrity analvsis of the electronic- device with an 

electronic device baseline and sending scan results to a backend server and receiving updates 

from the backend server under the control of the controller the-eleetronic d-ew.ce for-at-least 

a>alwaFe~during at least a portion of the time period the scanning/charging device electrically 

charges the electronic device according to, 
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(1) computer programs and data stored in a system memory, and 

(2) an operating system, computer-based security programs, and on-device 

database on a secure digital card; 

(e) receiving at the scanning/charging device ffffljwaFe-seaaintegritv analvsis results 

from the electronic device over the connected electronic device connector; and 

(f) displaying the malware scanintegrity analysis results using a status indicator 

associated with the scanning/charging device. 

Jjp#7 The computer-implemented method as recited in claim 2# 14, wherein the status indicator 

includes at least one light emitting diode ("LED"). 

16¥h The computer-implemented method as recited in claim 3314, wherein the status indicator 

includes a liquid crystal display ("LCD") that will indicate thereon at least whether the returned 

scan results have identified ffrfwafe-eaat least one comparison difference in conducting the 

baseline scan of the electronic device thereby indicating the electronic device is compromised. 

172&r The computer-implemented method as recitcd in claim 2514, wherein the method 

includes scanning the electronic device for viruses during at least a portion of the time period the 

scanning/charging device electrically charges the electronic device. 

(a) to the electroftie 

-(b) aftHHifefftai 'network-iaetH^ffig-at-leas^ 

{4-) a-ser¥eiA3MBefa€tes~-et4east-~a4roiiten.d--^^ with 

(2) aa^fttemalH^tworie-database-eeflnected-te-tfae -frontend server aad 

badeeH4-sePfteF4er storiag-at4east-custom^'inf0miati^H^te6ti:efH€-de¥i€e-mformationT-aR4-seaa 

Feseltsj 
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(Pi 
baekend sen-^gHin^eertlfleat^^ to the scanning deviee4brott^b-fee%adk^d-setv^-fef 

{4} aa-aatheatiea£ien means for controlling aatheatieated-eeBMBaeleatieas 

34i The computCT-based-system-a&HFeeitcd in claim 30. whereia-fee-wifeless-eeaaeetiea 

32-. The computer-based -system-xis recited m claim. 31, wh-ereia. the seaaaiag-deviee-eenaeets 

•The' coroputer-baseekyyateffF^^ wherein 

»efades-at least a customer iMfeffflfltiea-databaseT-aa-etee&eaie-device informatiea-databasej-aad 

a-seaa-database. 

3&-. The-eeayatef-based system a&HFeeited4Bheteifi^ji4r;vvji^!^fl-tbe-eastomer infomiatioa 

database4s-feF-steriag-oustomer infeaaatiea4ha^iaehides-afc4easHnforination associatiag-a 

jMemai-«etwefl 

3^ Ae-e€HB{wteiM^as«d-systeig-^&-f^0tte€^ wherein for eaeh-eleeteeaie-device 

sapperted-by-tke4aternal network, tfa^-efegteeftieTty^ includes atleasfc-the 

etectroni-e-devie&r 
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O Q 

eeapatoiM^as^d^^ in claim 38, wbafeie-lbe-sean database mehades 

€fevi€%~a4is^&fjiA€S~«y-^^ electronic device, a-tirae-aftd-date of each sea^^a^d-a 

type-ef each, sea&r 

4h A-eemptrter-based method fbr deteirmfflag4f:^r€^aptttaF-base-appM€attefl-de^q;:tleaded: 

eeraprisffl^the steps- of: 

(a) pttbMsbers of downloadable coH^yatef-based-appfeeations transmittrng-te-aa 

Brtemaj-ftetwork publisher identificatieB4afemtatiea-6MF-eaehr of a specific pubfeka^s 

MeB#fiaation4i].form.ation in aa4atemal-aetw^k-datebas<»-associated with 

{b) cei»eet»g-a-seaaflm^4e¥t€fr4e-the electronic deviee4er-seaBMftg4je*^^ 

eeiapfemsed by having malware the?e€»^«Hae^eefflpfeffffi^ free of HM^warer-gHd-the 

be-sefflming-deviee-estabfahjflg-ar-seettfe-eeBReetion with the iateHMl-ftetwef 

tihe electronic device identified in step-fb)t 

step (c) and. timsHattieg4e4he-seaafflrag-de¥tee4be-pt»bMshiaHdentifi cation infoHeatieB-felated 
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from the interaal. network database with publisher ideBtification BrferoMk«^-ass^ 

at4east-eae-eempateF-basad-a^faatk)a-dewgteaded4e-#te-electronic device identified in step 

(b) and if the- pabti-sher identification information matches deteroiaing the-at4east-eae 

eefg|»tet4>ased^pptieatk»-dewntead«d4e4be-eleetf:eHic device4dentified in step (b) is a 

4Or. Tbe-eomputer-based method as recited in claim 41, whereift-eeeneetffig-fee-seaMHftg 

eleetfeaie-deyiee-using an 802.-11 radio frequency ("•Ri?"j'€orLBeeti«B-eiFBteetee#^^eBfieettefiT 

4§i scanning device 

connects to the inteiaalHHgtweri!efei:BB^^fee^wH:elessrjflteffiet-connection of-the-eteetreaie 

d«vieer 

48^ A-^effip:HteF-basedHHaetbed-fef-detefminiiig -if a - ee«y«tef4Mjfw»~ap]^^ 

{ft) connecting a scanning device4e4h#^teetfeBte-device for scanning for malwafe 

afid-fee-seaaning de\ie^€6gma^-seai:H;esrfts4bgMRdi€ate^¥hefeertb^-electronic device is 

de¥iee4detttiSealiefi4B6>metiefi^ 
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the seaaaiag-4e¥tee-€stabfaMag-a-seeiH:e-eeaH«etief^wi#i-aB-iKt^aai-Hetw^ri!e 

that4s-remote from the-seamaig device, aBtd-feporting th«-seaflHFes«ks-QR4 the-ekHstfenie-deviee 

{e) the4Bte¥taJ-B«tw6^ resttks-and-etee&6fti6-de¥i€e4deflti£eatieft 

informatiefHfl-a-ttetwork database ajy-^sse-eiate^-feefewMi-appfeaMeB-f^ 

fef-tbe at least one compttter-based application downloaded-te-the-eleeteefiie-deviee; 

ke-mtemal network generatiftg-arsepreee-key-felated^e-tke-ai-ieasfeae-eefflptrteF' 

kased-appMcation afld-stoi4B|t4fa€Hj^^ the applieatieB-pttbiisher informatiesHm-ihe 

network database-aftd-sending the service-key-to the 

(f) tlMH3pf4kMiti*>fFpiMiAjr-estaMisiH^^ and 

tfaftSfflitfag-verifica^iefi4HfetmatieH-:te-:the"intfflmfll--network, with the verification infonBation 

(g) the-mtemal network rec«¥¥4»g-fe€H^fMk3a#eB4Hfemff^^ 

(ir) to-fee-application •• publisbertbalr-a-yerifi catioft 

/;i fj; o .,h. o o _ £& *. 

0 the mteHml~»3twefk4faf:ifmrtfeigH6-4faeHyp^^ 

eempromised-4f4he electronic device-jflefaAes-xtlr4eas4HiM}ware-#tefee^ 

the-eteefrenic device does net-iftelude at least-taaiware thereon; and 
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4#r agrecited4B"<yag&-4l)Tj^faef^^ 

fee-application pttblishgrte-ferobmit the electretae-devi^e^digvtijieatiei^iBfeffiatieH-^ftd-se^yiee 

key-a-pfedetermifted. nura-beiHrffeB^^ verificatteft-pfeeess-eadsr 

•&Q-. The computer based method as recited-m- claim. 4%-whm?in-step-fh)4fKfo€les-peH^ 

fee-applieation publisher to FesttbH#Hb#^feete).nic device^deatifieatiet^fefeHnatieft-aacl-semee 

f4_ Pbt-- computer-based iiwtlw#-as^eetted4fl claim'4^y-wh^feifl4he-states-ef4he-eteetFeHie 

seanned within at least one (l)'day. 

33r. ¥he-eeffl.puteF-based^aefeod as^eite€t4»--ekM:iHH--r^¥te:€Hffi^^ 

54: i^s-eefapatoMaase^^ in claim-48, wherein the appfeeatkM-pabbsbeF 
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