smart devices. As mobile smart devices become even "smarter" and more complex, there will be
a greater number of possible ways for something to go wrong with them. Currently,
troubleshooting is a labor intensive proposition for carriers, it does not produce extra sales, and it
takes away from employee time to generate sales.

[0016] Currently, there is not an easy and efficient way to scan a mobile smart device for
malware and other viruses. The usual approach is to connect the mobile smart device to a laptop
or desktop computer to perform such scans. Further, these scans must be carried out with the
active participation of the computer user.

[0017] Typically, when a mobile smart device is being charged, it is usually dead time with
respect to its user being able to use the device because it is tethered to a socket or computer by a
charging cord. Further, mobile smart devices are almost totally unusable when they are being
charged using a charging pad. This is why many people charge these devices at night or when
they know they do not need to use them. It would be very advantageous to be able to use the
charging time more efficiently and conduct malware and virus scans while the mobile smart
device is being charged.

[0018] There is the need for a system and method that enables bidirectional trust between
downloaded applications and the mobile smart devices onto which these applications are
downloaded so that the mobile smart device can trust the downloaded applications are authentic
and the downloaded applications can trust the mobile smart device is authorized to download
them. There also is a need for an inexpensive mobile device that can be used for charging a
mobile smart device and while charging scan and identify malware and other viruses that are on
the mobile device.

Summary of the Invention

[0018a] According to a first aspect of the present invention, there is provided a computer-
implemented system for electrically charging an electronic device and scanning-conducting an

it

integrity analysis scan of the electronic device {orat-least-matictous—seftware abware’-during

at least a portion of the time period the computer-implemented system electrically charges the
electronic device, comprising:

a power source connector for connecting the computer-implemented system to a power source;
an electrical power converter connected to the power source connector for converting the

electrical power input to the power source connector to electrical power suitable for input to the



electronic device for charging an electrical power storage means of the electronic device; a
controller for controlling operations of the computer-implemented system for at least seannine

conducting the Integrity analvsis scan of the electronic device with an clectronic device

baselinefos—atJteast—meabware during at least a portion of the time period the computer-

implemented system electrically charges the electronic device and for sending scan results 10 a

backend server and receiving updates from the backend server; a system memory connected to

the controller for storing at least computer programs and data for at least seanning-conducting the

inteoritv analysis scan of the electronic device with the electronic device baseline for-at-teast

mabware—during at least a portion of the time period the computer-implemented system
electrically charges the electronic device; a secure digital card connected to the controller for
storing at least as-operating system computer-based security programs, and on-device database

for the computer-implemented system at least seannins-conducting the integrity analysis scan of

the electronic device with the electronic device baselinefor-atteast-mabware during at least a

portion of the time period the computer-implemented system electrically charges the electronic
device; and an electronic device connector of the computer-implemented system for connecting
the computer-implemented system to the electronic device for providing converted electrical
power to the electronic device suitable for charging the electrical power storage means thereon
and for bidirectional communications between the computer-implemented system and electronic

device for at least seamning—conducting the integrity analysis scan of the electronic device with

the electronic device baselinefer-at-least-mabware during at least a portion of the time period the

computer-implemented system electrically charges the electronic device and providing scan
results from the electronic device to the computer-implemented system for storage on the secure

digital card.
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[0018be] According to a third-second aspect of the present invention, there is provided a
computer-implemented method for electrically charging an electronic device and seannipg

conducting an intecrity analysis of the electronic device for—at—teast—makicious—software

mabware’s—during at least a portion of the time period the computer-implemented system
electrically charges the electronic device, comprising the steps of: (a) connecting an electrical
power source to an electrical power input connector of a charging/scanner device incorporated in

a first hardware device with the charging/scanner device for seannine-conducting the integrity

analvsis of the electronic device with an electronic device baselinefesmabware while electrically

charging the electronic device, with the charging/scanner device including at least an electrical
power converter, a controller, a system memory, a secure digital card, and an electronic device
connector for connecting the scanning/charging device to the electronic device; (b) converting
with the electrical power converter the electrical power input to the scanning/charging device to
electrical power suitable for input to the electronic device for charging an electrical power
storage means of the electronic device; (c) connecting the electronic device connector of the
scanning/charging device to the electronic device for (1) providing to the electronic device
converted electrical power suitable for charging electrical power storage means of the electronic

device, and (2) establishing bidirectional communications over the connected electronic device

electronic device baseline for-atteast-mabware-during at least a portion of the time period the

scanning/charging device electrically charges the electronic device and receiving scan results

from the electronic device; (d) seansire-conducting the integrity analysis of the electronic device

with an electronic device baseline and sending scan results to g backend server and receiving

updates from the backend server under the control of the controller the-electronic—device-forat

cast—snabware—during at least a portion of the time period the scanning/charging device

4b



electrically charges the electronic device according to, (1) computer programs and data stored in
a system memory, and (2) an operating system, computer-based security programs, and on-
device database on a secure digital card; (e) receiving at the scanning/charging device salware

sean-nteoritv analvsis results from the electronic device over the connected electronic device

connector; and (f) displaying the mabware-seanintegrity analysis results using a status indicator

associated with the scanning/charving$
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[0019] Embodiments of the present invention are directed to a system and method that may
enable users of mobile smart devices, such as cellular phones, PDAs, iPads, smartphones, mobile
payment systems, e.g., point of sale systems (wired and wireless), mobile healthcare systems,
handheld law enforcement systems, or other types of tablet devices, to trust download
applications are authentic and for download applications to trust the mobile smart device onto
which they are downloaded is authorized to download the applications. The system and method
according to embodiments of the present invention are in part implemented through a secure
charger that charges the mobile smart device and while charging it scans for malware

and other viruses in the applications and the OS on the
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CLAIMS:

1. A computer-implemented system for electrically charging an electronic device and
seapmre-conducting an integrity analvsis scan of the electronic device feratleast-maliciouns

sotbware-Cmalware™-during at least a portion of the time period the computer-implemented

system electrically charges the electronic device, comprising:
a power source connector for connecting the computer-implemented system to a power
source;

n clectrical power converter connected t
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electrical power input to the power source connector to electrical power suitable for input to the
electronic device for charging an electrical power storage means of the electronic device;
a controller for controlling operations of the computer-implemented system for at least

seanmine-conducting the integrity analvsis scan of the electronic device with an electronic device

baseline for-atleast-malware-during at least a portion of the time period the computer-

implemented system electrically charges the electronic device and for sending scan results to a

backend server and receiving updates from the backend server;

a system memory connected to the controller for storing at least computer programs and

data for at least seanming-conducting the integrity analvsis scan of the electronic device with the

electronic device baselincforatleastsnabware during at least a portion of the time period the

computer-implemented system electrically charges the electronic device;
a secure digital card connected to the controller for storing at least an-operating system,
computer-based security programs, and on-device database for the computer-implemented

system at least seanning-conducting the integrity analvsis scan of the electronic device with the

electronic device baselineferat-leastmalware during at least a portion of the time period the

computer-implemented system electrically charges the electronic device; and

an electronic device connector of the computer-implemented system for connecting the
computer-implemented system to the electronic device for providing converted electrical power
to the electronic device suitable for charging the electrical power storage means thereon and for
bidirectional communications between the computer-implemented system and electronic device

for at least seanmine-conducting the integrity analvsis scan of the electronic device with the

electronic device baselinefor-atleast-mabware during at least a portion of the time period the

computer-implemented system electrically charges the electronic device and providing scan
results from the electronic device to the computer-implemented system for storage on the secure

digital card.
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2. The computer-implemented system as recited in claim 1, wherein the power source
includes an external power source.

3. The computer-implemented system as recited in claim 1, wherein the power source
converter includes a transformer for converting alternating current (“AC”) to direct current
(“DC™).

4. The computer-implemented system as recited in claim 1, wherein the controller includes
a computer processing unit (“CPU”).

5. The computer-implemented system as recited in claim 1, wherein the system memory
includes a random access memory (“RAM™).

6. The computer-implemented system as recited in claim 5, wherein the RAM includes
storing running program code, data, and volatile system files.

7. The computer-implemented system as recited in claim 1, wherein the computer-based
security programs include security analysis computer-based programs.

8. The computer-implemented system as recited in claim 1, wherein the computer-

implemented system includes scanning for at [east one from a group that includes viruses,

malicious software (“malware’) rootkits. counterfeit software. svstem configuration and setting

changes. and exploits.

0. The computer-implemented system as recited in claim 1, wherein the computer-
implemented system includes a status indicator to indicate whether returned scan results have

identified mabware-onat least one comparison difference in conducting the baseline scan of the

electronic device therebv indicating the electronic device is compromised.

10. The computer-implemented system as recited in claim 9, wherein the status indicator
includes at least one light emitting diode (“LED”) light.

11. The computer-implemented system as recited in claim 10, wherein the status indicator
includes a liquid crystal display (“LCD?) that will indicate thereon at least whether returned scan

results have identified srabsare-onat least one comparison difference in conducting the baseline

scan of the electronic device therebv indicating the electronic device is compromised.

12. The computer-implemented system as recited in claim 1, wherein the electronic device
includes a mobile smart device.

13. The computer-implemented system as recited in claim 12, wherein the mobile smart
device is selected from a group including at least cellular phones, personal digital assistants,
tablet devices, smartphones, mobile payment systems, mobile healthcare systems, handheld law,

and enforcement systems.
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1425 A computer-implemented method for electrically charging an electronic device and

seapming-conducting an infeerity analysis of the electronic device for-at-teastmatictous-sottoare

during at least a portion of the time period the computer-implemented system

electrically charges the electronic device, comprising the steps of:
(a) connecting an electrical power source to an electrical power input connector of a
charging/scanner device incorporated in a first hardware device with the charging/scanner

device for seanning-conducting the integrity analvsis of the electronic device with an electronic

device baselineformabware while electrically charging the electronic device, with the

charging/scanner device including at least an electrical power converter, a controller, a system
memory, a secure digital card, and an electronic device connector for connecting the
scanning/charging device to the electronic device;

(b) converting with the electrical power converter the electrical power input to the
scanning/charging device to electrical power suitable for input to the electronic device for
charging an electrical power storage means of the electronic device;

(©) connecting the electronic device connector of the scanning/charging device to the
electronic device for

(1 providing to the electronic device converted electrical power suitable for
charging electrical power storage means of the electronic device, and
2) establishing bidirectional communications over the connected electronic

device connector for at least seannme-conducting the integrity analysis of the electronic device

with an electronic device baseline foratteastmabware-during at least a portion of the time

period the scanning/charging device electrically charges the electronic device and receiving scan
results from the electronic device;

(d) seapring-conducting the inteprity analysis of'the electronic device with an

electronic device baseline and sendine scan resulis to a backend server and receiving updates

from the backend server under the control of the controller the-electronie-deviceforat-least

matware-during at least a portion of the time period the scanning/charging device electrically

charges the electronic device according to,
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(1) computer programs and data stored in a system memory, and

(2) an operating system, computer-based security programs, and on-device

database on a secure digital card;

(e) receiving at the scanning/charging device smatware-seanintegrity analvsis results

from the electronic device over the connected electronic device connector; and

63} displaying the mabware-seanintegrity analvsis results using a status indicator

associated with the scannine/charcing device.

1526 The computer-implemented method as recited in claim 2514, wherein the status indicator

includes at least one light emitting diode (“LED™).

1627, The computer-implemented method as recited in claim 2514, wherein the status indicator
includes a liquid crystal display (“LCD”) that will indicate thereon at least whether the returned

scan results have identified ssabware-onat least one comparison difference in conducting the

baseline scan of the electronic device thereby indicating the electronic device 18 compromised.

1728; The computer-implemented method as recited in claim 2514, wherein the method
includes scanning the electronic device for viruses during at least a portion of the time period the

scanning/charging device electrically charges the electronic device.
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