Keypad Security Device The present invention rel ates
to data entry keypad security and in particul ar,

wo b@agioeadt excl usively, to the security of darer/eBreoy/001118
keypads fitted to ATMs (Automated Tel |l er Machi nes),
retail Chip and PIN (Personal Identification Nunber)
EPCS (El ectronic Point O Sale), systenms and PEDs (PIN
Entry Devices). In recent years1 t here has been an
increase in crime related to the fraudul ent use of
cash cards to withdraw noney from ATMs. In order to
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obtain details of a | egKeynadiSecupityDevicash car d
together with the PIN needed to activate the card.
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According to the present invention there is provided a keypad security device
20  comprising an enclosure having a viewing aperture and an access aperture, the
enclosure at least partially surrounding a keypad such that the keypad is viewable
through the viewing aperture and accessible by a user through the access aperture,
the viewing aperture including a security pane arranged so as to permit the keypad
to be viewed clearly from the point of view of a user of the keypad and to prevent
25  the keypad from being viewed from the point of view of a person other than the

user, wherein the security pane includes a refractive lens.

According to another aspect of the present invention there is provided a keypad
security device comprising an enclosure having a viewing aperture and an access

30  aperture, the enclosure at least partially surrounding a keypad such that the keypad



security device conprising an enclosure having a

viewi ng aperture and an access aperture, the enclosure
wa@eooraawsss partially surroundi ng a keypad such POEGBRIVE/001118

keypadi s vi ewabl e through the view ng aperture and

accessi ble by a user through the access aperture, the

vi ewi ng aperture including a sgcurity pane arranged so

as to permt the keypad to be viewed clearly fromthe

poi nt of view of a user of the keypad and to prevent

the keypad from being viewed fromthe point of view of

a person ot he t he user, wherei ecurity
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security pane arranged so as to pern1t the keypad to
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150mm The curving of the security pane furthernore
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light sources around or above the device are reduced. The pane is curved
20  outwardly with respect to the keypad. In a preferred embodiment, the pane is
curved about an axis which lies laterally with respect to the orientation of the
keypad. The radius of curvature of the security pane may be in the range of
100mm to 500mm. More specifically, the radius of curvature may be in the region
of 100mm to 200mm. The radius of curvature may be in the region if 110mm to
25  150mm. The curving of the security pane furthermore provides better hand access
for the user and reduces the possibility of the user contacting the security pane with

their knuckles.

The keypad enclosure shields the keypad and prevents the keystrokes made by the

30  user from being observed. The security pane enables a user to observe the keypad



for the user and reduces the possibility of the user

contacting the security pane with their knuckles. The
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keystrokes nade by the user from being observed. The

security pane enables a user to observe the keypadboth

before and during use but prevents a person standing
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In one embodiment the security pane may comprise a lens which in use alters the

20  view of the keypad observed by a user when viewing the keypad through the pane.
In a preferred embodiment the lens is a magnifying lens. The lens preferably has
the ability to both magnify or distort what is viewed therethrough depending upon
the angle of the line of sight through which the lens is viewed . The lens preferably
has a refractive index of between 1.3 and 1.8. More preferably the lens has a

25  refractive index of between 1.4 and 1.7. The lens may have a refractive index of
between 1.45 and 1.65, or, alternatively, have a refractive index of between 1.47
and 1.61. In one embodiment the lens may be manufactured from acrylic and have
a refractive index of between 1.47 and 1.51. Alternatively, the lens may
manufactured from vinyl chloride and have a refractive index of between 1.52 and

30 1.56. In a further embodiment the lens may be manufactured from polyethylene



has a refractive index of between 1.3 and 1.8. Mre
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between 1.45 and 1.65, or, alternatively, have a

refractive index of between 1.47 and 1.61. In one
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and have a refractive index of "between 1.47 and 1.51.
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a t exdhelens apyyl beed fresmel Isas suthe dike t Hag woh ftesnch ddrisay mtended to

desi r g\der #eq?e%% htlﬁ{h?% h?&tu?y@l’ &I %rth?c' gdl’ﬁ:l%? thgéﬁf ‘{o a%ﬁ’l?\?e desired

lens Is forne e pro SIOI’]
Concemagel ad:tegnmovll‘asactqmsﬁlcsa Thh életnebtenpisdbﬂnc@fby a the provision of a

1105e PREGTDLY PR roni tbh 5 SBecfor B AR el et e
pi t chpiteH oft the gepopeveEherbyis ayibe it e mageos 00 1nfin Q2 0106, The
s P o6 SFeEvg PR P50 SRR o QP P Qg s Prefered

appr embadigent Malrdoh& FithetlbnsahaytHage 8 pmaw&rwhh b. oztﬁ]ﬂe Newill be
upon t he desired gﬁgnlflcatlon and clarity o

| ens aPRTecigtpq thatfhe piirheaf theggepveh|tl derendynoa th %%n%a%ﬁcatwn

A5t Chnd B8Mkyto theders! GOKBIbeluABerSBENInkI 6 fihdFBgve @i JildR then the
ot her hand, a coarser groove pitch provides better

magnitfeicgst thsrmagnitiefl dmags, <P thether haitge 3 EPYPAT YOV REch provides

text geg %&hﬁﬁ%@h@@ Qle &t QUB#HY. i mage alteration
character:??%?ll cs of p g}%s ev\h?lgﬁéeresﬁ}ft fromthe shape
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The texture may enhance and/or complement image alteration characteristics of a

20  lens which result from the shape of the lens. The pane may be provided with a
plurality of lenses each of which may be aligned with one or more of the keys of the
keypad. The security pane may include an image which permits the keypad to be
viewed therethrough along the viewing axis or corridor but which obscures the
keypad when viewed along an axis not aligned with the viewing axis of falling

25  within the viewing corridor. The image may be provided on or in the security pane.
For example the image may be etched or otherwise applied to a surface of the
security pane. Alternatively the image may be embedded within the security pane.

In such an embodiment the image may be a holographic image.



plurality of |enses each of which may be aligned with

one or nore of the keys of the keypad. The security
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be vi ewed therethrough along the viewi ng axis or
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The enclosure may comprise a wall arranged so as to at least partially surround the
20  keypad. The enclosure may alternatively comprise a plurality of walls arranged so
as to at least partially surround the keypad. The access aperture may by defined by
an aperture provided in the wall or one of the plurality of walls. Alternatively the
access aperture may be defined by a gap or space provided between two walls. The
or each wall may be provided with a window arranged so as to permit light to enter
25 the enclosure while preventing the keypad to be viewed therethrough. The window
preferably includes glazing pane which is translucent, frosted, opaque or otherwise
treated so as to prevent the keypad to be viewed therethrough. The or each wall
may be a wall of a base to which a keypad is attached or mounted. In such an
instance the security pane may be contained within a member which is mountable

30 to the or each wall.



keypad. The enclosure nmay alternatively conprise a
plurality of walls arranged so as to at | east
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by defined by an aperture provided in the wall or one
of the plurality of walls. Alternatively the access
aperture may be defined by a g%p or space provided
between two walls. The or each™wall may be provi ded
with a wi ndow arranged so as to permt light to enter
the enclosure while preventing the keypad to be vi ewed
t her et hrough. The wi ndow preferably includes gl azing
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Preferably the view ng aperture is aligned with a
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the keypad. According to a further aspect of
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aperture, the enclosure at least partially surrounding a keypad such that the keypad

20 is viewable through the viewing aperture and accessible by a user through the
access aperture, the viewing aperture including a security pane arranged so as to
permit the keypad to be viewed clearly from the point of view of a user of the
keypad and to prevent the keypad from being viewed from the point of view of a
person other than the user, wherein the security pane includes a refractive lens and

25  the security pane is pivotably mounted to the enclosure.

In such an embodiment the security pane may be pivotable between an operative
position whereupon it overlies the keypad, and a non-operative position whereupon

the pane does not overlie the keypad. The security pane may be carried by a visor



security device conprising an enclosure having a

viewi ng aperture and an access aperture, the enclosure
wa@eooraawsss partially surroundi ng a keypad such POEGBRIVE/001118

keypad is viewabl e through the view ng aperture and

accessi ble by a user through the access aperture, the

vi ewi ng aperture including a s&curity pane arranged so
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pane with their knuckles. Enbodi nents of the present
invention will now be described with reference to the
acconpanyfiBgredr 8V BaSpdchiveMicGNrodria8bWeant foSor side of a security

perspective view from above and to _one side of a
secu plpqlcg,sule device according to the present invention;

Figure 2 is a side view of the device of figure 1;
20 Figure 3 is a top plan view of the device of figure 1;
Figure 4 is a rear view of the device of figure 1;
Figure 5 is a perspective view from below and to one side of the device of
figure 1 with a lens carrier removed;
Figure 6 shows a side view of the alignment of a security pane of the device
25  offigure 1 with a keypad;
Figures 7 to 10 show views of a keypad through the security pane of the
device;
Figure 11 is a perspective view from above and to one side of an alternative
security enclosure device according to the present invention with a visor of the

30  device retracted;



encl osure device according to the present invention;

Figure 2 is a side view of the device of figure 1;
wo2@aneedsis a top plan view of the device of PECTGB2001/001118

Figure 4 is a rear view of the device of figure 1;

Figure 5 is a perspective view from bel ow and to one

side of the device of figure 1 with a lens carrier

renmoved; Figure 6 shows a si de8view of the ali gnment

of a security pane of the device of figure 1 with a

keypad; Figures 7 to 10 show vi evvs of a keypad through

the security pane of the device; ure 11 is a )

per spect | VgWgi s far Bspaeibigevian ot thy ‘gﬁ’Y@esqfdcguﬁ 1 pyith the visor

al t eggasjede security enclosure device according to the

present invention with a visor of the device

retract edFIEPrgu]r3els rofurtherapesipeafiye ctiew ef theedqvise of Higure 11 with a

devi g‘(?y tftdcgwe 11 with the visor deployed; Figure 13
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accordi.n sent invent

Pt n Bt RecsriS AEBRE nlocBprife BB MER I i a visor
per spemt dandcerdeplyéd;om above and to one side of the
security Figure 18 is a perspective view from above and to one side of the security
enclosure device of figure 17 with a PED unit in place and the visor retracted;
Figure 19 is a perspective view of the visor of the security enclosure device
15  of figure 17 without the inner and outer bezels or lens fitted.
Figure 20 is a perspective view of an inner visor bezel of the security
enclosure device of figure 17;
Figure 21 is a perspective view of the visor of the security enclosure device
of figure 17 with the inner bezel fitted;
20 Figure 22 is a perspective view from the front and above of the base, PED
unit plate and mounting post of the security enclosure device of figure 17;
Figure 23 is a perspective view from the front and above of the PED unit
plate of the security enclosure device of figure 17; and
Figure 24 is a perspective view from the front and above of the base of the

25  security enclosure device of figure 17.

Referring firstly to figures 1 to 5 there is shown a security enclosure device
according to the present invention and generally designated 10. The enclosure
device 10 is configured for use with a keypad of an ATM. The enclosure device 10

30  comprises an enclosure having a pair of spaced side walls 12 joined by a bridging



encl osure device of figure 17 with a PED unit in place
and the visor retracted; Figure 19 is a perspective
wo@w1of63t he vi sor of the security encl osure drT/CB2@f7/001118

figure 17 without the inner and outer bezels or |ens
fitted. Figure 20 is a perspective view of an inner

vi sor bezel of the security englosure device of figure

17; Figure 2 1 is a perspective view of the visor of

the security enclosure device of figure 17 with the

i nner bezel fitted; Figure 22 is a perspective Vi ew

fromthe front ve of .the base, ni
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per SRRG ind&n¥ibsMe fif Afed Berfd RiYpadNATRO BNGosafe ddVRebRSRiay be
of the security enclosure device of figure 17,

Ref empivigptyred 8 |aysipgle friepgritesn fromp astopgheped plastigyofpferal by a
sec uﬁlbﬁlﬁmg %%f%%{{ eAﬁ%}{étﬁglggﬁfg%?ﬂgﬂge L&k o fﬁﬁf $€ Manufactured

i nventi on genera 10. The encl osure
devi frem beetdl suchmsfaluguinisoh dlloy by g sasiing kperaticay P sefuriginpane may

ATM %%o%@&'te%s o thqeé/ g%@uréodu\%ggﬁ‘é&ﬁ@ﬁ% "ﬁﬂargog.c Lzsﬁéafﬁﬁlvely the

hav |ng a space ol ne

bri dgpcmijp parte roay bedetrofitte itonthe lmecldsmieddjieniy hgsdreen manufactured.
ere is provided a viewing aperture 16 into which a

ecurity pane (not shown) nay be retained. The walls

12 amikk hfcﬂc;igﬂengzvtce roiiefurder gedvided veith aphessy aﬁispacaal doles 20

encl oY ERpeBarntay. Tl e Hab Bin o fp Mirounded by
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a castin (g operation. The security pane may be
i ncokgyBrdbedg Yive heethenelosur e during noul di ng

thereof. Alternatively the

It will be appreciated that the walls 12 and bridging portion 14 define another
additional access aperture 22 on the opposite side of the enclosure device 10 to the

20  first aperture 18. On certain configurations of ATM the slot through which bank
notes are dispensed is positioned in front of and slightly above the keypad. In such
a configuration a user is able to take the bank notes dispensed with the same hand
as that used to input their PIN to the keypad. The provision of the additional access
aperture 22 enables a user to reach the banknotes while the enclosure device 10 as a

25  whole shields the slot through which they are dispensed and thus prevents them
from being snatched by a person other than the user of the ATM.

The enclosure device 10 may be moulded from a translucent plastics material
which permits a degree of light transmission therethrough while at the same time

30  not permitting the keypad to be viewed through the walls 12 and bridging portion



security pane may be retrofitted to the encl osure

after it has been manufactured. The encl osure device
wQaoo7a1deas t her provided with a plurality of speRCEAEB2007/001118

hol es 20 around the view ng aperture 16. The holes 20

let Iight into the space surrounded by the encl osure

device 10 while not permtting, the keypad to be

directly viewed therethrough. ch hole 20 is at |east

partially defined by a wall or tubular extension 2 1

whi ch extends into the interior of the enclosure 10 to

prevent the ATM keypad bein ewed therethrough. |t )
Wi 1% SUEpPiBg; he g epriie iéu 1be fensipeent, Prta%' ?fgtlhe plastics
por t RRrikFendBltd £ 8seRBPbMRAtorA dhd ADRRb reHaf S iR RS/iibE, Buch as a
22 on the opposite side of the enclosure device 10 to
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bank ;nal-es %ééﬁ%&ﬁg %anﬁb%o?gﬂgedﬂand as that used

to i nput t elr eypad. “The provision of the
addi ti onal access aperture 22 enables a user to reach

Lhe BACEAALES, dhideol ey BORlARM f HRAER HOaR S froblioh Gicine

shi el e slot throu are

t hus mparev elntthe tihkodihesrshiven thy lewert ige 84 oy ea:hpeerlls this provided
her .t han. t he er. .of the IM . The enc osur e devi

1" mayho@OniRadd Yl ko Bl (oRe TR thEnRg o fap
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th at. t ti i
oypd 1PSELRER DAL Ao Bn AR TN e et o (iif i
por t spRdphiasininymeind gndyletend.ewi ng aperture 16. The

translucent nature of the plastics nmaterial enables a
user or operator of the ATMto readily see if

apyt pigheh 5 SHGH adBouting Rt U8 Wh&ﬂﬂ?fl@ablé"@&h@&%[bsure dev1ce 10 to
attached to the inner surface of the encl osure.

i nneFelA e SECWALY oRang B the Vieydng aPerwiP Aidi theotsame ;28 rf@rresponds

t ext WiRBn8Myas tHRKRph tof Hef ‘ﬁlb@iﬂ% tapEi@ire 36 dete GRNRUBNIsGRovided
a mni ature canera Fo be attached thereto. For

exampith,a RIHELY T droiadionn 3R e/hish arhecailo Burampieyeney recesses
ri bbasl ,Ryvidel 49@8 the enclosure device 10. The frame 28 is further provided with

20  a pair of extensions 34 each of which is provided with an aperture 36. When the
frame 28 is in position around the viewing aperture 16, the extension apertures 36
align with fastener apertures 38 of the enclosure device 10. The frame 28 is
retained in place by the provision of threaded fasteners 40 extending through the
apertures 36,38, with the security pane being retained between the frame 28 and a

25  lip 42 extending around the viewing aperture 16 on the interior side of the enclosure

device 10.

The presence of the frame 28 ensures that it is relatively simple for the security
pane to be removed and replaced in the event that the pane becomes damaged or

30 broken. In a preferred embodiment the threaded fasteners have a non-standard head



The encl osure device 10 may be nounted to the ATM by
any appropriate fixing neans. In the enbodi nent shown

wo b@7ioses edge 24 of each wall 12 is provi dedrP¢i/GB2007/001118
projections 26 which extend through correspondi ng
apertures of the ATM The projections 26 may be
threaded so as to receive nuts_ thereupon.
Al ternatively, the | ower edge bla of each wall 12 may
be provided with a flange through which appropriate
fixing nmeans may extend. Figure 5 shows a nounti ng
frame 28 which ji.s fittable to the enclosure device. 10
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the view ng aperture 16. The frame 28 is provided with
a pl SFCHYPPSf proj ections 30 which are receivable in
conpl ementary recesses 32 provided within the
encl osure device 10. The franme 28 is further provided
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ing r | N n.the fr 2 nd a.lip .42

0 clbsi SRR SEnd Pl D alitg el 800" gt By of e AT
i nt eke¢ypad 46 dheabtf tot oy eeel the beypad 4 ittoeughCGhe Idverifyrmpae g ewhile

of the fra 28 ensures that it .is relatively sinpl

Cor - PSS RTFIERDE pRnaiero o keiid, 26 ol Hosfioti i fan shar
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e a,.
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to. I d .
r enoBae Grmhe inplind rolative g thioksypad §0 phindicates 8y broken line 54.
encl gsHE BmBENIMER shSviBY vRYidDipetngd 16 and feurt] Mhsidhare inclined

that the view ng . o
at an angle of around 4 degrees relative to the keypad 46. The inclination is such

the edge 48 of the viewing aperture 16 and security pane 44 which, in use, is

20  furthest away from the user is higher than edge which is closest to the user.

The viewing aperture 16 and security pane 44 be inclined or offset with respect to
the keypad 46. Alternatively, the viewing aperture 16 and security pane 44 may be
both inclined and offset with respect to the keypad 46. In yet an alternative

25  embodiment, the security pane 44 alone may be inclined with respect to the keypad.

As described above the security pane 44 is arranged such that the keypad 46 may be
clearly viewed from certain viewing positions while being prevented from being
viewed from other positions. The security pane 44 preferably include a lens which

30 permits a magnified view of the keypad 46 when a user looks through the pane 44



aperture 16 and security pane 44 are not fully in

register wwth the ATM keypad 46. Figure 6 shows an
we@ample3df such an alignment between the vi eww@mGB2007/001118

aperture 16, security pane 44 and keypad 46. The upper

edge 48 of the viewing aperture 16 and security pane

44 is aligned with the | ower edge 50 of the upper row

of keys 52 of the keypad 46. THis out of register

al i gnnent ensures that a user of the ATM keypad 46 is

able to fully view the keypad 46 through the security
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20  alternative embodiment, the security pane 44 may comprise a fresnel lens having a
thickness of less than 5 mm which is mounted to, attached to, or carried by a
member of the appropriate supplemental thickness. For example, the lens may be
mounted to a piece of substantially transparent toughened plastics or glass material.
In an alternative embodiment, the fresnel lens may be sandwiched between two

25  such glass or plastics members.

Referring now to figures 11 to 14 there is shown an alternative embodiment of a
security enclosure device generally designated 100. The enclosure device 100 is
configured for use with point of sale PIN entry devices 102 of the type shown in

30 figure 13. The device includes a base 104 and a visor 106. The base 104 includes a



a keypad 46 and an encl osure device 10 according to

the present invention. The device 10 is provided wth
w@2@eausdi y pane 44 including magni fyi ng | ens BCDIGBa®;7/001118

for exanple, a fresnel |ens. Above the enclosure

device 10 there is defined a viewing corridor 58 the

cross-sectional dinensions of i ch correspond

substantially to those of the ewi ng aperture 16. A

person view ng the keypad 46 through the pane 44 al ong

an axis 60 lying wthin the corridor 58 and

subs antl II er endlcula t security pape 44

and N SB‘EdIB%IVQ 1§ &8% 2‘%‘3 Vl‘??ﬁdﬂ% f“i“g‘ﬂ{éF fefgyeved face
of t B@mf)h”liO kRypasdd asmd quthé ﬁbegortléh {100HE18dR 2 vERAHE @lperture
a person attenpt to view the alaong an axis 62 whi

ch
not P&t ;S%r‘f’&f‘f(‘f‘ulls dRoud heuveh CHAl RdgpHE- AR CHpfingrot the face

ext epdgioR 410, %hd ¥H8%eéﬂri@9’\1)z{h9 1@9E>fdvﬂié§ bétfer Hﬁrﬁﬁﬁ:@és@ @or%é Wer and
a distorted ima ad 4 Exanpl es of

type rfzslpcwl@ﬂp%ﬁgl@w ﬂfati)e B%?f é@g@mé éheasﬁ@lr%h BIls With thelr knuckles,
figupes f&th@ﬁ&‘ox%@eduk& délhlgud’vlﬁ J9 nIaEJeoe' c%YY?efd 1595%&?} 1@%111;1@% the

keypad 46 is obscured inclu
f i gurvisiniy of He depised 0 oths ‘awrtlﬁ lmwt@ihy meurttectiolill bage 104 and

the i RoRBl relad D45 tleBaBPRANS AidicaliBy 3664714 ¥y RANE 144

may, for exanple have a thickness of around
security pane may be conprised of a fresnel |ens

?ﬁ\/i 'ﬂgth% Ig}nﬁoélmegtksﬂﬁ\ifcf thé Qasgqolﬂ tfgnn%%tflr ﬂ%f%%ﬂﬁz pldnar sheet

e Securl ’se a fresn
havi ngmatetl:h; mcm esfor e;fanipdafsmlltl btaei witintheilteiddreibstweon thie didor 106

oo 1t PAS 0b DingrashBed bY ol A2al Thechodt, e provifeg with a
|t (ri‘gf] pl’ii?hé}btef fﬁgdbﬂﬁczﬁbegn , 124006 ethidhi 1rswsb:§ band to’gllro::ayce the PIN entry
an afsi? Brhatsi e ﬁ’B%?dli’ ?ﬂ %Jt h’gh E&\& 132|4 33%‘@‘1 either by

gandwigdugRrtiak \Mem eag@mqutbog h@@ %r By foded Bl p‘&uaﬁrasbﬂks)ody of
Referring now t res 11 to 14 there is shown
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accommodate different sizes and shapes of PIN entry device 102. The underside

130 of the floor 107 is provided with pivotable joint 132 which permits the
20  enclosure device 100 to be mounted to a post or pole 134 provided on a shop

counter or the like. The joint 132 permits the enclosure device 100 to be pivoted as

indicated by arrow 136 of figure 14. The enclosure device is also rotatable on the

post or pole 134 as indicated by arrow 137. The joint 132 comprises a bracket 138

and a tubular member 140 which are connected to one another by a pin arrangement
25 142,

The underside 130 of the floor 106 is further provided with a forwardly projecting
handle 144 which may be manipulated by a user to move the enclosure 100 to a
desired inclination.

30



configured for use with point of sale PIN entry
devi ces 102 of the type shown in figure 13. The device
w0 p@aue3s a base 104 and a visor 106. The basePdDEB2007/001118
i ncl udes afloor 107 and two upstanding walls 108. The
vi sor 106 includes a curved face portion 110 and
spaced arnms 112. The face porti n 110 includes a
viewi ng aperture 114 to which nount ed a curved
security pane 116. The curving of the face portion
110, and the security pane 116 provi des better hand

access for the user and reduce he possibil.it
user & %ﬁfr&“ctli%ﬁy fhirevisx L5 9%%%139@%?%? %/ra@w@ by the
and E#Hvishﬁrdfliﬁrﬁled BAKCES Hidd Pasivbtir6dkhBRYh e aﬁﬁdJﬁl@danB)fhe walls
anbi ent htlngzln the vicinity of the device 100.

The 9% oThelws 182 pray gressrplly ke mpeactisd figa the sane) materd] @s the

i's nmpyRblofidnelat IMe h& f)&ﬁorb@ﬁ? Wg‘i;eq&mee%@gﬁaﬁgvm the arms
arrow 118 on figure 14. odi ment shown

base 11D Akl engtiyplyete face mnaors b&mashbq defingd by aspapraterremponent or
of ”ﬁ%s%b Blof cGHSdhe t?tﬁtgfﬂilcl??ﬁ@m&ll (ih%al laﬁ%hedw' th the

i nterface”between oor 106 an s 108 bei ng
defined by folds 120. The floor 106 is provided with a

pl ur ]i;ﬁ j .

serv g{l% E%P&E’a{) A ?1%‘1 B?}R?de%t% ra?/&%lée/l ce’ %&%ﬁr%e%g lﬂgegfgcéa portion

portildh 1. setidytmbs 118 2ndy2 e TPGommed wethendesirasd tiree. In an
ortions of, the edge of .the flo

18 o SEERe3aiolRet g Ml oot M 1 E0S Gae Uis e

t abs dd?2d t@4e b iasertiquriowi adadvedittabk pr détext tviseel@oasandicated by

T T T NI Y T R—

di f f gaesinfigiraten. al Gvilk bapagerabodihbt te thayiral @vdecfor H3Zane 116 to
The underslgg 13% of . the floor, 107 is E%o%idgg,mﬁth )

pi volfsbmng iff fahgonygaatgn whenfepiiniosa eyee BAY PR EXRIYIED Feqn the
190 penebE 6rthid 8 visor 2062 Omtsubl aP@hBodldént PicO3et eyl p@id 16 may
shop counter or the like. The joint 132 Egrn1ts t he

encl 69nPrseddisseel lens mappfagiared f&?&t phlagiics pRigriahiugly ap jor example,

ar r oWerki6 oPPVEl GMI Bavb4a thldkBesd N |aBSHAE &, 41 8ih, thissfe&hl%omakes it
rotatabl e on the post or pol e 134 as indicated

ar r ofplaely sraighifesivatd fonthe sesuifyi nane 110 tobgawaqved 383/ ®hAlgced. By
t ubul. @i FRAP&Cud Q)afﬁbl rothfke GORESTHER hORRY KA Fehe visor

by a pin~arrangefent
20 106, it will be understood that the strength and resilience to deformation of pane

116 from externally applied forces is improved.

In use, the visor 106 is pivotable between an open position shown in figures 11 and
13, and a closed position shown in figures 12 and 14. In the closed position, the
25  viewing aperture 114 and security pane 116 overlie the keypad 150 of the PIN entry
device 102 such that the keypad 150 can be viewed by a user therethrough. An
access aperture 152 which permits a user to reach the keypad 150 is defined
between the forward edges of the base and visor 104,106. A further access aperture
154 is defined between the rear edges of the base and visor 104,106, This further

30  access aperture enables a counter assistant to insert a card onto a slot 156 of the PIN



142. The underside 130 of the floor 106 is further

provided with a forwardly projecting handl e 144 which
worey7heeaani pul ated by a user to nove the enclPEU/GB200001118

to a desired inclination. The arnms 112 of the visor 106

are pivotably nounted to the walls 108 by the

provi sion of pinned |inks 146 ﬁ?lch pass t hrough both

the arns 112 and the walls 108:° The arnms 112 may

preferably be manufactured fromthe sanme material as

t he base portion 104. The face portion 110 may be

fornmed |ntegr wth the arps 112, Alt atively,
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the yiesQiquitO8 chrd 186 Y@B@Nﬁe&%&ﬁéﬁ%ﬁgﬁn OPRSRIPOHE k@M 12 of the
shown in flgures 11 and
visor 106 may be extended in a forward direction, as indicated by broken line 168
of figure 14, so as to replace the material removed from the walls 108. In such an
20  embodiment, the visor 106 can be pivoted rearwardly to a position where the slot
164 is accessible to permit a card 166 to be swiped, before being pivoted forward

for subsequent entry of a PIN to the PIN entry device.

Referring now to figure 17 to 24 there is shown an alternative embodiment of a
25  security enclosure device generally designated 170. Features common to the device
100 described with reference to figures 11 to 14, and the device 160 described with
reference to figures 15 and 16 are identified with like reference numerals, and the

device 170 is operable in the same manner as hereinbefore described.



13, and a cl osed position shown in figures 12 and 14.

In the closed position, the view ng aperture 114 and
wG@e@anideys pane 116 overlie the keypad 150 of tPer/BBRO07/001118

entry device 102 such that the keypad 150 can be

vi ewed by a user therethrough. An access aperture 152

which permits a user to reach the keypad 150 is

defi ned between the forward edgés of the base and

vi sor 104, 106. A further access aperture 154 is

defined between the rear edges of the base and visor

104, 106. Thjs further access aperture enabl es a

countl8f Visesingludstt 1060 synessyfpceapertipy [ithens' spacqdgrmy 842.gfhe face

the BbSRUIY idRMECLVidNRAe Rpdrfe 1 21 @ WSS 1s'n§HﬁH€eﬁ'aQﬂrved security
their PESf to the ke% g 50. The card may,
BV

exanpie, 116e Syurepnsking the viegdns apeghiedl 14 herg is Rrywi%d/a ggvel outer
The walel 517@%@2[ @uIQEcPYﬁrQP@eMtIr‘MSt PR BLS béé@ M'E' i§ emovable
limt the forward novenent of the visor 106 relative
t & t higachaiietolthe visgy 196and rﬁerycambbsle aeresy byovaféle fapeeportion. 110
keyp Ve p
sooue e b e Mo AP HRE Wil bosey 3PS may b used 10
openbpodith davicRaT@rin ianeprdrmee tvgthf h gaivessreldlenod fihgncial service
t her ho I gbogdi t. of, a c t
encIEgﬁ?§§de$@%gﬂ5gJ%$§I?%igﬁ |ghd§%§gg68.hfea§§%ggé G&rhe
c ommimertzagdreentl ef/ pm@cﬁ@ﬁ of el outbrelebzeli 178 widf enrespoading slots or
tigures 11 dent i i ke erence

e Pl R B e prERL o pirish
upstandlng wal |'s 108 of the base 104 are provided W th
a cut:out ort n i ndi_cat
Fr ontatige ot 7 it eeraplsds e clngs Set b viabg B parton 110

t he aﬁ‘sﬁeﬁ)@solﬁ% WThe Buived sifle &alls €80 whﬂhellﬁﬂee Begel 174 eRt@bvided
a PINto the PIN entr¥ device 102. The cut out

por t Péhdabed tabs 487 M erirese Vahle trocosessitipalols o apertures 184

5 ansy@EsRos 08 The Rt bdzBe1 7RliNweme prodlgad \ﬁi@h aaap Phiiection 186
may, in use, require a card 166 to be sw

t her @thPRROs syt raisetiqny 189 Wénoarmeqr_fzonbﬁnq weﬂs\/l%?rf the inner
106 g4 s, e’fh@%&’cﬁdzaniﬂl% Eﬁéﬂaﬂﬁééwsenftﬁetcwed sf8 walls 180 of the

i ndi cated by broken |ine 168 of %ure 4 so as to
r epl &wer bazel Wigt SVhen the errmx/b@el‘ Hjlms fed fgathe &/ispp 806, [the stop and
such

Sue ol %ﬁfﬂ?&ﬁb&%% 188 MGt \a{%ﬁ& tlfla?ﬁré SPré%b% P t¥ePaEportion 110 of

y'to a poSition
20  the visor 106, and curved guide 192 into which the security pane 116 may be

inserted is defined between the inner bezel 174 and the inner surface of the face
portion 110 of the visor 106. The security pane 116 may be inserted and removed
from the curved guide 192 through an opening 194 provided between the guide
projections 188. The stop projection 186 acts to limit the distance by which the

25  security pane 116 may be inserted and to ensure its correct positioning.

The face portion 110 of the visor 106 is further provided with upper and lower grip
portions 196 which may be gripped by a user when pivoting the visor 106. The
visor 106, and inner and outer bezels 172,174 may advantageously be manufactured

30 by an injection moulding operation from a plastics material.



164 is accessible to permt a card 166 to be sw ped,

bef ore being pivoted forward for subsequent entry of a
webiN76Bhe PESf entry device. Referring now tPCT/GBo02/001118

17 to 24 there is shown an alternative enbodi ment of a

security encl osure device generally designated 170.

Feat ures common to the device O described with

reference to figures 1 1 to 14, and the device 160

described wth reference to figures 15 and 16 are

identified with |ike reference nunerals, and the

device 170 is operable in the sanme manner as

her ei nbef ore descri bed. The visor includes 106 a curved

f ace TRO bhdeOM4 LidduRR Y $RAGEH ald Fio Jﬁs?andfﬁ@&vdﬁl@%S pPané ifRBr 107

110 includes a viewi ng aperture 114 to which

nounfisiidgs 8y pxterpiie 1§ Whigh proigstsiinghe disection ﬁauamjert ¢the device

Vi ewiif§ Rektiktisfonltd IﬁJyeJe%tilﬁed%QHé Qa%le Rafridf X@ﬁke QUL BE 144 of
bezel 172 and a curved’ i nner bezel 74. The outer

bézefheepglopuse devigs 9| 8 flatuteaéhablﬂetwaétet the indligagion K Gredrge 104
IS T Eéieﬁlv\é%’ e dﬁ(ﬂmﬁ é@&i@??zt 146 Bfer el 2@?%&#&2&%@%@1%11 108

whi ch surroun I ew ng aperture
bezelis prpidadywithefons el vty stnpaprdjettiams A2i20¢ vilitch, iim use, limit the

accog gg{r&F ELP%%Qn 3 He Wi ﬁ@él%lu% i’fhe T QANG b§J f ?&Etm,gct%e arms

provP he outer bezel retain
vi soil12Bhbyiseid®6i nt er engagenent of prOJectlons of the
3 ter bezel 172 with corresponding slots or apertures
8 provided in the recess 176 of the face portion
110. Théibase0&is ke lprovided ivdthat emo bl eat @ plawe2@iun wadch a PIN

i f f the f t 110 of th
106, ALY 8A ey RE RN FL. SSOUBP' ROV PRIEP A Dapepss o bose

are poovf 6edndird bortfaiuheioh taksohHhddnbidateriap PINARY ua&il:@ 102,
in corresponding slots or apertures 184 of the vis

106. Wihdiigmeplatspeing pyailaple for itferent EINSRIy devicsst ﬁh% "plate 204
350D iPFRiably tukBR BNHe PRROGE theOptothBioR! &t £6kip @ﬁ Sthel @Bderside
whi ch project fromend walls 190 of the inner

174. theppef Bhigh\igatiaghablego ayeas saend0 0 die fi%él%sa%@%)@? de4. The

val | $1a388ha08orkfiRed ARBE:r BRZ&Ld %p%ésed\%ﬁﬁ ilbewlhm‘ ﬁlre &ﬁﬁﬂred to
174 is fitted to the visor the stop

o1 o] dspeicorBINL gy ior 491 hasshpiwen. Kb prsndDd suf plisrmay be
the fAG&A0%H b9 nilo]aq)dn?g operation from a plastics material.

20 :
It will be understood that the curved security panes 116 of the devices 100, 160,
170 described with reference to figures 11 to 24 operate in the same manner to
distort the view of the keypad by an unauthorised viewer as the security pane 16

described with reference to the device 10 described with reference to figures 1 to
25 10.

The security pane may take forms other than that of just a lens. For example, the
pane may additionally have retained therein or thereupon an image through which
the keypad may be viewed by a user, but which occludes the view of the keypad

30 from viewing angles other than those utilised by a legitimate user of the keypad.



the visor 106, and curved guide 192 into which the
security pane 116 may be inserted is defined between

wo b@7iinees bezel 174 and the inner surface of PEEGBa®a/001118
portion 110 of the visor 106. The security pane 116
may be inserted and renoved fromthe curved guide 192
t hrough an openi ng 194 provi ded between the guide
projections 188. The stop proj&ttion 186 acts to limt
the di stance by which the security pane 116 may be
inserted and to ensure its correct positioning. The
face portlon élo of. the visor 106 is fuyther pravided
wi t hFRpFerPndc SEHEN RiPS Bapaicly 6ﬁ§olf§@1p63ﬁ iRpEerEiclyis hidden to

gri pRashifvatd vesredt thibasyiey. VRL 4 BgtHe BmBbEMENt1AE seclRE pane may
vi sor 106, and i nner and outer bezels 172,174 mm

advaifichideaardlity el videwnalicnedith e of it ksypade n'iacI¥ window may

noul @Hcmae QRS afEﬂaﬁled {h2@0oRa BhAsthdtR oFBeqivb a*rheTﬁf%s ﬁa@ysgpmnauy
104 includes a floor 107 and two upstanding wa

The b¢ @meda@ioqr% Ifipated andforrelatissl i ondsg tevpierent ﬁh@) pesgthorised
int f of the device 170. The
exteggﬁgﬁQﬁgghﬁgvﬂthgﬁ@?ﬁ%%ed in the sane manner as
the handl e 144 of the encl osure device 100 of figures
11 to 14 to alter the inclination of the base 104
relative to the nounting pole 134. The inner face 200
of each upstanding wall 108 is provided with fore and
aft stop projections 202,204 which, in use, limt the
pi votal novenent of the visor 106 relative to the base
104 by contacting the arns 112 of the visor 106. The
base 104 is further provided with a renovabl e seat or
plate 204 to which a PEM entry device 102 nay be
nount ed. The use of a renovable plate 204 permts a
base 104 of a standard configuration to accommobdate
differing PDSf entry devices 102, with differing

pl ates being available for different PIN entry
devices. The plate 204 is rel easably securable to the
base by the provision of a clip on the underside
thereof which is attachable to a rear edge 206 of the
floor 107 of the base 104. The plate 204 conprises a
floor 208 and opposed walls 210 which are confi gured
to



| ocate a PIN entry device 102 t herebetween. The base

104 and plate 204 nmay be manufactured by a noul di ng
wop@raticeh froma plastics material. It will bRCT/GB2007/001118

understood that the curved security panes 116 of the

devi ces 100, 160, 170 described with reference to

figures 11 to 24 operate in the same manner to distort

the view of the keypad by an ufaut hori sed vi ewer as

the security pane 16 described with reference to the

device 10 described with reference to figures 1 to 10.

The security pane may take fé{ ther than that of

just a lens. For exanpl e, %ﬁﬁ may additionally

have retai ned therein or thereupon an i mage through

whi ch the keypad may be viewed by a user, but which

occl ddes thekeypayseshrityh devicsy pRIBprisingnty ic8GlPE dAyings: viewing

ot heryptRRD dhilmeaddtss ! dpél%s}e bihe BenkiRBlirt | BER: 9%511>0fsu&daﬂdmg a
keypad For exanpl e, the secur@ﬁ%h pane may i ncl ude a

h8l odeapdi such niligfe thenkead ds Hit thsoygh tahgu Yipyrigeangsiase and
of 1 Q@oééﬁt!lb% Lls@r t'ﬁrc{ h ezfcc&g?ﬁéuu%a ke @1@1@1% %gf(efﬁl Xﬁludmg a

pane may Incfude a p ra ity w ndows a
keys sefurithparkeyysnged SEaaﬁﬁO\mmibvheriwypadnfel heddewed deply from the

r et algp?.lq ﬁ?v?%f gruseq 0 'a%] to eére&e??th‘é% aa-l? [Al?enr‘?g viewed

may colour I ost e
pol arficzetheipnindpfleew toﬁ a perememtheﬂthmn theraset, hzdremzeme\sem}n@ne is

t he k d there 1. A keypad security
géw cgrvg o8t pﬁlées anf}ﬂ eé(gbg‘fgrggrﬁ? Weﬁﬁ‘w ng a view ng
aperture and an access aperture, the encl osure at
| east, part surr.oundi n such that th
oypdel o dREBFEERBHsh s TG B HG Cuief e Aoy s curved
accesaiviirdly bythaegps@to thekeypghh t he access aperture, the

viewi ng aperture including a security pane arranged so
as to permt the keypad to be viewed clearly fromthe

pei nB, of Wi ep&f s@uiikgedevict ab Reikey RRdlaidd drXIfMEY,Blierein the
t he keypad fron1be|ng vi ewed fromthe point of vi ew of

a pePEYHDTRARIS M YRR euniep theafmelodit the security
pane is curved and conprises a flexible refractive

| ens.
4. A keypad security device as claimed in claim 3, wherein the security pane

is pivotable between an operative position whereupon it overlies the keypad, and a

20  non-operative position whereupon the pane does not overlie the keypad.

5. A keypad security device as claimed in claim 3 or claim 4 wherein the
enclosure comprises a base having opposed walls, and a visor carrying the security
pane which is pivotably mounted to the base.

25
6. A keypad security device as claimed in claim 5 wherein the visor is

pivotably mounted to at least one of the opposed walls.

7. A keypad security device as claimed in claim 5 or claim 6 wherein the

30  viewing aperture is provided in the visor.



2. A keypad security device as clainmed in claim1,
wherein the pane is curved outwardly with respect to
wo b@7henspd. 3. A keypad security device as clBETe#200m/001118
claim1 or claim?2, wherein the security pane is
pi votably mounted to the enclosure. 4. A keypad
security device as clained in aim3, wherein the
security pane is pivotable betfween an operative
posi ti on whereupon it overlies the keypad, and a
non- operative position whereupon the pane does not
overlie the keypad. 5. A keypad security device as
claimed in claim3 or claim4 wherein the encl osure
CONMpRj ses RAkBARE sBayity8evRR e TRENMRIN Sy Fnthids Bit6 9" wherein the
carrying the security pane which is vot abl y nount ed
to tHRecUFEGRne &, m%“%@jﬁgﬂ VS f?‘}lo%?@& PGS claimed in
claim5 wherein the visor is pivotably nmounted to at
| east one of the opposed walls. 7. A keypad security
devi 8e as 4 kevpad gequrtycdericmas clgimed) inickaig Samﬁr@n ihe W@Jﬂty pane
Vi CWLoRRES thUsfor bFPYRY! il terhdlabBEyathor - 8- A keypad
security devi ce as c ained in any of claims 5 to
wherein the security pane is nounted to the visor |n a
renoyabl e : !
ol ai \rfrg d i nﬂg%?én segﬁwglregllg% Qsatﬂaéﬁlgcg g{ﬁlc{u}ﬁ éj@/}{érglﬁ s%ﬁ slot is defined
nounteivetotha visbngndof me¢rhlger wiogated torthfaws@m)v ab I e rran ner.
A keypad security device as clainmed in claim8
erein said slot is defined between the visor and a
menbeét. m)ufnkeyj)aﬁ Gecubiy devieons cldilmedAn key paclaiss SubilDywherein the
devi cl.ai in.any of clains 5 to.10,. where
he. RS PR fuisPutF tnd e R SPana b PO B e pon
a body having a keypad. 12. A keypad security device
as claimed in claim11 wherein t | udes a .
orovabl o A kel SIS B e ShRgU bl horgn i s icludes
and raatabvhbldeitesRDRahdRInaENS réc&(\%ycﬂa(ﬂetain thereupon a body
having a keypad.

13. A keypad security device as claimed in any preceding claim, wherein the
radius of curvature of the security pane is in the range of 100mm to 500mm.

20
14. A keypad security device as claimed in claim 13, wherein the radius of

curvature is in the region of 100mm to 200mm.

15. A keypad security device as claimed in claim 14, wherein the radius of

25  curvature is in the region if 110mm to 150mm.

16. A keypad security device as claimed in any preceding claim, wherein the

lens is a fresnel lens.



13. A keypad security device as clainmed in any
preceding claim wherein the radius of curvature of

WO b@®74ewB8F ity pane is in the range of 100mm t oPGDOBR07/001118
14. A keypad security device as clainmed in claim 13,
wherein the radius of curvature is in the region of
100mmto 200mm 15. A keypad :ﬁcurity devi ce as
clainmed in claim14, wherein the radius of curvature
isinthe region if 110mmto 150mm 16. A keypad
security device as clained in any preceding claim
wherejn the Ien is.a fresnel lens.17, A _keypad )
secuﬁ ty (LI XPAT SR Vg et o eimied ol T EhGRR therpitch of the
pitc @rdaﬁ/estdwhegmaae@xs@g‘mttﬁb&aﬁge% 091 mheRD.d6mnh.N t he
range of 0.01lmmto 0.06mm 18. A keypad security
device as clained in claim17, wherein the pitch of

the gg OOV%k%T ad E‘é%uflfyecﬁﬂféls ad 88%neliSn cRih N8, WRNER 1R pitch of the
0.02mm to g A keypad security device as

c? ai gE@vesPt éhea“rwaée,nsmrt@ rangeloé O g mayied.G9mng.he
fresnel lens have a pitch of around 0.04mm 20. A
keypad security device as clainmed in any preceding
cl ai B- whek k¢ypad kecuritindevisa 9s glaindciarndaim 18 wheteinetbp grooves of
0.4 rity device as
clarﬁggﬂ%ﬁ%é gﬁ%ﬁ%énmﬁogﬁégﬁqyﬁﬁﬁ{ens has a thickness
of around Imm 22. A keypad security device as clai ned
a pr ' . rej h ns. .h . .
10, P2, PUSSERRAGIR, BrBCR Ghilhel 16 b BRolRe Roigy phrpin e
seculehs asdehickresad tetvaenBdmmanc| l2mm22, wherein t he
| ens has a refractive index of between 1.4 and 1.7.

21. A keypad security device as claimed in claim 20, wherein the lens has a
thickness of around 1mm.

15
22. A keypad security device as claimed in any preceding claim, wherein the

lens has a refractive index of between 1.3 and 1.8.

23. A keypad security device as claimed in claim 22, wherein the lens has a

20  refractive index of between 1.4 and 1.7.



