COVMUNI CATI ON OVER PACKET CHANNELS BACKGROUND In order to distribute

store mwo vpesds@ data, the nultinmedia data is transm ttepCDuss/&E131

comuni cation channel. Multinmedia data primarily refers to audio and vi sual
data but may al so include other types of data. The channel is often subject
to noise and interference, as in the case of wireless channel, and to
congestion, as in the case of wired Internet, both resulting in |oss of
data dur i METHOANBOR $8UOTIMAMA 0BMMUNICATIODROVERPACKEDCHANNII® | 0sses
during transm ssion. Forward 10 IS error correction (FEC) is a nmethod of
transform ng the data nessage, represented by a sequence of synbols froma
finite al phabet, by suppl ement igigcegRaiiNg data, another sequence of

nbol s, t t,.h i f N1 S .01 d . |t bel
L o i R g e
be sent VRO IGgfpn ?l'@ﬂﬁ‘??r gfuﬁmi’eé]fatf{‘)’ﬁ Rﬂ’i‘éﬁ%ef‘éﬁ@ au iola?‘gl"ié'ér%? Hgﬁa not

adaptive to the current state of the channpel. FEC does not guarantee that
the dat QUbRRY alsg inphyde otheritppes oEdats. Hhe chpnngbis ftey sujest tomeigpgask . A hi gher

| evel protocol inplenmenting sonme form of repeat request for data that

t ol er at dateyferencecasdn thecase) of wikslesd thahef, 6pd torfiongastiorh @s mdbir wsa efgvired
Alternatively, in multinmedia comunications the delay requirenents often
domi dat dntemet, beth sgsulting én lopsefgiatagiyriegiransggissipenent s, nmaking error-free
transm ssion a |lesser priority. Basic automatic repeat request (ARQ is an
al ternative Appmuticids tan Bssedto combatalotadossesatusing bamsmsspat iForveird ARQ oper at es
by dividing the data into packets and appending a 20 special error check
sequencerbocerctionBEKEs afmeth@l of eiand@tning the datp megmages repfdsentetblhyea packet s and
error checks are communi cated over a channel and the receiver decides

whet her sgquence JMERRBAOREHB2 FREE AlgBELEL 45 LidbbldnieatitdTa paritp BatglahSheroccur red by
cal cul ating the check sequence and conparing the cal cul ated check sequence

to the appppdest sfrﬁﬁc%, 16 BRGl (BR AUBAPSnentslof @ cllewotERB AN ed, DelbRUBpMe t he error
is declared and the receiver requests the transmtter using the return

chamel d.QokBRdsHoe tRATERl B SERELARIFARIRY iMFtATNAYRFAGEeMENt Signal .
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provides error resilience by increasing the amount of data to be sent. FEC does not require
a return channel and is typically not adaptive to the current state of the channel. FEC does
not guarantee that the data will arrive to the receiver without errors, however. A higher-
level protocol implementing some form of repeat request for data that tolerates little errors
15  isrequired for this to be addressed. Alternatively, in multimedia communications the delay
requirements often dominate the error-free transmission requirements, making error-free
transmission a lesser priority.
Basic automatic repeat request (ARQ) is an alternative approach to assist in robust
data communications. ARQ operates by dividing the data into packets and appending a
20 special error check sequence to each packet for error detection purpose. The data packets

and error checks are communicated over a channel and the receiver decides whether a
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5 If no discrepancy is found the receiver sends a positive acknow edgenent
signal to the transmtter. To alert the transmtter of the error, ARQ
requi r es wowz/ge2comuni cati on channel to be present. Ot ggpukdy@siHt urn
channel uses the sane physical mediumas the forward channel, effectively
expandi ng the data size because of retransm ssions and conmmuni cati on of
control iraisatissiiniedr octihgedyf dabiRria@thle ehsvk 8equehee ahfECompdinARQ i s that 10 ARQ
is inherently channel adaptive, since only |ost packets are retransmtted,

whi | e FEEaledi@bdetetlyscaichte AE Ji\?aﬁc_ieﬁ(érr@i dheBlagel@inge. IRiscréfaRky'BYoundt r oduce
significant delays due to roundtrip propagation tinme and processing tine.

The | ast neQRd} fsidedarsd g the %V@b%rxgduiem {he tﬂgﬁkﬁuiﬁ&%iﬂ@ Alel reRnPdhafRRL O
a

mul ti medi a conmuni cati ons. IS needed is a way to conbine the two error

control %Eﬁlﬂﬂépécgetitbg%ﬂ‘{&ﬁ%%géﬁve]a ti%frlré;dgérﬂaﬂﬁfgnilpr mul ti medi a

communi cati ons an faci te nu la stream ng services and user

EL:?-/V Cor [ TR R %&%68!1?#f?%%@%:%ﬁ%&%ﬂ&%&si% 91 b ook
|20t am Wbl RESH Mg RS ARSI S AL AIRKELS aaLgg €0 one

enbodi men ock agréam a group of

ackets. Fi re, 3 .1is | ock diagramof a.systemto transmt data packets

P ocord: nerdti e el Shehaf S B AN s DR E Thistret B 4 pac”

appar at descri be erein ma rqvi de | nproved .channe] .bandw dth

D R R aMATRE erSeUus E A e LR Si7E Do SRRSO bodi ment . ¢ he

met hod and appar atus descri bed herein includes an FEC and ARQ conponent,
(whi ch magMpRnicatiop of eptrobinfpymatien, Bhe diffsienesrhstween theddist andARR &thatHARQ) ). The
FEC conponent is 10 used to protect the user datagram protocol %UDP)

t r andPor AR ininherendyiphanee] adepiiyaisinge ouln lasheacketagre setiapsmidied. oyhile FBRd t he ARQ
conponent is used to ensure efficient channel utilization and robustness to
errors i typidally adsls gvethesidam aldpackets. Yet.rARQ may introdneesigniléaanidediys dye tof

mul ti medi a can be obtai ned using the HARQ net hod conpared to the

convent i onaitripptdpegiion ticerandl processidg tinanbiel ladh aorditicatsigndmasty lanitttbe 15 The
met hod and apparatus descri bed herein can be used for robust nmultinedia
conmmuni capplicaon@f AR Qetmwdtikisdia cahndiicegiond.r ed (1 P) networ ks, cellul ar packet
data networks, wireless LAN s, power and tel ephone Iine networks, as well

as many profhagis aésdedBASKANE asHbipe b &lo BRsedntfd oS to ilnpeie fiRirat i ng a
software and hardware support for the robust conmunication nethod and

appanat Uperfdrinhnde @6 thiiitimb8ia GbhinunBstions £ 16 UMHAE GltiRliARRhhmat | Ons
including multimedia stream ng, distant |earning and nobile video

comuni Ca¢ kRS mmd user playback experience.



WD 02/ 0S2862 PCT/ USO1/ 45131 I n one enbodi ment, the HARQ system design is
used on a packet erasure channel, specifically a channel that provides the
| ocat i onw@b2/magieet s that had errors during transm ssion. péy/pafikejserasure
channel is often inplenented at the physical Layer using cyclic redundancy
check (CRC). An exenplary diagramof transmtting packets, according to one
enbodi ment, is present BRIERDESGRIRTION Oh&HP0R AWISNGS 110 i s packetized into
a Goup of Packets (GOP) |20. In one enbodinent, the size of the GOP and
t he packet size are determ ned by the comuni cati on network being used and
by the requirenents of the application. For instance, a |arger packet size
may reduce t haiguenheaslosiu@adein NARHSTD thd trdndRiskibRBERR packdls %&HQ?' s. On
the other hand, the |larger packet size nay also |ead to increased del ays
and i nef fi}, ghefadodifedt] 9h error-rate environnents. The appropriate FEC code
is applied to the GOP to generate the desired nunber of parity packets per
GOP 130. The : j it constitute coded
GOP (CCEOP) . |%§‘ﬁ§§§§§%‘§%§%§m§ E%ﬂn%l}%teﬂrh%gf @{pda ?{%Iy ggg{ggf s i s chosen
depending on t I, . i i . / channel
statistics. A trlggr%aslK a?%ﬁ%%%‘?éf?%@n@? aﬁ?@@%ﬁ’%‘éﬁ%@ﬁ%@é@%?ﬁ% parity
packetSS are gener ated so that they can replace the | ost data packets with
9 .

littl & or™ OVerhead. In one enbodi ment, the redundancy packets may

i ncl ude the orjgin ata and redundancy packets nay contain any
addi ti onal infLimF*g'.l’.A‘ . Qﬁ%a?@g in the formof headers, required for the
overall system contrql and operation, In one enpodi nent, a 20 GOP nunber, a
packet nunber Thgpethed padanrar S&Fﬁ?f‘g?d hercin pay Reyidg imprevedshamel i ncl uded in

t he packet. In one enbodi nent, the parity packets are generated using the
syst emat ikengidth wiizahipsformdiimedig eemmyipisstiong, Aererdingtsope enboskinentythpacket s
replaces the sane nunber of éany) data packets so that the data can be
decoded imethed and apparguhdascribgd herbindnghyies aihERG end ABQromponeay (whichised t o
generate the parity packets, such as Tornado codes. WO U2/ 052862

PCT/ USO1/m#y1igirefEhred theatsa hiylridomtdnattic zepbat BEECStHARIDY Thn HE€enmpbmentist he
transmtter 140 to the receiver 150. The receiver determnes if the

t r anslfi t tusedjtodadtact cleenistralathgmatigrdtoc if(UDRE tralesparted ammul theedie daal eghjnst he recei ver
sends an acknow edgenent to the transmtter, which term nates the

t ransm sSshahedfadegwnd fettors)uhd thiecARIQ dampynehpis utddao ensureifiliciédtciinael0. The 5
transm ssion is then decoded 180 and sent to the user 190. The data and

parity pag#ieitfontand Rsbibthssk & er@Fia thexead chafig] {4 BsulcaRtreRA GualBy
illustrated in Figure 2. First the data packets of the current CGOP are

sent to tdFemilfmediy 84n b8 bBiinkh Bsiflednd HRAEN fetholRYmPiEed tOHIRS doRAAGENaM th the
data, parity packets, or both fromother CGOP's 220. The parity packets

cor r espongLifSishiad: Hnife ChRd! bt Bndeffis. sent 230

15 The method and apparatus described herein can be used for robust multimedia
communications over networks including wired (IP) networks, cellular packet data
networks, wireless LAN’s, power and telephone line networks, as well as many
proprietary nonstandard packet-based networks. Incorporating a software and hardware
support for the robust communication method and apparatus will facilitate multimedia

20  communication applications including multimedia streaming, distant learning and mobile

video communications.



10 until the acknow edgenent fromreceiver arrives 240 or until the maxi num
predeterm ned anount of parity packets is reached or exceeded 250. In one
enbodi N{HG g2/hdH8sdat a packets of the current CGOP are senpchefowsiithe parity
packets of the sanme CGOP. As a result, the data transm ssion and processing
overhead may be reduced when no packets fromthe current CLOP have been
Lost. In one &nledmbedimenpaekeARQkydm désidnes ade o@pPhtket @asurdxdadizl,

interl eaved to give the receiver enough tine to process and send the
acknow edgaifally k @hdnel thatprsidet the localidhs @ packete Bt FRINrord diging €Cei ver

i npl enents the GOP acknow edgenent protocol, which sends an acknow edgenent
to the thansMkdibierA pRRA ciRMe CRAHBENESHihaMpRERALE af thepligsRald@fepusiddre recei ver
inplicitly asks for nore parity by not sending an 20 acknow edgenent to the
recei ver cydigedit@hcy@hediyrReEgNd nul tipl e acknow edgenments for the same GOP.
Mul tiple acknowl edgnents can” be used when the receiver suspects that the

first sacknow %qg:?(gﬁﬂlta@(’j\ﬁégrz{rf?g)ﬂﬁﬁ&nﬁﬁﬂg paCRdts, Abbotdify t%%gé'étﬁbé‘dﬁﬂa}ﬁﬁk- In an

enbodi ment using RS codi ng, e acknow edgenent can be sent en t he nunber

of corr e%&%&%ﬁ&&%gﬁg KfddPa cﬁﬁaﬁb'i%pa%ﬂé{&la& Bﬁ‘e?GFHﬁ PhacRbts g(l‘ﬁd')g}é”a' dat a

1 .
packets. e acknowl edgenent can be sent ore the actu codi ng

takes pl %SOIL Bk (-eflglgc ?éﬂgthe si\z/\cécg Vt\ﬂf?e?éB??ﬂ&?th% 85%( s"i?%l%é é’eie::lh?}’lsll‘neg\ﬁ? IihaeI | |atency.

I f all thé data packe Ferv out err no i'ng 1s”needed and the

data cart be passed directly tq t ser application. .ln an. enmbodi ment

el g TorRBRsRERRT okt i ap LBy IR S BB S LS tidlioR R murber of
correctly received packets equals the nunber, of orjgingl data packets tines
Sone pr e R BEOTHSH SHt TaY v hs PAETegL o e AT SEIGHE: ant | s
determ ned to provide sone desjred probabilit f correct decoding and is
det erifi n@ROtPLss. e theplien g, ‘336&@%9“5“@8&15‘%@@3/502‘?% Hereaied delaysgnd "t he dat a
packets arrive without errors no decoding is needed and the data can be
passed diinasB¢ipneytin higherrgsate eapsonmests; B appeapepty FEGtcnds is apisd i@ Beigenent
mechani snms are conpatible with this system 10 Acknow edgnents packets

i ncl ude H2P L@EEPemtgrthedesised numbyr efl padtyqackess per SO 1B30cHwl GORpasketat i on. The
additional information may be in the formof control nessages to the
server, c¢ogetheelvithitlat pasity geskeanahhgitute toded GOR (FGER)I dmond amtiolienecogd® of errors
on the return channel, such as packet erasures, the transmtter sinply
sends t hewmbzi ofiparityypablets io thaacdepesling dnahe thidabld ddayahgpilable bandsvidih,cont i nues
to the next GOP. If after all the parity is 15 sent the data is still not
decodiabl andbhéehahnelRtibticseAddicoral tuneideratiorishieayidsotbe Ckideted. dlie pamibodi ment

usi ng del ay-sensitive nmultinedia information, the delivery tine is

upper bounRgdeietsie bfirtatdd tiit @RPSaceplodelthé RBt dutpablestdssillites of o Wi t hout addi ng
an additional error resolution nmechanism One enbodi nent may define a

hi gher - | @y&lhe®!, 1P6ne RftflMene %eﬁédhh%a@%r packb® nﬁgmcihfde&ﬁmigﬁﬁnd@a. g8e be al | owed
to deal with the unrecoverable channel error 20 situations. In one

enmbodi ne i NS E-CiA £y
Spol 1 capit 2t B8 Fedh BRRP BB ) SRR o R i R A R PR T - e

| evel, t r&?héeﬁ%ﬁ, RQ6irdlron Bl VO&dN FSki Rfitr@ aRAGKFhtich AME EmbANGR!a 1 T the
physi cal Tayer
20  GOP number, a packet number, FEC parameters and/or the packet sizes may be included
in the packet.
In one embodiment, the parity packets are generated using the systematic Reed-
Solomon (RS) codes, wherein the number of parity packets replaces the same number of

(any) data packets so that the data can be decoded intact. Any other suitable FEC channel

25 code may be used to generate the parity packets, such as Tornado codes.
4



acknow edgenents that are sent even for the UDP traffic are suppressed. In
one 25 enbodi nent, at the physical |layer retransmts and acknow edgenents
from t hewgRiokse2z WO f12/0528(2 PCT/ US01/ 45131 receiver ara/sseppsiessed by a
multicasting | P addresses in the video stream ng application. UDP
connections are maintained fromthe transmtter to the receiver for data
traffic and frimdahgs peketized rFRDenchded andiseatiromh ére tfamsmsiek b gdgenent s. I n
one enbodi nent, the profile of the comrunicating channel is taken into
account t mectitee 1IFEQHeacwvet ddtamirich &f tivdnenitiie dhed @an Paaketisd. angetie parity
packets in a (GOP) and other characteristics of the nmethod and apparatus

descri bedcdhe@esbded, theReeivdrRals BB dknowlefEMeni 3 eherRsiier, Mhdper of parity
. packets may be chosen so that the int egral nunber of packet erasures over

the | engt RyRhatt R tn’éhstlﬂlss?onmfghy Rfﬂﬁ&@@dﬁlﬂ&rﬁq IFSt tilleetﬁﬁeﬁt}'@@Of’ heg.nprber  of

parity packets (for RS coding) or is less than the nunber of parity packets

i mes $OMFulfisBioR AEhE! dlcIEs ROURY ARl odieaRb ot han unity (for Tor nado

coding). In one e ment, the mnet appar atus described herein could

be used for Stf&%arbgd ?grltgﬂh&ke thﬁmgs%nam&@f%co np?io%% exlngocgf@% {re ht froma

streaming server to a Fving device. For exa one e could

Provi de thelded BN WA ERAOb AL heNRn B8 ediG B arper 2

| atency toO 1 nprove Pproper ream ng setu One

enbodi nen be used  t te f ce Wt chanl Sns.

For exarrphs9 gﬁ 9at% Cgetﬁg‘r?f'% fr gvegtvﬂ ﬁ‘fa& par%ﬁ?qﬁ% rc?c?é%@ rtTlE| brary

f ramewor k t thero ust stre |S|nt t ed sean1e sly with the

pl ayback Frg@ﬁh&éﬁzbrr}g}’e ‘?@i”@'d?aé? oS CRIGHRON ‘H%t he e redt §§p§rﬂ%tﬂle‘b1°"?§t odi ment for

streaning nultinmedia 20 data over, an | P network with UDP transport

pr ot e8! . ik deaknquetgemerfiom FeeiveE SHPSHY SHndlily BadRymredsicgeigediat a, and

is stored within a server 320 in the conpressed or unconpressed form The

Appl i cat i &ROUDE pigpasity paskels saeashqdgmiexcegded 258 Iisang embodinendthedptappekaScode t he
nmedia data and store it in the internal encoder buffer 322. In one

enbodi menef thheurnt6HOY #rayen beforsrin pasifit pagkatholthevismierG PR .c thsreesBlipert s Group
( NPEG)

the data transmission and processing overhead may be reduced when no packets from the
current CGOP have been lost. In one embodiment, packets from different CGOP’s can be
15 interleaved to give the receiver enough time to process and send the acknowledgement to
the transmitter.
In one embodiment, the receiver implements the GOP acknowledgement protocol,
which sends an acknowledgement to the transmitter when the receiver can decode the
GOP data. The receiver implicitly asks for more parity by not sending an
20  acknowledgement to the receiver. The receiver may send multiple acknowledgements for
the same GOP. Multiple acknowledgments can be used when the receiver suspects that
the first acknowledgement was (or can be) lost on the return channel.
In an embodiment using RS coding, the acknowledgement can be sent when the
number of correctly received packets exactly equals the number of original data packets.

25  The acknowledgement can be sent before the actual decoding takes place to reduce the
5



25 or other video and audi o coding standard. In one enbodi nent, the API
provi des the WO 02/ 052862 PCT/ US01/ 45131 packeti zing and FEC encodi ng

bl ock 323%vewuds28@cati on of the conpressed stream headers. pdfy9nGsgifbodi ment
t he packetizer and FEC create data packets and parity packets. The

mul ti medi a data may be packetized in a non-sequential order. Alternatively,
di f f er entoveialldatermy. I ell tiealdtaf packeth drfieerveititounartars medbicadid@tsaesded mediths .
Conversely, sone multinmedia data nmay not be included in data packets. The
packet i zedhtadat be pasdedodirectly tostheusst applichtion. t he i nt ernal packet buffer 324.
The APl provides managenent functionality simlar to the encoder buffer.
Speci fical |y, 1 heehbyithémuking TofnhddJodinlg ok adkdbwiedgaddnecdnthersaidheh y access
‘the data in the packet buffer on a packet basis. The APl al so provides

ot her addghé hefh of er@EiPidcSifediiektits éd0sls GRMuRBEr (Thoribel Rtciaekdds i@t | S
required by the I/O The function of the 10 I1/O block is to performthe

packets defin¢@raieRMBined fhstalt HekiUde uﬁrgg TIR 1REP ¥oifitnt RYcAMLEPL | 1 nk bet ween
the server and the client for the ACIC transm ssion. The I/O may send

packets sgygs ' d FHEERiRREKS et hgq IsfddRsHins st [, Or
arbitrari Iﬁgﬁs%ﬁgfje‘uﬁ% hlg %ggket t Egﬁg %n&glg %oﬁd %So ?ﬁgh%%gd@g%&%g‘l}ﬁg ?lat

repr esent sk s bRk Bk iadka0 10 4 the M RRIIRLS: ARSI SmbRRSSRERLNY L N

server are contro y a centra evel process 15 sets

t he vari abl r .S using their API's and
al so nang\%gged%ﬁéaggaiagdC?P%%%E&mﬁgnﬂﬁzh%ﬁg%ﬂ%gﬁ%ﬁ "the data buffers. At the
the |P network is r the 1/ 0 bl ock

i i de 340 d f ' .b
341 and | 5. pl ACHI oD oa Bkt e PSS oRpETT R HE oo
ible f di t h ' tg t id 1 di ti
of L nl cI MEpbVEGRERDY Pkt Bl s it B AR cobubiadtot s o send

other control infornmatjion to_ the, serv%r,si de. The depacketi zi ng and FEC
decodi ng BfageRtions khepddiionaldaformation may be iroihe fim g5 geptEdl mssiegesio 922 The
depacketi zi ng and FEC decodi ng block is responsible for correcting data
packet er$®5§h @hanaﬁloﬁt%%%séﬁflfphgth@mfomtlonnkﬁﬁacaéﬁeB%r&as euthg 19N, f or m t hat
can be processed by the follow ng decodi ng bl ock. The conpressed nultinmedi a
data i s pehgansy such asipackeperagues, the fragsmities simpbessifsige pragvussnymiesofh t he
decodi ng buffer 346. The APl deconpresses the WO 02/ 052862 PCT/ US01/ 45131
mul t i medi peckris alloaied by theppigositlim andcontinvesifodhe raxt GO Ifiafier 8l theperitydnt r ol 343
manages the data fl ow between the three bl ocks described, controls ACK s
and otherscoitherdata isatill 0ot degodahle, the renswitter citimuessbd edexd@OBr Inpsd above can be
stored in the nenory of a conputer system5 (e.g., set top box, video

r ecor der semistitment adngdedpt-seasitivenattimedia dnfierntation) eheadedivery ¢iche id wppaddi ti on, the
instructions to performthe nethod descri bed above could alternatively be
st ored onbaphidiegrso fileut tie pedpos@Etdolution cavtdakddasieaitieout adibhg e HigitioRgeadt ¢ and
optical disks. For exanple, the nethod of the present invention could be
stored onesohgivh meechisabOe ebishdanens i déhe AgEhel-icveldindk fesslntioapt i cal  di sks,
whi ch are accessible via a disk drive (or conputer

protocol. The application can also be allowed to deal with the unrecoverable channel error

20  situations.
In one embodiment, the proposed method and apparatus described herein is
applicable to video streaming over IEEE 802,11 wireless LAN. At the UDP level, the
IEEE 802.11 network acts as a packet erasure channel if the physical layer
acknowledgements that are sent even for the UDP traffic are suppressed. In one

25 embodiment, at the physical layer retransmits and acknowledgements from the mobile
6



10 readabl e nediumdrive). Further, the instructions can be downl oaded into
a conputing device over a data network in a formof conpiled and |inked
versi on. Wo ex0spski vel y, the logic to performthe nethods gerdsEaudssed
above, could be inplenented in additional conmputer and/or nachine readable
medi a, such as discrete hardware conponents as |arge-scale integrated
circuits redeBler aip summzkeddntd mnktisastiog TH aldikSses nt thgvideesreaminguapplcatidiSl C s) ,
firmvare such as electrically erasabl e programmable read only nenory
( EEPROM sUDP asdhetloas hieintzddtainepfroma alte, traagmiusit to ¢igl receivkr fdrldeta tfatficrand of
propagated signals (e.g., carrier waves, infrared signals, digital signals,
etc.); etfeom Netrbwalvghtotthetrfsmsen foriathnewledgeimdnds been described with
reference to specific exenplary enbodinments, it will be evident that
various nodi f iigaid tsbdmieht, (RERORR offthy chRmaRicatid @hirdel 9 fen MPRGbUTENT S
wi t hout departing fromthe broader spirit and scope of the invention.
- Accor &§ Nghyhe if&erk (HehifPer 30 gatglpRVEO SIS tBE ﬁar%p&‘keté agacded) ia an
illustrative rather than a restrictive sense. 02/ 052812 PCT/ US01/ 45131

CLAI M5 Wiger icRarfdtéHsiBb1Hte méthod arlBipPRstu s QIBiHed hagin. BPRHeshbedimehtr War d error
correction code to a group of data packets to create a coded group of

packets byGEhRRt HIERE hﬁ}ﬂbéﬁ o%gari@gaak@tg hlaY bOBKISEE  tha dhdWte apw%b%§ og]‘?t a

packets; Stransmtting the data packets, and transmtting a se

cor 1 eSPONGL AR AR P Kk AP i Hah BB S S1c0eEn BE RIS

receiving a positive ackno genent sig n response to receiving the

response RERe SR i BPRIGRA0A AR bt PRAR s o0 o 1

response e ac nt rnul n ansmt the
o, 3RSy BB ARl e iR | 15,0 7 packets nelude
RIS o N I T AT R LS
Prot ocol s(trlefr%ling %% r\{\lglrtilfﬁedia data over wireless IP network, from a streaming serverto a
receiving device. For example, one embodiment could provide the IP network with error
resiliency while reducing temporal latency to improve proper playback of data in the
15  streaming setup.
One embodiment could also be used to interface with media playback mechanisms.
For example one embodiment may use the Intel ® Media Processing Library framework,
such that the robust streaming is integrated seamlessly with the playback mechanisms.
Figure 3 shows the block diagram of one embodiment for streaming multimedia
20  data over an IP network with UDP transport protocol. The multimedia data 310 consists of
audio and/or video data, and is stored within a server 320 in the compressed or
uncompressed form. The Application Program Interface (API) 321 is used to encode or
transcode the media data and store it in the internal encoder buffer 322. In one

embodiment the encoder may be compliant with a Moving Picture Experts Group (MPEG)

25  or other video and audio coding standard. In one embodiment, the API provides the
7



4. The nmethod of claim3, wherein the nmufti-nedia stream ng includes
stream ng via | EEE 802. 11 standard over a wireless network. 5. The nethod
of cl ai mvé o2mkessei N the nmufti-nmedia stream ng includes sypaEH$LENG physi cal
| ayer acknow edgenments via nulticasting |IP addresses. 10 WD 02/052812
PCT/ USO01/ 45131 6. The nethod of claim1l1l, wherein the applying a forward
error corpackdtizinpg andFEC emoding diock 3RB with ipcatidied theSolnprassedctrelen haadéhe dat a
packets. 7. The nethod of claim1, wherein the applying a forward error
correct i dn oaoembadimtn tegaampiketiand FEC Tomtealda padass and padite paedess. Plackets 5 8.
The nethod of claim1, wherein transmtting the group of packets includes
i nt er | eavinulghmadid dats afag bk padkeidzed is & acmstqaentialsedar Altenagivelypdiftregtat a packet s.
9. The nethod of claim1l1, wherein the receiver sends nultiple

acknow eduEdmdy bl ugétpios difeRnemgliaiediadhtaRekedtss CotrsellNeonmahimasedh claim 1,
further includes manipul ating the nunber of parity 10 packets in response

to data idped Mg&d»t bink e AR W 888 TR Packetiked &td%'ﬁaﬂ@farr@ﬁ%mlﬁhét orage

nmedi a tangi bly enbodying a sequence of instructions executable by processor

to perf oriflethalHicRQSu AL BicQPI ROREE hREa dg%nfeﬂtr ARG PBnAl) SmilePliRet i on code to
a group of data packets to create a coded group of packets by suppl enenting

a set of fBardel by %Elﬁcél{’yf @Q%p%@glg?ﬂ%?o%b&?‘b@ 1?%?é<ﬁtr§nd ohfifRBt ting the

dat a packets, an ansm correspondi ng parity packets after

the data tﬂéﬁ&ghﬁth@%\éﬁet%ﬁ& ] Paokdt BESL, ’Thﬁ% \Afae%gﬁb\'%lhé’s%ﬂ?e? ki apgement

signal ; in response to receiving the ac ceasing to send 20

2ddi 1 0nal b A RRATKEL Bien I ,sack&é@mg%qﬁ&d bnd BGCIH AfkybRSe e

acknow edgnen onthimnuf ng ransm arity packets
02/ 05?08 c:ZI/O block is to perform the packet delivery over the IP network and to provide the control

link between the server and the client for the ACK transmission. The I/O may send
packets several times, drop packets from the transmission buffer or arbitrarily schedule the
packet transmission to the Socket API that represents the IP network 330. All three major
blocks representing the server are controlled by a central higher-level process 326, which

15  sets the variable parameters of these three components using their API’s and also manages
the data flow between the blocks and the data buffers.

At the client side 340 the data from the IP network is received by the I/O block 341
and is placed into the packet buffer 342. The I/O block is also responsible for sending the
ACK’s back to the server side at the direction of the client control process 343. The 1/O

20  may also be used to send other control information to the server side. The depacketizing
and FEC decoding block 344 processes the data from the packet buffer 342. The
depacketizing and FEC decoding block is responsible for correcting data packet erasures
and presenting the multimedia encoded data in a form that can be processed by the
following decoding block. The compressed multimedia data is passed to the API 345 for

25  the decoding process through the decoding buffer 346. The API decompresses the
8



PCT/ USO01/ 45131 12. The machi ne-readabl e storage nedia of claim 11, wherein
the data packets include nmulti-nmedia data packets, and the transmtting

i ncl udes woanesméz i ng over a wireless network. - 13. The paglkiersifadabl e
storage nedia of claim12, wherein transmtting the 5 nufti-nedia data
packets includes nmufti-nedia stream ng over an Internet Protocol (IP)

net wor K. nldtimddiedamadd onepuisciamethd disiHiyo3 Mg Ehaat@ntaontol G4 A inimdges thefdataei n t he
nmufti-media stream ng includes stream ng via | EEE S02. 11 standard over a
wi rel ess flosit budkden thdlthibe SlocHdestribelli el AGRN Mmd StHRr egemiichtion @f thel ai m 14,
wherein the nmufti-nedia stream ng includes suppressing physical |ayer
acknow edgements via nulticasting | P addresses. 16. The machi ne-readabl e
storage nedia of claim1l1l, wherein the applying a forward error correction

code i ncl udes TapRiethodOdeaerBRE dbvelcanBsi6r0d B thOmbherybPa dahpuaglighs. 17. The
machi ne-readabl e storage nedia of claim 11, wherein the applying a forward

error scorE ectiQf HRARddIIELHEES RBRL ¥ 531 AstTREBAAS be kR uled. InRafidha packets
18. The machi ne-readabl e storage 'nedia of claim 11, erein transmtting

11, wh
the 20 grpupfife ggﬁér?or}nr{[ié WEESq E&E%%g%\;e%g%%gge%@?@g%}ﬁ A 2 second and

separate group o a packets. 1 1 19. The

o e R EASAAS Ty R, P MASHE BB Yo ooncs

mul ti pl e ackno r The
machi ne-r eadabl tor dia,of claim further i.nclu mani pul ati ng
the nunberagnes RpOoTarnEBEsA, Malishiolud be okl b Fleeh BsiostR FRlAE
acknow edgenent. 21. A syste npri.sing: An.encoder.ta apply a forward
orror corPaLEBAEnEliks 8 PPl VNS praeibls B2 p gisk ot BY P8R gr oup of
packets b ppl epentin et of, parit ckets to the group.of data
packetls; %@%E}eﬁwgmrﬁ?grf e% fhigrasipeti g&*g) dgwﬂg’é%éitlgtotac?oﬁlpﬁ i ver over a
network, and transmt a set of corresponding parity packets; A receiver to
recei ve depise pYsr o dataarime Bademe At compgehand ligked wision-n response to recei ving
t he acknow edgenent, the transmtter ceases to send additional parity
packets, and iMermatysda e lpgic froperforn dheunatigods pedisomssed R elfient | conti nui ng
to transmt the parity packets. 22. The systemof claim 21, wherein the
t ransmi t timplegiented irsaddtiional-compirtgr ahdfon npelineicadablganedian suchtag diseretePr ot ocol (| P)
networ k. 23. The system of claim 22, wherein the transmtter streans
muf t i - mediasdveiee @omponents as large-scale integrated circuits (LSI’s), application-specific
15  integrated circuits (ASIC’s), firmware such as electrically erasable programmable read-
only memory (EEPROM’s); and electrical, optical, acoustical and other forms of
propagated signals (e.g., carrier waves, infrared signals, digital signals, etc.); etc.
Although the present invention has been described with reference to specific
exemplary embodiments, it will be evident that various modifications and changes may be
20  made to these embodiments without departing from the broader spirit and scope of the

invention. Accordingly, the specification and drawings are to be regarded in an illustrative

rather than a restrictive sense.



packets via an | EEE 802. 11 standard over a wireless network. 20 24. The
system of claim 22, wherein the transmtter suppresses physical |ayer
acknow eggepmedss: via nul ticasting | P addresses. 13 WO perasenedsi
PCT/ US01/ 45131 25. The system of claim 21, wherein the encoder applies a
Reed- Sol onon code to the data packets. 26. The system of claim 21, wherein
t he encoder applA®4S a Tornado code to the data packets 27. The system of
claim 21, wherein the transmtter interleaves a second and separate group
of data packetWhatis ¢laiieé isgr oup of data packets. 14
. Ah2. Al 9. AnL. A& An" . AY5& AYHI. AF9. AIL. A". AL. Al & A& A° WclLOBGH I L X g ]
\ 1. A method comprising:
}xsni d_ZU] ca] ca] ca] ca] ca] ca] ca] cal] cal] ca] cZaV] cZa] c<a] ca] ca] ca] ca] ca] ca] ca
] ca] ca] ca] ca] ca] ca] cadppRldy Bbedg alrefldkanh abaab A Pdabbl ¥snbstikéshsl_ZU] ca] ca]
ca] ca] ca] ca] ca] ca] caU] caU] ca] ca] ca] ca] ca] c*a] cal] ca] cal] ca] ca] c*aU] cal] cal]
. ca] cal] ca] ca] ca] gRiteaksded group of packets by supplementing a set of parity packets to, the
{6@V! " " BOR&EEP&&&((6))){Vvql gb] Xi d_ZU] c] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca]c
aU] ca] caV] ca] ca] gaw} gp(]aq;%]aggétg;calﬂ ca] cal ca] ca] ca] ca] ca] ca] ca] ca] ca

? . _...E0B111;

)-***I
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cal cal 2l ca) cal] cal] o afRanE RRERIAR SR TR AREEER SALERufGHGRc) ol o) ool

D Y<SKHSXSSSSF?P?? ?DDDL E~ | €1 aJ ca] ca] ca] ca] ca] ca]ca] ca]c
aj Za] cai(ca] caj cafﬁi éa' gtg?ﬁ:a%i %aéc'%aa'{%% Agg %:ea %lg] I:a] I:a] I:a] I:a] I:a] I:au} ca]U] CL!
LEpE} EEEJJJJ7JEJJTKUKKL 1 @%‘OV
a

\l Sl§ snid Yje [V]]cV]ca]ca]ca]ca]ca
] ca] ca] cal] ca] ca] ca] cgfeclz‘é{ %f%sé &d c%?ce:a%n gf]g?: ] caU] ca] caU] ca] ca] ca] ca] ca
caU] ca]ca SSZT Tmr| . TUVUUUU A a .
ZU]nZ{ ZU]Z[ [ ][ zupkfalje'[ l\)P]"?W’}SEgﬁ R e (R f]%éﬁ]’"d‘é’lﬁf@é‘]&:tﬁlsﬁr@a] ca]calcalcalc
W CLOYTE: () -1 o1 bURUETE) FENIBSHRS @ 5. 109T& () 111 109GTE: () - SL10YTE () - cl LCH
Ef)1099& ()- 1099& ()-fl09%& ()-109& ()-Fl0%& ()-10%& () - OBAE3Z10% &' () -
10 in response to hot receiving the acknowledgment, continuing to

)

transmit the parity packets.

2. The method of claim 1, wherein the data packets include multi-media data

packets, and the transmitting includes transmitting over a wireless network.

3. The method of claim 2, wherein transmitting the multi-media data packets
15 includes multi-media streaming over an Internet Protocol (IP) network.
4, The method of claim 3, wherein the multi-media streaming includes streaming

via IEEE 802.11 standard over a wireless network.

5. The method of claim 4, wherein the multi-media streaming includes

suppressing physical layer acknowledgements via multicasting IP addresses.
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L"10%& () -m # Inchid8sipplyin®a Rded-1d¥bmon code to the data packets.

7. The method of claim 1, wherein the applying a forward error correction code

includes applying a Tornado code to the data packets

5 8. The method of claim 1, wherein transmitting the group of packets includes

interleaving and transmitting a second and separate group of data packets.

9. The method of claim 1, wherein the receiver sends multiple acknowledgement

signals for a group of packets.

10.  The method of claim 1, further includes manipulating the number of parity

10 packets in response to data included in the acknowledgement.

11. A machine-readable storage media tangibly embodying a sequence of
instructions executable by processor to perform a method comprising:
applying a forward error correction code to a group of data packets to
create a coded group of packets by supplementing a set of parity packets to the
15 group of data packets;
transmitting the data packets, and transmitting a set of corresponding
parity packets after the data packets have been sent;
receiving a positive acknowledgement signal;
in response to receiving the acknowledgement, ceasing to send
20 additional parity packets; and
in response to not receiving the acknowledgment, continuing to transmit the parity
packets.

11
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Protocol (IP) network.
14, The machine-readable storage media of claim 13, wherein the multi-media

streaming includes streaming via IEEE 802.11 standard over a wireless

network.

10 15.  The machine-readable storage media of claim 14, wherein the multi-media
streaming includes suppressing physical layer acknowledgements via

multicasting IP addresses.

16.  The machine-readable storage media of claim 11, wherein the applying a
forward error correction code includes applying a Reed-Solomon code to the

15 data packets.

17.  The machine-readable storage media of claim 11, wherein the applying a
forward error correction code inctudes applying a Tornado code to the data

packets

18.  The machine-readable storage media of claim 11, wherein transmitting the
20 group of packets includes interleaving and transmitting a second and separate
group of data packets.
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An encoder to apply a forward error correction code to a group of data packets
to create a coded group of packets by supplementing a set of parity

packets to the group of data packets;
10 A transmitter to transmit the data packets to a receiver over a network, and
transmit a set of corresponding parity packets;

A receiver to receive a positive acknowledgement signal, wherein in response
to receiving the acknowledgement, the transmitter ceases to send
additional parity packets, and in response to not receiving the

15 acknowledgment, continuing to transmit the parity packets.

22.  The system of claim 21, wherein the transmitter streams multi-media data

packets over an Internet Protocol (IP) network.

23.  The system of claim 22, wherein the transmitter streams multi-media data

packets via an IEEE 802.11 standard over a wireless network.

20 24.  The system of claim 22, wherein the transmitter suppresses physical layer

acknowledgements via multicasting IP addresses.
13
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5 27.  The system of claim 21, wherein the transmitter interleaves a second and

separate group of data packets with the group of data packets.
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