40 96/ 029640 96/02901
PCT/ GBI5/ 01611 AUTHENTI CATI ON TECHNI QUE Thi's i nvention rel af S3'GB3S/t611

lechnique for authenticating products, cards tokens and the like so as to
conbat illicit copying thereof. 5 ng of pr oducts cards,
tokens and the like (herei nafAUTHENHBIGABION '%EGHMQQE as "val ued articles”
to avoid repetition) is a major problemand various techni qgues have been
devi sed to conmbat such copying. In particular, techniques have been devi sed
based upon the inpglusio on val ued artic of twin sets of data, one set
bei ng characteri Sﬁﬁsd“‘fﬁ'ﬁ?'héelﬁﬁﬁ Pt “’BE“ ¥Q7£“H!§B“%4‘¥‘gdﬂr%d‘GFS' Fards. dokemsamd or
“i'ssuer (as thedikeae as tegoniba) illcidcdpyimgahdreof. set 10 being derived fromthe
first set by sone unique route that is difficult to replicate When t he

| -val ued ticl t t I el uded
her eon s 6. r oadCopiaE SE AIOUUAR, cafdh Witent iy bltia e Bhndr B Remd o a5,
of the af or oYAled; asieles" 4o M@lé rcmmtlen) l§rﬁcﬂnﬂ]¢e ptqmemend vatfiousaechniques havedmerr ed
t
The perbon Covids ol ﬁﬁ”%ﬁm%ﬁk’ ek et pibe b orhd BB ubBE ' |

the person O‘gortl ng to
not an i nmpo clusigr, 1 on valued asticles, of ‘Q’éﬁé?‘élo kqaﬁ%al qneesetibsmg icharacteristiceofthp | e

:\/I n Ulm te '?' § ShdHaSofR?é odlued aticle of, 1@1?%5&& aNidsufer UOthe dset xﬁa}}[—ﬁ‘é)%ﬁa%b &R set
cal i i ent | urt her ro echni ques

Ui nter 31 apeibR R dhed ok St B, S i e e B el replicad. G¥hen the
recording mwuai amalellalbd» befanthenticaed) ahartworseisrof2data inchlded dhétedn GleSread, the
Accor ding t geddvafilid 3t bFDEFSE £ et whidh 38 bbRious R e b hbaS wdlue route,

aut henti cation
and the two sets of data thus recovered are compared to authenticate the valued article, or

at least to show that the person purporting to be the owner or holder of the valued article is
15  not an impostor.

Techniques of this general kind are described for example in United States Patents
'nos. 4,879,747 and 4,995,081 to Leighton and Micali.

This invention aims to further improve upon such techniques by (inter alia) taking
advantage of certain special characteristics of recording media available for mcorporatlon in -
20  valued articles.

According to a first aspect of ‘the invention, there is provided an authentication
means for an article of value, comprising first and second data-storage means being carried
by the article, each data-storage means storing data for authenticating or identifying the
article and/or a transaction associated with the article, the first data-storage means storing

25  first data as a non-random permanently structured magnetic characteristic which varies
from place to place on the first storage means, the second storage means stonng data

obtained by operation of the secret key of a secret key/public key cryptosystem pair upon
data comprising the first data and additional data.

Such an authentication means can make copying and counterfeiting more difficuit
30 than with a permanently structured magnetic characteristic alone whilst enabling
conventional read heads to be employed to read the data in the first storage means.

According to a second aspect of the invention, there is provided a method of
authenticating an article of value, comprising:
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means forw@,%ﬁ,%dlcl e of value, conprising first and second dat a- st orage
means being carrred by the article, each data-storage nmean®GBIsotsidat a ’
for authenticating or identifying the article and/or a transaction :
associated with the article, the first data-storage neans storing 25 first
data as a non-random pernmanently structurdled magnetic characteristic whi ch

varies from place to alsaciagantiehefidatibs datlif b FHR stBARSmed A& aﬁfeﬁ%}Qhé
means storing data o %M cret key a’‘secre

égqnperatlon of the s(g -
key/ public key crypt osyst on raud anently SBiceed magnetic, °F‘?‘ia§‘Fﬂ§Hﬁ él"lmhd
addi ti onal data. -Suclvages &ermmmptamun thearsrageameaiske copyi ng and

counterfeiting nore f St ured
magneti ¢ characteri sﬁ)cgﬂaﬁﬁng (\’j\iﬁs?]st en %FP%%"CO;{%%/TH@H& #ﬁﬁ? ?‘]freaﬁmh‘éséﬂﬁsuleo be
enpl oyed to read the Sgerekex, of He sqaretskeydpublie dey rrppiesysteot paitli hegeblyocreatitgc ond

aspect of the invent |eﬁayp{eaqgﬁ,| s provided a nethod of authenticating an

article of value, conprisjng: WD 96/.02901 -
PCT/ GBO5/ 01611 2 a) &) SH9THE e enenipted data;inra a%vpadusﬁpragtf iraeans samieddey theans
carried by the articlattick§ a non-random per manent |y structured magnetic '

characteristic which romplace ta place on.the storage neans, b)
operating on said autxger?'m"lgl %G tﬁ‘ggﬁagﬁ?%tiﬁa?wgﬁQFagﬁd?%nkl ng t he
10 e) operatmg on the encrypted data with the public key of said cryptosystem
pau' to give decrypted authentlﬁcatlon data and decrypted addmonal data,
and
f) comparing the decrypted authenuﬁcauon data with the authentification

data stored in the first storage means thereby authenueatmg the article of {
15 vahie and/or the additional data..

In order that tlte.invention may be clearly understood and readily carried into effect,
some embodiments of the invention will now be described (by way of example only) with
reference to the accompanying drawings, of which'

20 Figure 1 shows a credu card which can be authenucated by means of one exampie
of the invention, and

| Figure 2-4 illustrates schematically and by way of example the operation of various
features of the invention in a typical transaction..

Figure 5 shows a block dlagram of a method of authentication accordmg to an
25 aspect of the invention.

Referring now to Figure 1, there is shown in outline a technique in accordance with
one example of this invention. ' | |

- A valued article, in this case a credit card, is shown schematically at 1. The credit

card 1 comprises conventional printed and/or embossed material 2 including holograms and

30 trade marks or logos characteristic of the card i issuing and/or handling company. There is

also open information about the card holder and open account information and, on the
reverse side, a signature strip 3 and a magnetic strip 4.

In accordance with this example of the invention, the ‘magnetic strip 4 is formed
w1th a magnetic watermark in the manner described, for example, in UK patent no.
35 1331604 whereby a structural variation of a magnetic characteristic from place to place
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"5 cret key of a secret key/public key cryptosystem pair
her eby- creg{?%ﬁéozgﬁlcrypt ed data, c) storing the encrypted dat%éf’ﬁngﬁ"géblond

Storage neans carried by the article, d) reading the encrypted data from
t he second storage neans, 10 e) operating on the encrypted
data with the public key of said cryptosysBempair to give decrypted

aut hent i f i catlong tistedteip anisidelidty fopmed! hnwl ﬂhet St@plﬁﬂhltd fil][lf?f.fn?ﬁﬂ d‘ag bteq%zfédi@gegdhy
decrypt ed authentifli Lon.data with,.t . ntif4,cati.on data stored.in

The P er 2O et R cys Mctedaindl Gt B intoifRl i ans Shang whilh s ot
val ue and/ or immediatglyi rejestesi byl theatechnique usad toheead tthe relewann tinformativn. bThus the

' ' .1 pt di nents.of .the
Cvent | on i ool Horbd 8l b o midip gfa?‘é‘%é%ﬁ?%"“o%;y Sy THPe SPlpg e
t he acconpanyirprsural Bcrer dessribech pledye isanarketed by THQRNeSerumshSeience Intesuikional

card whi ch CRA bR i \@dle idt WatbdndfR Migniisrf it @3 TR Sribfurh VartalyPRoheRhld
and Figure 2-4 H}g{lﬁgstr ttgﬁls‘} schematical |l y, and by way of exanpl e the

operation of Mt a4 ¥aGMah a typical transaction.
Figure 5 shows a bl ock diagram of a nethod of authentication according to

an 25 aspect of (oeaddnfuether securifyehowevergthixoexahtplé-bOthecindentioh Prévilids hROHE
in outline ai&fsmioﬂ 'ilgcoir@eaai%&ecil%ijyairﬁ%giﬁ'\ﬁ} trc])gether with further information, is operated on,
10 as described hereinafter, to generate a second piece of information which (hereinafter called

a “certificate”) is also recorded on the card 1, but in a conventional “soft magnetic" form;

either on the strip 4 itself or on a further strip (not shown). It will be appreciated that

information can be recorded conventionally on strip 4, superimposed upon the structural

variations which have been referred to hereinbefore. Usually, there are two or more tracks

15 of the strip 4 which are assigned to conventionally recorded data, and the strip is read by a

composite head which contains normal magnetic heads for the conventionally recorded

information and one or more special heads for the information recorded by structural
variation.

The operation upon the information recorded indelibly in strip 4 referred to above
20  comprises, in its most basic form, signature by the secret key of a cryptosystem pair. The
signed information is recorded on the card 1, in this example on one of the tracks of strip 4
read by a conventional head. It can thus be reproduced and, after being operated on by the
public key of the cryptosystem pair to "de-sign" it, compared with the information indelibly
recorded as described earlier, to confirm that the "de-signed” information contains

25  information which matches that recorded indelibly as the magnetic watermark.

Thus not only is the card authenticated as genuine because it contains the magnetic
watermark but also the transaction information recorded less securely on the card is
authenticated because it contains the signed version of the watermark.

-

This prevents watermarked cards being acquired illegally and false information

30  entered in the accessible, conventional recording tracks. It also enables the logistics of card
manufacture and distribution to_'be made more secure, because card stock is useless without
the watermarked magnetic stripe and vice versa, and even if the two are acquired together,
they cannot be used without knowledge of the secret code used to sign the watermarked
information for incorporation in the certificate to be recorded conventionally on the card.
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one exanp %"%@15 I nvention. - A valued article, in this case a credit
card, is sho ematically at 1. The credit card 1 conpriBEEHGBeSM6ITt i onal
printed and/or enbossed material 2 including holograns and 30 trade marks
or logos characteristic of the card issuing and/or handling conpany. There
is also open infornmation about the card hél der and open account information

and, on the revehes, sih drinciples | the) abavdrenasitad! mf&nﬁﬂgnqs psTergl kadSBdt! Bt h
accor dance i nvention, fhe et ICc stri

formed wit h%é’t“?r%‘&n%e %?‘n‘gﬁk&’q %ﬁ’ﬁ'&c r?ﬂé'Fa‘{! comenumlgxrmcerded n
UK pat ent nmfowﬂon&wblisé@aswctbyd mpilcamd,t does|not aaé\VeaI it® dorttiecor B! the

char act eri stdcetlke %ﬁk%ﬁﬁerﬁﬁr 96/ 02901
PCT/ GB95/ 01611 3 gl ong the stk!rgl p |s fhael ibly formed into the strip. This

i nformatjon can read quite readily but the structural variation is
exceedi myly di f f T8¢ cpn¥eptionally irecarded mfermation meed nmhbczhecoadedcnn therserip 4f ety

Irﬁ{c g(rzhggl g%cmhgrfgeem;ﬁe@e%&ﬂdé@oﬁ Q?té zlrﬁfé %n@ﬁ 63{/ g.re;ea%déggg,cg ?@“?e ! he

cont ai ni ng ['Wé' t@?%&fﬂ&bﬁ 0 %ﬁé G’E%'E‘r? edhagns/tatqesemt,m chip tsgn FHO?N

Secur e Sci ereiativelyt chegmsineenia lis Mtdeqﬁﬂrtotdm@ﬁ m@ léﬁl:i(oi*/@cﬁﬁtg'fﬁrkco f :
Egrelna ter

and t hus th \Y; n aforesaid wll .be refe
as a magnet| p?ﬁriwag’é% res ﬂ[és%éﬂc% it operates as a low-level. storagem um only.

10 The certificate mformauon which is convenuonally recorded eg.,onstrip4orona
separate strip or in a chip, can usefully comprise a commencement date for the card's utility
and also other mformanon, such as the expiry date, credit limit, transaction availability and
one or more pieces of mformauon about the card- holder and/or biometric information
derived from and charactensnc to the holder.

15 In particular, the maiden name of the holder's mother might be included, as may
basic physiological information such as height, hair colour, eye colour, etc., or a scan of a
fingerprint or some other data peculiar to the card holder. In this latter respect, a .
particularly beneficial technique for deriving fingerprint data in'a form that readily lends
itself to recordal as described above is described in European Patent Application

20 No.91302280.2 (Publication No. 1450786), the contents of which are incorporated herein by
reference. - :

The invention may, as mentioned previously, be used on a wide variety of value
- articles, such as (without limitation) sound recordings, spxnts vehicle components, and a

wide range of secure documents such as passports, xdentxty cards, driving licences and the
25  like.

It will be appreciated that, since the information recorded together.with the signed
version of the magnetic watermark; in the certificate contains a number of conformatory
and/or instructional pieces of information, all of that information can be trusted as being
genuine, since it was signed together with the watermark information, using the secret key.

30 Thus nothing that is outside the control of the card issuer/manufacturer needs to be treated
- secretly or kept in confidence.

The strength of the magnetic watermark and the use of the secret key is all that is
required to obtain the significantly improved level of security provided by this invention.
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To add fura,?,eg urity, however, this exarrpl e of the invention ovi des
that the in ofﬁogf‘ﬁon recor ded |ndeI ibly in strip 4, toget herPW?gfsfoﬂ?ltlher
Jnformation, is operated on, 10 as described herei nafter to generate a
second pi ece of information which (hereinafter called a certifi cate") is
al so recorded on the card 1, but in a conv®ntional "soft magnetic" form

ei ther on the strThusqthe teehrfique ensures thatr vdieed aticlepcdrmot bs lusetd befotet thef lhhvde
appr eci at ed r A trip, 4,
superi rrposed&fﬁf)%l#ly?éﬁglgsgtﬁ%gd}ura t&g ‘?Qiinsth(\ff?’gé%ﬂ\? g‘lé%oggf@? %ie{gan
her ei nbef or ¢ e shat,card gxpiey data atnd/cﬂf@#lt limits, for gxample Bre geuings e Ifsthei qff-Hne

whi ch-are asgadprestlides %miﬂéiﬁé séle! the rr@&lef %Chls@%%ur@tﬂﬂ th@?elg%'téf']récpcdr& hbRad

by a conposi.te head% ntalns r&g{gawgag*mtlc

convent i dnal'f PrEor en‘éReF?f’f? e GRroit Hﬁ?‘@%%@?@ﬂ PN 4id present) cane

i nf or mat i on becupsdated Mqlafddtbixiddrtﬂé contfal Sérmputer dazeneratesd hew si?@d\cérﬁﬁcate to

| nformatlon‘{) . g m@deldgbly instrip 4 referred to above conpri ses,
as

in its nost C nature by the secret key of a cryptosystem pair.
The signed information is recorded on the card 1, in this exanple on one of
the tracks of strCenvgnientylRSA wbhokeymrypmmmyaadsedL butcalterndtive peacedures can

reproduced aRdued i &&ipbe! BRARER § baiRull <Al ks HrotBion el

crypt osyste pair to "de onpar ed T ron i n
recor dedt%s %S‘E‘F‘P‘E‘&ke‘&t@)l lérfeleﬂ’émcgﬂy |t|°rrPll¢1z§Pe°!fﬁé°8réeaIEi ged "only) fheverdesron

contai ns 25 genértdibby 6fic Yhucii mﬁeﬁbfiﬁe bh@twnihe&eéédﬁtd th@‘d@érbtbic étsthUI@SA (or
magneti c vvato%rrgrk Thus not o I S :‘Eg caé aut he ted genui_ne
because it CONTACHPISHECTRNT et‘@%ﬁ'ﬂlé FRrufcAte %ﬁ"gl? PF'érF@ Honagnetic track
i nf or mati on witlitno thsslofseaanqecur ely on the card is authenticated because it
contains the signed version of the waternmark.
Some refinements of and enhancements to the invention will now be described in
15  order to explain more fully the operation of a typical system. '

Secure operation of an extended system is largely concerned with communication
among system components, some of which are more trusted than others. The functionality
of several of those data links which are particularly relevant to valued amdes, protected as
described hereinbefore, will now be described.

20 A simplified diagram of key usage is shown in Fig. 2. As it is based on RSA public
key cryptography, only the public keys are communicated. Each secret key remains in a
highly secure location, within the orga_nisation that generated it.

The system provider's public key (PPK) is stored within each card reader (CAD), in
a memory location which cannot be overwritten. It is used by the CAD to check other data -
25  that has been signed by the provider, and is therefore trustworthy.

An example of this is each issuer's public key (IPK), which is signed by the system
provider's secret key (PSK), as shown above.

In practice, there will be large numbers of CADs, each holdin'g\ the same data. In
addition, each CAD holds its own unique key (not shown), which distinguishes it from all
30  other CADs, and enables it to communicate unambiguously with the issuer.

_ To initialise a card, the issuer first collects all the data that the CAD might need to
- know about the card holder and the card, as shown in Fig. 3 in a block marked DATA.
This includes the number recorded as the magnetic watermark, the PAN, expiry date, PIN
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Thi's prewpplog ermarked cards being acquired illegally and fal se
I nformati on 38%?ant ered in the accessible, conventional re®STEBRIFOI6Ihcks.

It also enables the |logistics of card manufacture and distribution to be
made nore secure, because card stock is useless wthout the watermarked
magnetic stripe and vice versa, and even§f the two are acquired together,
they cannotpoliey, asddowvin; kodiis sufiivibredige thef CADetos@idRt whdigh BESHle tnSicgy khe
wat er mar keg *,,Q,fpgg@tion for incorporation in the certificate to be recorded
conventi onaF 'y on the card. WO 96/ 02901 )

PCT/ GB95/ 01611 ﬁ_TtﬁJs i_ncﬁr-i' nciple, the watermarked information is easy to
read but difficuing QATAblgckcwhen signed bycthe issuer's secres key (SK), becondsabié du@n

readi ng, awertifieatecwhichi thew 8bpivd b@6 s8R Uatd frof SPiHeQQeg Whi | St easily read
and replicated, does not reveal its connection t rouéjh-the secret key to

t he wat gr mar ked ] nf.or nmti on, : The ¢onventionally recorded

i nf or mafi on _n_ee&n (RoFmaleusey dhe g:e%ocfﬁaqsh@‘es‘f‘ﬁ"ilé)ﬁ? fom ghs,icard, fapd dexeiptsl the be
recor ded oprigingbgata.at e magnetic strip on the card, or in a different medium
al together, such as an integrated circuit chip. In this latter event, the

chip can be .rel g 0 ‘Sl Al 1S Nnot..requir.ed to contain high
I evgl s of secur @sﬁgﬁgﬁﬁﬁgﬁﬁﬁeﬁ?%% ﬂ'&hﬂ? g@%&dﬁ’é’? ‘g‘F AbQe fxogedure; the
oper at es aSADP pefiig asrtprmadiary betwesn therissuet and thecard. The certificate

i nformati on which is conventionally recorded, eg., on strip 4 or on a
The card is preferably provided with a transaction counter, ‘which resides on the

10  card, and the main purpose of which is to restrict the number of off-line transactions
allowed before a new certificate is required. In addition, the availability of a transaction
count allows the issuer to carry out further checks against attempted fraud Printing the
transaction number on each receipt gives the card holder a convenient indication of card
usage.

15 In Fig. 4 the CAD has read the DATA block from the certificate, as described
~ above. Held within the data block is the issuer's off-line pblic'y, and the maximum off-line
transaction count. The CAD also reads the card transaction count '(:CTC) from the card. It

then has enough infom_lation to decide whether the transaction can éontinue off-line or not.

In either case, provided that the transaction is approved, the CAD increments the
20  CTC on the card, and prints the CTC as part of the card holder's receipt. -

The increment line to the card has been shown in Fig. 4 as a separate connection,
for clarity. In practice, it would be part of a digital interface, whose operation could not
readily be blocked. To check that the transaction count has indeed increinented, the CAD
re-reads the new transaction count from the card. -

25 It is highly unusual for systems to be pro'vaBly secure. ‘Even when a system is
believed to be secure, it is wise to plan for the bdntingency' that suppbsedly secret
infomm_tion might become public knowledge. In the system described, the secret key of the
system provider, and the secret keys of the issuers, should be kept securely. However,
even if these keys becom§ known, the system provided by this invention can be re-

- 30  configured, quickly and economically to use new key sets.

 For instance, supl?psé that an issuer’s secret key becomes known. The consequent
threat is that a fraudster might produce certificates purporting to come from the issuer, and
thereby use out-of-date cards for off-line transactions. '
SUBSTITUTE SHEET (RULE 26)



‘separate s in a chip, can usefully conprise a commencenent date for
:the card' S%(%ﬁdlzé

and al so other information, such as the SVEYIVMSH
credit limt, transaction availability and one or nore pieces of

I nformati on about the card-holder and/or bionetric information derived from
and characteristic to the holder. 15 7 In particular, the nmaiden name
of the hol der's n®bhecovet Gioim this singkivtlethe issuergyndimes & mehy Réy kTP kets the

i nf or mati on ' -hal.l _col.oyr r...etc.,.or,a scan of_a
fingerprint BioE KB sABRED) e ubmitoii. 59 Fach A pomts Butind nd sipect mabic,
respect, a plaxisceplaged py thameiw oneal Ta allownihip, thef GADdBust havega proomel whichalleled a
inaformth ' ) t el Led ]S
dosor bed. | noiiet SERLL e Spied, 3, the oo RGPS enc 58 5088 pBURKS oL B
No. 45078%) , 2cARice BhthefADSS gaHi%h are i ncorporated herein by reference.
The invention may, as nentioned previously, be used on a wide variety of

val ue articles, . SThéh, a5 edch daitDidtprésefifell 36 R hpdRid CADL 6RY SardGRing The blld'phblic
vehicl e conpgeglents and g.vvl de range ,of se@ur.e.documents, i’g_ch as | _
passports, i Gentiglinan opz ',“eﬁﬁaPWH%'gIWlE‘é’rﬁé tsf5 ifs pepet comificate being signggd withythe
appr eci at ed névaipublid keye Rdn&emidrelmpdategrmd;rw pre@atedac a\CAD whieh %ag aﬂplf
version of t netii t r | e _certificate contalns r.o
cont or et ory Iy O Sl B0 Rl el 8 af S, i RafR fiopfieh e A
i nf or mat ibn weuldibe updateded as bei ng genuine, since it was signed together
with the watermark information, using the secret key. 30  Thus nothing

that is outside t{guCHa! pdcediire rbGuifed’ & LRMEE" hEBNAEAS PUSIR k& ¢ Sedufe, Wast,

treated secretly or_ kept in confilence.
econdomical, and transparent to the user.

The procedure for updating the system provider's key is similar, but somewhat more

complex, since the system provider is the centre of trust. One option is to store a choice of

15  system provider public keys in each CAD, when the system is initialised. If one key

becomes compromised, the system can move over to the next key. This involves re-signing

all the issuer's keys, and updating the CADs as and when they come on line. The cards
need not be updated. As before, the change is transparent to the user.

In the event that the article contains a PIN, that information may be secured within
20  arelatively inaccessibie region of an integrated circuit chip. In this case, the card itself can
check the PIN when keyed in. Alternatively, an encrypted PIN may be stored within the
"certificate” on the article and the CAD can then check the PIN, as is presently done at off-

line ATMs.

In another embodiment, the integrated circuit chip is replaced by a two dimensional
25  bar code which can be read optically.

Figure 5 shows a flow diagram of a method according to the Second aspect of the
inyention. The blocks have the following significances. Block 50 denotes storing
authentification data in a first storage means carried by the article as a non-random
permanently structured magnetic characteristic which varies from place to place on the

30 storage means. '

Block 51 denotes operating on said authentification data and additional data using
the secret key of a secret key/public key cryptosystem pair hereby creating encrypted data.
This will normally be performed by, for example, the card issuing authority in the case of
credit or other cards. '
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The stren\g{th of the magnetic watermark and the use of the secret key is all
that is r¥QP6Wlt o obtain the significantly inproved | evelroricEspwiit Y -
provi ded by this invention. WO 96/ 02901

PCT/ GB95/ 01611 5 Thus, the technique ensures that valued articles cannot be
used before they have officially been isstied, or after they have expired.

For off-line tropgrakrishUiotet Sori e, rd expiry data and
credit limts, for exanpl e arenggﬁ{ij?%ne.“l ?&?%%q%gfs%%eﬁ%éﬂg}ﬁg?snmy
bi onetri c S@R&UGE- .t he reader can al so be sure that the registered card
hol der .5 is present. During on-line operations, the credit limt, expiry

date and PIN (i fBlotleS8dénotesieading tﬂtdﬁ@iy@ﬂ:diJatz{f_?&ﬁitﬁ@ﬁcéﬁd‘ﬁ&a"gbﬁleﬁﬁ{“ ral
conmputer can generate a-new signed certificate to be witten on the card.

Conveniently RS ld,c.key cryptogra i s used,, but .al ternat.ive ]
procedures can Q‘:élaglg;é ‘ll?m%egs?‘?%%“%l ﬂ‘?gﬁ“ye’ém‘(ﬁ? %3@&5 @\ﬁl@’ﬁ‘“ ey 19ff saidht e
(ie., siSgneuyptosystennpaionoigivd detrymed Guthextificariore damr dnddddcayptéds addichab @htaon! Y

to one specyfid wilf ' ' _ by one.speckfic
asuor - niis S Aboaf e GRttofinAl b, (0P KEariIR W0 SR Rafia Rachpe 48 R heta
crypt osyst dh¢ gaserof cpeditor othexcardst he certificate can be stored on-a soft
magnetic track with no | oss of security. Some refinenments of and

enhancenments to Blaek i 55 edEnofd GbinbaritpV the dRFféd CthtiieRtification data with the
authentification data stored in the first storage means thereby a_uthenticatih'g the article of

10 value and/or the additional data. This will normally also be performed by the card reading
system. '

In general, the data stored in the second storage means may be read magnetically,
optically or electronically depending upon the nature of the storage means employed.
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-i15 order e og¥posi N nore fully the Fral &b ure
“operatdi on,of an extended systemis |ar @ﬁ/s c'éﬁ%@&ém i h c?ﬁr&m c’gﬁign

.anmong system conponents, some of - whi ar eREBFACEPyst ed||t han ot hers. The

functionality of several of those data |inks which are€ parThisSbdethidsBeen Replaced
rel evant to valued articles, protected as ‘described herei nb ylll: W
be described. 20 A sinplified dCh4IM8 of key usage w III 'i'ig.
2. As it is based on RSA public key crypt ogr aphy, only the public keys are

communi cated, Each secret key remamins in a highly secure |ocation, within
the organi sat-i on AHReENtsatHeR Meaps for. anrpaicls, of é’ﬁ\"pf 69MPRYIng fmtﬂndcsek@lgd GWK)

i's stored within ﬁaﬁx eﬁ%&ﬁk &ﬁéﬂhe attitied eBEH ' @AtN-stopac s \Wakink d
be overwitten. E usedOIO gdte ta ¢ eckagltrher daf%t 25 thatEhas een

si gned by the pr o’ﬂ‘H 1caung F‘Ffé(’t"@f@?ea“ﬂ ¢ 2PUOF 13 {ransektien asseriateds withjthe ; s
each i Si uer' ( Ii S%demclekthy firstfddda-stodage imeias ftbﬂii@ﬁ{dﬁmatam 5&@1—%}1&&@%‘ thy
secret ke [\ .aGld.ce e arge nu

of CADs, - wash ol HRaREH g ShepacteaRh® ST varieh” i plasey 1 e i Bkt

uni que key (not sstoragd means, tie second storage imeans stofing dalal dbtdified byoodgeeationAIPihe

S Card the | ssuctRTRE °§§|ts?%“§ REID B AR eriBbedseff paid ST dath oo the
know about t he cafist dasd ard additienaldataar d, as shown in Fig. 3 in a bl.ock

mar ked DATA. This includes the nunber recorded as the magnetic waternark,
t he PAN, e’xpi'

ry date, PIN . . . .
Y Rut%ennl:::auon means according to claim 1 in which the first and second storage
means comprise respective tracks on 2 common magnetic strip.

3. Authentication means according to claim 1 in which the second storage means
comprises a magnetic strip seperate from said first storage means.

4, Authentication means according to claim 1 in which the second storage means is
carried by the first storage means.

S. Authentication means according to claim 1 in which the second storage means
comprises a two dimensional bar code.

6. Authentication means according to claim 1 in which the second storage means
comprises an integrated circuit. '

7. Authentication means according to claim 6 in which the integrated circuit includes
relatively open and relatively secure data storage areas, the relatively secure data
storage area storing a personal identification number (PIN) associated with an
authorized user or possessor of the article of value.

8. An article of value having authentication means according to any preceding claim
carried thereby
9. A method of authenticating an article of value, comprising:

a) storing authentification data in a first storage means carried by the article
as a non-random permanently structured magnetic characteristic which

. varies from place to place on the storage means,
* [ L M S *
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VO 96/ 02 | -
- _PCT/ GBQS/%g(}gGﬂ”gl_p_m_i cy S6 s suf fici ent for PEHGBMNISH deci de
“when an off-line transa The DATA bl ock, when signed by
THnsShi:@ﬂh@&;éﬁgﬁggdet ke secure certificate, which is

E)EWI ﬂmﬁ fard. 5 In normal use, the
The proad i

Er‘t i f b} aiperating o bd Gautbat AoMiod Sy BhE AdBRioRk ':Qausinga&x@

f upgggr%dkcerkl fi cat(;‘fs 2n-bh| ne al so follows the above
procedure, the CAD alting asOf At ¥CHd JKfRIPHS KGR SYRIGRYSIERS BAF herely roreatingr d.
The card is preferabkegcryptediddad with a transacti on counter, which resides
on the 10 card, and i . ichis,to restrict the, nunmber of
off-line transacti ongs gl ! ogﬂe‘&egéé&?&&ge%a%r%wvmcae%cf)w ggir%gq Wqﬁ@%@%ym‘e

addi tion, the avail aBfticl&y of a transaction count allows the issuer to

carry out further chgy{@dﬁg%@é{cr@g‘%ﬁ%ﬁgn{ﬁ@%ﬁg&%we transaction

nunber on each receipl gives the er a conveni ént | ndi cation of
card usage. 15 €) 03‘?5@%9‘?“ thetengrypied dataswith the public keyrof sdid cryptosysterahe

certificate, as descphibes gheodeerypusd suthértification\@atal ahd dbbrypted i additidfal &d/er ' S
off-l1ine policy, and t‘?e maxi mum of f-1ine transaction cotnt. The CAD al'so
reads the card trans8ion count (CTC) fromthe card. It then has enough

information to deci df) cimmpdring thealetryptetonithentificaioncdatd iwithethe | duthentification Ot -
data stored in the first storage means thereby authenticating the article of -
value and/or the additional data..

W
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In‘élther case, provided that the transaction is approved, the CAD
increnents CTC on the card, and prints the CIC as p & e card
hol der' s recel [ﬂ% the increment line to t he card has been shgé\#((;g 5’&12 .

as a separate connection, for clarity. In practice, it would be part of a
digital interface, whose operation could not readily be bl ocked. To check
that the transaction count has indeed increnented, the CAD re-reads the new
transaction count fromthe card. 25 12 1t is highly unusual for
systens to be provably secure. Even mﬂgq sten1is beligved to be secure,
It is wse to plan for the contlngenc Sit supposedlylse ret information
m ght becone public know edfE== . N ey t he secret key of

t he” syst em provi der, and t £, shoul d be kept
securely. However, even e system provi ded by
this invention can be re gconom cally to use
new key sets. For instance, «—3Se @ key becones
known. The consequent thre ;47 tiproduce certificates

O 96/02901
fromthis situation,

[MR EK. LIVING

off-line transacti ons.
PCT/ GB95/ 01611 7 To recoye
key set, and get's the 4

7~ SYSTEM PROVIDER -%: ig'z'(___ ISSUER—

RSA KEYGEN RSA KEYGEN -

PPK  PSK ~—1PK  IsK
RSA \. J/

CAD
PPK (IPK)PSK

% . ISSUEH—\Fig'S'

IPK ISK PAN

RSA DATA |@ WATERMARK STRIPE

| (DATA)ISK .m
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public key wb966shopy the system provider. As each CAD conmes BOF/GBAEQ161he
. suspect public key is replaced by the new one. To allow this, the CAD nust
have a protocol which allows issuer keys to be updated. As the new key is
gi gned by the systemprovider, it can be 5 accepted by the CAD as
genui ne. Then, as each card is presente@2o the updated CAD, any card using
the old public key is given an on-line transaction, which results is its
next certificate being signed with the new public key. Furthernore, an
updat ed card, when presented to a CAD which was still using the old public
key, would result in an on-line trans i ongduring which the CAD 10 would
be updated. Thus the procedure requirégf bange the issuer's public key
is secure, fast, economical, and transpdrent to the user. The procedure for
‘updating the sysiam-peovCAE imlar, but somewhat nore conpl ex,
'since the sysfemprovider is the centrd of trust. One option is to store a
‘choi ce of 15 }system provider public k ys in each CAD, _when the stemis
initialised. |f one key be ro e system can nove oWr to
the next key.}This i I BATAONIINg | YWWATERMARK STRIPE ujdat i ng
the CADs as aphd when dne. :
before, the c1ange i ent tot 1 ?¥

d cuit chip. In thls case,

article conta nf or mat i
y ernativel
certlflc 5%* B
off-

the card itself can check the PIN when
encrypted PIN
CAD can then check the PIN, as i

at
relatively in ccehM)éCéTQeBQMCXf an i
and t he
presently done :

RECEIPT
cTC > POINT OF SALE

Fig.5.
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line ATMs. In another embodi ment, the integrated circuit chip is replaced
by a two.di nensional 25 bar code which can be read optiggtIV: :
shows a fl ow di agram of a nmethod according to the second Rt Wﬁﬁ T
i nvention. The bl ocks have the follow ng significances. Blpck 50 denote
storing authentification data in a first storage neans chr}i qdb MAY 11936
article as a non-random permanently structured magnetic fghpracteristic
which varies fromplace to place on the 30 storage neang. =Brotk~—5I denot €s
operating on said authentification data and additional data using the
secret key of a secret key/public key cryptosystem pair hereby creating-
encrypted data. This will normally be perforned by, for exanple, the card
i ssuing authority in the case of credit or other cards. WO 96/ 02901
PCT/ GB95/ 01611 8 Bl ock 52 denotes storing tBe encrypted data in a second
storage neans carried by the article. Block”53 denotes reading the
encrypted data fromthe second storage n€&l#sIMS8I| ock 54 denotes operating on

the encrypteql datg Welihd BfabiiiRhtiCatify aftlarAk 3¢ value, comprising:
a) storing authentification data in a first storage means carried by the article
as a non-random permanently structured magnetic characteristic which
varies from place to place on the storage means,
b) operating on said authentification data and additional data using the secret
key of a secret key/public key cryptosystem pair hereby creating encrypted
data, '
c) storing the encrypted data in a second storage means carried by the article,
d) reading the encrypted data from the second storage means,
e) operating on the encrypted data with the public key of said cryptosystem
pair to give decrypted authentification data and decrypted additional data,
and :
f) comparing the decrypted authentification data with the authentification
data stored in the first storage means thereby authenticating the article of
value and/or the additional data.

2. Identification means for an article of value, capable of being used in the
method of claim 1, comprising first and second data-storage means being
carried by the article, each data-storage means storing data for authenticating

or identifying the article and/or a transaction associated with the article, the

! first data-storage means storing first data as a non-random permanently
structured magnetic characteristic which varies from place to place on the
first storage means, the second storage means storing data obtained by
operation of the secret key of a secret key/public key cryptosystem pair upon
data comprising the first data and additional data. _

3. Identification means according to claim 2 in which the first and second

_ storage means comprise respective tracks on a common magnetic strip.
L 4. identification means according to claim 2 in which the second storage means
comprises a magnetic strip separate from said first storage means. |

5. Identification means according to claim 2 in which the second storage means
is carried by the first storage means.

e
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5 ’ cryptosystempair to give decrypted authentification data and decrypted
addi;tional data. This wll normally be perforned by, for exanple, the card
readi ng machine in the field in the case of credit or other cards Bl ock 55
denotes conparing the decrypted authentification data g
authentification data stored in the first storage neans MQBMENT SﬂEET
authenticating the article of 10 value and/or the additifonal data.
will normally also be perforned by the card reading sy$temqg aI the
data stored in the second storage neans nmay be read magne¢tically, op ically
or electronically depending upon the nature of the stofage—reans—erployed.
9 CLAIMS A nethod of authenticating an article of valug, conprising: a)
storing authentification data in a first sifrage means carried by the

article as a non-random permanently structured magnetic characteristic
whi ch varies fromplace to place on the storage neans, b) operating on said
aut henti f i cat i onIdentificativnonie¢ans accairdidvg to dainm@ mhsdbﬂ‘etsdceyd@tomgseneaﬂs

key/ public key CEMHH??S@BQW&Me&%I@HSaFE@&’é' ng encrypted data

7. Identification means according to claim 2 in which the second storage means

comprises an integrated circuit.

8. Identification means according to claim 7 in which the integrated circuit
includes relatively open and relatively secure data storage areas, the
relatively secure data storage area storing a personal identification number
(PIN) associated with an authorized user or possessor of the article of value.

9. An article of value having identification means according to any preceding
claim carried thereby. '
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(54) Title:: AUTHENTICATION TECHNIQUE

(57) Abstract

A dual-secure
authentication  technique
takes advantage of the
inherently secure nature of
certain data storage media,
such as that based upon the

structural variation, from -

place to place over a strip,
of magnetic characteristic,
to attach to a valued article
a secure identity code. The
_security is further enhanced
by incorporating that code,
together with further data,
"signing" the code and
further data using the secret
key of a cryptosystem pair

and attaching the signed information to the article. Aud:enﬁmonreqmmtheugnedmfmmauonmbede-aypwdumgﬂmpubhckeyof
medium.
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5. I dentification neans according to chaknré-?n:mhich t he second stpradé t

means is carried by the first storage neans. - 10 6. | dentification
means according to clain12 in which the second storage neans conprises a .
two di nensi onal bar code. 7. | dentification means according to cIa|n12 in

“which the second storage neans conprises an integrated circuit. 8.

| dentification neans according to claim?7 in which the integrated circuit
includes relatively open and relatively secure data storage areas, the
relatively secure data storage area storing a personal identification
nunber (PIN) associated with an authorized user or possessor. of the article
of val ue. ‘9. An article of value having identification neans accordlng to
any preceding claimcarried thereby.
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