METHOD AND APPARATUS FOR TRANSMITTING DATA
IN 10T SYSTEM, AND GATEWAY DEVICE AND
STORAGE MEDIUM THEREOF

TECHNICAL FIELD
[0001] The embodiments of the present disclosure relate to the field of Internet of things,
and more particularly to a method and apparatus for transmitting data, and a gateway

device and a storage medium thereof.

BACKGROUND

[0002] An Internet of things (IoT) system 1s a computer control system that implements
information exchange between infrastructure and the Intermet by an information
acquisition device. A gateway device obtains data acquired by an IoT device at the edge
and reports the data to a cloud, and relevant personnel may analyze the data.

[0003] In the process of uploading data to the cloud by the gateway device,
communication may be interrupted due to a network delay or an infrastructure failure, or
the like. In the related art, breakpoint data are usually discarded. or cached to a disk file
or a database, and then uploaded to the cloud after the communication is resumed.

[0004] However, in the method for processing breakpoint data in the related art, the
cached data file generally needs to be manually uploaded to the cloud according to a
timestamp. The operation is complicated and time-consuming, and timeliness of data may

not be ensured.

SUMMARY

[0005] Embodiments of the present disclosure provide a method and apparatus for
transmitting data in an IoT system, and a gateway device, and a storage medium thereof.
The technical solutions are as follows:

[0006] n one aspect, embodiments of the present disclosure provide a method for

transmitting data m an loT systern. The method includes:



[0007] determining a data type of device data sent by an IoT device when a connection
between a gateway device and a server is abnormal, the data type including a real-time
data type and a historical data type:

[0008] storing the device data of a real-time data type into a first message queue of a
message-oriented middleware, and storing the device data of a historical data type into a
second message queue of the message-oriented middleware;

[0009] transmitting the device data in the first message queue to the server over a first
Message Queuing Telemetry Transport (MQTT) channel, and transmitting the device
data in the second message queue to the server over a second MQTT channel.

[0010] in another aspect, embodiments of the present disclosure provide an apparatus for
fransmitting data in an JoT system. The apparatus includes:

[0011] a first determining module, configured to determine a data type of device data sent
by an IoT device when the connection between a gateway device and a server is
abnormal, the data type including a real-time data type and a historical data type;

[0012] a first storage module, configured to store the device data of a real-time data type
to a first message queue of a message-oriented middleware, and the device data of a
historical data type to a second message queue of the message-oriented middleware;
[0013] a first transmitting module, configured to transmit the device data in the first
message queue to the server over a first MQTT channel, and transmit the device data in
the second message queue to the server over a second MQTT channel, when the
connection between the gateway device and the server resumes to a normal state.

[0014] i another aspect, embodiments of the present disclosure provide a gateway
device. The gateway device includes a processor and a memory, wherein the memory
stores at least one instruction, at least one program, a code set, or an instruction set,
wherein the at least one instruction, the at least one program, the code set or the
mstruction sct is loaded and executed by the processor to implement the method for
transmitting data in the IoT system as described in the above aspect.

[0015] fn another aspect, embodiments of the present disclosure provide a computer-
readable storage medium. The computer-readable storage medium stores at least one
instruction, at least one program, a code set or an instruction set, wherein the at lcast one

mstruction, the at least one program, the code set or the mstruction sct 15 loaded and



exceuted by the processor to implement the method for transmitting data in the IoT
system as described in the above aspect.

[0016] The beneficial effects achieved the technical solutions according to the
embodiments of the present disclosure include at least:

[0017] when the connection between the gateway device and the server is abnormal, the
data to be transmitted is divided into real-time data and historical data, and stored in
different message queues respectively, such that the device data in the message queues is
uploaded to the server over different channels when the connection resumes to a normal
state, which improves the timeliness of uploading real-time data while ensuring data
integrity, and does not require manual intervention to upload breakpoint data

complementally, thereby simplifying the operation steps.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] FIG. 1 is a schematic diagram of an implementation environment according to an
exemplary embodiment;

[0019] FIG. 2 is a flowchart of a method for transmitting data in an IoT system according
to an exemplary embodiment;

[0020] FIG. 3 is a schematic diagram of a data transmission process in an loT system
according to an exemplary embodiment;

[0021] FIG. 4 is a flowchart of a method for transmitting data in an IoT system according
to another exemplary embodiment;

[0022] FIG. 5 is a schematic diagram of a data transmission process according to another
exemplary embodiment;

[0023] FIG. 6 is a flowchart of a method for transmitting data in an IoT system according
to another exemplary embodiment;

[0024] FIG. 7 is a flowchart of a method for transmitting data in an ToT system according
to another exemplary embodiment;

[0025] FIG. 8 is a structural block diagram of an apparatus for transmitting data in an [oT
system according to an exemplary embodiment; and

[0026] FIG. 9 is a schematic structural diagram of a gateway device according to an

exemplary embodiment.



DETAILED DESCRIPTION

[0027] The present disclosure is described in further detaid heremnafter with reference to
the accompanying drawings, to present the objects, technical solutions, and advantages of
the present disclosure more clearly.

[0028] The term "plurality” herein refers to two or more. The term "and/or" herein
describes a corresponding relationship of the corresponding objects, indicating three
kinds of relationships. For example, A and/or B, can be expressed as: A exists alone, A
and B exist concurrently, B exists alone. The character "/" generally indicates that the
context object is an "OR" relationship.

[0029] In the related art, in an IoT system, when a connection between a gateway device
and a server 1s abnormal, the gateway device stores received device data to a local cache
file, and after the connection resumes to a normal state, the data in a cache file is
uploaded to the server complementally through a manual intervention operation. For
some instantaneous breakpoint data caused by brief network jitters or other factors, the
gateway device usually discards the data directly.

[0030] As to supplemental uploading of breakpoint data by the above technology, the
former requires the manual intervention operation, and the steps are cumbersome and
time-consuming, which may result in loss of service value of the data; if multiple
connection abnormalities occur within a certain period of time, the supplemental
uploading of device data also needs to import and export data multiple times, and errors
may easily occur in manual operation, resulting in overlapping, missing or disordering of
time windows; and in the process of data export for supplemental uploading, data needs
to be stored in the manner of external storage, which may cause leakage of device data.
The latter directly discards the instantancous breakpoint data, resulting in that integrity of
the device data may not be ensured.

[0031] In order to solve the above problem, an embodiment of the present disclosure
provides a method for transmitting data in an IoT system. Referring to FIG. 1, a
schematic diagram of an implementation environment according to an exemplary
embodiment of the present disclosure is illustrated. The implementation environment

includes an loT device 101, a gateway device 102, and a server 103.



[0032] The IoT device 101 is an information acquisition device in the IoT system, and is
mainly configured to acquire data, which is usually provided with a sensor (such as a
photovoltaic sensor, a speed sensor, a pressure sensor, or the like) and an actuator (such
as a hydraulic actuator, a pulse signal actuator, or the like). The sensor may convert the
information acquired by the device into clectrical signals or other desired forms of
formation for output according to a certain rule. The actuator is usually used in an
automatic control system to receive control signals from a cloud or other devices, thereby
maintaining a controlled amount within a required range. In addition to acquiring and
transmitting data, the IoT device also needs to support data processing and storage
functions, which are commonly used in the fields of industry, power grid, smart home,
intelligent transportation, and the like.

[0033] The IoT device 101 and the gateway device 102 are connected by a wired or
wireless network.

[0034] The gateway device 102 is a computer system or device that provides a data
conversion service between multiple networks. In the IoT system, the gateway device 102
is configured to receive device data uploaded by multiple IoT devices, and convert the
device data into a predetermined format, such that the device data is uploaded to the
server 103.

[0035] In the embodiment of the present disclosure, a first MQTT channel and a second
MQTT channel are disposed between the gateway device 102 and the server 103; when
the connection between the gateway device 102 and the server 103 is interrupted, the
gateway device 102 divides the device data reported by the IoT device into historical data
and real-time data; when the connection is resumed, the real-time data is uploaded to the
server 103 over the first MQTT channel, and the historical data is uploaded over the
second MQTT channel; and when uploading the device data over the first MQTT channel
and the second MQTT channel, the gateway device 102 controls the consumption rate of
the historical data, such that the historical data is uploaded complementally under the
precondition of ensuring that real-time data transmission is not affected.

[0036] The server 103 is the cloud in the IoT system, and is configured to receive device

data from the gateway device 102, and store, process, and analyze the device data,



thereby performing service discovery and providing a service query function, to
implement loT application service logic.

[0037] Optionally, the IoT system further includes a monitoring device connected to the
server 103, and configured to send a data query request to the server 103, and the server
103 queries the stored device data according to the data query request, and feeds back to
the monitoring device for displaying the queried device data, to help the staff to monitor
the working status of each IoT device 101.

[0038] Referring to FIG. 2, a flowchart of a method for transmitting data in an IoT
system according to an exemplary embodiment of the present disclosure is illustrated.
This embodiment is illustrated by taking the method used in a gateway device as an
example. The method includes the following steps.

[0039] Step 201: When a connection between the gateway device and a server is
abnormal, a data type of the device data sent by the IoT device is determined, wherein the
data type includes a real-time data type and a historical data type.

[0040] In the IoT system, the gateway device receives the device data from the IoT
device and sends the data to the cloud server to implement data statistics and discover
business value. However, due to network jitter, device failure, etc., a connection
abnormality may occur in the data transmission channel between the gateway device and
the cloud server, resulting in interruption of data transmission.

[0041] In a possible implementation, the gateway device divides the device data sent by
the IoT device into real-time data and historical data according to a preset judgment
mechanism. When the connection between the gateway device and the server is abnormal,
the data type of the current data to be transmitted is firstly determined, so as to perform
the corresponding processing on different types of data subsequently.

[0042] Step 202: The device data of a real-time data type is stored into a first message
queue of a message-oriented middleware, and the device data of a historical data type is
stored into a second message queue of the message-oriented middleware.

[0043] The message-oriented middleware is communication software based on message
transfer that provides various end-to-end data communication services in a distributed
network, including various functions of real-time data transmission, reliable queues,

event services and the like. After determining the data type of the data to be transmitted,



the gateway device stores the data in the corresponding message queue of the message-
oriented middleware according to the data type.

[0044] Schematically, referring to FIG. 3, the IoT system adopts an active message queue
(AMQ) and sclects a publish/subscribe mode, that is, the gateway device 301 may only
obtain the message queue after subscription and send it to the server 303. There is a
server-side implementation of the Message Queuing Telemetry Transport (MQTT)
protocol, i.e., an MQTT Broker, running in the server 303. The AMQ needs to be
connected to the MQTT Broker before implementing the publish/subscribe function. The
gateway device 301 receives the device data from the IoT device 302 and sends the
device data to the server 303. When the connection between the gateway device 301 and
the server 303 is abnormal, the current device data to be transmitted is published to the
message queue of AMQ; when the connection resumes to a normal state, the gateway
device 301 subscribes to the device data in the message queue of AMQ and sends the
device data to the server 303 from the corresponding data channel.

[0045] Step 203: The device data in the first message queue is transmitted to the server
over a first MQTT channel, and the device data in the second message queue is
transmitted to the server over a second MQTT channel, when the connection between the
gateway device and the server resumes to a normal state.

[0046] In a possible implementation, two MQTT channels are disposed between the
gateway device and the server. When the data transmission status between the gateway
device and the server is normal, the gateway device sends the device data in the first
message queue to the server over the first MQTT channel. For the historical data stored in
the second message queue, the gateway device first detects whether the second MQTT
channel has been established, and if the second MQTT channel has been established,
sends the device data in the second message queue to the server over the second MQTT
channel, and if the second MQTT channel has not been established, initializes the
connection of the second MQTT channel, and then sends the device data in the second
message queuce to the server over the second MQTT channel. The second MQTT channel
is a channel for uploading only historical data, and the data is transmitted in an encrypted

manner in the channel, which reduces the risk of leaking or being stolen.



[0047] In summary, in the embodiment of the present disclosure, when the connection
between the gateway device and the server is abnormal, the data to be transmitted is
divided into real-time data and historical data, and stored in different message queues
respectively, such that the device data in the message queues is uploaded to the server
over different channels when the connection resumes to the normal state, which improves
the timeliness of uploading real-time data while ensuring data integrity, and does not
require manual intervention to upload breakpoint data complementally, thereby

simplifying the operation steps.

[0048] Referring to FIG. 4, a flowchart of a method for transmitting data in an IoT
system according to another exemplary embodiment of the present disclosure is
illustrated. This embodiment is illustrated by taking the method used in a gateway device
as an example. The method includes the following steps.

[0049] Step 401: A data receiving moment of the device data is received, wherein the
data receiving moment is a moment when the gateway device receives the device data.
[0050] In a possible implementation, when acquiring the device data acquired by the [oT
device, the gateway device converts the device data into a data structure of a
predetermined format, wherein the data structure includes a field for storing a data
receiving moment. Before uploading the device data, the gateway device first reads the
data receiving time of the device data from the field.

[0051] Step 402: The data type of the device data is determined according to the data
receiving moment, a current moment, a expected processing duration and a transmission
delay threshold, wherein the expected processing duration is an expected duration from
the current moment to a transmission completion moment, and the transmission delay
threshold is a maximum delay from data reception to completion of transmission.

[0052] The expected processing duration is determined and obtained by the gateway
device based on the factors such as the loT device's device data type, the data volume, the
network bandwidth, and is a duration desired for the device data from the current moment
to the transmission success moment. The transmission delay threshold is obtained by the
gateway device based on the device data type and the historical transmission record, and

is the maximum delay allowed from data reception to completion of transmission. When



receiving the device data of the IoT device, the gateway device acquires the data
receiving time of the device data, and obtains the corresponding expected processing
duration and the transmission delay threshold, and determines the data type of the device
data on the basis of the current moment.

[0053] In a possible implementation, the process may include the following steps:

[0054] 1. An expected transmission duration of the device data is determined according
to the data receiving moment, the current moment, and the expected processing duration.
[0055] Alternatively, the expected processing duration is preset and determined by the
gateway device based on factors such as a current network condition, a data transmission
speed of the first MQTT channel, and a volume of the device data in the data
transmission queue, that is, an expected duration from the current moment to the
transmission completion moment. The gateway device determines the expected
transmission duration of the device data according to the data receiving moment, the
current moment, and the expected processing duration. In a possible implementation, the
expected transmission duration of the device data is equal to the current moment minus
the data receiving time plus the expected processing duration.

[0056] Schematically, if the current moment is 10:00:10, for device data with a data
receiving moment of 10:00:08 and an expected processing duration of 1 second, the
expected transmission duration thereof is 3 seconds.

[0057] 2. If the expected transmission duration is greater than the transmission delay
threshold, it is determined that the device data is of a historical data type.

[0058] The gateway device compares the expected transmission duration of the device
data with the transmission delay threshold, and divides the data type of the device data
into a historical data type and a real-time data type according to the comparison result,
and if the expected transmission duration is greater than the transmission delay threshold,
the device data is of a historical data type.

[0059] Schematically, the gateway device presets a transmission delay threshold of 2
seconds, if the current moment is 10:00:10, for device data with a data receiving moment
of 10:00:08 and an expected processing duration of 1 second, the expected transmission
duration thereof is 3 seconds, which is greater than the transmission delay threshold, and

the gateway device determines that the device data is of a historical data type.



[0060] 3. If the expected transmission duration is less than the transmission delay
threshold, it is determined that the device data is of a real-time data type.

[0061] If the expected transmission duration of the device data is less than the
transmission delay threshold, the expected transmission duration of the device data is
within the range of real-time data, 1.¢., the data is of a real-time data type.

[0062] Schematically, the gateway device presets a transmission delay threshold of 2
seconds, if the current moment is 10:00:10, for the device data with a data receiving
moment of 10:00:10 and an expected processing duration of 1 second, the expected
transmission duration thereof is 1 second, which is less than the transmission delay
threshold, and the gateway device determines that the device data is of a real-time data
type.

[0063] In a possible implementation, one gateway device receives data acquired by
multiple IoT devices and uploads the data to the server. Since the acquisition devices are
different, the data structure, the data volume, and network resources consumed during
transmission, etc. of their device data are also different. Therefore, prior to the step 402,
the gateway device determines the expected processing duration and the transmission
delay threshold corresponding to the device data according to a data processing difficulty
and a preset corresponding relationship of the device data, and correspondingly, the
gateway device subsequently determines that the device data belongs to real-time data or
historical data according to the expected processing duration and the transmission delay
threshold corresponding to the device data, and the preset corresponding relationship
includes a corresponding relationship between the data processing difficulty, the expected
processing duration, and the transmission delay threshold.

[0064] Schematically, for an acquisition device with a large amount of acquired data, a
complex data structure and a long transmission time, the gateway device sets the
expected processing duration of its device data to be T1, and the transmission delay
threshold to be T2; for an acquisition device with a small amount of acquired data or a
short transmission time, the gateway device sets he expected processing duration of its
device data to be T3, and the transmission delay threshold to be T4. The data processing
difficulty of the latter is less than that of the former, and T2 is greater than T4.

10



[0065] Step 403: The device data of a real-time data type is stored into a first message
queue of a message-oriented middleware, and the device data of a historical data type is
stored into a second message queue of the message-oriented middleware.

[0066] For the implementation of step 403, reference may be made to step 202, which is
not described in the present embodiment again.

[0067] Step 404:The data type of the device data in the first message queue is re-
determined when the connection between the gateway device and the server resumes to a
normal state; and the device data of the historical data type in the first message queue is
transferred to the second message queue.

[0068] Since it takes a period of time for the connection between the gateway device and
the server to resume to a normal state, the real-time data before the abnormal connection
may be converted into historical data. Therefore, when the connection between the
gateway device and the server resumes to the normal state, the data type of the device
data in the first message queue is re-determined; and if there is historical data, the device
data of a historical data type is transferred to the second message queue.

[0069] Schematically, as shown in FIG. 5, the gateway device presets a transmission
delay threshold of 2 seconds, and if the moment when the transmission channel
connection is abnormal is 10:00:08, and the moment when the connection resumes to the
normal state 1s 10:00:10, for device data with a data receiving moment of 10:00:08 and an
expected processing duration of 1 second, the expected transmission duration thereof is 1
second when the connection is abnormal, the device data is of a real-time data type, and
the expected transmission time is 3 seconds when the connection resumes to the normal
state, which is greater than the transmission delay threshold and the device data is of a
historical data type, and then the gateway device transfers the device data to the second
message queue.

[0070] In another possible implementation, step 404 may be further substituted by: re-
determining the data type of the device data in the first message queue cvery
predetermined time interval, and transferring the device data of the historical data type in
the first message queue to the second message queue.

[0071] When the connection between the gateway device and the server is abnormal, the

gateway device may still determine the data type of the device data, in order that the
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device data of the first message queue may be quickly uploaded from the corresponding
channel when the connection resumes to the normal state, the gateway device re-
determines the data type of the device data in the first message queue every
predetermined time interval and transfers the device data of the historical data type in the
first message queue to the second message queue.

[0072] Step 405: The device data in the first message queue is transmitted to the server
over the first MQTT channel according to a first queue consumption frequency.

[0073] After the first MQTT channel connection resumes to the normal state, the gateway
device sends the device data of the first message queue in the message-oriented
middleware to the server over the first MQTT channel according to the consumption
frequency of the real-time data in the first queue.

[0074] In a possible implementation, one gateway device is connected to multiple IoT
devices, and the received device data has multiple types, so the first queue consumption
frequency of the first message queue may change at every moment, for example, when
the device data acquired by the [oT device A is transmitted in a centralized manner, the
first queue consumption frequency is 1800 per hour, and when the device data acquired
by the IoT device B is transmitted in a centralized manner, the data volume is small, and
the first queue consumption frequency is 1000 per hour.

[0075] Step 406: A second queue consumption frequency of the second message queue is
determined according to the first queue consumption frequency and a connection
bandwidth, wherein a total occupied bandwidth corresponding to the first queue
consumption frequency and the second queue consumption frequency is less than the
connection bandwidth.

[0076] The first MQTT channel and the second MQTT channel transmit device data in
the same network environment, and the total occupied bandwidth is prioritized, so the
transmission of historical data may affect the transmission speed of the real-time data. In
order to ensure that the real-time data is preferentially transmitted to the server according
to the normal speed, the gateway device determines the second queue consumption
frequency of the second message queue according to the first queue consumption

frequency and the connection bandwidth.
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[0077] In a possible implementation, the user may preset a relationship of the second
queue consumption frequency with the first queue consumption frequency and the
connection bandwidth, such that the second queue consumption frequency may be
dynamically adjusted as the first queue consumption frequency changes.

[0078] Schematically, within the current time period, the highest message queue
consumption frequency allowed by the connection bandwidth is 2000 per hour. When the
device data acquired by the IoT device A is transmitted in a centralized manner, the first
queue consumption frequency is 1800 per hour, and then the gateway device adjusts the
second queue consumption frequency to not exceed 200 per hour; when the device data
acquired by the IoT device B is transmitted in a centralized manner, the data volume is
small, and the first queue consumption frequency is 1000 per hour, and then the gateway
device adjusts the second queue consumption frequency to not exceed 1000 per hour.
[0079] Step 407: The device data in the second message queue is transmitted to the server
over the second MQTT channel according to the second queue consumption frequency.
[0080] After determining the current second queue consumption frequency according to
the first queue consumption frequency and the connection bandwidth, the gateway device
sends the historical data in the second message queue to the server over the second
MQTT channel according to the second queue consumption frequency, thereby ensuring
that the real-time data may be uploaded preferentially.

[0081] In the embodiment of the present disclosure, for the device data of different [oT
devices, the historical data and the real-time data are divided according to actual needs,
and the second queue consumption frequency is determined according to the first queue
consumption frequency of the real-time data; under the condition that the real-time data is
transmitted preferentially, the historical data is sent to the server over the second MQTT
channel, which improves the data processing and transmission cfficiency under the
premise of ensuring the integrity and timeliness of the data.

[0082] In the above embodiment, the device data is transmitted in a transmission mode in
which the real-time data is preferentially transmitted, that is, the historical data is
uploaded under the premise of ensuring preferential transmission of the real-time data,
and for some data requiring stricter acquisition time sequence, the breakpoint resume

mode may cause that the time sequence of the device data acquired by the server is
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disordered. Therefore, referring to FIG. 6, in a possible implementation, before step 401,
the following steps are also included:

[0083] Step 408: A breakpoint resume mode of the device data is acquired.

[0084] In a possible implementation, for different IoT devices, the user may set different
breakpoint resume modes according to actual needs, and the gateway device first acquires
the breakpoint resume mode of the device data before transmitting the device data.

[0085] Step 409: The data type of the device data sent by the IoT device is determined
when the connection between the gateway device and the server is abnormal and a first
breakpoint resume mode is adopted, wherein the first breakpoint resume mode is a
transmission mode in which the real-time data is preferentially transmitted.

[0086] The gateway device adopts a corresponding transmission mode based on the
breakpoint resume mode of the device data. When the connection between the gateway
device and the server is normal, the device data is sent to the server over the first MQTT
channel; when the connection between the gateway device and the server is abnormal, if
the current device data adopts the first breakpoint resume mode, its data type is
determined, and steps 401 to 407 are performed.

[0087] Step 410: The device data is stored into the first message queue according to a
first in first out principle, based on the data receiving moment of the device data, when
the connection between the gateway device and the server is abnormal and a second
breakpoint resume mode is adopted, wherein the second breakpoint resume mode is a
transmission mode in which data is uploaded according to a receiving time sequence.
[0088] When the connection between the gateway device and the server is abnormal, for
some device data requiring strict time sequence, the gateway device adopts the second
breakpoint resume mode for transmission, that is, according to the data receiving moment
of the device data, the device data is stored in the first message queue of AMQ strictly in
a sequential order.

[0089] Step 411: The device data in the first message queue is transmitted over the first
MQTT channel when the connection between the gateway device and the server resumes
to a normal state.

[0090] When the connection between the gateway device and the server resumes to the

normal state, the device data in the first message queue is first sent to the server over the
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first MQTT channel, and the data received during this period is waiting in line in the
transmission queue. When the device data in the first-in first-out mode in the first
message queue is all transmitted successfully, the remaining device data is continuously
transmitted.

[0091] It should be noted that, no strict sequence is defined between step 409 and steps
410 to 411, that 1s, step 409 and steps 410 to 411 may be performed simultancously,
which is not limited in this embodiment.

[0092] In the embodiment of the present disclosure, the user may set different breakpoint
resume modes according to the actual requirements of different device data; for the
device data that requires strict data integrity without considering the data acquisition time
sequence, a breakpoint resume mode in which the real-time data is preferred may be
adopted; for the device data that requires strict data acquisition time sequence, the first-in
first-out breakpoint resume mode may be adopted, which meets the user requirements
and improves the timeliness of transmitting data by the gateway device.

[0093] In combination with the above embodiment, in a schematic example, the flow of
data transmission in the IoT system is as shown in FIG. 7.

[0094] Step 701: Device data is pre-processed.

[0095] When receiving the device data acquired by the IoT device, the gateway device
first converts the structure of the device data into a data structure that the computer
device may process.

[0096] Step 702: Whether the connection between the gateway device and the server is
normal is detected.

[0097] If the connection is abnormal, step 703 is performed; if the connection is normal,
step 708 is performed, and the gateway device needs to adopt a corresponding data
transmission mode according to the current connection state.

[0098] Step 703: A breakpoint resume mode is determined.

[0099] If the breakpoint resume mode is the first-in first-out mode, step 705 is performed;
if the breakpoint resume mode is the real-time priority mode, step 704 is performed, and
then step 705 is performed. For different IoT devices, the user may set different
breakpoint resume modes according to actual needs. Before transmitting the device data,

the gateway device first obtains the breakpoint resume mode of the device data.
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[00100] Step 704: A data type of the device data is determined.

[00101] If the breakpoint resume mode is a real-time priority mode, the gateway device
needs to determine whether the device data belongs to real-time data or historical data,
and adopts a corresponding transmission mode according to the data type.

[00102] Step 705: The device data is stored to the message-oriented middleware.

[00103] The gateway device stores the device data in the corresponding message queue
of the message-oriented middleware according to the data type of the device data, stores
the device data in the first-in first-out mode and the device data of the real-time data type
in the breakpoint resume mode to the first message queue of the message-oriented
middleware, and stores the device data of the historical data type to the second message
queue of the message-oriented middleware.

[00104] Step 706: The device data is uploaded from the corresponding channel after the
connection is resumed.

[00105] After the connection between the gateway device and the server resumes to a
normal state, for the device data in the first-in first-out mode in the first message queue, it
1s preferentially transmitted over the first MQTT channel, and then the subsequently
acquired device data is transmitted; for the device data in the real-time priority mode, the
data type is re-determined, the historical data is sent from the second MQTT channel, and
the real-time data is sent from the first MQTT channel.

[00106] Step 707: A breakpoint resume mode is determined.

[00107] When the connection between the gateway device and the server is normal, the
gateway device also needs to acquire a breakpoint resume mode of the device data. If the
breakpoint resume mode is the real-time priority mode, step 709 is performed after step
708 is performed; if the breakpoint resume mode is the first-in first-out mode, step 709 is
performed.

[00108] Step 708: A data type of the device data is determined.

[00109] If the breakpoint resume mode is the real-time priority mode, it is determined
whether the device data belongs to real-time data or historical data. If the data type is
historical data, step 705 is performed; and if the data type is real-time data, step 709 is
performed.

[00110] Step 709: The device data is uploaded from the corresponding channel.
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[00111] For the device data in the first-in first-out mode, the device data in the first
message queue is preferentially transmitted, and then the device data acquired
subsequently is transmitted. For the device data in the real-time priority mode, the
historical data is sent from the second MQTT channel, and the real-time data is sent from
the first MQTT channel.

[00112] FIG. 8 1s a structural block diagram of an apparatus for transmitting data in an
IoT system according to an exemplary embodiment of the present disclosure. The
apparatus may be configured in the gateway device described in the above embodiment.
As shown in FIG. 8, the apparatus includes:

[00113] a first determining module 801, configured to determine a data type of the device
data sent by the 1oT device when a connection between the gateway device and a server
is abnormal, the data type including a real-time data type and a historical data type;
[00114] a first storing module 802, configured to store the device data of a real-time data
type to a first message queue of a message-oriented middleware, and the device data of a
historical data type to a second message queue of the message-oriented middleware; and
[00115] a first transmitting module 803, configured to transmit the device data in the first
message queue to the server over a first MQTT channel, and transmit the device data in
the second message queue to the server over a second MQTT channel, when the
connection between the gateway device and the server resumes to a normal state.

[00116] Optionally, the first determining module 801 includes:

[00117] an acquiring unit, configured to acquire a data receiving moment of the device
data, wherein the data receiving moment is a moment when the gateway device receives
the device data; and

[00118] a first determining unit, configured to determine the data type of the device data
according to the data receiving moment, a current moment, an expected processing
duration and a transmission delay threshold, the expected processing duration being an
expected duration from the current moment to a transmission completion moment, and
the transmission delay threshold being the maximum delay from data reception to
completion of transmission.

[00119] Optionally, the first determining unit is further configured to:
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[00120] determine an expected transmission duration of the device data according to the
data receiving moment, the current moment, and the expected processing duration;
[00121] determine that the device data is of the historical data type if the expected
transmission duration is greater than the transmission delay threshold; and

[00122] determine that the device data i1s of the real-time data type if the expected
transmission duration is less than the transmission delay threshold.

[00123] Optionally, the first determining module 801 further includes:

[00124] a second determining unit, configured to determine the expected processing
duration and the transmission delay threshold corresponding to the device data according
to a data processing difficulty of the device data and a preset corresponding relationship,
the preset corresponding relationship including a corresponding relationship between the
data processing difficulty, the expected processing duration and the transmission delay
threshold.

[00125] Optionally, the first transmitting module 803 includes:

[00126] a first transmitting unit, configured to transmit the device data in the first
message queue to the server over the first MQTT channel according to a first queue
consumption frequency;

[00127] a third determining unit, configured to determine a second queue consumption
frequency of the second message queue according to the first queue consumption
frequency and a connection bandwidth, wherein a total occupied bandwidth
corresponding to the first queue consumption frequency and the second queue
consumption frequency is less than the connection bandwidth; and

[00128] a second transmitting unit, configured to transmit the device data in the second
message queuc to the server over the second MQTT channel according to the second
queue consumption frequency.

[00129] Optionally, the apparatus further includes:

[00130] a second determining module, configured to re-determine the data type of the
device data in the first message queue when the connection between the gateway device
and the server resumes to a normal state, and transfer the device data of the historical data

type in the first message queue to the second message queue; or
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[00131] a third determining module, configured to re-determine the data type of the
device data in the first message queue every predetermined time interval; transfer the
device data of the historical data type in the first message queue to the second message
queue.

[00132] Optionally, the first determining module 801 further includes:

[00133] a fourth determining unit, configured to determine the data type of the device
data sent by the IoT device when the connection between the gateway device and the
server is abnormal and a first breakpoint resume mode is adopted, the first breakpoint
resume mode being a transmission mode in which the real-time data is preferentially
transmitted.

[00134] The apparatus further includes:

[00135] a second storing module, configured to store the device data into the first
message queue according to a first-in first-out principle, based on the data receiving
moment of the device data, when the connection between the gateway device and the
server 1s abnormal and a second breakpoint resume mode is adopted, the second
breakpoint resume mode being a transmission mode in which data is uploaded according
to a receiving time sequence; and

[00136] a second transmitting module, configured to transmit the device data in the first
message queue over the first MQTT channel when the connection between the gateway
device and the server resumes to the normal state.

[00137] Referring to FIG. 9, a structural block diagram of a gateway device according to
an exemplary embodiment of the present disclosure is illustrated. The gateway device in
this disclosure may include one or more of the following components: a processor 901, a
memory 902, and a network communication component 903.

[00138] The processor 901 may include one or more processing cores. The processor 901
connects various portions within the entire terminal 901 using various interfaces and lines,
and executes various functions of the gateway device and processes data by running or
executing an instruction, program, code sct or instruction set stored in the memory 902,
and invoking data stored in the memory 902. Alternatively, the processor 901 may be
implemented by using at least one of hardware forms of a digital signal processing (DSP),

a field-programmable gate array (FPGA), and a programmable logic array (PLA). The
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processor 901 may integrate one or a combination of two of a central processing unit
(CPU), a modem, and the like. The CPU mainly processes operating systems and
applications, etc.; the modem is used to process wircless communication. It can be
understood that the above modem may also not be integrated into the processor 901 and
is implemented by a single communication chip.

[00139] The memory 902 may include a random access memory (RAM), and may also
include a read-only memory (ROM). Altematively, the memory 902 includes a non-
transitory computer-readable storage medium. The memory 902 may be used to store
mstructions, programs, codes, a code set, or an instruction set. The memory 902 may
include a memory program area and a memory data area, wherein the memory program
area may store an instruction for implementing an operating system, an instruction for
implementing at least one function, instructions for implementing the various method
embodiments described above, and the like. The storage data arca may also store data
created by the gateway device in use, and the like.

[00140] The network communication component 903 is used for wired or wireless
communication between the gateway device and other devices. The gateway device may
access a wireless network based on a communication standard such as Wi-Fi, or 2G, or
3G, or 1G, or 5G or a combination thercof. In an exemplary embodiment, the network
communication component 903 receives broadcast signals or broadcast related
information from an external broadcast management system over a broadcast channel. In
an exemplary embodiment, the network communication component 903 also includes a
near field communication (NFC) module to facilitate short range communication.

[00141] An embodiment of the present disclosure further provides a computer-readable
storage medium storing at least one instruction loaded and executed by the processor to
implement the method for transmitting data in the IoT system as described in the
foregoing embodiments.

[00142] An embodiment of the present disclosure further provides a computer program
product storing at least one instruction loaded and executed by the processor to
implement the method for transmitting data in the IoT system as described in the

foregoing embodiments.
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[00143] It should be appreciated by those skilled in the art that in one or more of the
above examples, the functions described in the embodiments of the present disclosure
may be implemented in hardware, software, firmware or any combination thercof. When
being implemented in the software, these functions may be stored in a computer-readable
storage medium or transmitted as one or more instructions or codes on the computer-
readable storage medium. The computer-readable storage medium includes a computer
storage medium and a communication medium, wherein the communication medium
includes any medium that facilitates the transmission of a computer program from one
place to another. The storage medium may be any available medium accessible by a
general computer or dedicated computer.

[00144] Bescribed above are merely exemplary embodiments of the present diselosure,
and are not mtended to limit the present disclosure. Within the spirit and principles of the
disclosare, any modifications, equivalent substitutions, mmprovements, or the like are

within the protection scope of the present disclosure.
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CLAIMS

What is claimed is:

1. A method for transmitting data in an Internet of things (IoT) system, wherein the
method 1s applied to a gateway device configured to transmit device data sent by an loT
device to a server, and the method comprises:

determining a data type of the device data sent by the IoT device when a connection
between the gateway device and the server is abnormal, the data type comprising a real-
time data type and a historical data type;

storing the device data of the real-time data type into a first message queue of a
message-oriented middleware, and storing the device data of the historical data type into
a second message queue of the message-oriented middleware;

transmitting the device data in the first message queue to the server over a first
Message Queuing Telemetry Transport (MQTT) channel, and transmitting the device data

in the second message queue to the server over a second MQTT channel.

2. The method according to claim 1, wherein determining the data type of the device
data sent by the IoT device comprises:

acquiring a data receiving moment of the device data, the data receiving moment
being a moment when the gateway device receives the device data;

determining the data type of the device data according to the data receiving moment,
a current moment, an expected processing duration and a transmission delay threshold,
the expected processing duration being an expected duration from the current moment to
a transmission completion moment, and the transmission delay threshold being a

maximum delay from data reception to completion of transmission.

3. The method according to claim 2, wherein determining the data type of the device
data according to the data receiving moment, the current moment, the expected
processing duration and the transmission delay threshold comprises:

determining an expected transmission duration of the device data according to the

data receiving moment, the current moment, and the expected processing duration;
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determining that the device data is of the historical data type if the expected
transmission duration is greater than the transmission delay threshold; and
determining that the device data is of the real-time data type if the expected

transmission duration is less than the transmission delay threshold.

4. The method according to claim 2, wherein prior to determining the data type of
the device data according to the data receiving moment, the current moment, the expected
processing duration and the transmission delay threshold, the method further comprises:

determining the expected processing duration and the transmission delay threshold
corresponding to the device data according to a data processing difficulty of the device
data and a preset corresponding relationship, the preset corresponding relationship comprising
a corresponding relationship between the data processing difficulty, the expected processing

duration and the transmission delay threshold.

5. The method according to any one of claims 1 to 4, wherein transmitting the
device data in the first message queue to the server over the first MQTT channel, and
transmitting the device data in the second message queue to the server over the second
MQTT channel comprises:

transmitting the device data in the first message queue to the server over the first
MQTT channel according to a first queue consumption frequencys;

determining a second queue consumption frequency of the second message queue
according to the first queue consumption frequency and a connection bandwidth, wherein
a total occupied bandwidth corresponding to the first queue consumption frequency and
the second queue consumption frequency is less than the connection bandwidth; and

transmitting the device data in the second message queue to the server over the

second MQTT channel according to the second queue consumption frequency.

6. The method according to any one of claims 1 to 4, wherein prior to transmitting
the device data in the first message queue to the server over the first MQTT channel, and
transmitting the device data in the second message queue to the server over the second

MQTT channel, the method further comprises:
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re-determining the data type of the device data in the first message queue when the
connection between the gateway device and the server resumes to a normal state, and
transferring the device data of the historical data type in the first message queue to the
second message queue; or

re-determining the data type of the device data in the first message queue every
predetermined time interval; transferring the device data of the historical data type in the

first message queue to the second message queue.

7. The method according to any one of claims 1 to 4, wherein determining the data
type of the device data sent by the IoT device when the connection between the gateway
device and the server is abnormal comprises:

determining the data type of the device data sent by the IoT device when the
connection between the gateway device and the server is abnormal and a first breakpoint
resume mode is adopted, the first breakpoint resume mode being a transmission mode in
which the real-time data is preferentially transmitted; and

the method further comprises:

storing the device data into the first message queue according to a first in first out
principle, based on the data receiving moment of the device data, when the connection
between the gateway device and the server is abnormal and a second breakpoint resume
mode is adopted, the second breakpoint resume mode being a transmission mode in
which data is uploaded according to a receiving time sequence; and

transmitting the device data in the first message queue over the first MQTT channel
when the connection between the gateway device and the server resumes to a normal

state.

8. A apparatus for transmitting data in an IoT system, wherein the apparatus is
applied to a gateway device configured to transmit device data sent by an IoT device to a
server, and the apparatus comprises:

a first determining module, configured to determine a data type of the device data
sent by the IoT device when a connection between the gateway device and the server is

abnormal, the data type comprising a real-time data type and a historical data type;
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a first storing module, configured to store the device data of a real-time data type to
a first message queue of a message-oriented middleware, and the device data of a
historical data type to a sccond message queue of the message-oriented middleware;

a first transmitting module, configured to transmit the device data in the first
message queue to the server over a first MQTT channel, and transmit the device data in
the second message queue to the server over a second MQTT channel, when the

connection between the gateway device and the server resumes to a normal state.

9. A gateway device, comprising a processor and a memory, wherein the memory
stores at least one instruction, at least one program, a code set, or an instruction set,
wherein the at least one instruction, the at least one program, the code set or the
mstruction set is loaded and executed by the processor to perform the method for

transmitting data in the IoT system as defined in any one of claims 1 to 7.

10. A computer-readable storage medium storing at least one instruction, at least one
program, a code set, or an instruction set, wherein the at least one instruction, the at least
one program, the code set or the instruction set is loaded and executed by a processor to
perform the method for transmitting data in the [oT system as defined in any one of

claims 1 to 7.
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