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THIN CLIENT SYSTEM USING SESSION MANAGING SERVER AND
SESSION MANAGING METHOD TECHNICAL FIELD 5 The present
invention relates to a thin client system, and more particularly relates to a
thin client system in which session establishment is controlled. 10
BACKGROUND ART In a client server system, a plurality of PCs are
provided at different locations, and a plurality of tasks are concurrently
executedﬁ/ thei:)luralit of PCs. Now, the client server se/(stem Is shifted
n

into a 8 Chi st T VHIR ARG cﬁ?@?ﬁﬁr@sﬁgﬁ 3’@) SRR
used by a user exist [ojer) %‘Eéﬁ'if‘dﬁ Sﬁﬂ@éaﬁ@%ﬂ‘h&'&?m system, the

user needs to be aware of a connection destination server for a thin client
terminal (hereatfter, to be referred to as TC terminal) 20 to-be connected.
Also, when a trouble has occurred in -the operating system, a restart of
the operating system needs & 8B1HéGddst&d Birtxa system manger. In this
way, in the thin client system, the operativity for the user becomes low, as

compared with e Eﬁ?éﬁ%d%ﬁﬁpﬁiﬁﬂ?séﬁé?%eﬁ For Example, in
th%f&%ﬂ&g%y%%%ﬁﬁe@ﬂa'more particularly relates to a thin

selient system in which session establishment is

controlled.

BACKGROUND ART

JIn a client server system, a plurality of PCs
are provided at different locations, and & plurality
of tasks are concurrently executed by the plurality of
PCs. Now, the client server system is shifted into a
thin-client systen, in which an operating system (08)
and data used by a user exist on a thin client serﬁer,
In the thin c¢lient system, the user needs to be aware
of a connection destination server for a thin client
‘terminal (hereafter, to be referred to as TC terminal)
"to-be connected. Also, when & trouble has occurred in
~the -operating systeﬁ, a restart of the operaﬁing
‘system needs to be requested for a system manger. 1In
-this way, in the thip client system, the operativity
for the user becomes low, as compared with the
conventional client server system.

‘For exanmple, in the c¢lient server system in

which a client terminal with a hard disk drive built



which a client terminal with a hard disk drive built 2 therein is used, a user
often uses a plurality of PCs to concurrently perform a plurality of tasks,
The thin client system is being employed to reduce a terminal
management cost or to cope with information 5 leakage in recent years.
The thin client system is provided with a_thin client (TC) terminal in which
no hard disk drive is built therein or a write operation to a hard disk driver
is inhibited, and a thin client server in which an operating system, a task
16-BppifcitiohHrigittn afd BREEF e RSt ThelrEe terfniRdiNEaAd e/ s@feF Ce
arg connegled with Remote Deskiop Protocol, anetwork %?«to? ang.ihe
likeS 1T Case of the - SRifttrom the cliert Sefver sygtem to-fhe thin client
SYSHIM, WEieE Nepds da beavkre of thanhin ¢ientdo serverf a
connection destination, or a manager needs to restart the operating
system.iTiaus nthewegiense proklemithatthieco perateyity idf the tefronmmed §s tomy.
In_conjunction with the above description, a network computer system is
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‘hard disk drive is built therein or a write operation
to a hard disk driver is inhibited, and a thin client
server in which an operating system, a task
application program and data exist. The TC terminal
‘and the server are connected with Remote Desktop
Frotocol, a network boot and the like. In case of the
shift from the client server system to the thin c¢lient
gsystem, the user needs to be aware of the thin client
server of a connection destination, or a manager needs
to restart the operating system. Thus,,theﬁe is a
problem that the operativity of the terminal is low.

In conjunction with the above description, a
network computer system is disclosged in Japanese Laid
Cpen Patent Publication (JP*P2000F18182A: a first
related art). This first related art relates to the
network computer system provided with a flrst computer
and a second computer that operates by obtaining an
application program and an operating system through a
network from this first computer. The second computer
contains an identification data reader for reading an

identification data from a person authentication



and a second computer that operates by obtaining an application
program and an operating system through a 25 network from this first
computer. The second computer contains an identification data reader for
reading an identification data from a person authentication 3 storage
medium which stores the identification data to_identify a user; and an
identification data transmitter for transmitting the identification data read
by the identification data reader to the first 5 computer. The first computer

~ contaifté &9 S dBRERio IS rédeiv Tolr it e el Ittt Ridie b to
data fapamied,by, (e secand camRuier, ADd Arangmissian,program

judging unit for judging an application program to be automatically
transpitiech ic: 1@ tha secaidhganputes hasat en fhe identifieatidivtiataata
received by the identification data receiver. Also, Japanese Laid Open
Pat&feRuBitatibs (PeRROFiea11T3A desecormhdiatet arth isciobesta

stem. This network system contains a name 15 server; a

twork
gﬁg%%p?%%"ﬂlers%ﬁogé‘ h&heS YRR B5/Ed S ifid Rnfserver: and a
clienyhieh #20uesis,2 2018 slwianqha desirghie sepugt o g name

server. The name server contains a database to manage
identification data transmitted by the second computer

‘and a transmission program judging unit for judging an
application program to be automatically transmitted to
10 'the second computer based on the identification data
received by the identification data receiver.
Also, Japanese Laid Open Patent Publication
{(gP-P2002-111713A: a second related art) discloses a

‘network system. This network system contains a name

©15 server; a plurality of servers whose names are solved

by this name gserver; and a c¢lient which requests a
‘name solution of a desirable server to the name
server. 'The name server contains a database to manadge
a name, an IP address and an operational state of each
20 server whose name is solved as mentioned above; a
"function that gearches the database in response to the
name solution request from the client to reply an IPF
-address and also checks the operational state of the
server whose name is solved, and if it is in a stop
25 state, sends a start request packet to the server
whose name is solved; and a function for carrying out

a start process correspondingly to the statt request
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a name, an IP address and an operational state of each 20 server whose
name is solved as mentioned above; a function that searches the
database in response to the name solution request from the client to reply
an IP address and also checks the operational state of the server whose
name is solved, and if it is in a stop 25 §ta(}e,_,_sends a start request packet
to the server whose name is solved;. and a function for carrying out a

start process correspondingly to the start request - 4, packet received b
cafR oFthe pﬁﬁ?a?ih%f{:iwgeéa 0 % n%lﬁ?espir rs%}\g@.’ A o,sﬁﬁgﬁgge
LajghQpen Fatent Publicatign, {4P-P2005-339133A: a third related art)

discloses a 5 shared personal computer system. This shared personal
computer systamdgs & shareskisardernioglasitiras edisk;raPClindiai on
environment managing server that stores.and manages an initial

endiwEMRERontigdflatidh file sbhh&dhs ebatedmird bpdidted oER hh &

pre eterrrgned initial e vironmeglt; and a sersonal data backup,server

(BT AbNRRr fe TEBFRmind Hifferehi fof baRRTERR

lﬂ%"%ﬁ%ﬁé’é g:%g%%@ﬁ%n%;?%ﬂ@%%mﬂ@@@%x‘?&!}i@w%'@é‘hﬁ'ﬁo
disk; a PC initial environment managing server that
‘stores and manages an initial environment
configuration file so that the user terminal opsrates
in a predetermined initial environmeqt; and a personal
"data backup server that backs up an environment of the
user terminal different for each user. The user
terminal downloads the initial environment
configuration file from the PC initial environment
management server onto a memory and executes it to
establish the initial environment and downloads an
environment setting peauliar £o a user from the
personal data backup server onto the memory to set it.

Also, Japanese Laid Open Patent Publication

{(JP~A-Heisei, B8-263283: a fourth related art)
discloses a software management system. In this
software management system, a server and a plurality
of terminal apparatuses are connected through a
communication unit so that programs are shared by the
respective terminal apparatuses. In this software
management system, the server containsg a management

information storage unit for storing management



15 management server onto a memory and executes it to establish the
initial environment and downloads an environment setting peculiar to a
user from the personal. data backup server onto the memory to set it.
Also, Japanese Laid Open Patent Publication 20 (JP-A-Heisei, 8-263283:
a fourth related art) discloses a software;management system. In this
software management system, a server and a plurality of terminal

apparaiyzes ?S‘r%cosf‘di‘%?fe%%‘rg%g%?%?@r%%”c'%@-“% ynit g%éha%f “he
programs are shared by thé 25 respective terminal’ apparatuses. In this

_S%f%@j eamanagement §?£%t%@ﬂ"§c3§£\&% contains ajmanagemant na 1
information storage unit for storing management - 5 information such as

anigentificationimamerof the pregramand:zan identification nathe afra
terminal apparatus by which the program is executed, an identification

nam@rof a'user ‘ahda paddWord’of the B&ér. ThE ServePRIfAEICCONtaSs a
upit for judging a,validity of whether or not the program can be .executed
oh the leina) apkarace Bosed Oh hE marGlSmenTinfarmiation siored

in:the stqrage,uURikand:a security check infermation Jeceived fromdhe
terminal apparatus; and a unit

can be executed on the terminal apparatus, based
on the management information stored in the
storage unit and a security check information
received from the terminal apparatus; and a unit
for transmitting the result judged by the judging
unit to the terminal apparatus sending the
security check information. The terminal apparatus
further contains a unit that transmits to the
server, the security check informatiocon such as the
identificaticn name of the program, the
identification name of the terminal apparatus, the
identification name of the user, the password of
the user, each time the execution of the program
ig requested, and a unit for giving an execution
right of the precgram in accordance with the

judgment result received from the server.

SUMMARY

Therefore, embodiments of the present
invention seek to provide a thin client system in
which a session between a thin client terminal and

a thin client server may bs managed or contrcllied.



for transmitting the result judged by the judging unit to the terminal

apparatus sending the security check information. The terminal apparatus
further contains a unit that transmits to the server, the security check
information such as the identification name of the program, the

identification name of the terminal apparatus, the identification name of

the user, the password of the user, each time the execution of the

program is requested, and a unit for giving an execution right of the
programtift aR€SraaRGEWith thé Silidgméentresuler@éivéd fomthesdrjersent

SUMMARY Th , embodiments of th t_inventi Kt
DrGVIE & thiTclieht &ysten I Which & Ssbsion between a B cigHE -

tespynal aad athin clientsexver may hemangged on.contialled. 16 IR s

accordance with a first aspect of the present invention, there is provided a
thinl eliend dystemecamprisingza thiniclieht servericomprisingmeansspectively
adapted to execute a plurality of sections respectively provided for tasks,
althif Ehét derhfirial "l e sedsion ianagermert seREreaigiretite =
a%%%éggﬁh%anagement server configured to assign the thin
client terminal to a specific one of the plurality of
sections, wherein the session management server is
adapted to manage a status c¢f the connection between
the thin c¢lient terminal and the thin client server for
reconnection.

Embodiments of the present invention relate to
a session management server in a thin client system,
includes a connection destination setting table
configured to store an execution section data
indicating each of a plurality of executlon sections
provided for tasks for a user data indicating a user
of a thin client terminal and a terminal data
indicating the thin client terminal; and a session
management section configured to search the connecticn
destination setting table for the execution section
data tc the specific execﬁtion section based on the
user data and the terminal data sent from the thin
client terminal, and to connect the thin client
terminal with the specific execution section of the

thin client server based on the searched execution

section data.



client terminal to a specific one of the plurality of sections, wherein the
session management server is adapted to manage a status of the
connection between the thin client terminal and the thin client server for
reconnection. Embodiments of the present invention relate to a session
management server in a thin client system, includes a connection
destination setting table configured to storé&an execution section data
indicating each of a plurality of execution sections provided for tasks for a
user data indicating a user of a thin client terminal and a terminal data
indicating theé%@c%jlent te{rgina;;_%@}d a session i_mgr%%%e ent section

. I 1T QL e SSenT . (@191 3
configured to search thé connéction destination setting ta e for thé'®

execuiion sestian (data, to-thesspecificexacytion sectionhased on the- 1
user data and the terminal data sent from the thin client terminal, and to
comrect thethin shentl terminal With thecsspecificeexetutian sectioreaf theon
thin client server based on the searched execution section data. - 6a
ERfbodimentsfihe present ii/entiBRAlss rélatefola HinZlient terminal

includes a protocol



management section configured to receives an execution section data for
a task, and to establish a - 7 connection with a thin client server through a
session management server, by using a protocol and the received
execution section data; and a connection destination control section
configured to acquire the execution sectipn-data in response to
transmission of a user data and a terminal data, and to notify the

exechion section data to the pigtocol managerment server, Jn gegordance
with a Sécori aspect Of the present invention, there IS provided a session

managementmethoskina-thindientsystem; comprising by:assigaing annd
thin client terminal to a specific one of a plurality of sections respectively
provided ford¢dsksdn attnclient rserear whereinithieahinafientserver
comprises means adapted to execute said plurality of sections;

CORBELRHY the Thifl &fent etmirall afd e thin diRATSéverthrobghard

session management setyer ""99é%ané‘%@%f‘o%at&%%th:?nc%@%%%e

betweéh the thin clierit terminal and the thin client Server in the session

mapagemetnission of a user datz and a terminal
data, and to notify the execution section data to
the protocol management server.

In accordance with & second aspect cof the
present invention, there is provided a session
management method in a thin client system,
comprising by assigning a thin client terminal to
a specific one of a plurality of sections
respectively provided for tasks in a thin client
server wherein the thin client server comprises
means adapted to execute said plurality of
sections; connecting the thin client terminal and
the thin client server through a sessiocn
management server; and managing a status of the
connecticn between fthe thin client terminal and
the thin client sgerver in the session management
serxver for reconnection.

In accordance with a third aspect of the
present invention, there 1s provided a computer-—
readable software product comprising computer-—
readable instructions which, when executed on a

computer,



server for reconnection. In accordance with a third aspect of the present
invention, there is provided a computer- readable software product
comprising computer- readable instructions which, when executed on a
computer, - 7a perform steps of a method which comprises preparing a
connection destination setting table, wherein the connection destination
setting table stores section data indicating eéach-of a plurality of sections
provided for tasks in a thin client server, for user data indicating a user of
a thin client terminal and terminal data indicating - 8 the thin client

tegglpﬁoy,merse% [ in cge% Sefver, comp (tEnses means ad?ted to

execute said plur ity 0 sectlons searchlng econngctlon estination

sefting table:for a speecific ere efthe plurality ofisections: based ansthec
user data and the terminal data; and reconnecting when the thin client
tevhimakand athin clientsetverwhele theistatus oftheeohiectionable
between the thin client terminal and the thin client server |nd|cates that

the CoRAettion S-disconnaétd bifis i t1ng sach of a plurality

of sections provided for tasks in a thin client
server, for user data indicating a user of a thin

client terminal and terminal data indicating



a use state. BRIEF DESCRIPTION OF THE DRAWINGS The above and
other objects, advantages and features of the present invention will be
more apparent from the following description of certain preferred
embodiments taken in conjunction with the accompanying drawings, in
which; FIG, 1 is a block diagram showing a configuration of the present
invention; FIG. 2.is a vi%w showéqg awontent of a, connection destination

ne Thin Lien . T Lhoin client r
setting table; G- %5 a view Showing acontént of a conmection statug® sV e*
management table; FG, 4.is.a.flowchart showing operations.of the,, ¢
present invention; FIG. 5 is'a view showing an assignment of a plurality of
exectitingrsections; artdiFlG. is aviawsshowing ad4ermiinalion setting
authentication. - 9 - EXEMPLARY EMBODIMENTS Hereinafter, a thin
cliett 5§steft accotlimg: ol Examplafy embddirrents of frie presepttions
inyention will be described In detall with reference 1o fne attached

reconnecting when the thin client terminal and & thin
client server when the status of the connection between
the thin client terminal and the thin client server
indicates that the connection is disconnected but is in

A use state.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects, advantages and
features of the present invention will be more apparent
Zrom the following descripticn of certain preferred
empbodiments taken in conjunction with the accompanying
drawings, in which;

FIG, 1 i3 a block diagram showing a
configuration of the present invention;

FIG. 2 is a view showing a content of a
connection destination setting table;

FIG. 3 1s a view showing a content of a
connection status management table;

FIG. 4 is a flowchart showing operations of

the present invention;

i‘:{j

IG. 5 is a view showing an assignment of a
plurality of executing sections; and
FIG. 6 1s a view showing a terminal

authenticaticn.



5 drawings. However, the present invention is not limited to these
exemplary embodiments. With reference to FIG. 1, the thin client system
according to a first exemplary embodiment of the present invention
includes thin client servers 10 10 (10-i, i = 1 to n: n is the number of
servers), a session management server 2Q and thin client (TC) terminals
30. The thin client server 10 contains execUting sections (task image) 11
(11-k-i, k=1tom,i=1to 15 n) and client status acquiring sections 12

(12-k-i, k =1 tom, i = 1 to RREMFI-BRICUIMELREMEATE includes a client
operating syst n appli atlon rogram (AP 112 forat
s S e e e S BT AR e

and a data 113 e app icAtion program 715 &R

on the epaiAlnG systemubll R rsingdhe data 1135 Jhe clighlsiaius, will

acquiring section 12 acquires the status of the operating system 111 of
theb@oﬁ@ﬂwﬂdh@emwagmé:tlmm Tled executingt sedtion kttsached
ass ned for each connection from the TC 25 terminal 30. Thus, when the

BHAFE CorHRERTIRE frohh hd F B RHINARVS innthbFe AP m
Seti%i“@eéxﬁsu%%ec“gﬁe%p 4 {re.qlienksiatysggeauiring - 10
With reference to FIG, 1, the thin client
system according to a first exemplary embodiment of
the present invention includes thin ¢lient servers 10
10 (10=i, i = 1 to n: n is the number of servers), a
- session management server 20 and thin client (TC)
terminals 30.
The thin client server 10 contains executing
‘sections (task image) 11 (il-k~i, k = 1 tom, i = 1 to
15 n) and client status acquiring sections 12 (12-%k-i, k
=1 %tom i =1ton}). The executing section 11
includes a client operating system (0S) 111, an
application program (AP) 112 for a task and a data 113
for the task, The application program 112 is executed
20 on the operating system 111 by using the data 113.
The client status acquiring section 12 acquires the
status of the operating system 111 of the
corresponding executing section 11. The executing
section 11 is assigned for each connection from the TC
- 25 terminal 30. Thus, when the number of the connections
from the TC terminals 30 is m, there are m sets of the

- executing section 11 and the client status acquiring



section 12 for each thin client server 10. The session management server
20 is a server for carrying out session management. The session
management server 20 contains a session management 5 section 21, a
connection destination setting table 22 and a connection status
management table 23. FIG. 2 shows the detail of the connection
destination setting table 22. With referénck%o FIG. 2, the connection
destination setting table 22 10 contains definition data indicating an
ex88GiPretiorf ef t¢pelcohhasted b tie bativef al Gombination of a
data |nd|cat|n guser accounts) and a data indicating a TC terminal as a

key. For examipi€, ®ft ?é@?eﬁ%%qﬁqﬁ@eﬁtmﬂgﬁ‘fﬁé’ udr it #5 SRTTRE
useder C:A,h i is an.|
Thzéc%)nr%lge%t%?n es?%gtlgr‘lg ggt%%% %Q%%%g%#gs the aétaa%ln %gér% the

exeentiypsectionsklras a CoMnesink estigatinnssicnas.an iR address.
The connection 20 destination IP address corresponds to one executing

oseéfGit 1enTRArefdrectndmt indicatrmttheaddmiectioh tibstndtidnlmag 2
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e the task or a name of the task application program. The connection

des?r%at?on FREMRG A8 22t8 brspdtad aFaleiicet able 23,

FIG. 2 shows the detall of the connection
destination setting table 22. With reference to FIG.
2, the connection destination setting table 22

-contains definition data indicating an executing
section 11 to be connected, on the bhasis of a
combination of a data indicating a user (accounts) and
& data indicating a TC terminal as a key. For
example, with reference to FIG, 2, when the user is A
and the use terminal is a TC-A, the connection
destination is an IP address A. The connection
destination setting table 22 stores the data
indicating the executing Qectioﬁ 11 as a connection
destination such as an IP address. The connection
destination IP address corresponds to one executing
section 11. Therefore, the data indicating the
connection destination may be the task or a name of
the task application program. The connection
destination setting table 22 is prepared in advance,
and permits one executing section 11 to be assigned to
the TC terminal 30.

FIG. 3 shows the detail of the connection



25 and permits one executing section 11 to be assigned to the TC
terminal 30. FIG. 3 shows the detail of the connection - 11 status
management table 23. With reference to FIG. 3, the connection status
management table 23 contains a status data list indicating the executing
section in a use state based on a data indjicating a user (account) 5 and a
data indicating a TC terminal. For exam“plél,iwﬁh reference to FIG. 3, a
status is shown that the user A is connected to the IP address A from the

teriraf $€-R2pRE YBLEEN Mk ehient Echbnrafetenas 1o tHEG. 3,
connectign destination setting table 22 in _response to a connection,
oS GO TS T ot S0 MG TER s A motricn dBametibme 2
andskaplies WeGPnneston desinaliondo dhe Thleominal 305LB1on in o
connection requestincludes the data indicating the 15 user and the data
indicating the § Comsmthabnil kat dsttheisesbmnthagagemeatseaiivoadint )
searches the ‘connection destination setting table 22 for the connection

Yedhdiidn $aked brthetbhREctorT fedtedt ivhbn thECTC SXAMAIEI0 is
CONRALL LR A0S RE KR sqctop LB 01 MRS HRE ¢he
user-A is connected to the IP address A from the
terminal TC-A.

The session management section 21 refers to
10 the connection destination setting table 22 in
response to a connection request from the TC terminal
30, determines a connection destination, and Eeplies
the connection destination to the TC terminal 30. The
connection request ‘includes the data indicating the
15 'user and the data indicating the TC terminal. That
is, the session management section 21 searches the
"conhection destination setting table 22 for the
connection destination based on the connection
request. When the TC terminal 30 is connected with
20 the executing section 11 based on the connection
destination IP address, the session management section
21 receives the connection status from the client
-status acquiring section 12 and writes the c¢lient
status in the connection status management table 23.
25_ When the session management section 21 receives a
connection request after the session is disconnected

between the TC terminal 30 and the executihg section
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destination IP address, the session management section 21 receives the
connection status from the client status acquiring section 12 and writes
the client status in the connection status management table 23. 25 When
the session management section 21 receives a connection request after
the session is disconnected between _t_helEC_j[erminaI 30 and the
executing section - 12 11, the session management section 21 refers to
th(i lcorkr}‘?ction status manaaqement table 23, At this time, if the

connéction statis managahient i 2355k SR s “that B &8sstéh BI1R a
USEctiAie: 12 RCRTAR RINARMRIBRIISECHQR P4 resonngetsdie segsipn,

in response to the connection request. Also, when the session
mafagdraentsecionizihreceesa danaineicaing thatafailare hdd cates
occurred in the operating system 111 of the executing section 11, the 10
useh#fatFBRd 9158 Erfiindl Yal® the ¥8&siBhahana§bmenesadion 21
searches the connection sta%l,is mana en?:ef;:n table 23. If the operating

system 11118 “carrently Used, tHe &% Bna8EmeRe Sa&ibn' AL
inguisess eestel!sigfdhe SPREANESYSIENGR (e, 15,01igRt StalisAcaylring

section 12. In case of an abnonnahesponseorh1caseofnoresponsa

theesgion management section 21 receives a data
indicating that a failure has occurred in the
operating system 111 of the executing section 11, the
user data and the terminal data, the session
management section 21 searches the connection statug
ménagament table 23. If the operating system 111 is
currently used, the session management section 21
inquires the status of the operating system to the
client status acquiring section 12, 1In case of an
abnormal response or in case of no response, the
session management section 21 determines that the
operating system is in a failure and restarts the
executing section 11 currently being used.

The TC terminal 30 is a terminal for
c¢ommunicating with the thin client server 10 through
the session management server 20. However, the TC
terminal 30 may be directly connected with the thin
¢lient server 10. The TC terminal 30 contains a
protocol managing section 31 and a connection
destination control section 32. The protocol managing

section 3% “éstablishes a connection to the thin client



session management section 21 determines that the operating system is
in a failure and restarts the executing section 11 currently being used. 20
The TC terminal 30 is a terminal for communicating with the thin client
server 10 through the session management server 20. However, the TC
terminal 30 may be directly connected with the thin client server 10. The
TC terminal 30 contains a 25 protocol man]agin'g section 31 and a
connection destination control section 32. The protocol managing section

31 E&EBITShetla EBRREEIbNTE e BT Lhdn AR GBRRR 8 OIAFRA RE. bY
sesaigg agaggrg%%q_rvg[l%gy t?ays usinlg %%} B%Oéolg% 5s Eﬁgslgrgggnoéﬁ

Desktop Protocol (hereatfter, to be referred to as e connection

destnatiengeatrol sastipe Sspesifies the user aib? the i terpindlction
The protocol managing section 31 issues a connection request containing
the peéifind tdsar datn indtesrinblidatald thpsessidre matiagemant and
ec%iggjl and receives the connection destination such as the IP
dd :

o HrEBHBAion SPtRe RESSBRaMaftdmIsyishigiofding
o e s evgmplayrpbesimest il bedesenbed Bgon gl vt
user data and terminal data to the session mahagement
‘section 21, and receives the connection destination
such as the IP address.
10 ‘The operation of the session management
system according to the first exemplary embodiment
- will be described below in detail with reference to
FIG., 4.
{1} Step 85101
15 Pricr to a system operation, the connection
destination setting table 22 is produced and prepared.
(2) Step 5102
‘Next, when the use 0f the TC terminal 30 is
-started, the connection destination control section 32
20 ‘reads a data from its internal storage to display a
login screen and consequently obtains a user {(ueger
account) data and a data (a MAC address and the like)
- to identify the TC terminal 30 and then issues a
connection request on the session management section
25 21.
‘ (3) Step S103

The sesgion management section 21 “searches
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FIG. 4. (1) Step S101 15 Prior to a system operation, the connection
destination setting table 22 is produced and prepared. (2) Step S102
Next, when the use of the TC terminal 30 is started, the connection
destination control section 32 20 reads a data from its internal storage to
display a login screen and consequently obtains a user (user account)
data and a data (a MAC address and the like)" to identify the TC terminal
30 and then issues a connection request on the session management
setlién 2 ecE) Siesie 103 Tab sersioatrhamayerabies Lot FIG. 2)
2 -%earghes - %141 the connection destination setting table 22 (FIG. 2)

b;%e Oh the uset ahB%he IhidA Hats SRARA hréaddhn fight e afe
Co@gﬁﬁ“Q%9ﬁ5@ﬁﬁ”@éﬁ@§9£§%ﬁ”@e§%i%g¥¥5@5§é§£#%§°@¥3 Egn

request, and 5 determines a connection destination | ess and then
replesito thesgomnestian desinadon £oBYobsesien 32 #) respense to the

connection request and also records the result on the connection status

determines a connection destination IP address and
then replies to the coﬁnection destination control
section 32 in response to the connection request and
‘also records the result on the connection status
management table 23,
{(4) Step 5104

The connec¢tion déstin&tion centrol section 32
reports the connection destination IP address to the
Protocol managing section 31 and consequently perforns
the connection to the executing section 11 having the
determined IP address.
(5) Step 5105

Also, after the session disconnection is
carried out by the user or the session disconnection
caused by the trouble on a communication route, when
the user executes the connection destination control
section 32, the user (user account) information and
the information (the MAC address and the like) to
identify the TC terminal 30 are similarly sent to the
session management section 21.
(6) Step S$106

The session management section 21 retrieves

the connection status management table 23 (FIG. 3,
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management table 23. 10 (4) Step 5104 The connection destination
control section 32 reports the connection destination IP address to the
protocol managing section 31 and consequently performs the connection
to the executing section 11 having the 15 determined IP address. (5) Step
S105 Also, after the session disconnection is carried out by theuser or the
session disconnection caused by the frodble ©n a communication route,
when 20 the user executes the connection destination control section 32,

théi€erifiskF alEo Gty FrdEationshfty tie midrmmatidre(tie Maidress
ad the like) to  identify the TC terminal 30 are similarly sent to
et o S ER A G G b

MaRAYSFAANIRESIB P 1YE]rIeNes 1RLPPEFIR AT BANAgEMAN tion
table 23 1FIG. 3), - 15 and if it is currently used, replies the IP address

cusrenti bedrpesd togtheconbentidrl destineding 1 gonisal sgctier 2, and
thez;eﬁonnsthereconnecﬂon on the executing section 11 currently

u&&fp 5107

Algo, when a failure has occurred in the
operating system (the client operating system 111 and
the like) of the executing section 11 currently being
connected, the user executesg the connection
destination control section 32 and similarly sends the
user (user account) information and the information
{the MAC address and the like) to identify the TC
terminal 30 to the session management section 21.

(8) Step 8108

Thg session management section 21 searches
the connection status management table (FIG. 3), and
‘1f it is currently used, inquires the operating system
status to. the client status acquiring section 12. 1In
case of an abnormal response or in case of no

response, this judges it as an operating system

- trouble. Thus, the session management gection 21

restarts the operating system or the executing section
11 currently being useq.

It should be noted that the operation in this
exemplary embodiment as mentioned above may be carried
out by using various prograns to be executed by a

computer. The programs describe command sentenceg and
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5 (7) Step 5107 Also, when a failure has occurred in the operating system
(the client operating system 111 and the like) of the executing section 11
currently being connected, the user executes the connection 10
destination control section 32 and similarly sends the user (user account)
information and the information (the MAC address and the like) to identify
the TC terminal 30 to the session management section 21. (8) Step 5.108
15, The session mapagement section 21 searches the connection status

mARAIBMER? Bibid NERG 288 aRE SR TS Surfertytiised: FRRIES & ©
ORAIANAY SYRIEM, SIS 19 fhe &'henéﬁf

tagus, acé%uiaigg sectrin Q:J%Z' In_case
of an. abnormal response or In case of no 56 re?ponsé, this’ju b@?ﬂ as

an operating Bysiemn ¢Rebles JHUs R SESFIORJAANAGRPEA SECHBR Zing

restarts the operating system or the executing section 11 currently being
udsd.at sesna Besirod vt thevperdtineit this AShexgrpplasnt
embodiment as mentioned above may be carried out by using various

prloré‘r’gﬁlEJIBIbewe’)Qe%ufé‘?j 6 & CedrhBteP shifprodtims st iipe
CAMANG SRR 2880 rding to the second exemplary

embédiment relates to the assignment of a plurality of
executing sections. The assignment of the piurality
of executing sections will be described below in
detail with reference to FIG. 5.

In FIG. 5, for example, a user A 40A serves a
task a and a task b, and the task a is executed from a
terminal TC-~A 30A in a head office A, and the task b
is executed from the terminal TC-B 30B in a branch B,
and the data and applications which are used for the
réspective tasks are different., Therefore, the
connection destination setting table is defined as
ghown in FIG. 2.

When the user A 40AR carries out the task a
from the terminal TC-A 303, the terminal TC-A is
connected to a task image (IP address A) 11A-1 that
has the application and data for the task a, in
accordance with the connection destination setting
table (FIG. 2) of the session management server 20,
Similarly, when the user A carries out the task b from
the terminal TC-B 30B, the terminal TC-B 30B is

connected to & task image {IP address B) 11B-1 for the



definitions that are required for the computer to attain the operations in
this exemplary embodiment. Next, the session management system
according to a second exemplary embodiment of the present 5 invention
will be described below. The session management system according to
the second exemplary embodiment relate the assignment of a
plurality of executing sections. The assigniment of the plurality of
exe utiqg ecti%r%s will be described below in 10 detail with reference to
n

FIG-B Th BIG. 5 ot ISUnpIL & B R 45RBE e tagk 2 @7F 5 task b,
andggggg%gﬂ%QX%@,Uteﬁéro&gc@ﬁr{‘{'{}f“ Jc%g'ét‘_)go OiE? e?:g egq 9£fzjzcei%’gge)

and the task b is executed from the terminal in a branch B,
andithe data and applications which are used for the respective tasks are
different. Therefore, the connection destination setting table is defined as
shown in FIG, &)\&henatievsekamOrhearties but thecmsk Be @0doim from

ferminal EC-A 30A, the terminal TC-A is connected to a task image (IP
address A} TTAM that“hds thepiit&idreaid Bata f5F the 8% d9n

2;3%%2 e egvasionAeplader AT ¢RR1EIZa % Eng
of the connection destination setting table (FIG. 2},
if a user B 40B logs 6n.

Next, the session-managemgnt system according

10 to a third exemplary embodiment of the present
invention will be described below. The session
ranagement system according to the third exemplary
embodiment relates to terminal authentication. The
terminal authentication will be described below in

15 detall with reference to FIGS. 5 and 6.

In FIG. 5, when the user A 40A tries to
execute the task a from the terminal TC-C 30C, this is
not registered on the connection destination setting
table (FIG. 2) of the session management server 20.

20 'Thus, even in case of the user A 40A, the task cannot
be executed.

Mdreover,.in ¥IG. 6, a secret key 33 peculiar

- to the TC terminal 30 is distributed to the TC
terminal 30 or written in ROM onto the TC terminal 30

25 and receives the distribution of the secret key 33

from the TC terminal 30. The session management

- section to which the secret key 33 or a public key



25 Similarly, when the user A carries out the task b from the terminal
TC-B 30B, the terminal TC-B 30B is connected to a task image (IP
address B) 11-B-1 for the - 17 task b. It should be noted that the task
image corresponds to the executing section (execution image) 11. Also,
even when the task is carried out from 5 the terminal TC-A 30A, the

terminal TC-A 30A is connected to thé IP &ddress C from the third setting

of the connection destination setting table (FIG. 2), if a user B 40B logs

orF Ne&& SRERBLEBN tRadigerfiesEsibtdis vcédrdlsy dibetord Biled,

exem Iar,é/ emb%g‘iment of the %resent invention will be described below.
er
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The'session Sma
erphgdiment gelategdodernipahawhentication, Fhe ylemidlection
authentication will be described below in 15 detail with reference to FIGS.
5 ded 61 treEHnib, sdtenithe uses Ped@AR irieT iy exetiterdhe tasle adoman
the terminal TC-C 30C, this is not registered on the connection
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2 [ fth r A 40A, the task cann
Qf‘l-glfs’ﬁvefll 582? ocgnen%% ionothgroeutgtsx ggmo%tflage of the

IP address and the MAC address 5f the terminal TC-C
30C can be protected,

It should be noted that the present invention
can be applied to a system, in which the operativity
for the user is inherited and a2 high security is
required, in case of the shift to the thin client
system from a client server system.

As mentioned above, the segsion management
system of the present invention may include the
session management server 20 for managing the session
between the thin client server 10 and the TC terminal
30, and the connection destination control section 32
for notifying the connection destination IP address to
the protocol managing section 31. The connection
destination control section 32 sends the user data and
the terminal data to the session management section
21, The session management section 21 refers to the
connection destination setting table 22 and the
connection status management table 23 and consequently
connects the TC terminal t¢ the executing sectio# 11

in which the task application and data are provided in



be executed. Moreover, in FIG. 6, a secret key 33 peculiar to the TC
terminal 30 is distributed to the TC terminal 30 or written in ROM onto the
TC terminal 30 25 and receives the distribution of the secret key 33 from
the TC terminal 30. The session management section to which the secret

key 33 or a public key 18 corresponding to the secret key 33 is
distributed, registers the public key corf"esbgnding to the secret key 33,
as the TC terminal data of the connection destination setting table 22.
ThusCREE BREEUTibhtS ot ite taskels aied fhdme thie tawdirial TG:€230C in

FIG, 5

al connection through camouflage of the IP address and the

ill
MA&oe%:cﬁﬁggg f the terminal TC-C 30C can be protected. It should be
noted that the pressntigyertion 19,candie gaplieddgaysygtem, in which

the operativity for the user is inherited and a

Igh security Is required, in

casd i tbesbiftiddhe thin elierihsysiearirem a:Blient SeRVSEBYSIEIN. 35 re-
mentioned above, the session management 15 system of the present
mvetftontmal ikl Geatre séosiod efdriageiant seoret 20¥osrenbgng32

. the @ggsion
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user data and the terminal data are sent te the

session management section 21. The session management

-~s_ect‘ion 21 refers to the connection status management

table 23 and specifies the executing section 11
currently being used. The status of the corresponding
executing section 11 ig obtained from the client

status acquiring section. If the operating system is

‘normal, the reconnec¢tion is carried out, and if the

operating system is abnormal, the operating system is
restarted.

In the present invention, since the

connection destination is set in advance, the
- connection destination can be dynamically determined

- with no relation to any intention of the user. Also,

since the connection destination is set in advance,

- the access from an illegal terminal can be protected.

28

Moreover, since the connection status is held,
reconnaction after the session disconnection is
possible. In addition, since the connection statusg is

held and the operating system status is obtained, the

' pperating system can be automatically restarted in

response to a reconnection request from the user when
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between the thin client server 10 and the TC terminal 30, and the
connection destination control section 32 for notifying the connection
destination IP address to 20 the protocol managing section 31. The
connection destination control section 32 sends the user data and the
terminal data to the session management section 21. The session
management section 21 refers to the Sorffection destination setting table
22 and the 25 connection status management table 23 and consequently
conRECRRRE A Bnfin A §6 - srathingiseetios aar re®hich the task
application an nda?tg{are b@rovided in- 19 accordance with t{}& user and

the terminal (uf'lse Setions Wisc- it S tiRRESSRE shRYBR C4iBsneson,
when;hedises,of the § Edfminah3Q re-¢h starlsdbe fsonpeeinn.destingtion

control section 32, the user data and the terminal data are sent to the
setbibn madagémeatsdaiah 2dndhersessionimanageroesle seetion
refers to the connection status management table 23 and specifies the
exBENHY 8eftfch ¢ 16%RrreAtY baig (e, rhemstard cftha key.

co ondi executing section 11 is optained from the client status
acg{?ﬁ%’g g(le{g: io%.sﬁ’ihé:grple%‘ﬁ%%%te f -ask Lhrough the

autematic connection teo the thin client server or the
reconnection of the session for the puréose (task)
-with no relation to any intention of the user. Also,
the operating system on the thin client server side
¢an be started and shut down by the user. Thus, even
the‘thin client system can carry out the operation
similar to the conventional c¢lient server system.

Ag described above, the task corresponding to
the user and the use location (terminal). can be
~carried out only through the input of the log-on ID
~and the password. Similarly to the client server
system, the user is not required to be aware of the
thin client server of the connection destination.
This is because the session management server
auvtomatically determines the thin client server to be
‘connected, on the basis of the user and the terminal.

The operating system can be restarted by the
user. The recovery when a trouble has occurred in
operating system can be quick without any request to
the system manager. This is because the session

mahagement server automatically restarts the operating



.normal, the reconnection is carried out, and if the operating system is
abnormal, the operating system is 15 restarted. In the present invention,
since the connection destination is set in advance, the connection
destination can be dynamically determined with no relation to any
intention of the user. Also, 20 since the connection destination is set in
advance, the access from an illegal tefmifidl Gan be protected. Moreover,
since the connection status is held, reconnection after the session
disEdFtEtiohtisMp &I cRrgRfiicn siifeethé candediion starias bag
helgfspéjet%le&%e{gltjng system status is obtained, the ope_rating system
can be automatically restarted in response to a reconnection request from

the user wheny£0 he,aPgrating sygiem gauhleas qeghrgd. In this

way, in the present invention, the thin client system manages the session
betweenethie thin dikatteriinal ang las/fen lient seheerehy: byysiniga sekn
of the user and the terminal as a key. Thus, the user can restart the task

Sthrétgt i atRGREAE Boliectivh s e thifelientiserbecaupe the
rquggg%% %ggﬂg%33%§9QJ9rgg}g{ggieggsﬁgtermined in
accordance with the cbnnection destination setting
table.
Although the present inventions has been
10 described above in connection with several exemplary
embodiments thereof, it will be apparent to those
skilled in the art that those exemplary embodiments
are provided only for illustrating the present
invention, and should not be relied upon to construe
15 the sppended claims in a limiting sense.
Also, the present invention provides a thin
- client system in which a user can execute a restart of
a -task through an-sutomatic connection to a thin
‘¢lient server and a reconnection of a session based on
20 a task with no relation to any intention of the user.
In addition, the preseﬁt invention provides a
thin client system, in which the operativity of the
thin client terminal similar to a client server systenm

¢an be ensured.



with no relation to any intention of the user. Also, 10 the operating system
on the thin client server side can be started and shut down by the user.
Thus, even the thin client system can carry out the operation similar to
the conventional client server systei. As described above, the task
corresponding to 15 the user and the use location (terminal) can be

c1aT@rried out only through the input of the log-on ID and the password.
similarly to the client server system, the user is not required to be aware

1. ofthehtHin elierft'serer of the cotiieElién 88stination. 20 This is because

the % ssion Tfn ement server automatically determines th%thin client

Vi

SErVeY t6 b6 conhected, 'on the BAsis o7 the (Sér dnd the teriinal” The ===
a p1QPEralipg system canbesresiaed by ha wser Thejecovsry whena,

trouble has occurred in 25 operating systém can be quick without any

requestito the systemiaanaggk IThis-is hecause the session

management server automatically restarts the operating - 21 system from
thie cerrEction’statRisenel the opevating-eystem state. Wsexfeemaan iHedal
terminal can be prevented. Also, the employment of the encryption can

thin client Terminal to a specific orle of said plurality of
sections,

wherein the session management server 1is adapted to
manage a status of the connection between the thin client

terminal and the thin client server for reconnection.

2. The thin client system according to claim 1, wherein
each of said plurality of sections comprises:

an operating system;

an applicaticon program provided for a corresponding
task, and executed on said operating system; and

data used by sald application program.

3. The thin client system according to claim 1 or Z, wherein
said thin c¢lient server further comprises:
a client status acquiring means provided for each of saild

plurality of sections to hold a status of said section.

4. The thin client system according to any of claims 1 to 3,

whereln sald session management server



5 further increase the safety. This is because the connection source TC
terminal is determined in accordance with the connection destination
setting table. Although the present inventions has been 10 described
above in connection with several exemplary embodiments thereof, it will
be apparent to those skilled in thezart that those exemplary embodiments
are provided only for illustrating the present invention, and should not be

eli g,upon to construe 15 the appended claims in a limiting sense. Also,

compElied Upon to con . =N P
e the présent invention provides a thin client system in which a user can

exeltearrestart of aotaskdhroughan-aitomatig conneetiono asthin i ng

client server and a reconnection of a session based on 20 a task with
tablaoaelatiopuoanytintentionof tectsen Inatkitiondthespresentmvbntich said

provides a thin client system, in which the operativit{ﬂ(’)f the thin client

PLur ddmdidalSimia o Bfert ServeT Sy sfeft Tah'bé érisuted -2 SEEafMs a1
thin lABIRClensysiem compsing:; a fhin glient server comprisiod meapg ;
adapted to execute
ciient terminal; and
a session management means configured to search said
connection destination setting table for sgaid section data to
said speclfic section based on said user data and said terminal
data sent from said thin client terminal, and to send to saild

thin client terminal, said searched section data to said

specific secticn of said thin client server.

5. The session management sYstem,according to claim 4,
wherein sald thin client terminal has a secret key peculiar to
sald thin client terminal, and

said connection destination setting table stores a
public key correspending te said secret key as said terminal

gata.

6. The thin client system according to claim 4 or 5, wherein
sald session management server further comprises:
a memory for storing a connection state

management table,



a plurality of sections respectively provided for tasks, a thin client terminal;
and a session management server configured to assign said thin client
terminal to a specific one of said plurality of sections, wherein the session
management server is adapted to manage a status of the connection
between the thin client terminal-and the thin client server for
reconnection. 2. The thin client system according to claim 1, wherein

each of saidpluralify of sections comprises: @n.onerating;system: 8 gata,

application program provided for a corresponding task, and executed on
said saitkeperating systent ahd datamsed bysatdapplication pragras::3i Fhe
thin client system according to claim 1 or 2, wherein said thin client server
statquheradrsitest alelientstatussackiiring' mesand providedforeath of
sajd IuralitX of sections to hold a status of said section. 4. The thin client
Conn%%%% "é%é:ordﬁ]%]t% a?l%)/@ocf%: ais f?oci*\?vﬂérein said session
management server - 23 - comprises: a memory for storing a connection
destination setting table configured to store section data indicating each
7. Ofsaidchin client system according to any of claims 4 to

6, wherein said thin client terminal comprises:

a protocol management means configured to receive said
section data, and to establish a connection with said thin
client server through said session management server, by using
a protocol and the recelved section data; and

a connection destinaticon control means configured to
acquire said section data in response to transmission of said
user data and said terminal data, and to notify said section

data to sald protocol management means.

8. The thin client system according to claim 7, wherein said
thin client terminal establishes the connecticon between said
thin client terminal and said thin client server through said
session management server, and

sald segssion management means acguires said section

data in response to reception of



plurality of sections for user data indicating a user of said thin client
terminal and terminal data indicating said thin client terminal; and a
session management means configured to search said connection
destination setting table for said section data to said specific section
based on said user data and said terminal data sent from said thin client
terminal, and to send to said thin client terminal, said searched section

saiq 4R 10 sald sneciicsactionof said thin glient sepyer.5. The segsion ; o
management system according to claim 4, wherein said thin client

rermieminalhas,a sgeretkeyfpeculiar tos saidthinrclient tetminaland said;
connection destination setting table stores a public key corresponding to

statgaiddecret keypas saifiterminal idata. 6UThe it chehtSyStehs aecordiriglon
tQ claim 4 or 5, wherein said szssi n management server further

Of SZbfhprives: & ieHbry foF iRy & Hinection Siate Haagerfitt (BRCLT1C
e 24,53 session management meaps stores said.sestion data, saiduser.,

data, and said terminal data in said connection state management table
statwhen said thin client terminal is connected with said specific section.

9. The thin client system according to claim 8, wherein said
session management means restarts said specific section when
the status of said specific section indicates that said

specific section is in an abnormal state.

10. A session management server used in the thin client

system agcording to any cone of claims 1 to 8.



11.

7. The thin client system according to any of claims 4 to 6, wherein said
thin client terminal comprises: a protocol management means configured
to receive said section data, and to establish a connection with said thin
client server through said session management server, by using a
protocol and the received section data; and a connection destination
control means configured to acquire said section data in response to
transmission of said user data and said terminal data, and to notify said
section data to said protocol management means. 8. The thin client
system according to claim 7, wherein said thin client terminal establishes
the cagnection hatwegn,sald, thin cligntterraingl apd said thin dliegt seaigr

through said session management server, and said session management

accoFAgans acquiresisaid/section data in response to reception of - 25 said

user data and said terminal data from said thin client terminal, when the
connection is disconnected, acquires a status of said specific section, and
carries out reconnection of said thin client terminal when the status of
said specific section indicates that said specific section is in a normal
state. 9. The thin client system according to claim 8, wherein said



session management means restarts said specific section when the
status of said specific section indicates that said specific section is in an
abnormal state. 10. A session management server used in the thin client
system according to any one of claims 1t0 9. - 26 11. A thin client
terminal used in the thin client system _according to claim 7. - 27 12. A
session management method in a thin client system, comprising:
assigning a thin client terminal to a specific one of a plurality of sections
respectively provided for tasks in a thin client server, wherein the thin
client server comprises means adapted to execute said plurality of
sections; connecting said thin client terminal and said thin client server

12. t&“’%@@sai%%?’%'é%{‘n%‘%‘é‘z%ga@eﬂ%.%%%’&”i%”dﬁméﬂ%%'T‘(?lﬁa.%%“ss fane

connéction betweensaid thin cliént terminal and said thin client'server in
comp$aid session management server for reconnection. 13. The session

management method according to claim 12, wherein said assigning

CORIigESIPrepariig a cohnection:destination setting sable] Whereiresaid &

connection destination setting table stores ‘ _
plurality of sections respectively provided for tasks in a
thin client server, wherein the thin client server comprises means
adapted to execute sald plurality of sections;

connecting said thin client terminal and said thin client
server throuch a session management server; and

managing a status of the connection between said thin

client terminal and said thin client server in said session

management server for reconnectiomn.

13.  The session management method according to claim 12,
wherein sald assigning comprises:

preparing a connection destination setting table,
wherein said connection destination setting table stores
section data indicating each of said plurality of sections
for user data indicating a user of saic thin client terminal

and terminal data indicating saild thin client terminal; and



section data indicating each of said plurality of sections for user data

indicating a user of said thin client terminal and terminal data indicating
said thin client terminal; and - 28 searching said connection destination
setting table for said specific section based on said user data and said
terminal data. 14. The session mapagement method according to claim
13, further comprising: reconnecting when said thin client terminal and

said thin. client seryer whe id statys of.th nectign between said ..
e R i S e e
saidisgiseammected byt isinia:use-state. 454 The:sessionamanagement: i d
method according to claim 14, further comprising: receiving section data
termforatasks Bequiring said section data in response to transmission of user

data and terminal data; and notifying said section data to said session
management server. 16. A computer-readable software product

14, CeMprising. Egmpﬂ%g@@@&k@%&wﬁw%@s@m@ executed on as
computer, perform steps of a method which comprises: preparing a
furtieemnectign-destination setting table,
reconnecting when said thin client terminal and said thin
client server when said status of the connection between sald

thin client rerminal and said thin client server indicates

that the connection is disconnected but 1s in a use state.

15. The session management method according to claim 14,
further comprising:

receiving section data for a task;

acquiring said section data in response to transmission
of user data and terminal data; and

notifyving said secticn data to salid session management

server.

16. A computer-readable software product comprising
computer-readable instructions which, when executed on a
computer, perform steps of a method which comprises:
preparing a connection destination setting table,
wherein said connection destination setting table stores

secticon data indicating each



wherein said connection destination setting table stores section data
indicating each - 29 of a plurality of sections provided for tasks in a thin
client server, for user data indicating a user of a thin client terminal and
terminal data indicating said thin client terminal, wherein the thin client
server comprises means adapted t@;execute said plurality of sections;
searching said connection destination setting table for a specific one of

o5 & SEplurali of sections hased on sefd user. data and saicfenmingldatay |,

reconnecting when sa o a thin client’server
servahenssaid status ghthe cannestion hetweenssaid fhinsclignt terminaland
said thin client server indicates that the connection is disconnected but is
termima userstatec 7. The computertbacablersofamare prodoctacoerding to
claim 16, wherein said method further comprises: receiving and holding

LerERisetioh datd, sdif uber Yata Al saftfteifinaldarr 185Fheeans
=capEaPLerdeadable softyprg podydt accarding.fo. lp, L7, wherein sald
method further comprises: “restarting Said specific section when a failure
has®occurred issaitl speaific-saeiiondestination setting table for a
specific cone of said plurality of sections based on said user
data and said terminal data; and
reconnecting when saild thin client terminal and a thin
client server when said status of the connection between said

thin client terminal and said thin client server indicates

that the connection is disconnected but is in a use state.

17. The computer-readable software product according to
claim 16, wherein said method further comprises:
receiving and holding said section data, said user data

and said terminal data.

18. The computer-readable scftware product according to
claim 17, wherein said method further comprises:
restarting sald specific section when a failure has

occurred in said specific section.



