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means 46 guest-side content transmtting and receiving
means 47 guest-side digest receiving neans 48

guest - sudgudstaiit hashikepsiordhe@aas 49 guest-side

cont ent @bgég%é%ﬂfkey%gc el content acquiring

means 8 o ST MODE FOR
CARRYI %ﬁ:{q g an exanpl e of the
ent | re%&‘%% Bt Lensspy 'f‘ and recelyl)BeS h  t he
present 4 W%ﬁtS'w'g%tgecemr@ana he system

conf i guigiguest-side digest aebparingmeearss Fig. 3 shows the
syst em d8gliegisidet gontend Stotdye rheeris- si de terminal 2, and
Fig. 4 sbouest-sideccorieit aauiMHY heatsat i on of the

guest - sigl uéﬁrsfﬂe’lgida?em web server 1 is a server
for sendi g t he ntents in response to a content

h%@ﬁ@ﬁgphr%hgﬁﬁﬁ-ﬁihgﬁ %‘é'n(sgl térmTEZI 3 are

termnals for executing the synchronization

pr ocess Figg 1 isham exgmple of thei entiressystaen cdnfiglitation irnadcordatiee with
t érenpreaéntanventiors 1Aig. 2 stiowshibewybtesrecorfigurhtion 6PHB&MD server 1,
s Fiyyl 3rshgwe He sysfedh cdsrﬁi@@taﬁsﬁ of the h@@tt&&élfeﬁni‘népzﬂah ‘Fqﬂ%hows

smevh Sfsten corihg uetahaﬁoftﬁs@ g are: transm

“’ t " i“g%‘qbsé LERg gﬁ ﬁﬁ#ﬂg 1€ 8383 f fegponse to a
ﬁntrﬁggl H2and di spl ayed on

the hosfP&inget-§ Fﬁ”ﬁ'!ﬂa 2 andothetgw@strﬁm tesminal 8 @rertersninas for

t BXQRWYRO tthe syeskropizatinn weacessing dhrwugior arssessidi ssnegr én The
t hestgidestensindb2 tiranainitsiito thet webcteneved & lventent send request, and
syeveivesriha abntents fromake svetyserver 1| heThy #R@eceived contents are
s randrhittédito afe @ldsh&itg heihiRall 9 NREdUBAStHET sdiRnNeserskdeThe
t Qﬁ&t@ﬂe ter%‘nﬁél i$ AferditEPivhich e%ém nt @ét&eﬁ%& displayed

w?a{l E%n{ fho Wo l{gg th S
! r o g s L e ?%'suon server
HP% .Y, o Gebt iR e"BPgE%F%a erlhe syaghwnization
t BWPF?%”Q 2 and t he guest-side termnal 3 be both
provi deld the pegseptspeafication atthbugh the functirscafithelgost-sige terminal
s randrte guest-siole temuica Ssare @acta ddpietet! s rdiffhent téramialSindsder to
t bettarmberdtant tidpropesseh; if iadkial Sabticed is Broh@ablé &tht the functions
a@ﬁ%ﬂ‘i‘ tHeChdsBsiti8 ‘iérﬁﬁél‘é'and%%’ st-sidl td |n°‘al Qﬁ%qth Brovndgd to a
b@t@P'té?‘ﬂw'fdl‘ 5t é)&'&ﬁtlﬁ R tn|z§=1 %
seﬁsvt-e kT g S e
aachy, In REBBRIEY TAIcHRnS e Bpst-3E famtiga 2 and the
gG'é%?t—S!?ied%mi"é&' gicaalbezindiefler accepting a connection
r equest The sessidresérvet 4 9$ decdneputemzimidabfod estadlishing a session
gheteieen itte hostrsideneimiBab® énd ahé glestisRRetehfinE @%hér AReBting a
| eqraReticrebabdt RORIRC RS- S8 KhhinaP2 bR #d ? il 3 and

PafStE&Rbse Eb?ﬁ'irfa!sc ﬁévé) fbgg(ri,(\i/ Zornsgaﬁﬁblgh @Eﬂ%%i?; is fefefred to in the
Gk opHtaion af & Psdon e e e (o ek Ra dppesver put a

Vet Somﬁ%ﬁ fermingl pha Cﬁﬁwtzﬁﬁtdeglﬁed of ﬁé%mplgna reer or a
sB‘é@) ol tBe prasenusSresificationathie) ssssiag sarver 4dorestablishing alsession
heih thei hbst-side térmiral 2 is sefereddbtor aa first sessionf sengdr 4aeBi@i 8sion
ssarver4 fbaestbbishmgessad8ion with the guest-side terminal 3 is referred to as a

second session server 4b, and a session is further established between the first

QIS
é??,i
QJ
=l
%
5

ot



server 4 for establishing a session with the
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ahowelatilelerdsdards, dAd terkenal 3 authenticates the

web seryed abpaent Mt Exebitiorebi thes Bfg\?%m% qagdéoeﬁf'ﬂ'\’ee %omputer
c

tﬂ@lu%ﬁwspb \‘E ﬁe@ w‘?% mgﬁ? ‘FmL 'Hﬁ aaﬁy e irdSnts are
C@f@% C'B iNgsVisiem ot thedike running on

t PﬁPWez pﬁfmfmSta#@f gad st the pgliakprpeasses onthekagisiohinstructions
cleraghe womputsts, ancktheuiusetionsd the enbediments ersaribad above are
cimplemeéntse byl these peciességhe neans i n the present

| nvent i o fartrer Bppabit thataastd mag alky belrditidddas Mﬁ%h the program
fmaf:rsl fBd frRA ala¥ordiibl r%e&nt]?n EaH"Be WrftleHab £ homidy eca.l volatile

/%gﬁ éaﬂs}r@?@@é Y ﬁ‘%ﬂ nz]i%ga?\%%ﬂw %s%ﬁ?cf ntodne g?mputer

U_S._

AR Bled PrASESIAEAr g fike

fquF %'Oﬂﬂé% gqrd;gf funclions) expaRsiaR LINitresforms all
tWep @gia@ﬁaymmr@@a%ﬂs ohédhe basis efdostaictiensiealn the camputer, and
i el fanetions tdfiehé renabridiroents |destribeal siooveparer iendlerhératéd thyethese
pprogessest hat is read in this case fromthe recording
medi um can itself inplenent the functions of the
eNDUS TRIALAPSSRABIEAY above, and the recording nedi um
on which the progran1is stored constitutes the
i nventign. | es.of the recqﬁaln nmedi ym f or
ot ovi d refﬁae QIR PR FOMENIGten to, e gecuted
dfRAcs authERticaling @ WeR sepeg st 3 yglid @eafras le¥en iy §asas i which a
t ypEhronzalinrpracessingie pamiod outraeongsmpluraity df camputet termsinals.
apparent that execution of the programloaded to the
conputer includes not only cases in which the
functions of the above enbodi nents are inplenented,
but al so cases in which the operating systemor the
l'ike running on the conputer perforns all or part of
the actual processes on the basis of instructions
fromthe computer, and the functions of the
enbodi nents descri bed above are inplenented by these
processes. It is further apparent that cases may al so
be included in which the program that is read froma
recordi ng nmediumcan be witten to a nonvolatile or
volatile storage neans provided to a functiona
expansion card inserted into the conputer or to an
functi onal expansion unit connected to the conputer, a
processor or the like provided to the functiona
expansi on card or functional expansion unit perforns
all or part of the actual processes on the basis of
instructions fromthe conputer, and the functions of
t he enbodi nents descri bed above are inpl enented by
these processes.
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| NDUSTRI AL APPLI CABI LI TY The present invention allows
secure data conmuni cation to be executed upon

aut henticating a web server as a valid server even in
cases in which a synchronization processing is
carried out anong a plurality of conmputer term nals.
21 WHAT IS CLAIMED I S: 1.. A data conmmuni cati on net hod

EYVAT BICLAMER ISYNnchroni zati on processi ng of
contents stored on a web server is perfornmed between a

host - si gde e enc ed connunlc t

t hﬁou Rafj a W%s@%&%ﬁ Oge§ %"ﬁgé SWPErLr @ Q‘ﬂzatlon
POl e S S edSTachaiveeh 3ot sce

htﬁﬂ"lr@l @apabl@rmn@wteﬁ serNLBCationithsaughet leastene/@mmore session

ceenversi and at leastiore puhoiegUestyside termipalsgwherein: ser ver ,

and tr ageid Bost-skiRitémaedlver certificate and said publ iC

key 10 gRbidedHRS stoTesls seH%F FeAftatd féhetég iRl yZ?cﬁﬁ'sQﬂ
S’§t—5r\’/§rr and ﬂ"aﬂsfg &ld § ({eﬁfﬁﬂé ) om gﬁﬁgq gfﬂ o@ég{ -side

LI sal
gq"hqﬁl!ﬁ? Sﬁlﬁ’ﬁ‘?&ﬂ?. %R’%s sai d server certl ficate,
creats $iddeestsdedmMinan key for generating a di gest
of sai dregeiMee seid, sesvar raepificate ang g@lgs?{tlbﬁﬂ ey fraghsdid host-side
ateiminahachauthenticatesrsai senves zedificate) ¢reatk @yguestiside hash key for
t gemsratirigsa digestonsdiy potants esncrypts $did glietRidehashkey and a hash
hRmEtE With 588 BUBIR keySandtrdaplits thel Bnérpptal ke and functlon to said

aHBQ%ﬂfe‘t&ﬁﬁlﬁaﬁ sal d feceived server certificate
creates aaq\ﬁg s rmon key for encrypting sal d
content% ’n key encrypti on schene;

encrypt 3 u@%\"t’&a‘ﬁﬁﬁdé?%"e@ %’é&%d sai d common key
encr ypt $T8@tes st MeRksidf camsand keyier encrggtingasrid taoatestd M@h a
t corsanod key energplivarschémee encrypted key and net hod,

t he encerypyptsl sgidevist-siddeohmsdh key andrdidsédrimbBAddy encryption
f sehemeowith saig publiedef;rpa Fahshitk! &5 baidi Web 'servet Middse Sriingbted
wéy aﬁa MRthod ey Bh@ypte® RBSLIIR Pdsh Qéy ahd %agao 33 function

/ .lon schene recelve
sal gﬁﬁost S| er?rlldﬁa as well as the encrypted
said g §a§<?w§ Rlash key and said hash functi on, on
t he basP&® Br EOGIYRIeR costsile  cemmass dieidand ocaamen key

pBntryRiioRSEherpe é%ﬁeé@dsfmsaid Hestisidesierrsingkias wiell @a the enarypted
s&did ghiestisidef hasbtkep and saidiash dgictiomfonsthe basis of 5 ptieate key that
goarsdspohdtetolsait publiykeye Bealastsaid digest Rirsaidtoafinewith 846 hash
afifclioh ¢h 1Be 'bhﬁi@bﬁsaw aéb é@i Qéama@ Hé%M ksywéryc%t@n the thus

e e
dec m Yy gtengrya d digest
Cgﬁg}wsq%sts &S %{"Brl‘?é'rypt eg di gest aﬂd sai d

content?‘@h@ﬁhsyﬁltm server; decrypts said
encr y pt iegeidegysaid encypted digesttandieiaichcasgants foore aaiddveb server;
host - si deerypte said rensypted: digest rantscomtants ditls spiot @datdd Jost-side
apsmeent iyt %ahﬁni%abéﬁdgd&Wptéd @@eslt 8hdcoatentshfr 888 egi@?ﬁsme
Sfeﬁﬁlnﬁl‘taﬁﬁﬁfgﬁ%rd & IOH séﬁ)e %'é}oe(EHrﬁerﬁ’Qoﬁ @%31 host-side
hshinal- dgg term na sa| gue -side term

said guest-side terminal,

receives said decrypted digest and contents from said host-side terminal;
creates a digest from said received contents on the basis of said created guest-side
hash key and hash function; compares the digest with said received digest; and
displays said contents on said guest-side terminal if the digests are matched.
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recei ves said decrypted digest and contents from said
host-side termnal; creates a digest from said

recei ved contents on the basis of said created
guest-side hash key and hash function; conpares the
digest with said received digest; and displays said
contents on said guest-side termnal if the digests

ar .mat dheidta 28mtnunfeatien amehoduadcRRdingP o NEBaltd1, wherein the
acper/pieddcdramGhidaibnlbetWeer &lal he-sidRNeriRhesh d salg tVgéest—sude

C Q&R Cigt bé?f?)rrﬁré}]& v§e '&eﬁ@r’rﬁngr %7’1[: egecorﬁﬁﬂh 3hY%said
4

g n

aiBst S'?é il A0 Sa6 o Be chivehand BYesh 56 T
t@\nFn Il Sessian S8fVEr- sessi on server and between said
guest-side term nal and said session server. 3. A

dat3 condata Mnmmmhd)m oebtradcancdiding toeithet Gkafm G ¢r 2nwherein
othesynshiniiation pldeessirtris rrmﬂtemkhémm@&@éleéﬁdaﬂﬂhds%&de terminal
i %bfeb@ts%ii'i df!ﬂ?é?\t Hl@ﬁi é’z;eg{ueé‘t? wﬁ@ﬁegaﬁ%%nﬁrﬁéﬁ \kﬁéﬂqérrsad  hostside

seé pl ay request reby
er Sal'd. host-side. term nal stores sald

C 0 n
nt e gﬁ fcomeé" I3 &t S athgn Yt cantepigefresdisplayed on said
%fear' walandA eqni%nt@ﬁd%tsleuen%mtrﬁgd tesaid guestraide sertninal
aﬂa-'@hgte iseidupession sarvert wherabyt $did ednteotssthat] comespondingldo the
t eontentsend: reqoest necadied froes said gusstrsider temminelrie BrEnsraitted to said

C guestrEide telBihalcaid the ROAEHB®niSid §lRest-6188 téHina? ﬁfati has received
I‘Q%J&ﬁ-ﬁerﬁ@cel ved fromsaid guest-side termnal 1s

trggtzg%gt on 53 e‘gaﬂﬂn %@?Qnéb\%f%‘ﬂ%wﬁﬂaﬁ‘ﬂ%ﬁ@e@eﬁ%ds&d

m%gé” %nﬁi?H B0Y §7id Wehh SeYer LapRmits said
r SGUESES bli ke torsgidh hegt-side fegwinaki de t er ni nal

to said web server, whereby said web server transmts
saidd s Avdata caremunicationtreethod aganoding tokagy dne of @iaim 1 through 3,
hederein the syachromizationsprocssing & ititatediwheatheaserdfsaiiyuest-side
atarmirel elec® ey display Gbquidstiofshid! Bérﬁém@ Wherebfpar ! Bonﬁrmed
t ihethenshib @néét%tdeqenﬁhasfo?éé §l’9d t i'at ed when t he

user of i g8 SS&S l GisfaR Y
st sal (kléﬁ%r?f %?me SRt PP on said
st Tl e
$ S&W@f yehereby saideontests; %pr@@ﬁtw Rosgsige terminal
drelisglayedon said bostgidedemminate t er ni nal and a cont ent
updat e #'etontents@re hotstoted, $wendthbsehd seqi@st of saidebntents is
t ransrgitted aftaiin 2P igaBstSidey Biminah & &ald BastdideO Bn@iHab and said
Sh@ét%ﬁbé‘fenﬁﬁ‘a’aﬂﬂﬁpﬁés ?édéﬁ/eti Ql'ié"}é?ﬂest &rfimid %Eﬁ%? gale Thost-side

i f the contents are

zt?éonS‘e grﬁ tgﬁ_ﬁ ues aid contents | S
transm[f%é Pj%?ﬁjes InEX FSWFFQI to said

host - si @ tﬁ’\tﬁalarealq °nh§%@ @FH@@ é‘?’Fﬁ"P?AI ar1dhgtoontent
h&Bdqtg @fﬁv’eﬁ?lt’ liee Nelifigd de tguesiraide tesminakthreughssaid session server,
hwéerabydsaid centenisatomesponetingstai tie comtertdend requestireteived from
heait- guebesitler taimiabl ateotrassrhified ao riakN igBestisiRn tehdirl and said
C etritents aratisplyePbR k8l RRsSkidehARhr hidtas rRESNEH: e%ﬂtents

agp@ntent update event said is notifred to guest SI

term na SI on, serv r

copte tsségnhgg %Gn% oe[smé)t ét‘?Fﬁ E‘ﬁtcoggﬁ'g ﬁ@é@e%ﬁnd request
ﬂ 8 sidenlgminakto said web server,

t&aébweb sepved trguergts sald @etver eerificatey and pablic key to said

cbmtaldesteamealdl spl ayed on said guest-side termni nal

that has received the contents; and if said host-side

t esm nap dﬁ&&ﬁ)nﬂﬁ&m@éﬂéﬁ%ﬁt@ﬁl ERBWHEh® syh EI%P ocessing of

request of said contenfs is transmtted from said

host-side termnal to said web server,
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wher eby said web server transmts said server
certificate and public key to said host-side
termnal. 5. A data comrunication system used when a
synchroni zati on processing of 23 contents stored on a
web server is perfornmed between a host-side term nal
capabl e of encrypting conmmunication through at |east
ocentents sloret Greswieb Berver 8 pefordiudl RitwedreARGStERR toimifd c8pable
gofesricnypting co@mnitatisn ét'leas‘i Bh€ oMRfore 866kIn servers and at
CeERd Qﬁmd?é‘ béé“ts'i&%\‘tem alg%{rr’idé cate transmtting
nmeans Q. Sal ost-side termnal a
server éi?‘ 8'3’? %ggﬁbl ic key stored in key and
cert i fiRkEe eé’t 6’? ransmiiipe megns &eﬁnﬁﬂ@jﬁ'ﬁ@dﬁssald
estsisledering & smvret's@@rﬂﬁqatﬁsan¢ pdblict keyratored imkey and certificate
hststlngsmeans:ommn key created by said host-side
t er m nadonamdn KB Feteivitl ragarsfof recBg flonk SXid HBSt-sidk terminal a
eﬁé‘ét Béféi*el ébﬁqrﬁ@r'?' REP cFé&?éSoe gsalasho‘éﬁél{ie fetrrihal 4Rd tenérh/gﬁ‘ed by said
a a"f@‘a ﬁf’d@ w%“t@ﬁa? %gé'ﬁég‘e Bife hash key
fb $§ pliG Ky ang a hash
%5 BBl
Pg'oé‘r?@?rﬁﬁ ed host SI de commn key and encryption
scherre commoRe |key decyating amang fordeqyping-ssidiendrystad Hostyside
acamimas Hkef @ndtencryptitry schegneé, \eest welkay saitl @neypted gustiside hash

pkdy ad kash Aumetists ibyi 4 paate ke istirbdith 53@ PubIIERSY ¥R cBificate
,:fnggm§xt racting, from server-side content” storage

”Eans ge%ﬁv én?e‘? NLSHM
4 g&?%g L e A, e o

ed by Said wehserves o paid ot side E%@fr?l sfeatipg @ digest o sald
d@ﬂt%fﬁ? e thg hasis-of sald draryptedgpest-ridenaash keymodihash fuadiibn, and
egnonypiing rsgidseredted rdigast éind i sgiiek tordents ©ai tHe dasis eoftsaidodecrypted
t Haest-bide icompfiorskaeychndesticyyptiordscHenss; asdde conrmon key and
encr y ptdepversidectttert MANSPRGAY meaRke fof 98deRiNg the send request of
t $ad eBhichts froffE 881 ﬁcsgt &S RIKInaP ahf %&%ﬂﬁﬁnﬁg% esthid Most-side

S@*’“‘S?'n‘*ﬁ‘% 9@5§‘ J”rd%%ﬁ RBrSy Sald Bt oSG o

and co §%ﬁd encryption neans; said
host - si F' i rﬁ certificate, Eqcelingemeans ffer fesgivingsaid
cRarvericeticate aad ératﬂ mgpllﬁisaxh Fomaaid wekiseivatfos atotagesio host side
ceublic key andecartifitatesstorage biéanskey from sai d web server

for st gubliekeyardsértifidatietraniféting meaits frerabsielringi i Rceived
SéePat SOrtiERE Bid BAEIpLBlIdIRY, té@Qud@%Etté‘udé?téﬁﬁmél‘ ansferring

means THYst- ElBé‘B@t Percb r@ g o?ﬁ Eé(lﬁ ide terminal

i e G ey e

W‘t QPU@ yt erm nal , uest -si de hash key
and hasf}?S‘F'ﬂﬁ%PPGW‘Qﬂr keyt @reating mepds gan@seatlsg déehaestsidercammon
diey usedk foy netypling Isaislacehtents |siccorkig; toha stonshore key renaryption
ksehemee andnstorireg said hostaideaicomandh Reptandi gfcrpstioiiPscheme to
Mmgag@oﬁmorﬁ@rgmg @@egﬁgd contents accor ding to a

common sn&é‘%ﬂg arﬁga:% %r' &Seryisting said created
@ sﬁéﬁgﬁ H K 4; t|§> ésc gf\r/}ths r D :%%eg 5?;:;%0.;62;(1
@ﬁ% ??’Fﬁg said created

host - si % kgm'a@ﬁmttm Means i dranswiitting dxisaid web
Renler csale@”WW@boﬂrsmEminmon key and encryption scheme, as well as
said encrypted guest-side hash key and hash function received by said host-side
key receiving means;
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host-side public key and certificate storage neans;
host - si de common key transmtting neans for

transmtting to said web server said encrypted
host - si de comon key and encryption schene, as well as
said encrypted guest-side hash key and hash function
recei ved by said host-side Kkey receiving neans; 24

host - si bestsulet eontenterseeivinggmerns Sorf trandmiting 8id icogtent send

s eecliestad saiktwestestiver A8 WEEIVIRhE aigéstiill GRteHl ertfhted by said

4 ggt@s;qer&ntrhsn Qéﬁgﬁsn?tféﬁ ﬁ&ﬂ%&rﬁgép me\Stpt ed by sai d
host - si ggst%o e %E{E %q%roae&y‘pre t‘?eH% Y fecaived
sy N §§5\f§s foslide samaenskay stareghingsaid

hBest: %deo@r@aﬁwbﬂy Rlefagetroeans, AR staring thusslecypted eontantto the
k bystsidercogtentstarage eeahsst or i ng t hus decrypted contents
to the hbstsidescottertoatc riigest vangittiganfanddst trahsHiting said

C aBérppted aiigest 288 i !
sseer e T PRy [AHICIAS on

term na §t gﬁ%p@g eSSI on ver Oétatﬁtgd?é) lt%%%&g the
cont.e

¢ fte @Bﬁf‘l’é 'Q SQF’ Sl %C%'g?’éf %93 gﬁs '@t ent st orage
nmeans; $Aidg4estEidg ieENingca@PEsasyi nal conpri ses:

guest - sglwt-gdblpbbh&éw and cedificatei reegiving enesingi fog reveving said
f serverecartificategandisdid public &ey ¢ent biid drisesias terfimal fatudbiage in
k giest i@ Ildﬂké}@fd c‘éttﬁi@atb%fdﬁ eéﬁg storage in

guest &? +-BidB Inksh cr@Eﬁthrﬁé Stlnbte? ? sidE Adsh key for
°S|

g dlﬁgﬁl?)f 3 o ﬁtg gﬁ% ﬁ%ﬁ'ﬁ é qnng%a@aqu&st-sme

sa'tsy' féa‘? feans;

guest - SPYRST-SIHGs % e&n@nthﬁgf means dAr tancepting said created
g@fﬁ-sgedt@slh h%mancblyasgtﬁwt@gemmaalg publindesy siretbintsaistguestyside
ep@blwxeyagd nestificatef storagaomegmsj ng sai d cr eat ed

guest - sguisst-bide thakskkegrtehnBaniting rivaink dor tharishniting SalUéhdrfpted

kgvestbiae athshnkeyPhsl BHSS farichish® to RER hést /SR t@ﬁﬁ‘inal through said
c&ddsiohieRlef: St Oorage neans; guest-side hash

;LS”;T“ édéstﬁgéﬁ%%%ve%n%a”sm tssaia %@Qw‘/&eo?g'gest from
‘3 ?S{ @e ErNAal ¢ hr ough said session server;

guest guest-gog content Fansmitinananch segeding: Beany ifergresaiving said
deegrypied corterfe font saitrhostside thwsinaldoritorage in mguest-side content
gstesagesnescont ent transmitting and receiving neans

for recqiest-sige sdigékt dﬁ@ﬂafﬂbeﬁteﬁﬁ@tfémbfeaﬁﬁ@ Mréral 8aid received
hesiterfts, 8 dig8s&tBrRk tfa%fs %}9 B8 HasH ‘R@gbné 'hg?n fidiG'o be

i

S4BFRAR sﬁﬁaq‘t.%sté?ét@g 101 ggﬂte % %9'8 aﬁd digest

C
T e et '%:’@S{e@ 2 QUerge ficing the
t?PrE"‘é" 2s ¥alidyvhen tae com @@P-%‘P%eﬁéé?ﬁt%ﬁngt or age

means, QueSHeiAe repnientsacoisng emeany dort acquinry Bhe dispiaying the
rmntsedtotgd i said gyestdidescattertistpeade meanswhemsgaid valid contents

aattetwﬂténﬁ@t?emg the contents as valid when the
conpari son produces a mat ch; and guest si de content

acgul th,asgg %Q"W u’éﬁ%" Iag _ when a
flork Bicsessing gt Eopietds ot §%ré erformed

etween ost-side terminal capable of encrypttng communication through at least
one or more session servers and at least one or more guest-side terminals, said

data communication system used in said web server comprising:
public key and certificate transmitting means for transmitting, to said
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6. A data conmunication systemused in a web server
when a synchroni zation processing of contents stored
on said web server is performed between a host-side
term nal capabl e of encrypting comruni cation through
at least one or nore session servers and at |east one
or nore guest-side termnals, said data conmunication
s hestesideterninaln assenar weltificaie wad pabligpkeysstagd ip kby iand keftificate
aetdyragymeénsc;ate transmtting neans for transmtting,
to sai deordmoR ReY retelfhgirhédisTar reﬁ.é}wﬁg fﬁﬁs&&h&étféléé%ﬁmnal a
e

2GRt éo‘?nrh&)( ké %8%& %%yscﬂg o5t inal
'& Eeans or é"b&%m lfj%é

<8t enerypled b &éa iRy, aswelas e Gupgts

e BEes}5idedermingl apd eperynied Y ispidamblic keyandsa brsh upGioR mereof
and encegpmed key desryptipg imeanskfer decrgptingl $aichenerypted host-side
guesimosi Key land hark encryptied edhdve sther@of, gae wellsagi®aid encrypted
t guEstiaRle HasH key aﬁa Bthash Rincid Hefel Mith the Privae kéy 41628 in said

Eugk”@ aﬁ@@é Fggg%éﬁidecr ypting rreans or
crypt tﬁ@ ge Lemon key
epcryptiin “é% sé% o ?%%lmeans
A MG e W e
t Fﬁé’eb@ﬂ \bxtSé'%@b §w¢refapm saiglfiogt-side Eﬁmmak@ye@ng a digest of said
c epntemts oathe basis of geidideanypledguestygide hashkeyrandfhash function, and
epberyptingrspid Createdsdigestrangli shid comtents tonsthergis ofesaits decrypted
f postsidey dortimerkeél arérfjpion bEeri®@h@nt s cor respondi ng
to the gqicide é@rﬂé’ntrt%ﬁﬁﬁﬁn FRGRS Yt FeBivingiuth uest of

Ssélﬁ%étt—:ﬁ@'ﬁoﬁ d 8s°tt % gnlﬁglrgﬂc{‘t?é {tl cr ycgge%& (gcontents

gﬁ@ %Sﬂg?ﬁ' ga G ﬁalqﬂ?é! a erngl” encrypti ng
sai d crWaereH, Bﬁ oshgidedemin@lont ents on the basis of

sai d de®eygnosdted digest pad coptentsnreceiyed rtpne seidyweb merver are
s deenyied with sgidhoet-side camoontkey treateal tyrsaid host-side dermiriat;y
recei vi suid tdeeryptsdddigestuasd coffitentsadre teaptsimittids tof &It Gudistiside
hfeiniral ﬁﬁ)dgﬂfsﬁldrb’élssmﬁ@érvbf angm tting the digest and

t t g
ﬁggt eg| ri&%mg %aﬁéak& %ﬁ%ﬁ%g@go@tﬁﬁﬂl sai
ol A R g convens receiyed

ngl:de conmmon key created by said host-side
t er m nad digesljigicreatedyiomespid repeived sontentsondine basis of said created
tgaesimdetmhkeyamltia@jaed:malm term nal through said
sessi onby ebipaing it tjedt MRAt S $ew\%ddu@§éta)éﬁﬂ &htents are
S gisPlaf@$én %Qﬁuéﬁfs\‘ﬂ(ﬂ N tgh% at’ said
crypte [

guest side termnal, sal d gest and

ent erecevdfr termn

ost AdRBeafERin Ll el ol B it unpa Biynicon
bB cessing efkeqntents stored o aé@ﬂ RN ip peronnad betwenn arhost-side
f taneinabeapabledsf spcrul@tmgaqomnguweéloa thyeugh siileast ea¢ dr more session
r sewerseahddatgeast oneairdnerenguest-side termintls, saidy éata @omsairdcation

geEtmeisee¢ by s4idhostside tehhﬁalscoﬁmh s. 7. A data
cormunl RGStsiB pRibfd i?é'? éﬁtﬁébrﬁﬁca& reesili 'n‘?@an‘é‘?@ﬂ geiving a server
@ﬁ@&%‘vg@&& ub id ebCQ ?% & public

evveena

e
WE Ceé#ﬁ a%gg HE E%rmunl cation throu h at | east
one or PiRie R@)é@ SRrticate fanslering maans derdransfeaing sabreseived
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