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STORAGE AREA NETWORK W TH TARGET S| DE RECOGNI TI ON AND
ROUTI NG TABLE UPLOAD RELATED APPLI CATION(S) This

wop/ eyl on clainms the benefit of U S. Provi splcqytajzogg/gmgn

Application No. 60/937,058, filed on June 25, 2007

The entire teachings of the above application(s) are

i ncorporated herein by reference. BACKGROUND OF THE

I NVENTI ON This invention relates to networked data
storage and in particular to target side recognition
and host page routing table update, as adapted for use
with Multi- Path Input Qutput (MPIO or simlar
protocols. As conputer users rely nore and nore on
access to renDte stored information such as for

dat abases, gl [ cat| Qns. e-commerce, onl

transaction EEE TWlWéTHtTI*?é{%%@PEOf
remotely |oc @@GN]IfTé MN&RMINﬁie@d@HEoUBbOMaged
and stored increases as well. The managenent of this
i nformati on continues to provide challenges to

i nformati on system adm ni strators. Wil e standard di sk
s tIoA SERrAPRIUIGATIERNED| e of storing data, their
capacity is limted. They can al so becone a bottl eneck
i f t oo Tangpplisetian ¢layng the hemeds ©f Lhe: Eravr’r@iosaloﬁa@écation

C v PP s e BT dbnERs. 20070 e himurich s of BB 3%8

d%}bbﬁ@a’inoﬁ(s? a@tlh@&ﬁ@ﬁtédqle?elﬁ bpgéferangé wor k server.
network adm ni strator can then create a "farnt of such

servers for gegl ven apsl i cati on. However, as server
f BAEKGROENDOF THE PEVENAAORS conpanies rely nore

heavily on data-intensive apgl cations, even this
st or agelhipiwention relstesdo mptvearked daia siorage apd iepartigulagto target

RS RS R PR RAREA T8 e i
Prrav HpunOuuoMPTMSorfsirhileiraick]s.

As computer users rely more and more on access to remote stored
information such as for databases, web applications, e-commerce, online transaction
processing, and the like, the amount of remotely located information that needs to be
managed and stored increases as well. The managément of this information
continues to provide challenges to information system administrators.

While standard disk servers are quite capable of storing data, their capacity is

“limited. They can also become a bottleneck if too many users try to access the same

storage device at the same time. In one traditional approach to solving this problem,

. alarge number of storage devices are attached to a single network server. A

network administrator can then create a “farm” of such servers for a given
application. ‘ ‘

| However, as server farms increase in size, and as companies rely more
heavily on data-intensive applications, even this storage model is not completely
useful. Recently, a number of vendors };ave collaborated to develop so-called
Storage Area Network (SAN) technology. SANs provide more options for network

storage, including much faster access than peripheral devices that operate as
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storage, including nuch faster access than peri pheral
devices that operate asNetwork Attached Storage (NAS).

wo2Bosksigt her provide flexibility to create seRgy@hfs007911

networks to handle |arge volupes of data. A SANis a
hi gh speed speci al purpose network that interconnects
different kinds of data storage devices with

aSROG Ak Atk HiHdES SR %3 gggs nskm%&h&fpr@wh@he%lmﬁmgte

of users. A SAN ca cfustered in close proximty to
ot $eparagomperviks go hasbletagsyolbmes ofdatal so extend to
[ w de, area network. technol o

Such asPATINEIH B aeech e CRL AR R A e Hty b FRarnee(s diferen

C'"'l@ﬂﬂ'@(')f da'tﬁ§t§fa%€ﬂe$i@?§ WithassRbiafid day:Sdeprats bﬁ‘b@lﬁd‘lﬁ&ﬁl larger
(1S ke. SANs tyglcally support disk

m mertwmlérgf usprsc IAJEAmnrt@sﬂwge Hy Q:lm‘»e\/}apxmw fogathéreppriputing

of _archiv dat m.one .stqra
GersEN0 B 1B o &0k IS R Pl B RN L Rl Rowork

di teélfotslicsSRICH Q8 asy&ﬁﬁbncﬁ@rrraisw ModOAVIREber Channel, Internet
subnet wor ks wi thin network attached storage systens.

Cepmal Eomwf%@éﬁ%wénﬁafage GeedDduhe ks t o SANs such
as thos
2004/ 01%%5 ?’g‘{‘ it PE o "i%éﬁ Fofilb it ?!éé Q‘QJBFQ{S’& Brghival and
Di I:etrrelvamﬂ emcﬂlyedwﬁmtmtd 1mogya e ﬁbmmnb)stdr@eede&hreeo ianothers and the
gq&[? That design all ows orage area networKk
g bF dat® AmoBS AuTHTPBISCRST: (A P Sringarmataie Subnetworks
MBRAGIRGeW 4R Oh HeaGh NG sniat eway to nonitor all
incomng request traffic.” The specific systens

descr i b€ertdin impmivepants hiavapesini deaelioped tor $ANs sudii asghose described

 SH s P R D g IR e o

Paphta DiSAbhien’ ’altié‘ﬂebfll icorgbrhtad by défeRACARY i@Sdntitety. That design
plurality of equivalent servers (also called targets

i relloseS sterageringa neyork aém@nstmton theontel hoay data isdesedand
Pre ﬁl eangta? v@th%umelqgl%l&g)rlit %eag trﬁ’orﬁ;o? Iall erctorrglﬁgé%cﬁllg%t é{aéfff‘]% The

ors erm noI o) eac

S esfp\éellﬁc Ryesstssciibed sahat pasnappkcation phevideableck &gulbddta storage
fromthe client. Each server can al so therefore
coRifASIARR I§F S herpineament frexampls. noichpysepdegmay heemployed to

M%lﬁ&?@l@ %éélpiﬂlé data gf&?e}é?féﬁgk H pﬂﬁ'&l?ty l%lf@&l}fl%al'eﬁt &We@g(also

romone server to anot
called “targets” in iSCSI terminology). Each of the equivalent servers presents a

similar interface to a client (called “initiators” in iSCSI terminology) and each
equivalent server presents the same response to the same request from the client.
Each server can also therefore communicate with other servers to notify each other
when responsibility for certain data blocks is moved from one server to another
server.

To maintain an understanding of the location of different data blocks across
different partitions and across the different disk volumes maintained by the data
block storage system, each equivalent server maintains a routing table. To this end,
each equivalent server executes a routing table process that tracks the different data
blocks being stored on the data block storage system and the particular equivalent

server that is responsible for each data block. Changes to the routing table can be
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server. To maintain an understanding of the |ocation
of different data bl ocks across different partitions

wooeh/@e£Qss the different di sk vol unes mai nt aipggeyaos/ 007911

the data bl ock storage system jeach equival ent server
mai ntains a routing table. To this end, each
equi val ent server executes a routing table process

: n%t)%aga?éal‘iﬁ' thé ?Olmnigft%lg EI’OC@?SI. %Q}Jao&ifﬁaﬁﬁllﬂ _Qin%lte HeSHcon of the

a bl'ock storage system and ‘the particul ar
e odsitay blloeks maye chamge tfioat tims to ésponsiting éatfler need ¢drbelapdated to
bl ogk. Changes to the routing table can bepropagated
byreﬁﬁ@ t???ﬁtcﬁ?fbgef"abl e process. More particularly, since

the | O%tthﬁrsty%mt, bR rleaﬁ@g fAbRakKSs SRWsGAAEK Barkd S8 %iiv&?volume

to time, roufing tables need to be updated to reflect

t Heduchoprgapresideion witigh seryert eanh aflibe seyvers icanaideredidmember of a

T O

CORémBeEs @f a ardiprhsd tradkife BRUD infemhisersHip AuRk adiin@Rh\E e routing
However, the routing tables do not necessarily |ist

al®blggnbers of a group, and tracking group menmbership

isn't a \Y f I: j P . MS;

I npl errenlt(/‘épgéi r?ggg@te gllteﬁé\(/iél?g%%ﬁng V%IERJI{}F?PS@%@{S (é%tﬂn) Windows has
Wecknly enecsgedeasenddlwticanfer gedidiag highet amailabilifyosand higher

provj di ng higher availabi.lity .and hi gher. perfor ce

S RS9GB SAOTE G SR EPYIRE Y VIt ifh e o Sh e Prlstbatn S Brotocols.
”%lt“—ﬁé\h I ORPRIRETDT is Mbrldr; RAWIH, RRY (R R¥hfiguration that
(I\/Plos I's a server, network, and storage configuration

t heltovas! foomsltipde pipsical pormepligrssi betiveenonimest coropstebatdiergst storage

host t dt t.stor Ly b '
ot JTegRrdaians shi e iEd e B AP LY vy G fole
MyleliiRlat EREMORIRA orCRAR BhE BhpRRed BériSrmanbEby FRuIMaebusly

performance by sinultaneously making avail able for use
al hakipgavailsble fonusesall vgiilagleppile, st orage arrays can

2000 T PSSOl S OS5 P RS IR et

C Ofptw6ikis @AS be tarFigussblostipperamudisle phgsical ovthiecibes. Host systems

! n(latnia?stoohravg rn?u(it?;?lg ?r?i'tiatlé)/ﬂ)roocgsasgs.mﬁrl)lfoicgn r\;%?l)(/ ins’rtngll;]}(;j Esitzu(ljdard
operating system configurations such as stand-alone systems and clusters.

Implementation of MPIO is somewhat complex, however, in that multi-path
software, initiators, network elements and storage array software must all work
together to provide a robust solution. A deficiency in any component can cause the
solution not to meet requirements for high availability, quick recovery, and high
performance operation.

MPIO solutions have historically been implemented such that each storage
array vendor has a custom software solution. This creates a configuration
management burden on the end user in the event that the end user desires to deploy
different solutions.

Microsoft has recently developed its own Multi-Path /O framework for use

within Windows™ environments. The Microsoft MPIO architecture allows multiple

storage systems to share the same MPIO solution. This framework allows, for
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operating system configurations such as stand-al one
systens and clusters. Inplenmentation of MPIO is

woS0iBWAgty conpl ex, however, in that nulti-patbcrusio08007911

software, initiators, network_glenents and storage

array software nust all work together to provide a

robust solution. A deficiency in any conponent can

c aé*ﬁﬁ\g&éj Fmﬁ@;glg g)h?ﬁcaﬂ evic® obRE t6 Sgﬁi_iﬁﬁmégétﬁelf ko Nkigble

aval rrrty, quick recovery, and high pérformnce _
odenctidnehdevid?l jsasicai¢doans“MEUR disk3t Bhisdrdnhewdrkelrowever, requires

i npl emented such that, each, st.arage, ar ndor, has, a .

c FROaR RORPTP Erealt BDESRS SPRCe SREU LMY gt ARGy orcer
NMBHEGRIRMphRidall 65jeefd ab ASifpNdfunsEsnal Bbjeble event t hat

the end user desires to deploy different solutions.

M cr osdintongstandard Pl selatien.dpeserverdthennS &A1 targeBatincapable of
/0O f i i thi T i _
BRI VB AR, R B RO TR DS

StdhaAgei SEIST petthahies stich &, fdrexampr, MhOvanlodspatific SB8Eop codes

framewor k all ows, forexanple, nmultiple physical device
obedhatalkconpectiogs pban MO ek sharg 3 cemonsi (S IeHG Sl

devi ce H%@&& t‘l“lgllela? atiast Iyg)\le%]gjr%ﬁéms LR with A8 WhSKach:

however, "requires storage vendors to create a DeVice
Speci f i & TWidinfern{afisiMaldne rcamaxt fbe pratiioqirovide doaddralanoing among

"claim' physical objects as.a single, functional .
obTalsple Bh3biiaEihungttitita Bovs BTSORSIOUH PHESSgRYEions from o
l(\/glﬂglé MIEFD dibiRbA& ai) vdlemE aRafess, Qbr ik $CGRAILE BEvEN fd%ﬁte two

di sk structures. This is supported by haV|ng t he
DSnoédivge oh 8€Sianpainterfagerefa single vatumé membgrnninl ather words, an

c ol 10 BRRERE sgmies R I AGPRT SERHER ot gy one would

NagPead IANE BFF corrtefiensdcPos8 lothe asdilabRVdElal olpfeB] BNthe event of a
even with this approach: o 1. This information al one

c areterkifeilueemultinlp eonnegiionsdnighbbg eme FergmeRgHysical path that has
tiphe. phYS; i it .
el Y Bl BRGSO el Bt s sy

oV@hnédtiony alvergroffe ciixedrothen @crossall dvaplabki dhlysichlopathsen
| ocate two connections on._the sane interface o

f .
si ngl e %dn gAditiepnihe standard M dogppefalways receive nofification from
the higher level MPIO process that an iSCSI connection has been reestablished. In

this scenario, iSCSI reservations will not work correctly, which means that clusters

will also not operate correctly.



attenpt to | oad bal ance cannot take into account a

situation where ideally one would s spread the set of
woSmAReiiyons across ot her avail abl e di sk vol ueg/ushévs/oo7911

the event of a network failureg_nultiple connections

m ght be on a common physical path that has fail ed,

but this path cannot be deleted. It would be better to

spread the avail abl e connecti ons away from one anot her

acsi9sAVARY oraHRbloENMeNcal paths. 2. In addition,
the standard DSM does not al ways receive notification

fromQ0 Tﬁ%eapﬁggl s hiRY et @e&?i@@@ﬁi&ﬁin?ﬁlelua@di\t§G§§:rating

connectl on een reestabli shed. I'S scenari o,

i SESems ¢l meaa o resjuwits Forraqilunatitykofobiens dot accessttp atset of

means that clusters wll, al so not operat . .

TRy SRR ARG B TSR (R PRG A apal o seyergpherein
5 Mehb odl o 48 GFced Bbaelided acitih tideplahatliey siReRdts. Mhe servers execute

systens that nmanage requests for a plurality of

cl4 lond monier prosessshatds eapsble affcomayiigatias willvthe gther load monitor
emggésg&%r énlg?at%%sat rgg%ssu‘r: OfRhe Effert lc?id.l“brnathé B'Ver?fl system and the
of ke S0 parti L ohed

SETVers el n resources is
acglieaslobden phdl @l thé yespéctBersenests. THeaeBRr HI8d sxchaages #atable
| oad monitor process that is capable of c?rmuni, cating
wi Rath indermating withothg chemtinresesssns o Mg speqifigallyem ghiehtiprpess also

o TRESUE A s LA PR RS RIETAL b MBLENA o e
s esevvdcing MadtiBatlhabjgets, sovthatl thb kevgatah takeftbisneforroation inbo account

the client, processes. Mre ecifijcally, a client
prihesrokiding pathin H’é%atﬂ?é’agg&{/%? CHfY¥eess with

i nf or e Ofe PR HboBANdMSsue R AN RiplbRBAted e SRIrSze Area Network
servicing Milti-Path objects, so that the server can

t atket ushs SGSifaod MiciasaftiMPD-hassd nstwark samprunidation gresaedls, this
[ nforr;ﬂt%i.orf (Eack to the clients. In a preferred
B enfBOEPREMG VS

dch as inplemented in a Storage Area

Net wor K(a§ figdet R sérP&FlcondiderMici oRIPIO WRkGtroamed, such as by
net wor kK commruni cati on Er otocols, this generally .

i niofareens the syreetideet MPHQ disketrygiye in&E1aHeR 4ia i SGHI session
AR SR Blnorm 1 (e s
sessi on(b) uploading of routing tables from the iSCSI target side to the iSCSI
20 initiator side, such as to a Device Specific Module (DSM) on the iSCSI initiator
side.
Implementations may also involve, in preferred embodiments:
(1) requesting that the contents of the routing table be provided from the
iSCSI target side storage servers to the iSCSI initiators, and using this as one of the
25 factors influencing path selection as performed in the MPIO DSM on the initiator
side; and/or
(2) transmitting, from the iSCSI initiator to the iSCSI target storage server,
information that identifies connections as belonging to the same MPIO disk, and
then receiving back from the iSCSI target storage server information about the
30 connections that should be created, and further then having a connection load

balancer on the storage server handle those connections as related connections that



object that is settable by a service action; and/or

(b) uploading of routing tables fromthe i SCSI target
woSlobiBoch&4t he 1 SCSI initiator side, such as to pgarhR8¥biRR07911

Specific Mdule (DSM on the i §CSI initiator side.

| npl enmentati ons may al so involve, in preferred

enbodi ments: (1) requesting that the contents of the

F il AedBYeCsEnd t‘B\Q Slerdrehf REMAIR ThtelfRe (‘NJT@ 8h tid S6rage

storage servers'to the 1SCSI initiators, and using

t hiesveas one of the factors influencing path sel ection

anclor Pt FaRleie Tl SO e Ar e Bleat s are

t hgsduS$edlbel@v get storage server, information that
identifies connections as belonging to the same MPI O
di sk, and then receiving back fromthe i SCSI target
storage server information about the connections that
shoul d be created, and further then having a
connection | oad bal ancer on the storage server handle
those connections as rel ated connections thatneed to
each be assigned to a different Network Interface
(NIC) on the storage servers. Further inplenmentation
details and the advantages of these features are

di scussed bel ow. BRI EF DESCRI PTI ON OF THE DRAW NGS The

foregoing will be apparent fromthe follow ng nore
particul ar description of exanple enbodi nents of the
invention, as illustrated in the acconpanyi ng draw ngs

in which |ike reference characters refer to the sane
parts throughout the different views. The draw ngs are
not necessarily to scale, enphasis instead being

pl aced upon illustrating enbodi nents of the present
invention. FIG 1 is a high |level diagramof an

MPI O enabl ed storage area network in which the
invention may be inplemented. FIG 2 illustrates nore
detail of a target side process used with the network
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of Fig. 1. FIG 3 illustrates a routing table. FIG 4
illustrates steps perforned by an initiator side

wochbgibks4Fl G 5 illustrates a sequence of stepgr/us2008/007911

perforned by a target side seryer. FIG 6 illustrates
handl i ng of multiple connections. DETAI LED DESCRI PTI ON
OF THE | NVENTI ON A descri ption of exanple enbodi nents
of the invention follows. |I. INTRODUCTION FIG 1

| | BRI BESERAPTRINH PHEMSRAWINGYAI ch the i nvent i on

may be 1 nplenented. In general, the systemmy be a
St or ag
Us SE RF 0ol Shont ioh 88 (MRl SReE paule
Tdeaqupmmmftexﬁaglwmmbdamuemm gf therineenBan; astillosieded in the
lication Server' ust 1 2003 Kgni n
o goripany’ig S inin s it FOEIRS SRR PSP r 4 e oy part
Aﬁﬁﬁ%hc\flﬁ iR &Wﬁ%t Bk "@@Qﬂaﬂn@& bfelbt n@&kssarfly k&8tale, emphasis
January 20, 3 by Koning, et .: and/or U'S. Patent
Pubste belmmpmoauuMﬂszat@gtquOddnem pEthe presaet invention.

D' stri bl-tiﬁ gfls\%ll? gé]l,]l%g?l ,%g?alrg)é) rl}/é%l?%grrlag%eed( (%%ragg are§ hetwork in
ramelemeeinvfhdoh&h&y @eﬂﬁmsleante&%eferrl ng to FI G 1
particularly, one or nore clients 12-1, 12-2,
12- ¢ (- ddtinsteatss mereletalcpfiadatest Bl Biacgssisyd At the network
c{m ted via a network 14, such as the Internet, an
a Wde Area Network (WAN) or Local Area
Net wor kFIG.AN)lustmtesmyrootlhgrabha)nnecti on, to servers

16-1, 16- 16-s that are.part of . a server
group 186 ‘ﬂﬁéu%ﬁt"e“rﬁ@s Pﬁrfeﬁﬂ“g@' %{hy‘l%?ﬁ?ft sifs elight o

pr ocessgyig 5%M§§tm%s%ﬂu@l§:e df ERPS PR rnfca B @Fget E@ serder.
wor kst at i on, handhel’d conmputing device, a wirel ess
comuni kK&t |60Hu$1mv¢sdandbmg ahylubmlhecrorml@iondew ce

equi pped with a network client process capabl e of

accessing and interacting with the server group 16 to
exchange
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information with the server group 16. The network
client 12 may be any client application that allows

wol 20696005614 t 0 exchange data with the server. Mpdiud2608/007911

network interfaces are preferaELy provi ded with each
client 12 and server 16 such that nultiple

comruni cati on paths 20-p exi st between them these
multiple paths will be described in greater detail

bebpyAITED SESERIFTION OFArBENFENEONT Oup 16 may use
unsecured comruni cati on paths for accessing services

at the A%@p&ﬁnl%ﬁweﬁmgp%ﬁabﬂoﬁlméﬁs tle SREHTibh YollowsSuch

an arrangenent he clients and servers can enpl oy any
known security group nechanism such as a Netscape

Secure Somkpﬁm&) .In a preferred enbodi nent,
t he hos ely on storage network

comuni K@, i1qNuifAsemxamply Slseiddl Whic PR 1n{7éfﬁfdinrfﬁa)0U@r
TCP/ I P, that support nultiple conmunication paths

20npplerrr¢mgd kngenerel.ithosystem pragiberalipiagaliden Nﬁ?}’YQﬂﬂ €8AR) such as
L T
In}:%u tbpe@trlg m%géﬁ;u%ﬁc%&r%éw tgééﬂi Mﬁk}tgg rf?atn??%mt

PrRéefest Rishting ol HSkitioned A@pki)d’atlﬁﬁ (Seﬁ&ﬁ” 4'ﬂied At]giu@ 12 2003 by
networ k stack such as provi

ndkRing 4t al- eV iSa Fatent Rpledicptign 2(104/3 143637 egtgthﬁ “qu,?é)tlve Storage
° LBEE Pat DM dtnidhS Fise TiiafPR 9808 6 Kfnfi, kCaln SR S.

ators rvers onet’i nes
r eﬁeefmé%ﬂlbtlcatm 208@€821 S’EQQg@‘lIisled E@hhntslmaddhstiﬁuﬁon 1 & -1&12January

and 16- y conprlse nne avai |l abl e ser
pl AR ?SQ%P%EHIgagt Sﬂﬁi‘ (go Whie egvg ké’nlfl?(u'ﬁmaff‘& lgf re erence in

vehsir QRtiRfy. t he Unix operating system Each server 16
may al so |ncI ude other software conponents that extend
thel r oI&dleattngdn HG. h@@ljwplalrls/hom&m mergredigntsildnks 12-2, ..., 12-c

C ed he rchitecture.of the S vers

OSSP S0 MO Rl G 1 s e
eal%tbrﬁéirMﬁhtr&@et@WnBéﬂA@e@Nbﬂ\ﬁmk Wmmsmémtmm YLAN),
referred to as nndules to allow the servers 16 to

eqrfhymthrmn@vélpat fosesveme kel i Hod Keb.ow, 16xs thatagepart of a server
et 8 Ch ey be enpl oyed for performng the
Oper at i Dinsclients a¢anbeadnytshitalsp datatprasessing systénveuch as a Personal
be(llomputer (PC), a workstation, a handheld computing device, a wireless
communication device, or any other such device equipped with a network client
process capable of accessing and interacting with the server group 16 to exchange
information with the server group 16. The network client 12 may be any client
application that allows the user to exchange data with the server.

Multiple network interfaces are preferably provided with each client 12 and
server 16 such that multiple communication paths 20-p exist between them; these
multiple paths will be described in greater detail below.

The clients 12 and the server group 16 may use unsecured communication
paths for accessing services at the remote server group 16. To add security to such
an arrangement, the clients and servers can employ any known security group

mechanism, such as a Netscape Secured Socket Layer (SSL).
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Certain such nodules of interest to the present
invention, as depicted in FIG 1, are an i SCSI target

woRegRS$1428- 3, and one or nore TCP/ I P networ Kk picinb@dasro11

nmodul es (NI Cs) 26-3. Further,_gn other enbodi nents,

the servers 16-1, 16-2 and 16-3 may enpl oy a software
architecture that builds certain of the processes

descri blgda \}Q@fe dle bRt SRE K6dts A fef\gor® ytsﬁa%ennetwork
into a rlver or into a software process
omnanmscajmna)rp@polpm&:lraldmﬁ(’oﬁ ruBning ouer ECP/éb,ethat Support

| R essronica g R ik S B g R ST RE s includes a
Orrﬂhlﬂaam Jﬁ&tésé sudh atsmlc%sbﬁir Yhatulti FFts irpleCat il MPEO 92l S
describ her ei n naé§ e realized through man

di E¢\e¢ee$neceﬁmmmr( Mapracesp 461 ancidES1 afﬁﬁatph)ﬂltocﬁwé% and a
par g ?a%ck suc ogé §’1%0 deﬁ%ﬁlo% af Ho%e ?’ﬁ %RQ?&" e{h grf‘éﬁsy(]\l ICs)

cati on o eres
t hms& en‘nsxdm NEhé suamlwwaltansc eamétahés w feffdrredt tbhestiwpeiSCSI
hereof In operation, the ¢lients 12 wi || ve need to

deiditors (fad by wilh soPeYmERerefTedds ap iR ldptgsts:
group @ach@gﬁ%f 95190 ¥.126380 69 m‘él? @orﬁbhfé"& éorﬁ%ei@uhiy available

send requests to the server group 16. In a typical
openat pmnfononmcbfas alwndpadVSym%mm1hg aoersiacef the &mfix
t he servers, exa r§§ server

t OOPSE"é’@g§Y%¥e‘F‘eE6‘EJ‘r ey dﬂayang%m&g\dg offjes éggwglggcgnﬁaonents that

fi dvgenddfdin Bﬁ&ﬁblo@ﬁpicb&ﬂ?llﬂﬂbhe anQichifis dRSIBEIRrein dhd the
contacted server 16-2 sel f may not hold or have

c amthitzctuow ef thelserverstinayevarg qg@zrdr@é te thecappbieationp addr ess
this, the serv

partiti o?{eea‘a‘PBE%S @esgpva?\r/g In};ﬁ%’ gglfrl%de E?né{rﬁ%kqﬁllg%o’{ referred

| 11§ tcdule@o AIB6 e 868 1516 Werfbi® tHeaspRtutions desefibed below. Or
resource 18 that is partitioned over all_three

s eteverss 1 6y hasieqaceess 10 a dgectoryigf_execyiphle files: gash of which may be
' esl"(%l)'ir geél 1%)? {;1]'1}@1{% hg tl%at; tho?nggcﬂlpg}ltg bf ﬁ@l;)}f)elt {f8ns &Es¥fibed below.

exa e ap cation e server

gr Oettuid Sudhahodules &l inekesdal the $tese1agava1ylshem depantddd in FIG. 1, are
resource 17 and 18 may be a pal‘tlt,[l bl ock. data
vow%éls FRECTHASES 2ra, W QTP st méf-‘éfaﬁféf%odules
bg.directories, individual files within a
d| ectory, or even blocks within a file.
Further, in other embodiments, the servers 16-1, 16-2 and 16-3 may employ

a software architecture that builds certain of the processes described below into the
server's operating system, into a device driver, or into a software process that
operates on a peripheral device, such as a tape library, a RAID storage system or
some other device. In any case, it will be understood by those of ordinary skill in the
art that the systems and methods described herein may be realized through many
different embodiments, and practices, and that the particular embodiment and
practice employed will vary as a function of the application of interest and all these
embodiments and practices fall within the scope hereof.

In operation, the clients 12 will have need to access the resources partitioned
across the server group 16. Accordingly, each of the clients 12 will send requests to

the server group 16. In a typical operation, one of the clients 12-2 will contact one
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O her partitioned services can be contenpl ated. For
exanple, it may be possible to partition a database in

woddoddasigagous fashion or to provide a distribycgatdyhids®oror1

system or a distributed or paptitioned server that
supports applications being delivered over the

Internet. In general, the approach can be applied to

AN (RELHGE &S Fe SLrvEt6-5 5 {RSEro6a 16 B& ad b4 RIEERE, such as
as a request for piece of the total resource, and

opedatd blook, page.tfile, grtames agplicationy @pihergesplundsal The contacted

oo B SRS A G b e
Sty ﬁﬂiﬁes‘é @l'ioi\y 11R€ sdriat grﬁgﬁ 180 REEATBuRY t8 nmoke tiRdPartNi®sed resources

Net work (S N).conprlse. of a plurality of equival ent
s exvaidabde tostbe ¢heny 126-For illwtratiom dhel diagranpshenwsdvotrpgources, one

paFehiter G in bAplioRRS o b al R MRR Ky PR 15 I ane

17%another tdieurdenT el ds pattitienadlder bhI§t&o3EE efsWB- Haltéa2. In the
vol unes and three servers, however there is no

sppeemplecanpiiptiontf the gervengsewp b9 baiag gdiack dafastprage gystem, each
t r}g%)%{éesl ﬁeﬁ'xdsl%e&’lla b aI 2fltfon0d bLoIES dgfér%ﬁfmé).f Tﬁeelseggﬁr‘é@ssspread
or ‘data vol unes. reover, each data volune may be

c wvieaiheadvaraltserelry 1 ® tarabesdinglt@ics cindviduad fildstwithay akiérectory, or
partiLLPPed,ﬁyer &Sveral servers, either all of the
sévgRplockywithin &Bleyer group, or a subset of the server

group. dihePpRalidbfR setNBEsCal by ceﬁteﬁ@gt&p meekarﬁm%,:u 6149 be

to inplenentation considerations, _exanple t o
arpssibledd pamtitionya davabiabainl an dnalaghes &ehien og ta proyidepglistpibuted

and 16-3 or the copputational Limtations of the . :
ol sy gira a0t Bouied sl B WP prbliiings beine

' tcﬁ:ﬁlvérf% lovér the ti@6in@t. NGh 51@1‘1 tﬁfﬁp{ﬁéz&:h}/&ah lbe @ppIRId BN service
group , may in one enbodi ment conprise an

advhene 8 chentir¢quegerandiegnternrated as ¢ sequght fok a pigee 6f the total resource,
gr.oyp.. m_ah first ' I . e :
ety s idies SO PIOUEE oo L BMARHOEIrTong il th picces.

group da theadbsditmenodf BliG) 1t the seaxeebroup 1$grvvides a block data
required. Increasing servers creates nore s

( rERTBES/SCTYFS that gy ARETIE 3y POREGTE] Neherk AP ARG egmgised of a
ngflgraﬁfy%f@gﬁféﬁ%'t E]é}v&@,ps%?\'f(etrél 169, &b a?@ 16he EEJ:H §hthe servers 16-1,

r equest’s, more network capacity (networ
i nitee? fuad 8663 may sppoit onher megepstisnaoithe papitiosed blockhdata

2?\%11}15?%&(3@{'&' fa]f?ltnfthglfléni#gli lé){,sg?exg ﬁ.@,p trhgrceI aerlé ?vgo HXtatvlg usr’r?esoafnd three
servers, however there is no specific limit on the number of servers. Similarly, there
is no specific limit on the number of resources or data volumes. Moreover, each
data volume may be contained entirely on a single server, or it may be partitioned
over several servers, either all of the servers in the server group, or a subset of the
server group. In practice, there may of course be limits due to implementation
considerations, for example the amount of memory available in the servers 16-1, 16-
2 and 16-3 or the computational limitations of the servers 16-1, 16-2 and 16-3.
Moreover, the grouping itself, i.e., deciding which servers will comprise a group 16,
may in one embodiment comprise an administrative decision. In a typical scenario,

a group might at first contain only a few servers, perhaps only one. The system



descri bed herein are readily scaled to address
i ncreased client demands by addi ng additional servers

woiRbsnebfy@ group 16. 11. LOAD DI STRI BUTI ON | N GENERAS0s/007911

The clients typically act indggendently, and as such,

the client |oad placed on the server group 16 wl |

vary over tine. As client demand for access to

F 658 HE G&F K65 a of U RNSLAD (6Bt HeILvdl BEEGv ik r&ftired.
load to t% er et%gi gé%antage of tﬁeeavalla%%g rébire

r dacreasiegs sdrvers ereates mpro ypackGmeory sk sorge)i flor mseurces that are

embodi nent system 10 conprises .,a plurality of
C e Tate LT paess Rcaprrib acL ot ul el Bakas Sud mgre
t et hSrkRAPANH/! (ﬁ&Rvoﬁl@ [df&*lf&es)tt'a%aﬁﬂ Whe/RL 8 SRIT¢§Ionses from and

coordi nat e armng t ensel ves to gener.at_e a neasure of
sytisthenlientsd Iawidl boappeeriatad &y shase @f okill infthe drbthet thersystems

| oad gf h of th i val gk f .
o e TRfith Sreasuinr el fo SRe Sehio £ Hay Bl FBY Sddine
| sadbiftRMEPRNN int@thelgowd i@nts 12, so that the clients

12 see only requests and responses traveling between
the clients 12 and server group 16.1n a preferred

embodi ent oA 9HYEFRALPRINIR GERRAROLI NI Lo 2

particular - sour ces nmanaged

by t he Hitdlieatssgpivaly @t onjepdtdeady] dndtdsaudh, ohxpclieat Bad placed on
si ngl e server 1611 . The Qlient(%z ii not, aware t hat

t HBC saveedrowp b pill gary ovaEhmgl Y CERSIGRANILAr disesyp regsources
PQLERE, R §6tdnPEAEreBis TSR e Olient F5aU8H SakkBreter dfvaRiage of the

16-s, nor s 1t aware of the partitioning of the bl ock
datvailatdé tasesrcdsin skB/eogayupt e ethér anld, eenesmborémdnt the system

ot e AR Rk AEleR s e cetverea o e
Padghivial PP SGvEsDAE etglhealéﬁtr 3¢BVebs ddordimitcRendhiganghstlves to generate a
MA{%OUt affecting the network environnent seen b

] y the
cImeastrelf systomtlpadiansgtotasneratest measyre of the client loadofiqagh of the

N

exa fhsparaantd heellertb 0¥ 50 thaeahy olieme12 ee(ondy caquests 4jd fesponses
spread over two servers 16-1, 16-2, whereas anot her
vdrayieting Betpvegr Bigredignts)l 2l speves gio¥Rd Cover t hr ee

servers 16-1, 16-2, 16-3. Advantageously, the

respective volunmes are arranged in
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fixed-size groups of blocks, also referred to as

"pages," wherein an exenplary page contains 8192

woRloekSs14Q her suitabl e page sizes may be enplpyfgh008/007911

Each server in the group 16 preferably contains a
corresponding routing table 15 for each volume, with
the routing table 15 identifying the server on which a

speci fig NAGRRA eMbSRFGIk 'aggl\féﬂ UGt $2BoRRCliRY Rfa pgrﬂfzular server

exanple en the server 1 receives a request from
a 16+1 evill sée2the oasopmes imanageddy"the Entire s¢®er proupH 638 8fthe group

t he serve 16-1 .
e sl s 6Ly LREH R b7 o e athe g SEmpup 6 s
dla\éhﬂup Qoﬁﬁﬁcfc@%ﬁ@%&“@ﬁokhﬁﬂb IBEHERRIMERY of BEvEaa8-1Si182, .. . 16-,
and | ooks up, in its respective routing table 15-1,

t mor puitrbwareatf thhpartiionisg of ﬁmblmaéa velumies 17 otf e dlep several
PARAYE . E 2Bt alBit G0N AR BRGE DATRT the manner

O server

r aadﬁném@s&ﬂt@s a8 gaﬁmbuémﬁmbﬁgethéaexaetsolaﬂney pechaiged Grithout
1. Server 16-1 then sends the requested data to the

clafteating the HCFWWW@V“W% segrhiy }hé§|b‘6’hfs]é)~ i s al ways

return

t hat r:(g%ﬁtglejkte[ﬁ%fe%ﬁ yr om lhhﬁeﬁ%ﬁﬁgﬁ(fqélé er]g@odb 16, any
t helwhe naytheapsfdosat artymdnﬂrer of sexwdrs Mthmthmrgrcllp k(er Inethe

L el i eSSBS i B B srvers

i el%”Fthssz t\ﬁ?etréagsaﬂHfh%F'?olenet1*8%6%@15%@ R) &Ha ?lﬂé siaﬁ:ad lovver three

shou b€ no here that the routing of client
I egovess 55-i s1@dnko-3epaivantagapuslyy the ampeﬁtem\f&lumesr aﬂegirranged n
f a reso to_exist ,at

ortlons rce
eﬁ"&?g’% e groupy & %‘f‘is ot i ess P%grespa‘(‘}er% sa“ &Bhplary page
t Nehefs 81192 Bv@ckrmaﬁr Wiitab® fdpe sf:zbs z beeniieyact edt o

the server group 16. To acconplish t the routing
t abl es Bshservepupthe proup, 16 preferably gorﬁa@s asQEEMPnging routing table

SRR Ao TS UDRE LBl {aBIl1 s BRI A Serl A LARA o

ew server now responsi bl I'ng t
f @ﬂ)@ﬁﬁb pagé of £gskificovolamgcarcbe fomaduFoeexample,hehanahie serger 16-1

tabl es 15 are identi cal For exanple, entrje .
rorst:qlmj 31 (5L 8t 1280par o yahne, E plogh 93847, the

LR SR o et oA e RSB o s

Whszecs fi8182) by dividing the requested block number by the page size and looks up,
in its respective routing table 15-1, the number of the server that contains the
requested page number 11. If server 16-3 contains page number 11, the request is
forwarded to server 16-3, which reads the data and returns the data to the server 16-
1. Server 16-1 then sends the requested data to the client 12. In other words, the
response is always returned to the client 12 via the same server 16-1 that received
the request from the client 12. It is therefore transparent to the client 12 to which
server 16-1, 16-2, 16-3 it is actually connected. Instead, the client only “sees” the
server group 16 and requests the resources of the server group 16.

It should be noted here that the routing of client requests is done separately

for each request. This allows portions of a resource to exist at different servers. It

also allows resources, or portions thereof, to be moved while the client is connected
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server 16 determnes that it is unable to handle
requests froma client, and redirects the client to

wolddev/esMer that can do so. The client then wedidasRoro11

to establish a new connection {50 another server. Since
establishing a connection is relatively inefficient,

the redirect nmechanismis ill-suited for handling
[ EMENL G RRLE T hlgfht thEroutingBbIEX IR £5-2, 15-3,
server - o i nefu one or nore etmo

I NkSes ﬁmaxpﬂat(e&lb@aéceﬂﬁr)'s aﬂd s%e@&eﬁt client &fpusstsjaregdorw8d8l to the
target process est handllng process 40-3,

a ‘}ec‘i‘é?fr}‘ﬁfﬁiof"’orfesliﬂ“é@%"sg’ é‘?“ ethef Tef¥sshe distribution

pr ocessa Bfdad forld'EivE R ieice h?nﬁ% Ir\dir2r 19018 $5 4f-identical. For
handl es client requests in the partitioned server 16

emxnamplmemnebw mhleog tabdesi ¥5-1 hrd ﬂ%@d@ssemers ¢6duandd 6i-2are
g q t an 1ni, glal server that received the request
f r'OFHHR EF?@HE It then exanines its routing table

15-3, tphifl €y @erforetdiFétesehota "tdtiret € Ghehhfidm, wherein a
resource is located. If the requested resource is

prseventl 6 determincs that itds usahle ko hangdlegequests frem @jcients apd ggdirects
1@11(;,3 clrlgntt ltjcg R %R%ﬁ [h%g 8815 Eic? ?oer'ﬁ’?eoafeﬁ?th"eﬁ v\tltﬂl?d ﬁédqutestglghsh anew

d resource i s not
atcohhﬁ:tioﬂltb laﬁd)thSresrev\&rr S.lﬁeéiestimehingIatdoahecsmh\lerelaMVIely inefficient,

use data fromits routing le 15-3 to determ ne
wHhe Fedirepimechapismaisiiy- SHts?caéo ?‘H’édlrr’@sf&?ﬂu&’ét EeYItst ed by

the clig Ehovﬁhﬁc}f@ﬂ Ye3 edatnglO6vEOTMRELE qinctlﬁ’dets t&%e or more

server t s the requested resource, whi t hen
r atetwork inteefacesqIEs)E2D-8ds 361362 . 1 20-B fupan rﬁ@ﬁilatarg%pmems 28-3,a

The ro ess. request nd ocess 40;3,th s,.t.he .
retal Faehok el 5 Ioed RuiiBE BibGessclzs D Yigh it ution
cl ﬁr@&tss 38.3. -ﬁtl{e%djl%sf‘%d‘llﬂg kdeess240-9MEnd18d élicht teduests in the
enbodi mrent of a block data service system 10 i s shown

i pantiti@edserict 16 pdranmentby gheoking if sherepuastes! rasogyest is present at

10 wherein t client, 12 co

or B b ehyaraRe AT S R R st 1ol Mol

S %}Jﬁ‘lﬁg ﬁhtﬁfegll,S 3-30 Zle&tﬁﬁi(ljdb@tt Whidtogthves elliegieqmsiu;l ﬂedﬁﬁccals located. If
routi ng apl e epicte as routlngta es -

arfhie Tesugstedyrfisewree &y Presgsd Adthe dnitiglservss 163 Ff@slmslal ?Frwrd6 -3

1o Q00801 ole LR | 2GR A B sy s

NOiB inbOpreseno aeths inildl-skrve? 263, drednilial Serverspidlatse detayfrom its routing
table 15-3 to determine which server actually holds the resource requested by the
client. The request is then forwarded to the server that holds the requested resource,
which then returns the requested resource to the initial server. The process request
handling process 40-3 then has the initial server forward the requested resource to
the client 12.

Turning now to FIG. 2, one particular embodiment of a block data service
system 10 is shown in more detail. Specifically, FIG. 2 depicts a system 10 wherein
the client 12 communicates with the server group 16. The server group 16 includes
three servers, server 16-1, 16-2 and 16-3. Each server includes a routing table

depicted as routing tables 15-1, 15-2 and 15-3 (which correspond to routing tables
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Each of the servers 16-1, 16-2, 16-3 conmunicate with
ot her servers in their respective group 16, such as to

woey/®2£Quti ng tables 15-1, 15-2 and 15-3. As pdgashiddadiort

above, the routing tables 15 tyzack which of the
i ndi vi dual equival ent servers is responsible for a
particul ar resource maintai ned by the server group 16.

| n1 S iRg18TRP dﬂn%ﬁftwﬁh@‘ﬁﬁb rolififg %[e‘éeéacﬁro‘? ‘tﬁé ki vilSht B&rvers 16-1,
SAN, or part of N, whereln each he ‘equi val ent

seltr2nsd 16~3Jmcln6e alcauddnqrﬁtoz prmsssaa%ln am and32-3 respectively.

e Ceos AL avars ThT aPd 2ty epaimpirtehic, Bt gRlcr sgrvers in their
S%lspeéﬁvé %&@hbqs ﬁ@ﬁ@lé t@ﬁﬁr@mﬁﬁg 10N sot 1shBand 15-3. As

equi val ent servers 16-1, 16-2 and 16- I s _capabl e of

prdse¢rihedpbore tharanting ahdessls trasktwiicly afféle n@bu@gal dquiyalcnt

I t 12, To
RO Seor b 3be §Perist P Bt At R Ey Bl s ggoup 16. 1n
Wi thél e@B6dinhhsHoviry thy @yvedl egrcsupgi coiay belatSabase paft of RS AN,
di fferent resources. |In ex Iar enbodlnen ts, the
seviaria caelepiide cavivalepl seves ?rdgi@ 5298 160 s o individual IP

Oraglafgs fﬂa't Rﬁ bl )%dmyoféﬁ%nt P a!a ssingitids lcular equivalent
T e ror oS

eqU|va ent s rvers that “are responsi
r especbh e $&Na bl ocks, pages, files or other storage

oL 2 ey RS SRt g BlFer S RS ana 16
as3 fs%%ﬁ)léléfﬂmvi M@%%@%sbgﬁs!éttbfthe%an(é%ﬁﬁ(e%f frbla)aacerm 12. To

each of the ‘equival ent servers 16-
t Hhat mlpqho rrouttrigelalpias of threomrbwddalteaubdadfmk létloﬂ @@eand 16 3

h f th t t
" Hoptfifue MiPsrRp skt mEToF adlote RuePiksTtdReit Bpwees. 1
ansteRPURS eﬁh@ﬁ@n‘ﬁie@tse theehereimelnde datalodke Spes, ioy @ther
equi val ent servers. In the enbodi ment. depicted by FIG

3, <J|rngEét§>9ﬁ vhfanablogks.aad shesingpyadual eqwvalantservesnibat are
VO ﬁgﬁ%béﬁﬁi&ﬁéreP&gﬁ%g@%ﬁ%%@%g@ﬁgﬁﬁﬁgaree eqU|v§?ent

seﬁgﬁﬁ&n&ﬁ 1, 16 2 and 16-3. The second partitioned

vol ure, FI\(/}O |3udréglc%s7an elxsémp r;oluttllng ?a% e ?§ gac% routlné) tab{e 15 in the
server group 16, such as table 15-1, includes an identifier (Server ID) for each of the
equivalent servers 16-1, 16-2 and 16-3 that support the partitioned data block storage
service. Additionally, each of the routing tables 15 includes information that
identifies those data blocks and pages associated with each of the respective
equivalent servers. In the embodiment depicted by FIG. 3, the equivalent servers
support two partitioned volumes. A first one of the volumes, Volume 18, is
distributed or partitioned across all three equivalent servers 16-1, 16-2 and 16-3.
The second partitioned volume, Volume 17, is partitioned across two of the
equivalent servers, servers 16-2 and 16-3 respectively.

The routing tables 15 may be employed by the system 10 to balance client

load across the available servers. Specifically load monitor processes 22-1, 22-2 and
22-3 each observe the request patterns arriving at their respective equivalent servers

to determine to determine whether patterns or requests from clients 12 are being



20

25

30

equi val ent servers, servers 16-2 and 16-3
respectively. The routing tables 15 nay be enpl oyed by

wol20ev/eysiuem 10 to bal ance client | oad across tpgg/us2008/007911

avai | abl e servers. Specificallys load nonitor processes
22-1, 22-2 and 22-3 each observe the request patterns
arriving at their respective equivalent servers to

d%f%mpé@tottﬁe JANCLTH WReMBEthBRY paReids @R Be ArvER AHIRS Eficiently or
fromclients 12 are beingforwarded to the SAN and

wirelidtdy by helifferpatt armmgsmentroflsticnteronnections to bk fsevarasetvers. In

or reliiahQly b differ.ent f j . .

i e Bt G977 PSRl

t heqledBEoiiAg tlthe® &%@&mqﬁ&aﬂmt gdversand 22-3 noni tor
elr respect Ive equl val ent

client requests comng to thei ,
ser ver gn opg embedm,dgﬁécmd, mIHIOT PEEESTeD AP each piikkatables

22 h. bui | : ' f Lf
SRR OO LRSS L e o AL e
MAAGRIT PRFRERSS BSch &Rk 1ed rhbsitdr astesses 2R alr, 2Pr0arisXIR3 are

22-1, 22-2 and 22-3 are capabl e of conmuni cating....
beseprhle of srmEENiFaEng betwep lﬁ!}}Sﬁ'dg%f%ﬁhﬂoEHrPaﬁ‘%&%&ﬂdmg a global
gl .0 f . o

0 Al 20855 8l LoUSEY SRR AL gy, i i
eagibodimérteedchad theload aronftoopesesses is sapababf mtagrating request

i nt ti t. data f f i

o emzath of B SguisalenteerieTs 36 Jetonand 15 SfopsiRrete & eloba

r %ﬁg d%ﬁ(ﬁea‘%‘p ?&fes@ﬁ‘ﬁ{ii@c@ Eﬁgﬁtrjcc}if‘esplfraﬁie BedrILBS teniifeflflf)él@data
n

see entire block data storage system 10.
orstoreghsydieme hf., It driesergbahment; Susiglobaldaquashdasabase irariade

availabhle to the cli.ent distribufi Qc -1, .
Snen il o, slieg fmBRtot et EraPa ARE iR dep iehyse n
MYeerffiding WiRtheP h itk iefitliént JF FABRMERAINg&hewtl dfelitnt connections is
connections is available. FIG 2 also 1llustrates that

t lrvadehl¢er group 16 may be capabl e of redistributing

ot g1 el £ 3 LA, G BBherke oyl by eeapabe of
16redistrib@tg théhubRIby havimg olégnt 1B-32whih wasi arigimally don@ected to

e k) e R G € b P St .2

;rhhdée?&id.@at{jﬁlﬁ)tiiaq 6/if¥n m%rel?ﬁ tHerseflet 288 is 86 MaNSI@AHP WithGlients
12-1, 12-2, and 12-3. This is depicted by the bidirectional arrows coupling the
server 16-1 to the respective clients 12-1, 12-2, and 12-3. As further shown in an
initial condition, clients 12-4 and 12E are communicating with server 16-3 and no
client (during the initial condition) is communicating with server 16-2. Accordingly,
during this initial condition, server 16-1 is servicing requests from three clients,
clients 12-1, 12-2, and 12-3. Server 16-2 is not servicing or responding to requests
from any of the clients.

Accordingly, in this initial condition the server group 16 may determine that
server 16-1 is overly burdened or asset constrained. This determination may result
from an analysis that server 16-1 is overly utilized given the assets it has available.
For example, it could be that the server 16-1 has limited memory and that the

requests being generated by clients 12-1, 12-2, and 12-3 have overburdened the
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server 16-1 to the respective clients 12-1, 12-2, and
12-3. As further shown in an initial condition,

woShbRiesi412-4 and 12E are communi cating Wi th $@mM&k008/007911
16-3 and no client (during thegmnitial condition) is

conmuni cating with server 16-2. Accordingly, during
this initial condition, server 16-1 is servicing

qg%rﬁélg%rs%é'etg magﬁgl%e(o %Eﬂv%nt &1, Thhenksel 26-4 'méyzb@res?é]ﬁimg to

i's not servicing or responding
r enqmesrtequefstscanadngcl of petienwince thas is b&m\banhaﬁ@lpgablq limithi s

|n t|aI ndltlo the ser et n1ne
erBeri GO Tupest B SBURITR Figh KIEHELS br TSl EFHEFhIRg and

C%ﬁioh@idgqg cliditiréquitets ek i a@Jeptamerlwelr Bowbily bu@Bh@hwith respect

anal'ysis that server 16-1 is overly utilized given the

asigé esclient lpad (en/kandaidth) qu@g caRgdpy server 1&dulAgcordinglntthe

LR —
1 2oZrdliefficiemey mdy e magroved by rediytridstigg dieay Rial dine its dnitial

server 16-1. Thus, server 16-1 may be respondin 0
cloaditionde gae vhersin seryeR g2 sarvises F@P?ﬁé&mg%mt%?t Ig%g

32{ g\rlvmad;%%?&ﬁiuoﬁg byt ki %he M?ﬂt tlbé’dell)eﬁandlﬁg Msﬁl’?mﬂ vary.

at server oug performng a
r eBpoadimpde tmay bkitlendesire o esiuse stutiag: fac exphplo) ohewlvcr is the

is, over] ur de t toth I d

bmwaaxoﬁ)o?aé;wgfe@a%ﬁ@aerb@ .ot Feangis Trapg B lifgany Shich
rﬁé)ﬂsedﬁthéﬂfe%wrb@w § OPolBRY RS RIe$ At Ahy bBadSAARbUSMBve the
may make a determination that overal|l efficiency

megpnbectionyo thae sertygr. r@mthcrrqumlengajc b¢ éhbaliirtﬁﬁdelfvlebm its
initial nd| erei.n. ser £V

r e‘iﬁ’ﬁ}gg‘t"gcﬁfo&ﬁw %ﬁ% gﬁﬁ %ﬁaelf OmMELrHeR %¥| ons r@e‘? éu%gt%mlauy
t hBeONMEE tHaPBn korael oktidt 8¥6ém @ rilgChesnsetul mamowarsyme @ﬁehe
exanpl e may be the desire to reduce routin

exeompesion fropbe duptzfosesd smucrde s HgllioRadr ope. and balancing of
f C r t
30 usré:eo%c%&%]sxo%]f{)% dlgl% g@ol:pg(?)ﬁ-gg }I{e ogé;cgltégc' ?Mﬁgﬂ e bl¥for disk VO
Vv dbaurﬁ)herrelsard&mmumcm lbad. atikia ¢ agep:tumzamompr(oees:s tlgat involves
connection tao that  server, ﬁgother .may be_.to
ifig aﬁ? ',{g

banakipte dipepapng Ghti PaEII6 HECIF9RYM HeSiv et sqt of
C%&éﬂf&?ﬁk&%ﬁ HERAIYA RAnfiRIHAv p°ol§i@§sl‘il§@hbﬁ|da1/a about client

great er an t at- on sone ot her server, It may be
usafivity ttbe napabilgref tfe wanieus servers and network components, etc.

To this end, FIG. 2 depicts this redistribution of client load by illustrating a
connection 325 (depicted by a dotted bi-directional arrow) between client 12-3 and
server 16-2. It will be understood that after redistribution of the client load, the
communication path between the client 12-3 and server 16-1 may terminate.

Balancing of client load is also applicable to new connections from new
clients. When a client 12-6 determines that it needs to access the resources provided
by server group 16, it establishes an initial connection to that group 16. This
connection will terminate at one of the servers 16-1, 16-2, or 16-3. Since the group
appears as a single system to the client, it will not be aware of the distinction

between the addresses for 16-1, 16-2, and 16-3, and therefore the choice of
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connections fromthe highly | oaded server to the
lightly | oaded one, and bal anci ng of resource access
wd 0asloesg. . disk 1/O load)~as in precedi ng exipdRobdworort
for disk I/O load rather than gomunication |oad. This
IS an optim zation process that involves nmultiple
di mensi ons, and the specific decisions made for a
ﬁb gl e% pORESMY %ﬁmn{wmﬁ%sﬁdopﬂxaﬁwﬂpﬁd@& réBonsive
i Cl es, tor| cal data about clieéent activity, th
c etpahn d:urtene k)adfpatthms vanong tise severeimsgrangl 16.et wor k
conpon s, etc.. .Tlol.t hi s encg, FIG 2 ge icts.this
redi st r BGR YR mfal ieRtGonpectpnys FCFvE ’ttﬁ%\{‘?cﬁal%g server can at
CanAashé ﬁﬁk@%%héﬁiﬂ@é&&ﬁ%&ﬂg decikad . e ik wﬂddr@cme%@ht may be
arrow) between client 12-3 and server 16-2. it will be
uribietrsmorscRpphenrias sesyerrigchosen fotgrmisateche nen cenn@ﬁpn and the

| O3 BN MERM AR, PRLMBENHARi G bERiod i s case
I qa@ly b&bakd @n&ﬁ@gmaeb llevel 6f RaMing antheclatioiSsdrvas) the¥pecific
clients. When a client 12-6 determnes that it needs .
t Faieepsef rerireeiguptEkbyths Aigrid 209 wher Hestaghishyd the connection,
| th; 6518 Bhia 308 Tat i d t:HE {4 mGARRER thO Berb & érﬁﬁ% 18 Q4#hn

Thi's connectiron wll termnate at one of"t server
16prdviolSaessapattefisIronbserver IR6, mlioy pampypees sstalslished by the
si ngl.e syste;rmto t he CL ent it will not be aware of

tr?éinanSfrPWeP FVHANRIOGe addr esses for 16-1, 16-2,

and 16- 8noB8cddnBRERLiBh $n BBﬁ‘ihﬁE%ﬁ@l &feﬁpm%ﬁ&ﬁ is the
endpoi nt may be random round robin, or fixed, it wll

natistbbutiespiothe mq@lestod rdseursar v‘\erstatft(b%adhqzraa geaense@mmgnay be

th t hi s ini

c BB AP pod Bt o5 Peted g Lok ipngp hac e
t hRbvek inTRallPpieked by tigdht 10Gafdr Rataiietich sieedssidphrt dffthe
this is done, the result may be that a nore

appaenstadaesouses: \While i is Ressiie fcoaccentisuping gonnestigit is not a

Conn cgutlar df effi %{Fﬂt gﬁfnﬁhﬁgﬁecﬁ%&qg glut %Qse all ﬂ%ﬁﬂ%ﬁsl fsror(r:l at}slee client,

eci st on
mhbt hﬁerﬁ@&eﬁihcnﬁn ol ehegre vl aéqdu&vfei'waiﬂmlgo eﬂdr tigs edasdrhie is useful to
various servers, the specific categor resource

" chagst b seyet i e iR ch@teomﬂom Onib ffom PrEREd sbset of
CORRREL indrveb! M &hg@&cﬂlaﬂg%b}v@ aEt%oH?:eper@rgof the resource

nonitors I n t%%@erver grou ating to previous
acegEstaddiyt rewneslidnt dM6ser ver 12-6, policy paraneters
establ | Tc'llﬁg gecplgio}l Igg‘n be made efficiently by the introduction of a second routing
database. The first routing database 15 described earlier specifies the precise
location of each separately moveable portion of the resource of interest. Copies of
that first routing database’s need to be available at each server that terminates a
client connection on which that client is requesting access to the resource in
question. However, the second “connection balancing” routing database simply
states for a given resource (as a whole) which servers among those in server group
16 currently provide some portion of that resource. For example, a connection
balancing routing database describing the resource arrangement shown in FIG. 1

consists of two entries: one for resource 17 that lists servers 16-2 and 16-3, and one

for resource 18 that lists servers 16-1, 16-2, and 16-3. The servers that participate in
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adm ni strator of server group 16, etc. Another
consideration in handling initial client connections

wo Hod/fesdi stribution of the requested resour cecTAR2008/007911

stated earlier, a given resourge may be distributed

over a proper subset of the server group. If so, it

may happen that the server initially picked by client
12300 e Hade BRIAREL AR UBIE ortatRBlumhs $d&n on FIG. 3, while
requested resourc [ I't 1s possible to accept

S Usin-artie patengt seun:,rs havei sy tte wttpar secitor aff thy delblfctedlremng table.

arrangement because in that case al ests m t he

eI TG g BF Jva VP PESiaS Shon (HEI it MEBR AR Rserver 16-1
f QrARK o Fe‘f’trtaBlQ'sﬁo%ﬁ%%PfG 13 arldbdik 6f the tatqesc&}p@ﬁelghla Side of
server for the initial client connection only from

artbefjguteewbilp seversfl 6skeandc &2 ihave alt {aawr taplesudepicted. hat
actually serve at |east some portion of the resource
requested by new client 12-6. This decision can be

d ffi I
made e ICI n \ E §f1 g ig%oasj SIDE

routin 10
descri bed REGQGNIH@\PQE MPIG)IAI\IBA@QUIB\IGW

each sggar ately noveabl e portion of the resource of
i nt er eshs altusisidde pesviqusht infaopaectiop it Ga A+ Bissdientsl yaay
to b a t 3
R LT SRS <P RHoSEAY Mg AR ERirR0 42, DM

aC@I@‘Sﬁd iSTSINgitiaes dgpececsses MBIO wiutidre wey ssdunddie physwal
second "connection bal ancing” routing_dat %ase si
stistwerkicompangityech as BuHRle pefavosk g fasss |°@hle§é‘\¢éﬂ‘§t°hes—

WB%MM@& ta% RRaY Sd SHRMBL geﬁhgwwvséﬂ LathRiieNt BE(hSeYEnd the

portion o exa , a connection
badeamcs (rsg)raguxtevrc@sblla& abarsxanhpkc mgbrengetvhe 16-8goay m&ually have

h Fl .St .Lwo
BT ICh 2ol oLb17 ATHLAD-P s 18 AT R FLoeit Bshlg fthgr load
arlgllé?l@?n f O the @SQHIRR oh8 of fidre LoApcnehLlans 'ﬂ%rélfy c]a;usﬂag'tl?e path to
-3 The servers that participate inthe vol unme

haf\aé ltogle impidmantedot thedvIP Kb meoditltsr4 2t usas aw altamate 44 patbwia that

on F|.G.. 3, whi non- part, ti.n erve) haye

0 thopligitiols cubay ekl Beh oG ARG BR BEHER R 8l coRRtdions 20-1,
pay(2 t i, Q0ire Meréfdee Hrovidéad |b@f%n&5g1$éi\ﬂwm 4(01 (dnl 6Hend 12-1) and a
this means that server 16-1 has the bottom left table
sheiven serveFIlG:2.3 and both of the tables on the right

si de of

The additional connections can be provided in a secure environment in
various ways. In a preferred embodiment, this can be done using the Diffie-
Hellman (DH) algorithm, avoiding the need to manage host passwords and the like.
For example, once the user logs in using host-side security protocols, the additional
connections are installed as secure channels using known DH protocols in IPsec.
Thus an ideal solution to routing requests also distributes the requests over the

available multiple MPIO connections as well.

I. Target Side Recognition of MPIO Disks

It is therefore desirable to provide an enhancement to previous MPIO
solutions by including a session object in a process running in an iSCSI initiator 12.

The session object can carry identifiers for MPIO structures to the iSCSI targets 16.
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the figure, while servers 16-1 and 16-2 have all four
tabl es depicted. I11. CONNECTI ON LOAD BALANCI NG W TH

wo b6§¥elsi3l DE RECOGNI TI ON OF MPI O AND ROUTI NG péBlfs2008/007911

UPLOAD As al |l uded to previouslpyin connection wth

FIG 1, the client 12 may preferably be an i SCSI

corrpati bl e host 40 running Mcrosoft's MPIO 42, a DSM

444 RBdmibomient HelRIO ﬁdéﬁ@iﬁ@fs%ﬁ%%%&ta%bpa S0l ketSaction of a
use redundant physical network conponents-such as
rruSCSbV@ldoespwrfk omemstef aces 26, cabl es, and switchesto

create mJItl | e,l ogi gal and.phys

cnch o Peeyed pBpserd rBmi 68 uBR s k¢ Filo aisk
deyueRisd calﬁnvcﬁ% cEopRIR] 0B, beaw@anv\mose modiled Gn3hd'@lent (ISCSI
actuaII%Ihave three NICs 26-3-1, 26-3-3 and 26-3-3.

adgitiajash1 2, sugfeasige lisms!l PSM fi4, anch@.spmta@%aqimseﬁgce (EHCM
LA Y Rl g T RPN LR A0 &onnccin

MRl dad rBulaticer (Zt?lBJ)sBSpcﬁnoabf elﬁmﬁfstdlidﬂonqirdﬂcesm@ Baﬂn pamcular a
H{)JIlcatlons can still cess}ié ir data., Multip

ape i esHblingsckbeduFRTLbE PEHHgMAprogess and the CLB) 2@) the target.
Cl"lﬁaéfs?tﬁggir%t%egﬁ QY RS RGNNSO cB ﬁké"eIOIP'T@Stﬁ (:Rﬂes but rather,

and a gl ven sefver - The addi ti onal
c dnisgeefierably spamﬂoell:p imdginakeidofi the ax1$tenwd MRIO diskrsemttures. In

vari Qus, ways.. I n_a referre nbodi nent, this can be
dd’ﬁ’@”ﬁ‘?}‘?&yﬂm‘é’ndhﬁf 188 OCER %S?Fﬁ OVPH) al gorithm

avoi di nghe GCHERDILIR 4PBRAGE i PR lcliPASIHEN #lfobaBghdstie
i ke. For exanple, once the user logs in u5|n8

host - si de se(éQETME@@WQEHCMhWQiHﬂLRQSWaDCt

ec i.ns led as s
TR SRR B4 s R}, T BphRs L FRGODR) St Moriop is
I qeguifd. 'WiH eﬁdbsjomréc?JeGﬂ 1Btpdnke|ttes DSV kel taisoavgiin the time
the available nultiple MPI O connections as well. I.

Taﬁf@é‘ﬂc@égfﬁé\ﬁééﬂﬂlﬁlséﬁdﬁﬁqWFGqﬁ%ks It is therefore

desirable to provide an enhancenent to previous MPIO
sol utions by including a session object in a process
runni ngrwe jebs on$hisStliém sideatorelevant here:

EqlDsmloctlJob::CONNECTION_SETUP and
EqlDsmloctlJob:: TABLE _UPLOAD;

each of which are now described in more detail in connection with FIG. 4.
EqlDsmloctlJob:: CONNECTION_SETUP

Step 401: Additional MPIO and iSCSI information is obtained from various
userspace sources.

Step 402: Using a particular service action of a vendor-specific opcode
(such as op code 20h), any necessary corrections are made to the DSM endpoint
information (for example, if iSCSI has moved a connection).

Step 403: All the information is then sent to the target 16 (the CLB 33).

Step 404: The target 16 determines an optimal MPIO configuration and

sends its recommendations back to the client 12.
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The session object can carry identifiers for MPIO
structures to the i SCSI targets 16.1n one enbodi nent

wol2060/0d2%5@ i dentifiers can be settable by a newcgaih®&R07911

action of a i SCSI vendor specijj.c op code. In a
preferred enbodi nent, informng the target side of the
MPI O di sk structure can involve cooperation between

vari ou e HozM Gk

stch as Thet) et e PHGME G UNERY £ hEiht Y PUlQteRt o tourse)

sgembges {ndHoNs d@nectors astappropmaul es on t he server

(i1 SCSI target 16), specifically a Connection Load

Bal ancer (CLB) 33 portion of client distribution
procesSEdPsiiodtNoParABLEl BPLOADI al og i s established

bet ween the host EHCM process and the CLB in the

target. Thus, the target need not autonmatically

"recogni,ze’, I ; I IS

preferat 4%‘%@& ﬁgzlﬁosdh %yﬁggﬁgiﬁt%tﬁg%eihl%&rgh{:e of

MPI O diStkp 81 T1:UCbite@ons lafb thee madp kethie MSMieddpoinhinforeraumnon as

occur. as follows. The EHCM nodul e 49 server in the
cITP@Hted{@nakovs) j ob request,

(1 OCTL e

t he hoﬁ%?ﬁ%ﬂ response thblb%ﬁl@ réaglgs% IE?Mt(%gggks)

j ob i s Stepdi3:edhe Wlntlhgmidhlsj deiwnl eagled $¢ thed 3PMrdsleysingidae ioctl

shoul 4 sendlabLregt DM IRRb Py, TR SIPADT: ent

side are relevant here: qu DSm OCt | JCb- CONNECTI ON
SETUP and Eql Dsm oct | Job: : TABLE UPLOAD; each of which
are now Idb§o}1u$j@®b8|m0mt§ie@lldﬁttb¢ forraspenshing easpersepregess on the

FIG 4,
e TP BTSSR

V3K oY fnitis6F. SI@&Fa@ecﬁl%Uﬁ S&¥ice St:t@(ih 62 verdivir Bpecific op code, a first step
particul ar service action of a vendor-s Fem fic op code

(siﬂ%s tosdesprmupelwhtyservesn o predwiding pait g heapauaied apwurce, such
c%ngtlﬁgné)ﬁ%l rgmpgofagfe(s) 15. Next, in step 502, a determination is made

as to which NICs 26-3 are actually present on those corresponding servers 16. In

step 504, any of those NICs not presently operating, or not available for assignment
to the initiator in question (according to the CLB process 33-3) are omitted from the
list. Finally, in step 406, the resulting list is returned to the initiator 12.

By returning a list of connections (TCP/IP address pairs) that should be
established, then there is an implication back to the initiator 12 that any other
existing connections should be terminated.

In this way, the initiator 12 is informed of allowable connection information,
without having to be informed of the information in tables 15 that the servers 16 use
among themselves. The initiator 12 can then use whatever algorithm is suitable
(e.g., round robin, least-queue-depth, lowest-latency, etc.) to manage the
connections it has been told about.

FIG. 6 shows the result. Here, a given iSCSI initiator 12 can now make use
of four (4) physical NICs without knowing further details of the available three (3)
servers in the group 16 at the iSCSI target that each have three (3) available NICs,
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information (for exanple, if iSCSI has noved a
connection). Step 403: Al the information is then

woSRM/00ke4t he target 16 (the CLB 33). Step 404:pcti®2008/007911

target 16 determines an optinmal; MPI O configuration and
sends its recommendati ons back to the client 12. Step

405: The EHCM 49 (which is in client 12 userspace, of

cay r Beki @ dSniRRBRChbRNSTHR MBRP pRIESH: $he initiat
qu@ﬁugc‘ﬁq’%eb. )?1’%éLE_UPL%AD QPO T MERDpfRicEss it fhe inidator
r elPueatnomssitnphnisataricedble toad hiveng sheyetvaiBblgcomingdions of which it

rrections are then made to the DSM endpoi nt
?ﬂ'faéf’ﬁ‘%&i"g‘ﬁ"ﬁg required (as above). Step 412: The
entire gk et Ad\d bt ARH&stodd (e fhel AW divantafestt&Brovided by this
chunks). Step 413: The routing table is downl oaded to

t Hepbsntatiansi ng t he i oct |
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| rvhandhe gongiechon; Brogesselugties BR neRvark peqiaen! stask 2poneaplp given

cQ fi . |.S: e ' g .
e i B PRy LAY, SN
bySiaendhe BHCN 4%heow aahsnmigs tha MBIOsdonfiguralentinformatsdregirectly to

502, a_determ nati [ t 0o whi | -3 .
b GTR3. BF S Af s FRBLEd 5P BB ORI er Ehepdnfiration.
StIﬁQ)tﬁeQ%vorI@%] g%eoéonhgaﬁﬁl 1Bl ler B 53¢ Blsh ¥waRahatd 4 of

or not ava le for assignnent to the initiator in
quesheaiong accelatidrapdttbatithey MloBlddreospeeas! 88xs8 peveral available

omtted fromthe.l.ist. Finall in.st.e 6, tih

R RgPRLtonS 20y St il i b PIE Par B g SRggea by

r %b!{iﬂ%ﬂﬂ: @nhéction9 o &6 BiTREdrt GfdFage Herdys PAHEta¢mR SSrvfi 163 br to
t hat shoul d be established, then there is an

i rdiffersat NYes Mnsdevicingan@ivemsarveitlér 12 that any ot her

exi sti nnect | . ShOU - 1 Nat t Al

o1 o1 18 SRS AR RO Fppbhy it o

C oyeBsiGitsi that dofeomditb @i same MPIO disk and those sessions can return a
vendor specific check condition back to the DSM 44. This provides the DSM 44

with a reliable notification mechanism for connection changes.

II. Uploading of Routing Table

The DSM model, as specified in Microsoft’s MPIO, allows a hardware
vendor to perform device specific load balancing. With the prior art, tHis can entail,
for example, routing a iSCSI command to the least busy NIC 26. In that case, one
thing that can be done is to route commands directly to the server 16 where the
requested data is located, rather than forcing the iSCSI target side (that is, the
servers 16) to do the routing among themselves as explained above.

This approach requires uploading a routing table to the DSM 44 process in
the host, preferably as demanded by the DSM 44. This can be periodic or whenever
changes are made. This is an inexpensive process since the routing table is typically

quite small. With this approach, the DSM 44 does not need to actually balance the



wi t hout having to be inforned of the information in
tables 15 that the servers 16 use anong thensel ves.

wolev/dosilyi at or 12 can then use what ever al gor ipchiig2608/007911

suitable (e.g., round robin, Igast-queue-depth,

| onest-| atency, etc.) to manage the connections it has

been told about. FIG 6 shows the result. Here, a

9i dafedtidfrRinde ddedhBl h ifeBebshig Fﬁh&fy&q RIrmbAYH. fﬂe DSM 44
phy?ﬁ%aﬁ kas mﬁthoutzé%omnns ether detglls of the
avean|nabl, erenterat deasB)s manyemuectivns e thproas voburae mebers. It is

IS target that, each have hre

N toerefist o PAIF ST £ S optdde By R e Stfareet sie
Pmn{he MPI O process at the initiator 12 can now

S|np bal ance the | oad anong these avail abl e

connect Quoeesa enngptiarhisiestablishefctbe DSM 4 ear usq a seryiee aefipn

ersto h folla
oo IERTRY b S Al AR DR} BPREORE fegm e
MRh®sithhat#68, Blﬁﬂhzﬁ@fdﬁyhﬁvéﬁe thrpdt sideeroGong) eThdro Ehalydﬁdoad balancing

bal ancer (CLB 33) conponent, which is |ogjca
f inesiderations erretypRLfonIideratinns i emébrn@tﬁ\@ﬂé 6%6{@@&%18 that are
pr;ﬁ&%%ﬁ]tp%%t fish 4816 Q%&@H‘é Eeﬁéﬂt 1gtack 26 on each

iven storage serve ornatlon it can return
[ conne cT]neonmw MdrgdDfurcheiohality eah bp amp]smeﬁtedcas thrhe nEvMGbdvike

now transmts the onfiguration inforpati.aon
diacens {pr vgndes ép@Lig/%ngtSﬁ%p ok 2 a5 prat 5 Bt Ueidiaigr [RSM 44) to
beih@mﬁ tfgeldP I'I(He'nqmﬁfée{ RinclifhdHiyBdd @s déﬁheoﬁﬂ:&ropcode 20h

wor ds, the connectlon ["oad bal ancer is now al so aware
t heeetviee amionehs:connect i ons are rel ated and t hat t hey
shoul d be spread across several avail abl e physica
connections 20, away from each other. This can be

i npl emented by neking the connections go to different
storage arrays ( different servers 16) or to different
NI Cs 26 servicing a given server 16. 2. \Wen a
connection is closed by initiator 12, it can now
notify other sessions that correspond to the sane MPI O
di sk and those sessions can return a vendor specific
check condition back to the DSM 44. This provides the
DSM 44
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with a reliable notification nmechani smfor connection

changes. 11. Upl oadi ng of Routing Table The DSM nodel
wohosResisfied in Mcrosoft's MPILO, all ows a haicdywan6us/007911

vendor to perform device specifsic | oad bal ancing. Wth

the prior art, this can entail, for exanple, routing a

i SCSI command to the | east busy NIC 26. In that case,

one thing that can be done is to route commands

directly to the server 16 where the requested data is

| cnateSICST MENIDORNSRECHFIE] 30 SERVIGCSACTHONEt{ si de

(t 1S, th Ve _do e routing anpn

{ HOREeP B S AR DI SR TR0, i o S5HisadnEr Btk s
uE@edDBI SA_KEat MEICE #ibke, t o t he ORMdA iDbREGSGuid™/t he
host, preéeferably as demanded by the DSM 44. This can
b&EREEDBISA_SIEWIEHIYeNIEGahges Af wadrhow/targpl p/ip per

[ nefopenf%i Ve process since the routing table is

t yPICRAYY  quite small. Wth this approach, the DSM 44
does not; need to actual ly bal ance theconnection since
it does not have necessary per-interface information.
The DSM 44 can now, create at |east as nmany
connections as there are volune nenbers. It is

t herefore al ways possible to route client side but
determ ne the best target side endpoint. Once a

ti ' i M 44
cervi o BRYICR ABRILASSIIMINTS) code 2ch and
service action 03h as described below) to assess the

situation, but that nmay involve target side routing.
Ther e nly Sbevi¢eoActidiad anci ng consi derati ons or network

consi derations, i.e.., sub-network consideratio t hat

e nor BP 1B SaRiRER ARG ArFePENRH G Gheffion Mlends a
Clth&Rhgeltd-thd heluRRIeddRF, 3aVisiig e bf #Aathé tang@Andehen updates the

i npl enented as three new service actions for vender

spession S GSEortgpmen dehipsyivice gctsmrmanremaingchangedifag backward

(DSM 44) . ' r The new t arget
fucﬁaqagégﬁﬁtagtﬂgg%hslﬁ!u% g)ggfglln%e?'hr ee opcode 2Ch service
actions as:enum

SCSI_VENDOR_SPECI FI G_20_SERVI CE_ACTI ONS {
EQLCDB BaSeEceppetiontlABLES=0, /* read session page

tabl eS_I’ﬁ/ response to this service action the following actions are then taken.

1. Information concerning the connections being used for a particular MPIO
object is conveyed to the target. This can be conveyed as a list of connections.
However, in an optional configuration, rather than provide such a list, a Globally
Unique Identifier (GUID) can be defined and then subsequently used for each MPIO
object.

2. Standard service action 0 is then run. This involves sending a message to
the volume leader to let it update its tables so that it will not orphan any reservations

already held by that session.

C. Service Action 2
This service action also has no input parameters. The response data is the

routing table. In one embodiment, this may be a message that begins with a header
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EQLCDB_ S A SET MPIO ID= 1, /* payload is binary uuid
*/ EQLCDB_SA GET TCPIP_ INFO:2 /* read host/target

wol0®dopsigort information*/ } ; SERVI CE ACTI ONpCT/US2008/007911

ASSI GNVENTS A. Service ActionH}.This is the standard
service action inplenented for op code 2Ch. It sends a
nmessage to the volune | eader, advising it of a nane

c fgmg RSl e R YORRIESagel hS PSIaR riné@&% aRPhe stRaEs array

Thi s serV|ce action can remai n unchanged for backward

codpmﬁeb of gach, voéumdn owgtber.twitlsthadeadsn geingfglbeivedsby bit fields for
Servi ce Action I edo this seryice action

t heéclf XT%I“BW 'ﬂﬂngﬁf{t |}E°nV§eV§F nl%ﬁé?]"?%?(%rﬁ p OiSIblienf ormati on

concerni ng the connections being used for a particul ar

MPI O object is connd¥ed to the target. This can be
convey gervige| Agfio connections. However, in an

opt | onahégglb}c et d}% nd bRy Ie'ﬂ?rﬂi %ﬁﬁg)b& | S4G0e Brray

list nfl I er

defiemitr QUUI]DhehhS thﬁﬁwmamlbyr arsetlichahe eamicth i©terminated.
object. 2. Standard service action O is then run. This

i nvol ves sending a nmessage to the volune |eader to |et
it update its tables so that it will not orphan any
reservations already held by that session. C. Service
Action 2 This service action also has no input
paraneter The, r onse data is,the routin o dn.
e entBARHIRE: EPEEG 18 riric et e et R efpinrflided
a %@@&@\r}gbydsgkg_ t he nunber of vol une pages, the vol une
menbers ‘and the storage array identifier of each

vol une nmenber, with the header being foll owed by bit

fields @B§§%9Exdﬁ&hWW§3ﬁ%$QE§aﬂtRMEMfr ot her formats

are pos
CHostConnectionReconfigurationReq /

CHostConnectionReconfigurationRsp

The first of these message pairs is used to dynamically create temporary
security/login (CHAP) credentials, which are used to securely "clone" the initial
iSCSI connection created directly by the user (using Diffie Hellman as alluded to
above).

The second of the message pairs is how the host transmits MPIO
configuration information to the target (i.e., to the CLB 33 process ), and then
subsequently receives instructions on how to optimally set up the MPIO connection
mesh.

By sending updated routing tables to the host, the host DSM 44 can then take
into account routing considerations when performing path selection.

Also, this process informs the host 12 of the number of storage servers 16
involved in providing a volume 17 or 18 (this is part of the routing data). This
allows the host 12 to open at least that many connections. When it does that, the

storage group recognizes that these connections all come from the same host 12 and
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D. Service Action 3 This service action has no input.
It returns a universal storage array identifier (UU D)

woQbod/deesiyol ume member on which the connecti on pcg/us2008/007911

termnated. In addition, the fwgllow ng two
request/response nessages are al so provi ded between
processes: CDHKeyExchReq / CDHKeyExchRsp; and

CHoSIGRAN G LA PIRRRICRRE U RhEOQRRGs father than simply doing the
CHost Connect i onReconfi gurationRsp The first of these

meesagptiop ddadsbal ancingesg paretelly frarcadntdnpectiarat e t enpor ary

security/login P) credentials,,,whi,ch a d.t

secur el 1%/05 c&ﬁ%‘éﬁ%égﬁ chnppetions apedll Elmgcatsi gwlﬁgﬁlgé? gl(f MPIO
didifS khoh £wik R iH®ehalitistdieldd ini ertied AdtdA 1asTHé hllsadthe

to above). The second of the nessage E\?I rs is how the

hownneatigndedd balamop3 T eninoyuthat they arayetiteda endie dothe halancing
t aJ.get [ ) 3
a ﬁgrga e% %l}%}t} it \&18ulﬁrb?he%e %Iogfn?gﬁ,stﬁe EOIH%\?VH?IE) fbgg tblalﬁagfeir;&

sSubs Fecerves instru S 0n

S abhdipreseatdiRiith £ setd cohmuetioRssto. haliles wodiddad¢rdelt eshnection
routing tables to the host, the host DSM 44 can thetﬂ
(S

t drReividiiely.sincsindoesn L knaw of erasswar apy BHaliqnship among

p . PouH o1 OTS ;
BTG REhe Rt S ¥ iyl s oy
i rsee¢rakecbninactjmmne mayi shgreareswireasgsuch agistot&ze(setves NI€spar t

of the routing data). This all t he host 12.to0 ope

2t | eadiovisr when Rk sarcbod el B 15 badfiieh 205 e
StRhAGRioHS A Bf WRRAIRIAZES al shiddle MIBERAiSIO DM iAW BVl hssigning
cone fromthe sane host 12 andit can now spread them

ovbemith thesamedP€ - sBriy ensiresahifethe mivdtiple MO, cangietipns pell not in

connection |.oad .bal anci :

cofﬁﬁtesglﬁec?rf aﬂﬁ?bv%@abgf) ¥ fdc({]u‘a‘lg%laii I%)Be?tra? & gé%rgtﬁ%érac | o%gonerllfaréceaﬁr’lhaDCIng

Nk ehtsMP IR b gite deBvdrh ThYRIRIGIt It isstolhbythe sicaagewerver (by

informati on conveyed in service action 1. This gl kovE .

t e connection balancer) how many connections it should create, which takes into
account issues such as failed interfaces. As a result it should normally be the case
that the client will open as many connections as can be spread over the available
interfaces and no more than that -- and the connection load balancer 33 can indeed
spread them that way because it knows that they all relate to the same MPIO disk.

While this invention has been particularly shown and described with
references to example embodiments thereof, it will be understood by those skilled in

the art that various changes in form and details may be made therein without

departing from the scope of the invention encompassed by the appended claims.
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connection | oad bal ancer 33 to know that they are
related, and to do the balancing differently than it

wob/gh29isher wi se. Normal 'y, the connection | 0g@T/us2008/007911

bal ancer 33, when presented wgh a set of connections
to handl e, woul d place each connection individually,
since it doesn't know of or assune any rel ationship
anong the connections. As a result, depending on the
current |load patterns in the group, severa
connections may share resoufdéddMSuch as storage
server NI Cs). However, when the connection | oad

bal ancer 33 is handling a set of connections all of
wHWbit is elagthed tso a single MPIO disk, it can now avoid
assigning themto the sanme NIC. This ensures that the

oat . PubEnlst R wEie HesrsfR ol Bebfihe 108G shared

per f or regRecetmaiising benefits MPI O sets out to
deliver. The MPIOclient is told by the storage s%rver
(by the conrfeeliandatsRreaseser,)at purhisaye 8E4ESHthe gesource

shoul d , i e ' .
1L e R b OHE G pRESRSIohR(S Sty
t he casmdtthatlidnhereofidiagtupenirequese mfasnatmmconcernagtresousce

as can he spread over the available interfaces and no
nore t HRPRecththat useéhﬂa[%fﬂg fé‘B?fHE’@ﬁFyoﬁn‘? oad bal ancer 33

can indeed i Yed&GaURRird thk AWarde paktitioned
Chey ail r el apanlith BE(Erl a5 e e PRkitione
i nvent i therebmsat bemenoneasetvec mcaiving MPd@robiesd indfemaatiopdgom the

with referenc tQ,ex | e enbadi ments thereof., it.

wi Il beSAHART RS 15T 9IRGSR <L AtPImulg Tnforpreion 1y thejljent

vari ouscopBaiiRsa def of EdreativhsdRitahd Sligttyhah@iseresiebtain access to the
therein wi thout departing fromthe scope of the

i nvent irgspuseconpassed by the appended cl ai ns. CLAI M5

What is clainmed is: 1. A networked system of data
processors for providing access to a shared resource
conprising: a client data processor, at which requests

f ar. accasgstém ak e clags duvioeeiothgiesatres istaparglioradtdata volume.
having nul tiple path input/output (MPIO

functionality,

3. A system as in claim 2 wherein the client is an iSCSI initiator and the servers

are iSCSI targets.

4, A system as in claim 3 wherein the MPIO information is provided as part of

an iSCSI session object.

S. A system as in claim 4 wherein the MPIO information is provided as a

settable service action in the iSCSI session object.

6. A system as in claim 1 wherein the MPIO object information is received at a

connection load balancer in at least one of the servers.
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and the client providing, upon request, information
concerni ng resource objects that use the MPIO

wol2400s0kenal ity; and a plurality of server datact/us2008/007911

processors, having the resounqﬁbpartitioned t her eon,

at | east one server receiving | O obj ect information
fromthe client, and the at | east one server returning

i nf ormay i 3 [ : Al t :
copnecth Shaet i i Pafh RMer IRATEMIELR B defhes which server
t o t he doasinythe resdurcA isyplbadadasom nhecilS&ISintdr gevtsedecstoragdgervers
resource |s. artiti oped data volune. 3. A system as

in claitmtbe \ﬁwé‘?lﬂa‘l"ﬁélﬂti ent is an i SCSI initiator

and the servers are i SCSI targets. 4. A systemas in
claim3 wherein the MPIO information is provided as

pa.t ofAaystér8@Sin slessi7ovhentipdlg rousing fabds/istuphnaded tona DSM

claim4 reip t 1LO.inforpation is provided as a
settabﬂB&gg?UTﬁﬁ’§§§$$§PT?f@ﬁ@E?SCSI sessi on obj ect .
6. A systemas in claim1l wherein the MPI O obj ect

information is received at a connection | oad_ bal ancer
i P.at |Asxtterngs inelaim 8 whargia the routing &aplg issedto ¢eterpangpath

3 wher el fof QUbIAGAR) td B3l flgklipeS whi ch ser ver

contains the resource i s uploa romthe i SCSI
target side storage servers to the i SCSI initiator

client. 8. A systemas in claim7 wherein the raquti .
talfh e i4 SupFBAAEYClAEN & WA AR tipR &rapapiied from the iSCSI

initi atiﬂftia?dricﬁ@flt to the ﬁ(é%st%rg@ @ver TentifibMnBIIeESHRctions as

the routing table is us determ ne path sel ection
as per fimionging o a peeti@Bdd MPdQIdata viidum@ system as i n
claim3 wherein the information transmtted fromthe
i SCSI initiator client to the i SCSI target server

| dant i f A §9st8M!ab iiPbRirk Q0 RafekdiR AT oASedABh MM Bilaricer éh the iSCSI
particul ar MPI O data vol une. ) i
target servers handles the identified multiple connections as related
connections that are each assigned to a different Network Interface (NIC) at

the iSCSI storage servers.

12. A networked system of data processors for providing access to a shared
resource comprising:

a client, at which requests for access to the resource originate, the
client having multiple path input/output (MPIO) functionality, and the client
receiving upon request routing table information indicating which of one or
more servers has the resource; and

a plurality of servers, having the requested resource partitioned
thereon, each server receiving MPIO object information from the client, and

providing upon request by the client the routing table information.

13. A system as in claim 12 wherein the resource is a partitioned data volume.
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11. A systemas in claim210 wherein a connection | oad
bal ancer on the i SCSI target servers handles the
Wdﬁ@ﬁ%ﬂhélﬁed mul ti pl e connections as rel ated c@gRaschi@s7911

that are each assigned to a dijgferent Network

Interface (NIC) at the i SCSI storage servers. 12. A

net wor ked system of data processors for providing

aGgess A 8yQerdBasPtlain? 39 Wikheift BfBRIeR! AU iSCS] infilttor A4 the
whi ch requests for access to the resource originate,

t he cliserterhareii$gShtatgeippl e pat h i nput/out put (MPI O

functionality, and the client receiving upon request

routing table information indicating which of one or

noise Sek \&iémhdm élaﬁn N8 SHLFSH theaNP1@ iMbHhadd ¥ pedvided as part of

servers, having the requested resource partitioned
there0ﬁm1§§§h$§@pV@bﬁmécelV|ng MPI O obj ect information
fromthe client, and providing upon request by the
client the routing table information. 13. A system as

i necl ai Ansystenaeiretlainh e wiReaH BReMPO anfpihatidn e peshidal 4 a
volune. 14. A systemas_in claim 13 wherein the client

i s an istshleseiviceacton intde i HeSkwpsjen gbisele i SCS

targets. 15. A systemas in claim 14 wherein the MPIO
information is provided as part of an i SCSI session
obj7ect . A fster as yistleim a4 whereih dienofibnguableeis iptdadedvel dLDSM
i nformat i is prgé'slded as ? settabl e service action

in the P isthed igjateiclieny A systemas in claim
14 wherein the routing table is uploaded to a DSM

modul e in the i SCSI initiator client. 18. A system as

i N8| ai AnsgRemtaeireclaing A2 viReredn thef MPHa tnformation ig gedeined at a
at a connectJo I bal ancer in at.|east one of the
ser ver sCONREFUO qgﬁf@?ai?ﬂcgglﬁ ?ﬁ‘f‘:aisg?l?ﬁ (iffh%eeryeél n the
routing table is used to determ ne path selection as

performed in the DSM nodul e.
19. A system as in claim 17 wherein the routing table is used to determine path

selection as performed in the DSM module.

20. A system as in claim 16 wherein the information transmitted from the iSCSI
initiator client to the iSCSI target server identifies multiple connections as

belonging to a particular MPIO data volume.

21. A method for operating a server data processor in a network of servers that
provide access to a shared resource comprising:
receiving, from a client data processor, a request for access to the
resource;
receiving, from the client, information concerning resource objects
that use Multiple Path Input/Output (MPIO) functionality; and
returning, to the client, information concerning a set of connections

that the client may use to obtain access to the resource from the server.

22. A method as in claim 21 wherein the resource is a partitioned data volume.
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20. A systemas in claim16 wherein the informtion
transmtted fromthe i SCSI initiator client to the

wo 29697l026@r get server identifies nultiple connegi@Bssadsron1

bel onging to a particular MPI.Qgdata volunme. 21. A

nmet hod for operating a server data processor in a
network of servers that provide access to a shared
resource conprising: receiving, froma client data
processor, a request for access to the resource;

r é3ei viAmethiadoam in lekaim| 22embgreinthocliat iscam iS615E énitiatagand the
resource object $?at se Multiple Path Input/Qutput
(MPI O SFWﬁE*Jt?rSﬁ%F' T8¢%hd returning, to the client,

i nformati on concerning a set of connections that the

client may use to obtain access to the resource from

t 4. serAarethabas in clemiP3dwheeinthe MAIR informatien & proyided as part
resource. i s rtiti data vol une. 23. A nethod as

in claﬁ)aﬂisﬁﬁgggéﬁhpﬁg%glient is an i SCSI initiator

and the servers are i SCSI targets. 24. A nethod as in
claim23 wherein the MPIO infornation i.s provided as

pa% ofA aethosca inglaw; Mnvipspiadhe MO informatiery isroyided as a
cl ai m Za e cgh RelalfolM e 'iﬁ%ﬂ%é%é&%f&tgb& provided as a

settabl e service action 1n essi on obj ect.
26. A nmethod as in claim2 1 additionally conprising:
MPI O, obj ect lnfOﬁnation.at a connection

receiving the )

| o&d bafh Siikad aspn clampidaddiionelly forpPHfifg23

addi ti onal | yre@éim%'tﬁé MBIOWY; &2 ¢H (BEnAidnQi hicBAndcfibh oad balancer.
t hat defines whi ch server contains the resource, the

routing table being uploaded to the i SCSI initiator

cljent., 28. net hod in..claj,mz7 ein the
r dut i nd\fréeﬁ]i‘%% ?Ssmlfgal"g?g’eaéﬁftbonghbé%]%\qgﬁge in the i SCSI
initiator cligedding? robingitle thatdefintsclidthise?Bervdoatainsthe

t he resource object information received, L .
resource, theé routing table being uploaded to the iSCSI initiator client.

28. A method as in claim 27 wherein the routing table is uploaded to a DSM

module in the iSCSI initiator client.

29. A method as in claim 23 wherein the resource object information received
from the iSCSI initiator client identifies multiple connections as belonging to

a particular MPIO data volume.

30. A method as in claim 29 additionally comprising:
handling the indicated multiple connections as related connections

that are assigned each to a different Network Interface (NIC).

31. A method for operating a server data processor in a network of data
processors that provide access to a shared resource comprising:

receiving, from a client data processor, a request for access to the
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fromthe iSCSI initiator client identifies nultiple
connections as belonging to a particular MPIO data

wOoVRbIABs1430. A method as in claim 29 additi onglcyys2008/007911

conprising: handling the indicgted mltiple
connections as related connections that are assigned
each to a different Network Interface (NNC). 31. A
met hod | % EonRifig k1O GER S Autlolefi (MPIO
et vor K ar R R aRof ChEni ERAI I CEARI R oligh (MPIO)
shar ed fupaomali®y at oimpelient;rapd recei ving, froma client
data processor, a req est. for acc t her esour ce
and 1 1 or matTBHAG ELTR HEM TG AP HN AP S0 RO g Which of
(MO Jridnf R0 8brven p%éwa&eac%dsthe rR&ghr&g ovi ding, to
the client, routing table information indicating which
of one or nnre servers provi des access to the

our c

' eZbur A& melfid S PElA PR IhE i hiide VSRS addinie ygpume.
|n claim 32 wherein the client is an i SCSl initiator
and the servers are iSCSI targets. 34. A nethad as

cl1 B m 38 mgikadedsrin chadmpid) ‘dwzrﬁmdh‘?rﬁl@%#ﬁ nsiSeSE i Hwer a%d the
part o ggg%(:?ﬁé?% object. 35. A nethod as in
e

cl ai m 34 Whet &in Oinformation is provided as a
settable service action in the i SCSI session object.

36 A nethod as .in ¢laim 33 wh [N the royting tal
i $9r ovh dsthadps4n m%dah%esnﬁﬁ? MPlpaatermation 1carap e as par
cllent(ﬁ%z p&%ﬁggog ck.n claim 36 wherein the

d

routing tab I nes path selection as perforned in
t he DSM nDduIe. 38. A nethod as in claim33 wherein

f tion. tiat
o1 ent Dyt Rapsinaoebr B b L FGaRlorp RIS B briged s o
ColnneCtdeﬁ{dﬁe a&viRelaengh otk gs@sPakdibe bbjatt. MPI O dat a
VOl unme

36. A method as in claim 33 wherein the routing table is provided to a DSM

module in the iSCSI initiator client.

37. A method as in claim 36 wherein the routing table defines path selection as

performed in the DSM module.

38. A method as in claim 33 wherein the information received from the iSCSI
initiator client by the iSCSI target server identifies multiple connections as

belonging to a particular MPIO data volume.



