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METHOD, DEVICE, SYSTEM, AND STORAGE MEDIUM FOR 
MESSAGE PROCESSING 

  
CROSS-REFERENCE TO RELATED APPLICATIONS 

 The disclosure claims the benefits of priority to Chinese Application No. 

202011388416.7, filed December 1, 2020, titled “Method, Device, System, and Storage 

Medium for Message Processing”, which is incorporated herein by reference in its entirety. 

TECHNICAL FIELD 

 The present application relates to the technical field of communications, in 

particular, to a method, a device, a system, and a storage medium for message processing. 

BACKGROUND 

 In recent years, as network function virtualization (NFV) applications 

increase, requirements of user transactions for performance are increasing, and 100G 

network interface cards are gradually popular. With the continuous improvement of the 

performance and bandwidth of a network interface card, software forwarding has been 

unable to meet growing network needs. In order to improve network forwarding 

performance of a physical machine, a smart Network Interface Card (NIC) comes into 

being. 

 In the prior art, by offloading some or all functions of a host to a network 

interface card and using a Central Processing Unit (CPU) of the NIC for network 

forwarding, the forwarding performance is low. 

SUMMARY OF THE DISCLOSURE 

 Multiple aspects of the present application provide a method, a device, a 

system, and a storage medium for message processing, which are configured to improve 

network forwarding performance. 
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 An embodiment of the present application provides a message processing 

system, including: a central processing unit and a programmable device, wherein the 

programmable device is communicatively coupled to the central processing unit; the 

programmable device is configured to provide a message header of an acquired to-be-

processed message for the central processing unit; the central processing unit is configured 

to process the message header to obtain a target message header, and provide the target 

message header for the programmable device; and the programmable device is also 

configured to splice the target message header with a payload portion of the to-be-

processed message to obtain a target message, and forward the target message to a target 

node referred to in the target message header. 

 An embodiment of the present application further provides a data processing 

system, including a plurality of physical devices deployed in a specified physical space, 

wherein the plurality of physical devices are communicatively coupled; a first physical 

device is configured to acquire to-be-processed data, and provide at least part of the data in 

the to-be-processed data for other physical devices; the other physical devices are 

configured to process the at least part of the data to obtain a data processing result, and 

provide the data processing result for the first physical device; and the first physical device 

is configured to determine a working mode according to the data processing result. 

 An embodiment of the present application further provides a message 

processing method, applicable to a programmable device and including: acquiring a to-be-

processed message; providing a message header of the to-be-processed message for a 

central processing unit communicatively coupled to the programmable device, so that the 

central processing unit processes the message header to obtain a target message header and 

returns same; splicing the target message header with a payload portion of the to-be-
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processed message, so as to obtain a target message; and forwarding the target message to 

a target node referred to in the target message header. 

 An embodiment of the present application further provides a message 

processing method, applicable to a central processing unit and including: acquiring a 

message header of a to-be-processed message provided by a programmable device 

communicatively coupled to the central processing unit; processing the message header to 

obtain a target message header; and providing the target message header for the 

programmable device, so that the programmable device splices the target message header 

with a payload portion of the to-be-processed message to obtain a target message, and 

forwards the same. 

 An embodiment of the present application further provides a network 

device, including a programmable device, wherein the programmable device is 

communicatively coupled to a central processing unit; and the programmable device is 

configured to perform the steps in the foregoing message processing method implemented 

by the programmable device. 

 An embodiment of the present application further provides a network 

device, including a memory and a central processing unit, wherein the memory is 

configured to store a computer program; the central processing unit can be 

communicatively coupled to the programmable device; and the central processing unit is 

coupled to the memory, and is configured to execute the computer program to perform the 

steps in the foregoing message processing method implemented by the central processing 

unit.  

 An embodiment of the present invention further provides a computer-

readable storage medium that stores computer instructions which, when executed by one or 
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more processors, cause the one or more processors to perform the steps in all the above 

message processing methods. 

 In the embodiments of the present application, a programmable device 

provides a message header of a to-be-processed message for a central processing unit 

(CPU) for processing, and splices the message header processed by the CPU with a 

payload portion of the to-be-processed message to obtain a target message, so that the 

payload portion of the message is processed using high performance of hardware of the 

programmable device, and the message header can be processed using flexibility of 

software in the CPU to process a complicated transaction logic. Since the message header 

is relatively short, performance loss in CPU software processing due to long-message copy 

processing will not occur, thus facilitating improvement of the network forwarding 

performance. 

BRIEF DESCRIPTION OF THE DRAWINGS 

 The accompanying drawings described here are used to provide a further 

understanding of the present application and form a part of the present application. The 

schematic embodiments and descriptions of the present application are used to explain the 

present disclosure and do not constitute an improper limitation on the present application. 

In the accompanying drawings: 

 FIG. 1a is a schematic structural diagram of a message processing system 

provided by an embodiment of the present application; 

 FIG. 1b is a structural schematic diagram of a network interface card 

provided by the embodiments of the present disclosure; 

 FIG. 1c and FIG. 1d are schematic diagrams of a message processing 

process provided by an embodiment of the present application; 
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 FIG. 1e is a schematic diagram of a process for processing, by a network 

interface card, a message sent by a host provided by an embodiment of the present 

application; 

 FIG. 1f is a schematic diagram of a process for processing, by a network 

interface card, a message received by a host provided by an embodiment of the present 

application; 

 FIG. 2a is a schematic structural diagram of a network device provided by 

an embodiment of the present application; 

 FIG. 2b is a schematic structural diagram of a computer device provided by 

an embodiment of the present application; 

 FIG. 2c is a schematic structural diagram of another network device 

provided by an embodiment of the present application; 

 FIG. 3 and FIG. 4 are flow diagrams of a message processing method 

provided by an embodiment of the present application; and 

 FIG. 5 is a schematic structural diagram of a data processing system 

provided by an embodiment of the present application. 

DETAILED DESCRIPTION 

 For the purpose of making objectives, technical solutions and advantages of 

the present application clearer, clear and complete description will be made below to the 

technical solutions of the present application in conjunction with specific embodiments and 

corresponding drawings of the present application. Obviously, the described embodiments 

are merely a part of the embodiments of the present application and not all the 

embodiments. Based on the embodiments in the present application, all other embodiments 

obtained by those of ordinary skill in the art without creative work all fall within the 

protection scope of the present application. 
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 For a technical problem of relatively low network forwarding performance 

of an existing hardware offload scheme. In some embodiments of the present application, a 

programmable device provides a message header of a to-be-processed message for a CPU 

for processing, and splices the message header processed by the CPU with a payload 

portion of the to-be-processed message to obtain a target message, so that the payload 

portion of the message is processed using high performance of hardware of the 

programmable device, and the message header can be processed using flexibility of 

software in the CPU to process a complicated transaction logic. Since the message header 

is relatively short, performance loss in CPU software processing due to long-message copy 

processing will not occur, thus facilitating improvement of the network forwarding 

performance. 

 The technical solutions disclosed by all the embodiments of the present 

application are described in detail below in conjunction with the accompanying drawings. 

 It should be noted that identical reference signs indicate identical objects in 

the following drawings and embodiments. Therefore, once a certain object is defined in 

one drawing or embodiment, it is unnecessary to further define and explain it in the 

subsequent drawings and embodiments. 

 FIG. 1a is a schematic structural diagram of a message processing system 

provided by an embodiment of the present application; As shown in FIG. 1a, the system 

includes CPU 11 and programmable device 12. CPU 11 and programmable device 12 are 

communicatively coupled. Optionally, CPU 11 and programmable device 12 can be 

communicatively coupled by a data bus. The data bus can be a serial interface data bus, 

such as a PCIe serial interface, a USB serial interface, an RS485 interface or an RS232 

interface, but not limited to this. 
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 In this embodiment, CPU 11 may be an independent chip, a CPU integrated 

in a System on Chip (SoC), a CPU integrated in a Microcontroller Unit (MCU), or the like. 

 Programmable device 12 refers to a hardware processing unit that uses a 

hardware description language (HDL) for data processing. The HDL may be VHDL, 

Verilog HDL, System Verilog, System Clike. Programmable device 12 may be a Field-

Programmable Gate Array (FPGA), a Programmable Array Logic (PAL), a General Array 

Logic (GAL), a Complex Programmable Logic Device (CPLD), etc. Alternatively, the 

programmable device may also be an Application Specific Integrated Circuit (ASIC). 

 In this embodiment of the present application, CPU 11 and programmable 

device 12 may be deployed in the same network device or in different network devices. For 

example, CPU 11 and programmable device 12 may be deployed in a Network Interface 

Card (NIC) (as shown in FIG. 1b), or CPU 11 and programmable device 12 may also be 

deployed in a gateway or a router. 

 When CPU 11 and programmable device 12 are deployed in different 

network devices, programmable device 12 may be deployed in the NIC, and CPU 11 may 

be deployed in a host. The NIC may be installed on the host. Optionally, as shown in FIG. 

1b, the NIC may be provided with bus interface 14, and is installed on the host through bus 

interface 14. The bus interface may be a serial bus interface, such as a PCIe serial 

interface, a USB serial interface, an RS485 interface or an RS232 interface, but not limited 

to this. In some embodiments, as shown in FIG. 1c, a first packet (such as message 1) of 

network forwarding traffic does not have a forwarded flow table for processing this data 

stream in programmable device 12. A flow table refers to an abstraction of a data 

forwarding function of a network device. Entries in a flow table integrate network 

configuration information at all layers of a network, so that richer rules can be used during 

data forwarding. Each flow entry of a flow table includes three parts: header fields for data 
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packet matching, counters for counting the number of matched data packets, and actions 

for showing how to process the matched data packets. Therefore, message 1 will be sent to 

CPU 11 for processing. CPU 11 processes message 1, generates a flow table for processing 

message 1, and sends the flow table to programmable device 12. In this way, subsequent 

messages (such as message 2) can hit the forwarded flow table on programmable device 

12, which will be processed by programmable device 12 and forwarded by programmable 

device 12. For an NIC, message 2 can be forwarded by programmable device 12 in the 

NIC to network interface 13 of the NIC. 

 In this embodiment, a communication component in network interface 13 is 

configured to facilitate wired or wireless communication between a device where 

communication component is located and other devices. The device where the 

communication component is located may access a wireless network based on a 

communication standard, such as Wi-Fi, 2G or 3G, 4G or 5G, or a combination thereof. In 

one exemplary example, the communication component receives a broadcast signal or 

broadcast related information from an external broadcast management system via a 

broadcast channel. In one exemplary embodiment, the communication component can also 

be implemented based on a near-field communication (NFC) technology, a radio frequency 

identification (RFID) technology, an infrared data association (IrDA) technology, an ultra-

wideband (UWB) technology, a Bluetooth (BT) technology or other technologies. 

 In the above implementation, CPU 11 processes a first packet of a data 

stream. The software processing flexibility is high, but the processing performance is poor. 

Especially when a long message is processed, the software processing performance is 

seriously affected due to a need for multiple copies of an internal memory of the CPU. On 

the other hand, programmable device 12 processes subsequent messages of the data stream, 

which can achieve hardware acceleration. However, this scheme also brings a limitation to 



 

9 

 

the flexibility. Since hardware cannot be modified as often as software, and a development 

iteration cycle of hardware is much longer than that of software, it is difficult to meet a 

rapid iteration requirement of a cloud network. In addition, due to resource limitation, it is 

difficult for hardware to meet a continuous increase of functions of the cloud network. 

 In order to solve the above problems and take into account the flexibility 

and high performance of message processing, embodiments of the present application 

provide a message processing manner combining software and hardware, that is, a network 

hardware offload scheme. A specific implementation process is as follows: 

 As shown in FIG. 1a and FIG. 1d, for a to-be-processed message, 

programmable device 12 may provide a message header of the to-be-processed message 

for CPU 11. Optionally, programmable device 12 may provide the message header of the 

to-be-processed message for CPU 11 when no flow table for processing the to-be-

processed message exists locally. In this embodiment, LOCAL refers to a storage unit of 

programmable device 12. 

 The to-be-processed message refers to a message acquired by 

programmable device 12. This message may be a message sent by a network device where 

programmable device 12 is located to other physical machines, or a message sent by other 

physical machines and received by a network device where programmable device 12 is 

located. 

 In this embodiment, processing a message mainly refers to forwarding a 

message. In a message forwarding process, the message header needs to be processed 

according to actual needs. The processing of the message header may include one or 

multiple of modifying a source address and a destination address in the message header; 

performing safety verification by using information in the message header; and looking up 
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a routing table by using the information in the message header, which is not limited here. 

The multiple means two or more. 

 CPU 11 may receive the message header provided by programmable device 

12. In this embodiment, CPU 11 may process the message header to obtain a target 

message header. Optionally, Virtual Switch (VS) may run in CPU 11. The VS running in 

CPU 11 processes the message header to obtain the target message header. Further, CPU 

11 may provide the target message header for programmable device 12. CPU 11 may 

process the message header according to actual needs. A processing manner may refer to 

the above content. 

 Correspondingly, programmable device 12 may receive the target message 

header and splice the target message header with a payload portion of the to-be-processed 

message to obtain a target message. Further, programmable device 12 may forward the 

target message to a target node referred to in the target message header. 

 As shown in FIG. 1e, programmable device 12 may be a programmable 

device in the NIC. If the to-be-processed message is a message sent, to other physical 

machines, by a host where a smart NIC is located, programmable device 12 may send the 

target message to network interface 13 and forward the target message to other physical 

machines through network interface 13. In this implementation, the target node is another 

physical machine. 

 As shown in FIG. 1f, programmable device 12 may be a programmable 

device in the NIC. If the to-be-processed message is a message sent by other physical 

machines and received by the host where the smart NIC is located, that is, if the to-be-

processed message is a message sent by other physical machines to the host where the 

smart NIC is located and received by network interface 13, programmable device 12 may 

send the target message to a virtual machine (VM) running in the host. 
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 In the message processing system provided by this embodiment, a 

programmable device can provide a message header of a to-be-processed message for a 

CPU for processing, and splice the message header processed by the CPU with a payload 

portion of the to-be-processed message to obtain a target message, so that the payload 

portion of the message is processed using high performance of hardware of the 

programmable device, and the message header can be processed using flexibility of 

software in the CPU to process a complicated transaction logic. Since the message header 

is relatively short, for example, 256 bytes, performance loss in CPU software processing 

due to long-message copy processing will not occur, thus facilitating improvement of 

network forwarding performance. For example, since the message header is processed by 

the software VS in the CPU only in this embodiment, a network forwarding performance 

may be tens of millions of pps and have a bandwidth of 100G. pps refers to a quantity of 

messages forwarded per second. 

 On the other hand, the CPU processes the message header. Since software 

has a relatively short development cycle, it helps to meet a requirement for message 

forwarding flexibility and can meet the rapid iteration requirement of the cloud network. 

 In this embodiment of the present application, CPU 11 may also generate, 

after or during the processing of the header of the to-be-processed message, a flow table 

for processing the header of the to-be-processed message. Optionally, CPU 11 may invoke 

an ovs_flow_cmd_new function that creates a flow table, to generate the flow table for 

processing the header of the to-be-processed message. The structure of the flow table can 

be seen in the relevant contents of the above embodiment, and will not be repeated here. 

Further, CPU 11 may provide the flow table for processing the message header of the to-

be-processed message for programmable device 12. 
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 Correspondingly, programmable device 12 may receive the flow table for 

processing the message header of the to-be-processed message and store the flow table 

locally. In this way, when subsequently receiving other messages belonging to the same 

data stream as the to-be-processed message, programmable device 12 may directly process 

other messages, thereby realizing hardware offload of message forwarding, and improving 

the network forwarding performance. 

 A message belonging to the same data stream as the to-be-processed 

message refers to a message with the same data stream identifier as that of the to-be-

processed message. the data stream identifier may be five-tuple information of the message 

header. Five tuples include: a source IP address, a source port, a destination IP address, a 

destination port and a transport layer protocol. 

 Based on this, as shown in FIG. 1e and FIG. 1f, programmable device 12 

may acquire the data stream identifier in the message header of the to-be-processed 

message when determining whether a flow table for processing the to-be-processed 

message exists locally; match the data stream identifier with locally stored flow tables; if 

the data stream identifier in the message header of the to-be-processed message does not 

exist in the locally stored flow tables, determine that no flow table for processing the to-be-

processed message exists locally; if the locally stored flow tables include a flow table that 

matches the data stream identifier in the message header of the to-be-processed message, 

take the matched flow table as a target flow table; and process the to-be-processed message 

according to a processing manner recorded by a flow entry of the target flow table, so as to 

obtain a target message. Further, programmable device 12 may forward the to-be-

processed message to a target node referred to in the target message header. 

 In some embodiments, as shown in FIG. 1e and FIG. 1f, programmable 

device 12 also stores a filter condition at which the complete message needs to be provided 
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for CPU 11 for processing. The filter condition may include: the data stream identifier of 

the message that needs to be completely provided for CPU 11, one or more of the five 

tuples, a destination network address and a source network address. Optionally, the 

destination network address may be represented by a destination IP address and a subnet 

mask, and the source network address may be represented by a source IP address and a 

subnet mask. For example, if the source network address may be expressed as 

XXX.XXX.0.0/16, and correspondingly, if previous 16 bits of the source IP address of the 

to-be-processed message are the same as previous 16 bits of the source IP address in the 

filter condition, it is determined that the complete to-be-processed message needs to be 

provided for CPU 11. 

 Correspondingly, programmable device 12 may determine, on the basis of 

the data stream identifier in the message header of the to-be-processed message and the 

filter condition when no flow table for processing the to-be-processed message exists 

locally, whether it is needed to provide the complete to-be-processed message for CPU 11. 

Optionally, if the filter condition include: a destination network address and a source 

network address, programmable device 12 may parse the message header of the to-be-

processed message to obtain the destination IP address and source IP address; acquire the 

destination network address and source network address of the to-be-processed message 

from the destination IP address and source IP address; match the destination network 

address and source network address of the to-be-processed message with the destination 

network address and source network address in the filter conditions; and if matching 

succeeds, determine that the complete to-be-processed message needs to be provided for 

CPU 11. Further, programmable device 12 may provide the complete to-be-processed 

message for CPU 11 for processing. 
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 Correspondingly, if a determination result is that the complete to-be-

processed message does not need to be provided for CPU 11, programmable device 12 

may provide the message header of the to-be-processed message for CPU 11, and CPU 11 

processes the message header of the to-be-processed message. 

 In some embodiments of the present application, different message 

processing manners can be used for messages with different transaction information. For 

example, according to requirements of different transaction information on a message 

processing rate, a message processing manner that meets the requirement on the message 

processing rate can be used for processing. The transaction information may include a 

transaction user and a transaction type. Optionally, the message processing manners 

include at least two of the above manners: processing by CPU 11 and programmable 

device 12, processing by programmable device 12 only, and processing by CPU 11 only. 

 Correspondingly, programmable device 12 may acquire transaction 

information of the to-be-processed message. Optionally, the transaction information of the 

to-be-processed message may be extracted from information of the to-be-processed 

message header. Further, a processing manner of the to-be-processed message may be 

determined according to the transaction information of the to-be-processed message. If the 

to-be-processed message is processed by CPU 11 and programmable device 12, 

programmable device 12 may provide the message header of the to-be-processed message 

for CPU 11. For the specific implementation in which CPU 11 processes the message 

header to obtain a target message header, and programmable device 12 splices the target 

message header with a payload portion of the to-be-processed message, a reference will be 

made to the relevant contents of the above embodiment, which will not be repeated here. 

 In practical applications, the transaction information of a message includes a 

transaction type to which the message belongs, and information of a user sending or 
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receiving the message. Transaction types required by a message may include, but are not 

limited to, a video transaction, an email transaction, a Web transaction, an instant 

messaging transaction, and the like. Different transactions have different requirements for 

bandwidths, jitter, delays, and the like, so they have different processing rates on the to-be-

processed message. Based on this, the transaction type of the to-be-processed message may 

be acquired from the transaction information of the to-be-processed message; and a target 

service grade corresponding to the transaction type of the to-be-processed message may be 

determined. The service grade can be determined according to a requirement of the 

transaction type on the message processing rate. The transaction types that require the 

same or similar message processing rate belong to the same service grade. Further, a 

corresponding relationship between a transaction type and a service grade can be preset. 

Correspondingly, the transaction type of the to-be-processed message may be matched in 

the corresponding relationship between the transaction type and the service grade, so as to 

determine a target service grade corresponding to the transaction type of the to-be-

processed message. 

 Further, programmable device 12 may acquire a message processing manner 

corresponding to the target service grade as a processing manner of the to-be-processed 

message. Optionally, a corresponding relationship between a service grade and a message 

processing manner may be preset. Correspondingly, the target service grade may be 

matched in the corresponding relationship between the service grade and the message 

processing manner, so as to determine the message processing manner corresponding to 

the target service grade. 

 In other embodiments, different message forwarding rates may be provided 

for different users. For example, higher message processing efficiency is provided for users 

with a higher network cost. Lower message processing efficiency is provided for users 
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with a lower network cost. Based on this, programmable device 12 may acquire a 

transaction user identifier from the transaction information of the to-be-processed message. 

Optionally, the transaction user identifier may be address information of a user terminal. 

The address information of the user terminal may include a media access control (MAC) 

address and/or an intellectual property (IP) address of the terminal. 

 Further, programmable device 12 may acquire a message processing manner 

corresponding to the transaction user identifier as a processing manner of the to-be-

processed message. Optionally, a corresponding relationship between a user identifier and 

a message processing manner may be preset. Correspondingly, the transaction user 

identifier of the to-be-processed message may be matched in the corresponding 

relationship between the transaction user identifier and the message processing manner, so 

as to determine a target service grade corresponding to the transaction type of the to-be-

processed message. 

 In other embodiments, it is necessary to simultaneously classify transaction 

types and users to classify the message processing manners, and programmable device 12 

may use a combination of the above two manners to determine the processing manner of 

the to-be-processed message. 

 It is worth noting that the above message processing system provided by 

this embodiment of the present application can be deployed in the same network device or 

in different network devices. When the above CPU and programmable device are deployed 

in the same network device, the network device can be an NIC, a gateway or a router. The 

following is an exemplary description of the network device provided by this embodiment 

of the present application. 

 FIG. 2a is a schematic structural diagram of a network device provided by 

an embodiment of the present application. As shown in FIG. 2a, the network device 
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provided by this embodiment of the present application includes a programmable device 

20a. Programmable device 20a may be communicatively coupled to a CPU. A connection 

manner may be seen in the relevant contents of the above system embodiments, which will 

not be repeated here. Optionally, the network device may also include a CPU 20b. 

Programmable device 20a may be communicatively coupled to CPU 20b. Of course, 

programmable device 20a may also be in communication with CPUs in other physical 

machines. For example, if the network device is an NIC, programmable device 20a in the 

NIC may also be communicatively coupled to a CPU of a host of the NIC. 

 In this embodiment, in order to take into account the flexibility and high 

performance of message processing, embodiments of the present application provide a 

message processing manner combining software and hardware, that is, a network hardware 

offload scheme. A specific implementation process is as follows: 

 For a to-be-processed message, programmable device 20a may provide a 

message header of the to-be-processed message for the CPU communicatively coupled to 

programmable device. Optionally, programmable device 20a may provide, when no flow 

table for processing the to-be-processed message exists locally, the message header of the 

to-be-processed message for the CPU communicatively coupled to programmable device 

20a. In this embodiment, LOCAL refers to a storage unit of programmable device 20a. 

 The to-be-processed message refers to a message received by programmable 

device 20a. This message may be a message sent by the network device to other physical 

machines, or a message sent by other physical machines and received by the network 

device. 

 The CPU communicatively coupled to programmable device 20a may 

receive the message header provided by the programmable device. In this embodiment, the 

CPU may process the message header to obtain a target message header. Optionally, a VS 
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may run in the CPU. The VS running in the CPU processes the message header to obtain 

the target message header. Further, CPU may provide the target message header for 

programmable device 20a. Correspondingly, programmable device 20a may receive the 

target message header and splice the target message header with a payload portion of the 

to-be-processed message to obtain a target message. Further, programmable device 20a 

may forward the target message to a target node referred to in the target message header. 

 If the to-be-processed message is a message sent by the network device to 

other physical machines, the programmable device may send the target message to network 

interface 20c and forward the target message to other physical machines through network 

interface 20c. In this embodiment, the target node is another physical machine. 

 If the message to be processed is a message sent by other physical machines 

received by the network equipment, that is, the message to be processed is a message sent 

to the network equipment by other physical machines received by the network interface 

20c, then the programmable device can send the target message to a virtual machine (VM) 

running on the network device. 

 In the network device provided by this embodiment, the programmable 

device of the network device can provide the message header of the to-be-processed 

message for the CPU communicatively coupled to the programmable device for 

processing, and splice the message header processed by the CPU with the payload portion 

of the to-be-processed message to obtain the target message, so that the payload portion of 

the message is processed using high performance of hardware of the programmable device, 

and the message header can be processed using flexibility of software in the CPU to 

process a complicated transaction logic. Since the message header is relatively short, for 

example, 256 bytes, performance loss in CPU software processing due to long-message 
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copy processing will not occur, thus facilitating improvement of network forwarding 

performance. 

 On the other hand, the CPU processes the message headers. Due to the short 

software development cycle, it helps to meet the requirements for the flexibility of message 

forwarding and the rapid iteration requirements of the cloud network. 

 In this embodiment of the present application, the CPU may also generate, 

after or during the processing of the header of the to-be-processed message, a flow table 

for processing the header of the to-be-processed message. Further, the CPU may provide 

the flow table for processing the message header of the to-be-processed message for the 

programmable device. 

 Correspondingly, programmable device 20a may receive the flow table for 

processing the message header of the to-be-processed message and store the flow table 

locally. In this way, when subsequently receiving other messages belonging to the same 

data stream as the to-be-processed message, the programmable device may directly process 

other messages, thereby realizing hardware offload of message forwarding, and improving 

the network forwarding performance. 

 A message belonging to the same data stream as the to-be-processed 

message refers to a message with the same data stream identifier as that of the to-be-

processed message. the data stream identifier may be five-tuple information of the message 

header. Five-tuple includes: a source IP address, a source port, a destination IP address, a 

destination port and a transport layer protocol. 

 Based on this, programmable device 20a may acquire the data stream 

identifier in the message header of the to-be-processed message when determining whether 

a flow table for processing the to-be-processed message exists locally; match the data 

stream identifier with locally stored flow tables; if the data stream identifier in the message 
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header of the to-be-processed message does not exist in the locally stored flow tables, 

determine that no flow table for processing the to-be-processed message exists locally; if 

the locally stored flow tables include a flow table that matches the data stream identifier in 

the message header of the to-be-processed message, take the matching flow table as a 

target flow table; and process the to-be-processed message according to a processing 

manner recorded by a flow entry of the target flow table, so as to obtain a target message. 

Further, the programmable device may forward the to-be-processed message to a target 

node referred to in the target message header. 

 In some embodiments, programmable device 20a also stores a filter 

condition at which the complete message needs to be provided for the CPU for processing. 

The filter condition may include: the data stream identifier of the message that needs to be 

completely provided for the CPU, one or more of the five tuples, a destination network 

address and a source network address. 

 Correspondingly, programmable device 20a may determine, on the basis of 

the data stream identifier in the message header of the to-be-processed message and the 

filter condition when no flow table for processing the to-be-processed message exists 

locally, whether it is needed to provide the complete to-be-processed message for the CPU. 

Optionally, if the filter condition include: a destination network address and a source 

network address, the programmable device may parse the message header of the to-be-

processed message to obtain the destination IP address and source IP address; acquire the 

destination network address and source network address of the to-be-processed message 

from the destination IP address and source IP address; match the destination network 

address and source network address of the to-be-processed message with the destination 

network address and source network address in the filter conditions; and if matching 

succeeds, determine that the complete to-be-processed message needs to be provided for 
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the CPU. Further, programmable device 20a may provide the complete to-be-processed 

message for the CPU for processing. 

 Correspondingly, if a determination result is that the complete to-be-

processed message does not need to be provided for the CPU, programmable device 20a 

may provide the message header of the to-be-processed message for the CPU, and the CPU 

processes the message header of the to-be-processed message. 

 In some embodiments, the network device further include network interface 

20c. Network interface 20c is used for forwarding messages. 

 Optionally, the network device may be implemented as an NIC. The NIC 

may also include network interface 20c and bus interface 20d. The NIC may be mounted 

on a host through bus interface 20d. Network interface 20c is used for receiving messages 

sent by other physical machines to the host and forwarding messages sent by the host. 

 In some embodiments, programmable device 20a is also configured to 

acquire transaction information of the to-be-processed message; determine a processing 

manner of the to-be-processed message according to the transaction information of the to-

be-processed message; and if the processing manner of the to-be-processed message is 

implemented by a CPU and a programmable device, provide the message header of the to-

be-processed message for the CPU. 

 Optionally, during determining a processing manner of the to-be-processed 

message, programmable device 20a is specifically configured to: acquire a transaction type 

of the to-be-processed message from the transaction information of the to-be-processed 

message; determine a target service grade corresponding to the transaction type of the to-

be-processed message; acquire a message processing manner corresponding to the target 

service grade as the processing manner of the to-be-processed message; and/or acquire a 

transaction user identifier from the transaction information of the to-be-processed message; 
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and acquire a message processing manner corresponding to the transaction user identifier 

as the processing manner of the to-be-processed message. 

 In some optional implementations, as shown in FIG. 2a, the network device 

may also include power component 20e and other optional components. FIG. 2a only 

shows some components schematically, which neither means that the network device has 

to include all the components shown in FIG. 2a, nor means that the network device can 

only include the components shown in FIG. 2a. 

 The network device provided in FIG. 2a can be implemented as an NIC. 

Correspondingly, an embodiment of the present application further provides a computer 

device with the above NIC. The computer device may be a desktop, a laptop, a smart 

phone, a tablet, a wearable device and other terminal devices, or a server, a server array 

and other server devices. The following is an exemplary description of the computer device 

provided by this embodiment of the present application. 

 FIG. 2b is a schematic structural diagram of a computer device provided by 

an embodiment of the present application. As shown in FIG. 2b, the computer device 

includes memory 21 and processing unit 22, and is provided with NIC 23 described above. 

In this embodiment, NIC 23 may be mounted on the computer device by means of a bus 

interface. An implementation form of the bus interface can be seen in the relevant contents 

of the above embodiment, and will not be repeated here. 

 In this embodiment, the NIC includes a CPU and a programmable device. 

The CPU and the programmable device are communicatively coupled. 

 In order to take into account the flexibility and high performance of 

message processing, embodiments of the present application provide a message processing 

manner combining software and hardware, that is, a network hardware offload scheme. A 

specific implementation process is as follows: 
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 For a to-be-processed message, the programmable device may provide a 

message header of the to-be-processed message for the CPU. Optionally, the 

programmable device may provide the message header of the to-be-processed message for 

the CPU when no flow table for processing the to-be-processed message exists locally. In 

this embodiment, LOCAL refers to a storage unit of the programmable device. 

 The to-be-processed message refers to a message received by the 

programmable device. This message may be a message sent by the computer device to 

other physical machines, or a message sent by other physical machines and received by the 

computer device where the NIC is located. 

 The CPU of the NIC may receive the message header provided by the 

programmable device. In this embodiment, the CPU may process the message header to 

obtain a target message header. Optionally, a VS may run in the CPU of the NIC. The VS 

running in the CPU processes the message header to obtain the target message header. 

Further, the CPU may provide the target message header for the programmable device. 

Correspondingly, the programmable device may receive the target message header and 

splice the target message header with a payload portion of the to-be-processed message to 

obtain a target message. Further, the programmable device may forward the target message 

to a target node referred to in the target message header. 

 If the to-be-processed message is a message sent, to other physical 

machines, by a host where the NIC is located, the programmable device may send the 

target message to a network interface and forward the target message to other physical 

machines through the network interface. In this implementation, the target node is another 

physical machine. 

 If the to-be-processed message is a message sent by other physical machines 

and received by the host where the NIC is located, that is, if the to-be-processed message is 
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a message sent by other physical machines to the host where the NIC is located and 

received by the network interface, the programmable device may send the target message 

to a VM running in the host. 

 In the computer device provided by this embodiment, the programmable 

device in the NIC of the computer device can provide, when no flow table for processing 

the to-be-processed message exists locally, the message header of the to-be-processed 

message for the CPU of the NIC for processing, and splice the message header processed 

by the CPU with a payload portion of the to-be-processed message to obtain the target 

message, so that the payload portion of the message is processed using high performance 

of hardware of the programmable device, and the message header can be processed using 

flexibility of software in the CPU to process a complicated transaction logic. Since the 

message header is relatively short, for example, 256 bytes, performance loss in CPU 

software processing due to long-message copy processing will not occur, thus facilitating 

improvement of network forwarding performance. 

 On the other hand, the CPU of the NIC processes the message header. Since 

software has a relatively short development cycle, it helps to meet a requirement for 

message forwarding flexibility and can meet the rapid iteration requirement of the cloud 

network. 

 In this embodiment of the present application, the CPU of the NIC may also 

generate, after or during the processing of the header of the to-be-processed message, a 

flow table for processing the header of the to-be-processed message. Further, the CPU may 

provide the flow table for processing the message header of the to-be-processed message 

for the programmable device. 

 Correspondingly, the programmable device may receive the flow table for 

processing the message header of the to-be-processed message and store the flow table 
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locally. In this way, when subsequently receiving other messages belonging to the same 

data stream as the to-be-processed message, the programmable device may directly process 

other messages, thereby realizing hardware offload of message forwarding, and improving 

the network forwarding performance. 

 A message belonging to the same data stream as the to-be-processed 

message refers to a message with the same data stream identifier as that of the to-be-

processed message. the data stream identifier may be five-tuple information of the message 

header. Five tuples include: a source IP address, a source port, a destination IP address, a 

destination port and a transport layer protocol. 

 Based on this, the programmable device may acquire the data stream 

identifier in the message header of the to-be-processed message when determining whether 

a flow table for processing the to-be-processed message exists locally; match the data 

stream identifier with locally stored flow tables; if the data stream identifier in the message 

header of the to-be-processed message does not exist in the locally stored flow tables, 

determine that no flow table for processing the to-be-processed message exists locally; if 

the locally stored flow tables include a flow table that matches the data stream identifier in 

the message header of the to-be-processed message, take the matching flow table as a 

target flow table; and process the to-be-processed message according to a processing 

manner recorded by a flow entry of the target flow table, so as to obtain a target message. 

Further, the programmable device may forward the to-be-processed message to a target 

node referred to in the target message header. 

 In some embodiments, the programmable device also stores a filter 

condition at which the complete message needs to be provided for the CPU of the NIC for 

processing. The filter condition may include at least one of: the data stream identifier of the 
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message that needs to be completely provided for the CPU of the NIC, one or more of the 

five tuples, a destination network address and a source network address. 

 Correspondingly, the programmable device may determine, on the basis of 

the data stream identifier in the message header of the to-be-processed message and the 

filter condition when no flow table for processing the to-be-processed message exists 

locally, whether it is needed to provide the complete to-be-processed message for the CPU. 

Optionally, if the filter condition include: a destination network address and a source 

network address, the programmable device may parse the message header of the to-be-

processed message to obtain the destination IP address and source IP address; acquire the 

destination network address and source network address of the to-be-processed message 

from the destination IP address and source IP address; match the destination network 

address and source network address of the to-be-processed message with the destination 

network address and source network address in the filter conditions; and if matching 

succeeds, determine that the complete to-be-processed message needs to be provided for 

the CPU. Further, the programmable device may provide the complete to-be-processed 

message for the CPU for processing. 

 Correspondingly, if a determination result is that the complete to-be-

processed message does not need to be provided for the CPU, the programmable device 

may provide the message header of the to-be-processed message for the CPU, and the CPU 

processes the message header of the to-be-processed message. 

 In some embodiments, the programmable device is also configured to 

acquire transaction information of the to-be-processed message; determine a processing 

manner of the to-be-processed message according to the transaction information of the to-

be-processed message; and if the processing manner of the to-be-processed message is 
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implemented by a CPU and a programmable device, provide the message header of the to-

be-processed message for the CPU. 

 Optionally, during determining a processing manner of the to-be-processed 

message, the programmable device is specifically configured to: acquire a transaction type 

of the to-be-processed message from the transaction information of the to-be-processed 

message; determine a target service grade corresponding to the transaction type of the to-

be-processed message; acquire a message processing manner corresponding to the target 

service grade as the processing manner of the to-be-processed message; and/or acquire a 

transaction user identifier from the transaction information of the to-be-processed message; 

and acquire a message processing manner corresponding to the transaction user identifier 

as the processing manner of the to-be-processed message. 

 In some optional implementations, as shown in FIG. 2b, the computer 

device may also include a power component 24, a display component 25, an audio 

component 26 and other optional components. FIG. 2b only shows some components 

schematically, which neither means that the computer device has to include all the 

components shown in FIG. 2b, nor means that the computer device can only include the 

components shown in FIG. 2b. 

 In addition to the computer device with the NIC including the CPU and the 

programmable device, an embodiment of the present application further provides a 

network device. As shown in FIG. 2c, the network device includes a memory 21a and a 

CPU 21b. CPU 21b and the programmable device are communicatively coupled. Memory 

21a is configured to store a computer program. 

 CPU 21b is coupled to memory 21a, and is configured to execute the 

computer program to: acquire a message header of a to-be-processed message provided by 

the programmable device communicatively coupled to CPU 21b; process the message 
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header to obtain a target message header; and provide the target message header for the 

programmable device, so that the programmable device splices the target message header 

with a payload portion of the to-be-processed message to obtain a target message, and 

forwards the target message. 

 Optionally, CPU 21b is also configured to generate a flow table for 

processing the message header; and provide, for the programmable device, the flow table 

for processing the message header, so that the programmable device processes, on the basis 

of the flow table for processing the message header, other messages matching a data 

stream identifier of the to-be-processed message. 

 Optionally, the programmable device may be deployed in an NIC. The 

NIC may be mounted in the network device provided in this embodiment. Optionally, the 

NIC may be mounted in the network device provided in this embodiment by means of a 

bus interface. 

 In some optional implementations, as shown in FIG. 2c, the computer 

device may also include a power component 21c, a display component 21d, an audio 

component 21e and other optional components. FIG. 2c only shows some components 

schematically, which neither means that the network device has to include all the 

components shown in FIG. 2c, nor means that the network device can only include the 

components shown in FIG. 2c. 

 The network device provided by this embodiment includes the CPU. The 

CPU may be communicatively coupled to the programmable device to process the message 

header. Since software has a relatively short development cycle, it helps to meet a 

requirement for message forwarding flexibility and can meet the rapid iteration 

requirement of the cloud network. 
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 In this embodiment of the present application, the memory is configured to 

store a computer program, and may be configured to store various other data to support 

operations on the device where the memory is located. The processing unit may execute 

the computer program stored in the memory to implement corresponding control logic. The 

memory may be implemented by any type of volatile or non-volatile storage devices or a 

combination thereof, such as Static Random Access Memory (SRAM), an Electrically 

Erasable Programmable Read-Only Memory (EEPROM), a Programming Read-Only 

Memory (EPROM), a Programmable Read-Only Memory (PROM), a Read-Only Memory 

(ROM), a magnetic memory, a flash memory, a magnetic disk or an optical disk. 

 In this embodiment of the present application, the processing unit may be 

any hardware processing device that can execute the above method logic. Optionally, the 

processing unit can be, but is not limited to, a Central Processing Unit (CPU), a Graphics 

Processing Unit (GPU), a Microcontroller Unit (MCU), a programmable device, such as a 

Field-Programmable Gate Array (FPGA), a Programmable Array Logic (PAL), a General 

Array Logic (GAL) and a Complex Programmable Logic Device (CPLD), Advanced RISC 

Machines (ARM) or a System on Chip (SOC), or the like. 

 In this embodiment of the present application, the display component may 

include a Liquid Crystal Display (LCD) and a Touch Panel (TP). If it includes the TP, the 

display component may be implemented as a touch screen, to receive an input signal from 

a user. The TP includes one or more touch sensors to sense touch, swipe, and gestures on 

the TP. The touch sensor may not only sense a boundary of a touch or swipe action, but 

also detect duration and pressure related to the touch or swipe operation. 

 In this embodiment of the present application, the power component is 

configured to supply power to the various components of the device. The power 

component may include a power management system, one or more power supplies, and 
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other components associated with generation, management, and distribution of power for 

the device including the power component. 

 In this embodiment of the present application, the audio component is 

configured to output and/or input audio signals. For example, the audio component 

includes a microphone (MIC), and the microphone is configured to receive an external 

audio signal when the electronic device is in an operation mode, such as a calling mode, a 

recording mode, and a voice identification mode. The received audio signal may be further 

stored in the memory or transmitted via the communication component. In some 

embodiments, the audio component further includes a speaker configured to output audio 

signals. For example, for devices with a language interaction function, voice interaction 

with users can be realized through the audio component. 

 In addition to the above message processing system and devices, an 

embodiment of the present application further provides a message processing method. The 

following is an exemplary example of the message processing method provided by this 

embodiment of the present application in view of the programmable devices and CPUs. 

 FIG. 3 is a flow diagram of a message processing method provided by an 

embodiment of the present application. The method is applicable to a programmable 

device in an NIC. As shown in FIG. 3, the method includes: 

 301, a to-be-processed message is acquired. 

 302, a message header of the to-be-processed message is provided for a 

central processing unit communicatively coupled to the programmable device, so that the 

central processing unit processes the message header to obtain a target message header and 

returns the target message header. 

 303, the target message header is spliced with a payload portion of the to-

be-processed message, so as to obtain a target message. 
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 304, the target message is forwarded to a target node referred to in the 

target message header. 

 FIG. 4 is a flow diagram of another message processing method provided 

by an embodiment of the present application. The method is applicable to a CPU. As 

shown in FIG. 4, the method includes: 

 401, a message header of a to-be-processed message provided by a 

programmable device communicatively coupled to the CPU is acquired. 

 402, the message header is processed to obtain a target message header. 

 403, the target message header is provided for the programmable device, 

so that the programmable device splices the target message header with a payload portion 

of the to-be-processed message to obtain a target message, and forwards the target 

message. 

 In this embodiment, implementation forms of the programmable device 

and the CPU can be seen in the relevant contents of the above embodiments, and will not 

be repeated here. 

 In this embodiment, in order to take into account the flexibility and high 

performance of message processing, embodiments of the present application provide a 

message processing manner combining software and hardware, that is, a network hardware 

offload scheme. A specific implementation process is as follows: 

 The programmable device may acquire the to-be-processed message in 

step 301. The to-be-processed message may be a message sent by a computer device to 

other physical machines, or may be a message sent by other physical machines and 

received by a computer device where the programmable device is located. 

 The programmable device then provides the message header of the to-be-

processed message for the CPU in step 302. Optionally, the programmable device may 
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provide the message header of the to-be-processed message for the CPU when no flow 

table for processing the to-be-processed message exists locally. In this embodiment, 

LOCAL refers to a storage unit of the programmable device. 

 The CPU may receive the message header provided by the programmable 

device in step 401. In step 402, the message header may be processed to obtain the target 

message header. Optionally, a VS may run in the CPU. The VS running in the CPU 

processes the message header to obtain the target message header. Further, in step 403, the 

target message header may be provided for the programmable device. 

 Correspondingly, the programmable device may receive the target message 

header and splice, in step 303, the target message header with the payload portion of the to-

be-processed message to obtain the target message. Further, in step 304, the programmable 

device may forward the target message to the target node referred to in the target message 

header. 

 If the to-be-processed message is a message sent, to other physical 

machines, by a host where the programmable device is located, the programmable device 

may send the target message to a network interface and forward the target message to other 

physical machines through the network interface. In this implementation, the target node is 

another physical machine. 

 If the to-be-processed message is a message sent by other physical 

machines and received by the host where the programmable device is located, that is, if the 

to-be-processed message is a message sent by other physical machines to the host where 

the programmable device is located and received by the network interface, the 

programmable device may send the target message to a VM running in the host. 

 In this embodiment, the programmable device can provide the message 

header of the to-be-processed message for the CPU for processing, and splice the message 
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header processed by the CPU with the payload portion of the to-be-processed message to 

obtain the target message, so that the payload portion of the message is processed using 

high performance of hardware of the programmable device, and the message header can be 

processed using flexibility of software in the CPU to process a complicated transaction 

logic. Since the message header is relatively short, for example, 256 bytes, performance 

loss in CPU software processing due to long-message copy processing will not occur, thus 

facilitating improvement of network forwarding performance. 

 On the other hand, the CPU processes the message header. Since software 

has a relatively short development cycle, it helps to meet a requirement for message 

forwarding flexibility and can meet the rapid iteration requirement of the cloud network. 

 In this embodiment of the present application, the CPU may also generate, 

after or during the processing of the header of the to-be-processed message, a flow table 

for processing the header of the to-be-processed message. Further, the CPU may provide 

the flow table for processing the message header of the to-be-processed message for the 

programmable device. 

 Correspondingly, the programmable device may receive the flow table for 

processing the message header of the to-be-processed message and store the flow table 

locally. In this way, the programmable device subsequently processes, on the basis of the 

flow table, other messages matching the data stream identifier of the to-be-processed 

message. Optionally, when receiving other messages belonging to the same data stream as 

the to-be-processed message, the programmable device may directly process other 

messages according to a processing manner recorded in a flow entry of the flow table, 

thereby realizing hardware offload of message forwarding, and improving the network 

forwarding performance. 
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 A message belonging to the same data stream as the to-be-processed 

message refers to a message with the same data stream identifier as that of the to-be-

processed message. the data stream identifier may be five-tuple information of the message 

header. Five-tuple includes: a source IP address, a source port, a destination IP address, a 

destination port and a transport layer protocol. 

 Based on this, an optional implementation for determining whether a flow 

table for processing the to-be-processed message exists locally includes: acquiring a data 

stream identifier in the message header of the to-be-processed message; matching the data 

stream identifier with locally stored flow tables; if the data stream identifier in the message 

header of the to-be-processed message does not exist in the locally stored flow tables, 

determining that no flow table for processing the to-be-processed message exists locally; if 

the locally stored flow tables include a flow table that matches the data stream identifier in 

the message header of the to-be-processed message, taking the matching flow table as a 

target flow table; and processing the to-be-processed message according to a processing 

manner recorded by a flow entry of the target flow table, so as to obtain a target message. 

Further, the programmable device may forward the to-be-processed message to a target 

node referred to in the target message header. 

 In some embodiments, the programmable device also stores a filter 

condition at which the complete message needs to be provided for the CPU for processing. 

The filter condition may include at least one of: the data stream identifier of the message 

that needs to be completely provided for the CPU, one or more of the five tuples, a 

destination network address and a source network address. 

 Correspondingly, the programmable device may determine, on the basis of 

the data stream identifier in the message header of the to-be-processed message and the 

filter condition when no flow table for processing the to-be-processed message exists 
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locally, whether it is needed to provide the complete to-be-processed message for the CPU. 

Optionally, if the filter condition include: a destination network address and a source 

network address, the programmable device may parse the message header of the to-be-

processed message to obtain the destination IP address and source IP address; acquire the 

destination network address and source network address of the to-be-processed message 

from the destination IP address and source IP address; match the destination network 

address and source network address of the to-be-processed message with the destination 

network address and source network address in the filter conditions; and if matching 

succeeds, determine that the complete to-be-processed message needs to be provided for 

the CPU. Further, the programmable device may provide the complete to-be-processed 

message for the CPU for processing. 

 Correspondingly, if a determination result is that the complete to-be-

processed message does not need to be provided for the CPU, the programmable device 

may provide the message header of the to-be-processed message for the CPU, and the CPU 

processes the message header of the to-be-processed message. 

 In some embodiments, the programmable device may also be configured to 

acquire transaction information of the to-be-processed message; determine a processing 

manner of the to-be-processed message according to the transaction information of the to-

be-processed message; and if the processing manner of the to-be-processed message is 

implemented by a CPU and a programmable device, provide the message header of the to-

be-processed message for the CPU. 

 Optionally, the programmable device may acquire a transaction type of the 

to-be-processed message from the transaction information of the to-be-processed message; 

determine a target service grade corresponding to the transaction type of the to-be-

processed message; acquire a message processing manner corresponding to the target 
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service grade as the processing manner of the to-be-processed message; and/or acquire a 

transaction user identifier from the transaction information of the to-be-processed message; 

and acquire a message processing manner corresponding to the transaction user identifier 

as the processing manner of the to-be-processed message. 

 It should be noted that all executive agents of the various steps of the 

method provided by the above embodiment may be the same device, or the method is 

implemented by different devices. For example, an executive agent of step 401 and step 

402 may be device A. For another example, an executive agent of step 401 may be device 

A, and an executive agent of step 402 may be device B. 

 In addition, some processes described in the above embodiments and 

accompanying drawings include a plurality of operations appearing in a specific order. 

However, it should be clearly understood that these operations may be executed or 

executed in parallel not in accordance with the order herein. The sequence numbers of the 

operations, such as 401 and 402, are only used to distinguish the various different 

operations. The sequence numbers themselves do not represent any order of execution. In 

addition, these processes may include more or fewer operations that may be executed in 

order or in parallel. 

 Correspondingly, an embodiment of the present application further 

provides a computer-readable storage medium that stores computer instructions which, 

when executed by one or more processors, cause the one or more processors to perform the 

steps in the above message processing method. 

 FIG. 5 is a schematic structural diagram of a data processing system 

provided by an embodiment of the present application. As shown in FIG. 5, the data 

processing system includes: multiple physical devices 50 deployed in a specified physical 
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space. Multiple sets refer to two or more sets. Multiple physical devices 50 are in 

communication connection. 

 Multiple physical devices 50 can be connected to each other wirelessly or 

wirelessly. Optionally, multiple physical devices 50 can be communicatively coupled to 

each other through mobile network communication. Correspondingly, a network type of a 

mobile network can be any one of 2G (GSM), 2.5G (GPRS), 3G (WCDMA, TD-SCDMA, 

CDMA2000, UTMS), 4G (LTE), 4G+ (LTE+), 5G, WiMax, and the like. Optionally, 

multiple physical devices 50 can also be communicatively coupled to each other by 

Bluetooth, WiFi, infrared, and other ways. 

 In this embodiment, different application scenarios may lead to different 

implementation forms of physical devices. In the same physical scenario, physical devices 

can have various implementation forms. For example, in a home scenario, physical devices 

50 can be, but are not limited to, at least two of a smart lock, a refrigerator, a television, a 

computer and a smart speaker. 

 In this embodiment, first physical device 50a may acquire to-be-processed 

data and provide at least part (defined as data A) of the to-be-processed data for other 

physical devices 50b. The first physical device 50a is any physical device among the 

multiple physical devices. Other physical devices refer to other physical devices among the 

multiple physical devices 50 other than the first physical device 50a. Other physical 

devices 50b can be one or more, which is specifically determined by processing efficiency 

on the to-be-processed data and a volume of the to-be-processed data. 

 Correspondingly, second physical device 50b that receives data A provided 

by first physical device 50a can process data A to obtain a data processing result; and 

provide the data processing result for first physical device 50a. In this embodiment, a 

specific processing manner for data A by second physical device 50b is not limited. 
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Optionally, the processing manner for data A by second physical device 50b can be 

determined by, but is not limited to, a specific transaction requirement and/or an 

implementation form of data A. 

 For example, in some application scenarios, data A is image data. Second 

physical device 50b may perform image processing or image recognition on data A to 

determine image information. For another example, data A is audio data. Second physical 

device 50b can perform voice recognition on data A. For still another example, second 

physical device 50b can also encrypt data A and so on, but is not limited to this. 

 Further, second physical device 50b may provide a data processing result 

for first physical device 50a. First physical device 50a can determine a working mode 

according to the data processing result; and work according to the working mode. 

 The following is an exemplary description in combination with a specific 

embodiment. It is assumed that first physical device 50a is a television, and second 

physical device 50b is a smart speaker. A user can send a voice instruction to the television 

through voice interaction to control a working mode of the television, such as changing 

channels, adjusting the volume, and powering on and off. The television can acquire the 

voice instruction and provide the voice instruction to the smart speaker with a voice 

recognition function. The smart speaker performs voice recognition on the voice 

instruction to determine a need reflected by the voice instruction. Further, the smart 

speaker instructs the television to work in a working mode that meets the need reflected by 

the voice instruction. For example, the smart speaker can provide the need reflected by the 

voice instruction to the television. The television can acquire the need reflected by the 

voice instruction and work in the working mode that meets the need. For example, if the 

need reflected by the voice instruction is turning the volume up, the television can turn the 

volume up, or the like. 
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 Optionally, computations supported by the multiple physical devices can 

be set. The computations supported by the multiple physical devices can be completed with 

cooperation of the multiple physical devices. For computations that are not supported by 

the multiple physical devices, the computations can be completed by cloud services 

corresponding to the multiple physical devices. If the computations are completed with the 

cooperation of the multiple physical devices locally, it is not necessary to transmit the to-

be-processed data in a public network, which helps to improve data security and lower a 

leakage risk. 

 It should be noted that the descriptions such as “first” and “second” herein 

are used to distinguish different messages, devices, modules, etc., and do not represent the 

order, nor do they limit that “first” and “second” are different types. 

 Those skilled in the art should understand that the embodiments of the 

present application may be methods, systems or computer program products. Therefore, 

the present application may adopt the form of a complete hardware embodiment, a 

complete software embodiment, or a software and hardware combination embodiment. In 

addition, the present application may adopt the form of a computer program product 

implemented on one or multiple computer-sensitive storage media (including, but not 

limited to, a magnetic disk memory, a compact disc read-only memory (CD-ROM), an 

optical memory and the like) including computer-sensitive program codes. 

 The present invention is described by referring to flowcharts and/or block 

diagrams of methods, devices (systems) and computer program products according to the 

embodiments of the present application. It is worthwhile to note that computer program 

instructions can be used to implement each flow and/or each block in the flowcharts and/or 

the block diagrams and a combination of a flow and/or a block in the flowcharts and/or the 

block diagrams. These computer program instructions can be provided to a processor of a 



 

40 

 

general-purpose computer, a special-purpose computer, an embedded processor, or another 

programmable data processing device to produce a machine, so that the instructions 

executed by the processor of the computer or another programmable data processing 

device produce an apparatus for realizing the functions specified in one or more flows of 

the flowcharts and/or one or more blocks of the block diagrams. 

 These computer program instructions may also be stored in a computer-

readable memory that can direct a computer or another programmable data processing 

device to work in a specific manner, so that the instructions stored in this computer-

readable memory produce an article of manufacture including an instruction apparatus 

which implements the functions specified in one or more flows of the flowcharts and/or 

one or more blocks of the block diagrams. 

 These computer program instructions can also be loaded onto a computer 

or another programmable data processing device, so that a series of operation steps are 

performed on the computer or another programmable device to produce computer-

implemented processing, so that the instructions executed on the computer or another 

programmable device provide steps for implementing the functions specified in one or 

more flows of the flowcharts and/or one or more blocks of the block diagrams. 

 In one typical configuration, a computing device includes one or multiple 

central processing units (CPU), an input/output interface, a network interface and an 

internal memory. 

 The internal memory may include a volatile memory in a compute 

readable medium, a Random Access Memory (RAM) and/or a non-volatile memory, etc., 

such as an ROM or a flash RAM. The internal memory is an example of the computer-

readable medium. 
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 The computer-readable medium includes permanent and non-permanent, 

removable and non-removable media, which may implement storage of information by 

using any method or technology. The information can be computer-readable instructions, 

data structures, program modules, or other data. Examples of computer storage media 

include, but not limited to, a Phase-change Random Access Memory (PRAM), a Static 

Random Access Memory (SRAM), a Dynamic Random Access Memory (DRAM), other 

types of RAMs, an ROM, an Electrically Erasable Programmable Read-Only Memory 

(EEPROM), a flash memory or other internal memory technologies, a CD-ROM, a Digital 

Video Disk (DVD) or other optical memories, a magnetic cartridge type magnetic tape, a 

magnetic tape/disk storage device or other magnetic storage devices or any other non-

transmitting media, and may be used for storing information that may be accessed by the 

computing device. The computer readable medium does not include transitory media, such 

as modulated data signals and carriers, according to definitions herein. 

 It is worthwhile to note that the terms “comprise”, “include”, or any other 

variation thereof are intended to cover a non-exclusive inclusion, so that a process, a 

method, an article, or a device that includes a list of elements includes those elements and 

further includes other elements not expressly listed or inherent to such a process, method, 

article, or device. Without more constraints, an element preceded by “includes a ……” 

does not preclude the existence of additional identical elements in the process, method, 

product, or device that includes the element. 

 The above contents are only the embodiments of the present application, 

but not intended to limit the present application. For those skilled in the art, the present 

application can have various alterations and changes. Any modifications, equivalent 

replacements, improvements and the like that are made without departing from the spirit 
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and the principle of the present application shall all fall within the scope of claims of the 

present application.   
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WHAT IS CLAIMED IS: 

1. A message processing system, comprising: a central processing unit and a 

programmable device, wherein the programmable device is communicatively coupled to 

the central processing unit; 

the programmable device provides a message header of an acquired to-be-

processed message for the central processing unit; 

the central processing unit is configured to process the message header to obtain a 

target message header, and provide the target message header for the programmable 

device; and 

the programmable device is also configured to splice the target message header 

with a payload portion of the to-be-processed message to obtain a target message, and 

forward the target message to a target node referred to in the target message header. 

2. The system according to claim 1, wherein the central processing unit is also 

configured to: generate a flow table for processing the message header, and provide, for the 

programmable device, the flow table for processing the message header; and 

the programmable device is configured to locally store the flow table for processing 

the message header. 

3. The system according to claim 1, wherein the programmable device is also 

configured to: 

acquire a data stream identifier in the message header; 

match the data stream identifier with locally stored flow tables, and if the data 

stream identifier does not exist in the locally stored flow tables, determine that no flow 

table for processing the to-be-processed message exists locally; and 
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when providing the message header for the central processing unit, the 

programmable device is specifically configured to: provide the message header for the 

central processing unit in a case where no flow table for processing the to-be-processed 

message exists locally. 

4. The system according to claim 3, wherein the programmable device is also 

configured to: 

if the locally stored flow tables comprise a flow table that matches the data stream 

identifier, take the matching flow table as a target flow table; and 

process the to-be-processed message according to a processing manner recorded in 

a flow entry of the target flow table, so as to obtain the target message. 

5. The system according to claim 3, wherein the programmable device stores a 

filter condition under which a complete message needs to be provided for the central 

processing unit; the programmable device is also configured to: 

determine, on the basis of the data stream identifier and the filter condition, 

whether it is needed to provide the complete to-be-processed message for the central 

processing unit; and 

if it is determined not to provide the complete to-be-processed message for the 

central processing unit, provide the message header of the to-be-processed message for the 

central processing unit. 

6. The system according to claim 5, wherein the filter condition comprises: at least 

one of one or more of data stream identifiers of a message that needs to be completely 

provided for the central processing unit, a destination network address and a source 

network address. 
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7. The system according to claim 6, wherein the filter condition comprises a 

destination network address and a source network address; and when determining whether 

it is needed to provide the complete to-be-processed message for the central processing 

unit, the programmable device is specifically configured to: 

parse the message header of the to-be-processed message to obtain a destination IP 

address and a source IP address; 

acquire a destination network address and a source network address of the to-be-

processed message from the destination IP address and the source IP address; 

match the destination network address and the source network address of the to-be-

processed message with the destination network address and the source network address in 

the filter condition; and 

if the destination network address and the source network address of the to-be-

processed message matches the destination network address and the source network 

address in the filter condition, provide the complete to-be-processed message for the 

central processing unit for processing. 

8. The system according to claim 3, wherein the data stream identifier is five-tuple 

information in the message header. 

9. The system according to any one of claims 1 to 8, wherein the programmable 

device is a Field-Programmable Gate Array (FPGA), a Complex Programmable Logic 

Device (CPLD) or an Application Specific Integrated Circuit (ASIC). 

10. The system according to any one of claims 1 to 8, wherein the central 

processing unit is integrated on a system on chip or a microcontroller unit. 
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11. The system according to any one of claims 1 to 8, wherein the central 

processing unit and the programmable device are deployed on the same network device; or, 

the central processing unit and the programmable device are deployed on different network 

devices. 

12. The system according to claim 11, wherein the central processing unit and the 

programmable device are deployed in a network interface card, a gateway or a router. 

13. The system according to claim 12, wherein in a case where the central 

processing unit and the programmable device are deployed in a network interface card, the 

network interface card also comprises a network interface and a bus interface; the network 

interface card is mounted on a host through the bus interface; and the network interface is 

configured to receive messages sent by other physical machines to the host, and forward a 

message sent by the host. 

14. A message processing method, applicable to a programmable device, 

comprising: 

acquiring a to-be-processed message; 

providing a message header of the to-be-processed message for a central processing 

unit communicatively coupled to the programmable device, so that the central processing 

unit processes the message header to obtain a target message header and returns the same; 

splicing the target message header with a payload portion of the to-be-processed 

message, so as to obtain a target message; and 

forwarding the target message to a target node referred to in the target message 

header. 

15. The method according to claim 14, further comprising: 

acquiring a flow table of the central processing unit for processing the message 

header, and locally storing the flow table. 
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16. The method according to claim 14, wherein the providing a message header of 

the to-be-processed message for a central processing unit communicatively coupled to the 

programmable device comprises: 

providing the message header for the central processing unit in a case where no 

flow table for processing the to-be-processed message exists locally. 

17. The method according to claim 16, further comprising: 

acquiring a data stream identifier in the message header; 

matching the data stream identifier with locally stored flow tables; and 

if the data stream identifier does not exist in the locally stored flow tables, 

determining that no flow table for processing the to-be-processed message exists locally. 

18. The method according to claim 17, further comprising: 

if the locally stored flow tables comprise a flow table that matches the data stream 

identifier, taking the matching flow table as a target flow table; and 

processing the to-be-processed message according to a processing manner recorded 

in a flow entry of the target flow table, so as to obtain the target message. 

19. The method according to claim 17, wherein the programmable device stores a 

filter condition under which a complete message needs to be provided for the central 

processing unit; and the method further comprises: 

determining, on the basis of the data stream identifier and the filter condition, 

whether it is needed to provide the complete to-be-processed message for the central 

processing unit; and 

if it is determined not to provide the complete to-be-processed message for the 

central processing unit, providing the message header of the to-be-processed message for 

the central processing unit. 
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20. The method according to claim 19, wherein the filter condition comprises: at 

least one of one or more of data stream identifiers of a message that needs to be completely 

provided for the central processing unit, a destination network address and a source 

network address. 

21. The method according to claim 20, wherein the filter condition comprises a 

destination network address and a source network address; and the determining whether it 

is needed to provide the complete to-be-processed message for the central processing unit 

comprises: 

parsing the message header of the to-be-processed message to obtain a destination 

IP address and a source IP address; 

acquiring a destination network address and a source network address of the to-be-

processed message from the destination IP address and the source IP address; 

matching the destination network address and the source network address of the to-

be-processed message with the destination network address and the source network address 

in the filter condition; and 

if the destination network address and the source network address of the to-be-

processed message matches the destination network address and the source network 

address in the filter condition, providing the complete to-be-processed message for the 

central processing unit for processing. 

22. The method according to claim 14, further comprising: 

acquiring transaction information of the to-be-processed message; 

determining, according to the transaction information of the to-be-processed 

message, a processing manner of the to-be-processed message; and 
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if the processing manner of the to-be-processed message is jointly processing the 

message by the central processing unit and the programmable device, providing the 

message header to the central processing unit. 

23. The method according to claim 22, wherein the determining, according to the 

transaction information of the to-be-processed message, a processing manner of the to-be-

processed message comprises: 

acquiring a transaction type of the to-be-processed message from the transaction 

information of the to-be-processed message; determining a target service grade 

corresponding to the transaction type of the to-be-processed message; and acquiring a 

message processing manner corresponding to the target service grade as the processing 

manner of the to-be-processed message; 

and/or, 

acquiring a transaction user identifier from the transaction information of the to-be-

processed message; and acquiring a message processing manner corresponding to the 

transaction user identifier as the processing manner of the to-be-processed message. 

24. A message processing method, applicable to central processing unit, 

comprising: 

acquiring a message header of a to-be-processed message provided by a 

programmable device communicatively coupled to the central processing unit; 

processing the message header to obtain a target message header; and 

providing the target message header for the programmable device, so that the 

programmable device splices the target message header with a payload portion of the to-

be-processed message to obtain a target message and forwards the same. 

25. The method according to claim 24, further comprising: 

generating a flow table for processing the message header; and 
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providing, for the programmable device, the flow table for processing the message 

header, so that the programmable device processes, on the basis of the flow table for 

processing the message header, other messages matching the data stream identifier of the 

to-be-processed message. 

26. A data processing system, comprising a plurality of physical devices deployed 

in a specified physical space, wherein the plurality of physical devices are in 

communication connection; 

a first physical device is configured to acquire to-be-processed data, and provide at 

least part of the data in the to-be-processed data for other physical devices; 

the other physical devices are configured to process the at least part of the data to 

obtain a data processing result, and provide the data processing result for the first physical 

device; and 

the first physical device is configured to determine a working mode according to 

the data processing result. 

27. The system according to claim 26, wherein the plurality of physical devices 

comprise at least two of a smart lock, a refrigerator, a television, a computer and a smart 

speaker. 

28. A network device, comprising a programmable device, wherein the 

programmable device is communicatively coupled to a central processing unit; and the 

programmable device is configured to perform the steps in the method according to any 

one of claims 14 to 23. 

29. The device according to claim 28, wherein the central processing unit is 

deployed in the network device. 

30. The device according to claim 28 or 29, wherein the network device is a 

network interface card, a router or a gateway. 
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31. A network device, comprising a memory and a central processing unit, wherein 

the memory is configured to store a computer program; the central processing unit can be 

communicatively coupled to the programmable device; and 

the central processing unit is coupled to the memory, and is configured to execute 

the computer program to perform the steps in the method according to claim 24 or 25. 

32. A computer-readable storage medium for storing computer instructions which, 

when executed by one or more processors, cause the one or more processors to perform the 

steps in the method according to any one of claims 14 to 25. 

 

  


