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The GPS geo-location systemis a systemof earth
orbiting satellites from which entities visible to
the satellites are able to determne their position.

Eac the. satellites transnmts a signal marked with
F‘Eﬁ‘&ﬁﬁ‘éﬁ"ﬁﬁ“ﬁ%’eudo random noi se (PN) code of 1,023

[06011PS UnitguehyentiSe iy | @9 tHehﬁel%lé‘tﬁ‘ bb§1§on -E%nﬁmgé’é’h jammer
chi'ps repeat every mllisecond e signal Is also
detaptoh,atietl GRS Izeckidcatidn sgstemi)earel, anae getidicidly tb aproeedidfes for
duration in  the npdul ated signal OOO ure 1 .
defoRHig §HAPES %mcfaaw.la%?cﬁlaﬁ T iH ﬂ@:@ﬂ% g positions
baRUBSPEPS WIS ot RefnliBsnsSt at i on 100 'n a wirel ess
comuni cat1 ons systemrecelves transm ssions from GPS
Related Axtt es 102a, 102b 102c, 102d visible to the
tion, eri time neasurenents from each
b8 ' or TierarS e e

{29 a&l?raﬁzésmrg 4§ B usterpid egtt tortaﬂnae%selhtes from
t
whioft Sat CETTIUBIEE O sk IRHRRS WS BhrnfieROett bo@on. Bich of the
safptistes tramsndifs 4 figna terkaahwith @ rbpearing pecudeasnitorneoits (PN) code of
scri ber _station 100 determnes its

1 @%er gé‘{lélﬁgw fqeanfyme@% Selie r b hPs> chiphesppatrrery millfsecond
Tlgetaﬁéﬂa@'iﬁ 409 m%ﬁéﬂr %B%tf{)&’a{ta %1t§ érbact‘?l' d%ﬁa BIE’EFQ ?20 (;i}lratlon in

Icular satellite corre atlngt
the heodshiteel digaé Wi th a received signal. The recei ved
[Oai nal is typically a conposite of transm ssions from

or rFég‘geédlfhéﬂulaFetS% appliGagipa of ey GRS geoglocyipnssystem, whereby
wEERLY Sl 1601 P SE0S Sy Byl ity FRENE) Bl rom

GES) dextd{hieynl (23, t10eb,s a2 h 108ddavbéy tanbe a¥ionA ahdnddivel time

Doppl er frequenc hypot heses. Each correlation is
MgRSprCEIeREIIBes2ch 9T ifolTeRfr BOTeoRl fhentEansmpgsicns. %yst%@n 100 then

co%?ﬁrﬁéz?t@sd th%smtegk%{é?ﬁ&q# £ ngggmgﬁ é@%?mgﬂaum ee'hﬁtJ\lfPlﬁé) ti&ﬁ which

oherent Inte I on nunb

dewhﬁm&nthel pﬂs&gmabf aoiies stakibg 08T frofo kheC aleeuedthdnys.  Alternatively,
conbi ned.. [ 0005] The correl ation values are associ at ed

sufpqriber fation FQludsiemines 4t PN TR ELONGFOT tlisse MgaTspeEs-

O e BB Fsb s LA s30T gRuar saclice by

correlating the PN code for the satellite with a received signal. The received signal is

typically a composite of transmissions from one or more satellites visible to the station’s
receiver in the presence of noise. The correlation is performed over a range of possible
shifts of the PN code known as the search window W, and over a range of Doppler
frequency hypotheses. Each correlation is performed over an integration time I which
may be expressed as the product of N, and M, where N is the coherent integration time,
and M is number of coherent integrations which are non-coherently combined.

[0005] The correlation values are associated with the corresponding PN code

shifts and Doppler frequency hypotheses to define a two-dimensional correlation
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SUMMARY OF THE INVENTION

[0009] A method is described of detecting whether a peak of a correlation function
derived from a received signal is due to a jammer. The peak in question is within a
localized portion of the correlation function, such as a Doppler segment, which may
have other peaks. A Doppler segment is a portion of two-dimensional correlation
function characterized by a Doppler frequency bin and a range of code phases.

[0010] In one embodiment of the method, the total number of peaks in the

localized portion of the correlation function is compared to a threshold number of peaks.
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[0016] Figure 2 is an example of a pulse of a correlation function, along the code
phase dimension, derived from a GPS satellite transmission.

[0017] Figure 3 is a flowchart of an embodiment of a method of identifying
whether a peak of a correlation function is due to a jammer by performing a comparison
step involving the total number of peaks in the localized portion of the correlation
function.

[0018] Figure 4 is a flowchart of a second embodiment of a method of identifying

whether a peak of a correlation function is due to a jammer by performing a comparison
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acceptable in the trade. Accordingly, any deviations upward or downward from the

value modified by the terms “about” or “substantially” in the range of 1% to 20% should
be considered to be explicitly within the scope of the stated value.

[0028] Moreover, as used herein, the term “software” includes source code,
assembly language code, binary code, firmware, macro-instructions, micro-instructions,
or the like, or any combination of two or more of the foregoing.

[0029] Furthermore, the term “memory” refers to any processor-readable medium,
including but not limited to RAM, ROM, EPROM, PROM, EEPROM, disk, floppy
disk, hard disk, CD-ROM, DVD, or the like, or any combination of two or more of the
foregoing, on which may be stored a series of software instructions executable by a

Processor.
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Consequently, a threshold Tp may be used to distinguish between the two cases.

[0035] If multi-path is present, the GPS transmission might introduce other peaks
into the localized portion of the correlation function. Therefore, the threshold Tp is
preferably set sufficiently high so that it avoids erroneously characterizing multiple
peaks due to multi-path as resulting from a jammer.

[0036] Figure 6 illustrates an example of a valid peak 602 within a Doppler

segment of a correlation function. In this particular example, the peak 602 is located in
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(MMNE) derived by averaging the non-peak samples of the localized portion of the
correlation function. In one implementation example, a peak is characterized by a peak
sample and two adjacent samples. The non-peak samples in this implementation
example are all the samples in the plurality of samples except for the peak and adjacent

samples used to characterize peaks in the localized portion of the correlation function.
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[ 0045] Figure SB illustrates an inplenmentation which
[00451 he Cighierdl illystraes ahispleraentigfinn whickrigihe sombipgonof the
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equal S or exceeds Tp, step 508 is perforned. In step
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[096] Or Med.thé Aumb&forkaks isUES Rk, SRErY ik Perfeindddi G step 510,
to a noise estimate for the |ocalized portion of the

thequeple baargpis relation derp apisd estisnage farrihe localigedgtostion qf the gorrelation
.the peak ener in.re ian th 0i S sti,nat e, | :

1 SaPR S O b b hEly £5, kD RoRE B Fullthe e mose
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due to a janmer. e nethod then conpl etes.
question is identified as being due to a jammer. The method then completes.

o

[0047] Figure 5C illustrates another implementation of the method of Figure 3. In
this implementation, a plurality of peaks are contained within a localized portion of the
correlation function. In step 514, the total number of peaks in the localized portion of
the correlation function is compared to a threshold number of peaks Tp. If the total
number of peaks equals or exceeds the threshold T, step 516 is performed. In step 516,
all the peaks in the localized portion of the correlation function are identified as being

due to a jammer.



[0047] Figure 5C illustrates another inplenentation of
the method of Figure 3. In this inplenentation, a
w@bamabiosy of peaks are contained within a | ocedT/E8zN03/027018
portion of the <correlation function. In step 514, the
total nunber of peaks in the& |ocalized portion of the
correlation function is conpared to a threshold nunber
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exceeds the threshold TP, step 516 is perforned.
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Co’{“gael“%g %J"‘%é%sé 021030 PCT/ US2003/ 027018 8

[0649@48] Fherd SDauabtRges APEQMPN 8f tHRNinipIerBédthedretd FigiRCIB. In
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pedi2i6 identified hobemng dué to sjaemnes26, the peak is identi f| ed

bei n due to a janmmer. [0053] This inplenmentati
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samples, and the MMNE, utilized respectively in steps 520 and 524, are both

concurrently derived in step 518.

[0054] Figure 8 illustrates pseudo-code embodying the implementation example
of Figure 5D. This pseudo-code is in the form of a subroutine which may be called in
relation to each of the peaks in a list of peaks identified by a correlator.

[0055] The Doppler segment containing the peak in question is also identified to
the subroutine. In this particular example, the Doppler segment is characterized by a

Doppler bin arranged along the Doppler frequency axis, and a range of 64 code phases



sanples, and the MN INE, utilized respectively in

steps 520 and 524, are both concurrently derived in
wGa@p/03m8 [ 0054] Figure 8 illustrates pseudo-BOLES2003/027018

enbodyi ng the inplenentati on exanple of Figure 5D.
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[0061] In line 808, peakHeight is the peak energy (in linear terms) associated with

the peak in question, meanMeasNoise is the mean measured noise estimate, and
threshLin is a jammer threshold expressed in linear terms. The value peakHeight is
compared with the product of threshLin and meanMeasNoise. If peakHeight is less than
this product, the subroutine is exited and a boolean value of true is returned, indicating
ti1at the peak is identified as being due to a jammer.

[0062] If peakHeight equals or exceeds the product of threshLin and

meanMeasNoise, line 810 is executed. In line 810, the subroutine is exited and a



[0060] In line 806, the nmean neasured noi se estimate

is conputed by dividing the subtracted energy sum
wa@adogobased in |ine 802 by nunmRenai ni ngEng. [ OBGL/S1m03/027018
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withinGhedll 902 Mdketcalimi 6f fabinfer tBRMSIdAEIB heideahBEERith numeral

integration tine (Ne), and the nunber (M of coherent
9Mnt egr at | ons whi ch are non- coherently conbl ned. [0064]

ur e table illustrati he l.d,
1061t ®) “HentaloWRRk fadatigh $hdyAbg Bed AT chiVRR, thec MR ek and
foﬁh@eﬁﬁe‘éﬁ%aemsﬁnmndﬁhame 8 for certal n setti ngs of

the <correlation paraneters co

um
thresholds in Ii ﬁ shlferris (%M)gze’hﬂ()(fhmh%?%mvm th nurrer(a)

PG 1 1 TS RR 0D s of EfEtegh i FR4 6 Rideile Bish Repigopgtving peaks

due B Fhin@Rrd BT hB EirttS@st, Eﬁb&ﬁéﬁ’% thn&sh goé bre 09! d tﬁ%ko@ﬁ% total
forth between linear ternms and in dB: threshLin =

nufrgyer)pf peaks 10 (theh PeppldiBiegtent( 1¥he §eg066 JesT leenbosieddo 11ncxj&()6 810,

. of Fi e8ut|I|zstvvodJst nct tests for

is PasflioPiDF ReKsenciey TOR (s PRk JrailAPR 1o Yeapan gaspigdnoise estimate

foﬁﬂf@(]ﬁj@qﬂerlsg hégtes 802 and 804 is based on the total
nunber of - peaks in the Doppler segnent. The second

[00€48t , erfhediimtitesnmiay eatsh 8CHeBficant numbba e phnomert fhise phm:lns that
o TR b SRl RS 87 A B RS B2t coe o
il el LGBy 48y BUTRRY s ) AT i 1,
whiele phads thesiamogerjfalserelarth athts @s al ﬁmnnmorsoﬁathpqmmedm@ftﬂ[e jammer in
relation to the noise density Ny. The curve identified with numeral 1002 is the false
alarm rate assuming only the second test above is in effect. The curve identified with
numeral 1004 is the false alarm rate assuming the first and second tests are in effect. As
" can be seen, particularly for the stronger jammers represented at the rightmost portion of
the figure, the reduction in false alarm rate due to enforcement of the first test is
significant.
[0068] An embodiment of a system for detecting whether a peak of a correlation
function derived from a received signal is due to a jammer is illustrated in Figure 11.

As illustrated, the system comprises processor 1102 and memory 1104. The memory

1104 tangibly embodies a series of instructions for performing any of the methods of



jamer which is erroneously accepted as a valid peak.
This is best seen in Figure 10, which plots the
wQ 20mmme108@l se alarmrate as a function of the POMES2083/027018
of the janmer in relation to the noise density No.
The curve identified with ndneral 1002 is the fal se
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transcei ver, 120, U120
GRS, S ova LRI NG TRRoT § Bt
[06?33' ce Vibd oM $Ers is RbSifiRe€toldele GPS correlation functions from the

information provided to it by GPS receiver 1212. For a given PN code, correlator 1218

(_)._

produces a correlation function which is defined over a range of code phase hypotheses
which define a search window W, and over a range of Doppler frequency hypotheses.
Bach individual correlation is performed in accordance with defined coherent and non-
coherent integration parameters (Nc, M).

[0076] Correlator 1218 is also configured to derived pilot-related correlation

functions from information relating to pilot signals provided to it by transceiver 1206.



[0073] User interface 1216 conprises a plurality of

devices for inputting or outputting user information
W@ @h/0a83voi ce or data. The devices typically PoTUSZIOs027018

within the user interface include a keyboard, a

di spl ay screen, a mcrophond?2 and a speaker. [0074]

GPS receiver 1212 is configured to receive and
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t he denpdul ated information to correlator 1218. [0075]
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shgvn)y ThHha BDE weighisyeagh afhde empasdiamants based on the inverse of its
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logagiae friognbipinérigéento it by correlator 1218 are due to
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deSEBEA RNRNE Be b%'g%dmofb tHiRe | AVGURRANPEKIlIL & the art that many more
cor respondi ng E value, and then estimates the

embgdianants implementationd et exampleoarcipusgtile that are within the scope of

this invention. In particular, embodiments are possible where jammer detection in

accordance with the invention is performed in relation to signals transmitted by base
stations in wireless communications systems, including omni base stations and
individual sectors in a multi-sector cell, or signals transmitted by combinations of base
stations and GPS satellites. Consequently, the invention is not to be limited except in

relation to the appended claims.



on the weighted neasurenents. Alternatively, the
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5. The method of claim 4 wherein the identifying step comprises identifying
the peak as being due to a jammer if the peak energy is less than or equal to the product
of the jammer threshold and the mean measured noise estimate.

6. The method of claim 4 wherein the localized portion of the correlation
function comprises a plurality of samples including peak and non-peak samples, and the
mean measured noise estimate is derived by averaging the non-peak samples.

7. The method of claim 6 wherein each peak in the localized portion is
characterized by a peak sample and two adjacent samples, and the non-peak samples
comprise all the samples in the plurality of samples except for the peak and adjacent

samples.
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16. A method of detecting whether a peak of a correlation function derived
from a received signal is due to a jammer, the peak being within a localized portion of
the correlation function having a total number of peaks, comprising:

a step for comparing the total number of peaks with a threshold number of
peaks; and

a step for identifying the peak as being due to a jammer if the total number of
peaks equals or exceeds the threshold.

17. A method of detecting whether a peak of a correlation function derived
from a received signal is due to a jammer, the peak being within a localized portion of
the correlation function having a noise estimate, and the peak having a peak energy,

comprising:
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