;e3e'Lj 6T'wZa 1 Methods and apparatus for Watermarking Digital Data Field
of the invention The present invention relates to nethods for nodifying
("watermarking") digital data, and in particular to nethods mhlch nmodi f

the data such that 5 subsequent tanpering with the data can be Gﬁ»“
The invention further 10 relates to nmethods for recognising the

The invention also relates to optionally hiding add|t|onaI data |n hhnw*
digital data and recovering the hidden data at a |ater

relates to apparatus for perforning these nethods. Background OHMMMMHQMNQNM'
Digital watermarking is a technique for inserting information i

content data such as digital audio data, inmage data and vi deo dat a. *Ghiee*

wat er mark ( Nfdthbds Qﬁ@eggaﬁbtuet&Wbeerﬁryrkiagtnignémétbr ectly (not as an
appendi x) and s usually not hearable (in the case of audio data) or
visible (in_the case of image 15 or video data). It does not affect the
normal use Gfeld pbtheniaventionjat a. However, the watermark can be extracted
fromthe watermarked content data, or detected within the waternmarked

cont ent dat r v, hi p of
the. cont ent TSt BT RUCHER, rSleaTAs: Foticus Tof ModBRld (Swhishmfig
robust to sdigital eatanamd in rpiagmcwﬁr tmrmqaibbdsmlmrshsmodlfytstheodm:aemmmmat

oo T of St SHPRAGLETY SemREHEA NN SAIA G ESodist. Jhe BRETRN BTHEL been
tanmpered wi Fé]%te% 8- métﬂo%tf&cr‘ecbgﬁrkrrﬁ Re"thiperifb. ?ﬂe'rﬁ‘@ﬁoﬁ%lé@?el%@%

nodi fi ed) suc cutting an asting anoth | mge onto part of 1t.
Some exanpl egtrmalwdmgmgr additivnai datalermtlt@dtgitgé dataaasdmoveﬂngtﬁnenbrddee

M ssi on | npqssi bl e_and. Spe t hanged
the vi deo cOREEme BRoRITRr Leporsites N A aGRTERF nefftniid BEe8 rihafes
happen in real life. In the current worl d as terrorismbecones a nore

| mport ant t Baekdround dftnventien | i fe, the extensive use of video nonitoring
systens is becoming nore inportant, and it is vital to be able to

aut hent1®ate that this video footage has not been tanpered with. 5 In the
case of aut Rigital watersrarkingds adeehnigiir forsingadiag inferagéian wtn@gltat&pntﬁm

data such as digital audio data, image data and video data. The watermark

(WM) is embedded into the content data directly (not as an appendix) and is
usually not hearable (in the case of audio data) or visible (in the case of image

15  or video data). It does not affect the normal use of the content data. However,
the watermark can be extracted from the watermarked content data, or
detected within the watermarked content data. One common use for
watermarks is to identify the ownership of the content data for copyright
protection. Such watermarks need to be robust to survive common image

20 manipulations such as compression, scaling, rotation and even A/D and D/A

conversions etc.

However, another use for watermarks is authentication, to detect when
content data has been tampered with, e.g. to detect that a portion of an image
25 has been modified, such as by cutting and pasting another image onto part of
it. Some examples of tampering with video footage are shown in the movies
Mission Impossible and Speed |, in which someone had deliberately changed
the video content of a safety monitoring system. Such things may also happen
in real life. In the current world as terrorism becomes a more important threat




‘ tanpering with the content data can be detected. The watermark used for
aut hentication needs to be fragile, in the sense that a snmall alteration to
t he wat er mar ked content data can be detected, so that one can tell if the
digital contents have been altered since the enbedding of the watermark. 10
Techni ques for fragile watermarking have been proposed in many papers and
patents as listed in the references. These techni ques can be classified
into two classes based on the ways in whdch they define allowable
alterations: hard and soft fragile watermarking [1]. Hard fragile
wat ermarks are very 15 sensitive and can detect very snmall alterations such
as a 1-bit nodification to a single pixel. Sone exanples of hard fragile

wat er mar k  afghgingdnifé thedxtendivd usd bevidebhnositarngessstsing is bétomirigd] work in
the image pixel domain and can deternmne the |ocations of the possible

al t er at i ons mara impprtaph@ngdt i vital teebe pbignto arthenticatedatithisd/idee Maire the
wat ermark b ﬂgp\ ok up 20 table. The main drawback of the
met hod is thégqﬁﬁgggaterﬁa ngﬁschene is very easy to attack. An

i nprovenent to [2] is proposed |n [3] whi ch determ nes the watermark bit to
be enbedded in

hb f th i h
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problemof [6] and [7] is that they lack the ability to determine the

al teringOpositions. Soft fragi |l e watermarki ng techni ques are not as
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shoul d be sensitive eno et ect alterations; 2) The Schene
shoul d mBkesessitive aadlcamﬂntéctoary smlltaitetratmrtsrstgnhr@s adebit medificationitnen
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easy i npl enﬁ‘ﬂb&hé@n@ds@mﬁdﬁ\@cﬁm@e [5]hnuﬂkdnbﬁe wﬂége Pixiel deridin bad cant hl rd
party to break. ummré the |1 nvention esent _invention ains
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image is modified according the watermark bitmap and a random look up

20 table. The main drawback of the method is that the watermarking scheme is
very easy to attack. An improvement to [2] is proposed in [3] which
determines the watermark bit to be embedded in any given pixel using the
neighbor of that pixel. Thus it is very difficult to break the watermarking
scheme. A very simple watermarking scheme is proposed in [4] which hides

25 the checksum of an image to some randomly selected pixel positions. [5]
introduces a block based watermarking scheme using a secret key and a
hash function to produce the watermarking bit. It is very sensitive to any
alteration. [6] and [7] are watermarking schemes used for compressing image

" domain data in that the watermarking bits are embedded into DCT



“In beneral terms, the present invention proposes that content data conposed
of a set of itens having a data value (for exanple, if the content data is
i mge data, the itenms nmay be pixels of the inmage data and the data val ues
may be grey-scal e values or |um nance values) is partitioned into
subsections. A 25 secret key is used to associate itens of the subsections
into groups) each group including an item from each of the subsections. At
| east one itemw thin each group is nodid i ed usi ng a val ue derived from all
itens in the group. Thus, waternmarked data is produced. 4 \When
authentication is to be carried out, the groups of data values are again
extracted using the secret keys, and it is determ ned whether the val ues
are consi st gpéffivlents. theombstirf problémof [6]aresF] tethat tHeydaak theeabilify toot ,  al |
the data values of the group are regarded as suspect, since at |east one of
them has 5 detﬁmeﬁrﬁe{@germgtwpsmrﬁ the wat ermarking. Preferred enbodi nments
of the watermarking schene of the invention have the five desired
properties |isted above. Specifically, conpared with the other fragile

wat er mar K rerfth:tsglleemIedhaHmﬁgstenhnidwsmresmhesisreneitMem tvarg fraggileor m mi ni mal
nodi fication to 10 fhe g{b data, since in ceri?g.in eandirrents a

modi fi ca i oWat %‘“ﬂﬁfk@gr'eg vl Sy@HO‘é(tSQW)%FOBﬂ%' AAPRUARCDE SHEN ERCA AR oup (and
as di Scusseeoﬁﬁk'@é’&loﬁ hﬁgnsmﬁinf bﬁé%t@ﬂsu‘f@&djﬁ%ﬁeh‘tﬁ&& a%ﬂ@hﬂl; a81Ke imBgE Pi te
this, enbodi of 't be sensitive to snmalT tanpering.

Enbodi ment scoftenher auality @rempt Q@aélqubanaedo[ﬁhansi (8] shﬂvesom@texamplea@f

wat er mar ki n t hentication stage. For exanple, each group
can be defi %%@tf@gq%v\?}gg%&%r#ﬁ&e itemof the first subsection and itens of
the other subsections which correspond to it according to a respective

per nut ed sequence produced using at | east one secret ke 20 Thiﬁs
vat er matked!nsmnarydheabaye reaplipnasthrd ﬁﬁﬂ}ebléatteH@aH?”@&P? emes adint to

attacks, sipge Uﬁ?or@et{fqﬁ'é %I{o%n@ﬁegﬂ?@d propeTies ™ r’f‘ﬁ%r\ﬁafetf'ﬁfarlgHé'seﬂeﬁégm

waterrrarklng T e Correlatio are 1 between grou
whi ch are dgkowdtbe sertshtﬁ/ecerml.cglrttootﬂted srhall atbeﬁatlonsu,TZ)oThe( %hememhbmdg) step

of the method nma rfornped.in o 25, of sev I . A first
possi bi | i ty"?aé(et‘z? Egﬁldged Fatép'?ttﬂntﬁﬁ oé\g'r\‘/%lc@F‘%ﬁ&Qaﬁ%’gef‘c%?tP%@'%r e a
wat er mar k btﬁ&waiermmkcé) pb&Hibl8eMaphg aae.tmeeraatt%idemmmed o) The Using a
key (which may optionally be secret, for increased
15  watermarking algorithm should be simple enough for easy implementation; 5)

The scheme should be very difficult for a third party to break.

Summary of the Invention

The present invention aims to provide a new and useful technique for

| 20 watermarking content data.

In general terms, the present invention proposes that content data composed
of a set of items having a data value (for example, if the content data is image
data, the items may be pixels of the image data and the data values may be
grey-scale values or luminance values) is partitioned into subsections. A
25 secret key is used to associate items of the subsections into groups, each
group including an item from each of the subsections. At least one item within
each group is modified using a value derived from all items in the group.

Thus, watermarked data is produced.



* 5 robustness). Note that the enbedded waternmark bitmap may optionally be
data (e.g. secret data) which will |ater be extracted fromthe waternmarked
content data. In this case, the purpose of performng the
enbeddi ng/ detection may actually be to transmt/receive the watermark
bitmap, rather than to 5 performauthentication of the content data. In the
case that a watermark bitmap i s enbedded, the nodification enbeds at | east
one respective bit fromthe string of wetermark data into the set of data
val ues associated with each said group of itens. This nay be done, for
exanpl e, by using the data val ues associated with each item of each group
to 10 derive at | east one binary characteristic value (e.g. a parity

val ue), and vgRéfauthEnhtichtor Rtosé earridgd cut\(ahelgrmmsf:\or@@taamwwam bgainh t he
watermark bitmap. If the two are different, | east one of the data val ues

of the gr ouﬁxtfﬁ9tel§'eu$1’ﬁﬁlﬂﬂ¢ gl kayst ang Hfaﬁg‘ietﬁ*ﬁ@'néﬁawa@"th@f ithe valugs| are t o
mat ch the VRbREIRT it viiet theoﬁidggpgakgé bdd H%%rﬂﬁtde%g%\é{ Phbt APheP8ata

enbedded i nt’0 ea group o ues conca ed wdt er mar ki ng") .
Al ter nat i velglueshef ﬁneobrbupearecregémmmasmukpecg) sinte @tdeastoene of themddis( e. g.

wi t hout maki ng use of r da I ntroduci ng a detectable
redundan®y PEED ! @H@e&mﬂ"l@ﬁl ttge "I'%)P "8¥ ‘e, the nodification may nodify
of | east one least significant bit of at |east one data val ue of the group

20 accordi ”@ré%rfé&ir@mﬁbgl'ﬁ'léd@%'Mhé)i/vbterﬁfarklhg séRAbmeVaf tHeSnwéntiofehailfeOthe:
Certain enbodi nents of the invention are particularly suitable for

wat er mar ki nfjve seged arepertias listedeahavei vel y the content data may be anot her
formof digital data such as digital audlo data. In the case that it is

i mage dat a, f [ he

i mge may bgpfgﬁ%fya I\?'k g?\@b\/\#q w ﬂ{e{ t@%t gg\k%esﬁ%ﬁrqgﬁ(e W?é*ﬁ?dg’

val ues) or epibudimehts bhéerpresertvinventiont raycpedotmhatinirmal nmdufmtnodalba

b el - dddrai the RHgBabath Sce A BT BRSPS FUIOCEBNAS P a8 dmay be
t ransf or med, t a i f

i mage/ vi deo #ﬁtegﬁgﬁ?ﬁeag QB%E%!MN%FI geith &@e%dECgf air?ggaggcg4wp%\ﬁcﬁh%tc henes

typi cal |y t neodificationtrhay detaveny small o0). by- bl ock basis, and the data val ues
of the content data represent anplitudes of spatial frequenci es, e.g. DCT

ot T TR ALl TRY, RARAL I, e v s

treating theappetihgl frequency values as the |tem; Note that if the
content data is supplied in the formof conpressed data, the nethod nmay

;23 :Sgggngﬁ%lq@% %g §nMm drecc?rm;e Selt T rr%rgdtatponacflry gl?npgltgeb\,\lﬂ\t at the king
watermarking stage and the authentication stage. For example, each group
can be defined as a respective item of the first subsection and items of the
other subsections which correspond to it according to a respective permuted

sequence produced using at least one secret key.

20 Thus, watermarked data produced by embodiments may be the highly
resistant to attacks, since the permutation of the sequences means that
during the watermarking subtle correlations are introduced between groups of
items which are distant in the content data.

The modification (watermarking) step of the method may be performed in one
25 of several ways. A first possibility is to make use of a string of watermark data
(called here a watermark bitmap), which may for example be generated
automatically using a key (which may optionally be secret, for increased



» 10 Many nodifications are possible within the scope of the invention,
particularly to enhance one or nore of the desired properties of the nethod
according to the sort of content data which is used. For exanple; if the
content data is imge data it may be preferable to ensure that

nodi fications are spread over all subsections of the inmage, or 15
alternatively that they are limted to a peripheral subsection of the stil
image or frane. As a further exanple, if9the content data is data
transforned into the spatial frequency donmain, the nodification my be
perfornmed only for certain spatial frequency values, e.g. only for data

val ues which are of internedi ate spatial frequency. 20 A further possible

enhancenment rd{ustiss) "KM itRat the bMmibddded ewatesmrei Githtip elaydbptivnally be-
associ ations between itens of the first subsection and different respective

i temrs] of eadataofe.ghseoratctata)pdueh wthdater e sxtraeiedntiogy the waternaikedsed,
bt o e o B83Gh! 086, RRRHE chle BuiBBed B1 bR hE OMAMANGUBRIBRT |

25 i tem wouhthys Betvallp be tbocransrhnﬁrémelwuhgrwatBnmlsclmmamdrakhem tham goi t em
This idea could in r| nci Eﬁ‘ extendeq? further to include any nunber of
sets of Probpdornmzy hﬁﬂi’lcﬁ np RANBNtJHA- of t he subsections woul d not

have to be 7 identical for each of the water nar ki ng operations, since

that may refpiHe édbed tﬁﬁ?a%@ﬁﬁaﬂ@oﬂr@p W bgibaabed %@%o@ﬁ@%rﬁ@ﬁ%‘éd@fatt he

present invention typical %to the technical category called hard
fragile wat bashonen‘gsp@:tsgdmt fronfat eystring faf wateemarkedatadn Q)thetmt ofrdatat i on

aasoci at ed YAURS roobied O A ba o 8P IR TR Y, B ST I oni ng
the content esdaﬁmple rwmsan tm:r ahtalvalgds asdrsorated avith each Nemadf dahsgroapeosecr et
of the itens into 10 groups, .each group

key to associ ate ura
i ncl udi Yy aderiveratf Pe@ %marx/h@@agt@é@m oradue JRdd- nﬁdP@WnéaH?)I éﬁgt one
item withi nag@pgnﬂgoﬂwsa foriRikafe %4 Fpheliv O Wt tnd WiBmidh it OuP:

t hereby pro ontent second expression o

invention i thert’wbhm fifferett at:teasg oae afl ther dataoraluesl ef tie \wadigy meak be

content dat %O%?%ogoe %s(%o c%aﬁgte tl(w)e clharam%erlﬁlc value to match the watermark bit.
Optionally, multiple watermark bits can be embedded into each group of data

15  values ("concatenated watermarking").

Alternatively, the modification (watermarking) step can be performed (e.g.

without making use of watermark data) by introducing a detectable

redundancy into the content data. For example, the modification may modify

at least one least significant bit of at least one data value of the group
20 according to more significant bits of the data values of the group.

Certain embodiments of the invention are particularly suitable for

watermarking image data, but alternatively the content data may be another

form of digital data such as digital audio data. In the case that it is image data,

it may be a still image or of a frame of a video image. The image may be
25  black-and-white (i.e. the data values are grey scale values) or colour.

Furthermore, even in the case that the content data represents a still or video
image, the method may be applied either in a pixel domain image or in a
transformed domain. For example, the data may be transformed in the way



* 15 associated with a data value, the watermarked content data having been
produced by: (i) partitioning the content data into a plurality of
subsections; (ii) using at |east one secret key to associate a plurality of
the itens into groups, each group including an itemfrom each of the
subsections; and 20 (iii) nodifying at |least one itemwthin each group
using a value derived fromall itens in the group, thereby producing the
wat er mar ked content data, said authenti &tion nethod i ncludi ng the steps
of : using said at | east one secret key to obtain said groups of itens; and
8 using the data values of said groups of itens to determ ne whet her the
groups of data values are consistent with having been produced by the step

(iii), and émpﬂdsyedc'msa dchaime Rirscatapressionadi imagedvidegaliles suchbml UPEG,t he
pect. 5 The invention may alter nat ively be

expr esaed. SMEECAMIESS PRI Hrahde s SIS GOy Sorarmdnani ch
causes it t&aﬁebhogn?)l%k tfbgrbl&f: Hagid %d@ﬁ@%e%lb@@%fa@févﬁo?@ﬁgtm%m)r €,

the invention nmay be expr sse as a conputer program produ sfored
on a recor drepresemrrgmplitudées of/\bmtlai frequgnaies penguDET datzaTheusettddrafthag

t t t dat t {, t t f h f
he tvio Sret RUBGIR RGPS e plipefii e a FidyBr SO “snc e She 85" 4PebEr t o
features of aéé&@t@deﬁmd Ql‘b s, |or%rr$ﬁ|\/éﬁﬁ%hﬁﬁ§1,thé%r aﬁQIefrééIM@héif values15

illustration only, reference to the fol | ow ng g?ures I n wWhich
Fig. 1is c@ﬁp@%deﬁ'fs FlNgte Ih@a)f the cﬂﬁﬁ’f@tadgtﬂwému iedoin dhagfaim of

illustratin h., rs t he
i nventi on, %ﬂ%&%dﬂéﬁtggi Ii: e rk él)g g‘%‘%"ggedeé é{eﬁ@gagyd #épl r?ft he
i mage pi xel déeorapressingdt, firdr td tiewvaternarking windi sadyseguieht resbhgresgoan 20

aut hentication technique for use with watermarked data produced using the

wat er mar ki n echni que.of Fig G Flg. 2(a) 1s.an ori |naI and
Fros 201 oHany RUMERIRNS aisrbassiE iiin e Shébs REUE erTin. BRrSIAYY « ne
enbodi ment  gf et'ﬁ‘l&xceloné %FPﬁdrb"tH tﬁé cﬁésﬁr@dtdis ertigg of tﬁé"i'néthsa dE%bl‘dlﬁg 1 1 h
bl ack dots the locations in J)OSSI ity of tanpering Is detected
by the net hthe sartof qontent data Wthh is use

For example, if the content data is image data it may be preferable to ensure
that modifications are spread over all subsections of the image, or
15 alternatively that they are limited to a peripheral subsection of the still image
or frame. As a further example, if the content data is data transformed into the
spatial frequency domain, the modification may be performed only for certain
spatial frequency values, e.g. only for data values which are of intermediate

spatial frequency.

20 A further possible enhancement of the invention is to define a second set of
groups (i.e. associations between items of the first subsection and different
respective items of each of the other subsections). These second groups can
be used, in the way described above in relation to the first groups, to perform
watermarking. Thus, there is "double" watermarking. Tampering with a given

25 item would show up in both of the two groups associated with this item. This
idea could in principle be extended further to include any number of sets of
groups. Optionally, the definition of the subsections would not have to be



9 Figure 3 illustrates schematically alternative ways of partitioning an
image in the enbodinent of Fig. 1 (a); Figure 4 is a schematic flow di agram
of a second enbodi nent of the 5 invention; Figure 5 is a schematic flow

di agram of a third enbodi nent of the invention; 10 Figure 6 a schenatic

fl ow diagram of a fourth enbodi nent of the invention; Figure 7 is a flow

di agram of a further enbodi nent in whi ch a watermark is enbedded into a
conpressed inmage file; and 15 Figure 8 iflustrates schematicall y a further
enbodi nent in which double watermarks are enbedded into bl ocked DCT
coefficients of a conpressed imge. 20 Detail ed Description of the

enbodi nents Referring to Fig. 1, a first enbodi nent of the invention is

i I'l ustr at edidehftical fereadh wé the watsraiaeking ropenations gincei that maymesult (ralessough,
as msntloned bel ow, .t he |nvent|on isnot [imted in this respect in other
enbodi nent sFhangk Oz%‘q%@adﬁgagse a grey-scale image or a colour inage. For
the purposes of the discussion belowit will be assunmed that the image is a

gray-scal e Eﬁ?&%ﬁnéﬁ& tdfafhee%ﬁ"@séhtxﬂive‘nﬁoﬁSWéaﬂS{eBeWnbh t@ thet deotdis which
is a gray-scale value. However, in the case that the inmage is a col our

i mge, the eaﬁegdry‘reaﬂemwdlfeegil@pﬂaf@dﬂamm@ut nmodi fi cation to data val ues
whi ch are the | um nance 10 conponent of a colour inmage (e.g. the Y

conpone i Y. o) i LERT: 0 ) as the
fol | ow % sSé’ggﬁg%ﬁ%' e ﬁr#hée’&r\ﬂﬁ%% i%rfrégg IFTEHiR, & %.W}?@@Q &‘”?%*’éﬁ”%@*'a?
non-over | ap@bm@nsulbw@bhmedﬂof d 3et bB.iteins elch assacipter) withgat [bast bnet r at es
the case n=4, and the sinple case that each of the subsections is a

hori zont al Q?ﬁY}'ﬂU%fth?HBe hﬁ’ﬂd@“'” h of the subsections has the same nunber
of pixels. (2) A sequence of pixels is defined for each of the subsections

11, 12, 13, 14. %Qrtffi%irgrt? BRloerRtaflta FREUERGRIBRY Sbstefibhed as begi nni ng

at the top-left corner of each subsection, fromleft to right for the

first row, followed by
using at least one secret key to associate a plurality of the items into

10  groups, each group including an item from each of the subsections; and

modifying at least one item within each group using a value derived
from all items in the group, thereby producing modified content data.

A second expression of the invention is a method for detecting an alteration
made to watermarked content data composed of a set of items each
15  associated with a data value, the watermarked content data having been

produced by:
(i) partitioning the content data into a plurality of subsections;

(i) using at least one secret key to associate a plurality of the items into -
groups, each group including an item from each of the subsections; and

20 (i) modifying at least one item within each group using a value derived
from all items in the group, thereby producing the watermarked content data,

said authentication method including the steps of:

using said at least one secret key to obtain said groups of items; and



" the second row, and so on. The pixel sequence of the first subsection 11 is
denoted by S1. The data value at pixel position k of subsection | is
denoted as p~(k). 15 (3) The pixel sequences of the other three subsections
12, 13, 14 are randomy ranked by sonme random pernutati on function by using
secret keys to generate 3 random sequences, denoted by S2, S3, S4. This is
illustrated in blocks 22, 23, 24. For exanple, the pernutation may be the
randperm function in MATLAB with a knowBinitial seed. This seed can be

| ater used as 20 a secret key for recovering the sanme random sequence when
detecting the watermark. The pi xel sequences can al so be pernuted nmanual ly
in a pseudo randomway, and in this case the manually pernuted sequences

t hemsel ves shoul dsing theptatavatles sfesie grdugssof(ildmé\so getrmine whiclisdr the, t he
data val ues of each of the pixels in subsection 25 11 is added to the data

val ues in t HEOUWS pkd @fen‘cﬁlﬁgs B&Fpﬂﬁ'ﬁ?%w'ﬁehwm@%ﬂ@déée@ ynihengtep
subsect i ons(lﬂﬁ »andin ]tﬂeot#é%eotﬁﬁ?rthi'?ﬁg secg bﬁvé’eac%lh@g qﬁ%'@eﬁg whi ch

is equal to'the nunber pi Xel's 1 n t eSe groups
bei ng conposealiesfof the gepgcas sespeot. of the pi xel s in subsection 11, and a

pi xel from each of the other three subsections, and the 30 data val ues of
each of he |er S the g dded t oget her ive, a 11 val ue
V(i) , Thep v Pﬂﬁ%& mavaeﬁqrﬁaﬁttiv&%e&p( ey arvan eﬂ?ﬂ%?a%ehﬁv%& Aof the
fir )st g gbsggﬁdd@éséﬂbontmfede%@%ﬁﬁ)aré f/vhidrﬁcé:’%ullsg%%g?@%%ﬁoﬁh)%tthg?d‘Jflite fwo3:

S4=( 476, 2891etl21q¢sadeﬁned 'abova:hen 5 v (1) = p, (1) + p2 (378) + p3 (1349) +
p4 (476) , (1) V (2) =pl (2) + Pi (1052) + p3 (125) + p4 (289) , (2 )

V(3) = pl /

M3 oo PRl L R ol 000 fseded S bl AR R
count ed. Thée.gastdred (arde/ recerg cafrigrhdichyniieen obn ljysal corpated ehpafdtus,

part 1y 16 oBRYINE gebioufanhl Selss oo dBech By B linarailr beparon o
parity bit le,&dﬁﬁgtwaqnéthba§ﬁbﬁﬁ&§iabavé)l ock 31, the parity bit for each

group is 15 conpared a respective bit of a watermark bitmap (i. a
string in which each eI errent is Oor 1). The bitmap represented by bI ock
32 can be eBrinEDeschiptionofTherhigureige, such as a conpany | ogo or a
pseudor andom sequence. In the case of data hidi ng, the bitmap is

datalii nfor ”Pféf&“re&‘?e@ﬁr& GFR8 uh\%frﬁ 2%1 bé“&% i 4 fo {hor atst%b the

wat er mar k bi e sane as er i Section 11
of the |nagldiusﬂrétlctmenlpawnhyeﬂarencatoslbeefommgélgummcwhmla. bit of the

wat ermayk bitmap) no nodification is needed. If the parity bit is different
fromthe respective bit of the watermark bitmap, a nodification is nmade to

the correspondi netgpweboﬁtpotsae otlFrgfh é}l\'ﬁﬁ%tIS%nschbnﬁétI&ﬁBvV'afag?ﬁﬁﬁ‘)d' ments of
this invention, this can general i sed he 25 nodification to

the correspéusiratinga waéerrawylrmtecbmlquawmabee@tlr esnbiadiment ofithe 14;
optionally s per haps
accor di ng « BUeB T Bfidhp rRCE v Bl il R iReak rd I
image pixel domain, and Fig. 1(b) is a flow diagram illustrating an
20  authentication technique for use with watermarked data produced using the
watermarking technique of Fig. 1(a);

Fig. 2(a) is an original image, and Fig. 2(b) shows the result of
watermarking the image of Fig. 2(a) by the embodiment of Fig. 1, tampering
25 with the image, and then marking with black dots the locations in which the
possibility of tampering is detected by the method Fig. 1(b);



* 12 This nodification is performed in the step illustrated as bl ock 33. The
nodi fication process is as follows: If the sunmed value V(i) is odd, the
data value in subsection 12 is changed to pl (i) =pl (i) -1, 5 If sunmed
value V(i) is even, the data value in subsection 1 (denoted by a) is
changed to pl (i) = pl (i) +1, It can be seen that this sinple operation
changes the parity of 1's of the sumed val ue and thus nakes it the sane as
the respective watermark bitnmap value. % this way, the watermark bitmap is
enbedded into the original 10 inmage, to generate a waternmarked inmage. It
shoul d be understood that steps 22, 23 and 24 may be perforned in parallel,
e.g. at the sane tine for three pixels of the sane group. Each of these
steps, and st epsFifre Blillgstraté® schempticdllyraternativet ways bbpartitiohingfart he 15
groups. In practjcal enbodinent? _agiaqf steps 60, 61 and 62 may be
performed i inagsjpcbe efpbedimend o EIQ/ ¥yroup at a time when steps 22, 23 and
24 are being perforned in respect of a different one of the groups.
Detection of the watermark using the waternmarked data is illustrated in
Fig. 20 1 (b). Agigune #tis ai sthgmatic floy diagna df@ secondmmgbogimert ofithmi n i nt o
t he subsectijons,.11, 12, 13) 14 (which are identical to those in Fig. 1
(a)). Then, NVRNEQILLS 42 43, 44 the pixels in these segments are pernuted
in the sane fashion as in steps 22, 23, 24 and using the sanme secret key,
so that the sanme_groups of pixels are produced. The data val ues of each
group are 25 addEgure bdp asschematiedlaw,diagsgmzf agthirdenaodiment epthesent i ng t he
parity of tgﬁ H@&per of 1's in the summed value is conpared with the
respective Ve 'the same waternmark bitmap used in Fig. 1 (a). The
watermark bitmap is known or may be regenerated in step 53. In step 54, any
difference between the parity bit and the corresponding, bit of the '
wat er matk bi t mapFigsire Saisehematieiow giagramaf q %Qoamts@#@et anpering
with at Ieaﬁ&ﬁgﬁghof the four pixels of the group. That is, all four pixels
are suspect. € 'that it is possible that any one (or nore) of the
corresponding 4 pixel 5 positions (one in each subsection) on the inage has

been nodified, apd it_i.s ifpossible to J e which of .these 4 positions has
been nodi fi ed. r@lﬁé%?,'séif@\ﬁ%ﬁ%@@%"yﬁﬁg&ﬁm&ﬁwe?fdﬂﬂ@P'F'ﬁ& nust be done
In a contli THELSTIRITR é%FFQé@%t&@%rﬁp?@%&édGrﬁb@é@ilé%%ﬂgl ng the value of an

i solated single pixel w normal Iy not change any content of the inmage),
that wi18 result in the suspect 10 pixels clustering at the real tanpered

area while scattegri i : ; e i.tion can
be- det or m ned by" B ButegEs sfti@Rdoal Skl eLieRmBAE dfiniegbls 7
exanpl e i s whtedharks Biegembeddediingoiodked) DCT coeffiviérgs ndla domgressdd Fi gure
2(b) is an iimrtaaggee obt ai ned by nodifying the image of Fig. 2(a) by (i)

.20 Detailed Description of the embodiments

Referring to Fig. 1, a first embodiment of the invention is illustrated. This
embodiment operates in the image pixel domain (although, as mentioned
below, the invention is not limited in this respect in other embodiments). The
25 image may be a grey-scale image or a colour image. For the purposes of the
discussion below it will be assumed that the image is a gray-scale image such
that each pixel is associated with a data value which is a gray-scale value.
However, in the case that the image is a colour image, the embodiment may

be applied without modification to data values which are the luminance



“applying the method of Fig. 1 (a), (ii) nodifying the watermarked i mage by
adding 1 to each pixel within a small rectangular area, (iii) applying the
met hod of Fig. 1 (b), and (iv) marking the suspect pixels by a respective
bl ack dot. Fromthe cluster of black dots at the upper left portion of the
image) it can 20 easily be judged that the area where the waternmarked data
was nodified in step (ii) is the one marked as "tanpered area". Thus, the
true tanpering position can be i nferred'ased on the cluster. Note that the
nodi fication nmade in step (ii) is a very mnor one. The fact that 25 nost
of these nodified pixels have been detected shows that the proposed

wat er mar ki ng schene is very sensitive. W now turn to discussing various
nmodi f i cat i ocsmpbheht afeanchleunizge (e.ghthefY compeniotiinfdh8Cld YR coldne scope of
t he present_ invention. 8 14 Firstly, the nunber of subsections can be
varied, as FBR0% FRPTAEAMEFONL which the subsections are defined. Since in

t he flrst enbodi nent the watermark bitmap is enbedded by nodi fying the data
val ues in subsection 11, subsection 11 can be selected so that it occupies
an ar ea whi Theiemnbagimenthas Hye Wilowing stepant, for exanple, the edge area of

e o0 bob R VR P b B

appr oxi mat elfy, 1@&5&@#05@ \IAN).e5illasRateBaN8 caBe N=ayBAE td simpiad 3(b)
In Fig. 3(a) only three 10 su sectlons are defined, and the first

subsecti on €2 thad gasliohthe suksasiiens ioa h@mzolhtakstglpepf(ﬂa? jmage-gach of
non-cont i gupuis, S%%tloﬁé)ﬁgg sé’rfnet gers of the image. In Fig.

3(b) the first subsection (correspon |ng to subsectlon 11 in Fig. 1(a)) is

an edge r eg(Z)nA séquérece ofgqgirels As defimahfordach df tise delbsevtioner 19f12sUBsbEt i ons
in Fig the definitions of Fi 3(a d,re e the 15
vi si bl e1Q:ha§@%e’6anP'ﬁee? SRLEWSILS ) 3’% ﬂ%ﬁ’?/gé*%’? g'i‘in{f@ L*b@é@@'?é*gl nce the
nodi fied ar 'E&% vention
is illustr at@@ﬁlefhﬁﬁg@af ban & I \tllgir;l?gﬁrtn IgﬁqSﬂQHﬁc?rs{?@g?gﬁ&Pnﬂ?%grqy;er

i ncreases tthe semdnldtrym andaoeam wauaxall segueniceof the firsd subssctiont 1Lise a

embeddi ng aCRBRBAATR bl teapa etk ARehEoglion APt GRbERBI, iSRRI val ues

of the four % Z}‘ of the respective group, the sumof the 7 nost
si gni fi cant @bifty (IVBBs) of the four pixels of the group is cal cul ated, and

the ”“W%ertf’a{)e'r%e pik8l ddYunt8s B tHdGhet fifreBAbkYcting 1 15,9k 4r8 hi dden in

t he respec
randomly ranked by some random permutation function by using secret keys

to generate 3 random sequences, denoted by $2, S3, S4. This is illustrated in
blocks 22, 23, 24. For example, the permutation may be the randperm
function in MATLAB with a known initial seed. This seed can be later used as
20  a secret key for recovering the same random sequence when detecting the
watermark. The pixel sequences can also be permuted manually in a pseud'o-
random way, and in this case the manually permuted sequences themselves
should be kept as the secret keys.
(4) As shown in block 30, the data values of each of the pixels in subsection
25 11 is added to the data values in the corresponding positions of permuted
sequence from the subsections 12, 13, 14. In other words, a number of
groups is defined which is equal to the number of pixels in the subsection 11,
each of these groups being composed of a respective one of the pixels in
subsection 11, and a pixel from each of the other three subsections, and the
30 data values of each of the pixels of the group are added together, to give a



© 25 lowest significant bit (LSB) of the four pixels (assuming that the inmage
data value is an 8-bit value). For an image with 8-bit data val ues, the sum
of the 7 MSBs of the four pixels (expressed in binary) will not exceed 9
bits, so the nunber of 1's is at nost 9. A value in the range 0 to 9 can be
encoded in 4 bits. Thus, the LSB positions of the 4 pixels are enough to

hi de the nunber of 30 1's. 15 The steps of this nethod are shown in Fig.
4. As in the nethod of Fig. 1 (a), the ﬁiur subsections 11, 12, 13, 14 are
defined (in any of the ways discussed above), and pernuted sequences S2,

S3, S4 are obtained. The nethods for 5 doing this are as expl ai ned above
with reference to Fig. 1 (a), so these steps are denoted by the sane

ref erence nygaRrieal §) 2@heRSthe2ifdex il labels the groue(crequivalemtly theiBsl aftheach

pi xel is obtained for each group. In step 61, the nunber of 1's in this sum
i s cal cul at festisubseetion §1ofer examplesif the 4 sequenges @se: S6milers 8d--int o

binary, is higd i espeeiL f e pixal 8,4.04-kh rppy 10 A

dr awback of "?@%e@%%gﬁbbgf %ﬁ{ﬁfésg?ﬁ ﬁg’t 5%%’r'é'8ia)r§r]§g%4— 4t7 é’ g% ‘ues need to
be nodified.,, Yhhenthe waternmarked i mage quality nmay become poorer than in
the first enmbodinment. 15 A third enbodi ment of the invention is illustrated
in Fig. . This enbodinent is a concatenated fragile WV schene, in which

three bits of a wat rk patte (opt i |l erated in step,79) are
enmbedded in each gr 2{@%%%&@%&%@344?@#é&%ﬁ@ of the thi rdP'Jrrbodi ment
are the sane as int fir an nd i s: the sequepges S2, S3
and S4 are obtained Y}Jg?ﬁ&?)gepé leq%‘aig%ggg?g%é@@;z 23, 24), t hat
groups of 4 pixels i he rgspectime cli re obtained. /4\n step 70,
instead of directly Eﬁ%%égt%(?g{?ﬁég?gﬁfak&?gpfom al | four(dgubsecti ons,
t he correspondi ng data val ues of subsections 1 and 2 are first added

together. Then in step 71 a check is done of' the parity of the nunber of
1's in 1hi sandsg en.Farteaghfgroep, thetnumbernef Wairethesgummied vaie (Kinamnyi s parity

25 check does not. match i i i A r YR nbedded
by modi fyi nEXPHESIELD if Satnflge, The ?éﬁﬁ/ ERlder of s Wﬁh‘g"ﬁ%ﬁ S?%tgﬁlc%?' t he
nmodi fi ed datraugathese & a bafityovaled foreaamespective group afgdbalst o t he
correspondi ng data val ue of the pixel of th roupg in subse fion,S. In
steps 74 andb)ibihepadydnaddea SarbiRT Bis Ueeia dRscrba Bealm. Gitenise, 8

embedded i ni,a it s 0REWsS AL NSRS ih Bodk'$1, 4RE Palif) bt fét esthliBapii#N 3-

15  compared with a respective bit of a watermark bitmap (i.e. a string in which

16

each element is 0 or 1). The bitmap represented by block 32 can be either a
known bitmap image, such as a company logo or a pseudorandom sequence.
In the case of data hiding, the bitmap is data/information to be hidden in the

‘ image. The number of bits of the watermark bitmap is the same as the

20 number of pixels for subsection 11 of the image. If the parity bit is same as
the respective bit of the watermark bitmap, no modification is needed. If the
parity bit is different from the respective bit of the watermark bitmap, a
modification is made to the corresponding pixel of the first subsection 11 (in
other embodiments of this invention, this can be generalised by making the

25 modification to the corresponding bit of any one of the subsections 11, 12, 13,
14; optionally this may be different for different ones of the groups, perhaps

according to some test applied to the data values of the group).



"In steps 76, the nodified data val ue of the pixel in subsection 3 is added
to 5 the correspondi ng data value of the pixel of the group in subsection
4. In steps 77 and 78, a third bit of the watermark bitmap i s enbedded in
the data values of the pixel of the group in subsection 4. This third
enbodi ment of the invention can be used to inprove the sensitivity of the
wat ermarking to alteration. For exanple, _ if any tanpering nodifies a pixel
in subsection 2, the alteration may be detected either fromthe first
watermark bit (which is enbedded into subsections 1 and 2) or fromthe
second bit (which is enbedded into subsections 2 and 3) or both. Therefore
Su bsection 2 can be considered as protected by doubl e watermarks and thus
15 i s nore Fhissnodifieation & perfarheshin the stefdilluswatedtdseblook 38i Mhecapability is
al so i nproved. .For, exanple,. if wat ermark bitmap alteration is found in
the first V\H}C@I'd:ﬁ%t@nlﬂrggm 'P@Sr{gpo‘ﬁ'und in the second and third watermark

bits, L can b the'dGfthdd'daiubNAf MG !the datd Q4R ih BEbBbctRI 121igd ubsect T on

1. The drawbac he concat agile WMis that nore pixel

nodi ficatio equifed,t@ 20 enbed nore watermark bits. The present
i nvention n’gﬁla'ﬁgda%p%gg aﬁ)'s@ to conpressed i nages and/or the video domain

such as gPEG  /eGfned VB V6 s eVén theldatakgluéRFsubsedibrex fdendted by t he

JPEG conpression schene, the inage is first divided into 25 many bl ocks.
Usual |y, eaghidhl qapshsEr=9f (8+1, 8 pixels. A two dinensional DCT is
per f or med vmgé]ﬁ'i n e ceh blig)c )S_?E)I( owed by the quantization of the DCT
coef fi ci ent #.cahttee seemthat ¢his BMplecsddratiore ohangesethelparity of 1isrofdhe

R L
enbodi ment B&mhg%nglwﬁfﬁkqﬁ?may? e Rtk bﬁ’tg@?ﬂ Tig@rh@éucyé& itd e it

conpressi on sc I's illustrated in Fig. enbed a fragile watermrk

i nto a IPEGmagedo generateccwatesmaskat! igagehe basi ¢ mani pul ati ng el ement
("item) in place of the pixel as in the first three enbodi ments. The data
values 5 used in Fig. 6 are the quantized DCT coefficients for the imge,

arranged i nit&r3ull 196 khdétstosd tHat 8tepsiZE Baftnba mr%} bépePormetien) . The i mage

is partitioned into subsections in this cpnPresse i mge domai n. These
subsect i onspa@fiebe 9.t the samestimg fert@ree pixels ofthe samp e Eachid there i s

DCT data 81 , t i f

per rm?a?i ont e%ées&éé% % épt?éséi%gca;l %fnphégeﬁﬁﬁéﬁﬁﬁﬁ%!)ﬁlﬁn%ﬁ%ﬁﬁ%ﬁ'ﬁggk 2
sequenﬁ&l; | grouypss gtp&agisalmrp_ﬁofdimﬁm,ﬁwt%fememrﬁg, @‘éagﬂtﬁ@dﬂbeymps_ 92,4 93,
94). The quanti ze coe cL.ents o e car,respqnail C |

su%)sect i oﬂspﬁﬁ%r@%cﬂ g'bge@@_ec{;%{ra h%“éﬁ'vﬁn&fﬁf"pé‘ 6|tur'%5v91%ﬂ %gpf)é% égélngl?é ents
whi ch occupyrd B@in@%@fo?ﬁfwtih@@épef/&tlbrhraiﬁé}@nﬁbﬁé@fﬂf&g#@iu@@,ks of the group

are added (step 95) together as follows: 15
v(i~. 1)=di.t(i~1)+dz, k(i~l)+ds, n(i~. 1)+da.n(i~.7) (4) where V(i, j) is the

sumed val u f .the | cier t [ et | within a
o1 ock. .. - Defectiofrad waimark e o whtefmaried GHlaTE flubyrattfiodtit

coef fi caeent 1@f), Abein thé ilageks pbrtkwesdn theimage lixel dothain mte thdie
correspondi ng bl ocks in subsections 2, arity of

ck ] 3. and 4. Ln ste,9g, s
the nunber 8@bsedtions W12, 13, 146 (whish are ientical to t 8%?)&:?19\-/ _@9’ + 1 RN, 4N
vat er mar k. blipRi 2 4s, kh tho PkelOinAbsabbtentd S ovRutBa e tbeamgl o -1

nodi fi cati on process’'to on oe S 1S made.
Opt i onal | y, fdshisrvas in steps @2h 28| 24 anddsingtheadanng seoredikby, sutheddhé on 1 but

among the. 4SEBeENPS Of phEIS waduRapESE  The st BnlBs P g ot oralbRi . oo
fﬁgf :‘ iﬁ;%fnaég?e?ét?gst?gm%arﬁ in'$t8p M2H phHIBiORpFEsbiRgHAB patity 61 thenum  Thus
number of 1's in the summed value is compared with the respective bit of the
same watermark bitmap used in Fig. 1(a). The watermark bitmap is known or
may be regenerated in step 53. In step 54, any difference between the parity

bit and the corresponding bit of the watermark bitmap is used to infer that



> 18 better preserved and the conpressed image size is also | ess affected.

For exanple, if one or nore of the blocks is in the flat area of an inage,
nost of its (their) DCT coefficients after quantization are zeros. Thus if
+1 or -1 is added to these coefficients, it will result in a relatively

| arger change in the 5 deconpressed i mage and also an increase in the JPEG

i mge size since the Huf fman code wll be changed a lot. Since the 4
subsections are far apart fromeach othd®, it is highly possible that if
one or nore of the blocks is in the flat area of an image (e.g. dl,, (~, )

and a3,", (i, j) in (4)), the other blocks (e.g. dZ,k (~, j) and d4 n (i,
j) in (4)) may be in an area with large pixel variation so that 10 they
will have | tege heebespaddme tarnpering vithel Ieaist ohersfdhé faatpigdlsioffies t s a
relatively small _change to these | arge DCT coefficients, thus naking the
wat er mar k- | @E4IPy T8Ab|Se all fRURRIXSIS Are §USRRE. change in the encoded file

| ength. Note that optionally, a watermark bitnmap may not be enbedded in
every 15 group of four corresponding DCT coefficients. Due to the

quant i zat i oNptentina ita$ ppheibla thiat Any gne rfoy mooe) ofithe eorrespordingdogixébr hi gh

bt e haveoTho QR SAHRSRGTIRk o fher o 5s heen Foiem Sdbe
frequency CARSARNL o RIcEARTCA dhendseP ositioR! Has DembainBa! Aohget,ar ger

original DCT coefficients and 2 er quantization steps. Preferably,
t he DC (i . esingeadmestzanyametningfid iayperog musiiberdonshitua domtinuaus aread t o

b ock, -whi cRofCe (evurbigs {fi8e Chandhi s VARE st SRl PAAREN, i n°
one bl ock afermiifthdtchengednyTomdrtrofik irhage), thtywillreAor inengrRuspéctany one

of the DCT coefficients 1n a block can be considered as an alteration to
that bl6ck. Pixplscustedng gk theriadl tamperedaarea yhilsceaationng dm otharyareas.i denti fi ed

quant i zed DL A0Y e Breta it B RKSHEME by il i U™

vari ant pr oofdhe,suspect pigelshe steps if the 19 conpressed JPEG inege file
is avail able instead of the quantized DCT coefficients. This enbodi nent
partly decodes the JPEG file to get the quantized DCT coefficients (step

101 ), and shemapExadmis ResNEkEIRIgara e, F@;uFéQ(aqu *B?ghélﬂmﬁ%;g; 7 as the
set of steps 102). After enbedding'the fragile 5 watermark, the nodified

DCT coef i cFigntes26r)ds Rofimage abtaioed dy(pedifying e neagsehirig. 2@ byaliler mar ked

conpr essed f t pr e change
in imge sé@giﬁgtth%%%ﬁgﬁ%gf&;c?(gglgé rﬂ?ﬁ@ﬁ&? Iﬁf&%ﬁ?{%rkgi%ggﬁépl . There
are 2 mai n sddiag ntofecht gikel:within Ja divals edctariduiar aeag ah) apXlfingaréfi cients
anong the 4 subse&[i_oni@o errE)_ed tgg \/\yeebit, (2) .npst of 10 the DCT

coef fi ci entgethad ¢fdridchengaed (Whmaneng e suspesyPisels Ry e repReeive blacl
subsecti on r f kot Wd hi : | t of
the DCT codtdh orafffe chistér WLMAGIos aythe UnBel8RMGrty (I8 et K o2l ey

.20  easily be judged that the area where the watermarked data was modified in
step (i) is the one marked as "tampered area”. Thus, the true tampering

position can be inferred based on the cluster.

Note that the modification made in step (ii) is a very minor one. The fact that
25 most of these modified pixels have been detected shows that the proposed
watermarking scheme is very sensitive.

We now turn to discussing various modifications which can be made to the
first embodiment within the scope of the present invention.
30 |



- cpefficients are much nore). 15 As mentioned above, for the bl ock-based

wat ermark schenme, the mninmum /| ocating area is of the size of a bl ock.

Thus, by anal ogy with pixel imge domain case of the first enbodinent, if
one error is detected in the watermark bitmap, any of the 4 bl ocks
associated wth the error position may be the source. Fig. 8 illustrates
schematically a further enbodi nent of the invention 20 which increases the
error locating ability by enploying a ddtbl e waternmark schene. Each bl ock
is associated with two respective WM schenes. However, the two schenes have
di fferent random sequences to arrange the blocks. For exanple, in the first
wat er mar k schene, the bl ocks associated with block 1 of subsection 1 nay be
bl ocks 138, Fﬂr@t%: tHé namberlos eabseutivns .cap Bibvariatl, 4s daestheahanednin whieh
grouped as (}1%5138 439, 76). In the second WM schene, thea%oup i ncl udi ng
bl ock 1 of t Ubﬁeé‘ffloﬁil%eeéﬂ"tﬁﬁ RIYCH ‘lbpcflfﬁfse'(‘@d'mt thewatermyarkthe fir st

roup i s us i DCT

goef 1I‘Oi ci ent gﬁ’?‘%B Iﬁghﬁ%ggl?,ﬁ W@oﬁﬁ%n%@??’fd&\éé@%% § '(-@15) . Simlarly,
t he DCT coe$iihssations! 10{sh Be seledtel] g0 Hat itaycdupiesoah ér@lwhmhesmedvls(]atlyle
second bitmap., Thus, if both the first a second .groups, are detected to
20 contd n @'Qf‘&fﬁcanf forexarpele; ] A2 "Ph%1 image. t"gﬁﬁgﬁ?tntg &5& tionis in
blrock 1 of R&Er;r%fﬁérﬁ%rlp tlbﬁmgf’th§ ﬂﬁﬂ%@ﬁﬁ’f@%uﬁb@é‘fﬁjﬁs iSTRAGhE MRPther st groups.

Al t hough on ew enb ment i nvention have been described in
detail, manpixebsrinasch wbeepMSMldd\hetaﬂmoxlmtsdee samea.he i nvention as
w | | be clear to a skilled reader. For exanple, nmany features in the
vari ous enbodi mrents above may be conbi ned. Furthernore, the above

conpressed gofRi Exat Iéé@é%hb@nﬂh@@ir&s%) mdie(bT)Olrngesta%rtdﬁydtHréet he vi deo
domain, e.g. for usepl n MPEGR2, MPEXA) H. 264, et One exanple is

fol | owi Hy: sWhpseaiiens gre def"ﬁ%ﬂr@"tﬂ‘thﬁ ESWWCHW&SP&W'% t@lﬁﬁhsﬁpt'?ﬁ ocess
b h

ot ormat 1 on A0 F1is Wl F' 8t SRR ot Ryt d RS G (RGBT o1

On the ot heimagndn Figr3(bhthe firstsulfsemtion (cd)reesrpnminrrga’rd@ub'secaon Hd infigdded

bits can belEHbERILACIRIEIBRS T Brade: Afecorpaed B3B8 sefiiRRAL b, ¢ map. can

be sinply t&?oéécﬁﬁﬁs i g@eﬁ (&) the aérﬁ.tms wlgsm@(a«;@ﬂdcé(sywoawmé@ba the

alteration as |nsert|on or | oss of frame of the vid
sequenct zmsthle chemgmtcethel image eausedﬂns@emetefmav@?@ptqwsmsleeﬁm«

changes i n TREEC o8 brBe iR thobRABEST. cnr' on, as dofined by the cl ai .

25 Furthernore, whereas in the enbodi nents expl ai ned above, watermarking is
performed for all items of the content data) this is not_a requirenpent of

t he inventi 6r$eCPﬁ§t9é‘&‘éPd"F’t§’Pt ekthednkention @H@%%@d 8 Figoftt ERis @Rt @hi ch i s
| mage dat a, 5P IREN A hEreirnE?ébd%eertHQ%B \A@% &é’te@t dé\%lafli)eré’ﬁor’i h? pi xel s

may be assoc ated 1 n group s and su t er mar ki ng.
Furt herzoor edoeé ho’omse aevatbnnark@tmatn r&pﬂcsﬂcaaﬂiwm the seicooth embm:tlreen’ar k bitnmap

nbedded b f data hiding. In thi
caser the. wielatREBPedRS el i aR PR et udY Bl S dgen
in an i mgegaianydihes Qﬁ%%UF‘EIXBTSO@fQﬁé,reéﬂ'&:tWé“g@M% etfe BUMTBPtHe PMdste 5

wat ermarked Inmage is the targeted informnation. In this case, for exanpl e,

in Fig. 1 (significepsbito(BBskaf thedoubpixplsrafdhesmursisgaigsiaied, angdhe or ms t he

U D, snans bz B! Sih Byt ek idsnte PR drine S BRERRN o Mspeie 10"
Processpmng idagsst sigpificded bid lLSBB)OcheZBQﬂpIXBM(@Sé@mirEj thafu/thé\/ima@ldataand F.

M ntzer " An Invisible Watermarki ng Technj que for r’{age VerIfICf’;\thIO{I Proc.
| EEE I nt. Oeale is aadebibvalied Jigrg@n Mrge Wik Sobibdata values, the sum of the

MSBs of the four pixels (expressed in binary) will not exceed 9 bits, so the

number of 1's is at most 9. A value in the range 0 to 9 can be encoded in 4

bits. Thus, the LSB positions of the 4 pixels are enough to hide the number of
30 1's.



*[3]. J. Fridrich, M Coljan and A. C. Bal doza "New Fragile Authentication
15 Watermark for Inages"” Proc I|EEE Int. Conf. |nmage Processing, 2000,
pp428~437 [4]. Steve Walton "I mage Authentication for a Slippery New Age"
Dr. Dobb's J., Vol.20, No.4, 1995, ppl8~26 [5]. P. W Whng and N. Menobn
"Secret and Public Key Image 20 Watermarki ng Schenmes for | nmage

Aut henti cati on and Owmership Verification" |IEEE Trans. On |Inage Processing,
Vol . 10, No. 10, 2001, ppl593~1601 [6]. 19. Bhaskaran and V. Ratnakar
"Fragile Watermarks for Detecting Tanpering in Images” U S. Patent No.
6,064, 764, May, 2000 [7]. R L. Adler, B. P. Kitchens, C, P. Tresser and C
W Wi "Conpressed 25 | mage Aut hentication and Verification" U S. Patent
No. 6,275,599, Aug., 2001 22 [8]. S. F. Chang and C. Y. Lin "Method and
Apparatus for Image Authentication" U S. Patent No. 6,532,541, Mar., 2003
[9]. M A. Thastens efifhisanethesharg showkinnig. 4nfis ibihe method of Fignbddi ng a

WAt K i | Al | " : 5
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t he met hod i nc ng: partitionin content data into a plurali 0
subs.ecti5)n_s‘,jo'!?gtigisr%eé{?s explaipe ﬁ@ggﬁa‘ﬁ@‘tfegg?"P%?%kaﬁaéRﬁkv§°5ﬁﬁ$%ﬁ¥ﬁp§%’y of
the TTeNs | BfPdHAEE Dy 1RESAnTY RUSrenes InihdidIs s 142Dyl Wﬁ?e‘gaéd‘ thd shitf

subsections; an ying at least one itemwthin eac rodp using a
val ue deri velitherbMSB4 of eastepixel is lobtajned for edatr griouppirostepibig tme dumbed

tent data,,2. A.rethod di,ng to clai i jch) f |l ,
o modi 11 841860 SRS RS Mk e drEo BB Iy eniA &b, Tonvaltad hoo
accor di ng ti‘ht&bﬁia’ﬂ?ﬂisﬁido@fnﬁhrth@ réshadive L. SBbLha pikdls offife §Rjupned by: for

each subsection except a first of 'said subsections, using said at |east one
secret ¥ey to define a respective pernuted sequence of the itens of 15 that

subsect i on, pqnd, ek Bi;) i Sé‘ré&hcfér%Bd?ﬁ?rﬁ I8 PR SHokenagdBa val i ddd et

subsecti on ‘and correspondi h ens 0 er sl ctions acco gto

t he respectfovse pedifidde d hsisdhe matermarked inmeyé quiatityanagbegoine povreptremedi ng
claimin whi \(/:BE gai d nodi.fi c?ti on 20 enbeds at | east one respective bit from
a string of NAELFsREMORAMENtnt o the set of data val ues associated with each
said group of itens.

15 A third embodiment of the invention is illustrated in Fig. 5. This embodiment is
a concatenated fragile WM scheme, in which three bits of a watermark pattern
(optionally generated in step 79) are embedded in each group of pixels. The
first steps of the third embodiment are the same as in the first and second
embodiments: the sequences S2, S3 and S4 are obtained using a secret key

20 (steps 22, 23, 24), so that groups of 4 pixels in the respective subsections are
obtained. In step 70, instead of directly summing the four data values from all
four subsections, the corresponding data values of subsections 1 and 2 are
first added together. Then in step 71 a check is done of the parity of the
number of 1's in this result with a first bit of the watermark bitmap. If this parity

25 check does not match then in step 72 the first watermark bit is embedded by
modifying the data value in (say) subsection 2.

Then, in step 73, the modified data value of the pixel in subsection 2 is added
to the corresponding data value of the pixel of the group in subsection 3. In



* 5. A method according to claim4 in which said nodification is obtained by
usi ng data val ues associated with each item of each group to derive at

| east one binary characteristic value, conparing each characteristic val ue
toa 24 respective said bit of the watermark data, and according to the
result of the conparison nodifying at | east one of the data val ues of the
group thereby changing the characteristic value. 6. A nmethod according to
claim5 in which there is only one char¥teristic 5 value for each group,
and it is a binary parity value. 7. A method according to claim5 in which
there are nultiple characteristic values for each group, different ones of
the characteristic values being derived fromdifferent respective subsets
of the grougtept 74t amd758a sécomd watkraratk ibitifrgn tive aayeradarkibitriap s to 3 in

whi ch the nodification 10 introduces a,redundancy into the content data. 9.
A et hod acePgddgdifjolhisinavesum ynmedifying the data vallp&f sHesestians3at | east
one least significant bit of at |east one data val ue of the group according
to a characteristic value obtained using at | east one nost significant bit
of at | eastInosteps 76t the matdifiedadaia vahfe ofttbe grixaljin sibsedbion/8 iseddad teccor di ng

to any preceding claimin ich the' ite re pixels of a.stil] image or
of a1r e BF DhesRepaLaRAcelue el tng RS IS oBI Ry BTl o when
dependent up@RsGi7eany 28] At iR oFMedvStERRERE biMabié bHbcARetNS thodhfd ed
items is a peripheral subsection of the still inage or frane. 20 12. A

met hod accoyaltieg of thecpixehofibe @group i subisectianhi ch t he data val ues are gray

scal e values. 13. A nethod according to claim10 or claim 1l in which the
still image or video frame is a colour inmage or different col our channels,

and data varkigghiad @mbodimantef thalitsntioh ddiebé 0BEE t® ImgrioveaheBbnsialioyr
channel s. 25 14. A nethod according to any preceding claimin which the

cont ent10dat @f the watggeadingtadieration s araxamnRio; fany tamperng madiigga
f or med...op; : - Bl i : . f or med
transtor |98It |ﬁosgﬂb%85@é(n 5! pekailedstich m%gq?etn Hg\ﬁggga?l riffom ggeefufs'i anst or

data. 15. A accordihg to claim e transtorned data is
i mge 5 datwateravask bit fwhichyis @mbetded into subsectibent adc2) arsfram thet eger

transform and co d of data val ues ich. are, anpl,tude spati al
f requenci ess.e%.draggfzf'ﬁr&& %@b@pé?%&%?é\ﬁ\gp_%&mnf? ?Hg\m% Oghﬁj@eﬁgﬁﬁi cati on
step i s perddmReon dar 196 coAsideed 4 protbéted by doubie WatGERKS ahd thpat i al
frequency. " . g
15 is more sensitive to alteration. In addition, the locating capability is also
improved. For example, if a watermark bitmap alteration is found in the first
watermark bit while not found in the second and third watermark bits, it can be
judged that the tampering altered the pixel in subsection 1. The drawback of
the concatenated fragile WM is that more pixel modifications are required to

.20  embed more watermark bits.

The present invention may be applied also to compressed images and/or the
video domain such as JPEG, MPEG2, MPEG4, etc. We will take JPEG as an
example. In the JPEG compression scheme, the image is first divided into

25 many blocks. Usually, each block consists of 8x 8 pixels. A two dimensional
DCT is performed within each block, followed by the quantization of the DCT
coefficients. The quantized DCT coefficients are then put in a one-
-dimensional vector by the so-called zigzag scan, followed by the run-length
coding and entropy coding (Huffman coding).

30



*17. A nethod according to claim15 in which, in said step of nodifying at
10 | east one data value of a group of data values, a data value is selected
which is in the upper half of the data val ues of the group, and at |east
the selected data value is nodified. 18. A nethod according to any of
claims 14 to 17 in which the itens are blocks of the transfornmed data. 15
19. A nethod according to any of clainms 14 to 17 in which the itens are
spatial frequency anplitudes within the'hl ocks of the data, each group
consisting of itenms at the same respective position within respective

bl ocks of data. 20. A nethod according to claimany of clains 14 to 19

whi ch includes a 20 step of deriving the content data by deconpressing
conpr essed @Adbarthambadisteap obther invcentors ssitapletfoecombirfatied witmthendPEGt a. 21.

east one. | GPTREPSHSR SEROTREy StBISHBIRR Ik 6 P araed § TGOS MEPTERE T nt o
second gr oy 4eAG3ARRRIE BBk S HAIhE hebadit HBHIBARYAG Slbribnt e 25

subsections; an ying at [east one itemw second group
usi ng a val (fdeod) inaddcé pbthegpikel asimsthierirstitbrescembddimentp, Thédatsbyalpesduci ng

di fi t ent ta. 2 A th J ti t f det ecti .
o ter ar i HagR n 6o &arp dpealeBit T e ifenE b et fads 2ot ers
each associ gikg|ouks fthusdtHete \GRé ea,détaeam@tsgfmh@dmemgé i;daaﬁitib?\éang been

produced by: (i) partitioning the content data into a plurality o
subsect i onsint@ shbsegliong iathis eagipresredsistags damgin. d hgse soibseetiansgnayal i ty of

the itens | S | i n,l I t
subsecti ons Bé glﬁ.% %gﬁﬁ(alsi ﬁqﬁ%%tﬁ y Feré ggrg]#) Bﬁ,e@%?tgb%ﬁe& ﬁ@é%ql%ﬁ}(ﬁfﬁgtg%h égﬁoup
using a \éagaa, &iefdr\eaad:d hf sfdhese gubseﬂrt]isnisnlntmgcgobamﬁrrghmb:nx%@edobtﬁi ng the
wat er mar ked cont en ta, said authentjcation nethod including.the steps
of 1 usity sB¥ElSain %%@Hﬁbrféﬂaé%wt3&5'96%693??9%%%&&869%"%?,$@aﬁs; and
using the d j 03| issdroter 5@%* he 15
groups of dg:agexﬁdﬁlygﬂ@reerﬁ?éﬁ%?ﬂ?gﬁ?ﬁ%gﬁgp%g%@gﬁéprOduce lE@‘% e step
(iii), and ohthereorrespenting: blotkssindk sebstations ane selectashiHor @achigedup,ray t he

d | f th 23.  A.nethod of .usjng. ked
content dat RGBT DK | PesTeBHANGIh fcsupy tarace RRaiheoRifaBe a hi dden i n
t he wat er nagiffetertMIbEkat ofdhE Frodp Bre?8ddéd fitam oY thgethdredy follalve: havi ng been

produced by: (i) partitioning the content data into a plurality of
subsecti®ns;

Vi, 7)=dy (G j) + dy g Gy ) + dy (s ) +dy , G, )) 4)

where V' (i, j) is the summed value of the DCT coefficients at the i" row and

j™ column within a block, 4, (i, /) is the i" row and j* column quantized

20 DCT coefficient of the I* block in subsection 1. k,m and »n are the
corresponding blocks in subsections 2, 3 and 4. In step 96, the parity of the
number of 1's in V (i, j) is corﬁpared with a respective bit of a watermark
bitmap 97. If they do not match, the above-described +1 or -1 modification
process to one of these DCT coefficients is made.

25
Optionally, however, the embodiment do not always modify subsection 1 but
instead selects one of the biggest coefficients (e.g. the biggest itself) among
the 4 to modify. The reason is that by selecting the biggest coefficients, the
impact of the modification can be kept to minimum. Thus the image quality is



v (ii) using at least one secret key to associate a plurality of the itemns
into groups, each group including an item from each of the subsections; and
27 (iii) nodifying at | east one itemw thin each group using a val ue
derived fromall itenms in the group to enbed at | east one respective bit
froma string of watermark data, the nethod including the steps of: 5 using
said at | east one secret key to obtain said groups of itens; and using the
data val ues of said groups of items to Ektract the additional data. 24. An
apparatus arranged to performa nethod according to any of clains 1 to 21.
10 25. An apparatus arranged to performa nethod according to claim?22. 26.
An apparatus arranged to performa nethod according to claim23. 27. A

conmput er prisaterpresedad andahe dompresssdpnags sinstis Hisbiless affectedt F¥e, when
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Since multiple DCT coefficients within one block are used to embed
25 watermark bits, any disagreement in any one of the DCT coefficients in a
block can be considered as an alteration to that block. Of course, the
minimum altering location can only be identified to a block instead of a pixel.

As mentioned above, Fig. 6 assumes that quantized DCT coefficients are
30 available. Fig. 7 presents another variant process, showing the steps if the
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4 subsections are used. Furthermore, if within each block only a subset of the
DCT coefficients are used to embed watermark bits, the unchanged DCT
coefficients are much more).

15 As mentioned above, for the block-based watermark scheme, the minimum
locating area is of the size of a block. Thus, by analogy with pixel image
domain case of the first embodiment, if one error is detected in the watermark
bitmap, any of the 4 blocks associated with the error position may be the
source. Fig. 8 illustrates schematically a further embodiment of the invention

20  which increases the error locating ability by employing a double watermark
scheme. Each block is associated with two respective WM schemes.
However, the two schemes have different random sequences to arrange the
blocks. For example, in the first watermark scheme, the blocks associated
with block 1 of subsection 1 may be blocks 138, 439, 76 of subsections 2, 3

25 = and 4, respectively, i.e. grouped as (1, 138, 439, 76). In the second WM
scheme, the group including block 1 of the first subsection may be blocks (1,
275, 93, 347). The first group is used to embed a first WM bitmap in the first
group DCT coefficients in the block, e.g. by modifying 4(3,4) and 4(3,5).
Similarly, the DCT coefficients d(3,8) and d(4,8) may be modified to embed

30 the second bitmap. Thus, if both the first and second groups are detected to
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10%VE&' () - &YAtBeadgh ohlyaLEdvBmbpdiments of the invention have been described in

5 detail, many variants are possible within the scope of the invention as will be
clear to a skilled reader. For example, many features in the various
embodiments above may be combined.

Furthermore, the above compressed domain watermarking process can also

10  be extended to the video domain, e.g. for Lise in MPEG2, MPEG4, H.264, etc.
One example is as following: for the intra frame of the video compression, a
similar process as above can be used. The watermark bitmap to be
embedded can be such information as the name of the source, the date and
time of the'frame, etc. On the other hand, for the inter frame, the watermark

15  can be embedded into the motion predicting errors. In this case, usually fewer
watermark bits can be embedded into one inter frame. Thus, the watermark
bitmap can be simply the frame number etc. In this way, we can check any
data alteration as well as any insertion or loss of a frame of the video
sequence.

20
Furthermore, it is also possible to vary the watermark embedding and
detecting procedure to other formats without essential changes in the basic

structure of this invention, as defined by the claims.

25 Furthermore, whereas in the embodiments explained above, watermarking is
performed for all items of the content data, this is not a requirement of the
invention. Instead, for example, in the case of content data which is image
data, optionally only a certain proportion (e.g. half) of the pixels may be
associated in groups, and subject fo watermarking.
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Furthermore, all of the above embodiments above in which a watermark
bitmap is embedded into the data can be used as a means of data hiding. In
this case, the watermark bitmap is the additional data/information to be hidden
in an image. In the detecting process, the recovered bitmap from the

5 watermarked image is the targeted information. In this case, for example, in
Fig. 1(b) steps 52 and 53 are not performed. Step 52 only performs the parity
check and outputs the parity results. |
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0
partitioning the content data into a plurality of subsections;

using at least one secret key to associate a plurality of the items into

groups, each group including an item from each of the subsections; and

modifying ét least one item within each group using a value derived
from all items in the group, thereby producing modified content data.

2. A method according to claim 1 in which, for all groups, said modified
item is in the same one of said subsections.

3. A method according to claim 1 or claim 2 in which said groups are
defined by:

for each subsection except a first of said subsections, using said at
least one secret key to define a respective permuted sequence of the items of
that subsection, and

defining each group as a respective item of the first subsection and
corresponding items of the other subsections according to the respective
permuted sequences.

4. A method according to any preceding claim in which said modification
embeds at least one respective bit from a string of watermark data into the set
of data values associated with each said group of items.

5. A method according to claim 4 in which said modification is obtained by
using data values associated with each item of each group to derive at least
one binary characteristic value, comparing each characteristic value to a

105%& 0 - y) 1 109 ()- (S
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7. A method according to claim 5 in which there are multiple characteristic
values for each group, different ones of the characteristic values being

derived from different respective subsets of the group of items.

8. A method according to any of claims 1 to 3 in which the modification

10  introduces a redundancy into the content data.

9. A method according to claim 8 in which the modification modifies at
least one least significant bit of at least one data value of the group according
to a characteristic value obtained using at least one most significant bit of at

least one of the data values of the group.

15 10. A method according to any preceding claim in which the items are

pixels of a still image or of a frame of a video sequence.

11. A method according to claim 10 when dependent upon claim 2 in which
~ said subsection including the modified items is a peripheral subsection of the
still image or frame.

20 12. A method according to claim 10 or claim 11 in which the data values

are gray scale values.

13. A method according to claim 10 or claim 11 in which the still image or
video frame is a colour image or different colour channels, and data values

are luminance values of the image or different colour channels.
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15. A method according to claim 14 in which the transformed data is image

5 data transformed by a DCT or an equivalent such as an integer transform and
composed of data values which are amplitudes of spatial frequencies.

16. A method according to claim 15 in which said modification step is
performed only for data values which are of intermediate spatial frequency.

17. A method according to claim 15 in which, in said step of modifying at

10  least one data value of a group of data values, a data value is selected which
is in the upper half of the data values of the group, and at least the selected
data value is modified.

18. A method according to any of claims 14 to 17 in which the items are
blocks of the transformed data.

15 19. A method according to any of claims 14 to 17 in which the items are
spatial frequency amplitudes within the blocks of the data, each group
consisting of items at the same respective position within respective blocks of

data.

20. A method according to claim any of claims 14 to 19 which includes a
20  step of deriving the content data by decompressing compressed data, and a
step of recompressing the modified content data.

21. A method according to any preceding claim, further comprising:

using at least one further secret key to associate a plurality of the items
into second groups, each second group including an item from each of the
25 subsections; and
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22. An authentication method for detecting an alteration made to

5 watermarked content data composed of a set of items each associated with a

data value, the watermarked content data having been produced by:
(i) partitioning the content data into a plurality of subsections;

(ii) using at least one secret key to associate a plurality of the items into
groups, each group including an item from each of the subsections; and

10 (iii) modifying at least one item within each group using a value derived
from all items in the group, thereby producing the watermarked content data,

said authentication method including the steps of:
using said at least one secret key to obtain said groups of items; and

using the data values of said groups of items to determine whether the
15  groups of data values are consistent with having been produced by the step
(iii), and in the case that this determination is negative labelling the data

values of the group as suspect.

23. A method of using watermarked content data obtained from content
data to detect additional data hidden in the watermarked content data, the
20 watermarked content data having been produced by:

(i) partitioning the content data into a plurality of subsections;

(i) using at least one secret key to associate a plurality of the items into
groups, each group including an item from each of the subsections; and
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the method including the steps of:

5 using said at least one secret key to obtain said groups of items; and

using the data values of said groups of items to extract the additional
data.

24.  An apparatus arranged to perform a method according to any of claims
1 to 21.

10 25. An apparatus arranged to perform a method according to claim 22.
26.  An apparatus arranged to perform a method according to claim 23.

27. A computer program product containing program instructions operative,
when run by a computer system, to cause the computer system to perform a

~method according to any of claims 1 to 21.

15 28. A computer program product containing program instructions operative,
when run by a computer system, to cause the computer system to perform a
method according to claim 22.

29. A computer program product containing program instructions operative,
when run by a computer system, to cause the computer system to perform a
20 method according to claim 23.




