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1. TlTLE OF THE J?WINTION 

A method tor roliable.and high speed data tnmsfer 

2. DETAIL DESCltlP'l'ION or TD JNV!NTION 

2 .. 1. llldastrbll Jielcb of Applicadon 

In the mtonnalion teclmology world, serier-climt comm:uni.ca1ion syStfins ~ are. 
eommon. Server and client are end systems COZ2D=ted by win or Wireles$ nelWark. The 
sCl\ler's role is~ sfl\'ica while ~e tlient's is requesting for services. Di1rercnt 

. seIYices have c1iflaezn requlremenra for da1a 1r1Dsfer. Dm oriented services require 

. low esrorlloss rate while voice and niultimedia seM.ces nquire low delay and can 
toleraie limited eaor/loss iate.1bc present inv=don satisfies various requirements of 
different ·serYices by plO\'iding hlgh speed, reliable data trm!er .. 

The invention ca be uod by sezv~lient communication protocols· and applications . 
that require high speed data tTansmission and reliability. It can also 'be used by 
netwolked muttimoctia systems such as ·Video on Deznan,d. Vicleoconfereo.cc that are 
sensitive to network delay and delay variation. 

•.: 



: 2 .2. Desaiption or Prior Art 2 

Prior ans use a traasminioo-recaplion melhod so cllled PUSH method ("I>AVlC 1.0 
Specifieation .. , by Di&ital Audio-Visual Council, 1995·1996). Oca.enlly, PUSH 
method works in such 1 way tJw oliear sets \lp a session with sel'9er. after ses..ian act 
up, ~·~~ts data to the clioa~ a~ a pre.set rate. Oil the other end, client must 
receive data as 'tlSt as server'& transmission rate. With PUSH rnediod, there is no 
transmission contmJ betw• client and server except :f'or mamtaining a pre-set 
bll1miasion and noeptigzi rate. To perform. end·ta-end transminion control, prior arts 
use TnunU&sion Control Pmtocol (TCP) C'T:1mn1issio11 Control Pmcocol" by 1. 
Postel, lETI l1C 793). TCP is· rosponsiblc for breaking up the message mro packers, 
reasa=n~lin& thezn at the other end, resending any packet that gets lost, and putting 
packets "Dack iD the dgbt order. It uses a sen4•ack:aowledge appioach to make sure that 
packets sent~ the SCDder crive ar lhc reoipienL h uses a slide window to co-ordinate 
sendfJr•s uansmission and recipient's reeeption. A ch~ is added in the paclcet 
headEr for checikiDg Whether a packet r~eived by the recipient is same as what sezider 
seut. A wcting seheine is llsecl to rc-uansmit mmrllost paclcets. TCP is a.med tor the 
neiwmt& relying on bt.temet Protocol (IP) to provide reliable data transfer acrose error 
prone networks. 

2.3. Problea11 du&t tke Inveado• ii to Soln 
... 

lbe PUSH merho4 den flOm asyndlzaaiiation. ·Asynchronization refers to those 
situatlons in which setter's transmission speecl is di&resLt from client's receiYhlg 

, speed. 'nla ue two cues of U)'DCluoniza~on. Jn the first case, the servor smds 4-
fasrer t!wl client can nceive. All a nsuJt, buff'er on client's netwodc interface oard 
(NJC) is overwrittea, which causes data Joss. In the seeond ~ the aaver serlds data 
slower thaa clien& requires. In such "'e. client 0111 not get data in time. For ~ay 
sensi1ive serYice S1IOh as voice, the qualiiy of aouncl becomes intolerable. In both cues, 
the ...,,.. has no way to bow bow client perf'onm and. requiroe. It's also difficult to 
inlpl••t PUSH method. The dif!lcu11ies r.ome ftom two aspects. The &st is with the 
sernr .. It reqlins a mp molution clook and precise controls to maintain constant 
transmillion speed at nary imtance. The secmu1 problem is Oil the Glilllt side. Usually, . 
dara is compresce4 bofole 1nm1ret •. SOJDe portion cau be bigbly compressed while 
others cu be low. After receiving the comptossed d1t1, clieAt does decompreuion. Th~ 
decompression restores variable mount of daCI tom packet to packet. Bven constant 
mumiuion ad noeiWIJ rates are_possible, it doeaa'c mean 1bac the time takcn for 
processiDJ each packet_ is constant. With PUSH method, there is no way to control 
serv• lroln trammitring ~ when clieat needs more time to process the rr:cei1'8d data 
ancl vone visa. · 

· TCP is created for low speed, ezror prone ne&wom. M technology develops, modem 
network 5aJI as A&yncbtorious Trmfn Mode (ATM) is capable of providbig bigh 
S\'eocl a4 reliable ll'lalmisalon ·at lower network layas. TCP is no loqer S\lltable for 
such networks ('"TCP ov1r AlM: Some Petfonnaaot BelulU" by Rommow 'qd Allyn. 
Al'M Fot\ml/93-184). Besides lbat, TCP int1o41ca sipi6oant overheads. The 
ovedleada deczaao the performance of high·speed dm 1rmSf'er. Neit.her PUSH method 
nor TCP supports dynamic transmiseioll configuratiOJL For example, packet size and 
transmission rate are fixed once tnmsmission stans. · 

..... 
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.Nciwork jiuer pio'bJem. reters to delay ~ation. The problem can cause data not 10 
mlve at the recipient at the expeoted instance. As such, it can cause dara loss or data 
de!ciency at client end due to bu&r ovedlow or underflow. 

no ~ invllllian pnwicles merhoda of sohing the above mentioned problems. 
Prior ms am either difBcull to implement or leacl to exceasive ovncad that affect& 
data 1rUllfs paf'vlmaDco. On 'the contrary, the mvsntion not only provides reliable and 
prompt dala tlmlfer to meet the requilemenu of various kinds of services. but also 
reduc:es implcmeatadon complexity ad thus improves dala tnnsfer pertonnance. >.. an 
eddo4 ldV111111e. it nppoits dyuml; tausmission configmation. 

2 A. Meau of Solwlq tlle Preb1ems 
.. 

To nsotw t1lt problems 011CUUcl iA secdcm 3.!, the invention applies a~-respoucl 
approd. IA •s.ce, it makes use ot a master clock at the client CDcl io ~· 
with a slave clock 11 die llMl' end. Following the mast« cloclc, the aerver is able to 
detamine when it shall send data to 1he olieaL The invention works tbroqb a R.equest 
~ul• and a &espouse module embedded into climt and server respectively. A 
backward cbll:mel is pravidal to lin1c the Request and the Response module. A request 
cgQ) message is seat between two modules to convey 5111chroaisaticm sipal. The 
m.-ge also omi• infonuion of client's state. Server•s trmsmiuion is govemed by 
the RBQ messap. Based Oii the infmmaeion m 1he REQ messaae, S&r/er can COldigurc 
pecket size, U'IDDission rate md ldjut trammission dynamically. 

In ord=r to solve 'Che network jitter problem, tbe invention applies au elimination 
melhod. '?he illqsatt of jitter problem is to cause ehher ovedlaw or undm'flow to 
client's 'b1dl'cf, Being granted the control or delivc:y at data, client can choose not to 
request for mw packets atil. ovcdlow trend disappears or to request for mo:e packets 
with faster' 111mmiuion rate whm underflow bap,ens. Client use; a buffer moDitor to 
keep tdOk of its bU.ff'er stare. With the feedback inf'onnalioa in The REQ message, 
sezver knows the impact of jitter on the previous packet. It can tha =ompute the 
traDsmlssion rate mcl d3la amount according to climt's cumnt state to eliminate rhe 
jiuer impact. Su.ch computations are provided in this in.veation. 

2 .S. Operd•• of dle Jnvmtiaa 

nie.apczatioa of' the invendan is u follows. 1be client requests tor data tram server by 
· s111ding a UQ mesnge tbroap lt.equest madule. Senrer must wait for a :R.BQ message 
before 1emtmg out a pagket The oliw, upon receiving a packet, retrie\'es ii !om NIC 
buffer and transren it into a applic:aticm pravicled buffer. When the current bUffe:r level 
drops b..,, a speoified threshold. the R.equea module is triggered to proceed the 
mastar cloak. When the muter clock is changt.d. the Request moclale · send& a UQ 
message tluwgh the backward channel to seiYer. REQ messaac cmies information of 
client buffer's state.. It is used to 5)'Dchranise the server's sta.ve olOck and by means it 
also notifies server that the clime bas receiYed previous packet and Tequcsts for new 
packet. Server waits and receives the REQ masase tmough lesponse module. After 
receiving the REQ message, &etYer adj~ts the slave . clock ta syacbX'oDiae wiib ·the . 
master clock. Based on the int'ormmon canied by the RBQ message, setVer is able to 
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4 
estinWe how big ad how fut the next packet should be ae!lt. ~ assemb~ the 
packet amt adjust trammission rate. server sends the packet to the c;lieat. BeQIUSe saver 
tbllows ollem'1 request, it ia able to smd out data only when It is aeeded. 

2 .6. B:mbodbQ•jl . 
lbe bi emboclimeot o!1bi& iDvea.tion is descn"bed .with retercnoe to Fip 1. ID this 
!gm, the immcral 1.1 is saver. It is a back ond sys1em that maintains intbnnadon 
resource aacl pmvic1es semce hy sencSmg the J'e4Ue5ted data to a client that oriJinates ·I 
request. T'At numenl l.2 ii client. It b a &ont end system that requats SIMce tom 
sorwr, nceivcs data sent by ervcr and presents it to user. Server and climt system may 
be cann"ted by a wire or wireless netWOrk. lhe numeral 1.311.f'orwud chamiel. It is a 
unidifeot:lonal aetwodc connection established for trwmiuiDg data !om server to 
client. Tiae n\llnral 1.4 is backward chaael. It is another unidireolionaJ network 
conmdion cstlbliche4 speci&.eally for the invented method. 

lhe anbodiment of Pigure l operates ar follows. When the client :requests tor data, ·the 
muter elock is pro*Cled. T4I request mo4ule scads a DQ message to the HrYer. 
Server wlita for a IEQ menaga hm client. Upon recoiYiq a REQ memgc, server 
acljus the slave clock to bo 1ynobronized with the master clook at the client end. 1n 
respo111e to the REQ message. the saver send.$ aut an amownr data in a packet hued 
on some CIOll\Putltion resulfl givm out in embodim.8Zlt presented taier. The tenn . 
~aclcet' hen nfen to applicadon defined data stnictun. It may consist of =iltiple 
netWortpadtets. Climt receives ~e .iDcomingpacbt. .. 

The second embodiment of this invention is described. below with reference to Pigme 2, 
3 lllCl 4.. It deacn1* how 1he invemecl method wodcs m the aervcr system. Jn Figmo 2. 
the numeral 2.1 is a Sending module. 2.l i& a timer. 2.3 is the R.e.spomo module. 2.4 is a 
slave cloclc. 2.s is a neiwolk intert"lce cud (NIC) plugecl into server macmne. 

The ~tiOD of the Seodiq moclule 11 is 1'!1rieving data ftom atotage media, 
wembtmg J*ket1 and sending packets to dcsipaled client. Th~ opmdons of the 
Smdi:ag module 2.1 cd Timer 2.2 IE'e sho'ND in Pigu:e 3 and dcscn'bad as followS.The 
Scndiq module li5tlDI to a command to be issued by the Response module 2.3. When 
it reoeives the command, it configures the plClcet size and adjusts tranmdssicm rate 
based on the~ mcluclcd in the commmd. The maximum size o!the padcet is 
defined by application. It then puses the packet to NIC 2.S. Timer 2.2 coums the time 
elapsed smce die last packet WU sent to the client. If the elapsed dme exceeds an 
application specifjing tlnshold, it noti&ec application. Application can either stop the 
Response module 2.3 tom wailing or reseed· the packet to· tho client Tuner 2.2 is reset 
whm Scmding module 2·. I cads out a new packet. . 
Th.e opcra1ion or tho lleapomc module 2J is shown in Figure 4 IDd descn"bed as 
follows • .kespome module 2.3 polls for a·UQ message. When it receives S\1oh a 
message. it adj\al!S the slave clock l.4 as "Synchronized., to the client. It bther 
retrieves the informllion &am that message. Basing on that lDCormatiOA, it optimizes 
the size ancl transmllaion raic af the next packet. Methods to compute the size and the 
traDsmissiou rate me prcscsntecl in Emboctimmi 4. Tha Response module 2.3 then issues 
a command including these pammetm to die Sending module 2.1. The command 
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embles the Sezicbg module 2.1 to configure a new pack.et ~ ad.just the transmi1sion. . 
rate With tho two specified pmmetm. Whm the Sending module 2. l sads out the 
requsced ]*.ket, die slave oloc'k is set to "Not S)'llchronizecr'. 

The NIC ·2!s. COMi81s of hardware device plus device driver azid bUpOst application 
p:ogramm.iag izadace (API) aoftwan. The NIC acoepta pacat& from the Sending 
module 2.1, ••pents ad packs them into multiple network packets. It then puts them 
on the wire, transmits to the climt through forward channel 1.3. NIC 2.5 also serves to 
receive paokets from backward chmmel 1.4, reassemble a R.!Q messap and pass the 
mmage to l.espomt module 2.3. Bods forward and baclcward .chamiels are set up, 
maintained mcl m1D11e4 'by NlC 2.5. 

'Ihe third embodimel ot this illvmeiau is deJeribed below with refe:reuGe to 1ipre S 
and ,. ln Pipe S. tho mamenl S.l i1 a NIC. Its taneticm is nme ts that of NIC 2.S in 
em'boclimmt 2. The mamll'al S.2 is a receiviag module. S.3 is a buffer. S.4 is a generic 
data piocessing entity. 1he nameml 5.S is a lllrtshold pointer. S.6 is Cur.rem level 
pointer. These are rile pointen associating to the bder 5.3. The numeral 5.1 is the 
llequest module. S.B is a buft"er momlDl' locaied in the Request moiiule S.1. 5.9 is a 
master clock. 

The opera1iou of 1his embodimem is shown in Pigure 6 and descn"bed as follows. NIC 
5.1 ieceives incoming data packets through fotward. chmmel 1.3 and. sends out UQ 
messages tmwgb baokwafd wn°el IA. Tbt receiving module S.2 intmoptes NIC 
S.1 to find out inc:o.rning packets. If a packet is availabl~ it rerrieves and puu it.into 
bder 5.3. Buffer 5.3 is desiped to hold nceived daia ancl aerves as a cacba co Clata · 
processing mtity SA. Another 1\mc1icmality of me 1Nff'er·S.3 is to absorb jitter. Jitter 
tQlcrance is one oflbe factors that deten:nine the size af buffer S..3. The following 
fomula decides the me o£bder. 

Buffer size >= dataJroaa1irlgfl11*(jilter _tol,,anc1+rowul ... tn) _ Jday) (1) 

tlara_prOC1ming_ rate .is the miximum prDCessing speecl of module S.4. Module 5.4 
caa. be a \'ideo/awlio clecoder or other data ccmsu.mlng unit. Jitter is a characteristic of 
packet switchiq netWom. Jillr _rolerrmcs refers to how much jitter tbat cm be 
absorbed 'by the c:limt. It is a application requiraent. Rtn1111l_trip_tlela1 is the time 
taken 'by a packet travelbg &om the client ta the server and retumiug back. It is 
determined. by the distance between .Ver and client. . A m~ocl ·is provided in 
emboclimmt 4 to compute the Round_rrip _delrzy. 

Thteshold pointer 5.5 is pte-set by. application. It i,$ detarmined by the following 
fcmnula. 

(2) 

The data processing mrity S.4 transfers data out of bufl'er S.3. Bvery time data is 
transfcrrad out. the cmraat level pomter 5.6 gets Updated. Similarly, every time the 
receiving module 5.2 . adds in I newly teeeived paoket, CUIIellt level pointer gets 
updated. 
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Buffer monitor S.8 chec:lcs cummt level poi.mer 5.6 against threshold S.S replarly. If 
cUft'ent level poimer 5.6 falls below 1.he threshold pointer 5.S, buffer monitor S.8 
1tiggers1belequest module S.7 to proceed the master clock S.9. When die master clock 
S.9 fs pioceoded, 1he Request module senerates a REQ .mcs~e. Information such as 
client ldentifi#., ~t butfer level, currct timt scamp qd user daca me imerced into 
the REQ menage. Thi lleque!t module s. 7 then sends it through backward channel 1.4 
to the Respome modulo 2.J in em\,odiment 2. · 

. . 
Tbe fourth embo<Hment of this iD.vendori is in COnnecliOD to the REQ mm&ge used fD 
!he· invented me1hod witb reterence to Figure 7. IBQ m-.e originates tom the 
Reqllllt moclwe 5.? in Pipre S and destinea for the Response mOdule 2.3 in Figure 2. It 
seJVes es a sy.acbroniadon signal to make tbe slave clock 2.4 at server end 11Dchtoaize 
with the mast.a' clock S.9 at cliat end. It consists af S :fields. Bach ottbe fir.st 4 fields is 
4 byte m lasgtb. The h tie1cl is cllent Id. It is for identifying the client who sent the 
REQ message. The· seco1id. filed ·contains information ofunocoupiecl space in client•s 
buffer 5.l at the linle whm this REQ message is gene:ratet lhe Request module S. 7 
uses 1he followbJg fotmula to set ibis field. 

(J) 
."» 

Tbe fim .RBQ mcssa1e iDdioates the size of buffer S.3. Knowing the buffer .sia, server 
cau fo:esee c\UftAt buffet lcvol wben next packet reaches client • 

• c ..... r lnrl (when nai ptdM '"'*' t:lillll) . (4) 
• b.,,.11-1•1111octUpllli 1paee .11:1- round.ltfp.;_dday* dalo_;roceaillg_rate 

So tbe amoUllt of dm, i.e. si7.e of the packet tO be sent is 

sin o/p-*1 <= 61/ffer .ski - nrrenl lntz' (whDs 11at paUlt 11odta dlenl) (S) 

It c& further estbm.te the remaining time before the client huff er becomes empty. 
Based. OD. tbat ti=e, the nnsmlssion tat& ia derived • 

• ,..z.. 1111 o'" packet 
O'GJUmU',nun rolls - ' -

- &u§e, .9'11-rmoecptl space -~ ... ,· · . _,_, 
- - - 10U11M IT,, ClC'la:J' 

dlllll _ p1ocu sing_ ra11 - -
<'> 

The third field is Tim• $limp. Assumiag serve: and· client follow same clock, the time 
stamp 1ella the time when the Request module S. 7 sent ov.t this RBQ. · 

. 
rOU1111_1rip_dela, in formula (1). (2), (S) and (6) C8.1l be computed using the following 
formula · 

d 
' 

l ~ . , _ time .ft'21!9PfWhen .RBQ ii reecwcd) • rims 1tamp(in RE(J) • 
2 

· (7) 
'""" ,,,,, u'l10}'- . 

- - clock _ftequ11ncy ' 

. . 

• 
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The !ounh field is User Data Length. It indicates the ~aunt of user data attached after 
it. 

The fifth 1ielcl is q,ser Data. I>epeaiding on field 4, it could be none. This is where client 
application ca put 1heir specific intmma1ion to feed back to server. 

2 .• 1. Effects of tile inv•tion 

The efl'ect of rhi1 invendon is to eabaDce data trwfer reliability, optimise data 
tzan•mission control ad simp~ client ad servsr11 synchronisation. Without tbis 
merhod, server hu no bowledge on ;lient's requiremm~ and can not adjust packet 
size and trQmaiss.iOll rate to the optimised valas. It has. to comrol data 1r1mfer 
precisely at a fixed rate. Even though, it ~ not guarantee that Glient can adapt to iis 
·rate. This inva.don inrroduces a request-respond method to allow client teecl 'back 
informalion to _..so that client and. server are S)'nchnmised with client's cloclc:. 
Besides that, servir ca tab aclvantqe of those inf'onnarion ta &fymmieally configure 
packet size and transmission rate to· archive eflicimcy and elimiQate netwodc jitter 
imp~t. The requostoorespond approach guamtecs that packets are sent aud received in 
sequential order. The overhead . of the invented method is negligible compared to 
c0t1vcmtioul motbocl such u TCP.· ... 

3. DESCRIPTION OF TSE DltAWJNGS 

Pipic l is a view of a client-seiver eommunicatiori system desclibed m the 
anbodiment 1. The difference · ftom its coo.veritioual -counietpart is that it adds a. 
backward channel for tnmf'ening REQ messagee bac1c lo server:. 

Figure 2 is & view of the server ~ iu rhe second embodiment. It depict1 the 
construction. of a sever system in which the invented method is applied. It also shOViS 
the relatioftsbips among various oomponents. 

Figure 3 is a view of me Sccbg module,s d~p. It dcpi'11 Sending module's flow of 
operations in embodiment 2. 

Fi&UrQ 4 is a 'View of the Response module's design. It depicts the operations of the 
R~onse module in embodiment 2. · 

Figure S is a view of the climt system in the lhird embodiment. It depicts the 
ccmswctiOll ·of a client system in which the i.uvcted method is applied. It ilso shows 
the relationships among Vlrious oomponents. 

Figure 6.is a 'View of !he llequest maclule~s 4esign. It dc;ticts Request modtlle's tlow of 
operations in embodimmt 3. · 

Figure 7 ia a view of the UQ message ·structure. REQ message cmies infi>rma1ion that 
enables serJer to cozdigme and control data transmission dynamically. The mesaage 
itself sorves as a sym:hroniza.tion aignal. 

. .. 

.. 
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* C L M S 

4. CLAIMS 

(1) A method for 11'111Sfeiring data reliably at hip speed and eon1r0lling data 
U'IDSfer in a client·sftYc &)'Stem comprising: 

' 
a software bued llequ8st module embedded in the client. system for requesting 
cbra and actina u a master cloclc; , 

a software based Rcspoue module e.mbedded in tile scr\ler system for 
. .respoading to client's request and acting as a slave clock; 

a means to synchronise said masier clock and sti4 alave clock; 

a \IDidirlctional ba&:kward cmmnunication Ghaimel COlll*1ing 'Request module 
and Rapouo module; : 

.... 
a reqacst ..,age being generated by· Request module and transmission of said 
ge:a.aated message to lt.elpome module ·. 

(2) A mer.bod according to claim 1, wherein said llcqueat module camprlses: 

a bu.trer momior checklDg the current buifer level; 

a .master clock used to syncbronisc the client's recepticu ~th the serve:r,s 
rnnsmissian; 

a means to proceed the mastor clook and to trigger .Request module to request 
let dara tom server; 

a means to generate said request messase 

(3) A method acoording to olaim 11 •herein Mid llapomc module comprises: 

A ab.Ye olock used to keep the seJ'\'er S)'DChronised. with the client; 

... 

.,. 

,·•.: 
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a nsam 1o a4just said slave clock m order to synclnnise to said muter clock 

a mea to compute sizo of a packet to be senti 

a means to compute transmis$ion rate of packet; 

a meau to conual and configure data 1r1mmiasioa dynamically 

(4) A method accotding to claim l, wherein said req\Jat message·oomprisea: 
' I .,»1 

a: means to provide informa1i0J1 neces.;ary for idcn~ client Di configuring 
data 11'8Dlmission; . 

~ I 

a men to provide synchtanization sip]. to sener 

(S) A -.ding module provided uuder the control of said Respome module 
comprises: 

a means to poll for a command iswed by said 'aespomomoclule; 

a mms to GODfigme packet size and transmission rate dynamically and control · · '"" 
data lmlsmiaion; . 

a timer ·to count the time eJaPsed aince the amsmission of last packet to prevent ~,. 
aerv• from halting due to lona waitmg tor said req\18st message 


