REMOTE BROWSING SESSION MANAGEMENT

BACKGROUND
0001} Generally described, computing devices and conumunication networks can

be utilized to exchange information, In a common application, a computing device can
request content from ancther computing deviee via the communication network.,  For
cxample, a uscr at a personal computing device can utilize a software browser application,
typically referred Lo as a browser, to request a Web page (rom a server computing device via
the Internet. In such embodiments, the user computing device can be referred to as a client
computing device and the server computing device can be referred to as a content provider.
Generally, the user may request, obtain, and interact with a number of requested Web pages
or other content simultancously or in sequence through the software browser application.

100021 With reference to an illustrative example, as part of a term of browsing on
a client computing device, a user may reguest one or more Web pages or other content from a
content provider via the Internet or from a local source. In one specific embodiment, each
Web page or picce of content may be visuwally represented as displayed in one or more
windows or tabs within the software browser application. Ilustratively, the user may interact
with the one or more Web pages or other content. For example, the user may enter data in a
form on a Web page, or change an attribute of a Web page or piece of content. The user may
further open or close tabs or windows in the software browser application, follow links or
otherwise request additional Web pages or content, or any number of other activities that may
modify the interal state or presentation of the browser, one or more Web pages, or other
confent during the terru of browsing., The displayed content, content state, and browser slate
at a point in time during the browse session may be referred to as a browsing context.

100663 Generally, exiting a soflware browser application may end a term of
browsing, and may accordingly cause the browsing cootext associated with the term of
browsing to be lost. For examplc, closing a browser with several open tabs corresponding to
Web pages, and subsequently reopening a new instance of a software browser application
may cause the new inslance o load a default Web page, or to send new reguests for the Web
pages corresponding to the open tlabs of the origimal browser. Accordingly, any user
interactions or changes made o the state of the Web pages displayed in the original browser

will not be displayed in the new browser instance. Still further, a user opening a software



browser application on a different client computing device may be unable o continue a term
of browsing begun on the first client computing device.
BRIEF DESCRIPTION OF THE DRAWINGS

[0004] The foregoing aspects and many of the attendant advantages of this
mvention will become more readily apprecialed as the same become belter understood by
reference 1o the following detailed description, when laken in conjunction with the
accompanying drawings, wherein:

[0BGS] FIGURE 1 is a block diagram illustrative of a content delivery
environment including a number of client computing devices, content provider, a content
delivery network service provider, and 2 network computing provider;

[0066] FIGURE 2 is a block diagram of the content delivery environment of
FIGURE 1 iltustrating the generation and processing of a new browse session request from a
client computing device to a network computing provider;

[0667] FIGURE 3 is a block diagram of the content delivery environment of
FIGURE [ illustrating the generation and processing of a request for a network resource from
a network computing provider to a content provider;

10068] FIGURE 4 is a block diagram of the content delivery environment of
FIGURE 1 illustrating the generation and processing of one or more requests corresponding
to one or more cmbedded resources from a network computing provider to a content provider
and content delivery network; _

[0069] FIGURE 5 is a block diagram of the content delivery environment of
FIGURE | illustrating the generation and processing of browse session data and user
interaction data between a network computing provider and client computing device;

{0610} FIGURE 6 is a block diagram of the content delivery environment of
FIGURE 1 illustrating the generation and processing of an additional new browse session
request from a chent computing device to a neiwork computing provider;

0011} FIGURE 7 is a user interface diagram depicting an illustrative browser
imterface and display of browse session content:

[6012] FIGURE § s a diagram depicting illusirative browser content processing
actions as a series of processing subsystems;

[0613] FIGURE 9 1s a flow diagram illustrative of a new browse session routive

implemented by network computing provider;



{0014] FIGURE 10 is a flow diagram illustrative of a client new browse session
interaction routine implomented by a clicnt computing device: and

0015] FIGURE 11 is a flow diagram tllustrative of a process uscr interaction
routine implemented by a client computing device,

1641 6] FIGURE 12 is a block diagram of the conient delivery environment of
FIGURE 1 illustrating the generation and processing of a new persistent browsing context
request from a client computing dovice to a network computing provider;

[0G17] FIGURE 13 is a block diagram of the content delivery cavironment of
FIGURE 1 iltustrating the genecration and processing of a request to access an existing
persistent browsing context {ront a client computing device to a network computing provider;

[0018] FIGURE 14 is a block diagram of the content delivery environment of
FIGURE I illustrating the generation and processing of an additional new persistent
browsing context request from a client computing device to a network computing provider;

[0019} FIGURE 15 is a user interface diagram depicting an illustrative browsing
context selection mterface;

{0020} FIGURE 16 is a flow diagram illustrative of a clienl persistent browsing
routine implemenied by a chient computing device: and

10021} FIGURE 17 is a flow diagram illustrative of a remole persisient browsing
routine implemented by a network compuling provider.

DETAILED DESCRIPTION

{6022] Generally described, the present disclosure is directed to the generation
and management of a remote application session between client compuiing devices and
content providers in conjunction with a network computing provider. Specifically, aspects of
the disclosure will be described with regard to the request for a new persistent browsing
context by a client computing device with a content provider. Additionally, aspects of the
disclosure will be described with regard to the establishment of a remote persistent browsing
conlext at a network computing provider. Still further, aspects of the disclosure will be
described with regard to the transmission of browser and client state data and client
inferaction data between the client computing device and the network computing provider.
Although aspects of the embodiments described in the disclosure will focus, for the purpose
of illustration, on the management of a persistent browsing context relating to a software
browsing application, one skilled in the art will appreciate that the techniques disclosed

herein may be applied to any number of software processes or applications. Additionally, the
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present diselosure is not intended to require the combination of any of the described aspects.
Further, although various aspects of the disclosure will be described with vegard to
illustrative examples and embodiments, one skilled in the art will appreciate that the
disclosed embodiments and examples should not be construed as limiting.

{0023] With reference to an illustrative example, a user may cause a client
computing device to load a software browser application (hencelorth referred to as a
“browser”) for accessing content provided by one or more content providers. Illustratively,
the accessed content may include a collection of one or more network resources (¢.g., a Web
page) and embedded resources such as images, video, audio, text, excculable code, and other
resources.  In one embodiment, the browser way have a contont display arca or pane for
displaying the accessed network content in addition to one or more local interface
components, such as toolbars, menus, buttons, or other user jnterface controls.  Local
interface components may he managed and controlied by the software browser application or
any other process executing or implemented locally at the client computing device.
Hlustratively, managing uscr interface controls locally may allow for a responsive user
interface, as interactions by the user are processed locally on the client computing device.

[0024] Subsequent to the browser being loaded, in one embodiment, the client
computing device may cxchange persistent browsing context environment information with
the network computing provider defining or identifying one or more persistent browsing
conlext preferences or other background information (e.g., bookmarks, browser history, etc)
to be associated with the persistent browsing context. In a further embodiment, the persistent
browsing context environment information may include information identifying one or more
existing persistent browsing contexts at the nctwork computing provider that may be
accessible to the client computing device. Subscquent to, before, or simultancous with the
exchange of persistent browsing context environment information, the client computing
device may provide a new persistent browsing context request to the network compuling
provider. The address or focation of a network computing provider capable 1o service the
persistent browsing context request may be hardcoded into the browser, may be configurable
by the user, may be obtained from a network address service, or may be determined in any
other way.

[0025] in an illustrative embodiment, responsive to the persisient browsing
context request received from the client computing device, the network computing provider

may instantiate or cause to have instantiated one or more computing components associated



with the network coruputing provider that will host a browser soflware application.  Tor
example, the network computing provider can instantiate, or cause to have instantiated, an
instance of a virtual machine that includes a software browser application capable of
maintaining a persisient browsing context. In another example, the network compuling
provider may instantiate or identify a data store for sloring dala corresponding lo various
content, content states, and browser states comprising a persistent browsing context

[0026] fllostratively, the client computing device may provide one or more
content requests to the network computing provider including information identifying one or
more sources for the requested content, The identifiers can be in the form of network
addresses of network resources, such as a Web site or other network accessible piece of
content. For example, the user may select or enter a URL, (e.g., hitp://www xyzwebsite.com)
into a browser window, causing the client computing device to transmit a request for a new
content to the network computing provider, including the selected URL.

{00271 In response to the one or more content requests, the network computing
provider may create new remote browse sessions for one or more of the new content requests.
The network computing provider may request the identified network resource(s) from one or
more content providers, a content delivery network, or a local or associated cache
component. For cxample, the browser software application on the instantiated network
computing component can process a primary network resource and then generate additional
content requests for content identified in one or more embedded resource identifiers (e.g.
pictures, video files, etc.). Hlustratively, in the case of other, non-browser, applications,
network resources, or content may include any file type or format known in the art and
supported by the specific software application.

10028} Having obtained the initially requested content (e.g., the requested
network resource and cmbedded resources), the notwork computing provider may identify a
remote session browsing configuration specifying a remote session communication protocol
for use in transmitting the requested content, user interaction data, intermediate processing

results, and other information between the browser being execuled on the chient compuling

device and the browser being executed at the justantialed network computing cormponent on
the computing and storage provider. The information exchanged between the browser on the
instantiated network computing component and the browser on the client computing device

can be generally reforred to as “browser session information.”



186629] In addition to specifying a romote session communication protocol for
transmitting information between the chient computing device and the wnstantiated network
computing component, in one embodiment, the idenlified remote session browsing
configuration may specify that one or more processing actions to be performed on the
requested content are to be performed at the nelwork computing provider rather ihan, or in
addition 1o, at the client computing device. In accordance with the selected remote session
browsing configuration, the client computing device and the instantiated network computing
component may exchange browser sessior information such as processing rosults (e.g,, stale
data or display daia represeuting the requested content), user interaction information, aund
subsequent content requests. The client computing device may display the processing results
and other browser session information for the user and accept various inputs and interactions
from the user to provide to the network computing provider. Accordingly, in some
embodiments, the user may experience the requested content similarly to as though the user
was processing the requested content locatly at the client computing device.

10036] Subsequent to establishing the persistent browsing context and requesting
content, the user may choose to end his term of browsing at the client computing device. For
example, the nser may close or exit the browser on the client computing device, power down
the client computing device, or simply turn his attention away from the content displayed at
the browser on the client computing device. Wustratively, the persistent browsing context
may be maintained at the network computing provider regardless of the user ending his
interaction with the browser application at the client device. For example, the network
computing provider may maintain one or more components of a software browser application
associated with the persistent browsing context running at the network computing provider,
may store information associated with the persistent browsing context state, or any
combination thereof,

(0031} Hlustratively, the user may choose to interact with the persistent browsing
context furiher at some later point in lime. For example, the user may open 4 new 1nstance of
a soltware browser application at the client computing device, or may open a new nstance ol
a soltware browser application on a second chient computing device and request access to the
persistent browsing context. Accordingly, the client computing device may request access to
the persistent browsing context maintained at the network computing and storage device.
The network computing and storage device may provide browser scssion information

associated with the persistent browsing context (e.g., processing results associated with the
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content and state) to the client computing device for display in the browscr. The browser at
the client computing device may process the browser session information to display
representations of the content at the client computing device. IHustratively, from the
perspective of the user, the slate and appearance of the content displayed at the client
computing device may thus appear to duplicate or appear similar to the stale and appearance
of the content betfore the user ended his prior term of browsing.

10032} FIGURE | is a block diagram illustrative of a networked computing
environment 100 for the management and processing of content requests.  As tllustrated in
FIGURE I, the networked computing environment 100 includes a number of chent
computing devices 102 {generally referred to as clicnts) for requesting conlent and content
processing from a content provider 104, CDN service provider 106, or network computing
provider 107, In an illustrative embodiment, the clisnt computing devices 102 can
corresponds to a wide variety of computing devices including personal computing devices,
laptop computing devices, hand-held computing devices, terminal computing devices, mobile
devices (e.g., mobile phones, tablet computing devices, etc.), wircless devices, various
electronic devices and appliances and the like. In subsequent figures, the client computing
devices 102 may be individually labeled tor the purposes of illustration as client computing
device 102A and client computing device 102B. It should be understood thal each client
computing device 102A and 102B may be the same as or different than each other or any
other client computing device 102, Further, while two client computing devices 102 are
depicted here for the purposcs of illustration, it should be understood that any number of
client computing devices 102 may be utilized in association with the subject matter as
disclosed. In an illusirative embodiment, the client computing devices 102 include necessary
hardware and software componenis for establishing communications over 4 communication
network 10R, such as o wide area network or local area network, For example, the chent
computing devices 102 may be equipped with networking equipment and browser software
applications that facilitate commwnications via the Internet or ap intrapet.  The client
computing devices 102 may have varied local computing resources such as central processing
units and architectures, memory, mass storage, graphics processing units, communication
network availability and bandwidth, etc.

16033 The networked computing environment 100 can also include a content
provider 104 in communication with the one or more client computing devices 102 or other

service providers (e.g., CDN service provider 106, network compuling provider 107, etc.) via



the communication nctwork 108, The countent provider 104 iHustrated in FIGURE ]
corresponds to a logical association of ong or more computing devices associzied with a
content provider.  Specifically, the coutenl provider 104 can include a web server
component 110 corresponding to one or more server compuling devices for oblaining and
processing requesis for content {such as Web pages) from the client computing devices (02
or other service providers. The content provider 104 can further include an origin server
component 112 and associated storage component 114 corresponding to one or more
computing devices for obtaining and processing requests for network resources from the
CDN service provider. The content provider 104 can still further include an applicalion
server computing device 111, such as a data streaming server, for processing streaming
content requests. One skilled in the relevant art will appreciate that the content provider 104
can be associated with various additional computing resources, such as additional computing
devices for administration of content and resources, DNS name servers, and the like. For
example, although not illustrated in FIGURE 1, the content provider 104 can be associated
with onc or more DNS name server components that would be authoritative to resolve client
computing device DNS queries corresponding to a domain of the content provider.

10034} With continued veference to FIGURE 1, the networked computing
environment 100 can further include a CDN service provider 106 in communication with the
one or more client computing devices 102 and other service providers via the communication
network 108. The CDN service provider 106 illustrated in FIGURE 1 corresponds to a
logical association of one or morc computing devices associated with a CDN service
provider.  Specifically, thce CDN service provider 106 can include a number of Point of
Presence (“POP”Y locations 116, 122, 128 that correspond to nodes on the communication
network 108, Each CDN POP 116, 122, 128 includes a DNS component 118, 124, 130 made
up of a number of DNS server computing devices for resolving DNS quernies from the chent
computers 102, Each CDN POP Ile, 122, 128 also includes a resource cache
component 120, 126, 132 made up of a number of cache server computing devices for storing
resources from content providers and transmitting various requested resources to various
client computers. The DNS components 118, 124, and 130 and the resource cache
components 120, 126, 132 may further include additional softiware and/or hardware
components that facilitate communications including. but not limited to, load balancing or

load sharing software/hardware components.
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10035 in an Uusirative embodiment, the DNS component 118, 124, 130 and
resource cache cornponent 120, 126, 132 are considered to be logically grouped, regardless of
whether the components, or portions of the components, are physically separate.
Additionally, although the CIDN POPs 116, 122, 128 are illustrated in FIGURE 1 as logicaity
associaled with the CDN service provider (06, the CDN POPs will be geographicaily
disiribuled throughoul the communication network 108 in a manner 10 best serve various
demographics of client computing devices 102, Additionally, one skilled in the relevant art
will appreciate that the CDN service provider 106 can be associated with varions additional
computing resources, such as additional computing devices for administration of content and
resources, and the like.

10036 With further continued veference to FIGURE 1, the networked computing
eovironmeunt 100 can also nclude a vetwork coruputing provider 107 in communication with
the one or more client compuiing devices 102, the CDN service provider 106, and the content
provider 104 via the communication network 108. The unetwork computing provider 107
illustrated in FIGURE | also corresponds to a logical association of one or more computing
devices associated with a network computing provider. Specifically, the network computing
provider 107 can include a number of Point of Presence ("POP”) locations 134, 142, 148 that
correspond to nodes on the communication network 108, Each POP 134, 142, 148 includes a
network computing component (NCC) 136, 144, 150 for hosting applications, such as data
streaming applications, via a nomber of instances of a virtual wmachine, generally referred to
as an instance of an NCC. One skilled in the relevant art will appreciate that NCC 136, 144,
150 would include physical computing device resources and software to provide the multiple
mnstances of a virtual machine or to dynamically cause the creation of instances of a virtual
machine. Such creation can be based on a specific request, such as from a client computing
device, or the NCC can iniliate dynamic creation of an instance of a virtual machine on its
own, Each NCC POP 134, 142, 148 also includes a storage component 140, 146, 152 made
up of a number of siorage devices for storing any fype of data used in the delivery and
processing of network or computing resources, ncluding bui not lmiled o user data, state
information, processing requirements, historical usage data, and resources from comtent
providers that will be processed by an instance of an NCC 136, 144, 150 and transmitted to
various client computers, ctc. {n some embodiments. the network computing provider 147
may be considered as a network computing and storage provider, The NCCs 136, 144, 150

and the storage components 140, 146, 152 may further include additional software and/or



hardware components that facilitate conuuunicaiions including, but vot hmited to, load
balancing or load sharing software/hardware components for selecting instances of a virtual
machine supporting a reguested application and/or providing information to a DNS
nameserver Lo facililate request routing.

(60371 In an illustrative embodiment, NCCs 136, 144, 150 and the siorage
components 140, 146, 52 are considered to be logically grouped, regardless of whether the
components, or portions of the components, are physically separate. For example, a network
computing provider 107 may maintain separate POPs for providing the NCC and the storage
components.  Additionally, although the NCC POPs 134, 142, 148 are illustrated in
FIGURE 1 as logically associaied with a network computing provider 107, the NCC POPs
will be geographically distributed throughont the comuyunication network 108 in a manner to
best serve various demographics of client computing devices 102, Additionally, one skilled
in the relevant art will appreciate that the network computing provider 107 can be associated
with various additional computing resources, such additional computing devices for
administration of content and resources, and the like. Even further, one skilled in the relevant
art will appreciate that the components of the network computing provider 107 and
components of the CDN service provider 106 can be managed by the same or dilferent
entities,

[6038] With reference now Lo FIGURES 2-6, the interaction between various
components of the networked computing environment 100 of FIGURE 1 will be illustrated.
Specifically, FIGURES 2-6 illustrate the interaction between varions components of the
networked computing environment 100 for the exchange of content between a clieat
computing device 102 and a content provider 104 via the network computing provider 107.
For purposes of the cxample, however, the illustration has been simplified such that many of
the components utilized to facilitaic communications are not shown. One skilled in the
relovani art will appreciate that such componenis can be wtilized and that additional
interactions would accordingly occur without departing frorn the spirit and scope of the
present disclosure.

{0039] With reference to FIGURE 2, the process can begin with the generation
and processing of a browse session request from a client computing device 102 to a network
computing provider 107, Illustratively, the client computing device 102 may load a browser
for viewing network confent in response to an cvent or user request. Subsequent to the

browser being loaded, the browser may be implemented to request a new browse session.
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From the perspective of the user of the cliont computing device, the request for the new
browse session corresponds to the intended request to transmit the request to oue or more
corresponding  content providers 104, Illustratively, this request may be generated
automatically as a result of the browser loading (e.g., a request for a default or “home” page),
or may be generaled as a result of a user following a link or entering a network address mlo
an address bar. As tllustrated in FIGURE 2, the browse session request is iransmitted first to
a network computing provider 107. In an illustrative embodiment, the notwork computing
provider 107 otilizes a registration application program interface (“"API”) lo accept browse
session requests from the client computing device 162, The browse session request can
include network address information corresponding to a requested network resource, which
may be in any form, incheding, but not limited to, an Internet Protocol (“1P”) address, a URL,
a Media Access Control (*“MAC”} address, etc.

{10040} Subseguent to the receipt of the browse session request, the network
computing provider 107 may sclect an associated network computing component (hereinafter
“NCC”) point of presence (hereinafter “POP”) such as NCC POP 142 fo service the browse

ssion request.  The selection of the NCC POP may determine the processing and network
resources available to the instantiated virtual machine. The selection of processing and
network resources and the provisioning of software at the NCC POP instance way be done, at
least in part, in order to optimize communication with content providers 104 and client
computing devices 102,

[6041] With reference to FIGURE 3, an illustrative interaction for generation and
processing of a request for a network resource from a network computing provider 107 to a
content provider 104 will be described.  As illustrated in FIGURE 3, the selocted NCC POP
142 may generate a browse session corresponding to one or more content providers based on
a browse session request, such as the illustrative browse session request depicted in
FIGURE 2 above, Illusiratively, instantiating a new browse session instance may include
loading a uew virwal machine instance and/or browser instance at the NCC POP 142,
reserving or allocaling device memory, storage or cache space, processor tume, neitwork
bandwidth, or other computational or network resources for the new browse session.

100421 Subsequent to initializing a new browse session instance, NCC POP 142
may provide a request for a network resource to a content provider 104 based on a network
address included in the browse session request. For example, a browse session request may

include a URL for a Web page, such as “htip://www . xyzsite.com/default. htm.” NCC POP
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142 may resolve the URL to an 1P address through a DNS resolver associated with the
network computing provider (not shown), and may reqguest the Web page from the content
provider 104 at the resolved 1P address. In various embodiments, a network resource may be
tetrieved [rom any combination of content providers, content delivery network (hereinalter
“CDN"} servers, or caches associaled with the network computing provider 107. For
example, the network computing provider may check if a resource 1s stored in a local cache
or in another server or service provider associated with the network computing provider 107,
If a network resource i3 stored in a local or associated lecation, the NCC POP 142 may
retrieve the nelwork resource from the local or associated location rather than from the third
party content provider 104 or CDN service provider 106. Hiustratively, the NCC POP 142
may provide requests for any number of network resources as included in the browse session
request, and may obtain these network resources from any number of different sources,
sequentially or in parallel.

100431 As illustrated in FIGURE 3, the corrtent provider 104 receives the resource
request from the NCC POP 142 and processes the request accordingly. In one embodiment,
the content provider 104 processes the resource request as if it were originally provided by
the client computing device 102, For example, the content provider 104 may select the type
of content, ordering of content, or version of content according to the requirements of the
requesting client computing device 102, In another embodiment, the content provider 104
may be provided with information that provides information associated with the
NCC POP 142 for utilization in providing the requested content {e.g., an avaiiable amount of
processing resources or network bandwidth).

10044 Subsequent to obtaining the reguested network resource from the content
provider 104 (or other source designated by the content provider), the NCC POP 142 may
process the network resource to extract embedded resource wdentifiers and gather information
for determination of a remote session browsing configuration. For example, a network
resource such as a Web page may include embedded C8S style inlormation and Javascripl as
well as embedded resource ideuntifiers to adduional resources such as {ext, images, video,
audio, animation, executable code, and other HTMI., C88, and Javascript files. In the
process of extracting the embedded resource 1dentifiers, the NCC POP 142 may gather
information about the processed network resources for later usc in the determination of a

remote session browsing configuration as discussed below with reference to FIGURE 4.



[0045) With reference to FIGURE 4, an illustrative micraction for generation and
processing of onc or more reguests correspouding to one or more embedded resources from a
network computing provider to a content provider and content delivery network 1s disclosed.
As tllustrated in FIGURE 4, the selected NCC POP 142 may provide resource roguests 1o one
or more sources of content such as content provider {04 and CON POP 116. The resource
requests may correspond to embedded resources based on one or more embedded resource
identifiers cxtracted from a requested network resource {c.g.. a Web page) as described in
FIGURE 3 above. In various embodiments, embedded resources may be retrieved from any
combination of coutent providers, CDN servers, or caches associated with the network
computing provider 107, For example, the network computing provider may check if an
embedded resource is stored in a local cache or in another server or service provider
associated with the network computing provider 107, If an embedded resource is stored it a
local or associated location, the NCC POP 142 may retrieve the embedded resource from the
local or associated location rather than the third party content provider or CDN.
Tlustratively, the NCC POP 142 may provide requests for any number of embedded
resources referenced by a network resource, and may obtain these embedded resources from
any number of different sources, sequentially or in parallel, Subsequent to obtaining the
requested resources, the NCC POP 142 may process the resources and requested content 1o
determine a remote session browsing configuration for the processing and conununication of
content to the client computing device 102,

[0046] With reference to FIGURE 3, an illustrative interaction for generation and
processing of processing results and user interaction data between a network computing
provider and clicnt computing device is disclosed.  As previously described, in one
cmbodiment, the respective browsers on the instantiated network computing component and
the client computing device 102 can exchange browsers’ session information related fo the
allocation and processing of the requested resources at the instantiated network computing
component and client computing device. As iltustrated in FIGURE 5, the selected NCC POP
142 way provide an initial processing resull (o the client computing device 102 over lhe
network 108 The initial processing result may correspond to requested network content,
such as a Web page, along with associated embedded resources processed by the NCC POP
142 in accordance with a selected remote session browsing configuration as described in
FIGURE 4 above. The NCC POP 142 also makes a determination of which additional

rocesses will be conducted at the NCC POP 142, at the client computing device 102, or
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both. Subsequent 1o receiving aun initial processing resull and the allocation of processes, the
chent computing device 102 may perform any remaining processing actions on the initial
processing result as required by the selected remote session browsing configuration, and may
display the fully processed content in a content display area of a browser. The client
computing device 102 may process any local user interactions with local inlerface
components or content elements locally, and may provide user interactions requiring remote
processing to the network computing provider 107. The network computing provider 107
mmay provide updated processing results to the client computing device in response o changes
to the content or remote nser interaction data from the client computing device,

[0047] With refercnce to FIGURE 6, o block diagram of the content delivery
environment of FIGURE 1 illustrating the generation and processing of an additional new
browse session request from a client computing device to a network computing provider is
disclosed, As illustrated in FIGURE 6, a second new browse session request may be sent to
network computing provider 107 from client computing device 102 across network 108, 1In
an illustrative embodiment, the network computing provider 107 utilizes a registration API to
accept browse session requests from the client computing device 102,

{0048} The additional browse sesston request may be generated by a client
computing device 102 in response to a user opening up a new browser window with a new
conlent display area, opening a new content display area w an existing browser window (¢.g.,
opening a new tab in a browser), requesting uew network content in an existing content
display area (¢.g., following a link to a new network resource, or entering a new network
address into the browser), or any other user interaction. For example, a user browsing a first
Web page corresponding to a first browse session instance may follow a link that opens a
new tab or browser window to view a second Wceb page. [n onc embodiment, any required
sieps of obtaining and processing content associated with the second Web page may be
performed by the currently instantiated network computing component in which the browser
can handle the processing of both resource requests.  In another ewbodiment, the chent
computing device 102 request may be processed as a new browse session request to the
network computing provider 107, including the network address of the second Web page. In
this embodiment, the browser on the client computing device may not specifically requesi a
scparate browse session, and a user’s interaction with the browser on the client computing
device 102 may appear to be part of a same browsing session.  As described above with

regard to FIGURES 2 and 3, the network computing provider 107 may cause an instantiation
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of a network compuling component for oblaining and processing content associated with the
second web page. [n other embodiments, a new browse session request may be generated by
the client computing device 102 corresponding to sections of a network resource {e.g., frames
of a Web page), individual network resources, or embedded resources themselves, data
objects included in a sel of content, or individual network resources.

[0049] Mlustratively, the additional browse session request may include any
number of pieces of daia or information including, but not limited to, information associated
with a user, information associated with the client computing device 102 (e.g., hardware or
software information, a device physical or logical location, etc.), information associated with
the network 108, user or browser prefercnces (e.g., a requosted remote session browse
protocol, a preference list, a decision wee, or other information), information associated with
the network computing provider 107, information associated with one or mote pieces of
requested network content {e.g., the network address of a network resource), etc. Requested
content may include any manner of digital content, including Web pages or other documents,
lext, images, video, audio, executable scripts or code, or any other type of digital resource.

0050} Subsequent to the receipt of the browse session request, the network
computing provider 107 may sclect an associated network computing component such as
NCC POP 142 to service the browse session request.  As discossed above with reference to
FIGURE 2, a network computing provider 107 may select an NCC POP (o service a browse
session request based on any number of factors, including, but vot imited 10 available NCC
POP resources (e.g., available memory, processor load, network load, eic), a financial cost of
servicing the browse session request at the NCC POP, the NCC POP location respective to a
client computing device 102, content provider 112, or CDN POP 116, a NCC POP cache
status (c.g., whether a roquested resource is already stored in an NCC POP cache), cte. In
one embodiment, the network computing provider 107 may select a number of NCC POPs to
service 4 browse session reguest, Hlustratively, although the nelwork computing provider
107 is depicted here for purposes of illustration as sclecting NCC POP 142, the network
computing provider 107 rmay select any extant NCC POP to service the browse session
request.  For example, a single client computing device 102 may simultaneously or
sequentially provide threc different browse session requests to the network computing
provider 107 corresponding to different network resources. The network computing provider
107 may select different NCC POPs for each browse session request, the same NCC POP for

all three browse session requesis, or any combination thereof.  As discussed above, the



decision whether to select a different NCC POP than was utilized for a previous or
simultaneous browse session request may be made on the basis of available systenm resources,
randomly, or according to any other factor as discussed above and with regards to FIGURE 2.

{6051 FIGURE 7 is a user interface diagram depicting an illustrative browser
interface and display of browse session contenl.  As described above with reference {o
FIGURE 5, a browser 700 may have a conlent display area 702, as well as one or more one or
more local interface components. These local interface components may include toolbars,
menus, buttons, address bars, scroll bars, window resize controls, or any other user interface
controls.  Hlustratively, local interface components may be displayed as separate from the
content display arca or may be overlaid or embedded in the content display arca.

{8052] lateractions with focal interface components may be treated as local user
ioteractions or remote user interactions depending on the processing required by the
interaction and the remote session browsing configuration. For example, the selection of a
preferences option in a browser menu may be handled eatirely as a local user interaction by a
browser. The processing required to display the menu, provide visual feedback regarding the
selection, display the preferences window, and process the changes made to the browser
preferences may be performed locally. As discussed above, processing user interactions
locally may provide greater respounsiveness at the browser as opposed to sending user
interaction data to the NCC POP 142 for processing. As another example, when using a
remote session browsing configuration that specilies exiensive processing on the NCC POP
142 {e.g., a remote session browsing configuration using a remote session communication
protocol such as RDPY, the selection of a content refresh button in a browser toolbar may be
handlcd both as a local uscr interaction and a remote user interaction. The limited processing
required to provide interface feedback corresponding to the button selection may be handled
at the client computing device 102 in order to provide the appearance of interface
responsiveness, while the refresh command, which may require processing of the network
content displayed in the content display area ol the hrowser, may be sent as user inferaction
data to the NCC POP 142 for processing. The NCC POP 142 may then bansmit updated
processing results corresponding to the refreshed network comtent back to the chent
computing device 102 for display.

{00531 In one embodiment, a window of a browser 700 may correspond 1o a
remote persistent browsing context. With regards to this specific embodiment, browser 700

may include a persistent browsing context name 706 or other identifying visual indicia of a
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current persistent browsing coniext. In ove embodiment, a persistent browsing context may
include multiple Web pages or other network content organized as content tabs 708 in a
window of a browser 700. Ilustraiively, the content and display states associated with the
contenl organized in content tabs 708 may be maintained at the network computing provider
107 aller the browser 700 is closed or exited. Accordingly, a new instance of a browser on
the same or a different chient computing device 102 muay reload the content and content tabs
708 from processing resulis provided by the storage provider 107 upon subsequently
accessing the existing persistent browsing context.

19054] FIGURE 8 s a diagram depicting illustrative browser content processing
aclions as a series of processing subsystems 800, In many embodiments, 4 browser may
process sets of content {e.g., network resources such as web pages and associated embedded
resources) in a series of processing actions.  Hlustratively, and as described above with
reference to FIGURES 3-5, a remote session browsing configuration may specify a split
between processing actions performed at a network computing provider {e.g., an NCC POP)
and processing actions performed at a client computing device 102, This split may designate
some processing actions to be performed by cach of the NCC POP and client computing
device 102, or may assign all processing actions 10 a single device or compounent, For
example, an NCC POP ray perform all of these various processing actions at the browse
session instance, and send fully processed RDP processing results to the client computing
device 102 for bitmap asserubly and display. Any anumber of different remote session
browsing configurations may be used by one or morc browse sessions instances running at an
NCC POP,

0055} One of skill in the rclevant art will appreciate that the subsystems shown
here are depicted for the purpose of illustration, and are not intended to describe a necessary
order or a definitive list of browser subsystems, Vartous browser sofiware components may
implement additional or fewer browser subsystems than are shown here, and may order the
subsystems or correspoding processing actions in any number of dilferent ways. Although
the processing subsysterus 800 depicted here for purposes of illustration are directed at the
processing of Web pages or other Web content, one of skill in the relevant art will appreciate
that the processing of other file types or network resources may be broken up in a similar
manner. For example, one of skill in the relevant art will appreciate that a similar schema
may be developed for the processing of images, video, audio, database information, 3d design

data, or any other file format or type of data known in the art.  Sinular schema may also be



developed for any mumber of device operating system or software framework processing
operations, such ag scheduling, memory or file management, system resource management,
process or service execution or management, etc. Further, although the HTML protocol and
RDP remole session communication protocols are discussed herein for the purposes of
example, one of skill in the relevant art will appreciate that a remote session browsing
configuration may implement any number of remote communication protocols for any
number of specified processing actions. and that a remote session browsing configuration
ruay be formulated to perform any fraction or combination of the actions identified below at
any combination of the chent computing device 102 and network computing provider 107,
10056] {lfustratively, the first processing subsystem involved ju the processing
and display of network content is the networking subsystem 802.  Hlustratively, the
networking subsystem 802 may be responsible for all communication between the browser
and content provider, including local caching of Web content. The networking subsystem is
generally limited by the performance of the user’s network. A remote session browsing
configuration that splits processing actions ai the neiworking subsystem 802 might include a
remote session browsing configuration utilizing an HTML remote session commnunication
protocol, where one or more caching or resource retrieval actions were perforrued at the NCC
POP, but parsing and processing of the content was performed at the clieut computing device,
[0057] As network resources such as HTML documents are downloaded from the
server they may be passed to an HTML subsystem 804 which parses the document, initiates
additional downloads in the networking subsystem, and creates a structural representation of
the document, Modern browsers may also contain related subsystems which are used for
XHTML, XML and SYG documents. A roemote session browsing configuration that splits
processing actions at the HTML subsystem 804 might include a remote scssion browsing
configuration utilizing an HTML remote session communication protocol, where an initial
HTML page is processed at the NCC POP in order to extract embedded resounrce 1dentifiers,
bul additional parsing and processing of the conlent 18 performed al the clien! compuling
device. In another embodiment, a remoie session browsing configuration thal splits
processing actions at the HTML subsystem 804 might perform initial processing to create the
structural representation of the HTMUL document, and provides a processing result including
the structural representation and associated embedded resources to the client computing

device for processing.
=)
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[6058] When €SS is encountered, whether mside an HIML document or an
embedded €SS document, it may be passed lo a CSS subsystem 806 (o parse the style
information and create a structural representation that can be referenced later. Hiustratively,
a remote session browsing configuration that splits processing actions at a CSS subsystem
806 may construct a processing resull including the CSS structural representation and HTML
structural representation, and provide the processing result and associaled embedded
resources to the client computing device for processing.

{0059} HTML documenis often contain metadala, {or example the information
described in a document header or the atiributes applied to an element. The collections
subsystem 808 may be responsible for storing and accessing this metadata. A remote session
browsing configuration that splits processing actions at a collections subsystem 808 may
construct a processing result including processed metadata along with any other structural
representations discussed above, and provide the processing result and associated embedded
resources to the client computing device for processing.

[0060] When Javascript is encountered, it may be passed directly to a JavaScript
subsystem 810 responsible for executing the script. The Javascript subsystem 810 has been
examined fully over the years, and may be one of the most well known browser subsystems
in the art. A remote session browsing configuration that splits processing actions at a
Javascript subsystem 810 may construct a processing result including an  internal
representation of one or more Javascript scripts, inchuding, but not limited to state data or a
representation of the script in a native or intermediate form, as well as any other processed
structures or data discussed above, and provide the processing result and associated
embedded resources to the client computing device for processing.

{6061 Because many JavaScript engines are not directly integrated into the
browser, there may be a communication layer including the marshalling subsystem 812
between the browser and the script engine, Passing information through this communication
layer may generally be reforred to as marshaling. A romote session browsing configuration
that splits processing actions at & marshalling subsystem $12 may construct a processing
result including marshalling data as well as any other processed structures, seripts, or data
discussed above, and provide the processing result and associated embedded resources to the
client computing device for processing.

{0062] In some embodiments, JavaScripl interacts with an uonderlying network

resource such as a Web document through the Document Object Model APls. These APls
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may be provided through a native object model subsystems 814 that knows bow 1o access and
manjpulate the document and is the primary interaction point between the script engine and
the browser. llustratively, a remote session browsing configuration that splits processing
actions at a native object model subsystem 814 may construct a processing result including
native obiect model state data or APY calls as well as any other processed structures, scripts,
or data discussed above, and provide the processing result and any other associated
embedded resources to the client computing device for processing,

{0063) Once the document is constructed, the browser may needs to apply style
information belore it can be displayed to the user. The formatting sobsystem 816 takes the
HTML document and applics styles. Hlustratively, a remote session browsing configuration
that splits processing actions at a formatting subsystem 816 may construct a processing resalt
including an HTML representation with applied styles, as well as any other processed state
data, APl calls, structures, scripts, or data discussed above, and provide the processing result
and any other associated embedded resources to the client computing device for processing.

10064} In one embodiment, CSS i1s a block based layout system. After the
document is styled, the next step, at a block building subsystem 818, may be to construct
rectangular blocks that will be displayed to the user. This process may detcrmine things like
the size of the blocks and may be tightly integrated with the next siage, layout. A remote
session browsing configuration that splits processing actions at a block building subsystem
818 may construct a processing resull including block information, as well as any other
processed state data, API calls, structures, scripts, or data discussed above, and provide the
processing result and any other associated embedded resources to the client computing device
for processing.

|0065] Subsequent to the browser styling the content and constructing the blocks,
it may go through the process of laying out the content. The layout subsystem 820 is
responsible for this algorithmically complex process,  [Hustratively, a remote session
browsing configuration that splits processing actions at a layout subsystem 820 may process
the various state data, API calls, siructures, seripis, or data discussed above 10 coustrucl a
processing result including layout information {or the client computing device. ustratively,
an NCC POP may make use of various data or settings assoctated with the client computing
device or browser {e.g., as provided in the initial browse session request) in order to generate
a suitable layout for the client computing device. For examiple, a mobile device may provide

a screen resolution and a display mode to the NCC POP. The NCC POP may base layout
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calculations on this screen resolution and display mode 1 order to generale a processing
result corresponding to a content representation suitable for a browser running on the mobile
device. Hlustratively, in varicus embodiments, any other subsysten implemented by the
NCC POP may make use of data associated with the client compulting deviee or browser in
generaling a processing resull for the client.

[0066] The {inal slage of the process may occur inside the display subsystem 822
where the {inal content is displayed to the user. This process is often referred to as drawing.
A remote session browsing configuration that splits processing actions al the networking
subsystem 802 might include a rerote session browsing configuration ulilizing an RDP
remote session communication protocol, where nearly all processing is performed at the NCC
POP, and a processing resull including bitmap data and low level] interface data are passed to
the chient computing device for display.

18067} FIGURE Y is a flow diagram illustrative of a new browse session
routine Q00 implemented by network computing provider 107 of FIGURE 1. New browse
session routine 900 begins at block 902, At block 904, the network computing provider 107
receives a4 new browse session request from client computing device 102, As previously
described, the client computing device 102 may load a browser for viewing network content
in response {0 an event or user request. Subsequent to the browser being loaded, the browser
may be implemented request a new browse session. From the perspective of the user of the
client compuling device, the request for the new browse session corresponds to the intended
request to transmit the request to one or more corresponding content providers 104.
Ulustratively, this request may be generated automatically as a result of the browser loading
{c.g., a requost for a default or “home” page), or may be gencraied as a result of a usecr
following a link or entering a network address into an address bar.  This browse session
request may mclude one or more addresses or references {o various network resources or
other content requested by the client computing device 102, In an ilustrative embodiment,
the browse sesston request 18 transtotlied in accordance with an AP,

18068] Al block 906 the network computing provider 107 may select an
associated NCC POP (o instantiale a new browse session based ou the browse session
request. As discussed above with reference to FIGURE 1. a network computing provider 167
may include any number of NCC POPs distributed across any number of physical or logical
jocations. A network computing provider 107 may sclect a NCC POP to service a browse

session request based on any number of factors, including. but not limited 1o avatlable NCC
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POP resources (.., available memory, processor load, network toad, eie.), a financial cost of
servicing the browse session request at the NCC POP, the NCC POP location respective to a
chient computing device 102, content provider 104, oy CDN POP 116, a NCC POP cache
status (e.g., whether a requested resource 1s already stored in an NCC POP cache), ele.

[0069] In one embodiment, the network computing provider 107 may selecl a
number of NCC POPs Lo service a browse session request.  For example, the network
computing provider 107 may select two NCC POPs with different logical locations in the
network., Each NCC POP may independently request and process network content on the
behall of the client computing device 102, and the client computing device 102 may accepl
data from the first NCC POP to return a processing result. Subsequent to being selected by
the network computing provider 107, NCC POP 142 way obtain the browse session request.
In one embodiment, NCC POP 142 may have the browse session request forwarded o it by a
component of network computing provider [07. In another embodiment, NCC POP 142 or
client computing device 102 may receive connection information allowing the establishment
of direct communication between NCC POP 142 and chient computing device 102.
Niustratively, NCC POP 142 may be provided with the browse session request originally
provided to network coroputing provider 107, may be provided with a subset of information
{e.g., just a network address of requested content), or may be provided additional information
not included in the original browse session request.

[0070] Subsequent (o the NCC POP 142 being selected, the network computing
provider 107 may cause the NCC POP 142 to instantiate a pew browse session. 1llustratively,
instantiating a new browse session instance may include loading a new virtual machine
instance and/or browser instance at the NCC POP 142, reserving or allocating device
memory, storage or cache space, processor time, network bandwidih, or other computational
ar network resources for the new browse session. Hlustratively, one or more characteristics
of the new browse session instance and/or browser instance may be based on client
computing device 102 information included in the browse session request. For example, the
browse sesston request may include a device type or browser type, a device screen resolution,
a browser display area, or other information defining the display preferences or capabilities
of the chient computing device 102 or browser. The NCC POP 142 may accordingly
instantiate a virtual machine instance and/or a browser instance with the same or similar
capabilitics as the client computing device 102. ilustratively, maintaining a virtual machine

instance and/or browser with the same or similar capabilitics as the client computing device



102 may allow the NCC POP 142 to process network content according to the appropriate
dimensions and layout for display on the particular client computing device 102,

(00711 In some embodiments, the NCC POP 142 may utilize an existing virtual
machine instance and/or browser instance in addition to, or as an alternative to, instating a
new browse session. For example, subsequent to the NCC POP 142 being selecied, the
network computing provider 107 may cause the NOC POP {42 to associale an existing
browser instance and/or virtual machine instance, such as one or more instances previously
instantiated at the NCC POP 142, with the new browse session request, IHustratively, an
existing browser session and/or virtual machine jnstance may correspond to another browse
session, remote application session, or other remole process associaied with the user or client
computing device 102, or may be a previously instantiated software instance fromi an
unrelated browse session or remote process. In other embodiments, the NCC POP 142 may
instantiate a new browser or other application process in an existing virtual machine instance,
or may combine the utilization of previously instantiated and newly instantiated software
processes in any number of other ways. In still further enibodiments, the network computing
provider or NCC POP 142 may instantiate any number of new virtual machine instances
and/or browser instances (or make use of existing inslantiated instances) based on a single
browse session request.

[0072] At block 908 the network computing provider 107 may provide a request
for one or more network resources to a content provider or CDN service provider based on a
network address included in the browse session request. In various embodiments, one or
more network resources may be additionally or alternately retrieved from a cache local to the
NCC POP 142 or otherwise associated with the network computing provider [07. One of
skill in the art will appreciate that, in the case of other embodiments, the link or network
address may correspond to a document or file stored in a digital file locker or other network
storage location or at a cache component associated with the network compuling provider
107 or clent computing device 102, In some embodunenis, the new session request may
include a docurnent or {fle in addition o or as an alternative 10 a neiwork address, Al
block 910, the network computing provider 107 obtains the one or more network resources.
Subsequent to obtaining the requested network resource, the NC{C POP 142 may process the
network resource to extract embedded resource identifiers.

[0073] At block 912, the network computing provider 107 may provide resource

requests to one or more sources of content such as content providers, CDN service providers,



and cacbes, The resource requesis may correspound to embedded resources based on the one
or more embedded resource identifiers extracted from the one or more network resource as
described in block 910 above. At block 914, the network computing provider 167 may obtain
these embedded resources from any number of different sources, sequentially or in parallel.

[0074] Al block 916, the network computing provider 107 may process the one or
more network resources and associated embedded resources {o delermine a remote session
browsing configuration for the processing and communication of content (o the client
computing device 102, A remote session browsing configuration may include any
proprietary ot public remote protocol allowing exchange of data and user interactions or
requests between a client and a remote server. The remote seasion browsing configuration
may ittustratively include both a remotle session comumunication protocol and a processing
schema for providing processed (or unprocessed) content to a client computing device for
display in the content display area of' a browser,

19075] Hlustratively, a remote session browsing configuration may defipe or
specify a remote session communication protocol, including, but not limited to, a network
protocol, signaling model, transport mechanism, or encapsulation format for the exchange of
state data, user interactions, and other daia and content between the network computing
provider and the client computing device. Examples of remote session communication
protocols known in the art inchude Remote Deskiop Protocol (RDP), X-Windows protocol,
Virtual Network Computing (VNC) protocol, Remote Frame Buffer protocol, HTML, elc.
For example, RDP tltustratively specifies a number of processing mechanisms for encoding
client input {e.g., mouse movement, keyboard input, etc.) into prolocol data units for
provision to a remote computing device, and corresponding mechanisms for sending bitmap
updates and low level interface information back to the client device., As another example,
the HTML protocol illustratively provides a mechanism for providing files defining interface
information and containing resources references {rom a server to a client, and a
corresponding mechanism for a clienl computing device (o provide requests for additional
[ites and resources to the server. In one embodiment, the NCC POP 142 may provide an
initial communication o the client computing device 102 after determining the remote
session communication protocol. This initial communication may allow the client computing
device 102 to prepare to receive communications in the sclected remote session

communication protocol, and, in the case of pull remeote session communication protocols
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like HTTP, may causce the chient computing device to send an inttial resource request to the
browse session instance running on the NCC POP 142,

[0876] Fach remote session browsing copfiguration may additionally define a
split of processing actions between the network computing and slorage service {e.g., NCC
POP 142) and the client computing device {(e.g., client computing device 102} In one
embodiment, a parlicular split of processing actions may be based on or mandated by a
particular remote session comnmutication protocol. In another embodiment, a remote session
communication protocol may allow several different splits of processing actions depending
on the implementation or configuration of the protocol. For the purpose of tlustration, many
pieces of network content {e.g., Web pages, video, Flash documents) may reqoire various
processing actions before being displayed on a computing device. A Web page, for examiple,
may be parsed to process various HTMI layout information and references to associated
resources or embedded content such as CSS style sheets and Javascript, as well as embedded
content objects such as images, video, audio, etc. The HTML and each referenced object or
picce of code will typically be parsed and processed before a representative object model
corresponding to the Web page may be constructed.  This object model may then be
processed further for layout and display in 4 content display area of a browser at the client
computing device 102, Hlustrative browser processing actions are described 1o greater detail
below with reference to FIGURE 8, One of skill in the art will appreciate that, in the case of
other embodiments or applications, various other processing actions may be required.

106477} A remote session browsing configuration may specify that various of the
processing actions required for display of piece of network content be perforned at the
remote computing device, such as the NCC POP 142, rather than at the client computing
device 102. Network content partially {or wholly) processed at the network computing
provider may be referred to as a processing result.  As discussed below, the split of
processing actions may be associated with or linked to the remote session conimunication
prolocol used (or exchangiog data and client input between the NCC POP 142 and chenl
computing device 102,

{0078] For example, a remote session communication protocol such as RDP that
transmits a processing result including low level interface information and bitmaps to the
client computing device 142 for display may be associated with a remote session browsing
configuration that specifies performing all, or nearly all, of the necessary content processing

actions at the NCC POP 142, While using RDP, the NCC POP {42 may, for example, run a



{ull nstance of a browser the NCC POP 142 and transmit a processing result cousisting of
bitmap updates corresponding to a representation of the displayed content to the client
computing device 102, The client computing device 102, in this example, may merely be
required to assemble the transmitted bitmap updates [or display in the content display area of
the browser, and may perform none of the processing of the actual HTML, Javascript, or data
objects involved in the display of an illusirative picce of network content.  As another
example, a remote session browsing configuration utilizing 4 remote session comrmunication
profocol such as HTML may transwoit network content i a largely onprocessed form, The
client computing device 102 may thus perform all of the processing actions required for
display of network content while the NCC POP 112 performs little or no processing.

{8975] The NCC POP 142 may base its determination of a remote session
browsing configuration on any number of factors, including, but not himited to, one or more
characteristics of one or more of the requested resources, content provider (04, or CDN
service provider 106, one or more characteristics of the content address or domain, one or
more characteristics of the client computing device 102, browser or application, user, one or
more characteristics of the NCC POP 142, or one or more characteristics of the network or
network connection, ete, Characteristics of requested resources may inclode, but are not
limited to, a data format, a content type, a size, processing requireruenis, resonrce latency
requirements, a number or type of interactive elements, a security risk, an associated user
preference, a network address, a network domain, an associated content provider, etc.
Characteristics of a content provider 104, CDN service provider 106, computing device 102,
or NCC POP 142 may include, but are not limited to, processing power, menory, storage,
network connectivity {e.g., available bandwidth or latency), a physical or logical location,
predicled stability or risk of failure, 4 software or hardware profile, available resources (e.g.,
available memory or processing, or the number of coucurrently open soflware applicatiouns),
gte. The NCC POP 142 may further consider perceived security threats or risks associated
with a piece of content or domain, preferences of a clisnt computing device or a content
provider, computing or network resource costs (e.g., a financial cost of processing or
bandwidth, resource usage, ctc.), predetermined preferences or selection information, any
additional processing overhead required by a particular remote session browsing
configuration, a cache status {e.g., whether a particular resources i1s cached at a NCC POP
142, at the client computing device 102, or at other network storage associated with the

network computing provider), a predicted delay or time required o retrieve requested

26



nelwork content, a preferred content provider or agreements with a content provider for a
particular remote session browsing configuration or level of service, a remote session
browsing counfiguration being used for another {(or the current) browse session by the same
user, or any other factor.

[6080] In some embodiments, an NCC POP 142 may base a determination of a
remote session browsing configuration on past behavior or praciice. For example, an NCC
POP 142 that has determined a remote browse session configuration for a particular resource
in the past may avtomatically select the same remote browse session configuration when the
resource is requesied by the same (or potentially a different) user.  As another exarple, a
user that has a history of frequently accessing Web sites with oxiensive processing
requirements may automatically be assigned a remote session browsing configuration that
performs the majority of processing at the NCC POP 142, In other embodiments, an NCC
POP 142 may base a determination of a remote browse session configuration on predictions
of future behavior. For example, an NCC POP 142 may base its determination of a remote
browse session configuration for a particular resource on an analysis of past determinations
made for a particular Web site, network domain, or set of relaled resources. A content
provider that historically has provided video-heavy Web pages may be associated with a
remote session browsing configuration that emphasizes video performance at the client
computing device 102, Hlustratively, past historical analysis and future predictions may be
considered as one or more of a mumber of factors on which to base the remote session
browsing configuration determination process, or may be definitive in the decision making
process,  For cxample, once an NCC POP 142 determines a remiote scssion browsing
configuration for a particular content provider, it may skip the remole session browsing
configuration determination process for any future resources served from the content
provider, Ilustratively, the NCC POP 142 may re-defermine a remote session browsing
configuration 1o be associated with the content provider afler a fixed period of time, or alter
the NCC POP 142 has identified or determined a change in the content being served by the
content provider.

0081} In other embodiments, a network resource, Web site. network domain,
content provider, or other network entity may specify or otherwise request the use of a
particular remote browse session configuration in a resource tag, metadata, or other

communication with an NCC POP 142, The NCC POP 142 may treat the request as



definitive, or may consider the request as one of muliiple factors to be counsidered in the
decision making process.

[0082] For example, a remote session browsing configuration utilizing a remote

session communication protocol such ags RDP may specity extensive processing to occur at
the network computing provider 107 {e.g., at NCC POP 142) rather than at the client
computing device 102. The remole session browsing configuration may thus leverage the
processing power of the NCC POP 142 to achieve lower latencics and presentation delay
when dealing with network content that requires a great deal of pre-processing {e.g., content
with a great deal of CSS or Javascripl information defining page layout). The NCC POP 142
may therefore seloet a remote session browsing configuration that performs a subsiantial
amount of processing at the network computing provider 107 and utilizes RDP or a similar
remole session comumunication protocol for communication of processing-intensive content.
Conversely, a remote session browsing configuration that utilizes a remote session
commuiication protocol such as HTML may specify extensive processing at the client
computing device 102 rather than at the network computing provider 107. The remote

sion communication protocol may thus achieve smaller delays and smoother presentation
when presented with simple network content that requires very liltle processing or network
conlent that requires rapid change in displayed conteut afler its initial Joad. For example, a
Web page with embedded video may perform better performing the majority of processing
locally and utilizing HTML rather than RDP as a remote session conunugication protocol.
remote scssion browsing configuration specifying cxtensive processing at the network
computing provider 107 must process the video at the NCC POF 142 and rapidly send screen
updates (¢.g. by RDP) to the chient computing device 102, potentially requiring 4 great deal
of bandwidth and causing choppy playback in the browser, while a remote session browsing
conliguration specilying local processing may provide raw video wivnuation directly o the
client computing device 102 for display (e.g. by HTML), allowing for client side caching and
a smoother playback of content.

{8083] As a {urther example, the NCC POP 142 1o communmcation with a clienl
computing device 102 with extremely limited processing power may elect 1o use a remote
session browsing configuration that regquires very litfle processing by the client computing
device, for example, using RDYF to transmit NCC POP 142 processed results. Conversely, an
NCC POP 142 providing an extremely interactive Web page may elect to use a remote

session browsing configuration that allows the client computing device 102 to handle user



interactions locally w order to preserve interface responsiveness, for example, vsing HTML
to transmit substantially unprocessed data. As a still further example, a NCC POP 142 may
base the determination of a remote session browse configuration on preferences provided by
the client computing device 102, A client computing device 102 may illustratively include
preferences [or a remote session browse configuration in an initial browse session request, or
at any other time, The NCC POP [42 may utilize these preferences as an alternative to, or in
addition to any other factor or deciston metric, llustratively, allowing the client computing
device 102 to set or influence the selection of a remoie session browse configuration allows
the NCC POP 142 to take user preferences in account when determining 4 remote session
browse configuration. For example, a user worried about initial page load times may prefer
to use a remote session browsing configuration heavy on remote processing and utilizing an
RDP remote session communications protocol, while a user wishing to maintain an cxtremely
responsive interface may prefer using a remote session browsing configuration that performs
the majority of the processing on the client computing device 102, for example, using an
HTML remote session communication protocol.

160841 Mustratively, the NCC POP 142 may base a determination of a remote
browsing configuration on any factor or combination of factors. For example, the NCC
POP 142 may select a remote session browsing configuration based ou a single factor, or may
assign weights to one or more factors in making a determination. In some embodiments, the
determination process of the NCC POP 142 may change based on one or more factors
described above. For example, an NCC POP 142 conmumunicating with a clicnt computing
device 102 over a network with a surplus of unused bandwidth may give a low weight to
factors such as the network requirements of a remote browse session, and may give a higher
weight to factors such as the latency of page interactions, while an NCC POP 142
commumecating with a client computing device 102 over a himiled bandwidth network may
give a higher weight to [aclors dealing with the efliciency of the reruote session browse
protocol over a network.

{85] n one embodiment, the NCC POP 142 may select a single remote session
browsing configuration for a set of network conlent. For example, the NCC POP 142 may
select a single remote session browsing configuration for a requested network resource such
as a Web page. The NCC POP 142 may thus process the Web page together with all
embedded content based on the selected remote browsing session protocol, and utilize the

remote browsing session protocol to exchange user interaction data and updated browse
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session data for all coabedded content assoctated with the Web page. tn another cobodiment,
the NCC POP 142 may select different remote session browsing configurations for one or
more resources in a set of network content. For example, a network resource such as a Web
page may relerence processing intensive embedded Javascript or €S8 resources, as well as
embedded video resources. The NCC POP 142 may select a {irst remote session browsing
configuration for the Web page and all cmbedded rescurces excluding the embedded video
resource, and a second remote session browsing configuration for the embedded video
resource,  Mustratively, this way result in the NCC POP 142 wtilizing RDP to send a
processing result to the client corputing device 102 for display of the Web page and
associated embedded resources, while utilizing HTTP to send the embedded video as a
separate, unprocessed file. In one embodiment, the client computing device 102 may perform
the minimal processing required to display the RDP processing result corresponding to the
Web page and embedded resources, and may also perform additional processing necessary to
display the embedded video, for example, overlaying the video on top of the displayed RDP
representation of the Web page. Any number of remote session browsing configurations may
be selected to correspond to any number of resources or objects included w a set of network
conlent, regardless of whether resources or objects are obtained from a content provider 104
or CIIN service provider 106 in one or more logical files or data struchires.

10086] Although the selection of a remote session browsing configuration is
illustratively depicted herein as occurring after all network resources and associated
cmbedded content have been obtained by the NCC POP 142, one skilled in the relevant art
will appreciate that the selection of a remote session browsing configuration may be
performed at any time. For example, the NCC POP 142 may select a remote session
browsing configuration safter receiving a now browse session request or related information
from the client computing device, may select a remole session browsig couliguration alier
oblaining a network resource, bul before oblaining any associaled embedded resources, or at
any other time. o some embodiments, the NCC POP 142 may switch to a new remole
session browsing configuration at some time subsequent to the client computing device 102
pbtaining an initial processing result.  lHlustratively, the NCC POP 142 selecting a new
remote session browsing configuration may occur automatically after a certain time period or
evenl or in response Lo a change in network conditions, NCC POP 142 or client computing
device 102 load or computing resources, or any other factor described above as potentiaily

influencing the choice of remote session browsing configuration. JHustratively, an NCC POP
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142 dealing with other types or formats of information may scleet a remote sesston protocol
based on any number of similar factors. For example, one of skill in the relevant art wili
appreciate that a similar schema may be developed for the processing of images, video,
audio, database information, 3d design data, or any other file {ormat or type of data known in
the art,

[0087] The client computing device 102 may, in various embodiments, {urther
nslantiate a parallel browsing process sequentially or sirultencously with the request for a
remnote browse session, In one embodiment , a client computing device 102 may inslantiate a
traditional local browse session as known i the art (e.g,, providing content requests from the
browser and procossing oblained resources locally) in addition 1o one or more remote browse
jnstance executing at an NCC POP 142, In another embodiment, a client computing device
102 may be provided with unprocessed netwosk resources by the NCC POP 142
Ilhastratively, the network resources may have been retrieved from one or more conlent
providers, CDNs, or cache components by the NCC POP 142, The resources may be
provided to the client computing device 102 to process locally in parallel with the remote
browse instance executing at the NCC POP 142, In still further cmbodiments, the network
computing provider or NCC POP 142 way instantiate any number of new viutual machioe
instances and/or browser instances (or make use of existing instantiated mstances) to process
resources and/or send processing results to the client computing device 102 in parallel.
Hlostratively, the local browse session at the client computing device 102 and the remote
browse session instance at the NCC POP 142 may execute in parallcl.

0088 in one embodiment, a local browse session executing at the client
computing device 102 may obtain unprocessed content (e.g., html Web pages, cmbedded
content, and other network resources) from the NCC POP 142 responsive to a browsc scasion
request.  Ilustratively, the content may have been retrieved by the NCC POP 142 from a
content provider, CDON, or cache in response {o the browse session request, The unprocessed
content provided by the NCC POP 142 may include all the content associated with the
browse session request or roay supplement content existing ju a cache of the client computing
device, retrieved from a content provider or CDN, or obtained from some other source. In
one embodiment, a client computing device 102 may obtain ali requested content from a {ocal
cache, and may not obtain any unprocessed resources or content from the NCC POP 142
Subsequent to obtaining the unprocessed content, client computing device 102 may process

the requested content in parallel with a remote browse sesston executing at the NCC POP
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142, For cxample, as the Jocal browse session executing al the chient compuling deviee 102
is processing the requested content, a remote browse session executing at the NCC POP 142
may be processing the same content at substantially the same time. Once the NCC POP 142
has performed a set of processing actions on the content to generate a processing result (e.g.,
as specified by a determined remote session browsing configuration), the NCC POP 142 may
provide the processing result to the client computing device 102,

[0089] For the purpose of illustration, a client computing device 102 may require
a longer load time to obtain and process requested network resources than a browse session
instance running at the NCC POP 142, For exawmple, the NCC POP 142 may obtain and
process contenl guickly due to its position on the network and the relative processing power
of the local client computing device as compared to the NCC POP 142, Even if the NCC
POP 142 provides the client computing device 102 with all requested petwork content, the
client computing device 102 may still obtain a processing result from NCC POP 142 before
the local browse session has fully completed processing the requested resources. The client
computing device 102 may complete any further processing steps and display the obtained
processing  result before completing local processing and  display of the content.
Wustratively, this may allow the client computing device 182 to take advantage of an NCC
POP 1427s quicker content load time relative to a traditional focal browse session, Prior to
the ocal browse session conipleting the processing all requested resources, the browser may
process any user interactions locally and/or remotely as described in FIGURES 5 and 11
below.

(6090} Once the local browse session has fully obtained and processed resources
corresponding to the requested content, the computing device 102 may determine whether to
continue to display results obtained from the NCC POP 142 (and process user interactions at
the NCC POP 142) using the determined remote session browsing configuration or switch to
processing user interactions locally,  Switching to process user interactions locally may
include replacing a displayed representation of the requested resources based on a processing
result obtained from the NCC POP 142 with a local display of the requested resources, For
example, a browser may display a representation of a Web page cosresponding to a
processing result from the NCC POP 142 {(e.g.. RDP display information representing the
rendered page} until the browser is finished processing and rendering the Web page locally.
The browser may then replace the representation from the NCC POP 142 with the locaily

rendered representation of the Web page. Hlustratively, replacing one representation with



another representation may be transparent to the nser. For cxample, the local and NCC POP
142 representations of the Web page may be identical or substantially identical. I oue
embodiment, when the NCC POP 142 representation of the web page is displayed, the
browser may send various user interactions with the displayed page to the NCC POP 142 for
processing.  When the locally rendered version of the Web page 1s displayed, user
interactions may be processed locally at the browser. IHlustratively, the determination of
which represeniation of the requested resources to display (e.g., local or from the NCC POFP
142) may be based on any of the same factors described with reference to determining a
remote session browse protocol in above.

10091] In one erbodiment, the clicot computing device 102 may switch 1o
processing user interactions locally as soon as local resources are fully loaded. Hhustratively,
the remote browse session instance running at the NCC POP 142 may be terminated after
switching to local processing, or the remote browse session instance may be maintained as a
backup in case of unresponsiveness or a failure with regards to the local browse session. For
example, the client computing device 102 may process user interactions locally, as well as
sending remote user interaction data to the NCC POP 142 in accordance with the selected
remote session browsing configuration. The remote user interaction data may be used by the
NCC POP 142 io keep the remote browse session instance fully i parallel with the locat
browse process being executed by the browser at the client computing device 102, As long
as the local browse session continues to handle user interactions, the NCC POP 142 may
cither refrain from sending updated processing results, or may send updated processing
results ignored by the client computing device 102, 1If a problem develops with the local
browse session at the client compuiing device 102, updated processing results nuay be
provided to the client computling device 102 from the NCC POP 142 for processing and
display i leu ol the local browse session. lHustratively, this switch from the local browse
session Lo rervote processing may be Lransparent 10 the user. [o some embodituents, the client
computing device 102 may switch from a local browse session to a remote browse session
instance based opn factors other than unresponsiveness or failure at the local browser. For
example, the client computing device 102 or network computing and storage component 107
may select between a remote and local browse session based on any of the factors
enumerated with regards to determining a remote session browse protocol above

(00921 in another embodiment, the client computing device 102 may continue to

srocess and display updated processing results Fom the NCC POP 142 even after the local
piay up g



browse scssion has fully loaded the requested content. The clicot compulting device 162 may
terminate the local browse session or may run the local browse session in parallel as a backup
process in the converse of the example provided above. It should be appreciated that
although the local browse session is described here for the purpose of illustration as being
slower to load than the remote browse session instance, in some embodiments the local
browse session may load the content faster than the remote browsing session, in which case
the browser may process user interactions locally until the remote browse process has fully
loaded the requested content.  In some embodiments, the client computing device 102 may
display and process user interactions through whichever browse session, local or remote,
loads the requested content first.

ey
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0%3] In vartous other embodiments, the network computing provider 107 may
instantiate multiple remote browse session instances to run in parallel in addition to or as an
alternative to instantiating a local browse session. [lustratively, these paralie! browse
session nstances may utilize any of the same or different remote session browse protocols,
and may act as backups in the manncr described above with regard to a local browse session,
or may be used and switched between as alternatives in order to maximize browser
performance at the client computing device 102. For example, i response to one or more
browse session requests, the network computing provider 107 may instantiate a browse
session instance running on a first NCC POP and utilizing an RDP protocol as well as browse
session instance running on a second NCC POP utilizing an X-Windows protocol. The client
computing device 102 or the network computing provider 107 may determine which browse
session instance and protocol should be used based on performance or resource usage
considerations as described with regards o determining a remote session browse protocol
above.

[0094] With continued reference to FIGUREO, at block 918, the network
computing provider 107 may process the obtained content, mcluding the one or more
requested network resources and embedded nelwork resources, according 1o the determined
remole session browsing confliguration Lo generate an inilial processing resull. At block 920,
the network computing provider 107 may provide the initial processing result to the client for
further processing and display in the content display area of the browser. For the purposes of
further example, an iilustrative client new browse session interaction routine 1000
implemented by client computing device 102 1s described below with reference to FIGURE

16, At block 922, the start new browse session routine 900 ends,



10055] FIGURE 10 is a flow diagram tlustrative of a clicut sow browse session
interaction routing 1000 maplemented by client computing device 102, New browse session
interaction roatineg 1000 begins at block 1002 in response to an event or user request causing
the client computing device 102 to load a browser for viewing network content. At block
1004, the client computing device loads locally managed components ol the browser,
including all local interface components. As described above with reference to FIGURES 5
and 7, local interface components may include toolbars, menus, butions, or other user
interface controls managed and controlled by the software browser application or any other
process executing or implemented locally at the client computing device. At block 1006, the
client compuiing device 102 provides a request for a new browse session nstance to the
netwark computing provider 107. From the perspective of the user of the client computing
device, the request for the new browse session corresponds lo the intended request to transmit
the request to one or more corresponding content providers 104, In other embodiment, the
new session request may correspond to a reguest to load a file or other document {e.g., a
request to load an image in a photo-cditing application, etc.}. IHustratively, the request may
be generated automatically as a result of the browser loading (e.g., a request for a default or
“home”™ page), or may be generated as a result of a user following a link or entering a
nelwork address into an address bar.  As tllusirated with respect to FIGURE 2, the browse
session request is transmitted first to a network computing provider 107, In an illustrative
embodiment, the petwork computing provider 107 utilizes a registration APl to accept
browsc session requests from the client computing device 10Z.

[6696] A browse session request may include any number of pieces of data or
information including, but not limited to, information associated with a uscr, information
associated with the client computing device 102 or software on the client computing device
(e.g., hardware or software information, a device physical or logical location, cic.),
information associated with the networlke 108, user or browser preferences (e.g., & requested
remote session browse protocol, a preference list, a decision tree, or other information),
information associated with the network computing provider 107, joformation associated
with one or more pieces of requested network content (e.g., the network address of a network
resource), elc. For example, a browse session request from the client computing device 142
may inciude information identifying a particular client computing device hardware
specification or a hardware performance lovel, latency and bandwidth data associated with

recent content requests, a desired security level for processing different types of content, a



predetermined preforence hist of rerpote session browse protocols, and one or moye network
addresses corresponding to requested network resources, among others.  In another example,
the browse session request can include information identifying a client computing device 102
screen resolution, aspect ratio, or browser display area in the browse session request may
allow the network computing provider 107 (o customize the processing of network content
for display on the client computing device. As previously described. the browse session
request can include network address information corresponding to a requested network
resonrce, which may be in any forn including, but not limited to, an Internet Protocol (“IP7)
address, a URL, a Media Access Control (“MAC™) address, ete.  In one embodiment, the
request for a new browse session instance may correspond to the network computing provider
receiving a request for a new browse session instance at block 904 of FIGURYE 9 above.

180974 At block 1008, the client computing device 102 obtaing an initial
processing result from the network computing provider 107, IHustratively, the format and
data included in the initial processing result may vary based on the remote session browsing
configuration selecied by the network computing provider 107. In one embodiment, the
initial processing result may iclude or be preceded by data informing the client computing
device 102 of the choice of remoie session browsing configuration and/or establishing a
connection over the remote session communication protocol corresponding to the selected
remote session browsing configuration. As discussed above with reference to FIGURES §
and 9, the obtained initial processing resuft may inclade requested content with one or more
processing actions performed by the network computing provider 107.  Subscquent to
obtaining the initial processing result, the clicnt computing device 102 may perform any
remaining processing actions on the initial processing result at block 1010,

[6098] At block 1012, the client computing device 102 displays the content
corresponding to the processed initial processing result. For example, the client computling
device 102 may display the processed client in the content display area 702 of 4 browser 700
as described in FIGURE 7 above. In one embodiment, the processing result may only
include display data corresponding 1o content displayed by a browser, and may not include
display data corresponding to, for example, the interface controls of a browser instance at the
NCC POP 142, the desktop of a virtual machine instance corresponding to the browse
session, or any other user interface of the NCC POP 142. For example, the NCC POP 142
may process a Web page and associated content for display via RDP i a browser instance

running in a virtual machine instance at the NCC POP 142, The browser mstance may have
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onc or more interface clements such as tootbars, menus, scroll bars, ¢tc., 1o addition (o the
displayed Web page. The NCC POP 142 may send an RIDP processing resalt corresponding
to the displayed Web page only, without any of the interface elements associated with the
browser. Hlustratively, including an RDP processing result corresponding to the displayed
Web page only may allow the browser at the client compuling instance 102 to display the
Web page by assembling the RDP processing result in the content display area of the browser
without any further processing,  In another embodiment, the RDP processing result may
joclude 2 full viriwal machine desktop and browser window corresponding to the (ull
interface displayed at the NCC POP 142 browse session instance. The client computing
device may automatically identify the area of the RDP processing result corresponding to the
requested content, and may display only this area in the content display area of the browser.

100%9] At block 1014, the client computing device 102 processes local and remote
user interaclions. An illustrative routine for processing user interactions is provided below
with reference to FIGURE 11. At block 1016 the routine ends. ilustratively, a browse
session mstance instantiated by the network computing content provider 107 may terminate
when a browser window or content display area is closed, may terminate when a remote
session browse protocol is replaced by a parallel process at the client computing device 102,
or may {erminate in accordance with a timer or other evend. lHustratively, if a browse session
has terminated automatically due to a time-out but has associated content still displayed in a
browser at the client computing device 102, later attempts by the user to interact with the
content may result in a ncw browse session request being provided to the network computing
and storage service provider 107 to start a new browse session according to the last staic of
the terminated session. Ilustratively, terminating a remole browse session after a time-out
may allow the network computing storage provider 107 to save computing resources at the
NCC POP. In one embodiment, this process may be transparent to the user at client
computing device 102, cven though the remole browse session has been terminated during
the intervening period.

[0100] FIGURE Il is a {low diagram illustrative of a process user inierachion
routine 1100 Implemented by a client computing device 102. Process user interaction
routing 1100 begins at block 17102 in response to an interaction by a user. [uastratively,
process user interaction routine 1100 may begin subsequent to the display of content in a
content display arca of a browser interface. For example, process user interaction routine

1100 may correspond to block 1014 of FIGURE 14 above,



{0161] Wustratively, the displayed content may have one or more interactive
clemenis, such as forms, butions, animations, eic. User inleraction with these interactive
clements may require processing and display of updated content in the content display area.
For example, selecting an element in a drop-down menu on 3 Web page may require
processing and may change the configuration or visual appearance of the Web page or
embedded resources,  lustratively, the processing required by user interaction with the
displayed content may be handled as a local user interaction at the client computing device
102 or as a remole vser interaction at the NCC POP 142 depending on the remote session
browsing configuwration in use. For example, i a remote session browsing configuralion
utilizing substastial local processing (e.g., sending unprocessed files over HTML), user
interactions with displayed content may typically be handled as local user interactions at the
client computing device 102, Wustratively, bandling user interactions with displayed content
as local user interactions at the client computing device 102 may allow for better
responsiveness and fewer delays with simple user interactions (e.z., selection of a radio
button, or typing text into a field), as interaction data corresponding to the interaction does
not need to be sent to the NCC POP 142 for processing.

{0162} As a further example, if a remote session browsing configuration utilizing
heavy remote processing of content (e.g., sending processed bitmap data over RDP) is being
used as the remote session browsing configuration, all user nteractions with displayed
content may be handled as remote user interactions. For example, user input (e.g., kevboard
inputs and cursor positions) may be encapsulated in RDP protocol data units and transimitted
across network 108 to the NCC POP 142 for processing.  Hlustratively, the NCC POP 142
may apply the user interactions to the network content and transmit processing results
consisting of updated bitmaps and interface data corresponding to an updated representation
of the content back to the client computing device 102, Hlustratively, handhing user
inferactions with displayed content as remote user interactions at the NCC POP 142 may
have a negative impact on interface responsiveuess, as data s required 1o pass over the
nelwork and is himited by network latency; however, user inleractions that requite a
substantial amount of processing may perform better when bandled as remote user
interactions, as the processing latency of the NCC POP 142 may be substantially lower than
the processing latency of the client computing device 102,

10163 in addition to a content display arca for displaying network content, a

browser may have one or more local interface components, such as toolbars, menus, buttons,
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or other nser interface controls, Interactions with local interface components may be reated
as local user interactions or remote user interactions depending on the processing required by
the interaction and the semote session browsing counfiguration as further depicted
ustrative FIGURE 7. For example, some local interface components may be managed
locally by browser code running on the client computing device, while other local inlerface
components may have one or more locally managed aspects (e.g., button click feedback,
serofl bar redraw, efe). and one or more remote managed aspects treated as remole user
nteractions {e.g., page refresh, requesting a page at an address in an address bar, ete.)

19104] At block 1104, the clicot computing device 132 oblaing a user inleraction
from the user. This user interaction may be an interaction with local interface coruponents as
described in FIGURE 7 and above, or may be an interaction with any interactive elements of
the content displayed in the content display area of the browser, such as form fields, buttons,
animations, etc. User interaction with these local interface components or interactive
clements of displayed content may require local and/or remote processing depending on the
nature of the component or element and the processing split specified by the remote scssion
browsing configuration as described in FIGURE 7 and above. At block 1106, the client
compnting device 102 determines the interaction processing requirements for the oblamed
user interaction, At decision block 1108, if the user jnteraction has local aspects (e.g., bution
click feedback, a change to a local browser state, a content element being processed at the
client computing device, etc.) the routine 1102 moves to block 1110 to process the local
aspect or aspects of the uyser interaction at the client computing device 102 and subsequently
update the local interface components at block 1112, {llustratively, and as discussed above,
aspects of the interaction and updating interface components and clements locally allows a
browser o provide responsive user interfaces and content.  Subsequent to processing local
aspect(s) of the user interaction, or if the user inleraction has no local elements {e.g., a user
uteraction with a conlent element displayed n the content display area when using a rentote
session browsing configuration processing entirely on the server side and utilizing an RDP
remole session communication prolocol) the routine 1102 moves to decision block 1114, 1f
the user interaction has remote aspects that require processing, the rouiine 1102 moves to
block 1116 and provides remote user interaciion data to the network computing provider [07.
Hiustratively, in the case of a heavily server side remote session browsing configuration
slilizing an RDP remole session communication protocol, the remote user mteraction data

may include input data such as a cursor position or keyboard jopul encapsnlated in one or
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more RDP protocol data units.  In some embodiments of romote session browsing
configurations utilizing RDP or other remote session communication protocols, particular
aspects of remote user interaction data such as cursor positions may be provided 1o the
network computing provider 107 on a continuous basis, while in other embodiments of
remote session browse configurations remote user inleraction data may only be provided lo
the network computing provider 107 when associated with a user interaction that requires
remote processing,

[0165] Al block 1118, the client computing device 102 obtains an updated
processing result from the network computing provider 107, the network computing provider
107 having processed the temote user interaction data to generate an updated representation
of the content. At block 1120, the client computling device 102 performs any additional
processing required on the updated processing result (based on the remote session browsing
configuration} and at block 1122 displays the updated processing result in the content display
area of the browser. At block 1124 the process user interaction routine 1102 ends.
THustratively, the routine may be exccuted again any number of times in response to further
user interactions with the browser and displayed content.

{0106} With reference now to FIGURES 12-14, the interaction between various
components of the networked computing environment 100 of FIGURE 1 will be illustrated.
Specifically, FIGURES 12-14 illustrate the interaction between various components of the
networked computing environment 100 for the creation and maintenance of one or more
persistent browsing contexts at the network computing provider 107, For purposes of the
example, however, the tllustration has been simplified such that many of the components
utilized to facilitate communications arc not shown. One skilled in the relevant art will
appreciate that such components can be utilized and that additional Interactions would
accordingly occur without departing from the spiril and scope of the present disclosure.

(01671 With reference to FIGURE 2, the process can begin with the generalion
and processing of a new persisient browsing context request from a client computing device
102A {0 a petwork computing provider 107, Wustratively, the client computing device 102A
way load a browser {or viewing network conlent 1o response 10 an event or user request,
Subsequent o the browser being loaded, the browser may be configured to request a new
persistent browsing context.  In various embodiments, the request for a new persisient
browsing context may be automatic upon browser load, or may be the result of an event such

as a command or request from the user of the client computing device. In other
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cmbodiments, the browser may be configured to request access to an existing persistent
browsing context instantiated at the network computing provider as discussed in FIGURE 4
below.

[0168) As illustrated in FIGURE 12, the client computing device 102ZA and a
network computing provider 107 may exchange of persistent browsing coniext environment
information. Nlustratively, persistent browsing context environment information may include
any number of types of information including, but not limited to configuration information,
wdentifying information, browse preference information, information regarding currently
aclive persistent browsing contexts, eic. ln other embodiments, persistent browsing contexl
gnvironment information may be included in a persistent browsing contexi request, or may he
exchanged prior, subsequently, or simultaneously to a persistent browsing context request.

19169] Client computing device 102A may send a persistent browsing context
request to the petwork computing provider 107. In an illustrative embodiment, the network
computing provider 107 utilizes a registration application program interface (“API") to
accept persistent browsing context requests from the client computing device 102. In one
embodiment, the persistent browsing context request can include a browse session request or
other information identifying requested content as described m FIGURES 2-6 above,

[0110] Subseqguent (o the receipt of the persistent browsing context request, the
network computing provider 107 may sclect an NCC POP such as NCC POP 142 to service
the persistent browsing context request, The selection of processing and network resources
and the provisioning of software at the NCC POP instance may be done, at least in part, in
order to optimize communication with content providers 104 and client computing
devices 102, for example as based on location or performance information included in the
persistent browsing context environment information or persistent browsing context request.

0111 The selected NCC POP 142 may generate a persistent browsing context
corresponding based on the persistent browsing context request and any persistent browsing
context environment information cxchanged between client computing deviee 102A and
network compuiing provider 107. THustraiively, instantiating a new persistent browsing
context instance may inchude loading a new virtual machine instance and/or browser instance
at the NCC POP 142, reserving or allocating device ruemory, storage or cache space,
processor Lime, network bandwidth, or other computational or network resources [or the new

persistent browsing conlext,
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10112] Although wnot shown here for purposes of clarity, subscquent to a new
porsistent browsing context being justantialed at NCC POP 142, the clicnt computing
device 10ZA may provide NCC POP 142 with requests for new browse sessious or other
requests corresponding to requested content. NCC POP 142 may create any number of new
browse sessions corresponding (o the new browse session requests and/or content requoests
and exchange various browse session inlormation with the client computing device [02A.
For example, the NCC POP 142 may provide initial processing resulis to the client
computing device 102A, and exchange user mteraction data and updated processing results
with the client computing device 1024 as described 1 FIGURES 2-6 above. The NCC POP
42 way additionally recetve browser and content configuration data corresponding 10
changes in the state, configuration, or preferences of the browser and the display of content
therein, The NCC POP 142 may process configuration data and browse session information,
and may maintain the content and state information in the persistent browsing context.
Hiustratively, new browse sessions corresponding to requested content may be instantiated at
the same NCC POP 142 as the persistent browsing context, or may be instantiated al any
other NCC POP based on any number of performance, cost, or preference factors as
discussed above with refereuce to FIGURE 11, In various embodiments, a browse session
may be created for each piece of content, tab, window, frame, group of content, or any
combination thercof associated with the persistent browsing context, [Hlostratively, each
browse session may be associated with the same or a different remote session browse
configuration as described with reference to FIGURES 8-10 above.

(0113 With reference to FIGURE 11, a block diagram of the content delivery
environment of FIGURE 1 illustrating the generation and processing of a request to access an
existing persistent browsing context from a clicnt computing device 102B to a nctwork
computing provider 107 1s disclosed.  As illustrated 1 FIGURE 11, a second client
computing device 102B muay attempt o access an exisling persistent browsing context
request at nelwork computing provider 107 across network 108, In an illustrative
embodiment, the network compuling provider 107 ulitizes a regisiration APL {o accepl
persisient  browsing context requests and  persisient browsing context environment
information from the client computing device 102B.

[3114] Ilustratively, subsequent to the creation of a new persistent browsing
context as described above with reference to FIGURE 12, a user of a client computing device

fO2A may stop interacting with the displayed content or may otherwise exit the browser



running at the clicat computing device 102A. For example, the user may close the software
browser application running at the client computing device 1024, may power off the client
computing device 102A, or may simply become engaged in an alternate activity. In one
embodiment, the NCC POP 142 may maintain a software browser application associated with
the persistent browsing context even afler a connection to a client computing device 10ZA 1s
lost. In other embodiments, the NCC POP 142 may store data associated with a current state
of the persistent browsing context, including content display data, conlent or session stale
data, browser confignration or state dala, ete.

{0115] The user of the client computing device 102A may subsequently decide to
roturn (o the carlior porsistent browsing countoxt,  Tlustratively, the user of the chent
computing device 102A may choose to access the earlier peraistent browsing context through
a second client computing device 102B, which may have different hardware, software, or
network access from the client computing device 1024, Although the client computing
device 102B is described here as a second client computing device for the purposes of

~

example, 1t should be understood that all descriptions in this figure may be applied to a
subsequent access of a persistent browsing context by the original client computing device
102A,  Additionally, although for the purposes of example the user of client computing
device 1028 is described as the same ag the client computing device 102A, it should be
understood that, in various cmbodiments, an existing persistent browsing context may be
accessed by any party, and may be accessed on the basis of any type of identifying
information including browser information, user information (c.g., an iD, login, or
password), device information, an cnvironment identificr, a persistent browsing context
wdentifier, ete,

10116] The request to access a persistent browsing context may begin with the
exchange of persisient browsing context environment information as described with reference
to FIGURE 12 above, The exchange of persistent browsing context information may be
initated by a cllenl coruputing device 102B in response (0 2 uSer Opeuing up a now browser
window with a new coutent display area, opening a new content display area m an existing
browser window {e.g., opening a new tab in a browser), requesting vew network content in an
existing content display area (e.g., following a link to a new network resource, or entering a
new network address into the browser), or anv other user interaction.  In one embodiment,
persisient browsing context environment information provided by the client computing

device 102B to the nelwork computing provider 107 may include, bul 1s not limited o,



browscr wformation, user mformation (e.g., an 1D, login, or password), device information,
an envirournent identifier, a persistent browsing context identifier, etc. Respounsive to this
identification information, the network computing provider 107 way provide the elient
computing device with availabie sesston information including a list of available persistent
browsing contexts associaled with the idenitfication information, Hustratively, the list of
available persistent browsing contexts may correspond to active software processes or stored
data on the NCC POP 142, or any other combination of NCC POPs or network computing or
slorage devices associated with the network computing provider 107,

10117} The chent computing device 102B may select an oxisting persistent
browsing context from the list of available persisient browsing contexts provided by the
network computing provider 197, and may transmit the persistent browsing coniext selection
to the network computing provider 167,  An ilustrative user interface for selection an
extsting persistent browsing context s provided with reference to FIGURE 15 below.
Although not depicted here for the purposes of clarity, upon receiving the persistent browsing
context selection, the network computing provider 107 may cause the client computing
device 102B to be connected to an existing persistent browsing context al NCC POP 142, In
one cmbodiment, this may iclude accessing a currently running software browser
application or initiabizing a new software browser application at an NCC POP 142 based on
previously stored persistent browsing context information such content, content states, and/or
browser states. The NCC POP 142 may create new browse sessions oF access existing
browse scssions corresponding to content associatcd with the persistent browsing context,
and may transnut imtial processing rcsults corresponding to present states of the content
associated with the persistent browsing context and a present state of the browser associated
with the persistent browsing context. The client computing device 1028 and the NCC POP
142 may proceed Lo exchange user inferaction data, conlent requests, processing resulis, and
browser conliguralion information for example as described with regards o FIGURES 2-6
and 12 above.

{B118] With reference to FIGURE 14, a block diagram of the content delivery
environment of FIGURE | illustrating the generation and processing of an additional new
persistent browsing coniext request from a client computing device 1028 to a petwork
computing provider 107 is disclosed. [llusiratively, the client computing device 102B may
requcst 4 new persistent browsing context n response to a user opening up a new browsor

window with a new content display arca, opening a new content display arca in an existing
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browser window (¢.g., opening a new lab in a browser), requesting new network content in an
existing content display area (e.g., following a link to a new network resource, or entering a
new network address into the browser), or any other user interaction.

[0119] in gne embodiment, if a connection to a first persistent browsing context
has already been esiablished, the client computing device 102B and the network computing
provider 107 may not exchange persistent browsing context environment information as
described with reference to FIGURE 12, As described above with regard to FIGURES 12,
subsequent 1o the request for the now persistent browsing context, the network computing
provider 107 way cause an instantiation of a virual machine, data store, and/cv software
browser application at an NCC POP 142 for maintaiving state and coutent associated with a
new persistent browsing context.  As discussed above with reference to FIGURE 12, a
network computing provider 107 may select an NCC POP to service a persistent browsing
context request based on any number of factors, including, but not limited to available NCC
POP resources {e.g., available memory, processor foad, network load, ctc), a financial cost of
servicing the persistent browsing context request at the NCC POP, the NCC POP location
respective o a client computing device 102, content provider 112, or CDN POP 116, a NCC
POP cache status (e.g., whether requested content is already stored in an NCC POP cache),
ete.  Hlustratively,

)

although the network computing provider 107 is depicted here for
purposes of illustration as selecting NCC POP 142, the network computing provider 107 may
select any extant NCC POP to service the persistent browsing context request. As discussed
above, the decision whether to sclect a different NCC POP than was utilized for a previous or
simultancous persisient browsing context may be made on the basis of available system
resources, randomly, or sccording to any other factor as discussed above and with regards to
FIGURE 12. Illustratively, once the new persistent browsing context has been established,
the client computing device 1028 and the NCC POP 142 may proceed 1o establish browse
sessions and exchange user inleraction data, content requests, processiog results, and browser
configuration information, for example as described with regards to FIGURE 12 above.
{0120] FIGURE 1S is a user inlerface dlagram depiciing an illusirative persistenl
browsing context seiection interface 1500. As described with reference to FIGURES 13 and
16, afler a client computing device provides identifying information to a network computing
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provider 107, the petwork computing provider 107 may provide the client computing device

{02 with a list of available persistent browsing contexts 1502 based on identification

information. For example, a client computing device 102 may provide browse environment
ke [ =



wlentification information tn response 10 a user opening a browser application or otherwise
identifying a browse environment to access. In another example, a client computing device
102 may provide user identification information such as a login or a password to the network
computing provider 107. The network computing provider (07 may respond to this
identification information by providing a list of available persistent browsing coniexts {502
to the client computing device 102, In one embodiment, the list of available persistent
browsing contexts [502 may be presenled o the user in a persistent browsing context
selection interface 1300 identifying the persistent browsing countext enviromment {e.g.,
“John’s Home”} based on identification information as discussed above. Dlustratively, a
persistent browsing context selection interface 1500 may provide the list of available
persistent browsing contexts 1502 along with accompanying information such as a last
persistent browsing context access date, cte. in one embodiment, the persistent browsing
context selection interface 1500 may allow a user to create a new persistent browsing context
as well as access an exisling persistent browsing context, as described with reference to
FIGURES 12 and FIGURE 13, respectively.

10121} FIGURE 16 is a {low diagram illustrative of a client persistent browsing
routine implemented by a client computing device 102 of FIGURE 1. Client persistent
browsing routine 1600 begins at block 1602, Wusiratively, client persistent browsing routine
1600 may begin in response to a pew instance of a software browser application being
instantiated at the client computing device 102, a nser requesting access to a persistent
browsing context from a previously instantiated software browser application at the client
computing device 102, or any other event.

10122) At block 1604, the client computing device 102 establishes a connection
and cxchanges persistent browsing context environment information with a network
computing provider 107, Tlustratively, persistent browsing context environment information
may include any number of types of information including, but not limited to, configuration
information, identilying information, browse prefercnce nforation, jnformation regarding
currently active persisient browsing coniexts, elc. For example, the client computing device
102 may transmit persistent browsing context environment information including device
information, software browser information, location information, a user id or other user
information, a persistent browsing context environment identifier, information specifying &
previous browse history or sct of bookmarks to utilize within the persistent browsing context,

or any other type of information, Specifically, for the purposes of illustration, the persistent

.



browsing context coviromuent information sent to the network computing provider 107 by
the client computing device 102 may include, but is not Hmiied to, hardware and software
information associated with the ¢lient computing device 102, information identifying a user
{e.z., a login and password, a user id, etc.), information associated with the user, a persistent
browsing context identifier, browser configurations or preferences, a logical or physical
device location, ete,

{0123] In one cunbediment, the persistent browsing contex! environmenl
information may include a persistent browsing context environment dentifier associated with
a set of existing persistent browsing contesis or persistent browsing context preferences
stored at the network computing provider. For exarople, a user at client computing device
102 may choose lo access & persistent browsing context environment named “John’s House.”
With regards o this specific example, the client computing device 102 may provide a
persistent browsing context environment identifier associated with the *John’s House™
persistent browsing context environment to the network computing provider 107 as part of
the browse environment information, Ilustratively, the “John’s House” browse environment
identifier may be associated with a number of different persistent browsing contexts at the
network compuiing provider 107, as discussed below, and may further be associated with
preferences or configuration information common to the associated persisient browsing
contexis, such as sets of bookmarks or browsing history. In various other embodiments,
persistent browsing contexts and various preferences or configuration information may be
associated with identification information corresponding to a uscr, a client computing device
102, a logical or physical location, a softwarc browser application, operating system, or other
sofiware, a network address, device performance or network charactertstics, or any other
entity, device, or piece of information. In other embodiments, persistent browsing contexi
environment information may be included in the persistent browsing context request, or may
be exchanged prior or simullaneously 10 the new persistent browsing context request.  In
varicus embodiments, persistent browsing context environment information may additionally
or alternatively include a persistent browsing context identifier identifying a particuiar extant
persistent browsing context.

{1124 Hlustratively, in some embodiments, a browse environment identifier may
be implemented in a computer or human readable format, such as an alphanumeric string
consisting of letters, numbers, or other characters, and/or coded into a barcode, radio

frequency id transmitter or any other code or transmission format, Ilustratively, a client



computing device 102 may be configured to read a browse euvironment identifier and utilize
the browse environment ideatifier to identify sets of persistent browsing contexts and related
configuration information at & network computing provider 107. For the purpose of a
specific example, a first user may obtain a browse resource identifier, or an electronic address
{e.g., a unilorm resource locator (URL)) meluding information corresponding 1o the addresy
of a network computing provider along with a browse environment identifier. ilustratively,
this clectronic adddress or browse environment identifier may in various embodiments be
generated by the browser at the clicut computing device 102, the network computing and
slorage component 107, the first user, or any other service, entity, or device. The {irst user
may provide the electronic address to a second user {e.g., by electronic message). The
second user may provide the electronic address to the network computing provider 102
through a browser running on a client computing device {02 associated with the second user
in order to access the persistent browsing contexts and corresponding configuration
information associated with the browse environment identifier. For example, the clectronic
address may in one embodiment be presented as a hyperlink containing an address of the
network computing provider 107 and the browse covironment identifier, and the second user
may cause the browse environment identifier to be transnutied to the velwork computing
provider 107 by clicking on or otherwise foilowing the fink. [n various other embodiments, a
persistent browsing context identifier may be transferred between or read by client computing
devices utilizing any other techneology as known in the art, including, but not limited to, QR
codes, bar codes, radio frequency id codes, near ficld communication, Bluctooth, infrared,
ete, Hlustratively, in other embodiments, 1dentifiers identifying a particular extant persistent
browsing context al & network computing provider 107 may be transmitted using any of the
same methodologies as described above with reference (o browse environmeut identifiers,
[0125] The network computing provider 107 wmay respond to the persistent
browsing coniex! nlormation {rom the client with a list of available existing persistent
browsing coptexts associated with the specified device/user/enviromment identifier,
configuration information for the browser running at the client computing device, bookmarks
or browsing history to associate with the software browser for the persistent browsing
context, ete.  In one embodiment, at block 1606, the client computing device may provide
persistent  browsing context environment authentication information to the network
computing provider 107. For example, in response to identification information received

from the client computing device 102 {e.g., a persistent browsing conlext environment
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identificr, uscr, device, or browser identification information, etc.), the network computing
provider 107 may require additional authentication information such as a login and/or
passwaord, Hiustratively, this authentication information may be requested or provided over a
secure connection ulilizing any protocol or technology as known in the art.

[0126] At block 16608, the client computing device 102 obtains current active
persistent browsing context information such as a list of currently aclive persisient browsing
contexts associated with one or more aspecis of the identification information exchanged at
block 1604 above, Hlustratively, the current active persistent browsing context information
may include vartous information regarding one or more of the persistent browsing contexis in

the list inclading

[

but nol Hmited to, persistent browsing context names or identifiers,
persistent browsing context last accessed dates, persistent browsing context total time spent
browsing, persistent browsing context creation dates, tags or other persistent browsing
context category information, lists of content associated with each persistent browsing
context, user generated notes, device or browser access records, or any other historical or
identifying information. In some embodiments, block 1608 may not occur, may be combined
with another block, or may occur later or carlier than depicted in the routine 1600. For
example, block 1608 may not be necessary if the client computing device has specified a
particular persistent browsing context to join as part of the persistent browsing context
environment information, there are no currently active persistent browsing contexts
associated with one or more aspects of the identification information, etc,

16127} At decision block 1610, the client computing device 102 may provide a
pew persistent browsing context request to the network computing provider 107 at block
1612 as described in FIGURES 12 and 14 above, or may identify a currently active persistent
browsing context to access at decision block 1614. At block 1612, providing a new
persistent browsing context request to the network computing provider 107 may cause the
network computing provider 107 to instantiate a new persistent browsing context
corresponding Lo the request. Hlustratively, in one embodiment, the new persistent browsing
context request may include one or more addresses ot relerences to various network
resonrces or other content requested by the client computing device 102, In a further
embodiment, the persistent browsing context request may include association information
associating the new persistent browsing context with one or more aspeets of identification
information included in the persistent browsing context environment information as

described above with reforence to block 1604, In an illustrative embodiment, the persistent
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browsing context request is transmilted in accordance with an APE Sobsequent Lo providing
the new browse request to the network computing provider 107, the client computing device
102 may provide persistent browsing context selection mformation selecting the new
persistent browsing context 1o the network computing provider [07. In some embodiments,
the routine 1600 will proceed directly to block 1616 withoutl providing further selection
infonmation.

[0128] Al block 1614 the client computing dovice 102 may select an existing
persistent browsing context,  Hlustratively, the client computing device 102 may provide
persistent browsing contexl selection wnformation to the network computing provider 107, In
one embodiment, the persistent browsing context selection information may correspond to
one or more active persistent browsing contexts included in the current active persistent
browsing coutext information provided {o the client computing device 102 at block 1608,
Hhstratively, the routine 1600 may skip this biock, for example if a new persistent browsing
context was created, or if a particular extant persistent browsing context was already
identificd in the persistent browsing conlext environment information exchanged at block
1604 above.

191291 At block 1616, the client computing device 102 may obtain one or more
initial processing rosults from the network computing provider 107 corresponding to the
content of the persistent browsing context selecled at block 1614 above. The imtial
processing results may correspond to browse sessions associaled with the persistent browsing
context and instantiated at one or more NCC POP associated with the network computing
provider 107 as described with reference to FIGURES 9-11 above. The initial processing
results may be associated with representations of the content associated with the persistent
browsing context. For cxample, in the case of a new persistent browsing context, the initial
processing results may be associated with represeutations of content requested in association
with the new persistent browsing confext.  In the case of an exristing persistent browsing
context, the inlial processing results may be associaled with vepreseniations ol content
associated wilh the oxsting persistent browsing context, such as, for example, Web pages
corresponding with open labs associated with the persistent browsing context. {lnstratively,
representations of content associated with an existing persistent browsing context may
include the prior state of the content {i.e., the state of the content as of the last access of the
persistent browsing context). For example, a user of a client computing device [02 accessing

a persistent browsing context at the network computing provider 107 may have opened
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several Web pages jo different tabs in a browsaer at the client computing device 102, The user
may further have scrolled down through the Web page content in a first Web page and
entered Web form data on a second Web page before closing the browser at the client
computing device 102, With regards {o this specific example, a browser at a client
computing device 102 accessing the assoctated persisient browsing conlext al network
computing provider 107 may receive processing resulls corresponding to representations of
the Web pages as they were displayed before the browser was closed. For the purposes of
example, the processing resulls may thus correspond to the displayed section of the scrolled
down Web page, and correspond to the second Web page with form data itact, as well as
any other representations of content as it was displayed before the browser was closed at the
client computing device 102, tHustratively, the format and data included in the initial
processing results may vary based on the remote session browsing configuration selected by
the network computing provider 107 as discussed above with reference to FIGURES 9-11. A
client computing device 102 accessing the persistent browsing context may further receive
browser configuration information corresponding to a browser state before the origmal
browser was closed, including, but not Hmited to a layout of interface elements in the
browser, viewing state or style (e.g., displaying content in tabs, windows, or frames, and how
many to display of each) a browser theme or visual skin, browser preferences, browser
history, extant cookies or other identifving information, bookmarks, and any other
configuration, sctting, or information associated with the browser.

10130] in onc embodiment, the inttial processing results received from the
network computing provider 107 and associated with a persistent browsing context may
correspond to a number of different resources or content (e.g., a number of Web pages), As
described above with reference to FIGURE 7, resources may be presented in different tabs in
a browser interface at ¢lient corputing device 102, or may be presented as a series of
windows, as frames in a single window, as elements in a list, or 10 any other visual or
organizational representation. {llustratively, if the visual or organization representation of the
resources is such that one resource will be displayed imtially, that is, prior to the display of
the other resources (e.g., the currently open tab in a tab-organized browser such as that shown
in FIGURE 7 above), processing results corresponding to representations of this resource
may be given processing or transfor priority at the client computing device 102 and/or al the
network computing provider 107, For example, the client computing device 102 may

perform any required processing sleps on processing results corresponding o the intially-



displayed resources before performing processing steps on processing resulls corresponding
to resources that will be hidden by the browser interface (e.g., resources in tabs currently not
displayed). As another example, the network computing provider 107 may prioritize one or
more browse sessions associaled with the mitially-displayed resources.  Ulustralively,
priontizing may include processing resulls corresponding to mitally-displayed resources
before sending processing results corresponding to other resources. In other embodiments,
the processing and/or transfer of processing results may be prioritized based en other factors
including tags generaled by a user or browser, a type of content, lags n resource code {e.g.,
HTML ags or meladata), a confend iroportauce, hardware or network specifications or
recquiremcnts, or any other factor.

{3131} At block 1618, the client computing device 102 may process persistent
browsing context user interactions, including providing user interaction data or new resource
requests to network computing provider 107.  The persistent browsing context user
interactions correspond io  processing, and receiving processing results related to
representations of the interacted-with or requested content as described above with reference
to FIGURE 11, A number of illustrative embediments related to the processing of persistent
browsing context user inleractions are described below., However, such embodiments should
be not be considered to be Linuting or imply required order or combination of embodients.

[0132] in one aspect, the client computing device 102 may duplicate existing
persistent browsing contexts by providing a persistent browsing context duplication request
to the network computing provider 107, Hlustratively, the network computing provider 167
may process the persistent browsing context duplication request and instantiate a new
persistent browsing context at the network computing provider with dentical content and
statc to the original persistent browsing context. 1n onc cmbodiment, a porsistent browsing
context duplication reguest may be generated by g browser accessing an existing persistent
browsing conlext. For example, a user may access an existing persistent browsing context
from a new client computing device 102 or via a client computing device 02 that was
previously ufilized by the user. The network computing provider 107 may duplicate the
existing persistent browsing context and provide the user with representations of the original
content assoctated with the existing persisient browsing context and now associated with the
duplicate persisient browsing context.  For the purposes of this cxample, the user may

interact with the representations of content associated with the duplicate persistent browsing
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contest at the new client computing device, which may change the content or content states
associated with the duplicate persistent browsing context.

[0133] At a subsequent point in time, the user may once again access the original
existing persistent browsing context. lilustratively, the network computing provider 197 may
provide the user with representations of the original content and content states associaled
with existing persistent browsing context, and not representations of content or content slates
associated with the duplicate persistent browsing confext. Alternatively, the user may wish
to conlinue access the subsequently modified duplicate persistent browsing contexi.

[0134] in another aspect, if the original persistent browsing context was
associated with any particular persistent browsing context environment information {e.g., a
browse eovitomment identifies or other identification information), the newly instantialed
duplicate persistent browsing context may be associated with the same persistent browsing
context epvironment information or may be created as unassociated with any particular
information. The duplicated persistent browsing context may be instantiated on the same
NCC POP 142 as the original persistent browsing context, or may instantiated on any other
NCC POP associated with the network computing provider.

{0135} In a further aspect, a client computing device 102 may import or export
content and/or preferences between persistent browsing contexts.  For example, a client
computing device 102 may provide an import content request to a network computing
provider 107, In one embodiment, the import content request may nclude one or more
content identifiers in a current persistent browsing context and a persistent browsing context
identifier to buport t0. As a specific example, the import content request may include
identifiers of two tabs corresponding to Web pages displayed in the current persistent
browsing context, The network computing provider [07 may add these tabs to the specified
cxtant persisient browsing context. fn various crmbodiments, these tabs may be remove
from or kept in the current persisient browsing context, and may be added to the specified
persistent browsing context with or without any content state information {(e.g., entered form
data or state, ele.) associated with the content in the current persisient browsing contexl. In
another embodiment, the chenl computing device 102 may provide an import browser
configuration request to the netwotk computing provider 107.  Hlustratively, an import
browser configuration request may specify one or more aspects of a configuration of a
browser accessing the current persistent browsing context (e.g., bookmarks, history, visual

preferences, ete.), and may cause the network computing provider 107 to add the specified



configuration to another specified extant persistent browsing confext,  In one embodinmend,
the specified configuration may replace any existing configuration in the specified browser,
[6136] in sl another aspect, a client computing device 102 may associale an
existing persistent browsing conlext with ideatifving information (e.g., a browse environment
identifier, & user 1d, a browser identilier, ele.), as discussed above with relerence o the
exchange of persistent browsing context environment mformation i block 1604, For
example, the clicut computing device 102 may provide an associate browsing session reguest
to the network computing provider 107, which may specify particular identifying information
with which to associate the current browsing session, A client computing device 102 may
further send requests Lo the unetwork computing provider 107 ito associate a persistenl
browsing context with a new identifier (e.g., a new persistent browsing context identifier, or
browse environment identifier). In one embodiment, a client computing device 102 may
further send requests to the network computing provider 107 to associate a particular browser

or client computing device configuration with a particular identifier or piece of identifying

with a particular identifier or piece of identifying information may share one or more aspects
of a browser or client computing device configuration, For example, all persistent browsing
contexts associated with a particular browse environment identifier may share browser
configuration mformation including, but not lunited to, a set of bookmarks or browser
history.

[0137] eturning to FIGURE 16, at block 1620 the routine 1600 ends, In one
embodiment, this may correspond to the user of the client computing device 102 ending his
interaction with the persistent browsing context. Hlustratively, the same or a different client
computing device 102 may request access 1o and interact with the persistent browsing context
at a later point in {ime through the same routine 10600, As discussed above, any number of
different client computing devices 102 or users may access any number of persistent
browsing contexts. Further, ove or more client computing devices 102 or users may access a
persistent browsing context any nuwmber of times aller i 1s created.

[0138] FIGURE 17 is a ow diagram tlustrabive of a remole persisient browsing
routine 1700 implemented by a network computing provider 107 of FIGURE 1. The remole
persistent browsing routine 1700 begins at block 1702, At block 1704, the network
compuiing provider 107 exchanges persistent browsing context environment information

with the client computing device 102, As described above with reference to FIGURE &,



persistent browsing context environment information may include any number of types of
information including, but not limited to, configuration information, identifying information,
browse preference information, information regarding currently active persistent browsing
contexls, etc. For example, the nelwork computing provider 107 may receive various
identifying information, including, but not limited to, device information, software browser
information, location information, a user id or other user information, a persisient browsing
context envirommnent identifier, ete. In one embodiment, the network computing provider 107
may determine existing persistent browsing contexts associated with one or wore pieces of
the information. For example, the user at the client computing device 102 may be associated
with several existing persistent browsing contexts. As another example, the persistent
browsing context environment information may specify a single extant browse session to
load.

101391 In z further embodiment, the network computing provider 107 may
determine various browser configuration information (e.g., browser style, layout, theme,
preferences, history, bookmarks, eic.) associated with one or more pieces of the persistent
browsing context environment mformation. For example, the user al the client computing
device 102 may be associated with a set of browse history and bookmarks. Dlustratively, in
one embodiment, one or more persistent browse content created or accessed by the user may
share the associated set of browse history and bookmarks, rather than be associated with a set
of browse history and bookmarks corresponding to each individual persistent browse session.

[0140] As part of the cxchange of persistent browsing context environment
information in block 1704, the network computing provider 107 may provide determined
browser configuration information or any other information to the client computing device
102 as described above with reference to FIGURE 16, In block 1706, the network computing
provider may provide active persisient browsing context information such as a list of one or
more active persistent browsing contexts associaied with one or more aspects of the
persistent browsing conlext eaviromment information to the client compuiing device 102,
flustratively, the network compuling provider 107 may not underiake this siep in cases
where no active persistent browsing contexts associated with one or more aspects of the
persistent browsing context environment information exist, or where the persistent browsing
context environment information specifies a particular extant or new persistent browsing

context 1o access.



10141} At block 1708, the network computing provider 107 obtains persistent
browsing context sclection information from the clicot computing deviee 102, In onc
embodiment, the persistent browsing context selection information identifies an extant active
persistent browsing context. From the perspective of the user at the client computing device
102, a persistent browsing conlext may represent state data and content associated with a
browser or other application running at a client computing device 102. For example, the
persistent browsing context may be associated with a number of open tabs at the browser, the
content displayed in those tabs, a current state of the centent displayed, and any browser or
application configuration data associated with the browser or display of the content. From
the perspective of the network computing provider 107, a persistent browsing context may be
associated with stored or cached content corresponding to content displayed at a browser at a
client computing device 102, as well as the content state, and the browser state, including any
browser configuration information.

10142] in one embodiment, the network computing provider 107 may maintain
one or more browse sessions associated with the persistent browsing context at various NCC
POPs associated with the network computing provider 107. lHustratively, each browse
session may be associated with a different picce of content, browser tab, window, frame, elc.
of the browser running at the client computing device 102 as described in FIGURES 9-11
above. In one embodiment, cach browse session may be associated with any number of same
or different remote browse session configurations. Io a further embodiment, the network
computing provider 107 may select a new remote browse session configuration for one or
more browse sessions associated with a persistent browsing context each time a client
computing device 102 accesses the persistent browsing context.  For cxample, if a client
computing device with limited processing power accesses an cxisting persistent browsing
context, the network compuiing provider 107 may select remote browse session
configurations for one or more associated browse sessions that allow g majority of processing
to he performed at the network computing provider 107.

10143] In ancther embodiment, the nelwork computing provider 107 may also
mainiain additional information associated with the persistent browsing countexi at one or
more NCC POP, including, but not limited to, browser configuration information describing a
state of the browser at the client computing device 102, In another embodiment, a petwork
computing provider 107 may maintain a software browser application associated with a

persistent browsing context at an NCC POP 142, For example, the network computing
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provider 107 may ron a software browser appheation associated wilh the persistent browse
session in parallel with the browser running at the client computing device 102
Wustratively, the browser running at the network computing provider 107 may maintain
content, content state, and browser state associaled with the persistent browse session.

[0144] AL block 1710, the neilwork computing provider 107 may determine
whether an update 10 conient associated with the selected persisient browsing context is
required. ITlustratively, content associated with the selected persistent browsing context may
change between being accessed by client computing devices 102, For the purposes of a
specific example, a user may view a Web page displaying recent news at a first point in time,
and then access the persistent browsing context at a later point in time wheun the recent news
Web page may have changed. In one emibodiment, the network computing provider 107 may
update changed content {e.g., by re-requesting the content from a content provider, CDN, or
cache) before sending processing results corresponding to the content to the client computing
device. In other embodiments, the network computing provider 107 may preserve the old
page content and/or page state to provide to the client computing device. Providing
processing results corresponding o old page content may be desired, for example, when a
news article has been changed or taken down since the last access of the persistent browsing
coniext by a client coruputing device 102,

[6145] The network computing provider 107 may determine whether lo update
content associated with the selected persistent browsing context based on any number of
factors including, but not limited to, user options or preferences, an attribute of the content
(e.g., size, embedded resources, content type, content category), flags or tags associated with
the content, or preferences associated with a network computing provider 107, client
computing device 102, browser or application, operating system, CDN service provider 106,
content provider 104, or other entily or system. In one embodiment, the network computing
provider 107 may provide processing resulis associated with the old content to the client
computing device 102 {or display, as well as retnieving and pre-processing the updaled
countent in preparation {or a request (o update the conlent.

[0146] Al block 1712, the network computing provider 107 may updale any
content for which an update is determined to be necessary in block 1710, Hlustratively, this
may involve requesting content from a C2N service provider 106, content provider 104, or

cache as described above with reference to FIGURES 3 and 4.
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10147] At block 1714, the uetwork compnling provider 107 may process the
conptent associated with the persistent browsing condext 1o generale processing resulis
corresponding 1o representations of the content as described in FIGURES 9-11 above.
Hustratively, the network computing provider 107 may process the content in view of any
saved content state data associated with the persistent browsing context, in order {0 ensure
that the processing results correspond to the last viewed represeniations of the content,

{0148} Dlustratively, in one embodiment, a number of different client computing
devices 102 wilh different display capabilities may access a persistent browse session. In one
cbodiment, the retwork compuiing provider 107 may process content associated with the
persistent browse session specifically for display on the client computing device currently
accessing the persistent browse sesston,  [Hustratively, any browser or content state
iwforuation associated with a persistent browse session that may be inappropriate or
unnecessary for display on a parsticular client computing device may be discarded, or
maintained but not utilized in the processing of conient and the display of content at the client
computing device. For example, a first client computing device 102A may create a new
persistent browse session with a network computing provider 107. For the purposes of this
specific example, the first client computing device may be a personal computer with a large
screen, keyboard, and mouse. A user at the first client computing device 102A may load
several Web pages into different tabs of a browser runmang at the client computing device and
connected to the persistent browse session. Wustratively, the web pages loaded at the client
computing device may be displayed as formaited for a large screen browse window.,

[0149] Continuing the specific example, at a later point in time, a second client
computing device 1028 may access the persistent browse session.  Hiustratively, the second
client contputing device 102B may be a smart phone or other device with limited screen size
and input capabilitics. In one embodiment, the network computing provider may provide
processing results 10 the second client computing device 102B in which the content
associated with the persisient browse sesston 1s formatted for a small screen. If) in one
embodiment, the second chient compuling device 1028 does not have tabbed browsiug
capabilitics, the network computing provider 107 may provide browser configuralion
information specifying that only the top tab of the persistent browse session is to be
displayed, or may provide a list of open tabs associated with the persistent browse session 1o

the second client computing device 102B for a user to select.



10150] At block 1716, the network computing provider 107 may provide the
initial processing results to the client computing device, along with any other browser
configuration information associated with the persistent browsing context.

103151} At block 1718, the network computing provider 107 ray process user
interactions with the client computing device, as illustratively described with regard to
FIGURE 5 and FIGURE 11 above.

(01521 At block 1720, the routine 1700 ends, In one embodiment, the user may
break a connection with the persistent browsing context by closing a browser or powering off
the client computing device 102, In some embodiments, the network computing and siorage
device 107 may place a persistent browsing context i a passive state when no active
interaction between the client computing device 102 and the persistent browsing 1s occurring.
Diustratively, placing a persistent browsing context in a passive state may include, but is not
limited to, closing a software browser application running on the network computing and
storage device 107 that is associated with the persistent browsing context, copying, moving,
or storing data associated with various content, content states, or browser states associated
with the persistent browsing context, etc. In one embodiment, any changes made when
placing a persistent browsing context in a passive state may be undone when the persistent
browsing context is later requested by a client computing device 102, The network
computing and storage device 107 may place a persistent browsing context in a passive state
based on any number of factors including, but not limited to, a ime-out of interaction data
from the client computing device 102, user optious or preferences, an attribule of the content
{e.g., size, embedded resources, content type, content category), flags or tags associated with
the content, or preferences associated with a network computing provider 107, client
computing device 102, browser or application, operating system, CON 106, content provider
104, or other cntity or system.

[0153] Various example embodiments of the disclosure can be described with
respect to the following clauses:

Clause 1. A computer-implemented method for remote session  browsing

comprising:

oblaining a request (or a persistent browsing couotext from a (st client
computing device;
initializing a new network based browser software application corresponding

to the request for the persistent browsing context;



obtaining content requested by the first client computing device, the content
comprising a network resource referencing one or more embedded resources:

processing the content to generate a first processing result, wherein the first
processing result is associated with a [irst state of the requested content, and wherein
the first processing result corresponds to a first representation of the requested content
for display on the first computing device:

roviding the first processing result to the first client computing device,

wherein the first client compuling device is configured to display the fivsl
represeuntation of the requested content:

obtaining a request to access the persistent browsing context from a second
client computing device; and

providing a second processing result to the second client computing device,
wherein the second processing result is generated based, at least in part, on the first
state of the requested content, wherein the second processing result corresponds to a
sccond representation of the requested content for display at the second client
computing device, and wherewn the second chent computing device is configured to
display the second representation of the requested content,
Clause 2. The computer-implemented method of Clause 1, wherein the first
client computing device and the second client computing device are associated with
the same user.
Clause 3. The computer-implemented method of Clause 1, wherein the second
client comprises the same computing device as the first client computing device at a
subsequent point in time,
Clause 4. The computer-implemented method of Clause 1, wherem the second
processing result comprises the first processing resull,
(Clause 5. The computer-implemented method of Clause I, wherein the first state
of the requested content is based on one or more user interactions with a
representation of the requested content displayed at the first client computing device.
Clause 6, The computer-implemented method of Clause | further comprising:

obtaining a request for a second persistent browsing context by a third client
computing device; and

providing one or more processing results (o the third client computing device,

wherein  the one or more processing results correspond to a one or more
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represeniations of contend requested by the third client computing device, and wheretn
the third client computing device is configured to display the first one or more
representations of the requested content.
Clause 7. A computer-implemented method for remote session browsing
Comprising:

obtaining, at a network computing provider, a request for a first persistent
browsing context from a first client computing device;

providing, by the network computing provider, processing sesults to the first
client computing device, wherein the processing results correspond to representations
of content responsive to the initial persistent browsing context;

obtaining, at the petwork compuling provider, a request to access a second
persistent browsing context by a second client computing device, wherein the first
and second persistent context are the same; and

providing, by the network computing provider, second processing results to
the second client computing device, wherein the second processing results correspond
10 second representation of the content associated with the second persistent browsing
context,
Clause &, The computer-implemented method of Clanse 7, wherein the second
client comprises the first client computing device.
Clause 9. The computer-implemented method of Clause 7, wherein the second
processing results include the first processing results.
Clause 10.  The computer-implemented method of Clause 7. wherein the first
representations of the content requested by the first client computing device
correspond to one or more states of the content requested by the first client compuling
device,
Clause 11, The computer-implemented method of Clause 10, wherein the second
representations of the content requested by the second client computing device
correspond o the one or more states of the content requested by the first client
computing device.
Clause 12, The computer-implemented method of Clause 7 further comprising:

obtaining, at a network computing provider, a request for a third persistent

hrowsing context by a third client computing device; and
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providing, by the network computing provider, third processing results to the
third client computing device, wherein the third processing resulis correspond to a
third representation of content requested by the third client computing device.
Clause 13.  The compuler-implemenied method of Clause 12 further comprising
duplicating the first persisient browsing context 1o generate the third persisient
browsing context.
Clause 14.  The computer-implemented method of Clause 13, wherein user
mteraclions with represenlations of content associated with the third persistent
browsing context do not modify the first persistent browsing context,
Clause 15, The computer-implemented method of Clause 12, wherein the first
persistent browsing context and the second persistent browsing context are associated
with the same shared browser configuration information.
Clause 16, The computer-implemented method of Clause 15, wherein the shared
browser configuration information includes at least one of persistent browsing
context display preferences, bookmark information, browser application visual
appearance preferences, and browse history common to the first remote persistent
browsing context and the second remote persistent browsing contexL.
Clause 17.  The computer-implemented method of Clause 12, wherein the third
client computing device comprises at least one of the first client computing device
and the second client computing device.
Clause 18, The computer-implemented method of Clause 17, wherein the third
client computing device 1s configured to display the first one or more representations
of the requested content and the third one or more representations of the requested
content in at least one of separale software browser application windows, separate
browser frames, and separate browser tabs,
Clause 19. A system for remote session browsing comprising:

of1e Of BIGre CoMpPuter Processoss;

at least one computer memory accessible by at least one of the one or more
computer processors; and

a network computing component comprising an exccutable software module
executed by the one or more computer processors, wherein the network computing

component is operable to:
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obtain a request for a persisient browsing context from a first client
computing device;
process content associated with the persistent browsing context to
generate a {irsl processing results, wherein the first processing results
correspond to a first representations of the content for display at the first client
computing device;
obtain a request to access the persistent browsing context from a
sccond client computing device; and
process the coutent associated with the persistent browsing context 1o
generate a second processing results, wherein the second processing results
correspond 1o a second representation of the content for display at the second
client computing device.
Clause 20.  The system of Clause 19, wherein the second client comprises the
same computing device as the first client computing device at a subsequent point in
time.
Clause 21.  The system of Clause 19, wherein the second one or more processing
results comprises the first one or more processing results,
Clause 22.  The system of Clause 19, wherein the first representations of the
content associated with the persistent browsing context correspond to one or more
states of the content associated with the persistent browsing context.
Clausc 23.  The system of Clause 22, wherein the sccond representations of the
content associated with the persistent browsing context correspond to the first one or
more states of the content associated with the persistent browsing context,
Clause 24. The systern of Clause 19, wherein the network computing component
is further operable t0:
obtain a request for a subsequent persistent browsing context by a third client
computing device; and
provide a third processing results to the third client computing device, wherein
the third processing results correspond to a third representations of content requested
by the third client computing device, and wheretin the third client computing device is

configured to display the third representation of the requested content.
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Clause 25, The system of Clause 24, whercin the network computing component
is further operable to duplicate the persistent browsing context to generate the subsequent
persistent browsing context,

Clause 26.  The systemm  of Clause 25, wherein user inleractions wilh

representations of conlent associaled with the subsequent persistent browsing conlext

do not modify the persistent browsing context.

Clause 27.  The system of Clause 24, wherein the first remole persistent browsing

context and the second persistent browsing context are associated with shared

browser configuration information.

Clause 28.  The system of Clause 27, wherein the shared browser configuration

information includes at least one of persistent browsing context display preferences,

bookmark information, browser application visual appearance preferences, and
browse history common to the first remote persistent browsing context and the second
remote persisient browsing context.

Clause 29. The system of Clause 24, wherein the third client computing device

comprises at least one of the first client computing device and the second client

computing device,

Clause 30.  'The system of Clause 29, wherein the third client computing device is

configured to display the first one or more representations of the requested content

and the third one or more representations of the requested content in at least one of
scparate sofiwarc browser application windows, scparate browser frames, and
separate browser tabs.

[0154] While illustrative embodiments have been disclosed and discussed, one
skilled in the relevant ari will appreciate that addilional or aliernative embodiments may be
implemented within the spirit and scope of the present invention. For example, the
techiiques described herein may be utilized, without departing Irom the scope of the present
invention, to allow remote processing management in any number of other software
applications and processes, including, but not limited to, image or video editing software,
database software, office productivity software, 3d design software, audio and sound
processing applications, ctc.  Additionally, although many embodiments have been indicated
as illusirative, one skilled in the relevant art will appreciate that the illustrative cmbodiments

do not need to be combined or implemented together. As such, some illustrative
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embodiments do not noed to be utilized or duplomented in accordance with scope of
variations to the present disclosure,

[0155] Conditional language, such as, among others, "can," "could,” "might," or
"may," unless specifically stated otherwise, or otherwise understood within the context as
used, is generally inlended 1o convey that certain embodiments include, while other
embodimentis do not include, certain features, elements and/or steps. Thus, such conditional
language is not generally intended to imply that features, clements and/or steps arc in any
way required for one or more embodiments or that one or more embodiments necessarily
include logic for deciding, with or without user input or prompting, whether these features,
slements and/or steps are included or are to be performed in any particular embodiment.

10156] Any process descriptiouns, elements, or blocks in the flow diagrams
described herein and/or depicied in the atlached figures should be understood as potentially
representing modules, segments, or portions of code which include one or more executable
instructions for implementing specific logical functions or steps in the process. Alternate
implementations are included within the scope of the embodiments described herein in which
elements or functions may be deleted, executed out of order from that shown or discussed,
including substantially concurrently or in reverse order, depending on the functionality
involved, as would be anderstood by those skilled in the art. It will further be appreciated
that the data and/or components described above may be stored on a computer-readable
medium and loaded into mewory of the computing device using a drive mechanism
associated with a computer readable storing the computer executable components such as a
CD-ROM, DVD-ROM, or network interface further, the component and/or data can be
included in a single device or distributed in any manner. Accordingly, general purpose
computing devices may be configured to implement the processes, algorithms, and
methodology of the present disclosure with the processing and/or execution of the various
data and/or components described above.

(0157} 1t should be emphasized that many varistions and modifications may be
mwade lo the above-described embodiments, the elements of which are 1o be understood as
being among other acceplable examples, Al such modifications and variations are intended
to be included herein within the scope of this disclosure and protected by the following

claims.
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WHAT IS CLAIMED IS:

1. A computer-implemented method for remote session browsing comprising:

obtaining, at a network computing provider, a request for a first persistent browsing
context from a first client computing device;

instantiating, at the network computing provider, an instance of a virtual machine that
comprises a software browser application capable of maintaining the first persistent
browsing context;

providing, by the network computing provider, processing results to the first client
computing device, wherein the processing results correspond to first representations of
content responsive to the first persistent browsing context;

maintaining, at the network computing provider, one or more components of the
software browser application running subsequent to providing processing results to the first
client computing device;

obtaining, at the network computing provider, a request to access a second persistent
browsing context maintained at the network computing provider by a second client computing
device, wherein the first and second persistent context are the same; and

providing, by the network computing provider, second processing results to the second
client computing device, wherein the second processing results correspond to second
representations of content associated with the second persistent browsing context.

2. The computer-implemented method of Claim 1, wherein the first representations of the
content requested by the first client computing device correspond to one or more states of the
content requested by the first client computing device.

3. The computer-implemented method of Claim 2, wherein the second representations of the
content requested by the second client computing device correspond to the one or more states of the
content requested by the first client computing device.

4. The computer-implemented method of Claim 1 further comprising:

obtaining, at a network computing provider, a request for a third persistent browsing
context by a third client computing device; and

providing, by the network computing provider, third processing results to the third
client computing device, wherein the third processing results correspond to a third

representation of content requested by the third client computing device.

5. The computer-implemented method of Claim 4 further comprising duplicating the first

persistent browsing context to generate the third persistent browsing context, wherein user
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interactions with representations of content associated with the third persistent browsing context
do not modify the first persistent browsing context.

6. The computer-implemented method of Claim 4, wherein the first persistent browsing
context and the second persistent browsing context are associated with the same shared browser
configuration information.

7. The computer-implemented method of Claim 4, wherein the third client computing device
comprises at least one of the first client computing device and the second client computing device.

8. The computer-implemented method of Claim 7, wherein the third client computing
device is configured to display the first one or more representations of the requested content and
the third one or more representations of the requested content in at least one of separate software

browser application windows, separate browser frames, and separate browser tabs.

9. A system for remote session browsing comprising:
one Oor more computer processors;
at least one computer memory accessible by at least one of the one or more computer
processors; and
a network computing component comprising an executable software module executed
by the one or more computer processors, wherein the network computing component is
operable to:
obtain a request for a persistent browsing context from a first client computing
device;
instantiate an instance of a virtual machine that comprises a software browser
application capable of maintaining the persistent browsing context;
process content associated with the persistent browsing context to generate a first
processing results, wherein the first processing results correspond to a first
representations of the content for display at the first client computing device;
maintain the persistent browsing context running subsequent to processing
content associated with the persistent browsing context;
obtain a request to access the persistent browsing context from a second client
computing device; and
process the content associated with the persistent browsing context to generate a
second processing results, wherein the second processing results correspond to a second

representations of the content for display at the second client computing device.
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11. The system of Claim 10, wherein the second representations of the content associated
with the persistent browsing context correspond to the first one or more states of the content
associated with the persistent browsing context.

12. The system of Claim 9, wherein the network computing component is further operable
to:

obtain a request for a subsequent persistent browsing context by a third client
computing device; and

provide a third processing results to the third client computing device, wherein the third
processing results correspond to a third representations of content requested by the third client
computing device, and wherein the third client computing device is configured to display the
third representations of the requested content.

13. The system of Claim 12, wherein the network computing component is further operable
to duplicate the persistent browsing context to generate the subsequent persistent browsing context.

14. The system of Claim 13, wherein user interactions with representations of content
associated with the subsequent persistent browsing context do not modify the persistent browsing
context.

15. The system of Claim 12, wherein the persistent browsing context and the subsequent
persistent browsing context are associated with shared browser configuration information.

16. The system of Claim 12, wherein the third client computing device comprises at least

one of the first client computing device and the second client computing device.
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