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AND/ OR MONI TORI NG SYSTEMS This invention relates to inprovenents in MILOIZU%

and/ or nonitoring systens. ReferﬁmmwmmmnMBﬂMUt t he specification shall now
be rrgde t ovbhespisesent i nventi on |t nto security E}ﬁgzﬁ%omi ch
are in fact control and/or nonitoringegsst ens. BACKGROUND A

i ncreasi ng nunber of security systens are being installed worl d-w de.

Further) existing security systens are continually being upgraded as
t echnol ogy becones smarter, nore nonitoring/control devices are avail abl e,

and the desi r qMPROVEMBNESISQN SORII | AT EASES- (-EW’FRbI ofAt ,@Rneed
to control access to a door or bul Iﬂ%mw n Si tem
t hat uses el e%%iﬁ) RGOS ken badge or card to identify persons

al | oned access: et T meS—the s of electronic identification is a PIN

nunber that a person is required to enter via a keyboard. Usually) with the
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a card reader. There a nunber of situations whereby the wong

i denti ficati oRdféren@CBiotRHoutGhe Bsecifftbd fHaf AblvARk ABRNS the pFRERI iHedhf, al | .
For exanple, a person may enter in the 20 wong PIN nunbelp, have an out of

date identkfi Gaid b \Lk&Rit : 50
PCT/ NZ00100010 Hentn:jtf% Selitity Sy Slere {é"}e‘%\{’%ﬁ}’ ?ﬁte?ﬁ”%’}é ?r‘i‘é/)l’rn%‘t%gﬁ%%% %’e%éeﬁn}gﬁl ssued
Wi th such a device in the first place. In the above circunstances, it is
desirabl e for gAeK@EROYND AR ave audi o comuni cation wth a mL
the security System at operator can then S determ ne whet H‘Hlmmummun n
be granted and subsequently either allow or to deny that person agggss.
This audi 0 COMWiHcFRAbING Mulribet ¥ty Yy S&RPIrk B6ink YnsPal RARGS R -Gridd) IR AR !
devi ce which usually is manufactured %y a separate manufacturer to that who
woul d nor mal | yexRipfRaiity ydBRs SR ColiBBARS beind hFerhdedPhlV {2

undesirabl e si txuatlgdgn. rl_% ,}&s t%ese detvi cg’; egé@é I?grrom s%p%rgféelg Eﬁ%oearg%sur ers)
there is no capmi} eRe | BobiiiiRodubdbe: IS yaildife OGN GBE HRIMAOYor

normal |y share in t'he dat a en themand two separ at e conmuni cati on
networks 3pe fEQULLAded i okl FOm the devices to

There is often a need to control access to a door or building by using an access
control system that uses electronic means as a token badge or card to identify
persons allowed access. Sometimes the means of electronic identification is a PIN
number that a person is required to enter via a keyboard. Usually, with the

15  appropriate identification is received, access is automatically granted.

For ease of reference the access control system will now be referred to as a card

reader.

There a number of situations whereby the wrong identification is received, or no
identification means is received at all. For example, a person may enter in the

20  wrong PIN number, have an out of date identification device, may not have the



the main security system Also, the devices are required to be installed
separately and can take up | S considerable space in the process. QLBtJ[ﬂ_r 2003
it is nOt\,ﬁ’OSSi ble to have any interactions between the devices. E.g.

soneone s &‘W@s’tsﬁei r card does not have i medi ate access t §CINZEH/0e00
functions. It can been seen that having separate devices neans they are
expensive to install and nai ntain because of the double up of conponents

and )cabl ing. 20 Thus the object of the present invention to address the

above probl ens)ig@ftifhtidLaslicd Witk iR dﬁmrag%opybdé Keeli ibdheli %ry%h%“d&%ﬁ&i if€s.
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According to Oﬂgeﬂﬁfgﬁ&&Of the present invention there is provided an
access control dev I ncluding an el ectronic identification neans.
characterised in that 5 the access control device also includes an audio

conmmuni cat i ons JgeieC abovaC eittwthiigndes) tuid hRkiraiPefsr Bat t s €5 Chdvel BY&BL I ON
there is provided a control and/or nonitoring system which incorporates an

access control geuhGfcadonAeRIE hh RBEaRR AfGhe @G&Hﬁ?is?gteg? f’il‘hzitugg}e??:ﬂfr)lb gaPaeh of

the present invention there is provided a nethod i nst a control

and/or moni K01 | Rermyt SHARHACALL Bhd ELrdled IR S1S0nRhuL WhE) didi0oAD A55ESS

Xt
control device as descr erence throu specificatron

shoul d now be e t c trol devi.ce.as bei a .. S reader'.
"t shoul d. be. appraerneibefac AR ALR0 ebmtches T tablBrudl bla ot
shoul d not be seen as ILnithnﬂ. 15 The el?ctroaic identification nmeans may
come in a numbePeHOm deviee Whig r'r‘é'g’/ﬁ‘yn‘élnﬂﬁi‘é' actured by SRR BRpuBEtuserda ity of
di fferent conponents. For exanple, the electronic identification neans nay
be a card readeVho Wapld negpaly mapufpeturerthe gardrreadeswi pe card devi ce, or
perhaps in some enbodinents a proximty smart caret reader. 3 2 3 JUuL

208 VO 00l 4815Phisp g()/b[\\flxzo%g{yoagou%%esirable situation.

10 As these devices are from separate manufacturers, there is no consistency in the
data format. Thus, the devices do not normally share in the data between them and
two separate communication networks are required to be run from the devices to

the main security system.

Also, the devices are required to be installed separately and can take up

15  considerable space in the process.

Further, it is not possible to have any interactions between the devices. E.g.

someone swiping their card does not have immediate access to intercom functions.

1t can been seen that having separate devices means they are expensive to install

and maintain because of the double up of components and cabling.

20  Thus the object of the present invention to address the above problems, or at least

to provide the public with the use of choices.



The el ectronic identification nmeans may include a key pad into whjch

al phanuneric or sone other formof data can be entered. This may ﬁa JoL 2003
addi tion agk&mwhﬂstead of a card reader. In preferred enbodi nents the key
pad has bac (lg ting so that it can be read in S the dar k. PCOHN#p/00010

enbodi nents of the present invention may have the electronic identification
nmeans renotely sense sone physical attribute of the person wishing to gain
access. For exanple, use a fingerprint or retina scan or other bionetric
devi‘ces. Furt hpiSEDOSUREORINYENTION €Sent i nvention the audio

communi cations device 10 would be tn the formof an intercomand should now
be referred to as such throughout the specification. Again this term shoul d

not be seen i nA@ddydingto ashel hspeti Bﬂ-thda?@éseﬁtamvléntiéﬂ"%é?grﬁ%oﬁid{ed‘@meﬂcp% the
pl us reader can press a function key to operate the intercom and

communi cat € W ddhirb Be RS IinLdn $1BErSGRE WehliVic Yo B@ins 15 Preferably al so,

t he operator can communi cate back through the intercom In sone enbodi nents
of the present invention the operator can choose when to turn on the

i ntercom For ahaeeli®ed innthithe area close to the plus reader there nay be
evi dence on an alarmor duress situation such as scream ng. The operator
can then turn on the intercomand listen to this sound. 20 I n sone

enbodi ment $) tthe acnses contro! devpceadiswinchigdes dn andiogbntnnemicuidng device. 2 3 JUL
2003 WO 00/ 48150 PCT/ NZ0O/ 00010 The intercom may al so be able to provide

ot her audi o services. For exanple) an intercommay play pre-stored audio
clips to the vAesordipgto dumhas| aspeqtif thedireseny inygnpen tthase daupgovided 2 gentrol
security system may determine that there is a message waiting for that
particul ar usesnd/orimeniiessg aywemayhiple incorpdraigedn feasss cumatobdevichasgieserabpel
systemit is kept and played for the user. The intercomnmay al so be able to
pl ay energencyabt®yacuati on audi o clips. For exanple, "Fire, please exit

i mredi ately through exit door'. In sonme enbodi nents the present invention
the plus reader may al so include a display which may al so di spl ay nessages.
In preferred eﬁﬁm&ﬁéﬁ? 8 fusther apegs|ofythe prasentanyenijomi here i @ ddesind mxgthd: h
back lighting. The intercomnmay al so be used as part of the conpany paging
system | tlGcanofainswllbeg aseuinod apdisyi meniering spstompelmriaterisog eratheonspaeid
disability situations. Wile the data fromthe intercommy be in any

sui t abl e f or nainstalimig aoancdse castedl demice as described above.

Reference throughout the specification should now be made to the access control
device as being a ‘plus reader’. It should be appreciated that this term is used for

reference only and should not be seen as limiting.

15 The electronic identification means may come in a pumber of forms and may
include a single component or a number of different components. For example,
the electronic identification means may be a card reader. This may be in the form
of a swipe card device, or perhaps in some embodiments a proximity smart card

reader.



any security system it is preferably in digital format. This all for
easier 15 integration with other data received through the securig\ﬁss&&t QﬂﬂB
and ot her peripheral devices and with inter-action with the electronic

i denti fi camooow/48¥ns. The digital data is al so easier to steca/N#pdo@iPCESS.
In sone enbodi nents of the present invention, the data fromthe intercom
may be conpressed which allows for easier transm ssion and the use of a
smalN er 20 bandwi dt h conmuni cati on system 5 2 3 JUL 2003 WD 00/ 481S0

PCT/'NZ0O/ 00010Thé  é1scemt S aBadfitdRh thanPemsen idludde GRY A ph@ades Which
generate an event when pressing a designated function key gn t he rea&er

that includes fi5Ra/hiHngfie OMSomd bthePHER of Bt B Heee%?érgae.dﬁ% xﬁmeﬁg%ﬂﬁh%.
system and as well as alerting the operator of the security-system ile
the operator i§ Jd:3h&kafo char&ﬁ%tening to the intercomb5 the conversation
may be optionally recorded to the operator's workstation or el sewhere. In
sone enbodi nents, an occurrence of certain events can trigger the

transmi ssion ofn HefRfSERBodhe dRtidy HaAMab BSclk DEREHNY HHCH hBE ;G0
security systemw || have recorded a nunber of seconds of sound a{ter t he
event. Thig magpgafhat the 10 security system does not necessarily record
sound from an intercom continuously) but only source sound from around the
time of events that are of interest. Data fromthe intercomand the card
reader can be Ongexatbodimelas of thegeiseatinkEMiBnahiEhaRahé BBGsHiS idHEHcaionVi deo
caneras. It should be appreciated that a nunber of technical issues needed

to be over Con'em(l.énstx%nﬁﬁ'@? s8nseRBine (P9 siEAMMBhE Ut itﬂ@@e;%%i@ﬁhgygéiﬁﬁc&%gs

reader can handle the different data needs of the st ens. exanple, a

. | d i , i i i f be 40K
typical car rpadsaagggéf,ms&%qmﬁggﬁnpemzuﬂa gc%h'o?%?hc?@fb rgt:té]ﬁv? e§._may e

bits per second to orm no access contro uncti ona However, to
handl e the comruni cations fromthe i ntercom and ot her peripheral 20 devices

such as camer apurihey &APSAURICARIIIONE PFOsshEIFeMAR IR aldRASSminAKiCati di¥BRvidaat
bandw dt h. For exanple, in one particul ar enbodi nent present invention) the

bandwi dt h 19f 184ufKbbPs 1he fofUbf" 8¢ intBrecomPamt $hbuldORA be referred to as such

throughout the specification. Again this term should not be seen in any way as

limiting.
Preferably, the person situated by the plus reader can press a function key to
operate the intercom and communicate with the operator of the security system.

15  Preferably also, the operator can communicate back through the intercom.

In some embodiments of the present invention the operator can choose when to
turn on the intercom. For example, in the area close to the plus reader there may
be evidence on an alarm or duress situation such as screaming. The operator can

then turn on the intercom and listen to this sound.

20  In some embodiments, the operator may also record any of the audio.



WD 001 48150 PCT/ NZ00O/ 00010 The human ear is very sensitive to so@rd JUL 2003
quality. It should also be appreciated that in the security system sound
quality is paramount) not only in conmunicating instructions, but also with
recor ded éﬁgﬁﬁ"‘ﬂéﬂpeni ng around an “event' . Audi o dropout PGTNEHAI0t v .
systens is sonething to be avoided. 5 Thus, the applicants have in
preferred enbodi nents of the invention designed a systemthat guarantees to
poll each of plus readers at a m ninmumof 10 tines per second. This gives

t he) audi o qualliheyingecsinp ey dlso bhable dopoovideothppndii sdreded. hRor &enple eaent
invention offers a nunber of advantages over the prior art. 10 The

i ncor por at i on imrcameingy tpignpe-stared tabfiocdips cnthsusér. aBoraxaaiplt, tigackes nddyong

wi th an audi o comruni cati ons devi ce such as an intercom provi des cost

savi ngs and sewpeathel cgrd cindnihatsscaity fsysein ma@ldeleyminki that thére GORTREsage
installation costs are far cheaper as only one device has to be installed

and one set Ofwai@dd FGrOthas paRiRERLdsdrO THIR . mekSageaRBNBE YotrieWF aof] WRRiekr dat a
can be readily achieved wth the two devices 1 n the one unit. Audio

informatiof caprhe FsRWEH i Rept A FRYE FR@fe it ch is directly linked to the
identification of that particular card user. Visual display of various

nmessages conbined with an audi o di splay can be readily conmunicated to a

card hol der. The igtecohlmB08B0\bO 4l 48 PR deTEMEH QvARREON Thaicoagssat por of a
security systemcan al so provide integrated control functions and again

readily commueksmpR, YWikd) pldase HEY imaRedMeiyithRagdelyddore access control
devi ces. Data received by the access control device with the audio or

identification data can 5 be readily integrated. Wth the enbodi nent of the
present i nventnsomehémbodisestsdhgipresent ntventamnthe ghisareader ay ratsadinktinde a
processed with digital data comng in fromother peripheral devices such as

vi deo caner as dispt@ewhiehahay fleo Bispkg thedsipeentlh prefbrdteerib@imd RS Ciht RBshIDy Way
of exanple and it 10 should be appreciated that nodifications and additions

mlay_ be mig@ t heh 8kphival DOW digSsIRA KL thNhck igMidghe scope of the appended
Ccl al ns.

The intercom may also be used as part of the company paging system. It can also

be used to provide voice prompts for operations and disability situations.

While the data from the intercom may be in any suitable format that can be used in
any security system, it is preferably in digital format. This allows for easier
15  integration with other data received through the security sysiem and other
peripheral devices and with inter-action with the electronic identification means.

The digital data is also easier to store and process.

In some embodiments of the present invention, the data from the intercom may be
compressed which allows for easier transmission and the use of a smaller

20  bandwidth communication system.



8 Received 11 Cctober 2000 2 3 JUL 2003 1 r THE CLAI M5 DEFI NI NG 2I8EJUL 2003
| NVENTI ON ARE: 1. An access control device including electronic

identifi cg‘td',g(f)‘wggﬁns, the access control device characterised in that the
access control device al so includes an audi o communi cati on Hel/NE/WRAEY ei n
the electronic identification means and the audi o conmuni cati ons device are
configured to share data with each other. 2. Access control device as
clained in claim1 wherein the electronic , identification neans is in the
form of a car dltrisasioisag@i than tiec persen apiifer odrd dewderewils gehahnesh ienei Wher
claiml or claim2 where in the electronic identification neans includes a
key pad. 4. Anpaesirga desighated fishetio Reyion ChedicaBE thit @RMidehehOfntGt@dhMrulsto 3
wherein the audi o comruni cations device is in the formof an intercom 5.

An access cont g@int @y eCreasrdéd By RGeburitgnysteRCardl asCall M8 alerlifg ey &bp the
audi o communi cati ons device includes the ability to play pre-Stored audio

clips. 6. An a@ﬁﬁr‘é%e&ﬁﬁ%ﬁﬁ'lcngew}ﬁﬁ: tfe pﬁéx%{q??sdtah@n%?/oﬂ%exﬂfl & fe Thtefeohf ©

wherein the data fromthe electronic identificati nmeans a audi o

communi cat ifnst}%e}f&ﬁ%rgaﬁoﬁ r}ﬂ@ {)Qrc{ﬁm)n&lmec%mdbﬁ) tﬂrlcaa P}eatt(t)qu \Jer"l?m te

access control device over a-“singlfe co nications ¢ FoRods 8!
control device ﬁs ﬁl ainmed in any one of clains 1 to 6 which can be
activated or cBRtYBiFed by a renote operator. 8 Janmes & Wlls Ref: 169&3/3
RF AMENDED SHEET | PEA  Received 11 October 2400 2 3 JUL 2003 8. An access

control devi cepag,fl %H@tﬂgje@g?ﬁyocgﬂﬁeﬁge oqlg'@:itﬁﬁ ebeld cr7i1/1 #ggglarttﬂee wriihiSsion

communi cations device IS irectional. contro toring system
whi ch i ncor por CLS:S t i s claj i n_any. aone of ai s
e's 10 A SheRmRRsRARR. FRR Mt BEHEERTATTHIT iné dpQy e v
characteri sed the step of .installi n access.control device as clai ned
in any one of gg‘éﬁ TpEor c?S ngmbgr 3asr?§gn% opR ﬂg?r. th|e6f§'§§7'3Tgl§ inéiths har thé

10 securty system does not necessarily record sound from an intercom continuously,

but only source sound from around the time of events that are of interest.

Data from the intercom and the card reader can be indexed to data received from

other peripherals such as video cameras.

It should be appreciated that a number of technical issues needed to be overcome
15  to ensure that the communications system and the plus reader can handle the

different data needs of the systems.

For example, a typical card reader only requires communications bandwidth of
maybe 40K bits per second to perform normal access control functionality.
However, to handle the communications from the intercom and other peripheral
20 devices such as camera, the communications systems need at least four times that
bandwidth. For example, in one particular embodiment present invention, the

bandwidth of 187.5K bps is required.
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10 The incorporation of a electronic identification such as a card reader along with an

audio communications device such as an intercom provides cost savings and

several improvements of functionality.

Firstly, common installation costs are far cheaper as only one device has to be

installed and one set of cabling as opposed to two.

15  Secondly, integration of data can be readily achieved with the two devices in the
one unit. Audio information can be played to the card user which is directly linked

to the identification of that particular card user.

Visual display of various messages combined with an audio display can be readily

communicated to a card holder.
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Data received by the access control device with the audio or identification data can

5  be readily integrated.

With the embodiment of the present invention which uses digital intercom, data
can be readily processed with digital data coming in from other peripheral devices

such as video cameras.

Aspects of the present invention have been described by way of example and it
10  should be appreciated that modifications and additions may be made thereto

without departing from the scope of the appended claims.

15
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the access control device also includes an audio communication device
wherein the electronic identification means and the audio communications

device are configured to share data with each other.

2. Access control device as claimed in claim 1 wherein the electronic

identification means is in the form of a card reader.

3. An access control device as claimed in either claim 1 or claim 2 where in

the electronic identification means includes a key pad.

4. An access control device as claimed in any one of claims 1 to 3 wherein the

audio communications device is in the form of an intercom.

5. An access control device as claimed in any one of claims 1 to 4 wherein the
audio communications device includes the ability to play pre-stored audio

clips.

6. An access control device as claimed in any one of claims 1 to 5 wherein the
data from the electronic identification means and audio communications
device is in a format that can be transmitted from the access control device

over a single communications cable.

7. An access control device as claimed in any one of claims 1 to 6 which can

be activated or controlled by a remote operator.
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