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1. A computer-implemented method, comprising:

establishing, with at least one processor, a secret key for communication

between a plurality of user devices, the plurality of user devices comprising a first user

device associated with a requesting user and a second user device associated with a

second user, wherein at least one server computer does not have access to the secret

key;

receiving, with the at least one server computer, from the first user

device, a split-payment request message comprising encrypted data including a first

value and a second value, wherein the encrypted data included in the split-payment

request message is encrypted based on the secret key;

generating, with the at least one server computer, an encrypted balance

for the requesting user and the second user based on the encrypted data of the split-

payment request message; and

transmitting, with the at least one server computer, to the second user

device, a split-payment confirmation message including the encrypted balance for the

requesting user and/or the second user.

2. The computer-implemented method of claim 1, further

comprising:
receiving, with the at least one server computer, from the second user

device, a split-payment confirmation response message comprising second encrypted
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data, the second encrypted data including an indication that the first value and/or the

second value is approved:

generating, with the at least one server computer, an updated encrypted

balance for the requesting user and the second user based on the encrypted balance

for the requesting user and the second user and the second encrypted data of the

split-payment confirmation response message; and

transmitting, with the at least one server computer, to the first user

device, a split-payment response message comprising the updated encrypted balance

for the requesting user and the second user.

3. The computer-implemented method of claim 2, further

comprising:
receiving, with the at least one server computer, from the second user

device, a split-payment message comprising a null value associated with a transaction

that does not modify the first value and the second value;

generating, with the at least one server computer, an updated encrypted

balance for the requesting user and the second user based on data of the split-

payment confirmation messaqge, wherein the updated encrypted balance does not

modify the encrypted balance for the requesting user and the second user; and

transmitting, with the at least one server computer, to the first user

device, a split-payment response message comprising the updated encrypted balance

for the requesting user and the second user.

4. The computer-implemented method of claim 2, wherein the split-

payment confirmation response message is received after a random interval of time

has elapsed from a point in time when the split-payment confirmation message was

transmitted to the second user device.

5. The computer-implemented method of claim 1, wherein

generating the encrypted balance for the requesting user and the second user based

on the encrypted data of the split-payment request message comprises:

generating, with the at least one server computer, the encrypted balance

for the requesting user and the second user based on the encrypted data of the split-

payment request message and an additive homomorphic cryptographic algorithm.
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6. The computer-implemented method of claim 1, further

comprising:
generating, with the at least one server computer, at least one checksum

value based on the data of the split-payment confirmation message and/or the

encrypted balance for the requesting user and the second user; and

transmitting, with the at least one server computer, the at least one

checksum value to the first user device and/or the second user device.

7. The computer-implemented method of claim 1, further comprising:

receiving, with the at least one server computer, from the second user

device, a split-payment confirmation response message comprising second encrypted

data, the second encrypted data including an indication that the first value and/or the

second value is not approved;

in response to receiving the indication, generating, with the at least one

server _computer, an updated encrypted balance for the requesting user and the

second user based on the encrypted balance for the requesting user and the second

user and the second encrypted data of the split-payment confirmation response

message, wherein the updated encrypted balance corresponds to an initial encrypted

balance established prior to the generation of the encrypted balance; and

transmitting, with the at least one server computer, to the first user

device, a split-payment response message comprising the updated encrypted balance

for the requesting user and the second user.

8. A system, comprising:

at least one processor programmed or configured to:

receive, from a first user device associated with a requesting user,

a split-payment request message comprising encrypted data associated with a

value for a split-payment transaction, the encrypted data included in the split-

payment request message encrypted based at least in part on at least one

secret key, wherein the at least one secret key is established for communication

between a plurality of user devices, and wherein at least one server computer

does not have access to the at least one secret key:
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generate an encrypted balance for at least one responding user

of a plurality of responding users based on the encrypted data of the split-

payment request message; and

transmit at least one split-payment confirmation message to at

least one user device of the plurality of user devices, the split-payment

confirmation message including the encrypted balance for the requesting user

and/or the at least one responding user.

9. The system of claim 8, wherein the at least one processor is

further programmed or confiqured to:

receive, from at least one second user device of a plurality of second

user devices, a split-payment confirmation response message comprising second

encrypted data, the second encrypted data including an indication that the split-

payment transaction is approved by the at least one responding user associated with

the encrypted balance;

generate an updated encrypted balance for the requesting user and the

at least one responding user associated with the encrypted balance that approved the

split-payment transaction based on the encrypted balance for the requesting user and

the at least one responding user that accepted the split-payment transaction; and

transmit, to the first user device, a split-payment response message

comprising the updated encrypted balance for the requesting user and/or the at least

one responding user that approved the split-payment transaction.

10. The system of claim 9, wherein the at least one processor is

further programmed or configured to:

in response to transmitting the at least one split-payment confirmation

message to the at least one user device of the plurality of user devices, receive, from

another second user device of the plurality of second user devices, a split-payment

message comprising a null value associated with a transaction that does not modify

the value for the split-payment transaction,

wherein generating the updated encrypted balance for the requesting

user and the at least one responding user that approved the split-payment transaction

is based on data of the split-payment confirmation message, and
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wherein, when generating the updated encrypted balance for the

requesting user and the at least one responding user that approved the split-payment

transaction, the data of the split-payment confirmation message does not cause the at

least one processor to modify the encrypted balance for the requesting user and the

at least one responding user that accepted the split-payment transaction.

11. The system of claim 9, wherein the split-payment confirmation

response message is received after a random interval of time has elapsed from a point

in time when the split-payment confirmation message was transmitted to the at least

one user device of the plurality of user devices.

12. The system of claim 8, wherein, when generating the encrypted

balance for the at least one responding user of the plurality of responding users based

on the encrypted data of the split-payment reqguest message, the at least one

processor is programmed or configured to:

generate the encrypted balance for at least one responding user of the

plurality of responding users based on the encrypted data of the split-payment request

message and an additive homomorphic cryptographic algorithm.

13. The system of claim 8, wherein the at least one processor is

further programmed or configured to:

generate at least one checksum value based on the data of the split-

payment confirmation message and/or the encrypted balance for the requesting user

and the at least one responding user that approved the split-payment transaction; and

transmit the at least one checksum value to one or more user devices of

the plurality of user devices.

14. The system of claim 8, wherein the at least one processor is

further programmed or confiqured to:

receive, from at least one second user device associated with the at least

one responding user, a split-payment confirmation response message comprising

second encrypted data, the second encrypted data including an indication that the

split-payment transaction is not approved:
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in response to receiving the indication, generate an updated encrypted

balance for the requesting user and the at least one responding user that did not

approve the split-payment transaction based on the encrypted balance for the

requesting user and the at least one responding user that did not approve the split-

payment transaction and the second encrypted data of the split-payment confirmation

response message, wherein the updated encrypted balance corresponds to an initial

encrypted balance established prior to the generation of the encrypted balance; and

transmit, to the first user device, a split-payment response message

comprising the updated encrypted balance for the requesting user and the at least one

responding user that did not approve the split-payment transaction.

15. A computer-program product comprising at least one non-

transitory computer-readable medium including one or more instructions that, when

executed by at least one processor, cause the at least one processor to:

establish at least one secret key for communication between a plurality

of user devices, the plurality of user devices comprising a first user device associated

with a requesting user and a plurality of second user devices associated with a plurality

of responding users, wherein at least one server computer does not have access to

the at least one secret key;

receive, from the first user device, a split-payment request message

comprising encrypted data associated with a value for a split-payment transaction, the

encrypted data included in the split-payment request message encrypted based at

least in part on the secret key;

generate an encrypted balance for at least one responding user of the

plurality of responding users based on the encrypted data of the split-payment request

message and an additive homomorphic cryptographic algorithm; and

transmit at least one split-payment confirmation message to at least one

user device of the plurality of user devices, the split-payment confirmation message

including the encrypted balance for the requesting user and/or the at least one

responding user.

16. The computer-program product of claim 15, wherein the one or

more instructions further cause the at least one processor to:
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receive, from at least one second user device of the at least one

responding user associated with the encrypted balance, a split-payment confirmation

response message comprising second encrypted data, the second encrypted data

including an indication that the split-payment transaction is approved by the at least

one responding user associated with the encrypted balance;

generate an updated encrypted balance for the requesting user and the

at least one responding user associated with the encrypted balance that approved the

split-payment transaction based on the encrypted balance for the requesting user and

the at least one responding user that accepted the split-payment transaction; and

transmit, to the first user device, a split-payment response message

comprising the updated encrypted balance for the requesting user and/or the at least

one responding user that approved the split-payment transaction.

17. The computer-program product of claim 16, wherein the one or

more instructions further cause the at least one processor to:

in response to transmitting the at least one split-payment confirmation

message to the at least one user device of the plurality of user devices, receive, from

another second user device of the plurality of second user devices, a split-payment

message comprising a null value associated with a transaction that does not modify

the value for the split-payment transaction,

wherein generating the updated encrypted balance for the requesting

user and the at least one responding user that approved the split-payment transaction

is based on data of the split-payment confirmation message, and

wherein, when generating the updated encrypted balance for the

requesting user and the at least one responding user that approved the split-payment

transaction, the data of the split-payment confirmation message does not cause the at

least one processor to modify the encrypted balance for the requesting user and the

at least one responding user that accepted the split-payment transaction.

18. The computer-program product of claim 16, wherein the split-

payment confirmation response message is received after a random interval of time

has elapsed from a point in time when the split-payment confirmation message was

transmitted to the at least one user device of the plurality of user devices.
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109. The computer-program product of claim 15, wherein the one or

more instructions further cause the at least one processor to:

generate at least one checksum value based on the data of the split-

payment confirmation message and/or the encrypted balance for the requesting user

and the at least one responding user that approved the split-payment transaction; and

transmit the at least one checksum value to one or more user devices of

the plurality of user devices.

20. The computer-program product of claim 15, wherein the one or

more instructions further cause the at least one processor to:

receive, from at least one second user device associated with the at least

one responding user, a split-payment confirmation response message comprising

second encrypted data, the second encrypted data including an indication that the

split-payment transaction is not approved;

in response to receiving the indication, generate an updated encrypted

balance for the requesting user and the at least one responding user that did not

approve the split-payment transaction based on the encrypted balance for the

requesting user and the at least one responding user that did not approve the split-

payment transaction and the second encrypted data of the split-payment confirmation

response message, wherein the updated encrypted balance corresponds to an initial

encrypted balance established prior to the generation of the encrypted balance; and

transmit, to the first user device, a split-payment response message

comprising the updated encrypted balance for the requesting user and the at least one

responding user that did not approve the split-payment transaction.
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