; e3ebb, dn6TO _1_ 2 6 J U L 2002 METHOD AND SYSTEM FOR SECURI wﬁ‘@Wbbfz
B SCERNABLE DATA ON A DATA STORAGE DEVI CE Background of the S

Invention Field of the Present Invention The present invention relates in
general to a nmethod and system for data s_qgurity and nore particularly, to
an inproved nethod and system for securing access to optically discernable

data on a data storage device. Still more particularly, the present
| nvention Pr Owgiifor? ARt BOErAR ko SxRTRERE SHichREy Bt Scobult®. Shither ent
security levels on a single data storage devi ce. scription of the Rel ated

Art Wth the proliferation of ONha RATH RTORAGECDEVAICRani ngf ul way has been
established for wide distribution of [arge anounts of data in both conputer
and consumer industries. O the types of conpact discs (CDs) that are
currently avaiHaakigepouhdiref thecpreseAudinvditiloD- DA), Data CD (CD- ROM) and
Vi deo CD (DVD)_., s of data may represent
application a-a“ T Bt Sy rs—and general information typically
utilized by a conputer. The CD-DA and DVD typically contain audi o visual

i nformation designed for presentation by consuner devices such as conpact

di sc players and DVBPpPESRERL Adventipp zeidfeswithoanetdl & anBEbROdi deo
di splay. CD- RQMadih¥esmarsl (A4 0ievasi fRyarl #rBeph el dided- 1w, t Bbnaa
conputer. Secure distribution of data on a conpact disc and "'r Ua a
~ ~~~Z 2 ot HEPIEFEACEPtRRD ANtk SHSEPR FQr SEEBPENAFERTR i ed within the

industry, espegtalchY1y dhsddvnaiewitaf of he uehi ebt&cumack . di sc drive
whi ch all ows conputer owners tqQ cQpy data onto a_ conpact disc. The owners

of the copyri giitt1df MeERt RME L MIRG 1y sERE RESSENSyY 1B BN Arovides a

method and system for storing data of two different

security levels-on a single data storage device.

Description of the Related Art

With the proliferation of the compact disc, a
meaningful way has been established for wide distribution
of large amounts of data in both computer and consumer
industries. Of the types of compact discs (CDs) that are
currently available, three include Audioc CD (CD-DA), Data
CD (CD-ROM) and Video CD (DVD). On a CD-ROM, large
émounts of data may represent application programs,
operating systems, and general information typically
utilized by a computer. The CD-DA and DVD typically
contain audio visual information designed for
presentation by consumer devices such as compact disc
players and DVD players for utilization with a stereo
and/or video display. CD-ROM drives and DVD drives may

also be included within a computer.

Secure distribution of data on a compact disc and
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have sought solutions to protect their intellectual property rights and
prevent unaut horized use or copying of proprietary data originall gstgp’ggd" Uz
on a conpact disc. One neasure which manufacturers have taken to protect (o))
ROM data is the use of a "software key" which nust be entered for the user

to access the data stored on the CD ROM THe software key is typically a
multi-digit nunber included with the CD-ROM docunentation or witten

directly on th ROM cover. The use of .such_saftwar.e k . does not
restrict the nﬁﬁ%}% Ht i 85 °5R9u T on 1§ So%cgbc%enﬁilggn%?ﬁgnay be nade
and does not resthisttlidienusehasesspdcialegnpach tdieserbwem afl€wvd ng ot hers
to make copies of the data. In the case of .DVD,. as DVD conptent owners

rel ease DVD ti f"FéEaQ\ﬁ? | RWAGE, AFC i TG & lﬁBc@sﬁ%‘ﬁ/ ctOB‘pE:‘gﬁfr%VYn%% time of
di stri but ijon [ Iﬂodbé;f)jarclﬁﬂa gﬁ@gr ap&bxﬂ@lcltlr elgis@DSaTt@rﬁv\anEbi 08 gte@ﬁr aphi cal |
timng today is _accp i she specj al ly encodi ng . each DVD wifh a specia
gl on bit 1 naEoBRREI o CoBREnE FARS (ST Y BB GPEpBE o o
correspondi ng Bi¥Repsaysit W1l ibss Ot Stgrddetedthen # hiafrepaetteal ar regi on.
However, this nethodol ogy nmay be easily circunvented by obtaining a DVD

pl ayer for thePpSPETLNIEINEGRBA PFENRITtc NRERERRPEAGh ISP §F oFOBY 1] s

programed. |t olfSpidieradrey dashl e £ina1ak Eheré®asORSs comgabt Jaisd. 2002 ..
-3 illustrated above and nany others, that a nethod of securing data on all

types of conpafPedreR¥Te hipheRamit BRFTERSt hate ttkCoirpabrotree @ntent
owners may conko@l ghte usenef udatdr i orREtQarkNReworPach fhs€-be -» .., 2
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{ entered for the user to access the data stored on the CD-
ROM. The software key is typically a multi-digit number
included with the CD-ROM documentation or written
directly on the CD-ROM cover. The use of such software
keys does not restrict the number of copies of data on a
compact disc which may be made and does not restrict the
purchaser of a compact disc from allowing others to make

coples of the data.

In the case of DVD, as DVD content owners release
DVD titles world-wide, it is often necessary to control
the time of distribution in different geographical
regions. Controlling geographical timing today is
accomplished by specially encoding each DVD with a
special region bit that, when detected, allows the DVD to
be played on a corresponding DVD player which is
distributed in that particular region. However, this
methodology may be easily circumvented by obtaining a DVD
player for the particular region in which the special

region bit is programmed.

It is therefore desirable, for the reasons



Summary of the Present Invention It is therefore one object of Zgy‘ﬁgﬁhzﬂnz
invemti on to provide a nethod and system for data security.

obj ect of the present invention to provide inproved systen1and met hod for
securing access to optically discernable q?ta on a data storage device. It
is yet another object of the present invention to provide system and net hod
for storing data of two distinct security classifications on a single data
storage device; 19e: {Q&OALRGe 00 &Gl ALERE! eﬁ’iﬁﬁ SmbEnd@upfescri bed. A
met hod and systemfor securing access to optica I scernabl e data
embedded wi t hi aequuina dstter ageatibviviesi 9fprovpaled dlB@Sséeure access, it is
first determ ngdofndNRIL dign! eALSLO LR Qaiadfgcorc%qtgntaaw@%&cwgn
storage device affixed to a data Storag Hevrce,"G v response to insertion
of the data stoomgeodeniec@sienbd @atrzeant@rredThe trreaglcsmpat:todlskata is
thereafter conpared with user identification data. The optically

di scernabl e data enbedded within the 'data storage device is then read in
response to the registration data matching the user identification data,
such that access to optically discernable data on a data storage device is
only permtted by proper identification. A data storage device is provided
whi ch includes a substrate, optically discernable data, and an el ectronic
i 26 J UL 2002 -5 storage device. The optical discernable data is
enbedded within the substrate and adapted to be read when the substrate is
mani pul ated by an optical reader. The electronic storage device is nounted
to the substrate and utilized to store electronically alterable data, such
that data of two distinct security classifications may be stored on the
sane data storage device.



.. 26 J UL 2002 -6 Brief Description of the Draw ngs The novebdée lrres
bel i eved characteristic of the present invention are set forth | tﬂ L 2002
appended cl ai nrs. The present invention itself, however, as well as a
preferred node of use, further objects angmadvantages thereof, wll best be
understood by reference to the follow ng detail ed description of an
illustrative enbodi nent when read in conjunction with the acconpanyi ng

dr awi ngs, V\hergmaggg&: & nk $EREEHS A dddiust rative diagramof a

representative har re environment according to the nethod and system of
the present invention; Figure 2 illustrates a functional block diagramof a

representative hardware Vi rqnoent according .t o] t em of
the present inventi gﬁ; l“lq:ietguerréa%grae%?%t% 5 ti gﬁ ?%‘\Elgfrelr%%l ES?ngﬁegg | ock

di agram of a "spaprochde"a actdodi agdt oydtem fetrhdatantksyditegm of the present
invention; Figure 4 illustrates a high level illustrative bl ock di agram of
a smart conpact disc according to the nethod and system of the present

i nvention; Figure SIteps cddrothelri ghjdéevealf Itogi préseni hiarenafiohheo met hod of

installi i stration dat t CD: f i,tting installati
of sof tware {1 BRPPAGS SHE TG RERF S COIITRGCS £RE T HoE aRICEYRt B of the

present inventopRically discernable data on a data storage device.

It is yet another object of the present invention to
provide system and method for storing data of two
distinct security classifications on a single data

storage device.

The foregoing objects are achieved as is now
described. A method and system for securing access to
optically discernable data embedded within a data storage
device is provided. To secure access, it is first
determined if there is registration data stored on an
electronic storage device affixed to a data storage
device, in response to insertion of the data storage
device into a reader. The registration data is
thereafter compared with user identification data. The
optically discernable data embedded within the ‘data
storage device i1s then read in response to the
registration data matching the user identification data,
such that access to optically discernable data on a data
storage device is only permitted by proper

identification.

A data storage device i1s provided which includes a

substrate, optically discernable data, and an electronic



2 6 ~~L 200Z Figure 6 illustrates a high level logic flowhart of the

tet hod of wuninstalling ownership of a smart conpact di sc accordi t QIZEZ
met hod and system of the present invention; Figure 7 depicts a hggﬁ 3 I 002
logic flowhart of the nmethod of installipng registration data on an snmart
audi o conpact disc for access to audio data on the smart audi o conpact disc
according to the nethod and system of the present invention; Figure 8

illustrates a btgragevrivilcegi CThd oyl afstogmdmiedeal ibnaisddddag
registration data on a smart DVD di sc according to a geographic | ocation

accordi ng to tHethdt Hdi SHESEy_temnt adhetpresehie i5eeant8R; ththd Figure 9
depi cts a hi ghsheyetat0qisCmbho¥erdy ¥y %heogﬁ@p RhqeRi nstid | i ng of
ownership of a smart DVD disc according to the nethod and system of the
present inventfbgctronic.spogage |devicels poumesdt riptthgnsebstrrtPragter r ed
Embodi ment Wt i { £ A LRCE shBVe! £1ddterdriQH 85 NG Adbiaphtgy! &fcpv th
reference to Figure 1, there is illustrated a diagramof a representative
har dwar e envir bhgerdater of gupadbyolusisegusity ephaspithcahions |naredean
operating syst Lostal |l el ogessing system 10 conpri ses
processor unitggg%&ﬁé§£§§%dggﬁ§ %@ﬁ%gﬁ%%éggnggﬁﬁiéb di splay (or nonitor)
18. Keyboard 14 and nouse 16 constitute user input devices, and video

di splay 18 constitutes an user output device. Muse 16 is utilized



to control cursor 20 displayed on screen 22 of video display 18. Data
processi ng system 10 supports a G aphical User Interface (CGU )g IJQ abb

a user to "point-and-click" by nmoving cursor 20 to an icon or \& Lc ﬁﬁﬁ
| ocation on screen 22 via nouse 16 and theg depressing one of the buttons
on nouse 16 in order to performa user comrand. Floppy disk drive 24, smart
conpact disk drive 26, and smart card reader 47 provide access for
processor unit Bt2ef op&sdEiptilbndat athé Wrgandevi ces. Wth reference now to
Figure 2, there is depicted a functional block diagram of data processing
system 10 illustrated in Figure 1. Processor unit 12 includes a system bus

28 to which vari ousthendieanakabh osk spalrievatit apdest@ird sk cWOE Cthe
comuni cati ons anong various functional bl ocks are acconpli shed.

M cr opr ocessor P38SeRbnistantignt areyseleniafitd 3B, the anRspdrfealdiMtead only
nmenory (ROM 3@hén9ré§’é}ﬁomn@&%ﬁ€§én”§@§gﬂf ( RBMbved, dotpief awhich are
connected to system bus 28. 2002 _9_ ROM 32 cont ai ns, anong
ot her code, thérsﬁgréecﬂmﬁe/@ét BE@ S’S'ﬂé]fté’(ﬁr( BPTEFt Hranst REVanERGR@r e, whi ch
controls certaihebask ¢ hANIYALE BECAAALANSOASHG rdeddhcRl 86! LRS of hard
di sk drive 36 and f oppy di sk drive 24. is the main nmenory within
whi ch the operépﬂhgwsly%tc@ﬁahé@ﬁngeﬁﬁélﬁﬁlé@eﬁtf iiﬁvJe]nlt‘-lSGH?athE@rporat ed and
ot her appl i cat LaBoRE A ATHAPELaL eI L finchs BRIP th TRIAIEEBRLAPMIFC S8 1S
connected to system bus 26 or controlli'ng all Direct Menory Access (DVA)
oper ati ons sucHrawipagi nired@is:bet ween RAM 34 and hard di sk drive 36,
floppy disk drive 24, or smart conpact disc drive 26. An application
program whi ch directs the inplenentation of the present invention nay be
provi ded to data prBitears dgdepicem an FWussrarive diparast fage medi um such
as hard di sk dpbygesfniddt YArhhhye n:8RAknECASMNITETLE PhLCh | ncl ude,
but are not limted to witeable storage nedia suc | oppy di sk 40
whi ch may be ragtbpiieanyy SVsgepy ofli élkecm*aﬁ@nmmwntmmr age into the storage
medi um of data processing system 10. Application prograns can be witten in
a variety of programm ng | anguages supported by the operating system
i ncl udi ng but not | Fhoere 3 ¢ leestreeary ivgesipnal tlqukggiagpamaef 19 0
adapter 42 is 'rleF&‘éEéﬁE%xFeO%%%QQetan%ﬁ%fnﬁz@hk?u&c?@rcfl% REO¥AEI ng an
interface for data storage peripheral devices such as data storage system
44. Addi tional TPFEPECRRA 1¥S LRl OBethACPIRAEA Lt énéﬁfb‘éﬁw't he storage capacity

accessi bl e by data processing system 10. The term"smart card" will be
periodically ut|I|zed in the follow ng descrlgti.on as is well known in the
art. Figure 3 depicts a high level illustrative block

diagram of a "smart card" according to the method and

system of the present invention;

Figure 4 illustrates a high level illustrative block
diagram of a smart compact disc according to the method

and system of the present invention;

Figure 5 depicts a high level logic flowchart of the
method of installing registration data on a smart CD-ROM
for permitting installation of software from the smart
CD-ROM according to the method and system of the present

invention;



2 6 J UL 2002 In addition, the term"smart chip" and "smart card accepting
devi ce" are also utilized. A smart card generically refers to a card forned
of a plastic body with a m cronodul e enbedded in a special cavity. A smart
chip. generically refers to the m cronodul _enbedded in the srrart?lga LZU
typically an el ectronic storage device which contains electronically 02
alterable data. A smart card accepting device reads data fromand wites
data to the smart i i g hj r ) : t Lrg device
47 s depicted | noladiag 5 S Eeteg b PR e R SRR B e

m cr opr ocessorti8) meghodnafiniciatsd alRé newpwie r Briwr P Lcar shaktc eqsivagtdevi ce 47
may al so be ingo r WMt e r | VEI is well
known in the a%rltsrc[)%ﬁ%éggll% opn? r%%s%?ﬁogh?% %%’;}gﬁeygn%}z(%jgt%sien%t he

har dwar e of priooesgdonunit 12 in addition to or in place of smart card
accepting device 47. Furthernore, simlar accepting devices as smart card
accepting device 47 may al so accept secure cards or PCI MCA cards which are
al so known, |i ke smdguirea¥ddéiihctiso abbigiguigupdd lwngtih Sbowehant fofathees to
prevent access t nd tanmperjing with,data jn the nmenory of the card. New to
the art, smar (MIBRCE ARSteiinss r281PEratiq cPkpea™: Mol ThnTy 4948 A

st orage devi caccupaletasigcsist tacxepacd sidin 4fatal paethedsidydr eudioConpact

di sc drives and other optical storage di um.readers for acc i ng data on
OO ROM, | (D> AD SHIPSOUDAPE SEFT-dmBuor Pt HIPHPR SROWBYRTST e ShEr( compact
di sc drive 26 ptesenitnéhudesiénsnart chip reader/witer 27 which reads data
fromand wites data to an el ectronic storage device or f 26 J UL 200
-11 smart chip nmounted on snmart conpact disc 46 in the same nmanner as a ,
smart card accepti pggdesdi seilBeiriatebi § Hbftlaevani Llegld fidwatlaget b@ni cal |y
alter data stored within the el ectronic storage device. A bionetric -device
52 may be uti|fFedet8opr 8fi Hes ngqERe+ 3t akican 9g5R 0% iR AT OVFs as an
eye scan, Voi cideeegdrtiing ©F f ige@graphidt XRia@GbhoAcc&kEingIIRV the
identification t%i maﬁ be stored in one of the dﬁta storage devi ces of
processor uni t"2°% AERLEYRLTRA tEfsRE TP T e B eRhd8re? 9 card 70. User

identification may be utilized as a password for access to data processing

system 10. Ot her peripheral .devices such as_opti cal or age .medi

orinters, etc. rmy TAPERenE dERRAT S BaPh FFelashls ELTEROH Brsadi tion,
ot her readers m¥tigidod@gen heslt &1 Siheh odSogdeEsciar oifi dgems ead®ITs dirscot her

el ectroni c nedi a_reader be .i.ncorpqrated herewth, Further, a

comuni cat i ons® AFEFTEP ﬁg”ﬁ%@ LR Fﬁge%y?%e"bé’ PcBF2°Hith ot her data
processi ng sysimmmt(ioat. shown). Comruni cations adapter 48 nmay support nodem
50 or a network link (not shown), such as an ethernet |ink, which allows
data processing system 10 to communi cate with ot her data processing
systens. Modem 50 all ows data processing system 10 to conmunicate with

ot her data processing systens over the Internet through data transfer |ines
including but not limted to public switched tel ephone network (PSTN) or

| SDN lines. In addition to nodem 50, communi cations adapter 48 may support

ot her communi cati on devi ces such as a network |ink connected to a | ocal
area network (LAN). i 26 J UL 2002



-12 To conplete the description of processor unit 12, there ar Eﬂr
i nput/output (1/0) controllers, nanely, keyboard controller 54, MEQL,ZDUZ
controller 56 and video controller 58, all of which are connected to system
bus 28. As their nanes inply, keyboard controller 54 provides the hardware
interface for keyboard 14, nouse controller 56 provides the hardware
interface for nouse 16, and video controller 58 provides the hardware
interface for \Vederigtiphanf Ithe Pirgfieesed Enbbd@meepr esent a typi cal general
pur pose conputer, however may al so be incorporated within video display
systens, audi o sound systens and ot her data processing systens which

provi de for accessi AgtHat@fstaicrd now 8odehia Sigurageanevic eaxantalairng
optically discenngble data, partj.cularly conpacﬁﬂfisc. Wth reference now

to Figure 3, tMerd FETRFERRR (&a &F9Urs fi gHP9&ver RtV éE di agram of a

smart card whi ¢fiage¥mber Ul i ddaedenitbiiyBendminaed andisysiarm off hhe present
invention. Smart card 70 includes a credit card size plastic encasing as

depi cted at refd@ténPECRERRBING S¥BLET A0avRighddid 1gRaren IRSFaE2nenbedded

within in such & swBRNehst O 1 IRHerelhD 7BaCPPrdekssifg bg fdrOged. Smart
chip 72 is preferably a static electronic storage device, iIncluding an

integrated cir GHPTéPeHi RFABES S8Rt Eh kdoarst b, Moty ndapdnory
control |ogic. \Ae8PgEabidy G¥StRMiksrenpedded ywobbin SNBld nhsB ¢ Upon
application of power, smart chip 72 is initialized and begi ns operating.
The size of smMEMSEAFALNIY dORBEnPREECY, and vidgogdisniapnd2 - 13
international doaRdacdréd G B oufpdtr@KiQN | pdLsat 0f i uriRkeabl y
desi gnated on the exterior of smart card 70, such as direction indicator
75, in order tH& CORETRLFUFRBL 20 EipPspred Tasgreeni it oof Widget card

reader in the pfi@pehydigectpan pHitekSthd Shftehandasdopd s gefines the
physi cal characteri S%,I cs of the plastic 1ncluding the tenperature range and

flexibility, p_(%qatpl"‘éﬁabfu%% Té‘l'f@éftflaicéal(GEBht‘ﬁé{C_él aﬂabo‘_hfe‘)vél Sttt _téhi p 72
comuni cat es WivgiatSHRALc LRSI HRAGRLinSBiAsdNioR ¢ 4% AR @¢ nately 13mm
by 12mmw th a thickness less than .5nm . Smart cards _are_ becom ng an

i nternational SPRFA&LE ASCA IRy PALISETASR a2%tBrrageuaAd: ¢ 6ttd &P&P devi ce for
appld! cati ogs Z@br@%sﬂﬁ@&oﬂ@&fﬁ itmieC@}lFQBrBQa%@mo@@egh]§C£m Qﬁ}d’exp:ﬁbsel andf
credit card. smart card can typica e designed for_three levels o
security incl udS °5Wy8n%§?ﬁﬂQﬂﬁﬂ}the gﬁ%PQy(ﬂﬁs , IEhEe stbr t5@4Ed hol der
only, and a thidothppatt dionldrive S@r tndasdarmhicairddeesdeot4 T eddivi@ea
password nay be utili%ed b anyone holgigg t he snarﬁ a{d. For exanple, a
medi cal smart GHEGSRI ERF PTRHTERT $Phhnd? atfy Bit6582t y PRt dredF Bé98ccessi bl e
W t hout a passwevdceA.card hol der smart card may only be utilized if a user
identification nunber or other password data is correctly entered. For
exanpl e, user verification data for an eye scan may be included in a smart
card where the eye ¥iah neSdraeratec mowhéouBiguneer2,f icbate ois didpa caedt he card
for access to ta, stor ithin the smart_card. Finally third party may
i ssue a snart ﬁlrngt&ﬁn\?\ﬁ?% OCE]T'ue §&E™ ”g %?ﬁ%/ pd:é’cgééégge%ysgif"f ﬁg third
party. For exanpllestrhtedsimrEigered IconPadrsssr @héct Eanirclpuresea only the
i ssui ng bank rel oad_t urse. .Such.a snmart card | so i nclude a
password 2 6 86%E gﬁﬁ ?ggg%éﬁpf¥b§?56%u%clgﬁ§198?12ﬁ¥§ékﬁI%ﬁﬁ ng the
smart card hol dertachennked puy olfases comnhnt ¢t ielresctmongcvatireess. A smart card
may be designe i.ncl information which is read_onl added .onl y,
ipdated onl s, diecnfng SOl IR, pRRalel S pFECEORed e sty Tay be
i ncluded in ordemnectfiagi totayedrhdutypés of supportati on rexd whéd on a
smart card. For__exanpl o types of nmenory in addition to readsonly
access nenory ﬁﬁ%ﬁfymﬁggﬁfn%% %ﬂgﬂﬁ%? ﬁﬁeac%%f%ﬁﬁwprgaﬁgggkég%rgﬁggnnable:
read only nenorof (WRPRCN) arerasaibdar qar agr apmedoh eoROYB(EPROV), el ectrically

erasabl e PROM (EEPROM), and random access nenory (RAM. . Wth reference
still to Figure 3, preferably, smart chip 72 is provided wth eight contact
points for input/output of signals and voltage. A Vcc signal is illustrated

at reference nuneral 74 where Vcc is the supply voltage applied to smart .
hip 72 to drive smart chip 72 and is typically 5 volts. A G\D signal is
lepi cted at reference nuneral 80 which provides a ground reference agai nst
whi ch the Vcc voltage potential is neasured. A RST signal is depicted at
qeference nunmeral 76 where RST is the signal line that is utilized to
ilnitiate the state of the mcroprocessor after power is applied. Next, a
CLK signal is illustrated at' reference nuneral 78 where the CLK signal is
utilized to drive the logic of smart chip 72. A Vpp signal is depicted at
reference nuneral 82 where Vpp is the high voltage supply signal supplied
to smart chip 72 that is necessary to programthe EPROM nenory and ot her

oy I e e



2, fi ~UL 2002 -15 is illustrated at reference nuneral 84 which is a serial

i nput/ out put connector by which smart chip 72 receives and out pthRg QQE@UZ
commands. The two signal pads 86 and 88 are undefined at present f

now to Figure 4, there is depicted a pictogdial illustration of smart
conpact disc 46 according to the nmethod and system of the present

i nvention. Smart conpact disc 46 is a standard conpact disc in size and
function as is wel | RéMBM domtihesarimorgratheeoopaet tdies@adbci ncl udes a

bstrat th l'y,.d d t t 0 _and
on- opt cal' ar 2APBS Ot Sy 30 (BB Ao oRaEh EEaNEgE. Al L0 | o

preferably enbeddedomtct‘emtmcalalsycdhasmramabbpeﬁl@ﬁ:amssrranthcaﬁpact di sc 46

al so includes at | east, one s ther ectro or age
AR g X8 R T N T TR S LRSS may

contai n data ofR4t worah s34 ngt ltyaedméixermdor@ewthiry »ah&msnthecapemlnﬁ so, in
the enbodinent illustrated, two smart chips 72 and 73 are included where

each smart chi 5%%%0‘&%%&&% RTePeRy WGBQFQL%CH‘??@%@FS% aRd the ot her

smart chip sucBthbat asiBidataeNPpebg Fhes operABY WPt M ORehbMoryovever, in
ot her enbodi nents, an alternate_device to smart chip 73 may be positioned

across from snBRRagEMeNty Heviicer d8r 18 Fapneshes %wmeﬁhpuaf SnER% chip 72.

Wth referencec@ﬁ?@/réplquatglqs&&a%&t&fﬁx@cé@@ ahed bbakateyed |ogic
flowcharts which illustrate the nethod resent invention. It should

be appr eci at ed SH¢Pt ApR2ENG Kagai hetwren RAM; ﬁétafFi‘ Rarss disy debfesent a

sel f-consi st entaesely@%w dm‘sksa@@sel,@@dldmstnare sempd@d digeubikivd s st eps
are those requiring si cal 26 J UL 2002 -16 nani pul ati on of phy5| cal

quantities. UsBAl P9P %"ddli’gﬁrﬁaifa?\e‘tfé’scé‘aﬂiWCt% he Ja@éﬁfnﬁt%%l%ke t he
formof electr b@ahhégpf@&ﬂﬁt liaveheiéh a2 BRPpBoP adteitRy aatar ed,

transferred, conbine conpared_and ot herw se
processing system 10 for storage in a storage medium such
as hard disk drive 36 via a variety of signal-bearing
media which include, but are not limited to writeable
storage media such as a floppy disk 40 which may be
readable by floppy disk drive 24 for 'storage into the
storage medium of data processing system 10. Application
programs can be written in a variety of programming
languages supported by the operating system, including

but not limited to C++.

Referring still to Figure 2, an I/0 adapter 42 is
illustrated connected to system bus 28 for providing an
interface for data storage peripheral devices such as
data storage system 44. Additional I/O adapters may be
included to expand the storage capacity accessible by

data processing system 10.

The term "smart card” will be periodically utilized

in the following description as is well known in the art.



mani pul ated. It has proven convenient at times by those skilled in the art
to refer to these signals as bits, values, elenents, synbols, chera@ac S,
ternms, nunbers or the like. It should be born in m nd, however, 2?&&3@[112&02
these and simlar terns are to be associat;gd with the appropriate physical
gquantities and are nerely convenient |abels applied to those quantities.
Further, the manipul ations perfornmed are often referred to as terns, such
as adding or coApaslM@iomhitelR aeemCosHA \hapsogh@tashamt Bapgnt al
operations perforned by a human operator. No such capability of a human
operator is neBES8RFiPDriaviseraBre ahehuydléasds ith HRFtof2ERe operations
described herepanuhl €1 QFeREr £o0f dd1R) RLEREAToF IV IkkeRe bH@ operations
are machi ne opérations. ‘Useful machines for performng operations of a
preferred enbodifFBnd BCHAMOTAesempeddrbriti anSPeeialdEagatd- pric¥sithg
systems such ag,genesal - RunRYSeegLost@l (GATRYLESRoaMicdeRalgRh 3, SySt ens,
audi o sound systens or other “simlar devices. In all cases the distinction
bet ween the methedsmpet atdngns tandcaply a@n wdeqttonputstoraqd deeieret hod of
conputation it ahfnshapldhdae BOER b NG, TBERERS Gl VENLAS, rel ates to
met hod steps for operating a processor unit such as processor unit 12 of
Figure 2, in pratésa¢erptdingcderviad veads ietaphyen ald sirghassdata dgenerate

desi red physic S| W\ e w Figure 5, there is
illustrated gh% 519%}?{%}8@2%%{}?{5 %&%Cﬁ%}ag\%ef:g?%gi c flowhart of the
installation of registration data on a smart chip nounted to a snart

conpact disc, parti y el t: previ y registered.
In addition, in thegﬁﬁiﬂgsérg?%%%{@%éh%e%lts:)e(%%tlggéérjlst all software
stored on the $nalvdOy ROWmass chrdsll dreertetieterstigsyhdeBcendtules n Figure
5 begins at bl f?&grggrc?&gsstor}efiﬁaf:geéoﬂm%%tgobll?%%%}ﬁt%' émBLE”@Aﬂ&Y of

triggers in the operation of m croprocessor 3 trigger the process
whi ch begi ns agcbeptin®0levige dlampyealampde decerndnayed wihhtmedemact di sc,

the process Mmyebg:tLigoeRGucs! 088:92 dd IUSLERE Otndufie sheRdbngrOf user
identification data froma smart card. e user identification data may
i ncl ude t he snmant agdition| @esmerfagkir adhyeds, empritechdnbeheal ong with

other user dat g.phi.ghe G 28c8k868%uQM & STAr ba§PIRAFteodbsCihopiglant i fy

ownership. In the present process and in those following, a smart chip
cont ai ni ng usePfi 8BAFT f¢%t PEFeRALRI BV iMISs§"be BWHEGFEQ PN BHRL AR a

processing syshepbpheiefdeynidsehsi 9ptd fdLRAl heBegeidy R ibe heaghy I N
addi tion, another nethod of gathering user identification data for storage
on a snmart chi BLABUREERPY FeEEENFAEES R ECIMEAL RPERRYIYIdRY asgralso

i dentificationkdata, coikeERGtbYatberdlat Pe0egsshiuh SHSheBrgurihg
installation of the operating systemfor the data processing s%/st_em |
required, as i SSEYPFRAITWRITVESnAFEeRAP ldeFaT N Ye5ti OACHat™ may be
accessed by pasrwonenery yf daleacgashered from a bionetric device, such as
bi onetric device 52. After block 92, the process passes to bl ock 94.
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New to the art, smart compact disc drive 26 is
illustrated including a data storage device such as a
smart compact disc 46, inserted therein. Compact disc
drives and other optical storage medium readers for
accessing data on CD-ROM, CD-AD and DVD are well known in
the art, however the smart compact disc drive 26 also
includes a smart chip reader/writer 27 which reads data

from and writes data to an electronic storage device or



Bl ock 94 depicts the reading of any registration data fromthe smart chip
mount éd to the smart conpact disc. Thereafter, the process pass &mm-o K
96. Block 96 illustrates the determ nati on of whether or not re? oﬁﬂﬂz
dat a ‘has been previously installed on theismart chip nmounted to the snart
conpact disc. If registration data for the smart chip needs to be
installed, the process passes to block 98. O herw se, the process passes to
bl ock 106 if tbeartegitsir abuohedata frartt hemsaetr tdiclu gohas bleersgmeevi ousl y
installed. Still referring to Figure 5, block 98 depi he_copyi ng of
user identificAtTOH &t & tB2Fhe” r‘—‘lccgﬁlgbn? o(flevs]tcc?r'agg'}“églgr(g%%%t ration

data. User identadércaitiarrdatamay dreansbeicedly cliter siabat scdigd mounted to
the smart conpact, di s ang s;éored [ mam)ré associated with the smart chip.
Thereafter, th& PP otes¥ FaSSEECFTOMHEER 981 bl ock 100. Bl ock 100
illustrates the decrenenting of the install counter by one. The install
counter is stored wthin nenory assocjated with the smart _chip which is not
accessi bl e by the lﬁéjrl.on‘?ﬁélf:né?‘é’rcfe Sule¥r P& ok Ja]iJ‘r‘Fsedf':l%Br85%‘{10‘?1‘:1‘.1rrber of

copi es of softugse sdaitadieati b & tinCeUPRACiois asMahcBydBycde, made by a
user. After block 100, the process_passes.,to block 102. Bl ock | 02 depicts
the installati5eR X&FAMLLOPr OFr HRISEPEIPE hee G Chconpich ¥i%t to a data

storage devi cej@snt #icat@ odndat stinfl Hay seBeedeld ddOWE kRetdigratrt. The
software i s unl ocked for access once the smart_conpact di sc has been

properly regi sEEPERAC TRVICEFt BF PEIRESHCSCBBSE r Mt urifeluding ha¥d dike stil |

to Figure 5 bhpt¥e 136 and a2t bcard) 10.2008et | lasddiatiestibe soymay i sor. of
user identification data fromthe smart card with registrati on data from

the smart chi pUhbtiA®l &S 2t RessYRFd TWmBSEesdi . afPERFERF 1 he process
passes from bl ggktd61d.0 bl ock 108. Bl ock 108 depicts the determ nation of
whet her or not the user identification data matches the registration data.
If it is determ ned that the user identification data does match the

regi stration data, ¢t pheiphesebsdgiaseesstich Modptitdl btotdge user
identification dafa does not match the regi Etra%%o(g data, the process
passes to bl ocRed4d BHIREETH10SFFt JUa% ZLES PReAWEL A H3EPon of whether or
not the instal précesdalg isyseamalol o rermadiktiohheotnat alkbhdeosinder is equal
to zero, then n;E) additi%pal copies of the gotéware % be_obt.ai ned by the
owner to whi chSPREASHEIT G0 MESE 2% LY SAFEYF WertFURd Phe® PP Ttess passes
to block 112. bklettwonitstreldiacosaders inmynbe egoatpdxateer beréhetlpr ocess
passes to block 100. Block 112.depicts the, dis ing of . an.errar nessage
P the sof cviar BXENEEY D TP To1s cudBsdhr B AVl Ren i FL&ed oif has not
been suppli ed. cOlmurbddter wittheophereddar procassimRefsstieng foecto Figure 6,
there is "!“%B?&u@ﬂ. a gl 84 el oA QUL Qg Baf 5, of ptso%‘}tnﬁé{}&ﬁ fﬁ the
uninstal l ati on of the ovvnersﬁlp of ‘A SIart conpac di c, particularly a
smart CD- ROM werha s twerke lémse duetd shremeinsuakcas dimgthernae himhod and
system of the I hventiqn i d4l , cribed I in
Fi gure 6 begi ngﬁg?ﬁgeiﬁ 1Cif{?{sl ltgngrﬁ%éfgel%gftg&gggﬂs%éh‘f‘oo%)ﬁg@li%(iggé A
plurali~y c. triggepthdemn data operassbry clystevropridedsssel 30lawy datiggger the
process which i 120. Clyl a user
request to Zngg%éLsgﬁo%gﬁ%%mu%?ngét;gﬁnﬁg\%nqg%gﬁigpgr? d:ity?lts[?%atgi‘tlﬁ@%orrpact di sc,
t he process maprpecssingpavedensl ovkr 19® Intespeht Brqued £ahdi ng of user

identification.dafards oM STREL GRS bf 18k BEAFKed 4% public
switched telephone network (PSTN) or ISDN lines. 1In
addition to modem 50, communications adapter 48 may
support other communication devices such as a network

link connected to a local area network (LAN).



t he process passes to block 124. Bl ock 124 depicts the reading of
fegistration data froma smart chip nmounted to a smart conpact dzs&
Thereafter, the process passes from block 124 to bl ock 126. Bl oc ZdUL 2002
illustrates the determ nati on of whether ar-not registration data has been
previously installed on the smart chip nounted to the smart conpact disc.

If registration data for the smart chip needs to be installed, the process
passes to block 128. Bl ock 128 depicts the di spl aying of an error nessage
since the smart chi t have r.d_of evi o of twar e
installation. At bl 28k8§rﬁ%{,]eq" t% ed?%ggsﬁf At co)rfl a?& or ﬁﬁé%s%ﬂ chi p has
been previ ousl y:hlellﬁt a}:ée’d;retdwanpmms’smpasge@)tooimtm.]ldeilrao nWﬂahyr ef erence

still to Figur 30 .l Iutratesthe ris of, us

i dentification é’P& F o ]1}11-50 e aPQURA ﬂ‘?nﬁégﬁgﬁ a%](?}’i‘ddé{f €fromthe
smart chi p nmourdogd rb0l&hess,maditl mrmascth Ch]&Ccoﬂihédi@@d tey sykhempbosgess
passes from bl %k 130 to bl ock 132. Bl oc eEI cts the g term nati on of

whet her or not 4%he ft€eFh$HeMaMSScAPPOY d'%ﬁy oﬁﬁ QLT STegist rati on dat a.

If the data rratpCrfwsdetsheh@rm@rpasseérﬁ&ebIf@@kkéﬁéoaﬂd 14hemdat@ does not
mat ch, the process pa ses%éo bl qck 140. Block 140 illustrates the

di spl ayi ng of SPnrpte RFSY1IGESaHRS hATSErei R T A CatPEn™AYS® not been

suppl i ed. Ref erirg,n@ngt *ided cdnitgunees, solmekitidd depihavaie 2 6 ~ UL
2002 -21 increnenti ng of the jnstall counter ll%)é one. Thereafter, the

process passes temtBreckon 34 aes piarkav sl - grrezd iand 2t rates t he

determ nation GfepMabhera ofydidialt kenknst aédrp@@un&@fﬁpm r §%Redri hsy
maxi rum The nmaxi mum nunber of copies which be made of data stored on a

conpact di sc i £iFcebet ipgorRRFralegy t"l%h‘ba‘b‘tded’i é‘ésﬂhﬁ%fsé’@ttt?ﬁ‘év agdto each

copy, regi Stratdd&'ﬁddéirétéﬁ@taxﬁﬁo%h@!i:e&aﬁepéﬂ( @ELﬂgr%t%rwhEéhCOWpaCt
disc. If the install counter is determ ned to have reached a maxi num then

the process paf¥&Viflg BPHACORFSING ok 1HPTEELPBL & e SATLIPAG of the

registration dafewilceoBbhb&isifR bpehtpllyhereairhable tdbrair ocess pisses to
bl ock 138. Bl ock 138 illustrates the uninstallation of software prograns.

The uninstal | pRFGrSEHE BF%\‘:G%SCQ"?aCﬁcPhﬂ%d such that a consumer may sell a

smart conpact disc containing softvvare t o anot her individual wthout

t f ot t f to Fi 7,.th
|1 bstrated o hi gn FAVBI STOGI T BAEnP U FF Br obGSES it THBSFERFedrat i on

of a smart conpactigdli $évepa:1’1]hmﬂralth.yeadmd§}tdm00€[)a éx@drtamslwhoclaudl o data

Cnvent i on. A MVGEEr SELE S3ha B lBEamt e, ARG YREPT Uh PP BFRPERtar
bl ock 150 and tiheraafiber ﬂmtes:atr@l Bbotkchfsizs A pkadst idardisitei ggers in
the operation qf, [1iGrORLRCERHOT SAeMRY: L] | AIGErLIEARE ORERT N h, DEgi ns at

a standard smart chip 72 embedded within in such a manner

for smart chip 72 contacts to be exposed. Smart chip 72

is preferably a static electronic storage device,

including an integrated circuit or microprocessor with

associated memory and memory control logic. An operating

system is embedded within smart chip 72. Upon

application of power, smart chip 72 is initialized and

begins operating.

The size of smart card 70 is determined by an



bl ock 150. For exanple, upon detecting a smart conpact disc, the process

may bé triggered. Block 152 illustrates the reading of user idenzi%i%e;[iumﬂz
data froma smart card. As previously 2 6 J UL 2002 22 described,
identification data nmay al so be obtai ned fisom ot her sources such as a snart
chip enbedded in the hardware, or fromuser identification data collected
during the installation of an operating system After block 152, the

process passes intebhackordbd . stBndekd 168s5@Bilét s thediwadiing dhdaggtor

registration data _froma snprt. chip,.mounted t . a I S5€.
Thereafter, thésp%%?é%%ﬁpyas%gégpgkgfo%rk _ G?Xg?gjc‘:i% Sﬁ%?ﬁs%%ﬁ?ei&’t he
determ nati on shichhes hetrert inot indfjcstomtisonidad addras Hagenhpr esenusl y
installed on the spart_chi unted.to the smart _co ct _disc. If
registrati or dgeiﬁga?zig"%%&? Fagﬁa %igﬂe% ) Smsggzs? R Pboess
passes to oCkrdb8r ticse, The r ta Gdls® Hefihdée mart chip
has been previously ipstalled, the, proc passes, to, block 164. Referring

t he copying of pHéfF’Xg?gr%\tbaera%eﬁrlﬁEég§ ‘bﬁ pi??ﬁ%‘f RV AE th@reafter the

still to Figureefipebhosic 1hde bHat radepinsey,i gesttfdrcatti enedata to the
smart chip regqi S{trati,on data. Thereafter, the from%rock 158 to bl ock 162.
Bl ock 162 pl ayPh§CbFitRt SHACTSoARA RO SRS GRERs’4 AAFHELCHFEH ref erence
still to Figur@ifh 8l oekrtl@hrderesbsr! heatPanipo7dfidispprodendtdieation
data fromthe spart card with registration _data fromthe smart chip.
Thereafter, thé3PRoR¥st2Pusddd fr BRI kAR 16851 BRAR oc¥™66. Bl ock 166
illustrates the determ nation of whether or not the user identification
data nmatches the registration data fromthe spart chip. If the da

: . a
mat ches, ~t hen the pPBRESCIFASaLe: BegPidig f@Z?nF?r??@%’é‘tlaSHBEgaﬁ%t mat ch,

the process pagses pOrbIWIK dbtd. stoBade hrld ke2B08valHdHi@ek£d68 depicts the
di spl aying of an error,k nessa because proper_ identifjcation has not been
Suppl | ed. The BPBLSETHINE HiTe a5 HEEE HSRCHEFRELS SRR hGRI 20d

dupli cati ons okldataonDtitpd=e0 apHORre@s: SRadl.i t X smdrtdeisaidr cag smart
conpact di scs fromtg ft. Eor .exanple, n tores a:low cystoners to
listen to the MYSEE3 f%rléed qﬁ?l&“Egpn‘B%’éttT&%ec Sg?g?eo HF*&Ypur chase.
However, thereinglutskgtdatorddh@otaipgcthdlissaréabab®, the smart card
holder only, and a third party only. A smart card which

does not require a password may be utilized by anyone
holding the smart card. For example, a medical smart
card with a patient’s name and blood type may be
accessible without a password. A card holder smart card
may only be utilized if a user identification number or
other password data is correctly entered. For example,
user verification data for an eye scan may be included in
a smart card where the eye scan must match the user
verification data on the card for access to data stored
within the smart card. Finally, a third party may issue
a smart card on which the data may only be accessed by
the third party. For example, if a smart card contains
an electronic purse, only the issuing bank may reload the

purse. Such a smart card may also include a password



easily stolen since the conpact disc casing includes the security

protection. However, if in-store copies of a snmart conpact discs 2{§\JUL_2002
regi stered to the store and all machines for playing the smart conpact

di scs are enbedded with smart card user identification data, then the smart
conpact discs may be played in the store, but would be useless if renoved.

~ ' Referring nowto Figure 8, there is illustrated a high level |logic
flowchart of t~eriéitadtidroscheseafdl ngnlowaelohipg ridy smagti esardf a snart
conpact di sc, ] r a VD di. s a i nmet hod and
system of the grggéé%?&?nré/%ﬁt pgﬁﬁé‘g«% Pfltcjygt r%gfaeg,f% e&%rcgg)ggggdescri bed in
Figure 8 begins at block 180 and thereafter passes to block 182. A

plurality of triggers in the gperation, of. m cropprocessor .3 i gger the
process whi ch begin %Waﬁﬁ(ﬁ?ﬁglgﬁy rd%ﬁ&gﬁsﬁegguﬁg%lﬁg%ég P%§¥%£é%art

conpact disc, whéchricessmadrenlhe bddgdendy, Bbosked &hliy,| ost watkesnde he

readi ng of user identification data froma smart card. After block 182, the
process passesaFSeBFd%??éiéileBlo@ﬂfﬁﬁﬁﬂﬁkﬁyngso%r&§m°€¥ gy beL 2002 -24

readi ng of regiatladednitairdelr 661 Basithrtiatehthe Moyt A nEosmat iogonpact
di sc. Thereafter, .the, process Easses toEbIock 13?. %%90k 186 il Lustrates
the det er mi nat FBRIBAEIER FeFMGFEnBRL egifSYr SEPBR Hat:PWad YBEEN br evi ousl y
install ed on themsf@rin cliditabhi xedréaiidieycaopass mbnixy ROMEowisiciati on

data for the smart chjp needs to be installed, the process passes o bl ock
a6 11 o0 st Pavi B TR egy obr SDREHATAFY REEHPTOGE b 1oy 028ed SRk ee 1o

bl ock 200. W't hefeter errm)st elrhshpl & gtdgrabmabl @ckoM 8@ PROMYSt rat es the
conpari son of giggga hic user i identification data fromthe smart card and

geogr aphi ¢ reg Fiom BactapeBhe t FRON ndEROM! p 3 G Mo 2CR85 S mar t

conpact disc. mBmosakamhi p i ncl udes a geographic region in which the
smart conpact disc is intended for use. Thereafter, the process passes from
bl ock 188 to bl ock 190. Bl ock 190 depicts the determ nati on of whether or
not the geographic wWitia refeteege bfilhegaiguaphlc miadfenablighesmattien t he

process passes to block 192. . ver, if the ographi ¢ data does not

mat ch, the progbég kgsﬁﬁﬁ?ﬁﬂylggggﬂl§%4e%ﬁﬂtcﬁoggﬁgEté?%4%§ %%§play of an
error nessage ihpthbgostmid ocforpaatldi sd ivelaaysi dea tthe: gdognaphsc area.

Bl ock 192 illustrates th opyi_.ng of user ideptificatipn data,to the smart
chip for storadgiﬁggfiﬁﬁifﬁéf%gﬁgaﬁ?%f“*ﬁ%? a?%eV?ef%éﬂﬁ?&geggepasses from
bl ock 192 to blsapkl{98olBlgeclkpbI8ed| taisinaatreght he72 nid icatiiven shart pl ayi ng

t he DVD whereafter e ocess returns. Referring ill tq Figure 8, block
200 depicts th& &Brrrf)gr?rgor%.so?ygégf’fliﬂe%t‘fqat 8 Gl?i%tsal ragmltshe smart 2 ~

t5.

UUL 200 -25 depicted at reference numeralIB%aangh provides a ground
reference against which the Vcc voltage potential is
measured. A RST signal is depicted at reference numeral
76 where RST is the signal line that is utilized to
initiate the state of the microprocessor after power is
applied. Next, a CLK signal is illustrated at reference
numeral 78 where the CLK signal is utilized to drive the
logic of smart chip 72. A Vpp signal is depicted at
reference numeral 82 where Vpp is the high voltage supply
signal supplied to smart chip 72 that is necessary to
program the EPROM memory and other events requiring a

voltage supply greater than Vcc. Next, an I/0 connector



card with registration data fromthe smart chip nounted to the smart
conpact disc. Thereafter, the process passes to block 202. Bl ocg RO\aUanZUU
illustrates the determ nati on of whether or not the user identificall 2
data matches the registration data. If thasdata matches, then the process
passes to bl ock 198 and proceeds as previously described. Oherw se, the
process passes to bl ock 204 and proceeds as previously described. | Wth
reference now tie EFliwsteraded kér eefgrendeisumared @ hihgiehl ésed sogial
flowchart of th ggq or i l.at.i ershi smart
conpact disc agg rgglp ng Jot tqr?éq%g ﬁ%gg%%hlg&s?@?np%f t e%r l‘égce%{w?snventi on.
As il | ustrat edantheuipuwcesiktdesodi bedhdndski glihe Ovdegionglapads otk 210 and

t hereafter pas%ea é{g a?l ocukn %21 A g,lcurraelsietn)é of triggers in the operation of
m cr opr ocessor 3 y 1% gé%a Pﬁg pro%ess Whi ch begins at bl ock 210. For
exanpl e, upon detecting a user request to uninstall ownership of a smart

conpact disc, the process nmay be _trjggered. ock 212 il.lustrates the

readi ng of user ideéﬁf?’f%?ﬁq %‘ﬁ’wd'é?afg g’sﬁh‘?fe cht di_epAfl#gﬁa Bl ock 212, the
process passesphetbiDek AhhstBheckn 244 siepitctempiier IdEadi 1g atcsrgirgf rati on
data froma smart chip nmounted to a smart conpact disc. Thereafter, the
process passes *Prbif fYCD 22% §YBEGRICTTHe BFERR LI ViERtdSE r at T8 L he
determ nati on ebmphet hers®r4enak hegisidaald edmfata diasc heenips exously
installed on the spart chip nouynted to the smart conpact disc. If.
registrati on diPBCEHPT 131t shdfet LchRpvheddshodbl- i mitaHY E8™PRAE Prtess
passes to bl ocke2iScl Bk 3LBsdeptstwithhandoppleying difscapn&bIor 2 6 JUL
2002 - 26 message since the smart chi(ﬁ does not  have a record of any

previ ous sof t wHAE2| AEYLAISHATER. °Pr ot MG SPFLER brATRR z§%f'or the smart chip
has been previ ogshyalNgtdildREnablle @40QCSEHrAgesesed GMIiGClrd2Oradiy h
reference still to Fi(_?ur,e 9, bl ock_ 220 ill uskﬁat‘?s t he conpari son of user

i denti ficati on®HRe3d¢T O thEPLARRL L R PSRRI 8 7T at ISBRTHatFHIDm t he
smart chip noudtied 1€ 4w SiRIudesnPacieadits one ThRaeBfdnap, 72her psittass
passes from bl ock 220 to bl ock 222. . Bl ock 222 icts the 36t rm nation of
Bt hor or ot STRGERSHC  Shattede: AaTHEh oSk hal LRt 95 "PBYF sBPL fon dat o
| f the data naktbesgetdwepraicass passescHip DRonky22<nhtddoweues, of ftudie data
does not match itsge g{fceéisfageaséggs Lo lbiltockcl%ggi P(I:otc.lgn%% Mlsustirnat es the
di spl ayi ng of AR srPor el ddGES heBR0YE T SPEP L EERt 119 4t i Hh°Ras ot been
suppl i ed. Ref ethengmis¢dinertto ifilgatea®ed bltook s@at delpipet 92t hedeVasawe of the
registration daha frgmihesmach chipe e yni BSLAY|ofe0is! pation gat a
process is inclu ad Such That “a consumer y rel'ease ownérship of a conpact
di sc, particul @algneeditee GRightDYD, the crietrhemarhdévimisadch That DVD snart
chip may al so i d .er. for Ql LJ nq{g;g f times a DVD
may be vi ewed %%Egeﬁ?@é:%%%geég %%frg glq’t rlﬁ)gggﬁ%ggt al p?’gg'es}é{) t he
counter woul d lbgheesembodimigrd sy heni avegnrnade Wayibeetro pwaritcahapl Y3 shown and
descri bed wi thyhef gL ences £ QaPLeless e Gmadirient o iy Wil b8 er st ood
by those skill glg9i n '?%(93 arlfb_t hata varlgous changes i%\pformnané gg?ﬁ?l may be
made therein bglancegthe 2gOmhk chodradtedyidi g-fromthe spirit and scope
of the invention. For exanple, in the processes of the present invention,
user identification data is obtained froma smart card or a smart card chip
enbedded in har dwar BitHovRheencenner hee BYeIG@nenPs, Lk 3c@entification
data may obtai pediErom Riden SRUM §851c ¥ YRRAMLrESSERLHLd 13UGR rase USRS
identification data enmbedded within’a data processing system In addition,
user identificaeitbaddaf athmpassesbt ahverft ¥Qrom dthehoskitses i ncl udi ng not
limted to bionehrlci dalE n NGB! 80T fey P t8di g BCORRS Fl Lhg sogpact

di sc, the corrpg?%) g?éc@%mer m?%te ?dengﬁylthense ves t ro%h an eye scan
or ot her bionetrepcedant gyatdhei-aegsiest o sdmreacehefusterd deagiithoctei on data

is stored in the chi fi 0 L SCe sl LtLon, for
exanpl e, aIthoEgﬁéggéé%rgggﬁﬁiinéggt%gﬁﬁ{gggbgggggegéé%ﬁgﬁﬁﬂgﬁﬂg;%%Es on
utilizing a data storage device conprising optically discernable data, such
as a conpact disc, other optical storage devices may also utilize the .
et hod and system of the present invention wthout departing fromthe
spirit of the invention. In addition, other electronic storage devices may
Ee utilized in place of a smart chip. In addition, for exanple, although
spects of the



present invention have been described with respect to a data stopage system
executing software that directs the nethod of the present inventi Jllj/’_ 2002
shoul d be understood that the present invention may alternatively be

i npl enented as a conputer program product-feer use with a data processing
system Prograns defining the functions of the present invention can be
delivered to a data 2 6 J UL 2002 28 processing systemvia a variety

of si gnal - bear e ipedpaiontciphivad Fadeduaittides. | i pseaklivon alsbaughi t abl e
storage nedi a (.&,+0 ., W I g J . fl oppy di skette
or hard disk drnfc\}efl,e%lg%%lr*furﬁltggtgi %éﬁnedfli%% gggha%}ggc%ﬁpnﬁtoefr and

t el ephone net wellestirhchUddngnagmesinesignal ssieephll ®eofinvemst sédredher ef ore,

t hat such Si'gnaéfa%%?@ic??dneé%n@jin en?ﬁr@ggé&%ngroﬁﬁgw@ conput er readabl e

instructions that direct the method ctions of € present invention,
represent altemzatipuéatethodi emas provére gmoseient nvertines by 2hésd U L

2002 -29CLAIUMG 1...A t hod of__secur| acce i I i;scernabl e data
enbedded wit hi nsjkéll(}ggglgt%}%gae&dgéi Egge%;%od%%%goggé%%r iaé %é%ghe steps of:

determ ning if wdiees,i slemegitst,r aymbolslatchatamtedspnterms| exinbenscost or age

device affixed . ,.to a.data stor,age device in respgnse to said.dat t orage
devi ce i nserted:thienralé S're];%eﬁ'tfog@gnggr?%rgn A Hulr?’ggi %?"l‘l%‘felrdnqgggagﬁt h user
i dentification cataesandnd esidiingrsaefmopiteald pedasser itetdelde wdahatkebedded
within said data storage device_iin response to said regi.stration.data

mat chi ng sai d GBEFOPUSAL? (HBLIEY GAFALTStth PHar adhestt SOBNENEErty

di scer nabl e datlabensaagpl fedtar agesdeyuaecitiesnl y permtted by-proper
i'dentification. 2. The nethod of securing access to optically discernable
data stored on a data storage device according to claiml~ further
conprising the stepFaktther, the manipulations performed are often

referred to as terms, such as adding or comparing, which
are commonly associated with mental operations performed
by a human operator. No such capability of a human
operator is necessary or desirable in most cases in any
of the operations described herein which form part of the
present invention; the operations are machine operations.
Useful machines for performing operations of a preferred
embodiment of the present invention include data
processing systems such as general purpose digital
computers, video display systems, audio sound systems or
other similar devices. In all cases the distinction
between the method operations and operating a computer
and the method of computation itself should be born in
mind. The present invention relates to method steps for
operating a processor unit such as processor unit 12 of
Figure 2, in processing electrical or other physical

signals to generate desired physical signals.

With reference now to Figure 5, there is illustrated



yupdating registration data stored on said electronic storage device when
said optically discernable data is accessed for tracking a nunbeﬂ @fJgH_cmz
made to said optically discernable data on said data storage device.~3,

met hod of securing access to optically disgernable data stored on a data
storage device according to claim2, further conprising the step of:
restricting access to said optically discernable data after a predefined

anount of accessasgholewdld 1epfiicc @l byckhacerfnahkeiget# Ikavenbeen nmade. 4.
The net hod of secur] ng access to ogti cal ly discernable 2 6 JJL 2002 -30

dat a st ored onTE94SEESIYL &5¢30801 € eSO RGPR T AitR £ SPaFt her

conpri sing thecsihplcofdisd,0naigike0hsly af ispardatp-roM, saifdnekectronic
storage device if there is not registration data stored on said electronic
st or age devi cePEEVIQRHY Feddistedsta storadgd tdehr cb? e PFCREE hodP of

securing accesgyh@roRiy G Iperdiiseehned! mmsdatia sboFwsh-OBtardat gnstid age
device according to claim4, wherein said step of storing registration data
on said el ectr SARELSERTRAIE dAF ddlpstraf@de ithenBrogesfi stessriBAddb® a st ored

on said el ectr @iiyfire S§ WG AGY 65808k f I ed napbirdat dasl@sags device
further conprising the steps of: accessing said user identification data;

and utilizing PapakuBer Aeuireléhyioh hivgess tegika ropsretigatef f or
storage on saig; i t2Qr i f i access
o opt1 cal |y e RaD & e o P fhe PEgesE ol eSS e e to
clai m5, wherebhoski 20 st diprofexanpéesiyrpn detecting a smart compact

disc, the process may be triggered.

Block 92 illustrates the reading of user
identification data from a smart card. The user
identification data may include the smart card holder’s
name, address, phone number along with other user data
which can be stored on a smart compact disc to identify
ownership. In the present process and in those
following, a smart chip containing user identification
data may also be embedded in the data processing system
wherefrom user identification data may be read. 1In
addition, another method of gathering user identification
data for storage on a smart chip mounted to a compact
disc, is through any user identification data collected
by the data processing system during installation of the
operating system for the data processing system. If
required, as is typical with a smart card, user
identification data may be accessed by password or by
data gathered from a biometric device, such as biometric

device 52.

After block 92, the process passes to block 94.



yser identification data further conprises the steps of: detectigg.a snart
card; and accessing said user identification data fromsaid smar? &&[J LZUUZ
The net hod of securing access to optically discernable data stored on a

data storage device according to claim4, -wherein said step of storing

regi stration data on said electronic storage device if there is not

regi stration data stored on said electronic . 2s J UL Z002 -31 storage
devi ce affixed BIosaid dapacss oflegecdenngeof uaiheregdenpat somgidtdse st eps of:

conparing a pariicular geographic reqgio ontained wthin said user

i denti fication %%?r%l t\%et mﬁ%r é‘for‘rﬁ%ﬁgg ggow%pﬁﬂafwr SgRR s tHEd on said
el ectroni c st oregerdisitieees thddidedsespassest to diatkpakt i cBladk geogr aphi ¢

region contained within said user identifi ca%| q{;qt ata matching said

pr edet er ni ned HOWESr ERF o IHER IR sBF r 8hi ®°5t or age devi ce,

permtting storage ffrateghstaed iys drled pResbbukIgl atiseanied sérorage devi ce.
8. The nethod of securing access to optically di scergabl e data stored on a

data storage detA&E £EEEr BPHREED tQ &% PrafherRELardSSt eptbf conpari ng

said ring said yegi Sflidtibanagded aroy ttheUsfbrt denity feeaki 08 wlata further
conprises the step of: accessing said user identification data. 9. The
net hod of securiif3deessths RFRGISH PPSEPEch? MINE d8ta CERPBY S a data

storage devi ce @& Y HRGst BaSsdd RS H1MRR" 08 SAIthesSteRi 8f rAELAS Tata sai d
user identification data further conprises the steps of
for the smart chip has been previously installed.

Still referring to Figure 8, block 98 depicts the
copying of user identification data to the smart chip for
storage as registration data. User identification data
is transferred to the smart chip mounted to the smart
compact disc and stored in memory associated with the
smart chip. Thereafter, the process passes from block 98
to block 100. Block 100 illustrates the decrementing of
the install counter by one. The install counter is
stored within memory associated with the smart chip which
is not accessible by the user. The install counter
contains a preset number of copies of software stored on
the smart compact disc which may be made by a user,

After block 100, the process passes to block 102. Block
102 depicts the installation of software programs from
the smart compact disc to a data storage device as will
be understood by one well known in the art. The software
is unlocked for access once the smart compact disc has
been properly registered. Thereafter, the process

returns.

With reference still to Figure 5, block 106



detecting a smart card; and accessing said user identification data from
said Smart card. 10. The nmet hod of securing access to optically dj scernable
data stored on a data storage device according to claimS8, mherelz 902
step of accessing said user identificationsdata further conprises the steg
-32 of detecting a smart chip associated with said reader where said user
identification data is stored on said smart chip; and reading said user

i dentificationitiatst fatem $abdcdmp&misni sifansechigentificFhéomeddizd of

securing acces tically discernahl e.dat or o] d Ql.age
devi ce accordlgﬁoToqg 9 &R, CHR r%ﬁéb Eﬁgésgfe“lo é%%EEES?ﬂg@%%I qider
I denti fi cati onchap anduntidaeroc ahpr ssest mepstepd;ls:d offharaafigesaittheuser

oper ati ng. syst BAPGFTEIPARGHEY GFNSaHeET dddero BIopR dgey bEgHR 150" ©F 20
depicts the determination of whether or not the user
identification data matches the registration data. If it
is determined that the user identification data does
match the registration data, then the process passes to
block 110. If the user identification data does not
match the registration data, the process passes to block
112. Block 110 illustrates the determination of whether
or not the install counter is equal to zero. If the
install counter is equal to zero, then no additional
copies of the software may be obtained by the owner to
which the smart compact disc is registered and the
process passes to block 112. If the install counter is
not equal to zero, the process passes to block 100.

Block 112 depicts the displaying of an error méssage if
the software cannot be installed because proper
identification has not been supplied. Thereafter, the

process returns.

Referring now to Figure 6, there is illustrated a
high level logic flowchart of the method of the
uninstallation of the ownership of a smart compact disc,
particularly a smart CD-ROM with software embedded
therein, according to the method and system of the
present invention. As illustrated, the process described
in Figure 6 begins at blecck 120 and thereafter passes to
block 122. A plurality c¢f triggers in the operation of
microprocessor 30 may trigger the process which begins at

block 120. For example, upon detecting a user request to



12. The nethod of securing access to optically discernable dat agﬁur 02 a
data storage device according to claim1, further conprising th Li 0 2

changing said registration data on said electronic storage device. 13. The
met hod of securing access to optically diswgernable data stored on a data
storage device according to claim12, said step of changing said

regi stration data on said el ectronic storage device further conprising the
steps of: uni nehahktayl aswnexehiies o6f a ssmaktopiompatt ydidceheablrecess a:
erasing said rggi S raﬁi on da%ja fromsaid electronic storage device. 14. A
system for sec P’néea tE3E 4G opti cal | y di scernabl e data enbedded within a
data storage device, said systemconprising: neans for determning if therg

is registration data_stored an_.an el ectrqnic storage_device affixed to a
data storage devi ceB?ﬂ‘:]Fer?g)o SUFHTRERY tg‘aetéeé‘fibP%g%f dSA"ce inserted into a

reader; neans figene9fpedtith Ritd Feghsd raidrencdata Wideruseockdepe) fication
data; and neans_for reading said optjcally disc rnab}a%e dat a enbedded within
sai d data stor &€ BEOTRRS iRPSSESpEAsRIeD* sHAdd rggf’%]fr 4 SsPasts & ching

sai d user identricbugali on fafidtro¥ebntdata aGeass bRaMPlded mpudiegetdhabl e
data on a data storage device is only permtted b% roper identification.
2 6 J UL 20022 s#a¥E5 compacdy gishr f ofheERafbefe SR e‘g’éoqe(?soﬁtaﬁéﬁﬁl y

di scerni bl e datrgoft BLEEK IR 2 tdALACELOIPOE FAVCRE126 COIdistGatasCtpé m 14,
further conprising: nmeans for updating registration data stored on said

el ectroni ¢ st oFR§ETBENR EEOMWAEN Wt Be BT 1t yedisEER i dadat B2fs accessed

for tracking ab@@ﬂbsfeeio@ﬂéﬁ%sm’a@gea%@adrfé SRbir€atnip Houmeeni bbe data on
said data storage device. 16. The system for securing access to optically

di scerni bl e datRsPBREH SRR FatsSSt or by WeFtEBLLRR HRE G oFotBfai m 15,
further conpri gB@t chip needs to be installed, the process passes to

block 128. Block 128 depicts the displaying of an error
message since the smart chip does not have a record of

any previous software installation. At block 126, if the
registration data for the smart chip has been previously

installed, thé process passes to block 130.

With reference still to Figure 6, block 130
illustrates the comparison of user identification data
from the smart card with registration data from the smart
chip mounted to the smart compact disc. Thereafter, the
process passes from block 130 to block 132. Block 132
depicts the determination of whether or not the user
identification data matches the registration data. 1If
the data matches, the process passes to block 134. If
the data does not match, the process passes to block 140.
Block 140 illustrates the displaying of an error messages

because proper identification has not been supplied.

Referring still to Figure 6, block 134 depicts the



means for restricting access to said optically discernible data after a

predefined anount of accesses to said optically discernible da h
made. 17. The system for securing access to optically discerni ?@ mﬂabﬁ[ﬁ

stored on a data storage device accordings4o claim14, further conprising:
means for storing registration data on said electronic storage device if
there is not registration data stored on said el ectronic storage device
affixed to sai dndateestioragsE davi CestdB. cbhateysheronef. sehareéafrearc,cess to

optically discernible data stored on dat t orage devi.ce ording to
oD o1y whor BPf BiforSh aresREr Teoh ek da7L e afiesitiabs oRfes

el ectroni c stonageidpwdtaeatels ther @et&rnigiatiedi 6t raldtererdatranst ofted on said
el ectronic stora vice affixed to said data storage_device further

e de |
conpri ses: rreaﬁgg’F%Jrl HPBLEINGa8aF e eReT LtdeMEr+ MW ht | JASIRPXIMUB 6 3 U L

2002 -35 and npa#sef Bt Wdpilesl NEisRI bW IR mhdenbf fddt isedreat én as
regi stration data for storage on-said el ectronic storage device. 19. The

system for secGPPARCAESS IEoPEEEPE RY FI¢i SPaFhatM™Pafit §18Fored on a data

storage devi cenagepictiutet.0 bl BadS. cofigr ekhiserst ARS thohusEaRssi ng user
identification data further conprises: a smart card reader _for accessing

sai d user idenfFPFRAtioPIOPERLY spttteatde 20mPatie dpstenmtf o ecuri ng

access to optieakty di &affRablie dat&r®iiedoORade dlatnTORAMEx SR CE
according to claim17, wherein said neans for storing Bri ng registration
S

data on sai d eFBeRrohf PEACHSEgRaAESST CieO iFlockel 82§ s HOCK dd¢s8eRiGloh data

stored on sai dygbegtd MM o @haJ8egeyt £t idhl bxed fxonfdnd dakac séipfge
device further conprises: means for conparing a particul ar geographic

regi on cont ai néRefRafiar s&ihe pseresyrIeasc £Oi BhodkatleBni t Rlackrket er ni ned

geogr aphi ¢ regk oMust Ritecs AheSahdnst SLIAtANC o2t 86 AGM 1L Yre8randd NMBRaNS for
permtting storage of registration data on said electronic storage device
in response toU83aRPak (AHOGEIM BEBGREDHHIT 1nEFPEed cBIaithe8 i thin sai d user

i dentificationcdasand®ingy R@G132kdshs £dleddmpataedi 4eamphihengegi on stored on
said electronic storage device. 21. The systemfor securing access to
optical ly di scEPREFEF it #7otbrEdiphi W dMlavwithbeuyerafaindad a copy

of the software.

With reference now to Figure 7, there is illustrated
a high level logic flowchart of a process for the
registration of a smart compact disc, particularly an
Audio-CD, for access to audio data on the smart compact
disc according to the method and system of the present
invention. As illustrated, the process described in
Figure 7 starts at block 150 and thereafter passes to
block 152. A plurality of triggers in the operation of
microprocessor 30 may trigger the process which begins at
block 150. For example, upon detecting a smart compact

disc, the process may be triggered.

Block 152 illustrates the reading of user

identification data from a smart card. As previously



2 6 J UL 2002 -36 according to claim 14, wherein said nmeans for conparing

said registration data with user identification data further c¢ i X
means for accessing said user identification data. 2 6 ~UL ZSEgg&EQEQZUUZ

The system for securing access to optically_discernible data stored on a
data storage device according to claim 21, wherein said neans for accessing
said user identification data further conprises: a smart card reader for

accessing sai dquseribaentisddrcatibppi f{odBdrsoBEL BaF h1sd3peTHBLSMEdEM f Or
securing access to optically discernible data stored on a data storage

devi ce accor di A§OToOEI MPECedherel M3 & dMReansh iRrembeddedi 1y & d user

i dentificationndabigafal tdrerr CRAMALL S CSdedt iMBRAS I HQNAARL @oh1BEt&a smart chip
associated with said reader where said user identification data is stored

on said smart ERArpRY AP newrellaFieraell My SRPEALLRT SYFEREfi BBESDN data
from said detegigdy Sy ! ¢ Broédss ;';;ba‘(;ss%)éstt%”bflgék SB{UIN | BY o8k CESH

to~optically discernible data store n a data storage device according to
clai m 21, wher denighs dchreaeadiog afcanyiieyissrat ieerdatgefirphi 2anant dat a

further Conpriéﬁ§b mounted to a smart compact disc. Thereafter, the
process passes to block 156. Block 156 illustrates the
determination of whether or not registration data has
been previously installed on the smart chip mounted to
the smart compact disc. If registration data for the
smart chip needs to be installed, the process passes to
block 158. Otherwise, if the registration data for the
smart chip has been previously installed, the process

passes to block 164.

Referring still to Figure 7, block 158 illustrates
the copying of user identification data to the smart chip
for storage as registration data. Thereafter, the
process passes from block 158 to block 162. Block 162
illustrates the playing of the smart compact disc

whereafter the process returns.

With reference still to Figure 7, block 164 depicts
the comparing of user identification data from the smart
card with registration data from the smart chip.
Thereafter, the process passes from block 164 to block
166. Block 166 illustrates the determination of whether
or not the user identification data matches the
registration data from the smart chip. If the data
matches,'then the process passes to block 162. If the

data does not match, the process passes to block 168.



means for obtaining said user identification data from user daéa col | ected
‘during the installation of an operating system which controls T a?ﬂo
25. The system for securing access to optically discernible data stored on
a data storage device according to claim_14, further conprising: neans for
changing said registration data on said electronic storage device. 26 J
U ~ 2002 -38 26. The system for securing access to optically discernable

data stored ongf,datiassiiRpaaesdeld GB FAGYE Ay N 1o eh@bP késs il d neans for
changing said registration data on said el ectronic storage device further

conpri si ng: neRRSRYIH DIPPRSt Afenhbfkanriepphes it $eied spbPEidy di scernabl e
data; neans for erasing said registration data fromsaid el ectronic storage
device. 27. A program product for securing access to optically discernable
dat a enbedded wi t hiThea pdgrcasst of affegukey i7caot seiily Pregeahs pr oduct

conprising. a Qﬁé&r{’c{ﬁ%"eﬁshggé%&t%:ﬁdﬂ#%gbg%g?cﬂdtmal%d fodiajds storage
devi ce control program enco W sai ata processi ng system usabl e
medi um t hat, i secwsippnsert defieroimpacimadits compesay tdddcsnfoom tdmfiact di sc
drive: determ if_there is. registration tar n_an el ecgtronic
storage devi cep(gff(?%(aé“(? t6 3203t §9%lfeosr éégﬁegﬁ%%;"?eg%n%gr gésg%rll g:or ggrffastrati on
data w t h usermastemtstforeat banadedmpact disc before making a purchase.
However, there is risk that the compact disc can be
easily stolen since the compact disc casing includes the
security protection. However, if in-store copies of a
smart compact discs are registered to the store and all
machines for playing the smart compact discs are embedded
with smart card user identification data, then the smart
compact discs may be played in the store, but would be

useless if removed.

Referring now tb Figure 8, there is illustrated a
high level logic flowchart of the method for installing
ownership registration of a smart compact disc,
particularly a smart DVD disc, according to the method
and system of the present invention. As illustrated, the
process described in Figure 8 begins at block 180 and
thereafter passes to block 182. A plurality of triggers
in the operation of microprocessor 30 may trigger the
process which begins at block 180. For example, upon
detecting a smart compact disc, the process may be

triggered.

Block 182 illustrates the reading of user
identification data from a smart card. After block 182,

the process passes to block 184. Block 184 depicts the



reads said optically discernable data enbedded within said data storage
‘device in response to said registration data matching said user
identification data, such that access to optically discernable é%&%kHdLaZOUZ
data storage device is only permtted by proper identification. 28. The
program product of claim 27, wherein said data storage device control
program updates registration data 2 6 J U~ 2002 -39 stored on said

el ectroni c storaggisievdea-cahen ratién cdLab) 8 seernablip flatacés wecessed
for tracking a nunber of access nmade to said optically discernable data on

sai d data st or ag8"del|cIrass. dife- pr?&??ﬁﬁfﬁ%du%e cﬁrotﬂeé?nPéése%té? ein said

data storage dgybeg £@flr HloRkogsam I BSItiaGbs B afS drainatdoppstcally
di scernable data after a predefined anount of accesses to said optically

di scer nabl e davhehBge PedwtnigeisBrat e dsteghasm RRYYBEEVEPUELY m 27,
wherein said dajacsi QR Q‘ﬁ\é' %ﬁaEQ”&HfB FHQYEAM SUAHLTomPIEE fBdd On data

on said electronic storage device If there is not registration data stored
on sai d el ectr &fi tegivhzafdotedhte E6%ithed smorsathiiRidteedst 6page devi ce. 31.

The program progyely ply Cligle! §9ce¥‘é‘e§§é§bss bdpdat@ Sfeor age device control

program accesses sald user | ent| cation ata and utilizes said user

i dentificati onrealateatyayihasr ReepnPRNPUSdY sndtaledn thai Hrefe®s r oni c

st orage devicep 32es 118 PG agpproduct of claim 31, wherein said data
storage device control program accesses said user identification data from
a smart card.

With reference still to Figure 8, block 188
illustrates the comparison of geographic user
] identification data from the smart card and geographic
' registration data from the smart chip mounted to the
smart compact disc. The smart chip includes a geographic
region in which the smart compact disc is intended for
use. Thereafter, the process passes from block 188 to
block 190. Block 190 depicts the determination of
whether or not the geographic data matches. If the
geographic data matches, then the process passes to block
192. However, if the geographic data does not match, the
process passes to block 204 which depicts the display of
an error message if the smart compact disc is outside the
geographic area. Block 192 illustrates the copying of
user identification data to the smart chip for storage as
registration data. Thereafter, the process passes from
block 192 to block 198. Block 198 illustrates the
initiation for playing the DVD whereafter the process

returns.

Referring still to Figure 8, block 200 depicts the

comparison of user identification data from the smart



33. The program product of claim 30, wherein said data storage gﬁvice
‘contr'ol program conpares a particul ar geographic region contain

said user identification data with a predeterm ned geographic region st
on said el ectronic storage device and

T

202

2,6.J UL 2002 -40 in response to

said particul ar geographic region contained within said user identification
data mat ching said predeterm ned geographic region stored on said

el ectroni c stoeage wenH GRgiBeratisn davaageonf thiednfirtathop dadrcean said
el ectroni c storage device. 34. The progran1groduct of claim 27, wherein

sai d data stor afetRR VIR GRTPRFL piigtft-am!ae

gakkrrs4ihg BERFEFYentificati on

data. 35. The pyogeannPnadest 209, clmign3402Woel@itr-3aisdtdat a storage device

control

program accesses said user identification data froma smart card.
36. The prograf®ppEtiRation efarhedier \ieref nthei thedatidest bf HeRE Vi ce

control progrageetRiiches $HB be§dPrASTACHAL S M ttheSahdar Rati@ea)here said
user identification data is stored on said smart chip and reads said user

i dentificationtlierathe osara BeseRt & Mark E9§ pndsprocaedprayram product
of claim 34, where| &3} GedRbanshor a0 ARY5ES @wtaﬂc_eeeogaggé@tﬂoal ns said

user identification data fromuser data collected during

he 1 nstall ation

of an operati nglegkt2dd @ndcRreeaeddlas faeyipvakerdeszyib®e program product
of claim 27, wherein saﬁﬂ data storage device control program changes said
regi stration data on sai'd el ectronic storage device.

With reference now to Figure 9, there is illustrated
a high level logic flowchart of the method for the
uninstallation of ownership of a smart compact disc
according to the method and system of the present
invention. As illustrated, the process described in
Figure 9 begins at block 210 and thereafter passes to
block 212. A plurality of triggers in the operation of
microprocessor 30 may trigger the process which begins at
block 210.’ For example, upon detecting a user request to
uninstall ownership of a smart compact disc, the process

may be triggered.

Block 212 illustrates the reading of user
identification data from a smart card. After block 212,
the process passes to block 214. Block 214 depicts the
reading of registration data from a smart chip mounted to
a smart compact disc. Thereafter, the process passes
from block 214 to block 216. Block 216 illustrates the
determination of whether or not registration data has
been previously installed on the smart chip mounted to
the smart compact disc. If registration data for the
smart chip needs to be installed, the process passes to

block 218. Block 218 depicts the displaying of an error
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the number of times a DVD may be viewed for rental
purposes. During the uninstall process, the counter

would be reset.

While the invention has been particularly shown and
described with reference to a preferred embodiment, it
will be understood by those skilled in the art that

various changes in form and detail may be made therein
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smart card or a smart card chip embedded in hardware.
However, in other embodiments, user identification data
may obtained from other sources, already described such
as user identification data embedded within a data
processing system. In addition, user identification data
may be obtained from other sources including not limited
to biometric data, where in order to gain access to the
compact disc, the compact disc owner must identify
themselves through an eye scan or other biometric data
gathering method where the user identification data is

stored in the smart chip affixed to the compact disc.

In addition, for example, although the present
invention has been described with focus on utilizing a
data storage device comprising optically discernable
data, such as a compact disc, other optical storagé
devices may also utilize the method and system of the
present invention without departing from the spirit of
the invention. In addition, other electronic storage

devices may be utilized in place of a smart chip.

In addition, for example, although aspects of the
present invention have been described with respect to a
data storage system executing software that directs the
method of the present invention, it should be understood
that the present invention may alternatively be
implemented as a computer program product for use with a
data processing system. Programs defining the functions

of the present invention can be delivered to a data
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floppy diskette or hard disk drive), and communication
media, such as computer and telephone networks including
ethernet. It should be understood, therefore, that such
signal-bearing media, when carrying or encoding computer
readable instructions that direct the method functions of
the present invention, represent alternative embodiments

of the present invention.
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comprising the steps of:

determining if there is registration data stored on
an electronic storage device affixed to a data storage
device in response to said data storage device inserted
into a reader:;

comparing said registration data with user
identification data; and

reading said optically discernable data embedded
within said data storage device in response to said
registration data matching said user identification data,
such that access to optically discernable data on a data

storage device is only permitted by -proper

identification.

2. The method of securing access to optically discernable
data stored on a data storage device according to claim
1, further comprising the step of:

updating registration data stored on said electronic
storage device when said optically discernable data is
accessed for tracking a number of access made to said

optically discernable data on said data storage device.

3. The method of securing access to optically discernable
data stored on a data storage device according to claim
2, further comprising the step of:

restricting access to said optically discernable
data after a predefined amount of accesses to said

optically discernable data have been made.

4. The method of securing access to optically discernable
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storing registration data on said electronic storage
device if there is not registration data stored on said
electronic storage device affixed to said data storage

device.

5. The method of securing access to optically
discernable data stored on a data storage device
according to claim 4, wherein said step of storing
registration data on said electronic storage device if
there is not registration data stored on said electronic
storage device affixed to said data storage device
further comprising the steps of:
accessing said user identification data; and
utilizing said user identification data as

registration data for storage on said electronic storage

device.

6. The method of securing access to optically
discernable data stored on a data storage device
according to claim 5, wherein said step of accessing
user identification data further comprises the steps of:
detecting a smart card; and;
accessing said user identification data from said

smart card.

7. The method of securing access to optically
discernable data stored on a data storage device
according to claim 4, wherein said step of storing

registration data on said electronic storage device if

there is not registration data stored on said electronic
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ther compr151ng the 'steps of:

comparing a particular geographic region contained
within said user identification data with a predetermined
geographic region stored on said electronic storage
device; and

in response to said particular geographic region

contained within said user identification data matching
said predetermined geographic region stored onh said
electronic storage device, permitting storage of

registration data on said electronic storage device.

8. The method of securing access to optically
discernable data stored on a data storage device

according to claim 1, wherein said step of comparing said ring said
registration data with user identification data further
comprises the step of:

accessing said user identification data.

9. The method of securing access to optically
discernable data stored on a data storage device

according to claim 8, wherein said step of accessing

sald user identification data further comprises the steps
of:

detecting a smart card; and

accessing said user identification data from said

smart card.

10. The method of securing access to optically
discernable data stored on a data storage device
according to claim 8, wherein said step of accessing

said user identification data further comprises the steps
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of:

detecting a smart chip associated with said reader
where said user identification data is stored on said
smart chip; and

reading said user identification data from said

detected smart chip.

11. The method of securing access to optically
discernable data stored on a data storage device
according to claim 8, wherein said step of accessing
said user identification data further comprises the steps
of:

obtaining said user identification data from user
data collected during the installation of an operating

system which controls said reader.
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according to claim 1, further comprising the step of:

changing said registration data on said electronic
storage device.

13. The method of securing access to optically
discernable data stored on a data storage device
according to claim 12, said step of changing said

registration data on said electronic storage device
further comprising the steps of:

uninstalling any copies of said optically
discernable data;

erasing said registration data from said electronic
storage device,

14. A system for securing access to optically discernable
data embedded within a data storage device, said system
comprising:

means for determining if there is registration data
stored on an electronic storage device affixed to a data
storage device in response to said data storage device

inserted into a reader;

means for comparing said registration data with user
identification data; and

means for reading said optically discernable data
embedded within said data storage device in response to
said registration data matching said user identification
data, such that access to optically discernable data on a

data storage device is only permitted by proper

identification.
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discernable data stored on a data storage device
according to claim 14, further comprising:

means for updating registration data stored on said
electronic storage device when said optically discernable
data is accessed for tracking a number of access made to

said optically discernable data on said data storage

device.

16. The system for securing access to optically
discernable data stored on a data storage device
according to claim 15, further comprising:

means for restricting access to said optically
discernable data after a predefined amount of accesses to

sald optically discernable data have been made.

17. The system for securing access to optically
discernable data stored on a data storage device
according to claim 14, further comprising:

means for storing registration data on said
electronic storage device if there is not registration
data stored on said electronic storage device affixed to

sald data storage device.

18. The system of securing access to optically

discernable data stored on a data storage device

according to claim 17, wherein said means for storing

registration data on said electronic storage device if
there is not registration data stored on said electronic
storage device affixed to said data storage device

further comprises:

means for accessing sald user identification data:;



10 10L109%& ()-ScrxY7{\= 1!1s10%<& ()--s10%& ()--!1Ff &10WW& ()-!;
Ff&1O%W /& ()- 6FF&I0%WB*& ()-!" 10%<& ()-y81\}"SH= 1! 10< 10< %gP’LUL 2002
5: 109%6& ()-2 10%<& ()- 1Y+ 10% r& ()- Y+ 10%& ()-! 1 (YA0%<& ()- s .
10810% u&' () - &F

10% U& ()-! & 10% u- u& () - &F 10% & ()-f Y36% u& ()-" $10% u& () - DabaBSH= 1!
10 y#10% & () -L810% u& ()-!L810%IE' () - QLO% u&' ()-910% u& () - @10% & () - @\
aB7= 1 and

10-u510% u& ()-s,/10% u&'f()- @,/10% & ()- @@ 10% u& (%-&*1_0% u& ()-!'R y#10%
uu& ()-8gE= 1 means for utilizing said user identification data as

ig- ul” %ElO‘VGG&'r(e)gibi%épé’@%%t(a) oL 4GRS )or! -shiQ%81 € £ rd Y& dPagel 0- U
- u‘ ;a =
device.

19. The system for securing access to optically
discernable data stored on a data storage device
according to claim 18, wherein said means for accessing
user identification data further comprises:

a smart card reader for accessing said user

identification from a smart card.

20. The system for securing access to optically
discernable data stored on a data storage device
according to claim 17, wherein said means for storing ring
registration data on said electronic storage device if
there is not registration data stored on said electronic
storage device affixed to said data storage device
further comprises:

means for comparing a particular geographic region
contained within said user identification data with a
predetermined geographic region stored on said electronic
storage device; and

means for permitting storage of registration data on
said electronic storage device in response to said
particular geographic region contained within said user
identification data matching said predetermined
geographic region stored on said electronic storage

device.

21. The system for securing access to optically

discernable data stored on a data storage device
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according to claim 14, wherein said means for comparing
said registration data with user identification data

further comprises:

means for accessing said user identification data.
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according to claim 21, wherein said means for accessing

said user identification data further comprises:

a smart card reader for accessing said user

identification from a smart card.

23. The system for securing access to optically
discernable data stored on a data storage device
according to claim 21, wherein said means for accessing
said user identification data further comprises:

means for detecting a smart chip associated with
said reader where said user identificatiop data is stored
on said smart chip; and

means for reading said user identification data from

said detected smart chip.

24. The system for securing access to'optically
discernable data stored on a data storage device
according to claim 21, wherein said means for accessing
sald user identification data further comprises:

means for obtaining said user identification data
from user data collected during the installation of an

operating system which controls said reader.

25. The system for securing access to optically
discernable data stored on a data storage device
according to claim 14, further comprising:

means for changing said registration data on said

electronic storage device.
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according to claim 25, said means for changing said
registration data on said electronic storage device
further comprising:

means for uninstalling any copies of said optically
discernable data;

means for erasing said registration data from said

electronic storage device.

27. A program product for securing access to optically
discernable data embedded within a data storage device,
said program product comprising:

a data processing system usable medium; and

a data storage device control program encoded with
said data processing system usable medium that, in

response to a compact disc inserted into a compact disc

drive:

determines if there is registration data stored on
an electronic storage device affixed to a data storage
device;

compares said registration data with user
identification data;

reads said optically discernable data embedded
within said data storage device in response to said
registration data matching said user identification data,
such that access to optically discernable data on a data
storage device is only permitted by proper

identification.

28. The program product of claim 27, wherein said data

storage device control program updates registration data
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optically discernable data is accessed for tracking a

rmumber of access made to said optically discernable data

on said data storage device.

29. The program product of claim 28, wherein said data
storage device control program restricts access to said
optically discernable data after a predefined amount of

accesses to said optically discernable data have been
made.

30. The program product of claim 27, wherein said data

storage device control program stores registration data
on said electronic storage device if there is not
registration data stored on said electronic storage

device affixed to said data storage device.

31. The program product of claim 30, wherein said data
storage device control program accesses said user
identification data and utilizes said user identification

data as registration data for storage on said electronic

storage device.

32. The program product of claim 31, wherein said data
storage device control program accesses said user

identification data from a smart card.

33. The program product of claim 30, wherein said data

storage device control program compares a particular
geographic region contained within said user ‘
identification data with a predetermined geographic

region stored on said electronic storage device and
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said predetermined geographic region stored on said
electronic storage device, permits storage of

registration data on said electronic storage device.

34. The program product of claim 27, wherein said data
storage device control program accesses said user

identification data.

35. The program product of claim 34, wherein said data
storage device control program accesses said user

identification data from a smart card.

36. The program product of claim 34, wherein said data

storage device control program detects a smart chip
associated with said reader where said user
identification data is stored on said smart chip and
reads said user identification data from said detected

smart chip.

37. The program product of claim 34, wherein said data
storage device control program obtains said user
identification data from user data collected during the

installation of an operating system which controls said

reader.

38. The program product of claim 27, wherein said data

storage device control program changes saild registration

data on saild electronic storage device.

39. The program product of claim 38, wherein said data
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storage device control program uninstalls any copies of

said .optically discernable data and erases said

registration data from said electronic storage device.



