SENSOR DEVI CE Cross-Reference to Rel ated Application [ 0001] This
application clains priority fromuUnited States of America provisional

S5pat ent aWRI2PBARBYA nunber 61/454,872, filed 21 March 2B8CT/SGRHR/0BWAEE ent of
it being hereby incorporated by reference inits entirety for all purposes.
Techni cal Field [0002] Various i elate to a sensor device. 10
Background [0003] The rapid ad@éafﬁgggrfzg{éf%%nvergence of technol ogi es such
as MEMS (M cro El ectro-Mechani cal Systens) sensor devices, wreless

net wor ks and | ow power enbedded processors have enabl ed a new generation of
| arge-scal e wirel ess sensor 15 networks (WBN). In the near future, tiny and
cheap sefisosssRefeyerive te Retated Apiplicatidiedded wi t hin our 1'iving environnent for
sensing a |large variety of physical phenonena of interest to users. Unlike
i nf or mat [0p01p Fhisi appHcatidnichemb ptiefityeftomiaied Shates off Anemtd provisioneh becones
stale or even usel ess, sensor networks can seanl essly coupl e the physical

envi ron mantvgp Rcdtos ihibet 8l /490878 fﬁé@ZgﬁliaerPZOM,s?lfe%nfeﬁ%fﬁ bé&Bg

20i nforggtl on'to users according to their needs. [0004] Wrel essS sensor

net wor ks, have. attract t rrenmendous | r est i i ndustry because they
have man{F WPE’ﬁ{ﬁ%‘ﬁgﬂ%f%{F%en%“. r?{:lﬁ%egﬁ' ﬁoéag @flgroogsr’rent al nonitoring,

heal t hcare, industrial automation, mlitary and honel and security, disaster
war ni ng and rescue, manufacturing and |ogistics, intelligent

transportation, safety nonitoring of urban and civil infrastructures,

smart gr TdchrggdrKieldui | di ngs and honmes, and nany ot her applications that we
do not yet inmgine. .
[0002] Various embodiments relate to a sensor device.

10
Background
[0003] The rapid advances and convergence of technologies such as MEMS (Micro
Electro-Mechanical Systems) sensor devices, wireless networks and low-power
embedded processors have enabled a new generation of large-scale wireless sensor

15 networks (WSN). In the near future, tiny and cheap sensors may be extensively
embedded within our living environment for sensing a large variety of physical
phenomena of interest to users. Unliké information services on the Internet where the
information often becomes stale or even useless, sensor networks can seamlessly
couple the physical environment with the digital world and deliver useful real-time

| 20 information to users according to their needs.

[0004] Wireless sensor networks have attracted tremendous interest in the industry
because they have many important applications including environmental monitoring,
healthcare, industrial automation, military and homeland security, disaster warning

and rescue, manufacturing and logistics, intelligent transportation, safety monitoring



[ 0005] These enornous business prospects spurred investnents in the
devel opnent of sensor network platformtechnol ogies at both the hardware

and sof t WPEIBHBHPI ng Splatform |l evel. At the hardwar e PCEPERII2{0AWIZ ensor
nodes offer a m x of sensing, processing, conmunication and storage

capabilities. . e r o af f i he M caZz,

i Mot e2, Pkﬁ%an %ﬁggﬁﬂﬁ?&n‘lﬁ%&u ai/%}’]jér?%ﬁ%ssﬁgh X ar%gill@ér?? ?Falﬁréfeg’%'hgglﬁag&f rom
vendors such as. Mensic, Atnpel, CGumstix and Sentilla. [0006] However, these
har dwar e OPIeheR ‘rcﬁ%orh?itﬁ?té’}‘e ?ﬁn?tﬁ’@t Wagissor specifications, 10storage file
system conmuni cation protocols and sensor technol ogies. At the operating
and pr ogl@09a Thess! capfmoun Husiness prosnssts spemebinvpyaienisiatheglenglopmentfsed on
different platfornms such as Tiny0S, Contiki, .Net Mcro Framework, enbedded
Li nux, Se#isbt hwork latfdrm Rdhlidlogies attboeh thic hetdease amhsufiwatabpaating ot ocol s
also vary fromplatformto platformand there exists a plethora of

di 1 e enf1 pHah 9GRL Atthéhardharelevd RB 9érs6indies et HHix ¥EQMGIS, Some common
wi rel ess networking protocols for sensor networks include | EEE 802. 15. 4,

Zi gBee, u n§O;Sn m@hm@'ﬁﬁ:\a{\&?‘ Nancﬁt%gé) yff%litl%g%omo%oﬁg;% é/ensgr_()[ 0007]

Vari ous BHSGHIHeATS provi de a sensor davice conprising-a sensor; a
transcei ver; a processoqr cqnfigured n_application; and a

virtual i 24§ ﬂﬁtf?lﬁ}ﬁéfmﬁﬁ? W?@Hﬁgrlﬁ@ﬁé’gﬁiﬁgﬁﬂ?‘?sgaﬁit@ﬁﬁg?vﬁ& GRSy 2t er f ace
encapsul ating application |ayer features of the sensor device and which is
conf i gur 8entilla Jeireate femt vendprs suplphy Mamsisn Atmpla Gamstis a8¢ Sewfdlaser vi ce access
point, a service to conmunicate wi th 25anot her sensor device by neans of

t he tr an§@doy Elowesers dtesé hardtvarequiatforols diffier is einsprocessat speéifications,

2012/ 128719PCT/ SG2012/ 000092 a service to discover a sensor device network,

have 1§ he ;e e SRS LohRANRcatios PAROEISI RV sstratamblogadApthehave the sensor
device join a sensor device network. Brief Description of the Draw ngs

operating and programming platform level, these sensor node platforms are based on

different platforms such as TinyOS, antiki, .Net Micro Framework, embedded
Linux, Sentilla, etc. In addition, ;che wireless communication protocols also vary from
platform to platform and there exists a plethora of different protocols that are

15 supported by various vendors. Some common wireless networking protocols for
sensor networks include IEEE 862.15.4, ZigBee, TinyOS MAC, 6LoWPAN,

SICSLoWPAN, and GSM/3G.

Summary

20 [0007] Various embodiments provide a sensor device comprising a sensor; a
transceiver; a processor configured to run an application; and a virtualization layer
which comprises an application programming interface encapsulating application
layer features of the sensor device and which is configured to provide to the
application, via at least one service access point, a service to communicate with

25  another sensor device by means of the transceiver, a service to control the sensor and
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5[0008] In the drawings, |ike reference characters generally refer to like
parts throughout the different views. The drawi ngs are not necessarily to
scal e, en¥RI812%12H8t ead general |y being pl aced upon il | BETSE2IRHH2
principles of sone exanple enmbodinents of the invention. In the follow ng
descri pt |, Qli¢qh h&uﬁve&;éggmo? dEVTBOHLIBAL hatd the @@mf\uﬁn&é RV Gerd@scr i bed

wth reference to t | ow ng drawi ngs, 10in which: Figure 1 shows a

sensor devi.ce network | so.referred to.as _sensor t k) according to an
enbodi ne ?YIC?:?%WPﬁP?‘dé‘% ef%segsé)ﬁg%‘(lcﬁb%83%95%1039%‘8(?%9@&3 oWs two sgnsor
devices. 15Figure 4 shows two a sensor device according to an enbodi nent.
Figure 5 shows two sensor devices according to an enbodi nent. Figure 6
shows a virtualization | ayer according to an enbodi nent. Figure 7 shows two
sensor dBvief PesadptiomdoftheDrasmingsnbodi ment. Figure 8 illustrates the
conponents of a runtine environment according to an 20enbodi nent. Figure 9

i || uss r ajeoms} hetheArpeings) ke eéfeticdEiar@tE0 peid@ly Rféno Gkbepatitsrent . Det ai | ed
Description [ 0009] The followi ng detailed description refers to the

( . ; . o aton, Ttic detail
aCCOWan%ﬁ%ﬂ%&?’%ﬂﬁ %%?r%ﬂ%{l%@ %@Wraxﬁﬁﬁé’\@rx 1ot néclegédﬁgft% scae é%'ga%fzsl IOSOOStZaImafl

and enbo e inventi ol WO 2012/ 128719PCT/

gﬁ aEIr 2Ct in%?egld g-errrlle(afgl?y §er11r?§ giagg Elpsonaiilgstga f%& rtllleb;?rgnclip e cl)Jff sfolrrg:eI e(;(re]l}npijeet ail to

embodiments of the invention. In the following description, various example
embodiments of the invention are described with reference to the following drawings,
10  in which:
Figure 1 shows a sensor device network (also referred to as sensor network)
according to an embodim¢nt.
Figure 2 shows two sensor cievices.
Figure 3 shows two sensor devices.
15 Figure 4 shows two a sensor device according to an embodiment.
Figure 5 shows two sensor devices according to an embodiment.
Figure 6 shows a virtualization léyer according to an embodiment.
Figure 7 shows two sensor devices according to an embodiment.
Figure 8 illustrafes the components of a runtime environment according to an
20 embodiment.

Figure 9 illustrates the components of an API according to an embodiment.

Detailed Description

[0009] The following detailed description refers to the accompanying drawings that

25  show, by way of illustration, specific details and embodiments in which the invention
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those skilled in the art to practice the invention. O her enbodi nents may
be utilized and structural, |ogical, and electrical changes may be nade

wi t hout owpantyng/iProm the scope of the invention. The PETISGA&12800992i nment s
are not necessarily mutually 5 exclusive, as sone enbodi nents can be

combl ned il e fH%E@eﬁB&kﬁ&eﬁﬂﬁP@i%&i ihQufrRidh Qe esbegidrent s. 100101

Figure 1 a sensor device networ so referred to as sensor networKk)

100 accor,ding .t.0.an. e di ment . .[0011 e senspr devi ce network 100

i ncl udes ﬂ%ﬁ)s‘f)glﬂh’é‘i i e mﬁ?% 8’?‘?&9&?6 tth‘&?;"ce@ O%@?erlﬁ%ocgﬁi’%ﬁ m ﬁ)et {hgecix ampl e a
first sensor device 101, a second sensor device 102 and a third sensor

devi ce 108w sthwoxral, logieal sadstactiipal fhaagesimay be grde yathopderagingirame thee vi a
comuni cati on connections 104, 105, 106, in this exanple a first

comuni caddpenf denneaitioanT Aidvarivat embndintents dre ot imeasonlydevtualdy 101 and t he
second sensor device 102, a second 15 communi cation connection 105 bet ween

the firstxaesedhs d8Ke eRbd@ineanrttah Be chibindd SESee diendreothep3 and a third
conmuni cati on connecti on 106 between the second sensor device 102 and the

third Se?ﬁBE&ﬂE%E%Sﬁé%?nangﬁﬁ&nﬁg%.t°p°|Ogy of the sensor device network
e e

100 may T10Or exanple a sing op star where all the sensor devices 101,

102, 103 _gar i t hi ransm ssi on. range of 20 each, ot her and nul.tiple sensor
nodes 0Tl Fiayre, shwad il s ek (lF AT O e REReREn) . [ 0014]
The conmuni cation via the comuni cati on connections 104, 105, 106 may be
carried &0 acrerdinging ¢rabedime®fus comuni cation protocol s and may incl ude
wireless or wireline communi cation. For exanple, the comrunication may be
carri ed u011PFhesarsdr deyitemetmerkai00rineledesfa pliality ofslenss daercewnl®di h92,pr ot ocol s
| EEE 802.15.4, ZigBee, TinyOS MAC, 6LoWPAN, S| CSLoWPAN, and GSM 3G

Di f f @5 ent038AHAE eLBip16 @FirsQlnsot Qvicd OB, ARYcondRPANCE deVité E0Raid £MHRIUNI cat i on
protocols. [0015]. At the hardware | evel, the sensor devices (also referred

to as sepsRL: Rses @r j ust nodes) 101, 102, 103 may provide functions for
sensing, processing, 5 conmunication and data storage. For this, they may

for exa i necl ude one.or I £\~ or dul es, . on [ [e.actuators, a
processgﬁhﬁﬁhqgﬁémgprﬁ%?%méggbﬁpegg?$ﬁ¥%§ né%%mtév|8§E“%3T$“§ 2, 103 may
for exanple be configured accarding to one or nore of the sensor node
pl at f or mEOTNIEEHOnS i 10¢.2p &uis exarpRlp 2 figst RommpB)eation gaRRGCfien 188 sentilla
JCreate fromvendors such as Mensic, Atnel, Gunstix and

between the first sensor device 101 and the second sensor device 102, a second

15  communication connection 105 between the first sensor device 101 and the third
sensor device 103 and a third communicaﬁon connection 106 between the second
sensor device 102 and the third sensor device 103.

[0013] The topology of the sensor device network 100 may for example be a single
hop star where all the sensor devices 101, 102, 103 -ére within transmission range of

20  each other and multiple sensor nodes respond to a command node (or central
controller; not shown).

[0014] The communication via the communication connections 104, 105, 106 may be
carried out according to various communication protocols and may include wireless
or wireline communication. For example, the communication may be carried out

25  according to one or more of the wireless networking protocols IEEE 802.15.4,
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10Sentilla. [0016] At the operating and progranm ng platformlevel, these
sensor node platforns are for exanple based on different platforns such as
Ti ny0S, Guyot2niei12871Net M cro Framewor k, enbedded Li nux, SEmSGR012/00&9Z.
[0017] Different sensor devices 101, 102, 103 nay be based on different

pl at f or my; Il A o} MREBRLWHIER, §Ié§1gJWPANO R G@W?G?M%@ﬁt)sem{o@o 18]

Het er ogeneTty’ i n’sensor networ ks’ can be catégorized into four di nensions:
har dwar e -pl.at f gr.r rationg system-—communi cation-stack, and application
scherma.  FRECHI U0 S 107 RACPRPYR A e SEPmRBIORPINEDN { s physi cal
attributes including sensor nodul es, comruni cati on nodul es, enbedded

pr ocessol@018hd\tirgknardware layed the sosprdavigey (demieiereaddp (ay sepsar nedss 6T har dwar e
platforns, including Mcaz, IR'S, iMte2, TelosB, SunSpot, CGumstix, etc.,
whi ch di jusenodespi®ied 6, dB3heay providerfusctomhs forceessg préeesding,e, nmenory

capacity, 110 interface, etc. Heterogeneity in hardware platforns results

in di §feceRmunRatib®yel ddk SeeHs! Ret (ARS8 i foPéiainpdd inehide bne anmbee
encapsul ated by the operating system and shi el ded from programrers. To

facilita ' n i | AMSHest e are
sever al é%lgéfﬁlgg?l\g/%r{f%%H%S%L%ﬁaﬁgl%g{ef %%@%@86@%@% ogr g%nf% nodel
with their tailore tensjions qf the rogr.amm.ng | angyage. TinyOS

appl i cat PR %?Véceégﬂgﬁq?c?ggmlaﬁg%rﬁﬁm@%t?eh‘f gE'Eeﬁtaug‘éOfal‘\%il{ﬂg%PF ucture anong
nodul ari zed software conponents while Conti ki C uses protothreads to
support mere pf tgensgr nesia Matdermsdisagy Botgs RIS, ahosE ASBSERRVES: br ar y .

5[0019] Apart fromthe hardware/software platformdifferences of sensor
nodes, wiamshgtand Sketdlaskirsde fimppéndatsi sunls aaMenson ddémak djumshs andr e

het erogeneity di nmensions are introduced. The first heterogeneity is the

net weg ki Bentfllapt ocol het erogeneity. As sensor networks are usually
constrai ned by the processing, nenory, and energy |limtations of sensor

nodes, i i tap! Ikl pr oposed
”WM@MIﬂL&%%EéSH[ﬁIg Al tp%é;%gﬁ?ﬁ r Lt RY 1 RELHRSO b chs BN HRa RS

to cope wth' suc al nts ove system performance. Wth

di fferent t wor ki.n I, 0t ocl .ol S ver LEfgu Q| rate sensor
net wor k gvrs}?%%a%%gaﬁsgegé)n?lﬁtg%%?trﬁlgetrf%%esrsgf#%S%]?P{Qgsgé%tﬁllg" e]ti g/ggrg)enei ty lies
in the applicatjon |ayer_which handl es data and servi ce managenent.

| nt er ope FEAREVY, rFé%‘?C%HS‘EiE‘é‘%hg?ﬂt@asﬂ&re the sanme know edge about how to

make use of the data and other functionalities (aka
[0017] Different sensor devices 101, 102, 103 may be based on different platforms

15 (and for example use different operating systems).
[0018] Heterogeneity in sensor networks can“be categorized into four dimensions:
hardware platform, operating system, ‘communication stack, and application schema.
The hardware platform of a sensor node defines its physical attributes including
sensor modules, communication moduleé, embedded processors and memories. There

20  are many commercially available hardware platforms, including MicaZ, IRIS, iMote2,
TelosB, SunSpot, Gumstix, etc., which differ from each other in terms of processor
feature, memory capacity, /O interface, etc. Heterogeneity in hardware platforms
results in different low-level processing mechanism, part of which can be
encépsulated by the operating system and shielded from programmers. To facilitate

25  the development of sensor network applications, there are several event-driven

5



15servi ces) provided by other sensor nodes. [0020] The follow ng itens may
be seen as the two main factors that affect the operation of a sensor

net wor k: WOQBJ128719 Appl i cati on Programmability [0022] Sea3sG2c®e9201,
102, 103 using different hardware/software platfornms nay 20 be programred

over inc ﬁﬂfm% AbIANT fBf (RILE BE s 0B U ¢ BRASaiGNah I he

correspo g appiication ayer I's I ncl udes t he operati ng environments

ds .
102, igébfm&)spm%hca%mm it PR AR R iy RaGRe Rhofie o Lo

programmability al so covers the different functio ities of the sensor
net wor k mub?@@ﬁd seftyae ﬁPW@OWntW%@QWﬂQ§7‘1@qu"§&?§§?¥%‘®9@@ net wor K,
requesting and providing data, conmandi ng di fferent sensor nodes 101, 102,
103 to canﬂgitaddng.%nhbﬁglenmbsideemh cpopRB¢nt Tibiagyi s illustrated in figure
2. [0024] Figure 2 shows two sensor devices 201, 202. 5[0025] In this

exanpk e, [@ASD ARATRIm BeMie@y20/Loftwa plathsmadiffefpestdfsensapRbdedavhen 203,
204, supports a respective network protocol 205, 206, runs a respective

operati nge%@&%ﬁg ﬁ% Pél@%tl@ﬂgaﬂe%o @e?lfegl Ifw? ﬁlo?@ﬁ&%gblﬁe@tyhﬁh%rﬁ gtatform

209, 210 I gu concept ua ustrates™t two sensor nodes

Sensor  nlTBREY 158 £ 365 hRbY 16k A SpOpes BOL Rl Bt RLISShet er ogeneous

application layers (i.e. different applications 203, 204, e.g. different
appl i cat F&Her IP%WOE!@@W Biua]ly gonsyraineg &y dag Pi'@c‘éﬁﬁmtgh@emé’%ééfi FY&B¥ensor devi ce
201, 202). Even if the two sensor nodes 201, 202 have simlar |ower |ayers
(e.g. if linfiatinet eftseksqpmotess vlagy 20y catiob tadlpeedarptradrkingomgels nvageeny st ens
207, 208 are equal and the hardware platfornms 209, 210 are equal), they may
be un@bl grdpased to cope with such constraints and improve system performance. With

different networking protocols, it is very difficult to integrate sensor network systems

and make them interoperable. The second heterogeneity lies in the application layer

which handles data and service management. Interoperable sensor nodes should share

the same knowledge about how to make use of the data and other functionalities (aka

15 services) provided by other sensor nodes.
[0020] The following items may be seen as the two main factors that affect the

operation of a sensor network:

[0021] a. Application Programmability

[0022] Sensor nodes. 101, 102, 103 using different hérdware/software platforms may
20  be programmed over incoherent platforms. and programming interfaces which form
the corresponding application layer. This includes the operating environments used
such as TinyOS, Contiki, embedded Linux, etc. Each sensor node 101, 102, 103 may
provide different features in a unique manner. In addition, programmability also

covers the different functionalities of the sensor network 100 such as joining a



15make use of the data and other functionalities (i.e. services) provided
by each other if they do not speak the sane | anguage (i.e. use a different
pr ogr amm W@ 26dieB719dat a managenent, etc.). Thus, there REF/SHGR0A0NG0OZUl ti es
in discovering what sensor nodes are available in tw sensor networks, what
t heir capabj i ti : ' - Qf §; use of
thel 1 sopaenk T o B B R e SR T 8881 “ & the
net wor k er, different protocols may specify the packet formats, traffic
nanageneh&?“{ﬁ%qﬁﬁ¥ﬁﬂpﬁuygﬂ§|g&ies of the sensor node networks, etc. [0029]
This is illustrated in figure 3. [0030] Figure 3 shows two sensor devices
301, 302[002pThipisilusgated Prfiewe2012/ 000092 [0031] In this exanple, each
sensor device 301, 302 runs a respective application 303, 304, supports a
respect i 024 Figrd2 phovoimal seBOE,degie6s 201y262.a respecti ve operating system
307, 308 and is based on a respective hardware platform 309, 310. [0032]

Fi gure 3[0028F BPihikaédanpld) @Weh dehiSor! ROIce @D 1] TahAPL FaapPédtive Mppliktiba 203,

het er ogeneous 5network layers 305, 306. If the two sensor nodes 301, 302

(or two ?61‘%%%&%;%\?5@&2%&%& }IS]IJaﬁ)tcoff'(% tzg?, ﬁﬁ@épersp{b@l@@%pétqﬁg%BOZ are of

di fferent senSor use the sanme 3dpplication [ayer, may stil
remain "inyisi "olo.each other since.th cannot inte et the network
traffic W%‘?W ggjéﬁoétaﬂg rls?baéﬁ o ﬁﬁ?pgghvﬁd}ar(g‘}élarF R&E)@VE&%% ]ipq’ﬁ net work data
processing. 10[ 0033] Thus, sensor nodes 101, 102, 103 with heterogeneous
appl i cat [BR6] Higwre?2 sorpeptuallpiliystrtes Hipb o srasorfadenOr sp1s0T pefWorSdfoper at e,
and it may thus be very difficult to build a | arge-scale sensor network 100
usi ng sepssothatduesnd@hoddOklongie dfferdnt feasamietvyirkis)f20 202X eangot usi ng
di fferent operating systens, network protocols, etc.). |Indeed, nobst sensor
net wpg k  ge@bpetaRtus toThkEngIBeteigese@s applivates 1a9ersgl. eliditerep aipliodtioms | n

203, 204, e.g. different applications for controlling the operating of the respective

sensor device 201, 202). Even if the two sensor nodes 201, 202 have similar lower

layers (e.g. if the network protocols 205, 206 are equal, the operating systems 207,

208 are equal and the hardware platforms 209, 210 are equal), they may be unable to

15  make use of the data and other functionalities (i.e. services) provided by each other if

they do not speak the same language (i.e. use a different programmihg model, data

management, etc.). Thus, there may be difficulties in discovering what sensor nodes

are available in two sensor networks, what their capabilities are, what services they

offer, and how to make use of their services.

20 [0027] b. Interconnecting Network Protocol

[0028] At the network layer, different protocols may specify the packet formats,
traffic management, the network topologies of the sensor node networks, etc.
[0029] This is illustrated in figure 3.

[0030] Figure 3 shows two sensor devices 301, 302.



15practice, a large-scale sensor network (such as a sensor network for
environnental nonitoring) is typically devel oped and depl oyed in several
phases. AvVOral21284W4al e prototype sensor network is first PAESIGRYRH00092
experinment with those basic sensing-actuation tasks that are fundanental to

the appl Lé‘orﬂzrr,g; B thid ékahiciﬁe,leﬁér%en@&%%e 3oi] ﬁ)zslﬁfmEesp@étmrag%lii&tibhgo_v,,enhanced

t o handl e conplicat'ed sensing tasks, enploy better W rel ess

net wor Ki t echnol ogi es..or _harness.th SSi of new
Censor  natt SRATRGT s gt plfoReRRIPE R O TEht b fEBe bR
cost-efficient |large-scal e sensor network, it ically kes sense to use
sensor néﬁé@nt3ﬂét30§r3@9il$j‘éasﬁ‘ii18nBé%%PeﬁbW?thaF%W?rSRE%g’npéﬁgt%]ﬁal ities and val ue
for noney. Also, due to the phased deploynent strategy, it is inpractical
to repl af@32h&igme 3 cenphelly shevsbe kaokiaf intetoperabiliy due tosheterogengoee
platfornms, given the investnent already nmade for the existing WO

2012/ 4 28 A4 1256”303/ 5K 0O Be 506 S@isoNeidsvBR1, 302 (bawio sehborinetvadrkein
inpractical to replace a sensor node with another node once it has been

depl oyed ida i 4€nd ty&] EnsorHddes 561?3@2(El%tdf@gffér@ﬁts%h&frh%&ﬁs)%é’ tHaGabe depl oy
simlar sensor nodes In a network may greatly limt the scalability and

flexibility.ip terns of managi ng the_onapi.ng cest. of . i and
upgr adi n@p}ﬁbcﬁggrr‘ Fageliﬂg%e\waf?'s& fsrieﬁ’ﬁn}jil?‘flggie)enttg e%cheog}beerrsmgﬁgﬁ e%é\?gﬁ%ted sensor
nodes. [0034] These heterggeneity chall enges may for. exanpl e be addressed
by uni f yIHePE Ehenedyeiktrafac frginesash ofhsr, a@f?g’i’ﬁﬂ Cé‘fln‘?té’ml%"‘ﬁ’t')‘f #fihner and
Sentilla's JCreate introduce a virtual nmachine in a node to support
pr ogr anmetyvorindatalpragesseng. anguages for the sanme platform However, in order
to achieve interoperability of heterogeneous platforns, 10 the respective
virtual [06038] ThuQReae hodusanl o102, 1163 nithdettregetdedusiapplidetioanaygranaid/or
interoperability problem may be seen to persist. [0035] For the application
| ayer, ap@tReEersTHAmd be SBRMYENedPEard, BRER nid) hOANCEerd dBEM: &PP! i cati on
specific application’l ayer that can only be used in a specific application
such as ytli ' tal @R . 3 nt

Hktu,'l& bﬁq\f%e;?JaYé é:e%?orq{et\g&ﬂ 108 us%ggex?slg} gg?r{sdl@(lﬁ h(ﬁh 88§ oghlfﬂfe%n‘?

15appl i cation ers cannot be exten er ‘sensor networ
applicatipns and they do.not interoperate a | 1. 03 i kewi se, devices
2hG Sor PRBRERS (f Sk Lot P LR AR ey DO L bR vor kI ayer
protocols such as 6LOWPAN and Zi gBee al |l ow i nteroperabilit onl¥ in a

l’i

peer - t 0- Pwst sesFarglebvork sleploviicnty make uge ohwnsemodesief similay E}Bé?la‘l!ﬁ- ty between
t wo

15 practice, a large-scale sensor network (such as a sensor network for environmental
monitoring) is typically developed and deployed in several ‘phases. A small-scale
prototype sensor network is first deplbyed to experiment with those basic sensing-
actuation tasks that are fundamental to the application. In the later phases, this sensor
network is then enhanced to handle more complicatéd sensing tasks, employ better

| 20  wireless networking technologies or harness the processing/storage power of new
sensor node platforms. To build and deploy a powerful but yet cost-efficient large-
scale sensor network, it typically makes sense to use sensor nodes that provide the
best combination of functionalities and value f(.)r.money. Also, due to the phased
deployment strategy, it is impractical to replace the entire sensor network with the

25 latest sensor node platforms, given the investment already made for the existing
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20 Wrel ess Personal Area Networks (WPANs). Co-existing WPANs can use the
sane radio interface with different protocol suites. For exanple, Zigbee,
6LOWPAN, WDrel2sRe8HART and ot her | EEE 802. 15. 4 protocol PEISG2MRANITHhar e
the sanme wireless radio with each other. The radi os of co-existing WPANs

ot her e 9§°9E%&%€)§T%£a§§3{ B S R

\frtuallz t roduce ens r n_variaus, ways
a5 P ITIa Fnerb RS e BefelRa: e Rbire LeRieRe FhaBiR it neat e for
the | ack of physical sensors or to produce hi gh-1 evel processed data using
| ow | eveleplay sinfilassershysedesin geﬁtwlsmamrea@y\}émwle\ﬁcalﬁgwy #dgr anmi ng
environnments that can generate platform specific codes based on high-1evel

| ogi c. [ BleLB]lityawewas of imhesgnathprongeing sosteddepleyiaguand queradofgtseasoe | ayer
(operating systemand application) to be used in place of the existing very

ri ch eopenaiionies Wi differdht, cﬁ%\ér fEadV@hcailNefsdr@ofgke use of the features and
capabilities that are alread 10 available in the existing platfornms and

t hus Can&(ﬂ%ﬁ $HibseldiQ eneﬁguééﬁeﬁgésvrﬁ e}(;jﬁ)? ek%ﬁ b%fadhttgsseerdﬁﬁ'qrﬁig)iﬂrée ¥ They

al so require’ progranmrers ain granm ng w platform

S L ?EyhaW@iiumer%g%gg%mﬁa&%%?ﬁggo%y?%%ab| i ng

het er ogeneous | ayers to co-exist in the sane sensor network or

i nt er operituel mahiae imp prderte SEPROTSIAEIEMIMES Wb FIR(IP] G@%@ﬁ%é@rﬁbﬁﬁarw | ds on
top of existing platforns (e.g. hardware platforns) so that not only their
f eat ur es phatfortheHoeesegdin obdidr te aclsévengteaquerabelityiod hstearpinemdpldifismscan al so be
integrated and reused. The virtualization framework according to various

enbogh meHeSespestirsviitisl radplineCa éaeh pldtfirhSs féedse BEOthus EidGHidisalby over comi ng
the existing limtation of using sensor nodes 20of a simlar platformin a

net wor k. interoperability problem may be seen to persist.

[0035] For the application layer, approaches such as OpenWSN and ZigBee introduce
a very application specific appliéation layer that can only be used in a specific
application such as utility services or control and automation. These different

15  application layers cannot be extended to build other sensor network applications and
they do not interoperate as well.
[0036] Likewise, devices and solutions that enable interoperability between different
network layer protocols such as 6LoWPAN and ZigBee allow interoperability only in
a peer-to-peer single hop setting and do not provide interoperability between two

20  Wireless Personal Area Networks (WPANSs). Co-existing WPANSs can use the same
radio interface with different protocol suites. For example, Zigbee, 6LoWPAN,
WirelessHART and other IEEE 802.15.4 protocol based WP ANs share the same
wireless radio with each other. The radios of co-existing WPANs may also be
different. For example, a WPAN may be Bluetooth based while the other may be

25 UWRB based.



[0040] In other words, according to one enbodi nent, the issue of

het erogeneity of sensor devices is addressed by a semanti cs-based and

servi ce- oWPEAt26d8WPrt ual i zati on framework to handl e t he PRESERHGOAO2i es and
enabl e transparent interoperability. The underlying philosophy of the
virtual i 7@j37p Wlﬁﬁﬁfﬂ%ﬁ@ﬁ k129 ®6 it ied &t@gbnemaﬁ@tm J@iGRWAR, seen in

changi ng 't he” way app icati ons are devel oped by introducing & WO

2012/ 128%19P(i% 2410? me | rtualization | ayer between the operating
syst em and*SEIE SN app |cations This, according to one embodi nent,
is illustrated in figure 4. 41] Figure 4 shows a sensor device 400
according tio SFEASHEHRsEATOrs F’(.‘R?@Z:]enqﬂﬁ%f‘%éh“s@f:k QEDRYSEE ISP ses a sensor
401, a transceiver 402 and a 5processor 403 configured to run an

appl i cati on. pOO4E highdevwbnpwoessdddite asiagdowdevehdata drompphysesal sensors.
virtualization | ayer 404 which conprises an application progranm ng
interface encbpedlbpbiriigl foptantAing@iviréyeéntf tat tinagenoifatd fletfémnsor devi ce and
which is configured to provide to the application, via at |east one service
access poi nt, o R FRIMUIESHAsLd 6RRIPINECA & t h anot her sensor device 10by
means of the transcelver a service to control the sensor and a service to
at | east ‘?dﬁ@ ?f L3 ghe SeRsor devi ce. n%t warel eréausengt%r devi ce

| eave a SEnShHOYS |c ﬁ%ﬁ%gpi Shof a8 YR C SeRYEEY %% 10| Y3 “Sensor
device network., [O Accordlng t o one enbodi nent, |n other mords a
virtual i 224 pRpMcp ee@em%eef theeXiRg v EDHAt WReEIng Pl I d@isor devi ce
(such as comruni catl on and sensor 15control) such that they are accessi bl e,
e.g. vi aTheypamsdet eblaitmmdke nsecofithe teaturessandmapatulidesthatede slegadyce access

poi nts, by an application. [0045] According to one enbodi nent, the

pr oces s oavdikblelin tiesxistgfplgivred aho thusrtanbe ogsartatnongaly seleentarisbue e
virtualization |layer is above the operating system |l ayer. [0046] According

to one emhadhambility. tmeY BIs8¢ERSRD rbg%aﬁlﬁ{e?ﬂ%rbeqpcﬂﬁéd%f? ghfinhiHy iAfhe

20oper ati ng system i npl enenting a network protocol ck and the

virtuali ﬁ;, L AYEH &tﬁ@@%k%@o‘ﬁetb%]s@{s%dsge% t he service to communi cate

w th ano sensor eV| ce he "net wor k protocol stack.

[0039] According to one embodiment, a virtualization technology is used which
addresses enabling heterogeneous layers to co-exist in the same sensor network or
15  interoperate while in different sensor networks. One embodiment builds on top of
existing platforms (e.g. hardware platforms) so that not only their feetures can be
reused, but existing applications and code-base can also be integrated and reused. The
virtualization framework according to various embodiments pushes the application
limits of sensor networks by overcoming the existing limitation of using sensor nodes
20  of a similar platform in a network. |
[0040] In other words, according to one embodiment, the issue of heterogeneity of
sensor devices is addressed by a semantics-based and service-oriented virtualization
framework to handle the heterogeneities and enable transparent interoperability. The
underlying philosophy of the virtualization framework according to an embodiment

25  can be seen in changing the way applications are developed by introducing a

10



[0047] The virtualization |ayer may encapsul ate the network protocol stack.

[ 0048] According to one enbodinent, the service to control the sensor

i ncl udes WO 12811Pi ng t he sensor to perform a sensing ®FES&2IBH0009ND

2012/ 128719PCT/ SG2012/ 000092 [ 0049] According to one enbodi nent, the

virtuali ' r ' t [ ik OaRhtidgcording to
%ﬂ'{daﬁga}tlo?ﬁgyer%gmgehgl'géoﬁérz{d(‘:ﬁ% r%g@meﬂlﬁ sExﬁsg?thRvor Qﬁg i

one enbodi nmen sensor vice rrses a ware platformincluding

t he sensgr.and the fransceiver. The, har r |lafformis for 5exanple

M caz, i%’cse%c,w{ %%0 OFls| G AIRETHpiS llﬂéﬁ%‘fé%\ﬁﬁﬁﬁﬁﬁ or Sentilla JCr rergte but
is not limted to these. [0051] According to one enbodinent, the service to
comuni c H041hFiguras kot a sseictevira\ilfacedimede py epbodiedbmuni cation with
anot her sensor device having a different hardware platform 10[0052]

Accor di n{004a] Ghe sarsbndévieri00 doneprises 4 swlsorz41li, @ trahsogeer pODamdles routi ng
functionality. [0053] According to one enbodi nent, the virtualization |ayer

provi gdes ,nREWeF KoPESARERI th rangd adpiRAtddinctionality.  [0054] According to
one enbodi nent, the processor is further configured to run a 15 Ti ny0S,

Conti ki , e ' Sent ating system
[ 0055] A§¥E§Lﬁﬁ%§%§°€%e eﬁﬁ%@?ﬁgﬁﬁﬁﬂgﬁge%ég%§%§%¥§?é&$%??%g@ﬁ%0nfigured to
run an operatin S\égtem and the ser.V{e\(,;f to co%ni catg v%ntg anot her sensor
devi ce i SOTBPHSSS ¢ CBPHGURR RIRGHRRINERRIACH AT INEAPRUGTIRLY e running a
di fferent operating 20system i . .. i

features of the sensor device and which is configured to provide to the application, via

at least one service access point, a service to communicate with another sensor device
10 by means of the transceiver, a service to control the sensor and a service to at least

one of discover a sensor device network, have the sensor device leave a sensor device

network and have the sensor device join a sensor device network.

[0044] According to one embodiment, in other words, a virtualization layer

encapsulates the functionalities of a sensor device (such as communication and sensor
15 control) such that they are accessible, e.g. via a predetermined interface, i.e.

predetermined service access points, by an application.

[0045] According to one embodimenf, the processor is further configured to run an

operating system and the virtualization layer is above the operating system layer.

[0046] According to one embodiment, the processor‘ is further configured to run an
20  operating system implementing a network protocol stack and the virtualization layer

is configured to provide the service to communicate with another sensor device by

means of the network protocol stack.

[0047] The virtualization layer may encapsulate the network protocol stack.

[0048] According to one embodiment, the service to control the sensor includes

25  controlling the sensor to perform a sensing operation.
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[ 0056] According to one enbodinment, the virtualization |ayer is inplenented
by nmeans of the processor. [0057] Two sensor device including a

vi rtual i 2%0i26R/128%&r according to an enbodi nent are il | BETS&2ER/PMW2 | gure
5. 25[0058] Figure 5 shows two sensor devices 501, 502. WO

2012/ 128 1B N o6 eb M0 @029 thé irfubllifation adiRk eompPaSH aSeAGME devi ce

501, 502 runs a respective application 503, 504, respective operating
systen15g%ﬁr eﬁ@nd is based on a respective hardware platform 509, 510.
Furt her, edach Serisor device 501, 502 includes a respective virtualization

| ayer 50 06. 5[0060] The,virtualjzation,|ayer 505, 506 ., of each sensor
ot ce SIDSODdscoina Iaine AUACTeHE (b s G R eE CAMPiaes RISt | on

progranmng interface (APl) as it is illustrated in fi ?ure, 6. [ 0061]
Fi gur e 6pkHoms inclyding thel sensor iand thedramscabon. Beckardivarg plaiam s d@iodi nent .
[0062] The virtualization layer 600 includes a runtime environnment 601 and
an AR leaapleMichlZ iMdted)ERIEs TelosBedtrhel Raver, Gahstiz of®dnoilla JCOAG3 ut The
virtualization | ayer 505, 506 of each sensor device 501, 502 includes four
conponeniShot igdiRU Yo 8eséPl 511, 512, an application schema 513, 514, a
prot ocol managenent conponent 515, 516 and a hardware abstraction conponent

517, 518 t I I r 1 . l'ication
scherm SH9STE Rk B3P BRbER LA AN AL R vl oBRE | 2L T
(GAS), and the Application Programm.ng Lnterface (AP]).allow through

f1 exi bl eSS ‘?"Q{%&’F PSFIYISSHo nfﬂﬁHB‘?WbtﬁsaPoﬁl&%ﬁ?%‘bfo‘ii%iCS&a&Pgai versified
applications. According to one enbodi nent, the design of this schema has

t hr ee nediffesent hprdwearg plagferer al enough to cover the requirenents of
diversified applications; 2) it provides over-the-air configurability
20such t (52} Aecardplg to ahe embodimelng thawirtugliztioh layer pavaled rowitngof i tted; 3) it
does not rely on central servers and control functions can be distributed

into thefigygb@nty.0 reduce systemtraffic |oad and shorten event response
time. The schema nmay be designed on top of a general sensor (and actuator)

net wor k gjbt@3ﬂgﬁk&d}r’}r;ﬁ)tg ohBEmBB&k glgft{l@ﬁrtlﬁﬂﬁ'ﬁoﬁ fa pﬁromd%ts %QJOﬁ}Et ack.

Accordin 0 one e i ment, un ayer protocols such as t

protocol translation functionality.

[0054] According to one embodiment, the processor is further configured to run a
15 TinyOS, Contiki, .Net Micro Framework, embedded Linux or Sentilla operating

system.

[0055] According to one embodiment, the processor is further configured to run an

operating system and the service to communicate with another sensor device is a

service to communication with another sensor devicé running a different operating
20  system. |

[0056] According to one embodiment, the virtualization layer is implemented by

means of the processor.

[0057] Two sensor device including a virtualization layer according to an

embbdiment are illustrated in figure 5.

25  [0058] Figure 5 shows two sensor devices 501, 502.
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25 physical |ayer, nedia access control (MAC) | ayer and network | ayer
protocols are WD 2012/128719PCT/ SG012/ 000092 outsi de the scope of this

schema. ANEPFP12Wg81IAI s approach in the application | ayer PET/SEARR/8¥HZ| ng and
actuation device can help to shift the workload from pre-deployment system
desi gn t oE0f {n SEPLANIPR) eadiPiRhbialel RB S0ES3@und D eeshédie pplidatiol 508 system
devel opnment can be shortened and the depl oynent procedure can be

simplifi %14 rgsr?,'[égwego g@éﬁﬁﬁt% 5%)9h%§3an%6}9b24eﬁ%n% eg%‘égvé"‘ﬁarﬁwﬁll%ar ed

application’i rf er ogeheous sensor an tuator networks to

support both interoperability and scal abj].i . [ 0065] The application
schema SE@fffggﬂéb?’rﬁBuB%hqrneafhé‘W‘P? Wats 'e%%“ﬁ[cg&ﬁ@?]"ﬁfg?ag}éa provi des a
unified and generalized sensor network application schema. It enables

10i nt egr sirfughzaiod layer 80pp¥0abi | i ty anmong di stributed and het er ogeneous
sensor nodes and can serve as a unified application interface to integrate
di st rs bujedoppht viraialisantllyed 505, 306 fSechiensor@evrrtsot, A2ahclhdetair e ( SOA)
approach. The APl 511, 512 of the virtualization franmewrk 505, 506

encapsul alfishd BRirBRRbACAHIARPPKEI0R pﬁﬂé@mﬁﬂﬁ% infdrAcO(ABNALMiNg interfaces as
wel | as provides functions for easy mani pul ati on of 15underlyi ng networking

pr ot ocol (.th.thi Pl 511, 512 diversified sensor network applications
conform ﬁlgusﬁ{%t%&h&eﬁ arrc}é' application schena can be easily devel oped. [0066]

Accor di ng t ne epbodi nent, separate sions of the runtinme 601 and the
APl 602 819.631 Piggire, S%EYS%YIB%’I‘%?%OB ayen a0, aeeoTiting toan %bq%gﬁlt- 505, 506 are
built on top of different sensor network operating systenms 507, 508 which
may for H04RbThe viverligaiondayen$OSinghiess mentine epiionaiecRyd M And 3t APl er si ons of
the virtualization |ayer 505, 506 on top of several popul ar operating

syst ens 60bhh willtberdepariteliih imoye detmhbelowt er ogeneous operating systens and
al so preserves the advantages of the |arge code- base and user community of

these esiogB] shedirRRRzA{onNgyes ¥05,83U6.of BaclUSeAEITRISice 301,5302GKcTudest foat I
fam|liar operating systens and enjoy a snooth |earning curve of the

25transi E&xﬂﬁbrf%ﬁé?ﬁarﬁ&%ﬁ %PI\Silli,tﬂ@, Bﬁ%ﬂlﬁﬂtion schema 513, 514, a protocol

management component 515, 5 1‘6 and a hardware abstraction component 517, 518.
[0064] On the application programming level, the application schema 513, 514, also

15 referred to as Generalized Application Schema (GAS), and the Application
Programming Interface (API) allow, through flexible configurations of those
functions, accommodation of diversified applications. According to one embodiment,
the design of this schema has three merits: 1) it is general enough to cover the |
requirements of diversified applications; 2) it provides over-the-air configurability

20  such that the application can be easily configured and retrofitted; 3) it does not rely on
central servers and control functions can be distributed into the system to reduce
system traffic load and shorten event response time. The schema may be designed on
top of a general sensor (and actuator) network and deais with the application layer of
the protocol stack. According to one embodiment, under-layer protocols such as the

25  physical layer, media access control (MAC) layer and network layer protocols are
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WD 2012/ 128719PCT/ SG2012/ 000092 [ 0067] The protocol nmanagenment conponent
515, 516 takes care of protocol abstraction and encapsul ati on when the

sensor noYe 280128302 | nt er connects with ot her sensor no&EI/SCRYBIEHI2
net wor ki ng protocols and enabl es interconnectivity between different

net wor Ki BgsRiehO§RbS of tHiPichbRh YA&SPHNR ARG afPoaclYRIthé apsticefioRiwosKi ng 5
protocol suites may be supported by the protocol nanagenent conponent 515,

516 to cqpe W.t-h VL4 . j 3 02.
[o068] THAtaptilepaf ap R e ST b htBRs stk hORBGRRMMET e T,
framework sits qn top of the existjng operati system 507, 508 and

i nt er act &Y Q‘éﬁlg%t%gqsﬁd?mgylﬂﬁﬁéppi‘/‘?ag‘ﬁnGF%%E‘F'&&%t ?‘n?ﬁq&%‘?é’rrsggfﬂr ces, i.e.
t he hardware platform 509, 510. It rmay 10 for exanpl e enabl e transparent
access t devclepnendean b¢ shprtenediond the deploymeriproeednrentande stapliiind. nodes wi t h
different operating systens. [0069] Regarding the network | evel

i nt er ppeFabhdriroye, tiosvhemt icaigalad be assdssra shad applicasionswterfaetinor ks to the
Internet is a sinple way to address interconnection issues. As long as all

sensor NeLRIsKReduS séhsoVINRuAS S BREVRE &6 QbR bbﬂ?in{é%&rrﬂﬁﬁby dngey can 15
comuni cate wth each other. However, as tﬁe I nt ernet does not manage

| ocal i tysiaMb(i)lritnmi on of each WPAN. Even if co-existing WPANs can
communi cate W th each ot her through the Internet, it is very difficult for

themto discover their co-locatiop statys, and cooperate on | acat|on-based

i ssues. F‘W@%b}rgﬁpﬁq}?é“%ﬁcﬁe 134 glc“;Pa“H?‘é‘rnc ﬁﬁ%ﬁﬁ%&’t‘&? lﬁﬁggcﬁ%xi sting
WPANs not only 20provi des connectivity but also helps to_better exploit and
shar e knpwividege undficsl ang gsnerabizadriensor etyark applidation s¢hemse KrenableBased
Services (LBS), which can be seen as crucial part of Ambient Intelligence

t echo®| otexsatiaroanddnteeopgrability yanfoagidisttiaitedland/Mdtérogéreous sapeorafodas
virtualization |ayer according to various enbodi nents, |ocal cooperation
can be spppeint REveARQFSi6H dPpHEan ihfeMtER hRaltd disabutedHphicmioagi es and 25

(system |l evel) WPAN depl oynents. Further, a convenient way for instant data
sharing through the Service-Oriented Architecture (SOA) approach. The API 511, 512 of the
virtualization framework 505, 506 encapsulates the application schema 513, 514 into
programming interfaces as well as provides functions for easy manipulation of
15 underiying networking protocols. With this API 511, 512 diversified sensor network
applications conforming to the same application schema can be easily developed.
[0066] According to one embodimeni, separate versions of the runtime 601 and the
API 602 (e.g. of an API library) of the virtualization layer 505, 506 are built on top of
different sensor network operating systems 507, 508‘which may for example include
20 TinyOS and Contiki. Building multiple versions of the virtualization layer 505, 506
on top of several popular operating systems enables interoperability among
heterogeneous operating systems and also preserves the advantages of the large code-
base and user community of these established operating systems. Programmers can

stick to their familiar operating systems and enjoy a smooth learning curve of the

25  transition phase towards virtualization.
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WO 2012/ 128719PCT/ SG2012/ 000092 anpong proxi mate devi ces w thout the support
of other infrastructure based systens, such as the Internet, is provided.

[ 0071] WW0 20124128TUPrent trend of connecting WPANs t o t h@CI/5G2011R#00092 her e
are many corresponding efforts to decouple the applications of existing

or ot ocol T} ate pEYBA FnirAkEha R EBhBGR T sTP b AR AT ARIBNT 0 o (ZA0)

pr ot ocol “sul such as the cation Layer (ZAL)
over- UDP. Wth the virtualizati on, accordi ri ous enhodi. ts,- these
Gocoupl oAb sRgEoLAt] SiebREtopa I BRSO 3 BRERITEGS HTUE dosp t e
their under-layer protocols. Designs of new applications of enbedded

devi ces eensomnagss fuorgh aetvpringpretasplstand e pllesmtercarmedd7ty betwedy di ng t o one
enbodi ment, the virtualization franmework provides the foll ow ng features:

Encapsul diffedent aktvidikinggirovords.pimbitear g ktrippad Bown versioAp pf hetavoilang Pr ogr anmi ng
Interface (API) such that the programmers can develop intelligent

t echni quegtb Q1 YR Th&HAbd éap?%éd:ﬂsy PELHYREEL] iha¥@héM s mpehasks | AAvasS and
t hus seanl essly 15corinect 'to a nultitude of pérsonal and w de area

NetWOr KS o, d ?ﬁ‘ﬁ%engféyClﬂnﬁi%oglgggﬁ‘%tsQ{é&%o agnseyrs such as WF, 3G

6LomPAN,C%?g ee, atron and unification of application

bl 1 cat neSEdDe Pt SR b EaRoH oy a0t PeERORiE e Rechan sme
for discovering, joining, operating and |eaving a sensor network with
het er ogeﬁmton@ﬂj dlee existing operating system 507, 508 and interacts directly with the
underlying platform's hardware resources, i.e. the hardware platform 509, 510. It may
10 for example enable transparent access to the underlying hardware resources from
other sensor nodes with different operating systems.
[0069] Regarding the network level interoperability, connecting all sensor nodes or
sensor networks to the Internet ié a simple way to address interconnection issues. As
long as all sensor networks (e.g. WPANS5) are connected to the Internet, they can
15 communicate with each other. However, as the Internet does not manage locality
information of each WPAN. Even if co-existing WPANs can communicate with each
other through the Internet, it is very difficult for thém to discover their co-location
status and cooperate on location-based issues.
[0070] On the contrary, local interconnectivity among co-existing WPANSs not only
20  provides connectivity but also helps to better exploit and share knowledge locally
among the vicinity such that Location Based Services (LBS), which can be seen as
crucial part of Ambient Intelligence technologies, could be greatly facilitated. With
the usage of a virtualization layer according to various embodiments, local

cooperation can be supported across different (device level) radio technologies and

25  (system level) WPAN deployments. Further, a convenient way for instant data sharing

15



[0073] Further features and effects of the virtualization framework
according to various enbodi nents may include the followng: WO

2012/ 128 YOREI12831012/ 000092 It changes the way sensor PRESKRBIRYUAY ot her
enbedded devices are progranmmed. It provides an APl that encapsul ates the

appl i cat b@Rnk AYSEmhRUVIES wiRhOW (RESupp¥riaTeeP it &Rt shhsateyateans unified
application programmng interfaces. Thus, programrers on different.

pl atforns_need, not 5 re-{hi their application design for each different
pl at f or msu‘%hﬁq{l%gnﬁergsth1Srpéé§gg ‘he higher level application |ogic across the

nost common spectrum of sensor. net wor k |icatiqn layers. It allows reuse
of al rea([)‘?méli‘%’gltﬂilﬁﬁ%iﬁﬁp'i té%{’@i%ﬁoﬁ%ﬁfgnﬁﬂﬁé)‘g}létq %’Fg@teﬁ%tﬂ'ﬁ‘fretﬁe Paiabl e man
hours have already been spent. 10 It exploits the platformspecific

appl i cat comespapding £fartsteedecoyple the applicasons ioti@?elst@r@%d’rﬁlﬂs frgmigbeieen

het er ogeneous platforns via unified application interfaces. It

encapsul ahés-1hye prétbedls amheaisplant theliednie aitetnbeprodebsuites] sitieagtwor ks and
provi des programm ng interfaces to nmake the nodes and networks

i ntel 1 gemtdtichRWikBee RESINGEDN LAGerTEh1g bk ePTBPORGILSthe vRWIaREMENDi NT

: 21
functions to build application and network gateways, it allows

i nteroperabil.ity between,heter i net wor ks.
Scal abl ea%f;é)§ﬁhlﬁ%¥? er e b8 ! een?%g&gg#gcoygggc?@gﬁn%%ggfgﬂlﬁéeew(ﬁéﬁ%gh ormthat may
be avai l agl e in the future. 20[ 0074 ,V@édo s enbodi ts. can.be seen to

a f GIE s fl@\“; ]

| ever age e¢bnempedded depicey g AT BRIQ e8igRY PLRYr i ent ed
architecture (SOA), and semantic web gSV\) to address the incoherency
bet ween epphrahdusafiegrbeddethdryies camalselae total proprcel wansparen{. 0075] Pl at f or m
Virtualization: Virtualization technol ogies may include operating system
virtual i 072 Accaidargagene endbodinendtthenirtuaktation Kramewoula braovaddsolg  nenor y
25virtualization, 110 virtualization, application virtualization, desktop
virtual i zZgtdvARg f@hfes:
+ Encapsulation of the network protocol stack in an Application Programming
Interface (API) such that the programmers can develop intelligent techniques
to dynamically switch between the various network layers and thus seamlessly
15 connect to a multitude of personal and wide area networks.
« Encapsulation of connectivity mechanisms such as WiFi, 3G, 6LoWPAN,
ZigBee, etc.
+ Encapsulation and unification of application schema for sensing, actuation and
control that supports wider range of application development for sensor
20 networks.
+ Service-oriented mechanisms for discovering, joining, operating and leaving a
sensor network with heterogeneous nodes.

[0073] Further features and effects of the virtualization framework according to

various embodiments may include the following:
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WD 2012/ 128719PCT/ SG2012/ 000092 The concept of platformvirtualization can
be seen in developing an internedi ate | ayer between the hardware resources
and the oNe28t¥WBY 1Pl at f orm such that any operating pl at PETHCRA/PBYWI/sed on
any underlying hardware. [0076] Service-Oriented Architecture: The

i mpor t ance ,of _Its%des SRt eGHRY | SRsGOMRMIIRY adS oMedeénibérIeQ@IMIQRY. aROA IS a
software architecture to enabl e | oosely coupled integration and

. rehitect Ure 1o en . .
comonent ol oMstEamEd7 b bRYIGES SE R REPT AT SRR, BolBhog RS oo 0

descri bed, published, djscovered, orchestrated and invoked by .other

sof tware entifeagges mroydad (RYiafach DRtoTRe S0di g@%@g%ﬁ’sy &4 APBIEHIN servi ce
provi ders register with. A 10request for a service with desired

char act eri st | pegonming wtaufaces. iThus, pragehmess 0g ¢ffersat plafagesinesd note
profiles stored in the directory. Even if no adequate services are found in

this granner, jdthirk @birlapplitasieh Geser forleadH diffecep phitfofn sakdtheesnyueonbi ni ng
several existing services. [0077] Semantic Wb: Semantics is the solution

for finding ”'_Hi_-%'ﬂié}gafr%vei AR g%iclm thOhRET %Mgn#é&uhh_@fie’ﬁk&t ed

i nformation. i sTsemantic provenance 1 nposes a formally defined domain-

specific conce&t qu% Vi SW. on,_sensor data, mtigates or elimnates
t er m nol ogi cal ‘et ?pd)éléﬁé?rin@?’ 3nd enabl es the use of reasoni ng tools for
know edge di scovery. Ontology.is the key technoleg% behi nd semantics for

meki ng i nf &r koW fevss felivhdy £isting apRlifriien Aot VRAGWH amqyRy fer m
ontol ogy can be 20defined as an explicit formal specification of concepts.
Ont ol ogy bi ndealvahjemas howisdeveslready beercansnt t hat may have subcl asses to
represent nore specific concepts than in super-classes, properties or
r el ate onshi-psitt &giloice sloy iphafovardpecifict gmllicatien dmer pfeatnedst iyes iofallolna
concepts, also termed as slots that are superinposed on the defined classes
and/ or properii@spdrabiAEf befvadh! RUBE g¥Rdous SplaHeR® i Nehifie dPplication
interfaces.
« It encapsulates the interconnectivity between the nodes and the networks and
provides programming interfaces to make the nodes and networks intelligently
15 switch between the network protocols.
+ By providing functions to build application and network gateways, it allows
interoperability between hetero geneous wide and personal area networks.
+ Scalable design in terms of being able to accommodate new platform that may
be available in the future.
20  [0074] Various embodiments can be seen to leverage the concepts of platform
virtualization (PV), service-oriented architecture (SOA), and semantic web (SW) to
address the incoherency between communication standards and data interpretation.
[0075] Platform Virtualization: Virtualization technologies may include operating

system virtualization, storage virtualization, network virtualization, memory

25  virtualization, I/O virtualization, application virtualization, desktop virtualization, etc.
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WO 2012/ 128719PCT/ SG2012/ 000092 [0078] As illustrated in figure 5, the
operation of the sensor nodes 501, 502 is categorized into different

| ayers. WO 2heyi@dsEPe pl atform |l ayer 509, 510 of a sensoPChSG20B00009502
specifies the physical attributes of the sensor node 501, 502 such as the

sensor I : J; ' he
enbedded gﬁ@%? g% }mgﬁﬁrﬁﬁgﬂﬁéﬁgﬁ§Q§@i§%ﬁé§? Iagérg%% ?ﬁgﬁg%§$%¥?;g system
| ayer 507, 508 .that defines the firmware/ m ewar rogranmmn -

envi 1 onnbbveeT e TGHFSE FRgUssR fu e QyetgB piatanh st Be AR g ani 11 11 es

of the sensor node 501, 502 (sensing, routing, storage, etc.) based on the
underlyin@ﬁhan@w&b@uﬁﬁémﬁ@Wﬁmggﬁwngg@ﬂ“mﬁé operating system may support a
particular network |ayer and the application (or a plurality of

10appl i c {076 S¢rvio@Briehidd Arthjtednee:biliel inportat@mp{GOA heerdapriad comppwingt em

[0079] Thus, the manner in which the underlying platformis utilized by an

appl i gat iQpides, rees@@ied. SOAID8 oMW arehecRRefusd oMbt I6R8ly dvapledi f f erent nodes
talk to each o6ther is defined by the network | ayer; and how vari ous nodes

inthe n k 1 npl - 15 FSth AL, ' I i£ is defined by
t he appl?%ﬁ%%gﬁf afgggﬂfgﬁﬁgég?gﬁge V|r(%§§§§§$P% F%%gphggg? 506 al |l ows
two sensor nodes 501, 502 havi different network and _application |ayers
Wi th di f FEVER S roBraRrEhFlemets- SAPACTealg Fpputeians! Pupiie e Pon, dat a
processing, and routing to interoperate. 50081] According to one

enbodi nmedescribeds publishedd diseoveisd, rahestratedmind so@ked By odier soffmare gptitgs- t he
operating system 507, 508 of a sensor device 501, 502 encapsul ates the

net wor k A@l Y& useally ihdledaplitectoay samickathet seofict pwvilensmwepisttewite A Thi s added
| ayer functions on top of the operating system (also referred to as the

host (@ pefeyubd Forsy seratd wth defiFMVdhdRsteridcaditdn redtilfsOn b satetinhdkesigent
application and network | ayers while nmaking use of the systeml evel

features wcegéibgsgjhégymqu ?ofﬁ@s%t@xteh'"i'xgt}ﬁ*)’cﬁlte‘éf&%-iﬁljeé 6f2§o idegstsabrds bk figure 7.

[ 0082] FPgure Wo sensor devices

found in this manner, it is still possible to build composite services by combining

several existing services.
[0077] Semantic Web: Semantics is the solution for finding meaningful information
15  and integrating with the related information. This semantic provenance imposes a
formally defined domain- specific conceptual view on sensor data, mitigates or
eliminates terminological hetero genei..ty, and enables the use of reasoning tools for
knowledge discovery. Ontology is the key technology behind semantics for making
information more meaningful by adding more knowiedge. The term ontology can be
20  defined as an explicit formal specification of concepts. Ontology binds together
classes or concepts that may have subclasses to represent more specific concepts than
in super;clésses, properties or relationships that describe various features and
properties of the concepts, also termed as slots that are superimposed on the defined

classes and/or properties to define allowed values (domain and range).
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WO 2012/ 128719PCT/ SG2012/ 000092 [0083] In this exanple, each sensor device
701, 702 runs a respective application 703, 704, has a respective

vi rtual i 280i20r2/128518r 705, 706, runs a respective oper at PAT/SSPSIR2OM0PD7, 708
and is based on a respective hardware platform 309, 310. [0084] The

virtual i zai-iepn J: : ' IS8 Riks 5303054pports various
5netm0rkﬁgpgfggéﬁéﬁ%g%ggfgﬁﬂf%g%eﬁ%%agﬁﬁﬁgg§¥%hol 71% and a second network
protocol 712).and applications. (e.q..a first appli [ 13 and a second
appl i cat F%tﬁg(lfl ,mtﬁr% teéﬁ%ﬂ%?s'tj(ﬁlg %M%@P@F@%é%’gg ogﬁﬁfﬂ?sc?ﬁt i ons 703,
704 on top of the virtualization layer. Thus, it is possible to exploit any
net wor k apde 35N spacifiesithg/pitysipahptiramites afithserseriodeidSPiu2isugh avihe| ayer

705, 706. 10[0085] This design also allows making the application 503, 504

i ndependeaisof modulehe. grenweor kope seneas), somininicAfidn nibdukss, thhembpgdedcat i on
devel oper can sinultaneously use traditionally inconpatible network |ayers

and appl pfRELBP anPhe henSHNTIRSn &k BHELIs e spteatBiglyseat lapst J0ay$08 that h 6LOVPAN
on the network layer. In addition, he can al so devel op application and

net wor k | SERS8 ' devi ces
runni ng 8??%%;%%?3%@%%8&@5 ayerﬁ%ﬁ%ﬁocoggngﬁﬁﬂg%g?T%é&é%%ﬁﬁgégbnprotocols.
Such gat ewa performthe translation on th rk | ayer  .and
applicatﬁﬁﬁyggigagSﬁﬁmgﬁg%F@p¥¥%%§6ﬁ en%ﬁf@ﬁ%§8£§%&RFF§“§eFW88%

het er ogeneous devi ces. [0086] According to one enbodi nent, the overal

desi gn oftorags, &tf) besgdiondbe vedarlyinghardwarg phasfosy 598, $Hk TheRpe@tAe t hat t he
capabilities of the sensor nodes 701, 702 are exposed and used as services
i ncl udi ngystére nragtswppdet b pyticulandetivioek apgd andahé applicatyar (or p@d87lity e runti ne
envi ronment 601 (see figure 6) is for exanple a small footprint of the

Vi rtyal i Zg8licafions3$e3, 9A0Gniy s blinoh3op 6f e BBErdiigeSystén.handl e on-node j obs
and network interconnectivity whereas the API 602 provides a unified

mechani Sy o) THR, 0ELkd2R 1 URICH RCRRIAARGARA N SkAPLIG, ke programrer and

appl i cat peci’fic services that are-al’so nmanaged by e runtime

oo G e o Ay B IBRIPES B b1,
2&83?3} ngéil y rtﬁ'\erSis Idel: 1nue?itbryat}1§ rsletg&rc])?k ﬁl(})’gl};) (E)Hrllc? ﬂct)v% VinOL% rio%rég ;n the %Qt\\lniforrl?n ment 800
implement and understand the application logic is defined by the application layer.

15 [0080] The virtualization layer 505, 506 allows two sensor nodes 501, 502 having
| different network and application layers with different mechanisms for data logging,
data representation, data processing, and routing to interoperate.
[0081] According to one embodiment, the virtualization layer 505, 506 that sits on top
of the operating systém 507, 508 of a sensor device 501, 502 encapSulates the network
20  layer and the application layer of the sensér device. This added layer functions on top
of the operating system (also referred to as the host operating system) and provides the
ability to use different application and network layers while making use of the

system-level features provided by the operating system. This is illustrated in figure 7.

[0082] Figure 7 shows two sensor devices 701, 702.
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an enbodi nrent. [0090] The runtinme environnent 800 (or virtualization |ayer
runtinme) conprises generic services 801, network managenent 802, service

managenerwvo20®/128nd t abl es 804, 805, 806 to keep track ®@CT|S6Re&12/00@92es and
services. These runtine services either 10stay active all the tinme or are

| voked. fGAPIRAT, OnA0dLE YALL NS I& ARSI oS Kabe RV 3548 9031 e

generi c servrces celves e 1 Nn- ets a arses themto

identify ther t he. acket shou b ed or Id be consupmed by the
node itsdl? aliélre%PS?EH engriuglizat 1%{2‘%6‘ ﬁ)swgﬁéxgrg?ﬁeﬁesg Vf GRETALRE @'Siﬁer%cozer y

814 and the routing table 805 are utilized. If the packet is to be consuned
by the s&A%0i08modés bassépn a raspeettvie hardvare platlopnB08e3 . ce 809 is invoked if

t he packet requests sonmething fromthe sensor node that can be served by

t he ser vi@s4] Thawiraraéizgiontlagdr 708670600f@ sengar evive 70 EO02exppqtseariofis t he

packet is for a service discovery, then a discovery service 816 in the

servi ce HBRRYEPRASORIR. é h?frst'n%tW&K%KﬂQeol@@@ ah@ﬁ sé@ndinetwdtk pkdiscaier vi ces
hosted on the Sensor node are retrieved fromthe service table 806 (which

may for e i Y/ tic reply
' sent BioMgrpREEEE (ERANR! SRk AR apedidl QpPﬁg%ﬁ’]ﬁntﬁE G
requests faqr sensin actyation or., auto cont t ask .t o .be

initiat eanag%estth%pw F‘ﬁé?ig‘?‘f?éo%@? %fmlﬁg%gaﬁﬂ" %B(@B tl?fnwf%?\llztaﬁf’n&l and
job table 804 conponents are used to schedule this task for execution.
[0092] Thayendiwerikispantibleiemtpleio anxoeiporetndsapplicatina lpymtayatabls wdhimel ude a
25protocol translation service 815 that can dynamcally swtch from one

pr ot ocol tHeovitttedizadidh RY&27W5280A.9PCT/ SG2012/ 000092 ot her. Thi s conponent

i npl enents various network | ayer protocol stacks such as | EEE 802. 15. 4,

Tiny@s M¢assyTaRerRs3Ad1soREwE askehdbhe WpNati&s Sentsoalihdepetdins frepnmenent

encapsul ates various network |ayer protocols at the application layer and

thus al | U chhRIGRR AL 712 M HEFbIRGHES B0RIAR Sard GhiRidobAY 2 11 2

node-t o-

traditionally incompatible network layers and application layers such as ZigBee on
the application ‘layer with 6LOWPAN on the network layer. In addition, he can also
develop application and network layer gateways between two sensor networks or
15 sensor devices running different network layer protocols and application layer
protocols. Such gateways can perform the translation on the network layer and
application layer and enable transparent interoperability between heterogeneous
devices.
[0086] According to one embodiment, the overall désign of the virtualization layer is
20  based on the SOA such that the capabilities of the sensor nodes 701, 702 are exposed
and used as services including the network layer and the application layer.
[0087] The runtime environment 601 (see figure 6) is for example a small footprint of
the virtualization layer 600 that hosts core services to handle on-node jobs and

network interconnectivity whereas the API 602 provides a unified mechanism for
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50r a node-to-network fashion. Initialization 812, maintenance 813 and
route discovery 814 conponents of the network managenent 802 may al so be
enpl oyed WER2OBE2BTIAg up the network | ayer, maintaini ng PRESE3U2O8004Rd
routing the traffic, respectively. [0093] The virtualization layer runtine

800 al S0 JLNGbMAL theGREErafPHR ANE BYSichRoNRRAR: JePRcaahM £ BsOhahliedde as
part of the service managenent 803 functionalities. These 10 incl ude

service di scover 6, ] I QN term nation 818 conponents that
are invoggﬂugﬁwgég%%%a %g%?gﬁﬁégggﬁééuﬁggkequests. The service table 806 is
mai ntained to_serve as a registry for service configurations that can be
dynani calf4p8] dbE sPPPRALS! e ERPYR @VHBWF’F@R@&WBW‘@% SRERPOMENt The S0A
approach provides application |evel interoperability between heterogeneous
appl i cat agrillbstyededsindrgireBabl es t he buil di ng of 15a application/ service
transl ati on conponent 820. This conponent nekes use of the Application
Semans i c$0030Y Figite 8 dllistdtes @ppdongnets of ay@itinaad/i®hinenss (i agoriagpios t o
translate to and fro between various applications. [0094] The conponents of
the APl 602,868t ng to an enbodi ment are illustrated in figure 9.

20[ 0095] Figure 9 illustrates the conponents of an APl 900 according to an
enbodi ne 96] _.Accordi &T@ I t L ntualization |ayer
APl 900 [[)‘L“PPL 3%8 rl?l I%t%e 9 Vléoﬁ%’eh{;% Ve g%gl%g a|{Hr??§ lg"ﬁletsrtr‘]'gn%\{%%(f Hg’lﬁ) l(I:1 g%s ul at es
application service net wor k protocols, node | evel and ta agenent

f eat ur os SERSTEHBAES BhLeREoR IREIAeeREnt §)2 FEviss magpkereat 85 BeSHmers. The
various conmponents of the APl 900 and their sub- WO ) _

2012/ 128304R0F/ S0 keep badoof jebwporienans serécesh Sheseirpntimesareices eitigg pur pose
of the APl 900 is to enable application programmers to build sensor network
appl icat stapactive Al thaitifnesd anaimvekedoyn-deméridctiotHapdlervation taskist Aypadlsit ng vari ous
application and network |ayers encapsulated within the APl 900. The

Pr ogr amMpsrser 868 AF e 2RBHid SrbicBd1agE&vall thd en-B&ind sueRetS 8REFarkdsC t0 the
application, and the deploynent on the node w |l be handled by the

virtual i ﬁ?egl @Qdé&ﬁg whtHet e 4Bk & Sh&uld BE Y&ﬁ@éorkéﬁ%l L,l?m%& beaeP! 900 is

i mpl erented for t nost” cormon sensor network platforns that” support C,
Java andngie? &eﬁ?%&%ﬁéé&@]}{% Setlvlog(r r%glllaeg%mlegt sterIJ\%céA\ folutebcﬁslchpegy 594 zfu%"' tﬁ'le main

cl asses:
routing table 805 are utilized. If tﬁe packet is to be consumed by the sensor node itself,
15 then an auto reply service 809 is invoked if the packet requests something from the
sensor node that can be served by the services that are part of the node's runtime. For
example, if the packet is for a service discovery, then a discovery service 816 in the
service management 803 tier is invoked, and the details of the services hosted on the
sensor node are retriéved from the service table 806 (which may for example include
20  application semantics 807) aﬁd an automa;cic reply is sent back to the requesting party.
[0091] If the incoming packet requests for a sensing, actuation or automation control
task to be initiated on thé node, then the scheduling 810, execution control 811 and joB
table 804 components are used to schedule this task for execution.
[0092] The network management 802 components of the runtime also include a

25  protocol translation service 815 that can dynamically switch from one protocol to the
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901, network managenent 902, node managenent 903 and data nanagenent 904.
10[ 0097] Service managenent |ibraries 901 enable programers to interface
with the WOREBYY8HAd actuati on hardware avail abl e on t h&CHhS&2013H0PH2 a
sensing interface 905 and an actuation interface 906. Through a create

service LRl afs ddpdRek ithpirhdtd CarftRls YkeGRork IdJeRpit1BstabiieuBl 8gr amrer s can
buil d conpl ex workfl ows and depl oy them on the nodes. An autonation control

l'ibrary- -BROVLJes. a-Rr . -base f ar C J:

acti vat i HEEESNRT o LA AR QR PRE LM ANC SRR 806 ey of
sensors, processing the data and reporting to the sin¥ nggﬁ in case of a

si gni f i c8PMPRREBhENCApFIIHCHYATIONE NEEIPTE Liyer Botocglsat fe appligsiiondysang he

exi sting core sensing and actuation services on the nodes. The service
manage e thus @llewalrgeroptrabiity sttaeer ngjeragehesnopgivetk kwesiie e sode®-aede t he

buil ding of the application logic to renotely di scover 20 services on known
and unknewi nb@desnddrkefashiGy, Ghitiklivaueh SINCmainthime 8 [ aidook Hisddhdry t hus
enabling true interoperability. [0098] The network nmanagenent |ibraries 902

provi de Rasi ﬁ&%&r&ﬁhéﬁ{ﬁaoﬂémgﬁa%%ﬁh\éﬁ{é%%ﬂﬁso bOERMbE It Rfifhghpavi ng a

sensor network 914. A swtch network protoc interface 915 and a network

protocol ,interface 916 .are .used in case of. jqini . rating in

het er ogeﬂgd}fgw?{gﬁ%efﬂn?lg ePeE K TR v el ré)ﬁﬁln%gie&f)arqgc’gt?%%g%\%??cs WO

2012/ 128719PCT/ SG2012/ 000092 Iibrarg 9%7 E%fvides functions to detect

anomal i ef0093] The viBlaligatiendsen rupdingg SRR CTUGRS coTp SABRPRENS O R¥BEGhput

etc. fromthe application |layer's perspective. [0099] Since the health of

t he nodethictssnlidesion the sadecas peitalf thargrviesmepzaement 80 hwatienatitiss Thescconf i gur ed
for network visibility purposes and to design the application logic, the 5
node 1eranaghrieervaidAifeoayy 8BS ingodaaees Bkamlttintsation 818 gaunponents thatmrary 918 and
a node diagnostics library 919. The semantics nanagenent allows access to

par amet ef§ oReE futdMali By 1R HRpSnde 48 Riqubits AtHeQBrvick kabldWob i§ Malndifed fol M
sources, physical and yoglcal | ocat’ion, network address, etc. The

di agnost | C : ﬁﬁfkf e [ﬁﬁn%ry and CPU
st at us, %@%ﬂ%&e@?s@&ﬁﬁg@?ﬁ%? C. B{lﬁﬁ%k%ﬁ%@%%ﬁ%ﬁg&g%ﬁ I brary 904
can be seen as aE i mport ant %E?tlgrﬁh Oé[@.éhe API. 900. f hat lgr §Vi es, basi c data
manage me ARARHCOBRSE IS CREPPRSTE A1 ke SR SRProaeh Predides ARRICABPN VPl nct i on 920
to gather data froma node or the network to another | ocatjon, data sync
921 bet wiueronerabibity basyeerbsiare ssneonnapnkise st leyers and crabigsrthe byillingob t o
conserve network bandwi dth and data security 923 to preserve data privacy
and 15 aapplication/service translation component 820. This component makes use of the

Application Semantics 807 for various application layers and allows programmers to
translate to and fro between various applications.

[0094] The components of the API 602 according to an embodiment are illustrated in
figure 9. |

20  [0095] Figure 9 illustrates the componenté of an API 900 according to an

“embodiment.

[0096] According to one embodiment, the virtualization layer API 900 builds on top
of the native operating system and encapsulates application services, network
protbcols, node level and data management features to expose them as functions to the

25  application programmers. The various components of the API 900 and their sub-
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15al | ow aut henti cated access. [00101] It should be noted that the API
features can be used in a cascaded nmanner such that data can be gathered in
a particuWVaroBpEsT18at i on | ayer context and processed i nP&THOCRROBHO2
application and transmtted over a different network protocol. This feature
al lows t %&hgoﬁéf@é @b kﬁowmr@ﬁ@ﬁgbaﬁé g?&rgos%a&eh@kppmfsamme over

0

het er ogeneous 20sensor network pl at nms. [00102] The operating systemis

for example.an RTOS (Real .Ti erating.Syst.em. | ting
System ERisNe” Bre-rarmedd PURs SRRl as oS BhBERNT ¢ nPougn
specifying priority and having delays wthin tasks. Simlar to Contiki, a
cont i nuo€¥PlEalY piEmlisthetsgdvarioup application gnd pefyark lapers sacapswatsi cati on and
WO 2012/ 128719PCT/ SG2012/ 000092 coordi nation is achi eved through RTGCS

prim ti vesthin the ARIt9Rethe progrphnere devaarpapmdicatien loged thagerviceser s. This s
illustrated in figure 10. [00103] Figure 10 shows a task di agram 1000.
[00104] kpecifittotths kpplicagsrd ahd HepRiyhensord tHehode ik e htndled by tHee calls to
tasks 51002 including a control nanager task, an app task, a parser task, a

LS g eiav rem ?Fﬁé}gﬁﬂv\ﬁng?"ﬁ@ %ﬁtﬁ?{corggé{%c%.%k xR e AhE APTI008 S {nf}flehEftEA VE task

acts e a notification queue. Every send of an

el ement i.ntp the queue notifies th ask Q2. There IS ex controlling
the usi ngPtape PRSP st ELodTat BRSSPt E b BnfaBGek and t he
send task. 10[00105] The task functionalities are as described above, e.g.
may i ncl (AEUagsRcthcdiipiies iBdheAP bidong i iPHEMEEIr 3RS SPNIE ANRRETREHer ence to
figure 8. According to one enbodi nent, the control manager task handl es

cr eat i on90Halebrorhmanagersent\?i02i mglepianapemenitd9fand date mapageapntid§4a registry
1003 of simlar content as the sensing manager whi ch has been i npl enent ed.
Eachiaut p0o97| Servideghinagemsetrlibras 90y eaable pebgrardmats to interface with the

sensors and actuation hardware available on the node using a sensing interface 905 and
an actuation interface 906. Through a create service library 907 and a utilize service
library 908, the programmers caﬁ build complex workflows and deploy them on the
nodes. An automation control library 909 provides a protocol-based approach for

15  creating and activating complex control tasks, such as gathering data from a number
of sensors, processing the data and reporting to the sink node in case of a significant
event. Such automation controls are built on top of the existing core sensi_hg and
actuation services on the nodes. The service management 901 also allows starting and
stopping services 910 and the building of the applicaﬁon logic to remotely discover

20  services on known and unknown nodes 911 and over known and unknoWn protocols
912, thus enabling true interoperability.
[0098] The network management libraries 902 provide basic features such as
discovering 912, joining 913 and leaving a sensor network 914. A switch network
protocol interface 915 and a network protocol interface 916 are used in case of joining

25  and operating in heterogeneous network layers. A convenient network diagnostics
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15timer. These control services can be passive or active. The control
manager task al so services control service discovery. The app (application)
t ask resdv0e8124@8118i ons made by application |ayer, suchPa%/SGee00008 of
data or service discovery report. [00106] In the follow ng, exanples for

Cui 1 nofaEheTLPERREL BuffiEud kot AERE B s e rave e

follow ng format: 01001x bits 8 bifs 8 bits. .Frame, control Destination
Aot o 1 D HERETEESRISPRSEHOR e PRt otE; o g ?RP?ICE?%‘} faySr's petspedtive;

[0099] Since the health of the node itself is also crucial and its semantics should also
be configured for network visibility purposes and to design the application logic, the

5  node management 903 provides a node semantics configuration library 918 and a node
diagnostics library 919. The semantics management allows access fo parameters such
as the node's identification, visibility role, time sources, physical and logical location,
network address, etc. The diagnostics that can be accessed include the node's battery,
memory and CPU status, permanent storage, etc.

10 [00100] The data management library 904 can be seen as an impoﬁant feature of
the API 900 that provides basic data management and processing fﬁnctions. These
include a data sink function 920 to gathgr data from a node or the network to another
location, data sync 921 between dne or more nodes in the network, data compression
922 to conserve network bandwidth and data security 923 to preserve data privacy and

15 allow autﬁenticated access.

[00101] It should be noted that the API features can be used in a cascaded manner
such that data can be gathered in a particular application layer context and processed
in a different application and transmitted over a different network protocol. This
feature allows truly scalable interoperability ease of programming over heterogeneous

20  sensor network platforms.

[00102] The operating system is for example an RTOS (Real Time Operating
System). In such an operating system, threads are termed tasks and can be scheduled
individually through specifying pﬁoﬁty and having delays within tasks. Similar to

Contiki, a continuous service is needed to run a task. Inter-thread communication and
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[ 00108] The following flags may be inc uded (e.g. in the frame control
field): fl: honbgeneous input? WD 2012/128719PCT/ SG2012/000092 f2: Src

type of iWPRP16EHHPng data (given fl is ON) 1. Control XRGTEHG201288¢87 ng
device 3: output type 51. Sensing data 2. Actuation comrand [ 00109] The

Ibln'Pgt |1 $hor@BatibRYs SKRVBA BrB@MERTOS Jrizhitiowd e ﬁq@treﬁ@sg serBapHotes, eviitsdi tS 8

mailboxes and timers. This 1s illustrated in figure 10.
[00103] Figure 10 shows a task diagram 1000.
[00104] In the task diagram 1000, arrows 1001 represent possible calls to tasks

5 1002 including a control manager task, an app task, a parser task, a receive task and a
send task. Every task 1002 other than the receive task has a mailbdx which acts like a
notification queue. Every send of an element into the queue notifies the task 1002.
There is a mutex controlling the using of the radio resource shared by both the receive
task and the send task.

10 [00105] The task functionalities are as described above, e.g. may include
functionalities of the runtime 800 described with reference to figure 8. According to
one embodiment, the control manager task handles creation, deletion and servicing of
the automations by keeping a registry 1003 of similar content as the sensing manager
which has been implemented. Each éutomation might be serviced by an individual

15 timer. These control services can be passive or active. The control manager task also
services control service discovery. The app (application) task resolves decisions made
by application layer, such as receiving of data or service dis;:overy report.

[00106] In the following, examples for control service packets are given.

[00107] A Control Auto Enabling Packet (with homogenous input and single

20  output) may for example have the following format:

01001xxx 8 bits 8 bits 8 bits
Frame Destination | Time Method ID | Input List Output List
control . | AutoID window

[00108] The following flags may be included (e.g. in the frame control field):

f1: homogeneous input?

25



Nunber of input Input src type (fl OFF) Src address of input 1 Src service
ID Auto ID1 ... [00110] The output list may for exanple have the

f ol | owi ngVP3PHAI28719 [00111] According to one enbodi RERSG2E1288¢082 ng Dat a
Report Packet as follows is 10used: 10101xxx 8 bits 8 bits Franme control

Dest i nat irprAge JfhpeR Yértih oSk igheen! fPis oMo | D Data

1. Control auto
2. Sensing device
f3: output type
5 1. Sensing data
2. Actuation command

[00109] The input list may for example have the following format.

8 bits 16 bits 8 bits
Number of Input src type | Src address of | Src service ID/
input (f1 OFF) input 1 Auto ID 1

[00110] The output list may for example have the following format:

8 bits _ 8 bits -

Destination address of output Destination service ID/ Auto

[00111] According to one embodiment, a Sensing Data Report Packet as follows is

10 used:
10101xxx 8 bits 8 bits
Frame control Destination Alito Source Service ID/ Data

ID Auto ID Value Time

[00112] The following flags may be included (e.g. in the frame control field):
fl: ack — request |
f2: auto — enabled
3: Source service type, sensing service or control automation
15 [00113] It should be noted that the broad application spectrum of sensor networks
is well established. The deployment of large-scale sensor networks involves

stakeholders such as government agencies, industrial companies, research institutions
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Value Tinme [00112] The follow ng flags may be included (e.g. in the frane
control field): fl : ack - request 2: auto - enabled 3: Source service

type, sen¥PR81248UPce or control automation 15[00113] | PCIHEANE/BYhot ed
that the broad application spectrum of sensor networks is well established.

The depl Qxa@yrbkermntégra@?s Seﬁ’éo?nét%mpmgmsk}ﬁve BYRlideRSsubtakpdtol ders such as

gover nnent agenci es, | ndustri al nmpani es, research institutions WO

appl i cat ) LEEGHB) R0y SRR Fouat Aol st Erough

their renDte surveillance, actuation and al er nechanlsns Thus t
spect r unfmschausmay T hHéfh&ﬁPR“&WbP? FEREPIIHEVPIK ApPHFALIORD B RYChGRRANINERE e is

i ncreased attention to seek higher returns on investnent by reducing

on- goi ngthené isas¢reaset atteitionge seeki o gladr retnmsainrinvestmerns dyacducongsersgoing0114] The
sensor network virtualization technol ogy according to various enbodi nents

can be apftdsgdctufil apra@at] spRat dndapgtadeppkiscat i on domai ns such as
envi ronmental nonitoring, honeland security, battlefield operations,

di sast er !(Wﬁrlﬁ] NOTRnbd: %H@crrk'vﬂ@l%tzﬁt&&}l teBdf ace&mrtggalvtah&@sr e moni toring,
0

transportation, smart 10 dings, smart grids, etc tential customers

' ncl ude Segs&men?t%rblé a%agl(l:emn atd¥ad spectrum of application domains such as

environmental monitoring, homeland security, battlefield operations, disaster warning
and rescue, industrial automation, healthcare monitoring, transportation, smart

10  buildings, smart grids, etc. Potential customers include sensor network technology
providers and technology integrators. The technology integrators will indirectly
represent their clients such as government agencies and large companies which
require heterogeneous sensor nefwork solutions. The demand for interoperable sensor
network technologies from technology integrators may motivate sensor network

15 technology providers to inciude support for a virtualization framework as provided
according to various embodiments as a built-in feature of their platforms. Likewise,
the ability to develop interoperable sensor networks may be neceésary for many
applications, thus promoting the adoption of a virtualization framework.
[00115] Sensor nétwork platform providers may find greater interest in the

20 technology according to various embodirﬁents as it pushes the limits to which sensor
networks can be applied. These providers may find it indispensable to provide the
virtualization framework according to various embodiments as part of their product

offerings due to the expected growing user interest.
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provi ders and technol ogy integrators. The technol ogy integrators wll
indirectly represent their clients such as governnent agencies and | arge
conpani esWoiEI28BHuUi r e het er ogeneous sensor networ k solPCGTiSGRE&L2/000982 demand
for interoperable sensor net wor k technol ogi es fromtechnol ogy integrators
may rmtl | ude support for
a virtual (?6212{5 f om amewor Og.éetgvg@ﬁ%&%%gé O%Sg%hg%%r %l/%ﬂogﬁs enbodi nents as
a built-in ature hei r Iatfor Li kew se he abilit devel op

i nter opef"%ﬁag B&HH F%gd‘ﬂﬁ)}o FRbAdmsats IRy 1?“6‘% YRR U B ‘?il B&Ei ons, thus
pronoting the adoption of a virtualization framework. [00115] Sensor

net wor k ghatof the fhepibdity @t sostarplueibruefrteeffass td gistamesss. in the 20 technol ogy
according to various enbodinents as it pushes the limts to which sensor
net wor ks [@HN7pe Whilk ittedinvdhipadapbean mheti ailarbyshoivachnidtdesoritied petisabl e t o
provide the virtualization framework according to various enbodi ments as

part of tdglchcdlo ge&ﬁc eiafrg%h BESodiRnt ittsheu18 PR eGH &S 08H BYithte YRk | Nt er est .
WO 2012/ 128719PCT/ SG2012/ 000092 [00116 Thus, as the senhsor network narket

grows, t he %ea{:ﬁﬂ%t VARHYe éhlénéés ih 'f&]nll aecl? e{n?&g at%g¥1%%&8 1?1{0'?.1 to

enmbodi meht & even great e exibility and
cost - val ye bene it jt aoffers to torrers 0 ile th nventi on has
been par HFR?&WI% Wéh%%ﬁ“h S(T@E?:? SW‘WPP‘PP %sr%?ﬁépéhv&q@p% fic exanple
enbodi ments, it should be understood by those skilled in the art that
various ehimgddeiseorec theindentiand th ipatedvpy dretappended clgimpend allleparti ng
fromthe spirit and scope of the invention as defined by the appended

cl ai ns. Thagscwhizha@bnieheithindenheoing and ange ofreduoateady by thelvdaimppended cl ai s
and all changes which conme within the nmeaning and range of equival ency of

t he ¢} al FRrabR iALRhi&T BfRIenbrideg@nded to be enbraced.
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WO 2012/ 128719PCT/ SG2012/ 000092 CLAIMS 1. A sensor device conpnsing a
sensor; a transceiver; 5a processor configured to run an application; and a
vi rtual i 280i20r2/128%18r whi ch conpri ses an application pro@cCaseiong/onever f ace
encapsul ating application |layer features of the sensor device and which is
configureq {pgrovide to the application, via at |east one service access
point, a=sServrice to conmunicate wi th anot her sensor device by neans of the
10 transceiver,, a service to control the sensor and a service to discover a
sensor dévi ce ¥V RAOEPINEE sensor device | eave a sensor device networ k
and/ or have the sensor device join a sensor device network. 2. The sensor
devi ce accordRfgAB cl aim 1, wherein the processor is further 15configured
to run an operating systemand the virtualization |ayer is above the
operating sysaemméc@yer;,, 3. The sensor device according to claim1, wherein
the processor is further configured to run an operating systeminplenenting

a netywork prohesessol a6 gto@id rhif @n Wppliddabh;zali on | ayer is configured to
provi de the service to comruni cate wth another sensor device by neans of

(e, 08K PSR e ol 50558 o BRGPA IR e ™ S
encapsulating application layer features of the sensor device and which is
configured to provide to the application, via at least one service access point, a
service to communicate with another sensor device by means of the
10 transceiver, a service to control the sensor and a service to discover a sensor

device network, have the sensor device leave a sensor device network and/or

have the sensor device join a sensor device network.

2. The sensor device according to claim 1, wherein the processor is further
15 configured to run an operating system and the virtualization layer is above the

operating system layer.

3. The sensor device according to claim 1, wherein the processor is further
configured to run an operating system implementing a network protocol stack
20 and the virtualization layer is conﬁ gured to provide the service to
commﬁnicate with _gnother sensor device by means of the network protocol

stack.

4. The sensor device according to claim 3, wherein the virtualization layer

25 encapsulates the network protocol stack.

AN



25encapsul ates the network protocol stack. 11 WO

2012/ 128719PCT/ SG2012/ 000092 5. The sensor device according to claim1,
wherein tWE28B/\28H8 to control the sensor includes cont PENSGAY2{AYIZensor
to performa sensing operation. 56. The sensor device according to claiml,
wherein the virtualization |ayer conprises a runtine environnent. 7.The
sensor device according to claim1, conprising a hardware platform

i ncl udi ng the-sensor d. t ranscetver- 10.8,:- .Sens pce accordin
Lo clai m7.  wABsaror ARl R R witeidine RS BREb S S Tef o,
At mrel Raven, CGunstjx or Sentilla JCreate. 9, The sensor device according to
claim1, wher &¥1§0F msludes conirolling the SFASAT ORCEOTB R SCRASIBRBPHAEO ensor device i s
a service to communi cation with another sensor device having a different
har dwar e platform

5 6. The sensor device according to claim 1, wherein the virtualization layer

comprises a runtime environment.

7. The sensor device according to claim 1, comprising a hardware platform
including the sensor and the transceiver.
10
8. The sensor device according to claim 7, wherein the hardware platform is

MicaZ, iMote2, IRIS, TelosB, Atmel Raven, Gumstix or Sentilla JCreate.

0. The sensor device according to claim 1, wherein the service to communicate
15 with another sensor device is a service to communication with another sensor

device having a different hardware platform.

10. The sensor device according to claim 1, wherein the virtualization layer
provides routing functionality.
20
11. = The sensor device according to claim 1, wherein the virtualization layer

provides network protocol translation functionality.’
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10. The sensor device according to claim 1, wherein the virtualization

| ayer provides routing functionality. 20 11. The sensor device according to
claim1, XREPB81Ae virtualization |ayer provides net wBER/SERH2HLY02
translation functionality. WD 2012/128719PCT/ S&012/ 000092 12. The sensor

devi ce_aqgor ditg stfyof H&ice roox‘dﬁ%t%'c‘l‘alﬁlhﬁ wWHeRG R S YProtdisdrus fligler configured to
run a Tiny0S, Contiki, M cro Franework, enbedded Linux or Sentilla

operating syt éd?tomﬁ aSﬁchgﬁ AN RRE Pl 0! Bhhckeq 1R 0T OCCSSOT

is further coﬁ?n ed to run ‘operat’ing sys and mhereln e service to
communi cate with another sensor device is a service to comruni cation with
anot her sensoPr§@Wi%éWFHWHgﬁésﬁndlfferent operating system 1014. The sensor
device according to claim1, wherein the virtualization |ayer is

i npl enented by means of the processor.

5 13.  The sensor device according to claim 1, the processor is further configured to
run an operating system and wherein the service to communicate with another
sensor device is a service to communication with another sensor device

running a different operating system.

10 14 The sensor device according to claim 1, wherein the virtualization layer is

implemented by means of the processor.
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