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SMARTCARD TECHNOLOGY FIELD OF THE | NVENTI ON The present subject matter
gener al | ywomerringsa system and net hod for providi ng trarafeeshbkss2aet er

|l i censes via smartcard technol ogy, and nore particularly relates to the
utilization of smartcards 5 to effect. the addition, renoval, or
nodi fi cation of specific functional %eatures associated with a utility
nmeter via smartcard |icense transactions. BACKGROUND OF THE | NVENTI ON Many
varied types of netering devices have been 10 provided worldw de to
monitor the distribution of custoner utilities at residential and

commer ci al roperties. Uilit e i jfferent
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execut ed. Neseéirowar emagncheddanwnknadetdrbosWo-2004/ 017168

PCT/ US2003/ 025324 2 a util ity aebeint grafds TRTBNeToR" nodify the
functionality of a neter.

Many varied types of metering deviceg have been

10 provided worldwide to monitor the distribution of
customer utilities at residential and commercial
properties. Utility meters may be used to monitor
different types of utilities (i.e., products, or

commodities) such as water, gas, electricity, cable

15 service, telecommunications, and others. Such utility
meters are also often characterized by different
functionality and specific performance capabilities.

A utility meter is typically equipped with all
the hardware components needed to operate in a variety

20 of fashions and with a multitude of optional features.
Thus, a microprocessor-based utility meter generally
corresponds to a multi-purpose metering platform. The
functionality provided by each particular meter is
governed in a substantial fashion by the firmware

25 embedded in the meter. The meter firmware corresponds
to the software stored in various memory chips or
other components in the meter hardware that enables
other software instructions and applications to be

read and executed. New firmware can be downloaded to



Many existing utility nmeters are configured such that a user can upgrade a
nmeter's functionality by 5 downl oading new firmvare to the neter. The

enabl emrenwoO 2064/08 firmvare at a neter is often referemcadsass/oaproadi ng
and downl oadi ng keys in the neter. These neter keys unlock certain
features and/or capabilities of the nejer and enable nmeter operation in a
selected 10 fashion. Meter key access is typically enabled via |icenses
that may beapul’:ﬁm%?dma}te& sehddD fegoent ol eedi€sy mhye be avail able for
each type of nct i lity that can be added to a neter. A |license 15 for
a function nglﬁnﬁgér% % A" to add that functionality to a meter,
at which point tHenli eerise incs utdisitge med eurse @.r eKieowd iigeedaso lsog for

upgrading mej,ef of WaEL) onal | fa%l\éOl 2/ GR e PUtehase-of upgigde

| i censes and corresponding a ications that are provided on dlskette
storage Hevidowpsdpadsueh ngivs Waéfr%\ﬁlodéhlenﬂ@t@é’tl oF e SNEHEBIES a user to

access new fd %{Mﬁr%l%m@ﬁ@ta&r d m&érnqrse@ﬁt%l parfdr@atard dfdinctional ity

for a neter. Such di sks al_so |nt ai.n Ilce se co such that the
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di skette 309 t|ved}y I'nsecure and “nay often pose ity
pr obl ensobotflashdonhe manufacturer or distributor and to the user.

Addi tional knowntechnel 8oy Jrkes s 8fi dANG) ashab1¥d selcwrl ty connect ors
with specialized internal” 35 chips, that must be connecte atP I /O port

of a WO 2004/iGETESS PEHIUSE DB 25eGderd HRfTe it certain
features or MRiRIsed WRGt inald Y1 4191 & Woprenet Iyype hese peri pher aI

functionality that can be added to a meter. A license
15 for a function gives a user the ability to add that
functionality to a meter, at which point the license
is considered used.
Known technology for upgrading meter
functionality involves the purchase of upgrade
20 licensesg and corresponding applications that are
provided on diskette storage device(s). Such disk(s)
provide information that enables a user to access new
firmware on a meter thus increasing particular
functionality for a meter. Such disks may also
25 maintain a license count such that the number of
upgrades can be monitored. This license count feature
intends to ensure the number of upgrades downloaded to
a meter matches the number of purchased licenses. The
use of license and upgrade applications via diskette
30 can be relatively insecure and may often pose
usability problems both to the manufacturer or
distributor and to the user.
additional known technology makes use of dongles,
or security connectors with specialized internal

35 chips, that must be connected to an I1/0 port of a



adapters are also prone to problematic security issues, and may thus not
be desirable for certain 5 applications. New advances in netering

t echnol ogyohasiared Wi Il significantly increase the numoaruseéosmpiszeons and
functional features available for a utility nmeter. Each upgrade can range
in cost fromseveral hundred 10 dollarssto several thousand dollars or
nore. Gven the increase in functional options that utility nmeters are
af for ded, it mesededevédet anpoadiete fionprevedinf eakuiessang meitheds for

adm ni sterin - Lng, t depl nt of,. |licensed ter, functionality
15 upgrades.gﬁ?@?%gg?ggkgrg?e??%ﬁgggg%FbdeeEgﬁgﬁ pFé&ﬁﬁ%F@ with an
ability to eRsapécespf atei wésof proniconal prpbileansfier seotirseyure | i cense

transactions; MWikke ¥aRi QHS Syskemsrand @%%EQQ%1Q3%%rb%%Qt%9ndeve'Oped to
address neter uggrades and” correspondi ng I cense transactions, no one

desi gn has eRBPJed2ERIPS general |y enconpasses al | of the desired
characteristics aNehendabheesprieserteding acedhdades hakih ahbegulj ect

technol ogy. 25 BRLEF_S RY OF THE INVENTION In view of the discussed
dr awbacks an%19%%5%?%8#?§A%n8ﬁ883ﬁt&b&dnﬁkaﬁeOFiQP&lgpsu %ty metering

and upgrade faatuienaicéaQEQIeanawmﬁﬂabé@ feystemtand tiyeteaexf.or providing
t ransfer abl epgRhenodfabibceancs has heen develaped.. Ihus. Breadly speaking,
t of 't matter is to pr

a general objec e present Subject t ovidée smartcard
t echnol o4y t RatlenabresspEespl theswsad: feadpess candioas -abiGiivey t o upgrade

and/ or downgnadentuvagkional Fiyctecaalt bkt ¥nietekt TRE 1tiekmd0-2Q04/ 017168
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represent defitEe8thST Ef-&FENLEQIPES VARG MPERVES and associ at ed

t echnol ogy asereuogni 2ad matdatiz for administering and managing
' the deployment of licensed meter functionality
15 upgrades. It is also preferred to provide such
technology with an ability to ensure effective
functionality transfer and secure license
transactions.
While various systems and methods have been
20 developed to address meter upgrades and corresponding
license transactions, no one design has emerged that
generally encompasses all of the desired
characteristics as hereafter presented in accordance
with the subject technology.
25 BRIEF SUMMARY OF THE INVENTION

In view of the discussed drawbacks and
shortcomings encountered in the field of utility
metering and upgrade feature licenses, an improved
system and method for providing transferable meter

30 licenses has been developed. Thus, broadly speaking,
a general object of the present subject matter is to
provide smartcard technology that enables meter
license transfers and an ability to upgrade and/or

downgrade functionality to a utility meter. The term



storage, transactional and other applications. 5 It is another principal
obj ect of the present subject nmatter to provide technol ogy that effects
met er furwDi200al7teg via | i censes that may be purchased PCamSa003BRE324
manuf acturer or license distributor. Such nmeter |icenses can be used to
enabl e or disable 10 firmvare previougly installed on a neter.
Alternatively, the neter |licenses can be used to add new firmware or

rg_mlo}/e and/ @maedisfng exi Sise@) Hdramaries fi@fte&ldaat &l lgtéBMS v sngvi ding an |
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m croprocessQr, _and counter .t.o manage t&%?%?bﬁ.ic@ti?r&enses pur chased by
|

a user from réEIqTeét_er manucfactur.er or licens stributor. The smartcard
m croproéessor alltows fmotdiare@r iguhimadt iadn edndfc FifuUHTERSYN bet ween t he

smartcard reafffe ANthad + SOMHINLAL RN RUTInAlodN & HIRE IE£ANRQE her obj ect  of
the present subject matter is 25 to]1 provi de secure net hod for
o
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ai ds this objrest iavenddie torauisctainar it Y denser yWhiteagridpityolf eat ures, such

as user identification.via_Personal ldentificati ef. i nput .
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license transact ifdtdr A @hid lpdawrideig obj egti Ofc heo preasesgrdmcanol ogy is
to provide transferable metef llgenses such that a .

15 Yet another principal object of the present
technology is to implement meter licenses via
smartcard technology. A smartcard is preferably
provided with memory, microprocessor, and counter to
manage the number of licenses purchased by a user from

20 a meter manufacturer or license distributor. The
smartcard microprocessor allows for direct connection

' and communication between the smartcard reader and a
communication port at the meter.
Another object of the present subject matter is

25 to provide a secure method for implementing meter
license transactions. The utilization of smartcards
aids this objective due to a wide variety of
cryptography features, such as user identification via
Personal Identification Number (PIN) input. Secure

30 meter transactions are also facilitated by a random
communication protocol employed when transferring
meter license information. Such communication
protocol helps prevent license theft as well as

potential license count errors (e.g., as could be



5 smartcard can be used to either upload |licensed features froma neter or
downl oad licensed features to a nmeter. Wth such transferable |icense
capabi | i twp 2004/@g7168n nmeter |icense may be downl oaded t oPpemaisaedaslorsdgs neter,
upl oaded fromthat utility nmeter at a later 10 date, and then downl oaded to
adfferent utility meter. A resultant advantage of the presently

di scl osed technology is that neter manufacturers, license distributors,
utility prowaesessi ahdriend wonstmrtsagan b alsocart iduziend e subj ect

smartcard tec W ' nmeter inventory and |icensed features
A&é Q09 t%%]lsé%!la&? J

t her eof . ional “objects and advantages of the present subject matter
are set forth inA@tiwl IfTudhgpakinct tof thegerefenyy diechtyolddy| in the
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illustrated, Jtefer Lo dAlsgussed. @2 fde.f unctional,..operational,
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Still fuothedatet 3rdtighere doioeterded thad dHt feerntulehbbey nents, as wel |
as differentpypresently preferred enbodi nents, of this technol ogy may

i nclude 35 various conbj nations or configurations of pre entJn
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det ai |l ed description 0O
15 also utilize the subject smartcard technology to

manage meter inventory and licensed features thereof.
Additional objects and advantages of the present
subject matter are set forth in, or will be apparent
to, those of ordinary skill in the art from the
20 detailed description herein. Also, it should be
further appreciated that modifications and variations
to the specifically illustrated, referred and
discussed features and steps hereof may be practiced
in various embodiments and uses of the subject
25 technology without departing from the spirit and scope
thereof, by virtue of present reference thereto. Such
variations may include, but are not limited to,
substitution of equivalent means, features, or steps
for those illustrated, referenced, or discussed, and
30 the functional, operational, or positional reversal of
various parts, features, steps, or the like.
Still further, it is to be understood that
different embodiments, as well as different presently
preferred embodiments, of this technology may include

35 various combinations or configurations of presently



5 figures). One exenplary such enbodi nent of the present subject matter
relates to a smartcard for use wth utility neter |icense transactions,
wherei n twWe 20evartesard preferably conprises nenory, a mPCTASR@GM333Q4, an
interface port and an enclosure. 10 The nenory nodul e nay be configured to
store files wth information correspgnding to license transactions and the
m cr oprocessor nay be configured to process data transferred to and from
the meter. Jhe-epsbasvegrupegvbdes]ambadsi ngrf ehetibecgutbtandsnenory and

15 m croprogessor conponents. The interface port_ (such _as ni.ne- pi n

el ectrical ESRAREEELRY F?mg6H?Fbﬁ?@do%ofeégﬁﬁgéf Béagghagfesggﬁﬁunication

bet ween t heosnasheagdraandna shareodr doteaderesSlyhsbrenpliar ghemart car d

embodi ment pay, al Sofﬁ“%lc%{@%daih' EgBSSeEQE?]‘éSV d%@%&é%?igﬁ' Bkaknsya number of
0 be owngr ade

li censes avaivapre upgraded to or . romselected utility
net ers. Anof henrpeésenOnexenphai prenboghnenbosinens o§ubféct t echnol ogy

concerns a %ﬁ@ggﬁer dubeader nabreentbaured £o bnkekiacary EBraveti ity neter
and a peripheral conputer such that meter |icense ansact%gns can be

] t
ef fect ed. SWéhhRaubpaityaF§trEaddFersfefefREPy i REPud¥Sea St urafity of
various int gnhaeearBopks reetbilpt evaprieetsi ngroayporents in a metering 30

system Smartcard reader may _includ fi int erf configured to
connect and™EGATRAPCECE “wi £F éngﬁégﬁggr_Pig ?@@o%‘ %%?%?%ggg'port
confi guited The cemmuny cadelw thyabgeciopfdcalresorrputséorePEllasd a PC- based

appl i cation, ;and . ded 12t eh 268 RO HPk 39 ICRMRRC g sbhe st car d
fender to a“itH i ftorfqlg{agrl.&\/\gozom 017168 PCT/ US2003/ 025324 7 Yet anot her
exenpl ary embdditienMisi oHROCEEESEN ANt & KGNS RN e T2 T8 er i ng syst em

capabl e of gRrQVidiRG fwared endl@Emegr aded fatret.i omld typclosherei n t he
functionall t}g)%lroi*\rsideensatc)al %%uosrincg ot1):| ec%e\/isafnartcard memory and

15 microprocessor components. The interface port (such
as a nine-pin electrical connector) is configured to
connect and enable communication between the smartcard
and a smartcard reader. Such exemplary smartcard
embodiment may also include a license counter that

20 maintains a number of licenses available to be
upgraded to or downgraded from selected utility
meters.

Another present exemplary embodiment of the

subject technology concerns a smartcard reader

25 configured to interface with a utility meter and a
peripheral computer such that meter license
transactions can be effected. Such a smartcard reader
preferably includes a plurality of various interface
ports for interconnecting components in a metering

30 system. Smartcard reader may include a first
interface port configured to connect and communicate
with a smartcard, a second interface port configured
to communicate with a peripheral computer (PC) and a
PC-based application, and a third interface port for

35 connecting the smartcard reader to a utility meter.



5 meter functionality licenses, and wherein the netering systempreferably
i ncludes a netering apparatus with at |east one comuni cations port, a
peri pher aWwo 20enpate8r, and a snartcard reader. The net er POF/USapBALERUS

el ectronically nmeasures or distributes a 10 utility product and includes a
comuni cations port such that other conponents in the nmetering system
(such as the peripheral conputer and the smartcard reader) can communi cate

with the processiag saRpaBentsepblbhe BRbEHLAgnaPPEr 8husprAssnartcard may

then be 15 utjlized in copgbination with the subject teri.ng system such
that transfEfabrelPE¥ensd® Vﬁﬁsﬁc??5ﬁ5198n8Y8§8HLFagﬁgﬁﬁ Plr t her

enbodi ment spebvibiendi sphesddd bechHnehggpdedl dtesttionaetibydol ogy associ at ed
with the 20 license. tr y : -he t ;subiechjaBpt €. A

parti cul ar g&%ﬁ%ﬂ%rghgngggg%éﬁﬁgg%e&u%% ﬁgéﬁggglggygh%%volves a nmet hod of
utilizing amshert fandttionpddnyf diceastgncenEndherein E8/sBeEETANGti ity

neter. Suchg progess-peebenablindinyekyes nerkenhachpgazasier veahd 25 with a
utility netey, Interrogating a license counter on.tﬁg spartcard to ensure
a proper |i@EnsEasbuRne SAMEVEiSErdrast PRASH efr PRYPHE Gesi r ed

functional i b¥mpuRe@Vi GiNdY sA shReita reormadiesat | Mhepaich crétngeen t he
smartcard and the util ity neter

the smart caPEPERE e Q§IQH§CE%2§gFE%%%§%%rrkn%fg%gi%%%rga%!On g

€ or disabl e selécted utility neter
functions. uthe ialoye ogiuotessicandcdtiderss a woaosoridatdensd Pvrtthe di scl osed

t echnol ogy gﬁghb%h%%pggxgﬁéEgﬁﬁmhgn%%tq&_t@ggﬁég%rg&@p%@%g%nand in meter

downgr ade processes. _ ocesses may include steps of providing a WD
2004/ 017168 (PCThUSE0 30 BSF2Phegr ad g fat ¢ 1 dafertih a‘%@é‘&%\mth autility

neter and a,-peliheral ComiRiateRgagi Nhel RitRId=Candy icthpdremtssmart car d
reader, activating a PC-based traQ§fer agpli atiqp an %@%n?%e and
per f or ni ng ekt &hggmetering apparatus. A'smartcard may

15 utilized in combination with the subject metering
system such that transferable license transactions can
occur.

Still further embodiments of the disclosed
technology relates to methodology associated with the

20 license transactions of the present subject matter. A
particular exemplary embodiment of such methodology
involves a method of utilizing a smartcard to transfer
a functionality license to a utility meter. Such
process preferably involves interfacing a smartcard

25 with a utility meter, interrogating a license counter
on the smartcard to ensure a proper license count
exists before transferring the desired functionality,
providing a secure communication path between the
amartcard and the utility meter, and transferring

30 information between the smartcard and the meter to
enable or disable selected utility meter functions.

The above process and others in accordance with
the disclosed technology may be employed both in meter
upgrade processes and in meter downgrade processes.

35 Such processes may include steps of providing a



5 authentication between the smartcard and the PC. In the case of neter
upgr ades, communi cati on between the PC and the neter enabl es sel ected
enhanced wet2ee4/017®8t ures and a smartcard |icense count ePCras2asoesaent ed.
For meter downgrades, conmunication 10 between the PC and the neter

di sabl es sel ected enhanced neter featgires and a smartcard |icense counter
is increnmented. Additional enbodinents of the present subject matter, not
necessaril y sexpressed rigaddl S raisntaceded itlb asentiildny matdmehdde and

i ncorporate_various _conbi nations of aspects of fe . C onents, or
steps ref er Bfited eﬁaﬁhéloénl?r%%ﬁ’zeeélgc?ﬁlegt iavesén‘—’Iétfl:l;’c?\e‘a}’lté:,Lcllr E’Q%Lnté)/ %[lrl%ot her
features, cenmponeatrs, mrdtEpacdsvagtingr Wi $E-desegs sarnisfarhi s application.

Those of ' 20 atdinaty kil ol e 3ila Wolledielikel dpieghate the  f eatur es

and aspects such ments, ‘and others, upon review of the renmainder
of the specPuitdgnitdFa BRIEPIRSFY pheogmar thag NGS BLf uli® and

engbl i Eg di f%@lboa%lars% @‘fdtntaa.e;e&r eﬁgﬁjfﬂade(% sahinesti Jmtiter bdtwadaiditng t he best
node t hereof, irected to one ordinary skill in the art, is set forth
in the specFG &G &S WRTH r?él?gﬁlqsefsee:l&%:ee%(oen}ﬁ{bceé%&egt &d figures, in
whi ch: Fi gufeatuddsusindatae ssnaarteseanipllaroemst eraurgeaysisem 30 with
interfaced spartcard feat ' g,@HC‘ |t ol R asei  subj ect
matter; Fi gaireecrfmﬁrn%velcges%&?l%év}/:egﬁ% ;f_ﬁdeéége’n{kﬁl on of an exenpl ary

met hod ob utdeltivsiany thes R tand d-ho natsansHaalart9OmATeY | i censes and
cor respondi ng WR 2004171 66 RGT/ 452008/ 025324 c S-dret fed@at ur e

capabilities to a utility neter i accordance with the presently discl osed

t echnol ogy; CHMFHe 1B priRA TR 41 ow chart representation of exenplary

process steps foraqerdismaNgemxé@imalt S atttentpcaddn debjeen a smartcard

and periphe%%tter, not necessarily expressed in this summarized

15 section, may include and incorporate various
combinations of aspects of features, components, or
steps referenced in the summarized objectives above,
and/or other features, components, or steps as
otherwigse discussed in this application. Those of

20 ordinary skill in the art will better appreciate the
features and aspects of such embodiments, and others,
upon review of the remainder of the specification.

BRIEF DESCRIPTION OF THE DRAWINGS

A full and enabling disclosure of the present
25 subject matter, including the best mode thereof,
directed to one of ordinary skill in the art, is set
forth in the specification, which makes reference to
the appended figures, in which:
Figure 1 illustrates an exemplary metering system
30 with interfaced smartcard features in accordance with
the present subject matter;
Figure 2 provides a flow chart representation of
an exemplary method of utilizing a smartcard to

transfer functionality licenses and corresponding



conputer in accordance with the present subject matter; Figures 4a and 4b
provide a flow chart representation of exenplary process steps for 10
comuni caworegodaarwsen a peri pheral conputer and a net ePCraszesngies
desired neter functionality; and Figure 5 provides a bl ock di agram
representation of a smartcard |icense %r ansfer application and exenplary
user-sel ectable features thereof in 15 accordance wth the present subject

matter. Repgatcusecgturef %@g)%m%%%ctt@rg h'&&Q%E}OH&at@&e inpresent
speci fication and appended drawi ngs i s t ended to re ient sanme or
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particularly concerned wth Provi d| r .3l r,pl i censes via
smartcard t éﬁﬁBﬁSW PTH5EE S Q:[epéc’ul ar %e%?%fr% ?cl ose(tf%t echnol ogy rel at es
to 25 the uaultheatnaatabnsmttmm@ amd nreeed Ialn@emptf@raéffect t he

addi tion, rempyal e0n AMald:Rall N ln SRECHLIE dringhikyaal f eal ur es

associ at ed & utili ity neter. The discl osed technology enabl es the use
of 30 smarM@&tE&rtechnol ogy to upgrade and/or downgrade functional

features to a utiphigyaBRURS an%f»‘\iﬁf Jroveerpenadlics ehaaturet eri ng syst em nust
typically be resent such that thi.s transfer \R%cess an take place.

These conpoRERESSEREATIOT SHy EHISTBHAT il &S Sf: /017168
PCT/ US2Q03/ @adi2é i ch® iappdretweses autddnipdekral cmm}p]rtcsm @madva h peri pher al

devi ces and smatrt%ar(;11511‘3%‘35[f [£%3e ’}ded""rﬁété}e ﬁcq RAL ferelifywth

reference t &F i-gure Wwar e eatures in conj unctjon wth such
metering system Figayapwer eromgbrerd LI @@%@CWWQWd | i cense

transfer appld catd@R:Bs-d ef ffansed tqhdfddurzpplication and
exemplary user-selectable features thereof in
15 accordance with the present subject matter.

Repeat use of reference characters throughout the
present specification and appended drawings is
intended to represent same or analogous features or
elements of the invention.

20 DETAILED DESCRIPTION OF THE EMBODIMENTS

As previously discussed, the present subject
matter is particularly concerned with providing
transferable meter licenses via smartcard technology.
More particularly, the disclosed technology relates to

25 the utilization of smartcards and meter licenses to
effect the addition, removal, or modification of
specific functional features associated with a utility
meter.

The disclosed technology enables the use of

30 smartcard technology to upgrade and/or downgrade
functional features to a utility meter. Several
components of a metering system must typically be
present such that this transfer process can take

place. These components include conventional metering



5. Once a netering systemand the required peripheral conponents are
configured in a proper 10 manner, nethodol ogy in accordance with the
present swbj2eetoinm8t er can be effected. In general, suclkRCTmS2GHRIRYY
relates to a process of utilizing a smartcard to transfer functionality

| icenses and corresponding neter featyre capabilities to a utility 15
nmeter. Such process wll be described herein with reference to Figure 2.
Figures 3, 4apandt4Be80NERIA z0N & npabhheukan onphaedspestigperagsoci ated with

t he general nethodol f Fi 2. As wll .be, her,.und tood f

t he go fol l Qﬁvﬁﬁeﬁeéga?/ﬁfnigtfﬁf;a%ﬁr gﬁ?&ﬁ?&lswaﬁpge%ﬁiflg;hegrlql%g:}%%éggo(asrionm
Figure 3) batween aishatrkedardnard topéricplrer al. cSmfttverepriewitdes sf or
enhanced {1 gasaghian, Seaunily il AGadancs Wkl lhe present subj ect
matter. In 55(31’ 2 or

ition, ~a random comuni cation protoco data transfer
bet ween & nbeedwamed perpphnerds igsipdicer WCO-basedprasanceddni th ref erence

to Figures ;4a.aRd 4Rankireshays ke neked Jshatk reathely tihe raxemel ary

enbodi ments presented and di scussed herein should not 30 insinuate
limtations®f the present subject matter. Features or steps illustrated or
descri bed as parnet aofneteried) BRit smaide theeddquicenbi nati on with

aspects of anather enbodi nent .to yield t_further iments.
Addi ti onal | PEICEPELPR FERPTFES S éséieeﬁ’soré‘%g#é‘%dbg?} r?tg)r%%;gr#grgd with sinilar
devi ces,10f eatammes: , omeWDRRO4/0I1 7216 $ ROFAISZEO YiFI6 3% PESHEpPS not

expressly mantjoned which perf alndhesane o signdan funcyi on. Reference

w Il now be made 1 n etall to the presently préferred enbodi nents of the
subj ect i nt ereddraded ogi IGalyr s ttema PIRGET g Utovk % heé dr awi ngs, Fi gure

1 represents 4t @XSIMRAME IRt Nirststem1iG wiltitenses and
corresponding meter feature capabilities to a utility
15 meter. Such process will be described herein with
reference to Figure 2.

Figures 3, 4a and 4b concern more particular
process steps associated with the general methodology
of Figure 2. As will be further understood from the

20 following description, an external authentication
process (as in Figure 3) between a smartcard and
peripheral computer provides for enhanced transaction
security in accordance with the present subject
matter. TIn addition, a random communication protocol

25 for data transfer between a meter and peripheral
computer will be presented with reference to Figures
4a and 4b.

It should be noted that each of the exemplary
embodiments presented and discussed herein should not

30 insinuate limitations of the present subject matter.
Features or steps illustrated or described as part of
one embodiment may be used in combination with aspects
of another embodiment to yield yet further
embodiments. Additionally, certain features or steps

35 may be interchanged with similar devices, features or



interfaced smartcard features in accordance with the present subject
matter. The basic platformof the disclosed technology is a netering

appar at uswo2poamhirsld 10 provi des hardware, software, andPCirruseemis®2sseaponent s
configured to neasure or distribute a utility. Such wutilities may
correspond to a variety of different roducts or commodities including but
not limted to water, gas, electricity, cable service, data transfer, 15

t el ecommuni g@%%agnnoéngxﬁifégé% H&h{:hbﬂeaﬁ‘&rﬁ&cﬂﬂpéyﬁbﬁﬂ tiei Behedes
har dwar e, ware, and firnware_necessary function in a

variety of @FfFeldherf B4RFBAST - WhBR ﬁreBFFIW%iinﬁ?gr smgnglPo autility
conpany or QEBQ&lZQoCQHQUﬁBéseﬁtmyt@Eefsrﬂéﬂelmpbdgmannsdoﬁuthethat a

sel ected set gt ngterkng ﬁature §tln|tg Ey enabl ed. After initial sale
and i nst al | §PPeRc6f *A-ShEFHY yho%ever it may be desired to upgrade
t he funcilonal|tRedértmagunDW|ty nbEedranngsdeFlgérezg such alteration of

the operat 908l .capal Lil Lesy0t a2y HBEEEabG oGUen SPEGAELC changes to the

meter fir nust prefera fecte ter |rnmar%0 E general ly
defined as @ﬁéegéﬁﬁﬁdrém§ﬁ6ﬁéédiﬁe@éPﬂéﬁslnﬁéﬁﬁpﬁ deRths Yo othEr conponent s

in the nmetep hatdwargn @cth&btﬁgﬁb|e@h@thablﬁobuwaﬁermnsﬁrmmblons and
applications to_be rea gnd execut ed. Chang s to_net

accor dance WERICRES FPESBRL B¥CHToPody o5 gdgpgﬁrggrs 12l 't 0 a&gn

i £y renove,
or nodi fiy fp@@&u@@alhbeﬂ@ames @bfawauellamdnéUEmwa3E Sgatpoalengsat i on nay

correspond %ﬁg&&¥b 3 wal ocki n 3&%&%&@8 Pg{&@§%903/@@§§24 12

certain fir ortlons alregéy provi at a |ty meter 12. Such
firmware i sutygiidaldsy metyorced rSSPOFENE s Gr f"aé“fleﬁﬁn\?él &iiffens&ory nodul e in

the meter, @&%&% frashmERRRMs ERROMA TRy hetRAM: Shadewd tRAM  or

battery- bac RAM Alternatively, the_ _firmare st%{% i.n_su et er
menory or p&EGeshs 9as, electricity, cable service, transter,

15 telecommunication, and others.

Utility meter 12 typically includes hardware,
software, and firmware necessary for a meter to
function in a variety of different fashions. When a
utility meter is sold to a utility company or other

20 consumer, a meter is often programmed such that a
selected set of metering features is initially
enabled. After initial sale and installation of a
utility meter, however, it may be desired to upgrade
the functionality of the utility meter. In order for

25 guch alteration of the operational capabilities of a
meter to occur, specific changes to the meter firmware
must preferably be effected. Meter firmware is
generally defined as the software stored in various
memory chips or other components in the meter hardware

30 that enables other software instructions and
applications to be read and executed.

Changes to meter firmware in accordance with the
present technology provide an ability to add, remove,
or modify functional features of a utility meter.

35 Such alteration may correspond simply to "unlocking™”



t hereof may be conpletely reconfigured when upgraded or downgraded
features are to be established. Access to such firmvare features in

accor dancwowoe401rie8 10 subj ect technol ogy is afforded vipaTaseemmeizonal ity

| i cense purchased by a utility provider or other user. Uility neter 12
typically conprises a plurality of comgyunication ports to which peripheral
devi ces can be connected for direct neter comunication or such 15 that RF

devi ces can.Lepptgl ¥i¢RWEYBI s8keivhkhal beadgebebyviBeaeat- gonnect
conmuni cation ports that may b i

. PC y be ngIabIe at u%ilitélgeteE %2 i ncl ude a
serial portUtihity WSESTURPver SHFPSE!MFEIERs ) SpbYPL 18l 1Eng 8 PeVD A
(Personal Conapebee Nemor yfCavdvbntedlhat menaky2@odsieciat tbr) port.
Peri pheral deyices requiri is ot .Lpter be cted to
i1y e BPEe5eRER a8l BastnagErant o EPG) TBEER M gBNReT 15 1O
a PCMCl A poREM, Ubirl beytrevebatRedafAMl.so Bétepretidedyw £hHean optical port

18. A perl p?%%a?}@ﬁ%% 28 BRY shenpreykdedchd r9PBropbi-at enpr oxi mty to
optical port suc tﬁat infrared (I R) caonmuni cat| on between . such
peripheral 8&gireefamayt ke femedetelangsreatioseer) gt H@lgrﬁgﬁfiur es that
may be util pzedoingralied FeamiRisCalricons beclkuteba ishdem 20candsRF
transceiver 30 | bjlndkf 22, It ho:lgfl d be .apprc%%ir%t eg: t@g%har;%econbi nati on of
the af or enehfi SHEF EOFMTRFEatPoT 6t iy B “Gti i Zed * i accor dance with
di scl osed t ecibrelcagyedinodboy dsbef fomdelderigppr doinatagneRadityspecific
aspects of i cati - M8 Rl AND

2004/ 017168§gg%)%%2%8%}g&5%%?1%@1% y&%&%@’i@?‘%’?@ﬁ% :a?{ f/jltmet er. 12 shoul d be
within the purvitewldtyometer drdityRiFadiiy ICTBRILsEsart PLTed i Tah

?ddi ti ona: _ %ngdn%jrﬁr@:laqfio@p@aﬂﬂt@tﬁg e\mi&,gﬁ Lieflajphexgﬂ!’ FespeRe ReGin |
unctionality in exenplary utjlity neter 5 system 1Q i s not presente
herein. Wt P GERECHSS d%8n eé'ytt W?Werﬁﬂ%??%lﬁ g suldlt

15 that RF devices can remotely communicate with the
meter. Direct-connect communication ports that may be
available at uﬁility meter 12 include a serial port
14, a USB (Universal Serial Bus) port 16, and a PCMCIA
(Personal Computer Memory Card International

20 Association) port. Peripheral devices requiring this
type of interface may be connected to utility meter 12
via cable connection to serial port 14, USB port 16,
or a PCMCIA port. Utility meter 12 may also be
provided with an optical port 18. A peripheral device

25 may be provided in appropriate proximity to optical
port 18 such that infrared (IR) communication between
such peripheral device and the meter is enabled.

Still further features that may be utilized in meter
communications include a modem 20 and RF transceiver

30 link 22.

It should be appreciated that any combination of
the aforementioned communication ports may be utilized
in accordance with disclosed technology. It should be
further appreciated that specific aspects of such

35 meter communication ports and other internal



system 10 of Figure 1, a peripheral conputer (PC) 24 is preferably
configured to communicate with utility neter 12. PC 24 may comruni cate
wi t h et ewokBomitaieany 10 of the af orenenti oned comuni c®CiTars2@eness24 PC 12
may correspond to a |laptop or handheld PC that can be wutilized in the
field by a service technician to comunicate in relatively close proximty
wth the wutility neter. Alternatively, PC 24 may correspond to 15 a renote

conput er coppgehadnta %fuhthﬂwyn&bﬂ@kklbhahoumaybéowumﬁatﬁewth meter 12
via nmodem 20 ot RF transceiver |ink 22 5&: giqow des a atformfor a
sof t war e- baBEEVABYI PEaPPENCE NS REEY T §K&STatls t he THEPer *fli cense

transacti OnaaaﬂeesﬁalZQeMEtrept mgns p&t enchO faksoreschudeshaismart card

reader 26 that_ nust r Vld ;intecta 1 Lt ca ilized in
t he subj ectCPFEEﬁggn?rlgﬁ ? lcjie&oéjg‘r/l %%rra ?ggﬁdu?ggé?’% Fﬂ%t%y be a
separat es peyspker ab devinos pmﬁﬁP@emheéﬂelﬁay alternatively be 25 an

I ntegrated Co”poﬂrﬁ?,&l tf*a&ft%%& rE%ef%'%%teC%d th%a@%mpzérysmét%@ﬁ@@at e
peri pheral device fromPC 24, then it connecte §S h§ﬁPC via a USB

or PCMCI A pevetem 18omd gtlﬁélffee§tral§1 P?Ffé@ taéLd CoFPRERE & nection. A

separat e corirguplrggblrg% ?atclibn'i&}éju%dplt@vkﬂﬁﬂm(ﬁﬁcb&tevmmhs maritldaryd reader 26
and utility neter smartcard readert Zgﬂllt% an . i.nt ﬁgr@l%d Seature of
PC 24, it R&}SBe lgossifi €4 8ot ATZE 3 G55gI"e “Commmi cati on© path from PC
24 to utipl i b melkeen fHendntdloneidd d@@mlﬁrunahepnammﬂ@@l at &§ tizafayddi ti onal
nodi fications _to 35 t bj [ FAS lJqmyeat e t he need WO
2004/ 017168 Bﬁ%@f&@g%ﬁz%ﬁg&f’?%g H%% 2, tdtehr?uc(s:(%?]!ggu:%r |nn§&§n| y a single
comuni cat i o ilgzed fioy Ghet diede MY thé ST &cFe&de™ W h the utility

meter. Smarteanghfifader 26 Rnefarably dlraca@@ers:mmnl@ iwriteer faaee 28, such as
2owlet3|p;)gld:’]h%%nlnﬁc%ft Cr)t{etefror A?Lnga:'c%ar%:%veq ePCC} r2|4car'r|1ayc%r<]3tran‘fcetspor} to

15 a remote computer connected to a utility network that
may communicate with meter 12 via modem 20 or RF
transceiver 1link 22. PC 24 provides a platform for a
software-based application that interfaces a user to
the meter license transaction process.

20 Metering system 10 also includes a smartcard
reader 26 that must be provided to interface with a
smartcard utilized in the subject license transfer
methodology. Smartcard reader 26 may be a separate
peripheral device from PC 24, or may alternatively be

25 an integrated component thereof. If smartcard reader
26 is a separate peripheral device from PC 24, then it
may be connected to the PC via a USB or PCMCIA port or
some other established wired or wireless connection.

A separate communication path may be provided

30 between smartcard reader 26 and utility meter 12. If
cmartcard reader 26 is an integrated feature of PC 24,
it may be possible to utilize a single communication
path from PC 24 to utility meter 12. It should be
further appreciated that additional modifications to

35 the subject metering system could eliminate the need



interface 30 of a smartcard 32. When smartcard 32 is engaged into
smartcard reader 26, conmunication may then be enabl ed anong smartcard 32,
PC 24, amaormee«r 768 12. Smartcard 32 preferably incl udegca/useomsngspodul e
34 for storing various files corresponding to neter |icenses, security
information, and transaction steps in,accordance with the present subject
matter. For security reasons, two external key files nmay be stored 15 in

menmory modukgy36c Agf i £hik @bl k@ nBRYniY kegpade tomiuhaeh@rynt ransport
key that provides security forr the base file structure of nory nodul e

34. A seconBatReyor LELPHF ACH Pe SPEnFTHLERLE AGE e%eylﬁg‘e&ggo protect all
smartcard | yeensevan@tlag files. A 20 m croprocessor 36 is also included

to process data _transferred to _and from smartc ~A_License counter
38 is al so prefefdBiry S éj\rtﬁ?ea elrnggrrﬁ)?“ﬁte?ae?:%%ég %%%(::Lﬁl eﬁatalnt he nunber of
met er fuhct Lanakiftyrd i2Gensesh tsars ferltdd piia sedreckothéoret er may be

properly 25 _mpnitored., Wien STehcaid 32t SiiRLORRL SRGRERE i n  smart card
reader 26 arelglgglfg?egfi \?e conmuni gati gn connelcti ons exi st bet%ween PC 24 and

neter 12 asiméerfagse B et SMRtCard rladeles STRTREEC B2 IFeter 30
license trapsa@lyeln iRfQFenSaS I BelRR L 65Nedemulrfi caanypromatyhe physi cal

connections of conmuni ¢ation paths anon C ent.s of tering system
10 are | eopard P& ed"t?&ﬁ?éftaﬁ‘g)%tﬁ“@&r{%ta%%ggﬂ i‘{%ﬁ%%m _n(%&eoff then the
t ransactip ong car e gu=aftersatl \3 Bpdefared land rerlnoles redimsatdmynsicaivd pr ovi ded

either at P 2004/ Q1.7 22324 ]?Jé] 4 Ol At A M sual  di spl ay
40 provi dedgélt\/\?l?tri 15 O%lrﬁgféprq%fgszﬁg%%?gferr%ns téizléggl}rﬁ 2, ean exenpl ary
transact i on lgreeesss 4 B4 dnabiniiay st idisafinch g B eEadncdd w89ty et er

functional i ty, inRdidesmd SPH LT h o afbd@Pmathdr I streat ep 44 of
such process :
security reasons, two external key files may be stored
15 in memory module 34. A first key file may correspond
to a factory transport key that provides security for
the base file structure of memory module 34. A second
key file may corresponds to a single key uged to
protect all smartcard license and log files. A
20 microprocessor 36 is also included to process data
transferred to and from smartcard 32. A license
counter 38 is also preferably included in smartcard 32
such that the number of meter functionality licenses
transferred to and from the meter may be properly
25 monitored.

When smartcard 32 is properly engaged in
smartcard reader 26 and effective communication
connections exist between PC 24 and meter 12 as well
as between smartcard reader 26 and meter 12, meter

30 license transaction processes may properly ensue. If
any of the physical connections or communication paths
among the components of metering system 10 are
jeopardized during the subject transaction
methodology, then the transactions are preferably

35 halted and error indications are provided either at PC



i ncl udes engaging smartcard 32 into smartcard reader 26 such that

el ectrical contact and conmuni cati on between the devices is enabl ed.

Anot her a&peot4/@af71680 initial step 44 is to activate thePPCAUsa@B®2iReense
transfer application installed on PC 24. Once the PC- based application is
activated, the neter functions that aje desired to be upgraded or
downgraded can be selected by the user. A subsequent step 46 in the 15

exenpl ary trensactaon prieess d2sefafi Qureradyided! yesut Perfp e gr an
external authentication between snmartcard 32 and PC 24. Exenpl ary subst eps
t hat may be" pl enented as part of the authentication step 46 are
represented in Fibgw erefemimgftmsffigmm 28 am @nerep(barqﬂary aut henti cati on

subroutine 46 1109 %P&}P 34.58n 01?‘ gﬁ%j{ﬁ@%ﬁ 1sék§'fmg$fi cation

Nurber) to snmartcar n exanpl e our-digrt string that
is used tSo gmhﬁn%@%e@‘sl%btyhlée*é%rﬁlewialor%%htyehltl%lled% & rREWERY as 25

part of the &@%&é&p’lé@@syﬁ%st ypACﬂHé’t Ukt &b ze4d c\ﬁ\d_ftélucﬁf@fé@é’ééi
t echnol ogy, i ned wi @ddl tional digital nat ure features

or Cotner ) st 19 SR ns AT Sy o 0L Pt HEAT? CHAGE Subr out | ne
46 correspormts g PG R4t r efieestiogl acAit £cly phodr admman i eactypt ed random

string of | r 0 C S n, ends a
crypt ogram rbn% @éﬂl 51121[»1? éé%%gﬂ{% ﬁg%m %C%ﬁ%]gcgg%ée%?yp s the
crypt ogr ®m |:rnstt33@1 Se4tepy4 4t iBi 2o n@ciDa‘t@te Erlee yBE + oas St ahtleg@ise ( DES)

protocol . Adjinalsst Qg}gﬁléétwﬁn 1 5OLL£5peNds b Siarteard e VEELfying
that the PC V\D 2004/ 0 68 PCT/ US2003/ 025324 16 prop erI y decrypted the

crypt ogram BFSefl opepligabigpt B2 gk et o‘é]E%rm%*F?’ér PRFEeECRE t enpt s (or
anot her def i tegh nibese of ralit esPbs ) updhefie s nat t §awllgBadetiiyahesone | ocked

such that no furthe tra actions 5 may, occur., Referri a n to Figure 2,
pr oper Conpl% f t%é Qﬁe user. A sgbsequent step ﬁgg g@h I gu

15 exemplary transaction process 42 of Figure 2 involves
performing an external authentication between
smartcard 32 and PC 24. Exemplary substeps that may
be implemented as part of the authentication step 46
are represented in Figure 3.

20 A first step 48 in an exemplary authentication
subroutine 46 involves PC 24 sending a PIN (Personal
Identification Number) to smartcard 32. An example of
a PIN is a four-digit string that is used to gain
access to the smartcard. Such feature is included as

25 part of the security measures typically utilized with
smartcard technology, and may be combined with
additional digital signature features or other
security measures. A second step 50 in authentication
subroutine 46 corresponds to PC 24 requesting a

30 cryptogram, or encrypted random string of information,
from smartcard 32. Smartcard 32 then sends a
cryptogram in step 52 to PC 24, at which point the PC
decrypts the cryptogram in step 54, by utilizing Data
Encryption Standards (DES) protocol. A final step 56

35 then corresponds to smartcard 32 verifying that the PC



aut hentication step 46 enables the transaction process to proceed to step

58, which involves conmunication between PC 24 and neter 12 to transfer

t he desi rwo 200vo1ete8r functionality. PC 24 may i nterrogalP€TImeseens/023324 t o

determ ne what type of neter is present in neter system 10, what type of

features are currently enabled/disablgd at nmeter 12, and/or what

additional features may be potentially upgraded to or downgraded 15 from

meter 12~. Afrdgwtl paddnypcs@nton &8t cxpramini cat imfogeot ocol is initiated

between the peter . and PC that hel ps to. deter the theft of Jicenses during

on Upgr ade. GECSRIGI I TS (TS SFT raHoh S B eat s on

prot ocol al sodidlgs def 20eprmverer Usart dmors Jac dilvsntsshd 5t daosi &P or

gal ni ng "23%!}3% é‘.f&%&’écﬁ At OS] € HWEA L rtﬂr?é/ééﬂﬁgxds of power to
n-u a

the neter. pgrade is pertorned en a user desires to
functional i Y @FWeter, and invol ves using (spending) a license on a

fsmarzpardl- ,tA 2? M&Eﬁ%@giégi)%ﬁft% TT%MA‘I@"%? eﬂiﬁc'bd(iﬁﬁefﬂifbdr_{ Ve

unctional i roma nmeter, and involves getti ac ref undi n a

| oense o R AEIP S 5008 A0 el it i i Y

bet ween net eto Rt addcsoresiesp 128 mayh i ah siomeo Bo: € ndoerathureid st iodn t he

di scl osed n%hcovg%ﬁ) ciﬂ:l%q _Hgg&ﬁrgg c%%?@é]?c&,?é éé@ﬁed The steps of
i 0

Figure 4a an € steps of Figuré conmbine orm a particul ar
exenpl arlp emsich mefinef 1 oy cat PO Steqy SBRte¥ rPopae thetdarld ef erence to

Figures 4a and 4y efnide Mé@tt%%@pof M CODRUNG CEtd 98 S UDR Ot i e 58
corresponds WO 2004/ 017168 PCT/US2003/ 025324 17 to step, 60 of setting a

timer to 0 sEEHRE bY: sRRt BYRerohelfdHiFes tHr@sHorEeRFHE. Assuni ng t hat
there are t&asBed]@NSabDebeapenéOEieIR , cCondldt: CathaOnadditbiandl ne 58

proceede o 1SR 52 5 6e NS LIUEL, B BELG8AN 315D B0, setmptored (o

15 from meter 12. At that point, a randomized
communication protocol is initiated between the meter
and PC that helps to deter the theft of licenses
during an upgrade or downgrade transaction. Such
randomized communication protocol also helps to

20 prevent a user from accidentally losing or gaining
licenses as a result of lost connection or provision
of power to the meter. An upgrade is performed when a
user desires to add functionality to a meter, and
involves using (spending) a license on a smartcard. A

25 downgrade is performed when a user desires to remove
functionality from a meter, and involves getting back
(refunding) a license to a smartcard.

Step 58 of transferring meter functionality

between meter PC 24 and meter 12 may in some

30 embodiments of the disclosed methodology include more
particular process steps. The steps of Figure 4a and
the steps of Figure 4b combine to form a particular
exemplary embodiment of communication step 58.

With particular reference to Figures 4a and 4b, a

35 first step in communication subroutine 58 corresponds



(for exanple, five seconds) that is established as a safeguard to the
appropriate duration of the communication subroutine. By ensuring that
every 10 woameznriedsn takes at | east N seconds to perfor ®CTiUse003pei3ent i al
for a user to capture and deci pher data flow between the nmeter and
smartcard is reduced. Many steps nust;occur within that established tine
duration, including updating the neter and smartcard 15 as well as

i npl enent i ngoagyepugbesroketandgmdat derr eads. sktoffseorhabmdl seconds have
passed, then . conyruni cati on_subrouti.ng, proceeds to_st 4. where it is
det er mi ned PERERePFHSBILEY Eﬁﬁ??gQﬁé ﬁé@ethe SFBBészgB%g g?rgf | i censes
in order toapertoansbheidesi tedbet panfacmnedn. cofmphacshapticard does not

have a proper, nunmbe Lens 8rs%gg %%?nzﬁg%ggghetgg&ekhe

_proj ek 3t ! .
conmuni cat | SLI’Ji Su I‘OU%I %e %I‘OCEE?S to ste iS representative of

an errors hastagtedcunr sdegutiong s28onhECEPENEaCEPERT -8B84S BRESt hus t he
transact | O”thQ{aoﬁeéécbﬁanHa%é- pBLERES CANieceUBetheBdansfmBeicard does not
have a proper license_count for the d siLeg ,traniaggLoE §¥ when dat a
retrieval déESTnBEKaPPsFer oy VeoSEGPRIRY r 5PEnit§hESEPE 16EET 2Rhén no
smartcard i §a88gdat-actedthe wheroprimeet dardtieadef ithenot installed. In
general, if an error occurs.at any ti dyc.i . €O i I subrouti ne
58, the subFSHPPHécﬁF&E@e&Ebﬁﬂg%éﬁgp 6 ya%ésp%én%rgﬁ%&c%ﬁ%ﬁggrocess i's

st opped.10 Reternbagtagai itakessteép 16256f NFisgeoadsa ta®sEer™5 tikat nore t han

N seconds haye not pagsed, VAL004/ QLELGS PEHAUSRIIRAZ5Rt 2 Flow

Commruni cati on subrouti ne §b then proceeds to step 6 where a first random
number M (f betwgampltée MBEhEREh SURTEGEC Bt weEW-E%nd " ¥¥ncl usi ve) is
generated. Thicps hRRAOMITTOES tMiirs tipdi eaftiatd ieheshatirection is to be 5

e D g et Lot Ao BROMLAS Uity AehHAlaly ansferred
15 as well as implementing any number of random data
reads.

If more than N gseconds have passed, then
communication subroutine proceeds to step 64, where it
is determined if the inserted smartcard has the proper

20 number of licenses in order to perform the desired
transaction. If the smartcard does not have a proper
number of licenses for the transaction, then the
communication subroutine proceeds to step 66. Step 66
is representative of an error having occurred during

25 the transaction process and thus the transaction
process is halted. Errors can occur when a smartcard
does not have a proper license count for the desired
transaction or when data retrieval does not properly
occur. Errors might also occur when no smartcard is

30 detected or when a smartcard reader is not installed.
In general, if an error occurs at any time during
communication subroutine 58, the subroutine proceeds
to step 66 and the transaction process is stopped.

Referring again to step 62 of Figure 4a, assume

35 that more than N seconds have not passed.



or to a randomdata read fromthe neter. By intermttently reading random
data, it would be difficult for a user to capture the data stream 10

comuni cawecobkiimssn t he neter and smartcard to det er miPoad/uS2estoRis2nhen an
update occurs. If a user cannot determ ne that exact tinme, then the

potential for license theft is greatljy reduced. The randomly chosen val ue
for Mdeterm nes what 15 step in the comuni cati on subroutine occurs next.
It shoul d rappriecitaied dlistottiend cdd awharg pmmh&ﬂ@tt&p%témysdoe conbi ned

in any partl uI ar ortdlerr ]%i%rwgmexeﬁ?{;l hﬁgod%re}pa{ﬁf ;i 1hgr§énaighfﬁgd not

i nsi nuat e rﬁr[e t1 ons o & Jlbj et gy
utility met e:rntaagzensrmttvmrd haved n%)tlrbelersumi)atﬂeﬁj gememrpsebr outhiie 58

proceeds to Stepddhudde My 3.2s 1 hBEE SHAL Ot | P S8 P RSeeds Lo tep 70 to

retrieve the smartcard serial nunber, and then continues to step 76. If M
= 3, therd sUeRR iMRxEE piodeciRI 1R 135F TN JBY FRBFeTRIRA tHR Wifar t car d

version nurrbeﬁftua@_nctﬁaha@feﬁ@éwxmp@@tim S . shdrdard, asdibfensdt ne 58
proceeds to st 74 to etr eve gartc rd |icense _list, and then

conti nues td st a76raIP %??o’?ea%c S AR tF me Firing the data
retrieval ofustteapmt&ﬂeﬂ@ly?ﬂe@dlﬂg ramldstL@adliofwcpnMeledl ng to step 76,

the communi cai i, subrout | 0e,ser Oyt £l oSt eR. B8ea CONLLIWI ng Wi th the

exenpl ary conmun i on su routrne 5 igure 4a and assum ng successf ul
conpl eti Bn ofompwpl qated boorwaan shepngipey hard | $RBTVERTA 350t he act ual

random dat a &S L@l - cRREELY Swhehr hEuadaYE: 20044017 1687 PET4LER003/ 025324

19 fromthe neter in s 76 based on rando gener ated nunper with
range P. ExefaRYy @%W%@l?%rthﬁEnﬁﬁ?cb EHP?ESE%% e T RERGRT in the

range from lfot dl léeR068. tiath hunbheecaplefecdbtydeffects the 5 re_tri eval of
a different pieceof daflg.fioMhBEMP e ue ALLCH SLERrAPnegOMmRR Cation

subroutine then rektlur
15 step in the communication subroutine occurs next. It

should be appreciated that the following random steps
may be combined in any particular order and the
exemplary order presented herein should not insinuate
limitations of the subject technology. If M = 1 and
20 the utility meter and smartcard have not been updated,
then subroutine 58 proceeds to step 64. Tf M = 2,
then subroutine 58 proceeds to step 70 to retrieve the
smartcard serial number, and then continues to step
76. If M = 3, then subroutine 58 proceeds to step 72
25 to retrieve the smartcard version number, and then
continues to step 76. If M = 4, subroutine 58
proceeds to step 74 to retrieve the smartcard license
list, and then continues to step 76. If an error
occurs at any time during the data retrieval of steps
30 70, 72 or 74, then instead of proceeding to step 76,
the communication subroutine is routed to step 66.
Continuing with the exemplary communication
subroutine 58 in Figure 4a and assuming successful
completion of step 70, 72 or 74, step 76 then involves

35 the actual random data retrieval. Data is retrieved



to step 68. Eventually the subroutine proceeds from step 68 to step 64
where it is determned that a proper smartcard |icense count is present.
10 Conmurwoapni4n7sabr outi ne 58 then proceeds al ong pat h PCTAIS2c@0392%3024 80 i n
Figure 4B. The steps of comrunication subroutine 58 in Figure 4b generally
correspond to updating the nmeter and spartcard and ensuring that any
user's attenpt to steal a license by 15 perform ng actions such as renovi ng
the smartcard g cheMdtear df eadsy e vialerised Liddiriondsf ore or after the

met er has been updated. Step 80 .invol ves addjn r__renmovi ng the requested
neter funct igt?r’ljfl]‘?attfdt o4 Igt"ﬂtilifaﬁﬁee}' A%Qﬁg‘?aﬁéfé’qﬁf - ™82 then

det er mi nes irfunfeah P fametdsgrald tho was iproeperd yimudief imcthgd fErdm ils

determ ned in ste t hat i fj ' I hen subrfoutine 58
pr oceeds totth é&’@f%z'ang‘aﬁcfﬁ @@?%énﬁegj%x%o%#ﬁeef%é pr otcheeteds to step 66. At
step 25584, reativd aviedersse acliri L orentheoisme fardhtis S filed matfera net er
downgr ade hagseiQGC WS 7dNedidnsed n thersinecid i f unatienal ity is
added to the license count maintained on_the smartcard, and if a neter
upgrade hasOEEHH &8 - orfe§H N SE i 1% B S rlﬂ?ﬁci%éf%ﬁrlqnbense count
mai nt ai ned oftdhe sy taadsl. 6 A wissiserpiend Gitepr@heatettarad nes i f the

smartcard |icense count wa roperly updated in st 84. |If any error
occurr ed durl?l??éj%(fﬁar%gcaﬁcgplo ,n%%e%mgrh art emnp Ssefrgtp' made to reverse the

action perf otonedirivagtiep SQulanoli3tne et then Quiperadhea et amisito step 66.

if it is WO.-2004/ O%ZG’IF?EBquI'A Lﬁ@?ﬁ% 025324r, 20, gt erdg ned in step 86 that

the updating step . s successful and the el apsed counter_tine is |ess
than N secoreEiunirat kb reuFeiet 58 prdcie B WMohfFH A BR Y step 68. If

it is deter mgekdgbsd afb 86dhaing Nend mwdat | 1g3 séeprEdid acessful and
the el apsed counter “time Ls arealer than or equal tp N seoonds., hen

15 performing actions such as removing the smartcard or
smartcard reader is detected either before or after
the meter has been updated.

Step 80 involves adding or removing the requested

meter functionality to the utility meter. A

20 subsequent step 82 then determines if such
functionality was properly modified. 1If it is
determined in step 82 that the modification was
proper, then subroutine 58 proceeds to step 84, and if
not, then subroutine 58 proceeds to step 66. At step

25 84, the license count on the smartcard is modified.
If a meter downgrade has occurred, one license for the
specified functionality is added to the license count
maintained on the smartcard, and if a meter upgrade
has occurred, one license is subtracted from the

30 license count maintained on the smartcard. A
subsequent step 86 determines if the smartcard license
count was properly updated in step 84. If any error
occurred during updating step 84, then an attempt is
made to reverse the action performed in step 80 and

35 then the subroutine proceeds to step 66. If it is



subroutine 58 proceeds to step 90. An individual transaction is conpleted
at step 90 and if there are nore transactions to be perforned,

comuni cawp@ao4@7sabr outi ne 58 returns to step 60. Aspe®C3/uskowshessgubj ect
smartcard |icensing technology and correspondi ng transacti on nmet hodol ogy
are enabl ed by a PC-based smartcard application installed on peripheral
conputer (PC) 24 of netering 15 system 10. Figure 5 provides a bl ock

di agram repl@santialddniofsexenid anausels sgleatal) edsatgres, in
accordance w.th PC a‘lgedi rtca%d | i cense transfer  software application
92. Such appltCaTo-9F% rm'tﬁe? RS CUPHR% Y% ohe@ssidhas shart card

reader 20 26Gaymhdesr itheamedleadulase 8 Yrydeald a3bnfapldcadd b 90 al so

preferably i u |l ect | of the |licensed fuynctiqnal features to
be upgr adedpsrbt%\ﬂ gﬁ\hgrs%elﬁ?aln% %ér?p%rbrﬁrﬁ o %Qﬂeé?mega%d:%a log files
associ at éd WRIRLINE t9tEE 8L ioh prosessiulTra S epEliamddmamteamun on any

desired operafddg SYpibBerk &ithn M LRSAF t M hAnd gy, preferably able
to cleanly recover, Trom system power outages and syst'em shutdowns. There

may of ten bR RFarieRFAFCIIN S oHaP 30 mdrerindatisussl t hat can be
upgr aded or woungiadesh visa cdisl i et duegnsactdren ietihpdal gy Exanpl es
of sone ty%osreoftlfa%ncaltcito.n()al f.eatures include extended reactive power
(KVAR) and/ &1 Spparaiit® Bowdts (\VAS t CERPHLIFERI¥E, vari ed
measur ertént dudvelgins 5 whtrweots dmalsteagr.enent capabilities, per phase
WD 2004/ 017168 PGL/ 145200 2,1'-?1%2 - I pahilities, Tinme-of-Use
(TQU) rate inpl gng'gnt at | o:gnfO oa#%%ﬁ?%%%%dnﬁgc%%{n%lnﬁomr quality
and/ or vol t FFENGPHIRY afshsirerrsRondigisainans sey 1 qax tearideid Iqent / out put

(110 5 capaltd idn=88.edIBy td MR LN WlAald0 GaRabidddigs, and
Internati On%ﬂns@%&irééq%r?%ne]cfi%%ea%a{loncocmap%ac%rl I(tE!Ce)S'Zél of metering
15 system 10. Figure 5 provides a block diagram
representation of exemplary user-selectable features
in accordance with PC-based smartcard license transfer
software application 92. Such application 90 is
preferably capable of connecting to smartcard reader
20 26 and verifying features of smartcard 32.
Application 90 alsgo preferably provides user selection
of the licensed functional features to be upgraded or
downgraded and an ability to view and manage log files
associated with the transaction process. The
25 application may run on any desired operating system
(e.g., Microsoft Windows) and is preferably able to
cleanly recover from system power outages and system
shutdowns.
There may often be a wide variety of functional
30 meter features that can be upgraded or downgraded via
the subject transaction methodology. Examples of some
types of functional features include extended reactive
power (kVAR) and/or apparent power (kVA) measurement
capabilities, wvaried measurement levels, bi-

35 directional measurement capabilities, per phase



It should be appreciated that any existing or future- devel oped type of
functional neter capability or nmetering aspect nay be |licensed and thus
appl i ed two 2001G1hw8t r ansacti on t echnol ogy di scl osed i n &crarsdens®es32wi t h t he
present subject matter. Application 92 may often interface with a

plurality of different files utilized,jn accordance with the subject
transaction process. Such files may 1% be stored in the nenory nodul e 34 of

smart card 3?ne9£ur8ﬂeﬁhecaaégldri*c\.{%sorT%erfnﬁgerymgmp@aeet of PC 24.
Such files mght 1 nclude an_undel et% he mast er f that i s created when
the smartcarBPis™eREaEiBhi | £O8AIPTPRAL S sEFREETEE FHéOPooPOH?FeCtory of

applicationg0211i29 éndabhohdetagalqdaunay ﬁebeumam&nﬁrtcard 32 can be used
to hold a user'g.ng“ serlalnd nber t% ? ysed to contain a uni que
i dentifier FoP2PhELTSRErt EAFE R AaP ey 8 cont ai ning a DES
encrypti®n bepabmylbeessedPSotamehawmzérancé§§lpa 28phpliéd tilAsSt he

associ at ed Qpﬁe[%%%naél%mﬁt Gk KEr ébﬂ@@u&at%yl t%apabfﬂ&%@elsengt h

linear file contains the version nunbé g ication used to
initially cAféasbouhd §ﬁaﬁ$@5ﬁ§latﬁﬂstPﬁFoPﬁﬁtF&ﬁsﬁé?g PaciFHFHEEE backwar d

conpati bi | i Hg,uhbeot ReHe3d ragRinctabnan m%ltélroﬂ:&paﬁepalt@t ersnart card
|icense files ggbe I ncl uded for _each t Each record

pe vi
in a |icens@FPralgafSPENTedEnt °F &ﬂﬁ&Pge ﬁﬁgtcarg i gnse “Qhen the user
i nterfaqe ofthapplieatican B2 tHes:13h lsioyr tedclasesed nmay corelaicgbl y be able to

connect to mot%ogﬁ/oiéggg tg%{gﬁ%ggg%g%@%%A 22 and logon to the target

nmeter only dfter tcard een inserted into smartcard reader 26.
A 1 ogon dial og BowplisasdetrerdlnpypdiFcded teEameunétfo® with application

92 such thatrp 11,9695 TR 3N SUGHR A fﬁlte)ép%tiquzefaorﬁwrac@aiﬂdamc@onnectl on
e

(direct, Iess étc.), the data transfer rate, 55 e canm nlcatlon port
nunber , with the subject transaction process. uc 1les may

15 Dbe stored in the memory module 34 of smartcard 32 or
on the hard drive or other memory component of PC 24.
Such files might include an undeletable master file
that is created when the smartcard is first built and
that serves as the root directory of application 92.

20 A carholder validation file on smartcard 32 can be
used to hold a user's PIN. A serial number file can
be used to contain a unique identifier for the
smartcard. An external key file containing a DES
encryption key may be used to authorize access to

75 files in the associated directory. A smartcard
version file may be a fixed length linear file that
contains the version number of the application used to
initially create the smartcard. This information may
facilitate backward compatibility with other

30 application versions. Separate smartcard license
files may be included for each type of meter device.
Fach record in a license file can represent a single
smartcard license.

When the user interface of application 92 is

35 started, a user may preferably be able to connect to



and an optional security code can be provided for [|ogging on. At that
point, the user options in application 92 will be avail able on the

appl i cat iwo 200riG1mt68r f ace. Smartcard | og fil e contents aPeTarseéisoasly
accessible via option 94 without the need to log onto the neter. This
all ows users to check the nunber of I.hcenses on a particular card before
going out into the field. These log files al so store updated 15

i nf or mat i on anef Ile@roinngoartyleclt@mg;eﬁ metert ord ymelferervismarthersubpect

smartcard appl |%at| onntS qﬁsed[ ln%OD ma.r%catx%lt |r%r<1;lde(%0 I6S PL fl%r %%I y provided

with applic ies FUr ng the trangaétion pro esSs such that
a user can @etal@%msxxan@e rwietffe b lad divoivdidald 200 iaekonwettiion abisit t he

transaction g@q&%%&lorp%ew&g it u%f%watqwrefslm ofs the t3fget neter,
application preferably provides a user wth the option 96°0f upgradi ng

val i d nefer Fegaredlisatian cpmssition Jdidgemtgr 8di4d 878 Gtfeter features.

The 25 di sphayedi-and tselremtable vt ehd erlmiies ddalormbhe nuipgiaded or
downgr aded wi || depend on .t he current ter conf |\ﬁg{§t n and the

avai | abl e | POENSES B T FHE SRFHTErd . & not be an
option to seJo@glmg upgr adeyd cvinegr q:d:arfteatu]rree udfert lgrtel 366 |1sn not a proper

nurber of | Lsghses b hey S Gl oo WaBid B O R 90 Pt on 98 1 s

sel ect ed fro e application nenu, text fiel a provi ded
for a usér tl@t@ﬂfeﬁcq he Sreawircased |49 rﬁ}rﬂrs?ercontﬁﬂ}:% édte tﬂﬁf@@é lohters will

be put in ajoaddisa 3 dhatod ha usdhdas taqé/varéé:aaf 2 1 qj(?eloymcdentl fying
the WD 2004/ 017168 PCT/ US2003/ 025324 23 meter cﬁ% up
t

downgr aded. g MR9%s meyie FHHYS (YRATRIET R nartcard
serial nunbercermieromses iwdrnimuber ,cami ere foyre, galnid dul, 1rr,lﬁte and tinme

o upar adesl dounarsdes: L1 g o B4R adeldoparase.ast 1 vity. This and
15 information reflecting any changes made to a meter via
the subject smartcard application. A user help menu
option 100 is preferably provided with application 92
at all times during the transaction process such that
a user can get assistance with or additional
20 information about the transaction process.

Depending on the configuration of the target
meter, application 92 preferably provides a user with
the option 96 of upgrading valid meter features or the
option 98 of downgrading valid meter features. The

25 displayed and selectable meter features that may be
upgraded or downgraded will depend on the current
meter's configuration and the available licenses on
the smartcard. For example, there will not be an
option to select a upgrade/downgrade feature if there

30 is not a proper number of licenses on the smartcard.

If either option 96 or option 98 is selected from
the application menu, a text field is preferably
provided for a user to enter the meter serial number.
Any text the user enters will be put in a log file so

35 that the user has a way of uniquely identifying the



accessible format via the selectable smartcard summary option 102 of
application 92. It should be appreciated that specific aspects of 10 the
PC- based wppbiguariesn may readily vary with use of the @cCIaiSessd253part card

technology while still falling wthin the spirit and scope of the present
subject matter. Different software integfacing options and application
features may be varied as within the 15 purview of one of ordinary skill in

the art and BeFPr bappbyupgredgdsber dbwegmeted.| i tegséslesamspart cards.

Wi | e the pregephesublegt,gaatte e SGLI t th respect
to specific enboglnents th eﬁeoFrm?ElBE Fuéﬁ s ?@gF§?8§8 %Ekl ose 20

skilled in tAEMRRE; Wﬁ&ﬁra§€§ﬂﬁﬂn@uﬁﬁbaﬁdeW§F§ﬁdFM@emfUnﬂﬁeIDore90|ng may
readily proddGEeahharahm@n&ftng&éﬂéé?d@ﬂﬁg@édeéndaﬁguuiﬁkeafS to such

enbodi ments. ._AccQqr I t.he _sco rese i sclosure is by way
of exanpl% r APHE 88 de% ér v SF% 8ﬁFYat Eﬁ aﬁB CfRE subj ect disclosure

does not premnﬁdemahcbusmag bb psuvmdadduhlaatbnnsnleatﬂgtlons and/ or

one of o1 di nary SREPL| hoFRa Ryl W 2004017188 BAFeabDar Uhaod 24

VWHAT |'S CLA PR: 192 mafppprédcatienaBRing enhanced utility neter
functlonallty VIaxgnghbgaadbbraﬁﬁﬁe&haeeds@hgtnggeeﬁfleoagbéétegokhe

foll ow n eﬁ g BrOVIdIn gartcar reader rnterfaced with a wutility
meter and wi theaPpePPFRer APPLIFBLLRR TRY) rea ﬁgﬁ ﬁﬁYawéﬁﬁrPﬁﬁra into the

smart card reaﬂerdaad1aebdvamamgcar&CtbaBﬁdlbggnﬁheneaaphumafammlﬁg the PC
10 per 1o g A4 0k 244433t el LaDeBetpeen e e g nd (he PO
functi onal nBgbEeteat Dié§erent software 1nterfa01ng options and
application features may be varied as within the
15 purview of one of ordinary skill in the art and still
apply to transferable meter licenses via smartcards.
While the present subject matter has been
described in detail with respect to specific
embodiments thereof, it will be appreciated that those
20 skilled in the art, upon attaining an understanding of
the foregoing may readily produce alterations to,
variations of, and equivalents to such embodiments.
Accordingly, the scope of the present disclosure is by
way of example rather than by way of limitation, and
25 the subject disclosure does not preclude inclusion of
such modifications, variations and/or additions to the
present subject matter as would be readily apparent to

one of ordinary skill in the art.



and 15 decrenenting a license counter provided in conjunction with the
smartcard. 2. A nethod as in claiml1, further conprising the step of
sel ecti ngwepeelfiressf eatures to be added to the utilityPeEFtEseo3nksseei n sai d
sel ecting step occurs before said comunicating step. 3. A nethod as in
claim1, wherein said performng stepy,conprises the follow ng substeps:
(i) sending a PINfromthe PCto the smartcard; (ii) sending a cryptogram
fromthe smaagand ta.atmemerdC, (iii) decrypting the cryptogram and (iv)
verifying proper decryptron in step (iii). 4. Anethod as in claim 3,
wherein the PC dssocifatreaklwpd ok renad-dyms exnbigptdd atli onl perdedrars  subst ep
(i) and thegmerd.card perf or iR SURsiER ddidacttiofy MBINOdnahd cl aim 3,
wherein the cryptogram.conprises, an encrypted random data string. WO
2004/ 017168 GoEHUISYOES/ G35 304 L 95 Rg sKSRthod as in claim5, wherein said
step of sdecrypt igightddi e yPpt epaiedrsd | 1gd e nirack v fcd@mtvad tHERCr ypt i on
Services (DES), . protocals., 7. ., A nethod as. i.n claimil, furt conpri sing
the step of 4 leg'rtryb %% ?rh% %{Tﬁ?i? f%ﬁajtpéjreﬁ%f Cuoe[?pel%tn?rnerﬁv@a’t type of
meter is interfacetbdginhe smertcard itganlaerhamhant R wesbei ated with
the PC 5 based appl i . i i ; i aid
conmmuni cating step c%%r%irﬂll geé ?%e%%% %ﬁ%ﬂsﬁ%{%%%%gﬁrﬁig a timer
and nonitori¥g the tiner to ensure that the communicating step occurs
within ajg 5 predei&rrbRethqndxntred]l tivBiedt i Jainersdiwged fid st random
nunber; (iii) retrievi ng sel e]g,éed smartcard information based on the
first randorf rd and the PC;

communicating between the PC and the meter to

enable selected enhanced functional meter features;
and ‘

15 decrementing a license counter provided in
conjunction with the smartcard.

2. A method as in claim 1, further comprising
the step of selecting specific features to be added to
the utility meter, wherein said selecting step occurs
before said communicating step.

3. A method as in claim 1, wherein said
performing step comprises the following substeps:

(i) sending a PIN from the PC to the smartcard;

(ii) sending a cryptogram from the smartcard to

5 the PC;
(iii) decrypting the cryptogram; and

(iv) verifying proper decryption in step (iii).

4. A method as in claim 3, wherein the PC
associated with the PC-based application performs
substep (iii) and the smartcard performs substep (iv).

5. A method asg in claim 3, wherein the

cryptogram comprises an encrypted random data string.



(iv) generating a second random nunber; 10 (v) retrieving data fromthe

net er based on the second random nunber; and (vi) enabling the sel ected
functi onavormesri7iéBeat ures to the utility nmeter. 9. A neChawb2ems/02332¢! ai m 8,
further conprising the step of verifying the enabl enent of features in
substep (vi). 10. A nethod as in claimg, further conprising the step of
ensuring a proper license count at the smartcard. 11. A nethod as in claim
8, wherein if an @rrord wechod dﬂrimgcmmnp@rtdzloénc@ins%ﬁdwm@lr&f:ati ng

step, the tﬁ%}t]g%na]ﬁl P&%}lggo%ram A NE I?](_)emé)ntdé[sabli enhanced

utility nmeter martcar ransaction, s met hod
conpri sing t%#@ﬂm@n‘éﬁ%‘f@@%s PPoY] dbrgrecshartcard reader interfaced

with 5 a utility;metef addhdkthsaiperi PNRral LOPPMLET &f 2004/ 017168
PCT/ US2003/ 025324 26 engagi ng ass%rartcard into the sn%rtéﬂa%%ll eader and

activating a-Fc- PR QOftrh%%?%?oﬁi‘awlﬂ%a?l?%rﬂtb%l‘ﬂﬁé“@@r pe?f orm ng ext er nal

aut henti cat i@él:@ﬁﬁih@@mhéﬂ w}_sesmrmaéﬂ aadihbher Pleegopdupheat i ng bet ween
the PC and the rreter |sabl sel ec%(g enhanced. functi onal g(,;ﬂster
nt Ron

features; and'incrEne er% Sa ?]i'l eh’e?c %?O%Jr%wqie‘ﬂ B 1% %onj uncti on
wi th the snerdged dapdBicathenhod as in claim 12, further conprising the

step of selectinggspeciflc.fgatyses,t ijé)ﬁnrfrm&/ lrlogéi(?e utility neter,
b

wherein said selecting step occurs ore sai comrum cating step. 14. A
nmet hod as i nC@EITA APt igEePePh QPR 1pe? forei hgl kowhne onppsiserst he

follow ng substepsi) starting a timer and monitoring the timer to
ensure that the communicating step occurs within a
5 predetermined amount of time;

(ii) generating a first random number;

(iii) retrieving selected smartcard
information based on the first random number;

(iv) generating a second random number;

10 (v) retrieving data from the meter based on the
second random number; and

(vi) enabling the selected functional meter
features to the utility meter.

9. A method as in claim 8, further comprising
the step of verifying the enablement of features in
substep (vi).

10. A method as in claim 8, further comprising
the step of ensuring a proper license count at the
smartcard.

11. A method as in claim 8, wherein if an error
occursg during any portion of said communicating step,
the transaction is halted.

12. A method of disabling enhanced utility meter
functionality via smartcard transaction, said method
comprising the following steps:

providing a smartcard reader interfaced with

5 a utility meter and with a peripheral computer (PC);



(i) sending a PINfromthe PCto the smartcard; 5 (ii) sending a
cryptogramfromthe smartcard to the PC, (iii) decrypting the cryptogram
and (iv) werwéyiing8pr oper decryption in substep (iii). PCF/USAMBLIBAE as in
claim 14, wherein the PC associated with the PC-based application perforns
substep (iii) and the snmartcard perfojns substep (iv). 16. A method as in
claim 14, wherein the cryptogramconprises an encrypted random data
string. 17. A nethod@sdihs! i dhalbchheriaido said siepeirdlecrypting the
cryptogramis inplenented via Data _ Encr C#i on Seﬁvi ces DESE).Cprot ocol s.

18. A net hdeagey prd aﬁ?ﬁli‘éa}tjf%ﬁft%egc'g%ﬁ%%) SiTR*= 1t He WRp-Gt it er r ogat i ng
the utilitydeies s@ determ ne what type of neter is interfaced to the WO

2004/ 017168 PCT/ US2003/ 025324 27._s t t @wgghassociated
with the PG 5 based %%%%?E%%?%n?xiég{%%ﬁ% asé?n el a]|9em 13, wherein said

comuni mat i tige stregrcoempd i 3ed the POI | owi ng substeps: (i) starting a tinmer

and moni toring the tiggeto; ensirs sdaediecommunisaling séeprocours 5
within a predeterm ned anount of Tine; (1i) generating a first random

[
nunber; (ite )di@bl%v$%be§%¢@c@%a%?%¢t%‘é?%lgl‘??ﬁ rffatTon based on the
first randomhumbes; 4h¥) generating a second random nunber; 10 (v)

retrieving data fromit{he neter,based,.on the upber; and (vi)
di sabling the sel ect eﬂn?ﬁﬁ@?]flgﬁﬁg arr%}cé?n%eea%%r?%gg?o{)?ﬁg?%?l ﬁ?y neter. 20.
A net hogs asconjehat bod 7withr ther svarnpeasiing the step of verifying the

di sabl ement  of ff?turgsmgghod as in claim 12, further comprising
the step of selecting specific features to be removed
from the utility meter, wherein said selecting step

occurs before said communicating step.
14. A method ag in claim 12, wherein said

performing step comprises the following substeps:

(1) gending a PIN from the PC to the
smartcard;
5 (ii) sending a cryptogram from the smartcard
to the PC;
(iii) deérypting the cryptogram; and
(iv) verifying proper decryption in substep
(1ii) .

15. A method as in claim 14, wherein the PC

associated with the PC-based application performs

substep (iii) and the smartcard performs substep (iv).

16. A method as in claim 14, wherein the
cryptogram comprises an encrypted random data string.

17. A method as in claim 16, wherein said step
of decrypting the cryptogram is implemented via Data
Encryption Services (DES) protocols.

18. A method as in claim 12, further comprising
the step of interrogating the utility meter to
determine what type of meter is interfaced to the



substep (vi). 21. A nethod as in claim19, further conprising the step of
ensuring a proper license count at the smartcard. 22. A nethod as in claim
19, wher ewp 2004/@mi68r r or occurs during any portion of sa&Ca/usemswniieati ng
step, the transaction is halted. 23. A nethod of utilizing a smartcard to
transfer a functionality license to a gtility neter, said nethod
conprising the following steps: interfacing a smartcard with a utility 5
met er; intergnegatdaxy ardddensend oimterr®nddwec i sted tearld tloe epsure a proper

| i cense count { S transferring the desired functionality;
provi di né a%saesg%(% eégr%ln%g%\?%g ion path 10 between the smartcard and the

utility neter; ank® WOZ2R004110dF 1868 RCHYIISR00B7 02832dei8satidnsferring

i nformati on Qeimeen-4iheno seedt casfhanek 4 heutid bl e or
disable selected utility s frﬁpnctio%ns. ¢ oL iEs b o0 ai m 23,

wher ei n upgraded feat litks Brareiablad Bt Rt TR §ORERSItRMd thus a

IOrOEeEI | i censignowd COEHES PONLS e H@ahetiddhngrst@fusdcies one. 25. A
met hod a

in.claim?24, further,conprisi e, step of decrenenting the
" conse. oult g 1 DEFrt CEPHESS g b aSiBE D o afm 23 wher oi n
features are disabled(at)t hgemrdiing reteirsindrahdem anprioger | i cense
count corresponds to Ot‘fiiha{'eﬁéjzéxpirﬁassilé’@@edl&ﬁért%@g{]dthe maxi mum count
0, rt

value. 27. A nmethod as tn claim rther conprising the step of
i ncr ement i ngt RN PR eb2BRGRt OB~ P el 1 BFarfeRie" PR et hod as in claim

23, wherein the (iv) generating a second random number;
10 (v) retrieving data from the meter based
on the second random number; and
(vi) disabling the selected functional
meter features to the utility meter.

20. A method as in claim 17, further comprising
the step of verifying the disablement of features in
substep (vi) .

21. A method as in claim 19, further comprising
the step of ensuring a proper license count at the
smartcard.

22. A method as in claim 19, wherein if an error
occurs during any portion of said communicating step,
the transaction is halted.

23. A method of utilizing a smartcard to
transfer a functionality license to a utility meter,
said method comprising the following steps:

interfacing a smartcard with a utility
5 meter;
interrogating a license counter on the
smartcard to ensure a proper license count exists
before transferring the desired functionality;
providing a secure communication path

10 between the smartcard and the utility meter; and



smartcard is interfaced with the utility neter via a smartcard reader and
peri pheral conputer conbination in comrunication with a data port of the
utility Swoenerel788. A nethod as in claim 28, wherein tIR€TUIS2003t0953241et er
data port conprises a port selected fromthe group consisting of a serial
port, a USB port, a PCMCIA port, a nodemport, an RF link, and an opti cal
5 port. 30. A nethod as in claim23, wherein said step of providing a
secure comuni cati on pathnsdaeprisgsinfoamnsteoni hgtWedhi nher mati on bet ween

the smartcard ando.28 hAheLhaced: PGy 3ter & SEBILAAETTOL YPEMiLh utility
meter |license transfers, sard snart%ar%.conpr|5|ng: nmenory configured to
store files Sftdciadorhaliby voreespendihgneo |icense transactions; WO

2004/ 017168 PCT/ Us200340358R24a 29 Snaclhehops 0CEasOL: sonhigMsed to process
data transferred to and fro&}gﬁlg sggrtcar .. an interface gort configured
S

to connect and®tiebnfiufitafad Pt et diFBalerer apdah™8fcRosure for
housi ng sai dopeperyl andnsé0csantl dberepponéssdd gheatgbduhan eenfi gurati on.
32. A snartcg&?afs 5noﬁgain131, wherein said nenory stores a file
correspondi ng~t o Ee cardholder's PIN 33. A smartcard as in claim31
wherein said nendby shomethadfiabseigortespoddi nfurbharunbypeiséngal nunber

identifier. Sd. Acs BECéégréﬁehBiﬁbakﬂé31ic$ﬂ§é958uﬁ?iQn prgory stores a

file corresponding 1o each type of “license capable of transfer to a
utiIity_nete?WaB§¢a%§snartcard as in claim31l, wherein said nmenory stores
respective infornmationaceeeaspoadi ng tdaibhhescawdbekdar reaPlibesa uni que

serial nunbeére disabled at the utility meter and thus a proper
license count corresponds to one that is at least one
less than the maximum count wvalue.

27. A method as in claim 26, further comprising
the step of incrementing the license count on the
smartcard.

28. A method as in claim 23, wherein the
smartcard is interfaced with the utility meter via a
smartcard reader and peripheral computer combination
in communication with a data port of the utility

5 meter.

29. A method as in claim 28, wherein the utility
meter data port comprises a port selected from the
group consisting of a serial port, a USB port, a
PCMCIA port, a modem port, an RF link, and an optical

5 port.

30. A method as in claim 23, wherein said step
of providing a secure communication path comprises
transferring PIN information between the smartcard and
an interfaced PC.

31. A smartcard for use with utility meter
license transfers, said smartcard comprising:

memory configured to store files with

information corresponding to license transactions;



identifier, and each type of |icense capable of 5 transfer to a utility
neter. 36. A smartcard as in claim3l, wherein said interface port
conpri seswe wu/drtepi n contact area for mating with a ce®CTASPE3IORLFQ4

mul ti-pin contact area of a smartcard reader. 37. A smartcard as in claim
31, wherein said smartcard further copprises a |icense counter configured
to maintain a nunber of |icenses available to be upgraded to or downgraded

fromselected utility aSmbetepsBoc88scA 8FAELgarddasoi pretakm ddcawherein
said smartcard iEecgggb#e of ;sending a encrypie data string to an
interfaced PC 39T A SHnr? caPd B5°n 21 4i M358 AhBfein said smartcard is
further capable of verahyingepfaperpodececypfignrefi thecenceypt edddat a

string by th@oﬁghnygggQ04igg?;6§m§%§€%§%??§53g5§2§nd30 40. A smartcard

reader configured to Interface w ity meter such that neter
license transactions 2BnShelefveet bgr Bargisgapeédrdererdepndconprising: 5

a first intesd agemperbpeobéigurednt 9 soanNest c8AdigapRLNLEAte with a
smartcard; and a secon interfacg gort configured to connunlgate with a
utility neter. A shafPearPreader 1BsCAtEl At m ¥BeTGhBr 87hY said first

i nterface pon¢mcoppetsessaantfiiie-ponrespohdany aoeahéocamdhohdewi sh a
correspondi ngqul ti- pin contract area of a smartcard. 42. A snartcard
reader as in c¢claim40, wherein said smartcard reader is configured to
receive a smartcadd- whtBmasteprrdpgpade Fileemses, subhrehat sehflanced meter 5

functional i tyegfap,bgrbragsheried bst-vespohhensnebt gandi qaRdsarubil ity
et er. number identifier.

34. A smartcard as in claim 31, wherein said
memory stores a file corresponding to each type of
license capable of transfer to a utility meter.

35. A smartcard as in claim 31, wherein said
memory stores respective information corresponding to
the cardholder's PIN, a uniqgque serial number
identifier, and each type of license capable of

5 transfer to a utility meter.

36. A smartcard as in claim 31, wherein said
interface port comprises a multi-pin contact area for
mating with a corresponding multi-pin contact area of
a smartcard reader.

37. A smartcard as in claim 31, wherein said
smartcard further comprises a license counter
configured to maintain a number of licenses available
to be upgraded to or downgraded from selected utility

5 meters.

38. A gmartcard as in claim 31, wherein said
smartcard is capable of sending an encrypted data
string to an interfaced PC.

39. A smartcard as in claim 38, wherein said
smartcard is further capable of verifying proper

decryption of the encrypted data string by the PC.



43. A smartcard reader as in claim42, wherein neter functionality is
enabled at a utility nmeter, thus wusing a neter |license provided on the
smart car dwai206w/013168hi ch sai d smartcard reader is interf@cadis2¢ns/025324
smartcard reader as in claim42, wherein neter functionality is disabled
at a utility meter, thus adding a netgy license to the smartcard with
whi ch said smartcard reader is interfaced. 45. A smartcard reader as in

cl ai m 40, wherei o saixd secenshidtesidse EoitigomeatsatieSetfgigect|y with
the wutility nmeter vial. PC and PC- as'ﬁg applicatjon. 46. A smartcard
reader as in'cihidn¥st FET T AR st Cﬁ?taej? ejald:e‘?n?% a separate

peri pheral demdmsadtiomns tden B sethedted, soadd secaond-and eréader port is WO
2004/ 017168 BCT/US2003/ 025324 31 5 connected to the PC and the PC is then

provided in ~comunication with the utility meter. 47. A smartcard reader
as in cldim45, whereid fizstd Irweriard pebderonsigredt eyredneddponent of

a PC that ishd M&effacedwd tyy dhey ubhd+tyaret esnguch that said second
interface port enables a co nj cation 5£ath bet ween the utility neter and

the smartcard reader/PETIREYr H T L3I R T o T U EEHet@r i ng system
capabl e of premhdhheatapgitades witidbwrgneaded. f unctionality, wherein the

functi onal 1ty 11 cohseds SheLeatdr o Sy ctort 2550 1 i B8 ha er i ng
appar at us f osaid etironi tateyfapeasort ngoopriéss ra buelpg-@imtility product;
at | east one,Gomuin CaLlONBPORL e ROV HEH 4 NcofPOblBshl AR Whibisaid
nmet eri ng apparatus such that 10 conTruni cation with processing conponents of
t he pin contract area of a smartcard.
42. A smartcard reader as in claim 40, wherein
said
smartcard reader is configured to receive a smartcard
with meter upgrade licenses such that enhanced meter
5 functionality can be transferred between the smartcard
and a utility meter.
43. A smartcard reader as in claim 42, wherein
meter
functionality is enabled at a utility meter, thus
using a meter license provided on the smartcard with
5 which said smartcard reader is interfaced.
44 . A smartcard reader as in claim 42, wherein
meter functionality is disabled at a utility meter,
thus adding a meter license to the smartcard with
which said smartcard reader is interfaced.
45. A smartcard reader as in claim 40, wherein
said
second interface port communicates indirectly with the
utility meter via a PC and PC-based application.
46. A smartcard reader as in claim 45, wherein
said
smartcard reader is a separate peripheral device from

the PC such that said second interface port is



netering apparatus is enabled; a peripheral conputer configured to

comuni cate with said netering apparatus via said at |east one

comuni cawbaao4artés and 15 a smartcard reader connect ed PCa/tsneh3ions324

comuni cation with said peripheral conputer, said smartcard reader
configured to receive a smartcard suchithat neter systemfunctionality can
be enabl ed or disabled. 49. A netering systemas in claim48, wherein the
utility ptodaennsessdr&d bhediPSt einbuttde B¢ Sai dhemepeniviigiedppar at us

conpri ses el eghfi62baBRBRIY B0 1A Rl 'tggm@é% emas in claima4s, wherein
said at | east one comunication port S selected from the group consisting

of a serial port, 4d-UsB ﬁﬁﬁFtcérdPGW@ﬁArp@ﬁtlnaﬁlﬁﬁmlﬁﬁk waemedem
connection, aaddasmérepbirealepart iW0220044Q47168 RBbbHe2003/:025324 32 51.

A netering s m.as.in claima48, further ri sing an ad |t|onal
cormunicatiogE grﬁssﬁEEeFﬁﬁFeddlﬁg%tt Snﬁﬁﬁﬁ&gg BREét REER $AR& netering
appar at us aﬁdldasdcsndrunaedfaead@brtSe&aabbeda 22umAnAekeribng system as

in claimsl, r chysa a |on port is selected fromthe
group consi st gﬁﬁ B%Egeggr?gﬁ ufs ggqguggg d gk *pENRFAEGFt, an RF | nk,
a nnden1conné@ﬁ 6ﬁ/P§nén§ﬁ9r§t§§tp@mblpatﬂOHSS A netering systemas in

cl aim 48, mhere|n4gsa|ﬂ sEBRE-¢aRd ader LS8Nl Be nponent of
sai d peripher uter. 54. Abnengégngégteﬁlgg gEgb?g%%g48 further

conprising a“ Qﬁﬁ?gﬁ r Q¥ efgHyEa2FARS & ﬁﬁPﬁééFHr Wegyein &ied snartcard
cont ai ni ng meteertngckirenahi funckiieensetinfier satboadf 8x enabbipg or

OLoRli g, o hyachiond: Ficeiohas Ty $5608.2R0 L3 i e Ry 1hig B ELRS SYSTEM
5 comprising:

a metering apparatus for electronically
measuring or distributing a utility product;

at least one communications port provided in
conjunction with said metering apparatus such that

10 communication with processing components of the
metering apparatus is enabled;

a peripheral computer configured to
communicate with said metering apparatus via said at
least one communication port; and

15 a smartcard reader connected to and in
communication with said peripheral computer, said
smartcard reader configured to receive a smartcard
such that meter system functionality can be enabled or
disabled.

49. A metering system as in claim 48, wherein
the utility product measured or distributed by said
metering apparatus comprises electrical energy.

50. A metering system as in claim 48, wherein
said at least one communication port is selected from
the group consisting of a serial port, a USB port, a
PCMCIA port, an RF link, a modem connection, and an

5 optical port.



sai d peripheral conmputer is outfitted with a software- based |icense
transfer application with which a user can interact to effect

funct i onawbptagoampgréadi ng or 5 downgradi ng. 56. A neteri n@CINES2@3023324 n ¢l ai m
55, wherein the software-based |icense transfer application conprises
user-sel ectabl e options including at |east one selected fromthe group
consisting of accessing 5 1log files, accessing a smartcard sumary,
upgradi ng nmeter Fluncthonateryngdewagendingimecbrifhuhst i bnathey, and

accessing a 8@@5rf§4ﬁ5n§ﬂuadditional communication port such that
direct communication between said metering apparatus
and said smartcard reader is enabled.

52. A metering system as in claim 51, wherein
each said communication port is selected from the
group consisting of a serial port, a USB port, a
PCMCIA port, an RF link, a modem connection, and an

5 optical port.

53. A metering system as in claim 48, wherein
said smartcard reader is an integrated component of
said peripheral computer.

54. A metering system as in claim 48, further
comprising a smartcard engaged in said smartcard
reader, said smartcard containing meter functionality
license information for enabling or disabling

5 functionality of the metering apparatus.

55. A metering system as in claim 48, wherein
said peripheral computer i1s outfitted with a software-
based license transfer application with which a user
can interact to effect functionality upgrading or

5 downgrading.

56. A metering system as in claim 55, wherein
the software-based license transfer application
comprises user-selectable options including at least
one selected from the group consisting of accessing

5 log files, accessing a smartcard summary, upgrading
meter functionality, downgrading meter functionality,

and accessing a user help menu.



