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sof t war e -agai nst unwanted use with a "detection coercion’ LnGcipl e
This invention concerns the technical domain o?c%y?ﬁéégsinﬁﬁg@?@mNSMTE
the general sense, and is nore precisely ained at the neans of protecting

software running on said data processing systens agai nst unauthorized
usage. The subject of the invention ains iln particul ar at the neans of

protecting softwyar ai ns nayt hori zed usage si ng progessi-ng a

nmenori zi ng unit, \ﬁ@‘ﬁﬁ?fﬁgo Pﬁ?%etcybsg % SRR W%ﬁ?%&ﬂéﬁei %%8 By e%“hf“g aéglrdd or
a material key,Qn oBiRgfl- I n the technical domain above, the main problem
concerns the unauthorized usage of software by users who have not paid the

license rights. This illicit use of software causes an obvious |oss for
software editors, software distributors and/or any person integrating such
software in products. To avoid such illicit copies, various solutions, in

et obe on’sol o 100 REbirSoq DRSSt BobSuPS s iah Bend B °
system such %Ene?alp%léﬁe%,gcﬁlld RORBRNBAL iﬁgﬁ?”ﬁﬁwﬂr A @16 Uh s K pfectil N are Such. .

a protection~key s guar ante the software executes only in
presence of: t enitgeyn saifedata ptocesssig sysgems lapainstentgbonidediusage. s sol ution is

i neffective becayse it. presepnts the inconveni ence of .being easy to bypass.
AnCi 111 ntent ondlewbisBh obrihe, IRwoREr AR, In RITGrHENS! SRS Sy
tools such as gheas %gﬂﬁét%éutﬁ&%eﬁtlﬁaéé]‘ﬁsiﬁg%tﬂr%eséiﬂ bid'mhRRigingQfnit 4%h a
protection key. It beécomes then possible o make 1Tlicit copieés

cor r espondi nguiid beinp domiedlyuaatsiidized bfy atdhip cwd brnamatesial keyt ar UGB paitt hout t he

~ protection. Mregver, this ol yti on capnot be neralized to all_ software,
i nasmuch as it i 40 &% fschgicl domap Abeve E‘ﬁ"df‘%mt Wﬁﬁ‘emorﬁﬁmse igpRUaned; o

the sane syst ﬁgeggegf%oﬁwmeew ugegs A 'aw%et)gaa b WeerRb Sphfe i 1idil i 9O 2

solution to t orement i‘oned problens proposi ng & process to protect
a sof t war e agsofbgdre causasi bin obvisediosss fog spftwatereglitars, seftvane dispitotes sndigr and

menorizing unit, inasmugh as_ the presencde of such.{f ugi.&.i.s necessar‘}/ for
the software PEFSHRintegpling sych sofiFrrs oy Rrodusts. 1o 3vgid suehHIlCHC RORIES, YATIOUS he

et 00 MRk 0GRS ASe B fopdk e Byl | 205t one
' - Thus, a protection solution is known, which makes use of a hardware protection.
system, such as a physical component named protection key or “dongle”. Such a
protection key should guarantee that the software executes only in presence of the
key. Yet, it must be acknowledged that this solution is ineffective because it presents
the inconvenience of being easy to bypass. An jll-intentioned personora hacker can,
-with the aid of specialized tools such as disassemblers, delete the control instructions
of the protection key. It becomes then possible to make illicit copies corresponding to
modified versions of the software able to run without the protection. Moreover, this
solution cannot be generalized to all software, inasmuch as it is difficult to connect
* more than two protection keys to the same system.

- The subject of the invention aims precisely at finding a solution to the
aforementioned problems by proposing a process to protect a software against
M 'tl;qlriauthorized usage, using an. ad hoc processing and memorizing unit, inasmuch as

the presence of such a unit is necessary for the sbﬂware to be completely functional.
So as to reach such a goal, the subject of the invention concerns a process to

protect, using at least one blank umit including at least processing means and




menori zati on means, a vul nerabl e software against its gsadhleyees usage,
said vul nerable software being produced froma source and working on a
data processing system In accordance with an aspect of the present.
invention, there is provided a process to protect using at |east one bl ank
unit including at |east nenorization nmeans and processing neans, a

vul nerabl e software against its unauthorized tsage, said vulnerable
software working on a data processing system said protection process
conprising: 4 during.a protection phase: defining: at |east one software
execution charBEREREen Beans; ppileerable spdtwagnhagagsbids wrauthodzeskuspee, paidt in a
uni t, at | eastvulemblrsoftetiedringpraducetbfrbm af sotrcatind ®aking0uien dudd prodéseing
execution chayggheristic, detection neans to inplenent in a unit and
enabling to detect that at |east one software execution characteristic
.does .not.. abi ddn bgcoatanteceash an mpect af fepratednvmtibe thaais prodde cpecss an neans

to Tl erment ipfbider ik aBsh SAARLIOHL RN SIS FrenBRLRATAEES NG SySt em

and/ or nodify the execution of sof.tware “when at_|east one criterion is
Rt abi ded by PRESHOETERF G P LRNEPEIEHLE WANPTHS 1525 3aifis of m ¢ he

~ bl ank. uni t i ntvyingrablgrsoftwaigiveorkiog onvpldatagpnicesding syeteme sdidprofeetios panekst he
coercion rrean@ompﬁgi@%ti ng a protected software: by choosing at |east one
sof tware execution characteristic to nonitor, anong the software execution
characteristi¢c® |idwing apolsetiorotiiasedr ed, by choosing at |east one criterion
to abide by for atel easgefpfy: chosen software execution characteristic, by

choosing, at |east one algaorithmc processin ich,.duri the execytion
“of the vul nerable sof t war ™ It ?’eﬁﬁwgrﬁﬁxe@ﬁgn\g%é?ﬁwg&ﬂﬁggéﬂEBF@gﬂ‘? at
obtain at |east one resul tleasiimipdron amsitch at | east one chosen software

~execution characteristic, itSedsCorRRrilRidhk®hSide bPFor GNRAS bidscHiwE&SEue
portion of the source of tt]e \éyl.ntclerabl e software containing, at |east one

chosen al gorithmc process? . cprodl_Jci ng the source of the protected
- software fromthe source ofetection means to implement in a unit and enabling to detect that at

least one software execution characteristic does not abide by at least
one associated criterion,

- and coercion means to implement in a unit and enabling to inform the
data processing system and/or modify the execution of a software
when at least one criterion is not abided by,

. constructing exploitation means enabling to transform the blank unit into a
unit able to implement the detection means and the coercion means,
. creating a protected software:

- By choosing at least one software execution characteristic to inonitor,
among the software execution characteristics liable to be monitored,

- bychoosing at least one criterion to abide by for at least one chosen
software execution characteristic,

- by choosing, at least one algorithmic processing which, during the
execution of the vulnerable software, uses at least one operand and
enables to obtain at least one result, and for which at least one chosen
software execution characteristic, is to be monitored,

- by choosing at least one portion of the source of the vulnerable
software containing, at least one chosen algorithmic processing,

- . by producing the source of the protected software from the source of

~the vulnerable software, by modifying at least one chosen portion of
the source of the vulnerable software to obtain at least one modified




t he vul nerabl e software, by nodifying at | east one chogenapaary2006 of the

source of the vulnerable software to obtain at_| di fj 6
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the protected software, this nodification being such that: during the
execution. of the protected software a first execution part is executed in
the data processing systemand a second execut i on part is executed in a

unit, obtained fromthe bl.ank.unit after u . ' :

second execution part &3&HQR &Lt gtsoyrgggk‘&}% #egﬁgtslgona f%%bg{ém&eg%ﬁgone
chosen al gorithm c procgsgia@ - and during the execution of the protected
software, at |east one chosen execution characteristic is nonitored by
means of the second execudirong thargxeariibrt h theaprotackest sodtvears wefinsh Axgeytinnt

abided by leads to a nodification of, the execution of th rot ected
software, and by produci nept 48 ereeted,ip Jbe ‘%ﬁ? PIF e Sﬁ‘%ﬁ‘?‘e cgﬁ &5PPMar e,

fromthe source of the pratect . a%?Lsté@@EEwdqﬁia%niﬂ, bbthirRlifREh tIRABIANIDBARY

such that during the execution e protected software, appears a first
execution part which is exegupkddiofiitfenatimg processi ng system and whose
at least a portion takes into account that at |east one chosen software
execution characteristix i@em@&&a@w@%@&%&%ﬂ%%ﬁ@%ﬂ% ét

protected software, cont ai fgwg’nggﬁoseﬁégogsﬂglﬁ%ipq&e s inplenmenting the

detection nmeans and the coerclion nean second obj ect part being such

that, after upload to i headd duringutlict exeodtictLiof tig ploeectedesofiwans abfledshene

protected software, appears the second execution part, b ans of g}n ch at
| east one chosen 'sof t war e ESALLKBIMORFRALGTISIC; I8 ngﬁ‘i‘}%ﬁit r AL QY B

means of which the fact th@etcoz?d ?’{“{Gﬁﬁ‘% ?éh bd BRt alhstede Yol Rafbs aﬁiﬁ_e@by

nmodi fication of the executTon o otected software, and uploadi ng the
second object part to the lehdyts aunodificatidnofitheeicotot ofthe pfoteaddt siftwang t he

unit,
- and by producing:

>  a first object part of the protected software, from the source of the
protected soﬂ:wére, said first object part being such that during the
execution of the protected sofiware, appears a first execution part
which is executed in the data processing system and whose at least
a portion takes into account that at least one chosen software
execution characteristic is monitored,

» and a second object part of the protected software, containing the
exploitation means implementing the detection means and the
coercion means, said second object part being such that, after
upload to the blank unit and during the execution of the protected
software, appears the second execution part by means of which at
least one chosen software execution characteristic is monitored
and by means of which the fact that a criterion is not abided by

" Jeads to a modification of the execution of the protected software, _
. and uploading the second object part to the blank unit, with the intention of
obtaining the unit,
- and during a usage phase during which the protected sofiware is executed:

~ » in the presence of the unit:




4 and during a usage phase during which the protected 26fJamaarg 2086 execut ed:
in the presence of the unit: 26 January 2006 PCIT/ FR02/02343 - TEXT TO
TRANSLATE 4 and as long as all the criteria dsT/ERA@23¢3-oTEAT TQ TRANSLATE
noni tored execution characteristics of all the nodified portions of the
protected software are abided by, enabling said portions of the protected
software to work nomnally and consequenf‘l y enabling the protected

software to work nomnally,, and if | east one of the cri ia .
corresponding to a 'ﬁnniaP‘éraédlongxac?cﬁlﬂ ia%?\ cgﬁg‘,laagprer?qup 10E P ‘?ﬁ g’%‘% oA ¢ he

protected software is ahi : ' : ' tem
of it and/or nodifyi ng@Q%%gGPlfﬁ%?thﬁ?t#S %ﬁlgwg%%@%egﬁbg%&? %g%ﬁ%@%g%
software, so that the sbfiwadeiapnabidedby, chebljmpahepertonodftthapretdcedrofivareed,
~and in the absence of the unit, in spite of the reciuest by a portion of the
first execution part toWork pgRinallyandsenseapenilyicnabling the pfotectzd soffwyare to

functionality of a chosen_al L.thm c processing, in not being able to
fulfill said request %orrgggfn%’%?ly’so that at |east said portion is not

executed correctly andahfiaf, at EASSSAYQT 1he, cliffia PERRFbRENS 8 taV@idhitofed NOt
conpletely functional. According to a variant enbodi nent the process

according to the i nvenekemtionehpractedstic of dupdriion ©of dhe) pratestad soitwisa denot

defining: as software ecution characteristic liable ta.b itored, a

variable. of m_aasurerr@ﬁ’{ae gyt’ﬁ orﬁ"é‘%\?g@e [aaprf)ﬁ?félflg&"f%ﬁnt Itoasldg’?@ﬂd? e, as

criterion to abide by, gf filiRASKInSWYT thd posis Gfﬂ&sgﬁt@&ﬂdsdfﬁva@@% thi@eabl e
0

of measurenent, and act ual 'i zation neans enabl i ng u date at | east one
~variable of measur enefinctioningtof thet protyetedsoBwpreds madifiad, means enabling the

prot ected Sof twal o: Sy IHBEBIALF GLE Gfivi e bl PUIRERGF SeRDR PLiedireh
monitor, at least eyecution part to trigger the execution in the unit, of the functionality of a
chosen algorithmic processing, in not being able to fulfill said request
correctly, so that at least said portion is not executed correctly and that,
consequently, the protected software is not completely functional.
According to a variant embodiment, the process according to the invention
comprises:
-> during the protection phase:
e defining:
- as soﬁware execution characteﬂsfic liable to be monitored, a irariable ]
of measurement of the usage of a functionality of a software, '
— as criterion to abide by, at least one threshold associated to each
variable of measurement,
— and actualization means enabling to update at least one variable of
measurément,
s constructing the exploitation means enabling the unit to also implement the
actualization means, '
¢ and modifying the protected software:
— by choosing as software execution characteristic to monitor, at least
one variable of measurement of the usage of at least one functionality

of a software,




one vari abl e of neasurenent of the usage of at |east or?6 Janoayi200@l ity of
a software, 26 January 2006 PCT/ FR02/02343 - TEXT TO TRANSL
choosing: > at |least one functionality of the B%{%Q%&%%ﬂ%é&&iﬁgBANSLATE
usage is liable to be nonitored using a variable of neasurenent, > at
| east one variabl e of neasurenent used to quantify the usage of said
functionality, at |east one threshold assOciated to a chosen variabl e of

measur ement corresponding.to.a limt of usage of said functionality, v and
at |east one nethod of WFRP¥EF a chosen variable of nmeasurenent

dependi ng on the usage ,0f §3igls b hb@GMIS ¥ thre ROECHOY soMRirS Yitlife alagheast

|
one chosen portion of the source of the protected software, this
nmodi fi cation bei ng such t Hidble @ibeimenitoned usinga wetiabie of medsureprant.ect ed

software, the variable of neasurenen s .actualized means. of the second
“execution part dependiny oEﬁ1?"}%0“"11%35%3@1‘30‘#@%WW%P?%&I%“‘F@}W%%“S&EGP ast
one threshold crossing is %a%d(ﬁﬁcﬁ%ﬂaii account, -~ and during the usage
phase, in the presence of e unit, and in the case where at |east one

t hreshol d crossing correspanddasg dne #restwddt asaodated nid fchosagevarigble of
detected, informng the data processing systemof it _and/or nodi fx% ngaiéhe
“functioning of the porti ormefsurameny sREsPERdiags fQwap e limdty ¢ Hs2EHe
functioning of the prot ectﬁg?tgqu Jare is nodified. According to a variant

enbodi nent, the process ac w%gﬁg’?o the invention conprises: -~ during

t he protection phase: ; defjdnangeéast onermethodeaftupdate vhirai aldsen ofariable of
measur enent, several associated ‘thresholds, and di ffer,g t coer.ci on nmeans
correspondi ng to each of sapapuresreatfdencading ondhe usagaiof i %JW@H%JF& ect ed

sof tvare: by choosing i,the SouEes & 1chiCoR! Bhash Sorill LIS softbe 23R One
protected software, this modification being such that, during the
“execution of the protected sofiware, the variable of measurement is
actualized by. means of the second execution part depending on the
- usage of said functionality, and at least one threshold crossing is taken
into account,

- and during the usage phase, in the presence of the unit, and in the case where at
least one threshold crbssing- corresponding to at least one limit of usage is
detected, informing the data processing system of it and/or modifying the
functioning of the portion of the protected software, so that the functioning of
the protected software is modified.

According to a'variaﬁt embodiment, the process according to the invention
comprises:
-> during the protection phase:
*  defining:
—  for at least one variable of measurement, several associated thresholds,

—  and different coercion means corresponding to each of said thresholds,
o and modifying the protected software:
— by choosing in the source of the protected software, at least one chosen
vatiable of measurement to which must be associated several

thresholds corresponding to different limits of usage of the




vari abl e of nmeasurenent to which nust be associ ated sewsrhahuary2088hol ds
corresponding to different limts of usage of the 26 January

2
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two thresholds associated to the chosen variable of neasurenment, ~- and by
nodi fying at | east one chosen portion of the source of the protected
software, this nodification being such th&t during the execution of the
protected software, the crossings of the various thresholds are taken into
account differently, b ¥ﬁi§ﬁ the second execution part, -~ and during

~the usage phase: int rﬁg Scﬁ%nfsﬁ%% eft tohd Barbolds assdefatdd B thASRHsW S Ribld 6

crossing of a first thr tected, enjoining the protected
software not to use then®eie@siondi ng functionality anynore, - and in the
case where the crossing of a second threshold is detected, making
i neffective the cor respgohdiynmofifiiag #nlgastt gneashosent partioneals theospurcenef theon of

the protected software. Accordi to ga.variapt . .enbpdi nent h ess
according to the i nventpf“?}f’\&e(i:og |a§°es&"8- ?iﬁﬁ?aﬁlant eén%r%ltdelcrh?’gn_ P gsgl:e
defining refilling meang.QmaR! dMehd Prote&ed tsoftivaleS bt QBRiMAT §MBHe various
functionality nonitored by a variable of neasurenent with at | east one
addi ti onal -usage, conghmrestoldsmage tthleeneingd a¢aonnt differentinsbramesansapf Bgisaepndhe
unit to inplement the refilling neans, and nodifying the protected
software: - by choosi nGgXfHPRE¥ource of the protected software, at |east

e eToner v LB Syl gERa, erabl 1o [0 [yt the usede ol 2
addi tional usage, inthe presence of the unit: '

—  in the case where the crossing of a first threshold is detected, enjoining
the protected sofiware not to use the corresponding functionality
anymore,

— and in the case where the crossing of a second threshold is detected,
making ineffective the corresponding functionality and/or at least one
portion of the protected software. |

According to a varian_t embodiment, the process according to the invention

comprises: .
-> . during the protection phase:

. defining feﬁlh‘ng means enabling ,'to “credit at least one sbﬁwa.te
functionality monitored by a variable of measurement with at least one
additional usage,

‘e constructing the exploitation means also allowing the unit to implement the
refilling means,

¢ and modifying the protected software:

— . by choosing in the source of the protected software, at least one chosen
variable of measurement enabling to limit the usage of a functionality

~ and which must be able to be credited with at least one additional
usage,

— and by modifying at least one chosen portion, this modification being
such that during a phase called of reﬁll‘ipg, at least one additional usage




-~ and by rmdi.fyi ng at | east one chosen portion, this madishuag2006 bei ng

such that during a phase called of refilling, ddit,l e‘ §
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functionality corresponding to a chosen variable of neasurenent can be

credited, --> and during the phase of refilling: reactualizing at |east one
chosen vari abl e of neasurenent and/or at | éast one associated threshol d,

so as to allow at | east %ﬁg@bﬁ%’%@h’%‘é qﬁlﬁcleﬁo%r ecé}[‘esé&?di%é WG LigRal ivhMable of

According to a vari ant ess atcordrng to the i1nvention

conprises: -> during thg.pnaiRGhcanbo®braRed, defining: as software
execution characteristic |[i1able to be nonitored, a profile of software

usage, and as -@r idndrdudng the phiabclef 1efijlingt | east one feature of software
execution, and nodifying.the I'ot ected softwar choos{n as spftware
executi on char act%r i SRFBANZNEA

. - b
_ cpr oy IS8R AR o BIEETERL e Pa Teast
usage, -- by choosin ea}fssécgagté(?m ﬂ{s} g[)c?%é%% Qo e fdbi QR é?ﬁditi@ﬁhpt%ikagé of gast

one chosen profile oOf ‘Usa - and by nodifying at |east one

chosen portion of thgnswiatigy,. of the protected software, this nodification
bei ng such that, during the execution of the protected software,. the,

second’ execut i on fegordingitel s vapantgmbaediwent, Jhe Process gre taxtbe JoYgHong ng
during the usage phase in the presence of the unit, and in the case where
it is detect égnlp ¥ at | east one feature of execution is not abided by,

~inform ng the »dahginpiRcMotctign piisseem of it and/or nodifying the
functioning of the portion of the protected software, so that the
functioning of the pdefiningied software is nodified. According to a variant

embodi ment, the process according. 0.4 MELALSI 9te ROSPEbRERE, a profile of
software usage,
— and as criterion to abide by, at least one feature of software execution,
e and modifying the protected sofiware:
~ by choosing as software execution characteristic to monitor at least one
profile of software usage,
- by choosing_ at least one feature of execution by which at least one
chosen profile of usage must abide,
— and by modifying at least one chosen portion of the source of the
: protécted software, this modification being such that, duﬁng the
execution of the protected software, the second execution part abides
by all the chosen features of execution,
- and during the usage phase in the presence of the unit, and in the case where it is
- detected that at least one feature of execution is not abided by, informing the
| data processing system of it and/or modifying the functioning of the portion of
the protected software, -so that the functioning of the_ protected software is
modified.
T  According to a variant embodiment, the process according to the invention
| comprises: |
| > during the protection phase:
¢  defining:




4 during the protection phase: defining: 26 January 20@6/anBGY/2BB62/ 02343 -
TEXT TO TRANSLATE 8 an instructions set whose.| | QI |

be executed in the wunit, a set of instructio%%#@@%r"ﬁ%*aqﬁhgﬂﬁ
i nstructions set, said instructions commands being liable to be executed
in the data processing systemand to tri gger in the unit the execution of
the instructions, - as profile of usage, “the chaining of the instructions,
as feature of execution, .an _expected .chai.ni.ng,.f t f] .

i nstructions, as det_ectapdﬂaﬂbcgags, Se&revgf%eéﬂsat%ﬁ%}:lﬂlgsr?%ngg%@tc%t#a%?ut%éﬁ ife
chaining of the instrygli ons does not correspond to the expected one, -
and as coercion means, neans enabling to informthe data processing system
and/ or to nodify the fungki wfi mgtottidise coomiandn fofr paidt stractions ofdtywesarl when

the chaining of the instructions does not cory. ond to the expected one,
constructing the expl oilB#ficHANEaREnaRAs BLERG lf’ﬁﬁg tohbe ugHeEuted ‘é‘xg‘&t 3 he

I nstructions of the in | t ufj - SRl Ol ugt kbans
being triggered by th}%eéég%:dtljg%g%éﬁnﬂiggd%i?g&pﬁdo%s(sa%]rtlatﬂ%%gkée{ﬁ%ho& Pfg]e

i nstructions conmmands instaRdofmd)di fyi ng the protected software: by nodifying
at | east one chosen portion of the source of the protected software, this
nodi fi cation bei ng suclasphefile ofusage, thachaining of Hissasirustigdt i t hmi ¢ pr ocessi ng

is split so that durin e execution of the tected soft ,d
“algorithnic processi n%sift%au@ﬁ?e SRS ﬁ@&ﬁge%‘%‘f e &8 e@%%@ﬁ?? %ﬁhbeart,
using instructions, for,ah,cke@st one chosen algorithm c processing,
instructions conmmands are intégrated to the source of the protected

sof tware, 'so that dur iasgletdetiorxmand,imeansfenaimgpioodetet deht slef cheaming of heh

instructions does not correspond to the expected one,

— and as coercion means, means enabling to inform the data processing
system and/or to modify the functioning of the portion of protected
software when the chaining of the instructions does not correspond fo
the expected one,

e constructing the exploitation means also enabling the unit to execute the
instructions of the instructions set, the execution of said instructions being
triggered by the execution in the data processing system, of the instructions
commands,

e and modifying the protected software: |

- by modifying at least one chosen portion of the source of the protebted

software, this modification being such that:

» at least one chosen algorithmic processing is split so that during
the execution of the protected software, said algorithmic
processing is executed by means of the second execution part,
using instructions,

- » for at least one chosen algorithmic processing, instructions
commands are integrated to .the source of the protected software,
so that during the execution of the protected software, each
instruction command is executed by the first execution part and

 triggers in the unit, the execution by means of the second




I nstruction command is executed by the first execution2gaatuap@006ri ggers

in the unit, the execution by neans of the sec .
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a sequence of the instructions commands is chosen anong the set of

sequences allowing the execution of the protected software, and the
chai ni ng by which nust abide at |east some of the instructions duri ng

their execution in the unit_is tIJu during the usage phase, in
@pﬁaﬂé %ﬁm c

t he presence of the unit, PiECtt ere Tt Ps detected that the

chaining of the instruc;i%&qﬁ YRR inbtiubgondommars inokoser amoag iensktt o
t he expected one, informng the data processing system of it _ "and/or

modi fying the functioning effseqimmcporitaning die exeeutinng fdbe potestdisplivare. so t hat
the functioning of the protec ed saftware i di f.i C [
&ﬁ f’kj ‘Fﬁl Horguf.t ng}l:c»{ A:ﬁ l%!a& éwne 3t She

vari ant embodi ment, the” pr %i%n conpri ses:

during the protection phasﬁstructﬂﬁf;ﬂ iRgihefexefionyf theRft iS Specifivd,
instructions set whose at l'east some instructions work with registers and

use at |east ope apfealusng thd tdage iphaseniretitei prosanice of gheuwnit,rig the pasgwhere itds at

| east some of the instructions worKki W Ih registers I ning the
functionality of detsstedntbat the shppning 039 Ca’”ﬁﬁ?‘ft%&%feixﬁ?lﬁﬁd f’ﬁgﬁ%fﬁﬂ cioeea ot
chaining for -the u BhmcoRe daft pHsbeRindis ssﬁelﬁlcfﬂ fds
correspondi ng tocgﬁg%haqgent |%‘P§Cg%@?rﬁleaf ?Isefod ofg the i n?truct |é(;n§ 0 and for

- each operand of tahé/or reidifyiaiithefunciordihggf theqjoduoramfdhaprcém@bscé’avare so that

1dentification field of the operand each re er belonging to the
expl oi tati on nearnse ﬂﬁﬁtlmoff@e?ﬁg& ?%Wﬁ 3@8{1 a generat ed |

oo LRI B A g 0 ren
sai d regi ster comprises:
=> during the protection phase:
o  defining: '
—  as instructions set, an instructions set whose at least some instructions
~work with registers and use at least one operand with the intention of
returning a result,
—  for at least some of the instructions working with registers:
>  apart defining the functionality of the instruction,
> and a part defining the expected chaining for the execution of the
instructions and including bits fields corresponding to:
0 anidentification field of the instruction,
-~ 0 and for each operand of the instruction:
*  aflag field,
*  and an expected identification field of the operand,
~  for each register belonging to the exploitation means and used by the
instructions set, a generated identification field in which is
automatically memorized the identification of the last instruction
which has returned its result in said register,
! | — as detection means, means enabling, during the execution of an

instruction, for each operand, when the flag field imposes it, to check




as detection neans, neans enabling, during the executi @6 Jahuamy 2006

i nstruction, for each operand, when the flag field inposes it, to_check, 26
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generated identification field corresponding to the register used by said
operand, and the expected identification field of the origin of said
operand, and as coercion neans, nmeans enaling to modify the result of the
instructions, if at |least one of .the checked egual.iti is false. Acgording
to a preferred embodi eq Bﬁ%@e@?@fg‘?&d@ﬂﬁcap@t@d F%eégﬂ?]i“ﬁﬂg 1 e
compri ses: during {he REALECHIAPORE Shora MR UM SxbdidgibaGh Fefd yar e

- by choosing at | east e vari abl e usgd In at | east one chosen

al gorithm c processi ng,thonnigih oflsaid opertfid, executi on of the protected
software, partially defines the state of the profected software, - g¥h

modi fying at | east one aoA@Sespepint msanbf meds awhling tmadiy the Jeddt ahthe
software, this nodification,.bei uch th dur . l.on of the
protected software, at 11‘%'&?9012%@%5%3%%% evogﬁ?%%{e}gp%réqgﬁmfgeéggw%he copy of
chosen vari abl e pgshd foha RSl bmbodiaikit, bie PEQBME a0 diad €0 RS invelicct
part of the protected software, said first object part beling such that
during the ' eompueson of the protected software, at |east one portion of
the first exegjtion f@%t ta es(ﬂ%IaSQ into account that at |east one
variabl e or. ai” | 94dRE BRETUBHPIAVFAr i abl e resides in the unit, D and the
second obj ect papt Qﬁmﬁ@ﬁ,[g%gbm%%ﬂ@:re, said second object part

bei ng such that, after udplfoad"to the unit and during the execution of the
protected software, -appgachodsing aecload emecuatinble ugedr in by leestnonofchabérch at

| east one chosen variable, or at |east one 0 f chosen varj abl e resi des
too in the unit, -~ andgntimy ?‘I‘?@estﬁ%gé”qli‘#‘ag@%g ﬁ‘et Fféecﬂtt“&gﬁ@ée Bf"?‘?‘i’iguni t
each tinme a portion of sBﬁ%afe', patiaffy 8&els P HAE bf the protected software,

- by modifying at least one chosen portion of the source of the protected

software, this modification being such that during the execution of the

protected software, at least one chosen variable or at least one copy of

chosen variable resides in the unit,
— and by producing:

»  the first object part of the protected software, said first object part
being such that during the execution of the protected sofiware, at
ieast one portion of the first execution part takes also into account
that at least one variable or at least one copy of variable resides in
the unit,’

» and the second object part of the protected software, said second
object part being such that, afier upload to the unit and during the
execution of the protected software, appears the second execution
part by means of which at least one chosen variable, or at least one
‘copy of chosen variable resides too in the unit,

-«> and during the usage phase:
e in the presence of the unit each time a portion of the first execution part
imposes it, usiﬁg a variable or a copy of variable residing in the unit, so that

said portion is executed correctly and that, consequently, the protected




i nposes it, using a variable or a copy of variabl e resi2gdiJaguarp 200& unit, so
that said portion is executed correctly and that, conseguent| Hﬁ
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- conpletely functional, and in the absence of the unit, in spite of the
request by a portion of the first execution part to use a variable or a

copy of variable residing in the unit, not! being able to fulfill said

request correctly, so that at | east_said portion is not executed correctly
and that, consequentPiwards gegpletalefinctitndlare is not conpletely

functional. Accor d: 9 gtﬁl? AR08 her O?Eh%flﬁlritgl ﬁg%ﬁ%ﬁﬂ%ﬂ&ea bye pBERASTthe first

according to the ONpri ses: protection phase:

defining: as a triggesitidd parivasc vaiblastd eoplyicfvarisbierniling ashaudgpendent
fimetion, an instruction, as an order, at |east one argurrent_ for.a,
triggering conmand, beingrabbsiodutfilhepidirequestsorieptly ap that at legs spidmortian s #et

transmtted by the data rocessin temto t i I ] r

t he execution of th@xe%‘?‘fé@ﬁ%% iF‘l‘gjE%%’eﬁﬂ%ﬁ?ﬂu?ngﬁcﬁ%o%@te-%&ga%eﬂaﬁﬁ%éé g'g?
renam ng of the ordegg Eé%él?'fﬁﬂlﬁoh&l. renane the orders so as to obtain
triggering commands V\nlp renamed orders, - and restoring neans designed to
be used in the umiccoding rqg anothengagletred herabodiment, ctha ITPeRss t ascPidingo f@ thee
dependent function to execute, fromthe renamed order, constructing

expl oi t ati on HYERUOSPIMIISSE the unit to also inplenent the restoring neans,

and modi fying_§ hguﬂﬁgpﬁakggﬁ&{ﬁﬁg@&e: - by choosing in the source of the

prot ect ed software, gering conmands, - by nodifying at |east one
chosen portion ofe tldefifimgt ce of the protected software by. renam ng the

orders of the chosen triggering conmands, so. as to concgal the identity of
the correspondi'ng ‘deperf$éritiggupgGogpRand, a‘éﬁlfﬁb‘?ﬁcﬁ’rm%. :

- —  as a dependent function, an instruction,

— as an order, at least one argument for a ftriggering command,
corresponding at least in part to the information transmitted by the data
processing system to the unit, so as to trigger the execution of the
corresponding dependent function,

- a méthod of renaming of the orders enabling to rename the orders so as
to obtain triggering commands with renamed orders,

—  and restoring means designed to be used in the unit during the usage
>phas'e, and enabling to restore thé dependent function to éxecﬁte, from
the renamed order, '

e constructing exploitation means enabling the unit to also implement the
restoring means,
e and modifying the protected software:
~ — by choosing in the source of the protected software, triggering
commands,

~ by modifying at least one chosen portion of the source of the protected
software by renaming the orders of the chosen triggering commands, so
as to conceal the identity of the corresponding dependent functions,

— and by producing:

» the first object part of the protected software, said first object part




> the first object part of the protected software, sai @& Janaary@opect part
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wi th renaned orders are executed, D and the second object part of the
protected software containing the exploitation nmeans also inplenenting the
restoring means, said second object part!lbeing such that, after upload to

the unit and during the executi of, t.he protected ftwar the identity
‘of the dependent functionsbfi%%‘@ﬁ@?é@ﬂ??%ﬁ%%xewqﬁb‘éﬁgﬁp ec‘fqglesoﬁu;agq,?he
execution part is restorequpyediEaRiiinds WruPRARAL] GEAUEL BRcpRAL, and the
dependent functions are execCuted by neans of the second execution part,
and during the usage phaseind thé'sdchrd pbjesarureofithe piuteated tofiarate emtdining ke a
triggering command with renamed order, contained in % porti.on of the_ first
execution part inposes it,explaistion imagns glaonEnpiamenting, the; IGEATS GRS,
correspondi ng dependent functi . grﬂmfe C Ut | L L | lon is
executed correctly and thaefon(g‘gl?‘]g% en?ﬁﬁg %uﬁg dﬁ%b?@%}t@%do@?ggrlgﬂ{éﬁ&
conpl etely. functional, afgidgthé BLecatis® B¢ eheprotdieedusdiftinard, thesidihitty off thdie.
request by a portion of the first execution part, to trigger the execution
of a dependent. function ideperdentfimctionsovhessi pepcatione i9 driggered by the; fast
request correctly, so that at |east, sai rdd | S ectly
FrebpToRreh P RRLNL el o P ye R B Bk

and that, consequently, 'S not™ ~conp

“functional . According to agdahi aBsendaRahoRRs. aré Bechfed by SReae oKl goid t he
I nvention conprises: 4 during the protection phase: defining for at |east
one dependent function, a ¢xgeutionpaft, dependent functions algorithmically

~ equi val ent, b%t tr%ﬁ ered by triggering commands whose renaned orders are
different, amd fi8 &’W CHE ected software: by choosing, in the

- source of the prQteg) gfle SREINE 8f dhe WBRSAndREch Uil SikigRéinpO BFMMENA With

renaned order, . ] ] _
renamed order, contained in a portion of the first execution part imposes 1it,

restoring in the unit, the identity of the corresponding dependent function
and executing it, so that said portion is executed correctly and that,
conseiluently, the protected software is completely functional,

e and in the absence of the unit, in spite of the request by a portion of the first
execution part, to }"aigger the execution of a dependent function in the unit,

" not being able to fulfill said request correctly, so that at least said portion is
not executed correctly and that, conseQucntly, the protected software is not
completely functional.

According to a variant embodiment, the process according to the invention

comprises:
-> during the protection phase:

e defining for at least one dependent function, a family of dependent
.ﬁmcﬁons algorithmically equivalent, but triggered by triggering commands
whose renamed orders are different,

o and modifying the protected software:

— by choosing, in the source of the protected software at least one
triggering command with renamed order,

'~ and by modifying at least one chosen portion of the source of the
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January 2006 PCT/ FRO2/ 02343 - TEXT TO TRANSLATE 13 Brot ected_software bkl
repl acing at | east the renanmed order of one cREIéRR ?{35%43@-%%“ SLATE

renamed order, with another renamed order, triggering a dependent function
of the same famly. According to a variant enbodi nent, the process
according to the invention conprises: -~ uring the protection phase,

defining, for at |east one dependent function, fam |y of gl i thmically
equi val ent dependent leﬁ@ttePfGﬁss.o&waE?/ IR ?Frlu"ﬁlsgtc?ﬁ }é‘i“am(%? (%gléljsélhtoget he
I-nformation defining t 'lxag@é ithi REaRleP&ase Rith B et ARatked
execute in the unit, -mglPS%ly g%n t%ﬂgﬁ%%ﬂlﬁhf@cation gl?el d of the
instruction and the expggéetiggetantidépamchofunttiel dthofandhantlyer ands.
According to a variant enbodi nent, the process accordi n(i; to ﬁgﬁ i.nvention

" conprises: 4 duriAngording pr 6t wEiang eredisent, they Prgcgss, gecording tapf Jpvegpion
renam ng of the orders, a ciphering nethod to cipher the orders, - and as
restoring meafS™PHEShs i npl enenting a deci phering nethod to deci pher the

renaned or der syangihPUfie pRSEAIR pliRe] defbingy foafattlbgst chepdupdnddnt ffumtiphons to
execute in the unit. According to another preferred enbodi ment, the process
“according to the family efislgorithooenly cgpivalent depandgnti TRRCUSNSt ect i on phase:

nmodi fyi ng the protected software;. -- hy,chgosi. it 4 .
protected software, at ye&@?é%?étm%&g?éﬁooﬁg 01%95?13#6 c’gﬁ’@gﬁ&g(g{?ﬂ&ﬁég@e

| east - one chosen al gorighol a1 piP6LHS defendent Riictidiofexeti@e i the@akf one
chosen portion of the source of the protected software, this nodification

bei ng such ‘that duri-ng értigy esing the idantificatioe fight of thetipstractipnaad dhe expscted
functional ity of at |eag, SfGch Sefi i aper !
* According to a variant embodiment, the process according to the invention
comprises:
-> during the protection phase:
e  defining:
© " _  ag method of renaming of the orders, a ciphering method to cipher the
ordérs,

—  and as restoring means, means implementing a decipheting method to
decipher the renamed ordérs and thus restore the identity of the
depéndent functions to execute in the unit. ‘

- According to another preferred embodiment, the process according to the
invention comprises:
> during the protection phase:
o modifying the protected software:

— by choosing, in the source of the protected software, at least one
conditional branch carried out in at least one chosen algorithmic
processing, .

— by modifying at least one-chosen portion of the source of the protected
software, this modification being such that during the execution of the

) ' protected software, the functionality of at least one chosen conditional

branch is executed, by means of the second execution part, in the unit,




branch is executed, by nmeans of the second execution pastanusrytZoesunit, 26
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bei ng such that during the execution of the protected software, the

functionality of at |east one chosen conditional branch is executed in the
unit, and the second object part of the p?dot ected software, said second

obj ect part being such that, ter upload to the unit and during the
execution of the pro"te@l“ggyg’é?a‘{“\ﬁéﬁge, appears the second execution part by
means. of which the fun%'qa@hmxbfefctgm bEARIproRaed SosRate, SNtk bBjeal pabf anch
I S executed, and during the usage phase: in the presence of the unit and
each time a portion of thebefrg sich ¢ duting thepasetutionmfdbe pratectedesofipnatd, e t he
functionality of at |east one conditional branch in the it, so that, said
portion is executed correcﬂm%ﬂ%lﬁhtytﬁé’ﬂeaébﬂ%%?%‘?mqnﬂ Bpd sereyted
software is conpletely fu 1jlo , and in the absence of the unit and in
spite of the request by a porqtloﬁ of the first execution part to execute
the functionality of acongidtithe8edondrobiueh pan of tilkepioricted sudtwabsisaid sabdrel t 0
fulfill said request correctly, so that at |east said ortion is not
executed correctly and thabjesdpawbgimgtsuch thahelisr upload tqythegmit and during theyt

conpl etely functional. AccQrdi | '

according to the inventi one%egdg%rﬁg@}elgP%/Og%drtﬁgg()%&%ﬁ%{e}%Fllet)%%% a%%?‘i%on
nmodi fyi ng the protected sgfatvy Gieans bY wilielo tenfinctichalitieof atileast odie dhbeen
protected software, at |east one series of chosen conditional branches, -
by modi fying at | east one condisienaldupnahdsmergcutede source of the protected
software, thi %godéai cation bei rﬁ%ﬁ?such that during the execution of the
protected sof fnafBS WHE G0 8F%F P F¥fcti onal ity of at |east one chosen
series of conditiy0ng) qRREEHESof the QxR Gk 85bh thite PaSN OFf thd erst &G0MEbN part

execution part, in the unit, -~ and by producing: N )
imposes it, executing the functionality of at least one conditional branch in

the unit, so that said portion is executed correctly and that, consequently,
the protected software is completely functional, ‘
¢ and in the absence of the unit and in spite of the request by a portion of the
* first execution part to execute the functionality of a conditional branch in
the unit, not beiné able to fulfill said request correctly, so that at least said
~ portion is not executed correctly and that consequently, the protected
software is not completely functional, '
According to a variant embodiment, the process according to the invention
comprises, during the protection phase, modifying the protected software:

— by choosing, in the source of the protected software, at least one series
of chosen conditional branches,

— by modifying at least one chosen portion of the source of the protected
software, this modification being such that during the execution of the
protected software, the overall functionality of at least one chosen
series of conditional branches is executed, by means of the second
execution part, in the unit,

—~  and by producing:

» the first object part of the protected software, said first obj_,ect part -
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t he execution of the protected software, the Pﬁif@ﬁé&%@é&%ﬁ%ggﬁ@éﬁ
chosen series of conditional branches is executed in the unit, and the

second object part of the protected softvvalre, 'sai d second object part
bei ng such that, after upload to the unit and duri ng the execution of the

prot ected software, appearﬁﬁiﬁgguqigt%g{@%%qﬁgE&&Qﬁoggf{he?fot @@§ﬁ¥%§h

the overall functionality oSen serlres of con

branches is executed. The RiREESIItPEEN [Ehfibne@hble serivest contitiohalsbrandiek es
to protect usage of a software by using a processing and nmenorizing unit
whi ch presents the char act mrexstiited indhe unift ai ni ng a part of the software

bei ng executed. It follows that an rived , veLsio f.t f e

attenpting to work wi thbut 34hEe5HFH @Jﬁﬁt %oﬁ@ﬁﬁ%&ﬁ%sg‘ﬁ%i&? ’ %a‘fn%%%cggdto

recreate the part of -the ' | 41 18 GRS ehih gndddine th
ﬁggfgﬁ%m&%élﬁéhﬂﬁgt, hﬂer_t\gﬁo g the

menori zing unit during the n,” or elsé said derived version of the
software will not be conpksicatiyn bfithetproteated sufiwarsy spisiatsdhe steand exequiioni cs

energe fromthe description made below ip ,reference.to.the ' nded

di agranms which show, as noRetF by BEA ‘?\glx‘ﬁﬁ’ﬁpetg? OVE%o%Pﬂiﬂ% a%pdﬁﬁeaS? one

i npl enent ati ons _of the subbﬁqcanQ%ﬁetsr&@cbﬁaiﬁgﬁdl@&mﬁésgygfe%ugeg_ and 11 are .
functional blocks diagrans illustrating the various representations of 'a

sof tware respect Ml prodeds @ecotding ad thadnpemsioncthes dmblehdo mroteets ysage nof a

accordance with the invention. Figures 20 tq 22 illustrate 3@ elﬁ?ﬁl ef,
various enbodiseRers Wrusing apiosesaingndmgneiEpg R ppeEdee ¢ EBHbance

with the i nveniinc%rﬁg]ﬁﬁlil%% ﬁgné(g (B0 Loftafd Beihb\GlebRBA! 1t YoRows thit At deivERKI N

explicit the § Ciple"of the procéss in accordance wt e
i nvention.  Fi glfsish d0theGoftdvatd sitabhyatinpatosworkl withowttthe grachssing ademeinorizing

D1 ot ecti on- by i nsses o, recrpiRy ieaBar OF C6F FAKRE SPUIAE. PPIOTESPE A9 he
O pr ot ect i on TR DE AP inh Taf BB, LB AT L SEn ST bl
illustrating tdif hot Bé eshplerlpfimesmlaccor ding to the
| - Various other' characteristics emerge from the description made below in
-referenice to the 'appendéd diagrams which show, as non-limiting examples,
embodiments and implementations of the subject of the invention.
Figures 10 and 11 are functional blocks diagrams iIlus‘trating the various
representations of a software respectively not protected and protected by the process
in accordance with the invention.
Figures 20 to 22 illustrate as examples, various embodiments of an apparatus
" implementing the process in accordance with the invention.
Figures 30 and 31 are functional blocks diagrams making explicit the general
principle of the process in accordance with the invention.
Figures 40 to 43 are diagrams illustrating the protection process according to the
_ invention implementing the principle of protection by variable.
. Figures 70 to 74 are diagrams illustrating the protection process according to the
invention implementing the principle of protection by detection and coercion.

§ Figures 80 to 85 are diagrams illustrating the protection process according to the

invention implementing the principle of protection by par renaming.




i nvention inplenmenting the principle of protection by parjanesauzoog. 26
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diagranms illustrating the protection process 4317V, L0 TRANSLATE
i mpl enenting the principle of protection by conditional branch. Figure 100

Is a diagramillustrating the different phases of inplenentation of the
subject of the invention. Figure 110 illuktrates an enbodi ment of a system

allowing the inplenmentation of.the cqnstruction stage of the pr | on
phase in accor dafigargi $hto Feare W&Wmsdﬂ‘.lsmlﬂ"é& %Pff%%ﬁﬁl P{?&Srsgf"céog?dlg‘%%me )
enbodi ment - of . g Bt GGt QU FUARMINIE of BRfldidn bYRoRIAbEA bl Pr OCesS i n
accordance W-{nﬁeﬁhoguﬁ‘lrﬁ%ﬁ |0ﬁ&ﬁe | gu?]ﬂ(-ﬂl-é fgg I Ilulslt ?a’?es an enbodi nent of a
system.al | owi ng i@t E0EFRMigtrh@illusfatingetht aifferentepliasey oft iagderoéntation of
protection phase in accordance with the invention. Figure 140 illustrates
an enbodi ment thefsubjesthafifeginsientiv®i ng t he i npl enmentation of the protection

process according,to t J,nvention. ,Fi,gur 0. ; Lfent  of
a custoni zation g‘fﬁ“cret}ggdh‘i'sﬁa{%ﬁém e&bgp%%?rgtoor%aps S%Erggﬁ({vﬁhggé%%dgﬁﬂg% th the
i nvention. | n.¢fe bRthchn ithe SRREpiokdction phidisinfatddrasico grittiahe hiveatiors wi | |

be used: A data processing system3 is a systemable to execute a program
A processi ng andFigeri2di iigstuatést ari embhodiment iflacpre-customization poitdiwed itk ded
by a data processi nhg system S,Oé!- go.ﬁ%nn data to the data processing

system 3, - tBrofgcHpR PEEESS 14@ct IN§™%r et and to retain at |east
a part of said ﬁeei‘éﬁQIlﬁJtrch@%n%ﬁodhﬁeﬁ%fté%ﬁ%npﬁﬂowing tiREnplemefthfion out

al gorithmic processing on said data, part or all of the result being
~ secret. A unpfth tdals makingGage ofithegmatestinmphase inpagaidansepitiethednyengonhe
process according to the_invention. %ﬁA bl antk unh{ﬂf i.S qhunit x‘r’\lhfé 101gloes
“not i npl enent  t h&igredd9dlusials A rRphodimpRton 43yt aRowing the rnlgme
recei ve data éﬁé\%ﬁl&%&wﬁgx&esg%& ) the faventioft Pre-custom zed unit 66 is
I'C a

a.blank unit received part of data enabling it, after
reception of suppigenisy ylidates dnoeimbodinzms faft asusiontization wnt wsgl in the

protection process in accordance with the invention.

In the rest of the description, the following definitions will be used:
e A data processing system 3 is a system able to execute a program.

e A processing and memorizing unit is a unit able:
~  to accept data provided by a data processing system 3,
—  toreturn data to the data processing system 3,
- to stérc data af least partly in secret and to retain at least a paft of said
data even if the unit is switched off, |
— and to carry out algorithmic processing on said data, part or all of the
- result being secret.
; A unit 6 is a processing and memorizing unit implementing the prc_icess
according to the invention.
‘¢ A blank unit 60 is a unit which does not implement the process according to
._ the invention, but which can receive data transforming it into a unit 6.
e ~ A pre-customized unit 66 is a blank unit 60 which has received part of data
enabling it, after reception of supplementary data, to be transformed into a
unit 6.

" e The upload of information to a blank unit 60 or a pre-customized unit 66
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transfer of information to the blank unit 60 o}aﬁéﬂﬂﬁgﬁﬁﬁfﬁfq@%&"ﬁ‘m
66, and to a storage of said transferred information. The transfer can

possi bly include a change of the informatizn format. A variable, a
function or data contained in the data prd essing system3 wll be

i ndi cated by an uppercase lflﬂ(%?t%ﬂ%&%'(ﬁ %f%gfagiﬁ*?ltg’thé‘bfaﬂﬁ%iitom aF ﬂ%algé_

contained in the uniCoE R ate owercase letter.

"protected sof twar e'cystbiniedS@fit 66’ Mary £ Ridiage SEsid prapiferéd thfbymaion] Thst
one of the principles of protection inplenented by the process in

accordance with the tiansfencangmmssibly inoluteechivigs of g inderanation £1@akof t war e

whi ch has not been protected by any rinciple of protection i engnted by
the process in aCcort¥peablejafhetinm or ?ﬂqt‘ﬁﬂ‘?d mlthgfl"ﬁﬁ pﬁ%?@%%g%m@mﬁ
differentiation betwee I A £ PRtk 8 vaBholk et trefktal diadtg 1S
not inportant, the }tl‘%rilr;r&]d%%éoé t%?@%ﬁé‘%ﬁe% ‘A softV\‘/%re has vari ous
represent ati ons depepgiai@dan thehsil eilhbe irmticsedieyr ebbwercase tegtet.i fe cycle: - a
source representation, - an object representatjon, - a distri uticin, or
dyhani ¢ 'r epr esentat ifofiprotestesotofioware’s iy a sefiware whichhag bees ppifcted; by at least

understood as a representation. iLch a |10 SUldessd BApan
obj ect representati SR° ﬂ% %ﬁr%@c\i\ﬁsgr%fg%%@g?t%lnq@gn o% %égr %gi P?e?entssi g?/e.l s,
from a conceptual abgtsasicevaueiheti®venfiohevel executable directly by a data
processing systemor a processing and nenorizing unit. bj ect

An o
representation ofe a A 8tilnemblesoftwasoisdssofiovase Wil bagmot besgrnreissied by Ry
which after transfer fo,a distrihuti.on,and,up] oad t [
systemor a processiﬂﬁ’&"‘fﬂiﬂ"tﬁ% Pr’tﬁlplfﬁﬁl?n,te‘gé!ﬁﬁbc r§§%§§‘?é§?mﬁlﬂg§§% tgg

for instance, a binghyentigde, an interpreted code, etc. A distributionis a

physi cal or virtual support containing the object:
' e In the case where differentiation between a vulpnerable software and a

protected software is not important, the term “software” is used.

e A software has various representations depending on the instant considered

in its life cycle:

- asource representation,

—  an object representation,

— adistribution,

- ora dynamic representation.

e A source representation of a software is understood as a representation
which afier méfomaﬁon, results in an object representation. A source
representation can offer different levels, from a conceptual abstract level to
a level executable directly by a data processing system or a processing and
memorizing unit. _

e An object representation of a software corresponds to a level of
representation which after transfer to a distribution and upload to a data’
processing system or a processing and memorizing unit, can be executed. It
can be, for instance, a binary code, an interpreted code, ete.

| e A distribution is a physical or virtual support containing the object

representation, said distribution having to be put at the user’s disposal to




representation, said distribution having to be put at t)geaH '2806li sposal

to 26 January 2006 PCT/FR02/02343 - TEXT TO TRANSLATE 18 enable themto

use the software. A dynamic representation cRCEHAROIRIO2343HEEXKEQERANSDATE
the software from its distribution. A portion of a software corresponds

to sone part of the software and can, for instance correspond, to one or
several consecutive or not instructions, 18nd/ or one or several consecutive
or not functional blocks, and/or one or several functions, and/or one or
several subprogr ans¢enablaiihem tgiee e seB8Wak€al nodul es. A portion of a

ftwa I dt | | of | =l 11
Tl ustrate the vAr GUSTRBR SRLRp b Reghds s Vi Gefyich A PR

software 2v in the gepgidlutisgnse, and of a protected software 2p protected
according to the process in accordance with the invention. Figure 10
i | lustrates vari eusAr ppties efiiabftons afrreapondsrtersatyeeasioft thaseftware anpsanr i ng

during its.life cycle. The vul nerabl e software 2v can t.hus %\Bgea&u%der any
of the following refrdasgane sarrspond, 1 9OF OF SPURHRANRPCIINE QT B4 IS D8bj ect

representation 2vo, i.Stri ' -Sa| j ks i NV,
commonly the form of"mgopgﬁélg#g%qewg:log%/eﬁlgﬁfibgﬁg{ne |c3§nh%uﬂgﬁbkg§ﬂlmror
the formof files givetdlifhadtiogds, tandonghe ar seteval rsikbirGBidims| mdomate, oresteerdl,  or
~a dynam c representation 2ve corresponding to the_execution Ef &t}%he .

vul ner abl & sof t war enpgdules. A d@ftbfmppg@e% gres G @lso3csresaard kot of pid
which classically i ncﬁn‘ggr s, at least one processor 4. Figure 11 illustrates
vari ous representat o of a protected software 2p appearing during its

life cycle. The pihirect10dasditvahstde GRnvidos fppeantatioe respentivelyf of e
followi ng representations: a source representation 2ps incl udi ng a fiyst

source -part | vuleerdeld spfiwaretdy indhe gensrd erss Myl hapraoldsolvars iR BrotPctishr ce
Cont ai ned | n- BGRHEHE B PoBtoctiy i Bifokadtor SARERNEREAR™) 2 U0, UGG a1 i ret
obj ect part 2posfridirenfi@dillififates various representations of a vulnerable software 2v
- appearing during its life cycle. The vulnerable software 2v can thus appear under any
of the following representations:

e  asource representation 2vs,

s an object representation 2vo,

e a distribution 2vd. Said distribution can have commonly the form of a
physical .distribution medium such as a CDROM or the form of files
distributed through a network (GSM, Iﬁtemet, etc.), |

e or a dynamic representation 2ve corresponding to the execution of “the

- yulnerable software 2v on a data processing system 3 of any known type,
‘which classically includes, at least one processor 4.
Figure 11 illustrates various representations of a protected software 2p
" appearing during its life cycle. The protected software 2p can thus appear under any
of the following representations:
e .a source representation 2ps including a first source part intended for the
» data processing system 3 and a second source part intended for the unit 6,
part of said source parts can commonly be contained in common files,

e  an object representation 2po including a first object part 2pos intended for

the data processing system 3 and a second object part 2pou intended for the




the data processing system 3 and a second object part 2gQdnidiyeoded for the
26 January 2006 PCT/ FR02/ 02343 - TEXT TO TRANSLATE 19 unit 6, __a »
di stribution 2pd including: - a first distribuPFEAFRAZ{0234R - TEXTINTRANSHATE
first object part 2pos, said first distribution part 2pds being intended
for the data processing system 3 and which can commonly have the formof a
physi cal distribution mediumsuch as a CBROM or the formof files

distributed through a network (GSM Internet, etc.), and a second

distribution part 2p@iféhaving the form of at |east one pre-custom zed unit

66 to which a part of,.the .second lect part 2pou has been upl oaded and

for which the us@r a‘rf!i?“ﬁ‘ﬂ)“%%@ﬁ??ﬁﬁ@%u;tonﬁ zation by upl oadi ng .

suppl ementary data 50 afyl gihithiof par s dntasidhdl (rupal siiEnLardalaidel ng
y

obtai ned, for instance, ownl oad through a network, or of at |east one
unit 6 to which the secfisddishjtedionppart 2pdeubdiags intbeded 5] baodadp prosessng
dynam c representation 2pe correspqnding to the .executjon.of the rot ect ed
software 2p. Said dynarfystemedr gk tiHeh &ﬁnz?%mflﬂl&lb’f}‘&’é@ of fory © @x@Bﬁ{"iagn

part 2pes which is exe?:dé%]tggutii&ﬁlggiug%;@h%%q%ﬁbmﬁﬁtfgmlgfﬁﬁgdis@qblﬁg@ond

execution part 2peu wh I'S” execut In the unit 6. In the case where the
di fferentiation bet vveerthfdaghdin%fvmrem}smﬂmemmm),ons of the protected
software 2p is not inportant, the expressions first part of the protected
software and second -parandafsceons disteibutionpart ApdRaPdng g e ysed. The

i pl ement ation of the process, acgordl g L0l RUANGS 98 AGCRIHIRRGR, W LN

the dynamic representat’ on | uses an apparatus i p including a

data processing system 3 lokEshibdt payt 2ol tls beed @plaadedi dnd Gor Whieh ded wser
processing system3 is of any type and includes, classically, at |east one
processor ‘4. The data pr ockesstorfipishs $het awtanizatipioey HploadnG SEPDIBReHRY#4(R

for instance, of various miChipf%@ﬂi%e%iiﬁg%ég%h)éggi?leﬁrn%&%t%b%g%ﬂ%&d or

vehicles in the general seffs® i éal possr bl e
way, such as for instance g sekirdb, By d¥mldad iSRS networkgli 0 | i nk, an

optical link, a network link or a direct electric connection to _a circuit
of data processing system & of at least one unit 6 to which the second object part 2pou has

been uploaded,

" e or a dynamic representation 2pe corresponding to the execution of the
protected. software 2p. Said dynamic representation 2pe includes a first
execution part 2pes which is executed in the data processing system 3 and
an second execution part 2peu which is executed in the unit 6.

In the case wﬁere the differentiation betweén the different répresentaﬁoﬁs of the
protected software 2p is not important, the expressions first part of the protected
software and second part of the protected software shall be used.

“The implementation of the process according to the invention in accordance with
the dynamic representation of figure 11, uses an apparatus 1p including a data
processing system 3 .Iinked up by a link 5 to a unit 6. The data processing system 3 is
of any type and includes, classicaily, at least one processor 4. The data processing
system 3' can be a computer or be part, for instance, of various machines, devices, fixed
or mobile products, or vehicles in the gencral sense. The link 5 can be realized in any
possible wéy, such as for instance a serial link, a USB bus, a radio link, an optical link,

! _#-ne'twork link or a direct electric connection to a cirouit of data processing system 3,

ete, It should be observed that the unit 6 can possibly be physically located inside the




etc. It should be observed that the unit 6 can possi bl pehanmirysocal | y
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sanme integrated circuit than the processor 4 FCH/IFRO24023430Jdd T TRANSIATE
3. Inthis <case, the unit 6 can be considered as a co-processor in
relation to the processor 4 of the data processing system3 and the link 5
Is internal to the integrated circuit. Fi2gures 20 to 22 show in an
illustrative and non-limting manner, various_ enbodi nents of tBe appar at us
ip all owi ng tshme iimtpiratee wirauit drandhe prasepson deelt the datajirecesyas syvtem ophg\[’)l%e
with the invention. |n the enbodi nent il | ustrat. AN t
protection aspHs Q{ed’é“ti%p:ap G (CORfEETed 3p %O"Brgf:%ss?{rlgg%%{g?nnﬁg)q%gy@? éér%scg,ﬂgthe
computer and, ;g rgce%s P8 SiUithe RAYE § is/infenth] td the intépir@ied gigitd cormmonl y

call ed card reader. conputer 3 is linked up to the unit 6 by a link 5.
During- the executip@resof0 the2psintedt et Abftrativecarp popigiting swanage N#PBH part
2pes which is executed in the conputer 3 and the secon .exefﬁﬂ;tgi onbeg rt 2peu
which is exembodinents ofidhe apppratas dp7aligwing; the jmpp 108 o, g PIIEEHYhe

functional so that. the r ted. aare 2p is conpletely functional. In
t he enbodi nerﬂm?eﬁﬁsaf?oép%bcgi[‘ﬁ&ftﬁgﬁrg%héw the protection apparatus 1p equi ps
a  product 9 in jhg. S4RP&TiRknSHISE e MCfigicier?9, tha pratectionoppantstlp ibcudeaapt ed

to the function(s) assunmed by such a product 9. The protectio rat us
‘i p includes, asra dithgrasessingaybtena 3¢ at compuercant 3§ asyat én??g%ﬁaéacf'gg&fﬁst he

duct 9 d, t th 1d i Lat ] . t 9.
RoChat the. dtstinea & eormonly aflel irg eateh, mne BRBARE 31etalaud ib e BEOEYE D
. hust be COW'-;P&&&? D 1HRNBlecutlAUSE the WrbBeied béfwss apy theofirsbéxdchtiompat ect ed

e

software 2p, t irst execution part 2pes which is executed in the data
processi ng syzjles whichanex¢dutedsia thmebrapaienid aud theasecorphrgowiiandnrt Revewiieht ed

inth it 6, t both f ' | . Said t ect bl
e o ermiog ity o oY MR Sl RO PEAE P aaD) 3
or one of 'tspro{eHQﬁ%éMEQE'i?é mpiefely fidk@ARE, the product 9 can be an

instal | ation,> a system a nachine, a toy, a piece of domestic_applijances,
a phone, etc. | nintthe embbdidientillusicated & fighex21, the prgtaction apparsas hp GHERE pon

amparalis p L e oevehah oD Sy 5oLl BoRBNL 1Y g fo e,
LTCEEIP D Bt 4Rl 9, o i e i e
i's used as a thi eROBIS & dxapro@ssing Pystane 8teabedddd mdhep@guct9 andngn theeother
" hand, a unit 6 associated vﬁth the product 9. So that the product 9 is completely
functional, the protected software 2p, must be rcompletely functional. Thus? during
 the exccuﬁoﬁ of the protected software 2p, the first execution part 2pes which is
executed in the data processing system 3 and the second execution part 2peun which
is executed in the unit 6, must both be functional. Said protected sofiware 2p enables
therefore indirectly, to protect against unauthorized usage, the product 9 or one of its
functionalities. For instance, the product 9 can be an installation, a system, a
machine, a toy, a piece of domestic appliances, a phone, efc.

In the embodiment illustrated in figure 22, the protection apparatus 1p includes
several computers, as well as part of a communication network. The data processing
system 3 is a first computer linked up by a link 5 of network fype, to a unit 6

_constituted by a second computer. For the implementation of the invention, the
second computer 6 is used as a license server for a protected software 2p. During the

execution of the protected software 2p, the first execution part 2pes which is




execution of the protected software 2p-, the first exeeg8tlaptarp@0ds 2pes :
which is 26 January 2006 PCT/FR02/02343 - TEXT TO TRANSLATE %%KTelzssacut ed L
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executed in the second conputer 6, nust both be functional so that the
protected software 2p is conpletely functional. Figure 30 enables to nake
explicit nore precisely, the protection pRbcess in accordance with the

' tion. It shoul d be ob dth | b f1
Consi der 00 ascEnisg. e i d BT, 1 MaPEOR) GEBaLioNgray et ol e

other - hand, in t t.he | ' f t f 2p,
The. dat oo otRefi PE sBlon CorkTRECEHaL bR B AAcRERY SGHEL B0 prieied T

link 5, to trgsefat 2pT8adapléRlpRindgoddr t of the unit 6 enabling to
est abli sh communi cation between the first execution part 2pes and the

second execut i on Figurte 3peunnblds tohmake ckpléeit anore Preciighe the) pratectiongirogsss 1n
considered that the transfer nmeans._ 12, ar.e of .s0f re
nature and ar BCOEFREE ¥ lﬁglft{ﬁ)}l’a’ﬁl%‘%ét %WB‘,I‘%%%‘%* |°9%*‘a6t8$?‘?%fe£*}q’%é°?ﬁ”em%§f’g@a

conmuni cationg @@@dﬁé 'B@ingaé&%a&é@%tﬁﬁ&riﬁ S sth aifbeksdng sytemumli On Ghe Setied

transfer nmeans are adapted to enable to have at one's disposal a
protected sof hyyai,ein2fhe wdaiCof il imppleientdion, of adpiotsstesnsoftwarm 2hetheydata of
link 5 used. Said transfer _nean 12, .13 are no rt of .the,subject pf the
i nventi on andpeacessig sygtest 3 1peH %WSfﬁSrIBWMatWe&' g}eg%g %Eﬁ%\ﬁﬁefby
the Man of art. Thefirst | BhE B ©6tabIRl doWahhidtichHekwekaSthe
conmands. Durfrﬁanst E?é%g)?g@ﬁﬁ?%t{nthg tﬁcr%%oflgct ed software 2p, the execution
of said conmaggs &échtich bhit SIpesx@alithe seqadt edpesore pait] 2eu lof the protected
communi cation between the first execution part 2pes and the second
execut i on parsofiwgre@p. In the rest of the description, said conmands are
represented by IN OUT, or TRl AR t I 1 BULE Sl softveardlah@iyrt he
i npl ementation o oyt E%(%ﬁ%geer)%ctﬁﬁ %18 H%{as?ét} lglgaeﬂﬁ of the profoe(_:t ed sof trvvare
.2p, the unit @aideGkd deRrdBAL Q8 caFableafpravidinEhand, postiblyt optimining) shel data

I ncl ude nmenori zati on neans 15 and processing neans_ 16 or the_sake o
si npl i fi cati ocommuniratior betwsenithe da@spPEeengFysten %@ﬂéﬁggawt ?50 Sa@o??éﬁ%f’ér ,

during.the executi f th r ot ect . uni t
o or "t he- abs e I Bt ARiEl B Gl irdPaisholll RpRASAGE 2
protection MeqAg.hla, pRiferallgaidestnident fiemetke ey afflindf 5 tubed. Sabdtransforanerrison

part 2peu of the protected software ) ) .
: 12, 13 are not part of the subject of the invention and are not described more

precisely as they are well known by the Man of art. The first part of the protected
software 2p includes commands. During the execution of the protected software 2p,
the execution of .said commands by the first execution part 2pes enables the
communication between the first execution part 2pes and the second execution part
2peu. In the rest of the description, said commands are represented by IN, OUT or
TRIG.

As illustrated in figure 31, to allow the implementation of the second execution
part 2pen of the protected software 2p, the unit 6 includes protection means 14, The
protection means 14 include memorization means 15 and processing means 16.

For the sake of simplification in the rest of the description, it is chosen to
consider, during the execution of the protected software 2p, the presence of the unit 6
or the absence of the unit 6. In actual fact, a unit 6 providing protection means 14 not
adapted to the execution of the second execution part 2peu of the protected software

2p is also considered as missing, each time the execution of the protected sofiware




2p is also considered as m ssing, each tinme the executi®nasffiad,/ Peo@r ot ect ed
software 26 January 2006 PCT/ FR02/02343 - TEXT TO TRANSLATE 22 2p is not
correct. In other words: a unit 6 physically BGHEROA2/823431VEXE FQ TRANSLATE
protection nmeans 14 adapted to the execution of the second execution part
2peu of the protected software 2p, is always considered as present,. a
unit 6 physically present but including pfotection means 14 not adapted,
i.e. not allowing the correct i enentation of the second execution part
2peu of the p?R)tSé@té‘é}T%’éf]{lﬂg’feéW?nngfs considered as present, when it works
.correctly, and as m ssi whenq. : relp, e . 6
physically m ssi ﬁg ?Mé{%m%l%@g}nérf%gr?%lf %‘S:lu‘ﬁﬁségrﬁgcﬁﬁﬁeﬁnes Icasept\?\/?]lg? g{et he
unit 6 is constitutggchoRoftheRednl @xdouiod patt peilloftieanotedied sboware 2pnif er
means 13 are split into two parts, one being on the interface 8 and the

ot her one bei ng onalwags conspderedas presenta t hi s enbodi nent, the absence of the
chip card 7 is considered as ui val ent .t he absence of t nit 6. In
ot her words, in fheaé‘%&@@’s‘%ﬁgﬁ’ﬁ@e’&tﬁ?uﬁ va@}lémg PIGGPI FS, W‘é#fag%%teg’, t he
protection.nmeans 14.ar S| : x B 11 of
t he second executi ohg'prgort%ﬁgﬁ %cﬁigapgg?%g%gtgﬁgéo(fﬁ?%ﬁm%g,% SO rrucljr?%;o
that the protected gpéi vRtR piptecedsofiwaeny ¢t ednsiderwicas wrsdof, whendt worldance
with the invention, the protection process ains at . inplementing a
“principle of prot ec’?‘iﬂmﬁ?,ﬂYc@@@de%}nﬂVgéﬁ Bdoe ROLKFKSHEFEon >>, a
description of which is rEl LNk ' | O 8 Sas to 74. For

t he i npl enent ation B¢ '1’H'éug§HBX§?%&;&IS#IH%Esg%lg%#ggbr?ggif;éggﬁggﬁl%' and
coercion, -are dgfhpesse wiaire HRamikt 6B eonRftited by achiedrd rand ita intetfarei 8 thec

|iable to be nonitored at least in part in the unit 6, at Ieaét one
criterion to tdiste nspns 33 ase splidarto ton@astas engbeingep dhp intwtace R apd deothey

detection neans 17 to i l.enent, in t uni t.-.6 an i t at
at |east one®%ohsitEPR %BtCP%#'gﬂé%ggf%qdé??@’ g]g:a[sisg%gf Q)gtg}? é(;%ﬂﬁ;c%gﬂ F%ast
one associ at &g sfietedeisicdivaledR th HEAbSINE o inil 8. Indotherverds i thaabisercaini t

6 and enabling to inform the data processing system 3 and/or: nodify the
executi on of of thefchipacard 7 and/or its interface 8, the protection means 14 are not accessible

and do not enable the execution of the second execution part 2peu of the protected
software 2p, so much so that the protected software 2p is not completely functional.

In accordance with the invention, the protection process aims at implementing a

principle of protection,'calléﬁ by « detection and coercion », a description of which is
carried out in relation to figures 70 to 74.
For the hﬁpleﬁxentaﬁon of the principle of i)rotecﬁon by detection and cbercion,
are defined: | '
| e  at least one software execution characteristic liable to be monitored at least
in part in the unit 6,

e at least one criterion to abide by for at least one software execution
characteristic,

e detection means 17 to implement in the unit 6 and enabling to detect that at
least one software execution characteristic does not abide by at least one
associated criterion,

e and coercion means 18 to implement in the unit 6 and enabling to inform

 the data processing system 3 and/or medify the execution of a software,

when at least one criterion is not abided by.




when at |east one criterion i s not abided by. 26 Januarg JaAGdry 2006 _
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principle of protection by detection and coer cPER/FRO2/Q2343 ¢ TRXT TQ-TRANSLATE
exploitation nmeans enabling to transforma blank unit 60 into a unit 6
I mpl enenting at | east the detection means 17 and the coercion neans 18.
Figure 70 illustrates the neans necessaryz'?o the inplenentation of this

princi ple of protectjon det ect i and coercion. ..T I.t. 6 Jncl t he
det ection means FPr tléen’&‘ﬁ%‘ﬁe%?}&nc‘?fgtﬁe Ré‘&ﬁ’é’?el%{:?fgfé%%l?ﬁﬁa Sé‘%"r?‘ed“gﬁ’é’%%g’z‘r ng
means 16. The cogLel e OLIBHANY Yo triveststed & GldnRinite6Wiatol 4
that a cri ter?%nﬁﬁég&%&ugﬁgggp%g?ded by. More %reci sely, the detection
nmeans 17 use iff@rifipldradmtiogat Rast thicodatédtion e f end theanosrci® meatsdB. f rom t he
menori zati on nmeans 15 and/or fromthe processi ns

‘ ng.ne 16, sp_.as to.
moni t or one or sdRigwed 70:Bustaiesdhe meang pesiessacy i e fBplemepiation gﬂﬂ%%m?lple

sof tware execut.io har.acteri.stic.i I : ot £k yde
By. I the cabt PRETRLY 19erigp abe cRoRi The R pRIRCE b Rl rdnd b o1
characteristigug Qﬁg%o%iona&kﬁﬁ W velopkR@sto EHeepEtssiblgi meanst he Thet ewtr¢ion
means 17 informthe coercion neans 18 of it. Said coerciqgn neans 18 are
adapted to nosidays 18 aret informegd by prd detectionapeans Ad that roaitegiondias nohbaen gbided
the inplenmentation of the principle of protection by detection and
coercion, aré&¥also chosen: at |east one software execution characteristic
to nonitor, anongshhe, SAELWGRE RiceAsH |RBaN T Bk lnfciination | doatthe fidin bibe
monitored, at |east Brie crPiterion to abide by for at |east one chosen

sof twar e execuyhhsfor mémsatd emdari from ithe tthemenzation wlanshdSyand{er digme the

software 2vs, at |east one algorithnc r.ocessi ng for e I . one
softwar e exec#FQcspsiag dngasedfs5Pc 35 s 6“%8%%19}’1? tOr éﬁ‘,’ergygﬁﬂ‘&w%et ﬁg&g%lﬁ?ce
of the vul ner abl.e BSalidREE: S8 softhark GABbuRAC HARKIckiOM iscRNkloa o afitelionst
one chosen al gor|? m C processing. At |east one chosen portion of the

source of thetyabidebgbl e software 2vs is then nodified, so as to obtain

the source of t heIn %ge? ct:a?sg ngh%resi? Est (Yz\el%erc?edzt‘ﬂgf at Qal.s% one” sdolf{dra%g bxeltion characteristic

does not abide by at least one criterion, the detection means 17 inform the coercion
means 18 of it. Said coercion means 18 are adapted to modify, in the appropriate
way, the state of the unit 6.

' For the implementation of the principle of protection by detection and coercion,
are also chosen:

e at least ‘.one software execution characteristic to monitor; aniong the
software execution characteristics liable to be monitored,

e - at least one critefion to abide by for at least one chosen software execution
characteristic,

e in the source of the vulnerable software 2vs, at least one algorithmic
processing for which at least one software execution characteristic is to be
monitored, _

e and in the source of the vulnerable software 2vs, at least one portion
containing at least one chosen algorithmic processing.

At least one chosen portion of the source of the vulnerable software 2vs is then

| meodified, so as fo obtain the source of the protected software 2ps. This modification

‘is such that, during the execution of the protected software 2p, among others:




is such that, during the execution of the protected sof26wanear?@00&nong
others: 26 January 2006 PCT/FR02/02343 - TEXT TO TRANSLATE 24  at | east
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processi ng system 3, takes into account that at |east one chosen software
execution characteristic is to be nonitored, at least in part in the unit

6, and the second execution part 2peu, WHich is executed in the unit 6,
nonitors at least in part, a chosen software _execution characteristi

During the executi ontletst pheppitionof thedfitshexerution past 2pssovBichdyensguted insthe

principle of protegtion by detectio nd. coerci i, .t e t he
unit 6: as |ong asa%ﬁalprf’ﬁ SIE %ﬁf%%?‘??%ﬂ%ﬁ%ﬁ@&% PFH%ét rﬁrﬁ;@nﬁﬁ%sgéd
execution charact egééﬁ' & Sx8dutidh!chhfstefBEl {9 RbLRbHIGBS, Aflledshtn parpinetieed
software 2p are abided by, said nodified portions of the protected

software 2p work nanit6al ly, so that said protected software 2p works
nomnally, and if at |east one of the criteria correspondi to a .
%‘{]g‘&tﬂgﬂ uft@ar e

moni t ored execut P onand b 583086 SeecBti PArtHIRL, GG} it Hf&e :

2p is not abided by, t - ess lhfioh BhapadtBsgef it and/or
t he functioni ng of H?é'ﬂgg)lbsraglﬁtggtlﬁ%’%ﬁ%%&%?%%ﬁ%%%ﬁ“&%e 2p 1's nodified, so
that the functiopufiflg &e exebtidir sitthe baected sofewate 2p, protevted iblyithid pribkiplercd] |y,
in the absence of the unit 6, at |east one request by a portion of the
first executipotestion bpgeection andeopicine i by PESERSRHLEEIt & yse the unit 6

cannot be fulfilled gorrectly.so that at |east [ orti ' .
executed correctfy %goqgh'gﬁ ol it Fg}rrﬁ?gnétp%ftgca?le esé’fo vv%ljfg -géultlgnnot
conpl etely functi onglardi&istich ef hheMRALRUI fRticts dfiife Protdttddioftwate 2p are

protection by detection and coercion, two types of software execution
characteristics areabided by ehih emdifigd portitms ¢f fhet projgréech soBwpEeNdP vork

xecuti on of & Sof | HERUANG el SELBRIECI I ER OB HOEOEIA prof i le of
e ey o, s IR SNSRI St et Mgt
protection by detecthanctesdicosfar mirtion ofiienyoteetsd sofwartiZpris chbatadaddrnyi thei ¢, a
variable of measur et ol cesing syetemn 51 Sioriaed of & Sndls! beRictioning of the
- portion of the protected sofiware 2p is modified, so that the functioning of
the protected software 2p is modified.
Naturally, in the absence of the unit 6, at least one request by a portion of the
first execution part 2pes of the protected software 2p to use the unit 6 cannot be
- fulfilled correctly. so that at least said portidn is not executed_correcﬂy'and that
consequently the protected software 2p is not completely functional. |
For the implementation of the principle of protection by detection and coercion,
. two types of software execution characteristics are used preferentiaily.
© The first type of software execution characteristic corresponds to a variable of
.- measurement of the execution of a software and the second type corresponds to a
profile of usage of a software. Said two types of characteristics can be used
independently or in combination.
For the implementation of the principle of protection by detection and coercion
_ using, as execution characteristic, a variable of measurement of software execution,
are defined:

e in the memorization means 15, the possibility to memorize at least one




0 in the nenorization neans 15, the possibility to memzeijaausl 20e@st one 26
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software, in the detection neans 17, the possibility to nonitor at |east

one threshold associated to each variable of neasurenment, and

actual i zati on nmeans enabling to update eacfi variabl e of neasurenent

e Congt uct o4 oxpvierbls: phmsAREA RISy HAIE e ade oo 3F 18E Gne’ ©
detecti on neans 17 aﬂﬂcﬁﬁ%ﬁﬁ?ﬁaﬁ&% ans 18, the actualization neans. Are
ft

al so chosen, in the source e vul derabl e software 2vs: at |east one

-functionality of ¢ hen\vué Beeaidiemsald 1Btke pussibiigeounagieoriat ldastadrecthresholde
nmonitored using a variable of neasurenment, at |east one variable of
measur ement used t o agseoited (o eaeh vadahje obmesgiremettynctional ity, at |east

one threshold associated to the variabl e..of neasurement . [ ' to a

limit of usage of® s PR CRYS en*@m}gé? upg%‘gtegglh arﬁagotf‘{]ggﬁ%?&%@a te of

the variable of measupeiRRLon SRARAG BELLTuldioniiRas whlceisdsidinadd onal i ty.
era r

The source of the vu e soft e 2vs is then nodified, so as to obtain

. the source of thgrepalsd esinetucted texpladtaips , medriss impldinehideg,i bn addtiog toudi

~ that, during the _execution of the protected_ software t he second

" execut i on 2pedetectien masAdsandihe Gogr @BI“?%?%%&EG‘W%&E@W& ng on the
usage of said  fupgcti Li g5 : IR RIS QiR ardvi:east one
t hreshol d crossi ﬁg%a{ls%rl%? éér%/m\/\%rggg",utcgéflﬁlﬁg the execution of the protected
- softwar e 2p, the oaritadiseo funskaalityestithe vulnenphabés adebewtosegsage is lieblesage
of said functionality, and when the threshold is crossed, the detection
means 17 inform of ifobemeoniteapdpsing fiaripble of mEASUEIMeRt e an adapt ed deci si on

carried out by i e (RRLETRg REBICO BeRE Rt Red Wb B BEERE IR
of the portion of thgnaigHafited software 2p, so that the functioning of
the protect .ed SOfot Wa;te lezaps)t ! srie ntgg(eisl];fi)lsld associated to the variable of measurement
corresponding to a limit of usage of said functionality,
e and at least one method of update of the variable of measurement
dependj.ng on the usage of said functionality.
The source of the vulnerable software 2vs is then modified, so 'as to obtain the
 source of the protected software 2ps, this modification being such that, during the
execution of the pfofected sofiware 2p, the secdnd execution 2Zpeu: B
e actualizes the variable of measurement depending on the usage of said
functionality,
o -and takes into account at least one threshold crossing.
In other words, during the execution of the protected software 2p, the variable of
" measurement is updated depending on the usage of said functionality, and when the
" threshold is crossed, the detection means 17 inform of it the coercion means 18
which make an adapted decision to inform the data processing system 3 and/or to
niodify the processings carried out by the processing means 16 enabling to modify
* the functioning of the portion of the protected software 2p, so that the functioning of
) the protected software 2p is modified. '

For the implementation of a first preferred variant embodiment of the principle




For the inplenentation of a first.. preferred vari ant eghedua®zooef the
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of neasurenent, are defined: for at |east one variable of neasurement,
several associated thresholds, and different coercion means correspondi ng
to each of said thresholds. Are also cho¥en, in the source of the
vul nerabl e software 2vs: t |l.east .one vari ahl e of asur.enent _us

y detes S

t
quantify the 9fsBEdedenab fion gnd FRRREIONLHSIPEy 95 ar@ﬁtgngtng t%\é’?@gbjﬁagﬁ 0

whi ch nust be ' ral threshol ds corresponding to different
limts of usa%lgﬁg%%geg#’gg?%%ﬁél&bnal ities, and at | east two threshol ds

associ ated to the varizakhs ok vaBasyoeneasurerhbet, ssveral essodiatet ¢hreshlobdsy abl e
software 2vs is then nodified, so as to obtain the source_ of the protected
software 2ps, thes amdidiffersat temcibeimegnscemesphading theach gf said thresheldst | on of
the protected software 2p, the second_.execution part 2peu: actualizes the
vari abl e of neaséf ehagem & themguiss qfﬁ%pﬂiigsrgglgfsoégftrg YWunctionality, and
takes | nto accoupt, ofhebdihgNholible P @RRdAD ubld o/ 1falyiBY Bedelio? ol RS, 11
ot her words, classically, during the execution of the prfotected software

- 2p, “when the fir st chd hestiohdity of theossfarhretand tanvtictBmusf by asotihed davaal

rocessi ng system3 enjoining the protected software 2n. nat. tqg, usg.said
' 1? unct i onalgi t§ anynnﬂ@‘?ShJP*dstcﬁggSPBP pé‘t’ %rﬁﬁttl%’itse&%ﬁa 'af&rsi“gsfu‘&‘gmﬁi‘gﬁw’sai d
functional ity, the seedtd M EaMNGidtablocidt] ©ihé Philabichét fidalaflne | 1 the

. .
case where the secoﬁ res "I'S Crosse e coercion neans 18 can nake

the chosen functiTRdahirty of BRI VuErible sa@hrr 2vEal ehdnhaodified eotado sbidiniee 2p
i neffective. For the inplenentation of a second preferred variant .

enbodi ment of soutee ofpthie revtptted spftwarst 2, ithis mydifieatioarheing aich Bafeduring thasi ng,
O o b o na ST e B bt L 19 o
vari abl e of measyr egaphik the dharibBIgSdf RBEsREHE dhéb@i_ldil_lgl%@gﬂle Wage Afsaid
constructed exploitation neans inplenenting, in addition to the detection
means 17, the coer cifiotinomdity, 18 and t he actualization neans, the refilling
means. « and takes into account, differently, the crossing of the vatious thresholds.

In other words, classically, during the execution of the protected software 2p,
when the first threshold is crossed, the unit 6 informs the data processing system 3
enjoining the protected software 2p not to use said functionality anymore. If the
protected software 2p carries on using said functionality, the second threshpld will
potentially be crossed. In the case where the second threshold is crossed, the coercion
means 18 can make the chosen functionality ineffective and/or make the proteéted
software 2p ineffective.

For the implementation of a second preferred variant embodiment Qf the
principle of protection by detection and coercion using, as characteristic, a variable of
ﬁleasurement, are defined refilling means enabling to credit at least one software
functionality monitored by a variable of measurement with at least one additional
usage.

Are also constructed exploitation means implementing, in addition to the
detection means 17, the coercior means 18 and the actualization means, the refilling
means.

Is also chosen, in the source of the vu]nerab.le software 2vs, at least one variable




I's al so chosen, in the source of.the vul nerabl e softwarx &waary@006east one
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software and which nust be able to be credited with at |east one
addi ti onal usage. The source of the vulnerable software 2vs is then

modi fied, so as to obtain the source of t¥He protected software 2ps, this
modi fi cati on being such that, during a phase called. of.refjlling, at |east
one addi t i onalofuseagarearentpserldg dimip Hie ‘F%‘g%p? 3higestgpe B?t}oé'gégé'nﬁ tﬁg S?%‘W ©
chosen vari abl e ,of, .neasur.e t | | , during the
phase of refi anflﬁgflé?fwgs rbgga§ eutgl(f)?%(ri{@gﬁ%@ﬂi Jgfi Qﬁsgg%&%ﬁginﬁg%sgg%n vari abl e of
measur ement and/ ofpOfouRde GRS uRBRILRS SETaL &k s tihthes meddifieds so as to obtaal thow at
| east one additional usage of the corresponding functionality. In other
words, it is spossidf the miotected sofiwarsh3ps Gis ﬂl@%lﬁcﬁﬁ% being S@P%dh%ts 4580¢ i2onal
usages of at |east qne fungtionality of LQtect : t he
i mpl ement at i orPhase elled i ‘i‘?ﬁﬁﬁﬁge atotea ee?:‘%‘ﬁﬁﬂl?%ﬁls 4 St g@%tﬁgé&;@éﬁ%ro&gg

using, as char | dthdd Fakigblebof aRfakwefentisase crddedlel i ned as
criterion to a%ﬁgg%n?ﬂgﬁgﬁ%gg%g profile of usage, at |east one feature of

- software executi OR.cafied alts dudiptherphase of hefiingr e resctyahigation abphlspe one
software 2vs: at least one profile of us t o nonj.tor e one
feature of exed@sstorarishl j TRgrsSuLgmonh au °’bﬂ€g®ﬁ%§é’ﬂe 6%38{9 fajed tg%églﬁ(glgigéeo %ssu{sot
abi de. The sougee ﬁfleéspg?evéﬁhdﬂ?tfnﬁpﬁs% 8 8f neadofredponding fii@ionaRE I GtHer Woxdas
-to obtain the “source of the protegted sof tware 2ps, this nodification
bei ng such 't hat js gbssibleg ditieg thexphase ofwefitling, e crsdid rdditional gspgenaiat Jqsst enee

second execution part 2peu abi deegl by all, the chosen features of execution.
In ot her wor dsfunetianality; of the protsgiet SREWATAR the way the second execution

part 2peu is execyled, ddhchRhiatith Of Me %ﬁ@%@)f%&&@&ﬁﬁ! ByOdetEtioh @M TodRbOr

nodi fy the functiohing o e protected software 2p, in the case where at
| east one featysigy, @ clexsneristions profilmof sifiviae usage, iDdefing asrraiteactorabide Wi
the protected software 2p, protected by this principle, .in the presence of
the unit 6: dlor reidgrofde of ysagnat feashQedgatyr ‘éf%B BiGHBIRt | the nodified
Portions of the photHE dfReRd INERESRMEYTIARL Hvae S hat sai d
protected software 2pt et l6se profile of usage to monitor,
| e and at least one feature of execution by which at least one chosen profile of
usage must abide,
The source of the vulnerable software 2vs is then modified, so as'to obtain the
) soutce of the profeéted software 2ps, this modification being such that, during the
execution of the protected software 2p, the second execution part 2peu abides by all
' the chosen features of execution. In other words, the unit 6 itself monitors the way
the second execution part 2peu is executed and can inform the data processing
system 3 and/or modify the functioning of the protected software 2p, in the case
;  where at least one feature of execution is not abided by.
During the execution of the protected software 2p, protected by this principle, in
the presence of the unit 6:
e as long as all the features of execution of all the modified portions of the
o protected software 2p are abided by, said modified portions of the protected
y software 2p work nominally, so that said pretected software 2p works

nominally,




nom nally, 26 January 2006 PCT/FR02/02343 - TEXT TO TR&Nahidi2886 a nd if
at | east one feature of execution of a portion of protected software 2p is
not abided by, the data processing system 3 i PCTHHROR/O2343i+TEXIITO TRANSLATE
functioning of the portion of the protected software 2p is nodified, so

that the functioning of the protected software 2p is nodified. The
nmonitoring of different features of execu®d on can be considered, like for

i nstance the nonitoring of the presence of instructions_ including a narker
or the monitoring ofnd Heat asicanei featursefieresgionsi agortianefipreteted PFWEP 2Phe

i nstructions. For the inmpl ntati of the principl.e.of |

det ecti on and coerci“bﬁo‘:n%é‘f Yﬂ? ‘?%%P{ﬂcgs%?g @ﬁ?g‘%‘h? i‘gh‘%ﬁ%’q‘%"ﬁéfg‘?"%‘?& ?ﬁe
moni toring of the e ' | B fr@he AlotdcRASHOAMAR HRit mbdifibdlso that
instructions, are dﬁﬁggﬁg OZE@T ﬁ('bsﬂtﬁrgﬂgt [ oengltosgt, whose aﬁst?uct ions are
liable to be execut gk fuRctidiéngiofl the frotectad sdtwané 2p msodiitd.ons conmands f or

said instructions set, said instructions %%)_mmnd,s are |i ab|% ta Rg £
execut ed i n t he- Thataonsiopiaasf differept featyres o |gEecUlioR Gan i ncpidgetn kY 185, ¢

i nstructions commands in the - | G £ em: 4 kbiot uni t
6, the execut I'§H™Y eh}ém@g?lgnegggﬁldﬂp h%géﬁ:n%s‘%}?lagﬁ%%&%&%%giggé\ﬁ[#gaﬂsh%?
-enabling to dglogftbritdetthé BRecatiah chdiging fort dideasnaiterpacitdf tinsinstriutionn ot
correspond to the expected one, and coercjon neans 18 enab| in(r%%dto i nf orm

" the data processFogthsyimpematatigngridhe peneiple afproisetion Bt GePHIPnANd £OUGIMar e

when the chaini.ng of. the instr i . 3 Jta8 B ed
one. Are al soYtBnét f&i?&'frgd)fee%ﬁ(fugll%bat?irlglnda@rﬁlgeolgﬁgﬁ;é?g tﬁg elg.l(g(l;t 6 to also
execute the . gpst dGidnePpart@f tHeflfstiuttibhs)@kd dufmedet , the execution of said
i nstructions being triggered by the execution in the data processin

system 3 of the i-'nstaminatliuotienscsotmdmginstrgctm@@feclﬁﬂ?éféﬁ*?,bei%e@ﬂ@lié'cﬂ]‘?E‘é‘g 85 the
vul nerabl e software 2vs, at |east one a rithm.c processi ' . t be
remoted in the uffit 265¢hQf IPBRCHPR FORmAn cﬁ’éisﬁﬁn@sﬁmﬁm I%%ag%d\(l)i’ﬁéeﬁ%%r of

the instructions is g%ﬁm%dg‘afg 158 do bENR e GPtHef datd Brocedsiy Bblem SoThear e

2vs is then nodified, so as to obtain the source of the vulnerable |
software 2ps, this remdévtionatfi eachbaf segd Susthuctipng commandsginy the dady PEIFESIRE of

| “the prot ectled sof tware 2p;

system 3 triggers -in the unit 6, the execution of the corresponding
insfruction,

e detection means 17 enabling to detect that the chaining of the instructions
does not correspond to the expected one,

e and coercion means 18 enabling to inform the data processing system 3
and/or to' modjfjr the execution of a' software when the chaining of the
instructions does not correspond to the expected one. '

Are also constructed exploitation means enabling the unit 6 to also execute the

instructions of the instructions set, the execution of said instructions being triggered
* by the execution in the data processing system 3 of the instructions commands.

Is also chosen, in the source of the vulnerable software 2vs, at least one
algorithmic processing which must be remoted in the unit 6 and for which the
chaining of at least one part of the instructions is o be monitored.

" The source of the vulnerable software 2vs is then modified, so as to obtain the
“source of the vulnerable software 2ps, this modification being such that, during the

i exeeution of the protected software 2p: '
 the second executioﬂ part 2peu executes at least the functionality of the




the second execution part- 2peu executes at |east the fpgclaheargoby of the
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processing, the chosen algorithmc processingPF!7§BP?(8£%%%'FE&?ﬁ&%&R@M§LAIE
the chaining by which at | east sonme of the instructions nust abide during
their execution in the unit 6 is specified and the first execution part
2pes of the protected software 2p execute%é I nstructions conmands whi ch

trigger the execution of the instructi.ons in the wunit 6. During the
execution of the pr &hewnREHIRIGRTECeSHNEnr ot ected by this principle, in

t he presence of t.heﬁﬁﬂ%}gg%?lg@%mggrﬁésshggsg@ﬁiﬁ{ﬁgsmcﬁbﬂg I nstructions of

all the nodified po ot ect ware 2p, executed in the

unit 6 corresponds 4ge tkiEnifYAFOVEIEh a0fast suiel ofitih inkteubtipos hiushabidd dutieg
protected software 2p work nomnally, so that said protected software 2p
wor ks nominal |y, arheir éxectigorchugthe bpig 6 a¥ spesiednst ruct i ons of a portion of

the protected software _2p executed in . the unit 6 does .ng S o]

the expected one?® t faddhe firstyprcuu e rﬁ’@“s{l@fe# %‘ei %ro?eﬁfegr%tﬂg&g% rzﬁt&g%}%r

the functioning of GAG.RALI Alm@dsRNRLEEIAG: ARIkEaIRNST tesnshidiibisid theO
e

that the functioning o protected software 2p is nodified. Figure 71
Illustrates an exanmm& @f i nplenmentation of the principle of protection by

- detection and coercion using, as_feature of execution_t bide by the.
‘noni toring of th®vsingdhe P@?uﬁ%%ﬁhﬁ@r‘?f?“g?é‘?f?wgﬁép’ B‘_r?éecg‘?i]r ytgﬁpf%glpﬂ” n

I nstructions, ,inthe ¢ wWhere the expected chaining is abided by. The
first executig}?qfﬁﬁﬁfm %tgglgg%utt%he protected software 2p, executed in the
data . processing 4SYsiketiplas B ehathidg of drtinsteidtions of adirthemiadifiéd partiongfitheg,
in the unit 6 the execution of the instructions i belggr;)gli n? {Ll% t he
instructions set. | rpreteitdd isn8werec2p,gwecutedn theg unip §qorrespandy jo g expected

i nstructions each include a t. defini t f th @?el ) i ontiRgil
instruction and a pdf& %moﬁﬁ%edtpgr@%}ﬁiof%%ﬂgteg%g&% e cjfﬁa?éﬂl%r%gﬂ%or the
execution of the i trsﬁﬂlgre&éted'sﬂﬂ%lﬂe&pewarmInemiﬁdlg,i nstructi ons conmands
Cl; are represented by TRIEi1l) and the expected chaining for the

execution of the e nenduftheahaining éHthe instructions oﬁasmrﬁqmef@ﬁm}@qt%hsqﬂ%rﬁe
unit @, of the inst rzlilcé}iie?:gteid"in %‘ilevl?nsitttr Ges E&%lo}regpo%ﬁqo %eexpected one, the data
| processing system 3 is informed of it and/or the functioning of the portion
of proteéted software 2p is modified, so that the functioning of the
protected software 2p is modified. '
Figure 71 illustrates an example of implementation of the principle of
| protéction by deteétion and coercion using, asr feature of execution to abide by the
monitoring of the execution chaining of a at least one part of the instructions, in the
case where the expected chaining is abided by.

The first execution part 2pes of the protected software 2p, executed in the data
processing system 3, executes instructions commands CI; triggering, in the unit 6 the
execution of the instructions § belonging to the instructions set. In said instructions
set, at least some of the instructions each include a part defining the functionality of
the instruction and a part enabling to verify the expected chaining for the execution’
of the instructions. In this example, the instructions commands CJ; are represented by

- TRIG(};) and the expected éhaining for the execution of the instructions is iy, in+1 and
} iz The execution in the unit 6, of the instruction i, gives the result a and the

execution of the instruction iy gives the vesult b. The instruction iz uses as




execution of the instruction i,,+t gives the result b. Z6hanuarg200&ti on i s+x
uses as 26 January 2006 PCT/FR02/02343 - TEXT TO TRANSLATE 30 _ _operand,
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the result c. Taking into account that said chaining of the instructions
executed in the unit 6 corresponds to the expected one, it results in a
normal or nom nal functioning of the prdected software 2p. Figure 72
illustrates an exanple of inplenmentation of the principle of . protection by
det ecti on andopeemrdcthemesmits ngnddsof tha instaictenseh aad di+oAnG 1S FA5EHLEED Fyes e
nonitoring of the execution chaining of at |east one part of the

i nstructions,l$Wt¢he case where the expected chaining is not -abi ded by.
According tothi g SXATR) GecduPBKORPLEMRRIMhO tholrftichd exedueaUniimpuat 6t he
instructions is STI I'n, 1Tn+ and I n+2. wever, the execution chaining is
modi fied by ddspciah a6 eierspeatd b if resultsiintd pormish onneringhBnctiening ef then
I'n, so that the chaining actually executed is i'n, in+i and in+z. The
execution of pteciedsefwerciZm i'" gives the result a, i.e. the same result

_that the executign of e instructi | : th t iIrdma
‘the execution of ﬁigHEe i?it‘pﬁ%a%egngﬁt‘l n%ﬁp?ﬁeﬁggﬁégehegﬁéu%laﬁg dié; Igg{tcg%j (%ﬂ;at
the ‘instructigatish BPASteBAén GRT EesFEON hsing, bh deatarp efterebutios to abidb by, the
generate the “result a used as operand of the instructjon.in+Z, The

det ect i on- neamsnitdtingndfotheesecution chpimingoaf af sastAngRart isirusticons; Jp the
accordingly, the funcfioning.of .the.instructi I nt2, so that the
execution of ‘Eﬁ%‘é“’&lﬁ@t %E’fﬂ%%dich?ﬁm iAg %%lil(gedr Sult c' which can be
different than cacNaliealo ihis iekathple, @eenpéctl ohaihing fonsthe Lextéusioni oftigi ves
aresult a@ different fromthe result a of the instruction in, it.ig clear
‘that the resuinstradtion$iés stilhiss hucandoiai Bleweyan the escptionihaiipg it meftied by

inasnuch as the execution chai.ni.ng..of .t he.i pstructiaons, e [ ﬁ]ﬂ% unit
6 does not C@PrTSE]ﬂQﬁW”Fc?fttH% Hom dn SHH ‘%%u‘&ﬁ“%“f%@a‘t"i’ )éﬁqg#tet?ﬁe(:ﬂa
functi oni ng O%Ctﬁlgﬁﬁ ?@E&E&% pd i5QT4nAGLE. The GRBcUHOATETthE ensiractidl B pivds the

|

Figures 73 an ustrates a preferred variant enbodi ment of the
princi pl-e of repilohgis.ithe sioye dmstl¢hitdhe axebution of tmningErgtign in doveeyen ot thy

execution to abide by, the npnitoring of.the execution [
Teast one pariitst e PereaReRcdbe TR . 1 iy LOppaRLr 1T e e
i's defined anﬂ{e%&#@ﬁﬁ)}lqnsd&%tn&%ﬁﬁsﬁﬂ! Ro%k xpBlicd HSbtisH to0oBenerde Kheni t h
a

regi sters and Uuse east one operand with the intention of .
- " result a used as operand of‘the instruction in+z. The detection means 17 inform of it

" the coercion means 18 which modify accordingly, the functioning of the instruction
ins2, S0 that the execution of the instruction i‘!ﬂ gives the result ¢' Whichl can be
different than ‘c. Naturally, if the execution of the instruction i', gives a result a’

“different from the result a of the instruction iy, it is clear that the result of lthe
instruction ip+, can also be different from c. ]
Inasmuch as the execution chaining of the instructions executed in the unit 6
does-not correspond to the expected one, a modification of the functioning of the
protected software 2p can therefore be obtained.

" Figures 73 and 74 i]lﬁstrates a preferred variant embodiment of the principle of
protection by detection and coercion using, as feature of execution to abide by, the
monitoring of the execution chaining of at least one part of the instructions.
According to this preferred variant, is defined an instructions set whose at least some
instructions work with registers énd_use at least one operand with the intention of

returning a resuit.
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As illustrated in figure 73, are defined for a f
i nstructions working with registers, a part PFI’&'{!?F@HZ,S&%?THF%?F&ZWM“
of the instruction and a part PE defining the expected chaining for the

execution of the instructions. The part PF corresponds to the operation
code known by the Man of art. The part PE3Yef i ni ng the expected chai ning,

i ncludes bits fields correspagnding,o. .ap identificati i gl ]

i nstruction ClI, Asaﬂ]éls‘-i%f?‘f é’h%‘l%“li‘b%ﬁaﬁﬁe ﬁleﬁ?e‘fﬁ(g at g usgﬁ]l%o# ﬁl\?ﬁ{l ﬁ}lﬁ&l@g? yi ng
froml to K and. K qhef PRI AAIng R fRRiohkEly (he insGuéticigardd ! d
CDk, indicati W&g‘ﬁﬁ Fﬂ@pﬁgg{mg{bt& It ?12 aplprr})épri ate to vtgri fy the origin of
the operand kpa@mpe @i 6 gsbciodeutiairfing &bri the efdcetion of Bk instructiensopbe pard,
indicating the expected identity of the instryction {j\%g_lé hasrﬁgeﬁat ed
the contents ®F corespangdetoathe oRerafian pedeulsrqv By theMeq § paphfdt delinmg

I nstructions set includes.V reqistaear | . he processi ng neans
16, each regi E‘fee‘?XPB‘éPfg hed™ ,esﬁ\ﬂl%kﬁ%g&s\?%l gntd\ﬁlrgoth] 1 to V. For each

register RR, are‘odefagq&éhﬁg\e&icfﬂﬁélé%fﬂ{éqﬁﬁﬂr&’dﬁon@]lync'tiOna‘| field CF,, known

by the Man of art an ena’llng to store the result of the execution of the

_instructions, ard angdvesshepeiaddit of thednitowtionevith B awieninm hio Koand

menori ze the identit of the insérug&]igon vvh'{ich has generated the contents
59

of the functional filpambeyof opegn PR P Yentification field CIQv is
automatically updated w th 0 hdih8 ok g8t isfd g&h;@ f thiveliey @k t he
instruction Cll which haa{gag%éelagﬁ (ﬁaﬁcfﬁt eg%nct i gnal fiseérpg A, . Sai
~generated identificati ogigdih 6f the pérndks nei ther accessible, nor nodifiable

by any of the instructions and is solely  used for t %ﬁget ec i.oa. rreantglﬁlr
Duri ng the executi on- ofandraniexpeqted ideptificating fipdd £IPk ghibroRAand, Andigatine e

for each operand k the follow ng o | : deb-fédtnEldnichits'dgad,
if the flag field CDk iws@a@ﬂe?ﬂmﬁﬁﬁ%‘i%%@?%%"?”%S%I‘#??%éﬁon field O Pk

and the generated idenﬂlggb&ﬁgdg_n field G, corresponding to the register
used by

As illustrated in figure 74, the instructions set includes V registers belonging to
the processing means 16, each register being named Ry, with v varying from 1 to V.
For each register Ry, are defined two fields, namely:
e a functioﬁal field CF,, known by the Man of art and enabling to store the
result of the execution of the instructions,
¢ and a generated identification field CIGy enabling to memorize thg identity
of the instruction which bas generated the contents of the functional field
" CF,. Said generated identification field CIGy is automatically updated with
_ the contents of the identification field of the instruction CII which has
generated the functional field CF. Said generated identification field CIGy
is neither accessible, nor modifiable by any of the instructions and is solely
used for the detection means 17.
" During the execution of an instruction, the detection means 17 carry out for each
operand k the following operations: -
‘e the flag field CDx is read,
o if the flag field CDy imposes it, the expected identification field CIPx and
1 the generated identification field CIG, corresponding to the register used by
| the operand k are both read,
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TRANSLATI ON 32 the equality of the two fields CIPk and CIG is checked,
and if the equality is false, the detecti on medCI/FRO2§02B48r- TEXT TO'FRANSLATI
execution chaining of the instructions is not abided by. The coercion nmeans
18 enable to nodify the result of the instructions when the detection
means 17 has infornmed them of an instructixns chaining not abided by. A
preferred enbodinent is carried out by nodifying the functional part PF of
the instruction eurtherthalitgertthatwd fioldst@GPfand lGe irdhepkad; PF of subsequent
I nstructions. According.to anot her advantagequs char acteri7$t i c. of

p

. he
i nvention, the prdtetdd énthepparaliy inifige.athe dpcicrnmears 47p7qnsiden that othe

protection called by < ' " gE%QFZ i: -whinch is carried out in
relation to figures %C¥€6H4%mlﬁnogoftﬁg I mp {el&rrésr%?g?t%fghdggfb?i he principle of
protection by varTebbRrcibs neBaSE endble i odiTy dkaeailt dhibe iidtinetiady whaofhewar e
2vs at | east one variable which, during the execution of the vul nerable

sof tware 2v, patectioh meadel? has informesk thew, ofzyn igstaictions chainiggmohabided hish be
understood the set of pieces af infarmatjon .a given nt e sary
to the conpl et@eé_}?@&ﬁ% TRt 95 BT %"%,m%‘ﬁ%y%ﬁ‘es_ﬁlnfﬁgﬂ%tﬂ?g gﬁs n@g of
such a chosen jyahiRBh Busily4dbaRSd e ARTIRLRLIDaf PFCO SuBSeqREntSRltHicRONL Var e.
Is also chosen at | east one portion of the source of the vul nerable

sof t war e '2vs cont Aceuirding &t anotles atdvantageohoclemacteisiiabf the invenktiendhe pradectivosen

portion of the source of the vulnerable software 2vs is e nmodi i ed, so
as to obtain tHfEcEsy B abhAimplRIeiige 4 PP dedin °a#ﬂr&sg¥wﬁﬁ‘faﬂay§ Y 8n

s such that diliiohd witgGY thPiRd 8l iSlBbRICREAY, apt44mr e 2p, at | east
one portion of thHe Tirst execution part 2pes Ich Is executed in the data
processi ng syst enFd,tht akplemehtation af doiptin¢ihket ofgiroteeticst by nariatilg Se choszniiabl e
or at | east one copy of chosen{j%fri a%}lre r esi jes in the unit .6. Figure 40

i 11 ustrates arfde3awse of Jhe yulnetpdicosoibyarg Xxg At deashrre yariphis ehish, dychg thej o
exanpl e, duri e R e LR BET : r |

processi ng sy;%géﬁj@,n &ggglgar: 1.gt?etglarne mgt@h%}htglifa%%@agss%%#ﬁg% Q%};cdtaig
data X to the sofifviasd) ntusVbe undeaptoed dhd eet dfypivtes-of idformation, iate ginet awinens, .

t he assi gnnent of the value of the vari :%\bl e V1l to the
R necessary to the complete execution of said software, so much so that the absence of

such a chosen variable prejudices the complete execution of said software. Is also
chosen at least one portion of the source of the vulnerable software 2vs containing at
Jeast one chosen variable.
At least one chosen portion of the source of the vulnerable software 2vs is then
' modiﬁed, so as to obtain the sourée of the protected software 2ps. This modification
is such that during the execution of the protected software 2p, at least one portidn of
the first execution part 2pes which is executed in the data processing system 3, takes
into account that at least one chosen variable or at least one copy of chosen variable
resides in the unit 6. |
Tigure 40 illustrates an example of execution of a vulnerable software 2v. In
this example, during the execution of the wilnerable software 2v in the data
processing system 3, appear:
e at time instant ¢;, the assignment of the data X to the variable Vi,
represented by Vi¢— X, .
e at time instant t, the assignment qf the value of the variable V; to fhe
variable ¥, represented by Y < Vi, |




variable Y, represented by Y 4-- V1, 26 January 2006 . ZBUBhE&RY2002343 -

TEXT TO TRANSLATION 33 + and at tine instant t3, the assignnent of the

value of the variable V1 to the variable Z, recpCESROZIABI- FEXVTO TRANSEAT
41 illustrates an exanple of a first formof inplenentation of the

I nvention for which the variable resides in the unit 6. In this exanple,
during the execution in the data processiig system 3 of the first

execution part 2pes of the protected software 2p, and in presence of the
unit 6, appear: et 4rdwa tims imstant €3, the dseigoreotof te valuesofithanaiable ¥otmthad
triggering the transfer of the data X frqoqmthe data processing system3 to
the variable vi | oc¥aridlle % epesspisi?y 44t Hin neans 15 of the unit 6, said
transfer command gJbei repr d Vi , d ' i n the
end to the assi g%%eﬁe{]q%fﬁ}lt%%tg&g‘gtgg %ﬁé’%ﬂo(ef %/aﬁrrlgg)ag e \9?%1{)%?{% g @ﬁ%ﬂ%ﬁsﬁgnt
t2, the executihpdhtish for whichthkSfarRBlIREded in GELinin g, thehis bxanstedurdly tae
val ue of the variable vi residing in the unit 6 to the data processing
system 3 so asxemutimssingtheidata prackssingasystash 3 ¥f theafirst texegwdion paric2pesefdthbei ng

represented by | N(vj nd gorresponding in, the. end to the assignnment of
the val ue of tﬂﬁ%teéfﬁ‘!i%‘gg'f’@eép’ ?@S’Bﬁ’ées\?ﬁg %ﬁf“‘éu‘?{t%’ AWG¥at tine instant t3,
. the execution of at " ﬁm e SQR5 t i ahsh : val.ue
of the variable vi r;{etgflﬁglgﬁ%ﬂ n t’gﬂan#te 6 tdoetgﬁle ast{'zlIr progg%g%%%@gs@%m 3
so -as to assign it tigarsfee ofalie adth X Fonsthieddatd proaskig systenih tultheeiarigble vy
represented by IN(vi) and_corresponding in the end tq the , assignnment of
" the val ue of the varlpaaiedintheppernerizalign mgspg 17 of the wWHbe gidfeanstss epmewnd hat
during the executio i t war - i abl e
resi des i the uni ¢ EerpEeRRRUeY ORI B i PorrfbondifETh BFRA 0 AR,
2pes. of the protect egsighinbuEdfehe @ath XpRIRS vitiablewg i n the presence of the
unit 6, the value of said variable residing in the unit 6 is transferred
to the data processiaigimeyisstent &, tthe pxeeiion bl atr ensferr eamped (Higgening othe
2pes of the protected spft e 2n. S mich.so that.. saj d,pqQrtion i
executed correctly a‘?ﬁi‘sfeﬁ , %gﬁglfé’q?fg%’f’l‘@a,n@%e“prlg 'tdgigtléldﬂlgs%'ftt \Aé?éﬁeZgatfls
conpl etely functi onglrocdshifiil §stbsh Bl bo!%k r1at KSigaNit & ahB| Wiriableay s 848 Nghrkfr M of
i mpl enentation of the invention for which a copy of the variable resides
- in the unit 6. |n thdosmauhipdieg represented by IN(vy) and corresponding in the end to the

assignment of the value of the variable vy to the variable Y,

o and at time instant t3, the execution of a transfer command triggering the

transfer of the value of the variable v residing in the unit 6 to the data

_processing system 3 so as to assign it to the variable Z, said. transfer

- command being represented by IN(v;) and corresponding in the end to the
assignment of the value of the variable v to the variable Z.

It should be observed that during the execution of the protected software 2p, at

. least one variable resides in the unit 6. Thus, when a portion of the first execution

part 2pes of the protected software 2p imposes it, and in the presence of the unit 6,

the value of said variable residing in the unit 6 is transferred to the data processing

system 3 to be used by the first execution part 2pes of the protected software 2p, so

much so that said portion is executed correctly and that, consequently, the protected

software 2p is completely functional.
Figure 42 illustrates an example of a second form of implementation of the
invention for which a copy of the variable resides in the unit 6. In this example,

during the execution in the data processing system 3 of the first execution part 2pes




during the execution in the data processing system 3 of26tJaaudry2606 executi on
part 2pes 26 January, 2006 PCT/ FR02/ 02343 - TEXT TO TRANSLATE 34 of the
protected software 2p, and in the presence of PEE/ERA2/M2343mEEXT TO.TRANSLATE
instant t1, the assignment of the data X to the variable V1 |located in the
data processing system 3, as well as the execution of a transfer comuand
triggering the transfer of the data X frofMthe data processing system3 to

the variable vi located in the nmenoprization mea 3 15, %f the unit 6, said
t ransf er commfmebmtﬁr@edaﬂ”&%msé‘é}db@/ﬂ&PFGWPCS{g,e“ﬁ’(t t % nstant t2, the

assignnment of the valye aof .t ria t he | oY sk ﬁa@éh

time instant t3,°t h@tﬁ@&éﬁﬁﬁgﬁhg eaaSS% r?g{* 8#81809151%5@@??‘%5%?1%91 lofed i
transfer of the val yg Qi Pﬁ)cé!s%fﬂga@)bs?en\{l&r 851 wWkINGs | e tdx@cutidnt of at Grafisfer dat a
processing system 3 so as to affect” it to the variable Z, said transfer
command bei ng repr eseninenidbyigiding the ttansfinoefl the blataoBs Gomethe tdata POGRSSINE t he
execution of the protected softwa 2p, at..least one co of riabl e
resides in the unit sgstem@}g,thq,m{@ "pg?“tqt%l eﬂ‘?glofliz?té‘i“’%%%?éégt#g}? ‘ﬁ’é{t
2pes of the protect ' Q%el%p' ' resence of the
unit 6, the value oﬁégagﬁgaié\%%@w??ﬁ%dgﬁ%a e #Jgg?tg?%qu?(?ﬁgghnit 6 is
transferred to the ,dainde RISRGESS I asyginemt ot the balussefithoyvatinklef Vi &d the
execution part 2pes of the protected software 2p, so nuch so that said
portion is executedveoabledsly and that, consequently, the protected

software 2p is conpletely functiopal,. Figure 43 i]]| I . £X3 of
attenpt of execufi oﬁméfat lﬁlﬁt&?te t&‘ﬁexfg#?%Pgé%%Oﬁﬁ@%%&%nﬂ G :ﬂge
mssing. In this exgupl@,y ofWd Mud BE HRXPSHATION, irdsidig in @RS niPIBOLEEHS|data
system 3 of the first execution part 2pes of the protected software 2p. at
time instant ti, therecessing isgsicmf3 tsheas tardfeet ifctombheen sa@biy v, , said) Ahot
trigger the transfer of t data X to th riable vi, taking into account
t he absence of the &ﬁm@?ﬁe&gf@fﬁ%ﬂﬁ@ﬁﬁ@th, t he execution of the
transfer commnd ) Mokid b6 BRAled it ERE hBxdohiE bP thefrolobied YekWaodp, bbe
variable vi to the data processing system 3, taking into account the
absence of 't hiastnére €opy efdvaiabled residesnit gt uniB 6. Thees, avhen wt pogtioro pf theefirst

transfer command |NI) canngt, trigger hhe ianster of L6 ol de.gl bhe

the unit 6, the value of said copy of variable residing in the unit 6 is transferred to the

data processing system 3 to be used by the first execution part 2pes of the protected
software 2p, so much §o that said portion is executed correctly and that,
consequently, the protected software 2p is completely functional. .

- F‘igux;e 43 illustrates an examplé of attempt of execution of the protected
software 2p, when the unit 6 is missing. In this example, during the execution m the
data processing system 3 of the first execution part 2pes of the protected software 2p:

¢ at time instant t;, the execution of the transfer command OUT(vy, X)
cannot trigger the transfer of the data X to the variable v, taking into
account the absence of the unit 6,

e at time instant t;, the execution of the transfer command IN(vy) cannot
trigger the transfer of the value of the variable vy to the data processing
system 3, taking into account the absence of the unit 6,

e and at time instant 5, the execution of the transfer command IN(vy) cannot
trigger the transfer of the value of the variable v; to the data processing
system 3, taking into account the absence of the unit 6.




system 3, taking into account the absence of the unit @6 J26uargi2086y 2006
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absence of the unit 6, at |east one request by a ;!I)Fﬁofiéﬁagggt ﬁléé)?ﬁ'?tﬂ!}\ngLAﬂ
execution part 2pes to use a variable or a copy of variable residing in ;
the unit 6, cannot be fulfilled correctly,,so that at |east said portion is

not executed correctly and that, conseque3r15tiy, the protected software 2p

=t ot S S S BB 3

transfers between the processing system

in the previ oyprexasithe Sirdd 8Lecatiby pait G!Ebs?tcﬁ@s%iagtfalﬂi&blbmbubpy bhadriableaediBingof
art will know how to conmbine themw th other operations to obtain conplex
oper ati ons sudh thesuribé, dansatdedelfiied cotrecty, soxhat aBleagsad portiqrsis noj gxecuted) |
Accordi ng to anot her advantageous chargcteristic of. the . nventjon
protection protEs ei‘tnﬂ's%ﬁ% T%’ﬁ’é&r’(’i ﬁbe &r‘th?tﬁﬁisﬁlﬁévaB‘? 2 & &8{ iCSH‘,ptleggllyl ed
by < renam ng gin@iondescri ption of which is carried out in relation to
figures 80 to 85. For the inplenentation of the principle of protection by
renam ng, are defitsksild baobetvedfthaicthe ddmntrarfstans bétwnen thatdataprdegssing epstem
functions are liable to bﬁ executed, by neans of the second execution

part
2peu, in the dnind the s Upgiaigddp fhe Brevioneramplea st yuy RERIC sy but
- processing sy a3 MRbAREwHMdow fowSR! hrtsthe HentGRE MR Lpbifichd NSht&iaN be
finite or infinite, a set of triggering conmands for said dependent
functions, saicdmipldxOsjRFdtiogs swwhstndastheienQUT(ah|2e* Xo- Beordk ec (& a1 HiwX)he

data processing system3 and to_trigger in the unit 6, the execution of
- correspondi ng de ng fqm’@ﬂlebﬁ@YamE@Pu%@aﬁa‘it‘?rlsgﬁéthﬁanﬁﬁﬁﬁg?Pﬁ)ﬁe‘?&o&er
corresponding_ at le LN, par. - [ Afar ' . h b1.€ first
execution par tpr‘icp? %?i%ﬁsoa{]r%ﬂeﬁg%%%tﬁl&t Q%{g%:l 1|80n ljgfr%tgu%gd&?lg&stg&a(gre?%mt Z:]Ser

the executi.on gefeription ePwhHAO OB curiapenden to figives 80 85ai d order havi ng
the formof at |east one argument of the triggering command, a nethod of

renaning of the diadhsimnierneniatipnief thepiineplednfiprofgctiondy IRpng.cae definest t he
| nerabl e software 2 h_a,nethod. e | . of; as
;/g obtain triggertnd® é%ﬁ‘??&%“‘%ﬁﬂ%ﬁ&gg%h%%‘éé gndéélga i r?é.@ o %%“ﬁ%Z%ﬁ’%t he

identity of the corrgspapdi BiomeaReArBR schot bxifion pad FpeRSiaOht N@itnG;ams 20

- designed to be used in the unit 6 during the usage

possibly to transfer data between the data processing system 3 and the unit
6, said sef of dependent functions can be finite or infinite, |

e a set of triggering commands for said dependent functions, said triggering
commands being liable to be executed in the data processing system 3 and
to tﬁgger.in the unit 6, the execution of corresponding dependent ﬁlilct'ions,

- e for each triggering command, an order corresponding at least in part to the
information transmitted by the first execution part 2pes, to the second
execution part 2peu, so as to trigger the execution of the corresponding
dependent function, said order baving the form of at least one argument of
the triggering command,

e a method of renaming of the orders designed to be used during the
modification of the vulnerable software 2v, such a method enabling to
rename the orders so as to obtain triggering commands with renamed orders
enabling to conceal the identity of the corresponding dependent functions,

« and restoring means 20 designed to be used in the unit 6 during the usage

phase and enabling to restore the initial order, from the renamed order, so as




phase and enabling to restore the initial order, from ©2geanesgizeds order, so
as 26 January 2006 PCT/FR02/02343 - TEXT TO TRANSLATE 36 to restore the
dependent function to execute. For the inpl eneREAIFRA2/0234%- TEXRIQTBANSLATE
protection by renam ng, are also constructed exploitation nmeans enabling
to transforma blank unit 60 into a unit 6 inpl enenting at |east the
restoring means 20. For the |rrpl enent ati oA®of the principle of protection
by renam ng, are al Soé?fg sour e of the vul nerable software

2vs: at least one 4P %ﬁpﬁqqf’ E&Ftﬁ%“ 6§ St | east one operand and
returning. at |egg) tﬁ@‘?m?ﬁ:ﬁiéhﬁatlon a3tCha tpr] R #s1E o‘?'}ﬁotectﬁlﬁf bl QBnhink NreSALG CE

of the vul nerabl e softwa containing at I'east one” chosen al gorithmic
processi ng. Thensmatedexploitatien mebne ewbling Softtanafoem 2v/blanls vhitei iteda funtde so
as to obtain the source of the protected software 2ps. This nodification

i s such that, lﬁﬁﬁﬁ@nﬁﬂ&%l@as"ﬂ@ﬁ?ﬁ“ﬁ@“&‘ﬁ%ﬁl’é)@’é’cut|on of the protected software

2p, at |east one Jaf "the o f%fneh&%onfdfr it pgﬁn%ﬁ#% l?grsbri% tﬁonZB Srena;{\ﬁlp ?fe talso

executed in the a pro essing system 0] ac oun

functional.i tyc%seﬁ}mlmwtﬁéﬁﬁmaﬁbg@ﬁwmv@; processing is executed in
the unit 6, during the execution of the protected software 2p, the second

execut i-on part 2pelﬁt lfmﬁﬁ @te dlgordhuminpreckssingtusinguileastooneespstamdend aetuingsgs t
the functionality of ¢ | east one chosen al gorithm c processing, each
chosen al gorithmc &rt!)eééscg’ler‘i‘és‘#s split so that during the execution of the

protected softwane Zpg ﬁaﬁ&tc&ﬁsf&u%gcﬁfﬂ{ehé&ﬁce%@%ﬁé%lﬁgra'b% SotRratt Ofls,

means of the second execution part 2peu, using dependent functions.
Preferably, each chasntanmhgﬂrlea;shoma:chmsmaigemhgncprospﬂsmg i nt o dependent

dependent funct | G SBHBIE HF THBETEVI PR 21518 e mBdRicHo s o th t ne
e ot s e A R b
processing, usi®g &hndgﬂmeemad(osn)ofthe pottchaissoifivlaye 20 aeleast dbe portin ofthe
dependent functions ﬁerg]t%l});lacl;ur%l%ntpg?t ﬁ)le?,m ngh is executed in the data processing system 3,
takes into account that the functionality of at least one chosen algorithmic
processing is executed in the unit 6,

e during the execution of the protected software 2p, the second execution part
2peu, which is executed in the unit 6, executes at least the functionality of
at least one chosen algorithmic processmg,

s each chosen algonthmlc processing is 3p11t so that during the execuuon of
- the protected software 2p, each chosen algorithmic processing is executed,
by means of the ‘second execution part 2peu, using dependent functions.
Preferably, each chosen algorithmic processing is split into dependent
functions fd,, (with n varying from 1 to N), namely:
—  possibly one or several dependent functions enabling the placiﬁg of one
or several operands at the unit 6’s disposal,

- — - dependent functions, some of which use the operand(s) and execute in
combination the functionality of the chosen algorithmic processing,
using said operand(s),

— and possibly, one or several dependent functions enabliﬁg the placing

by the unit 6, at the data processing system 3’s disposal of the result of




by the unit 6, at the data processing system 3's di spos#lJaciary 2608 esul t of
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al gorithm c processing, during the execution o W

t he second execution part 2peu executes the dependent f actions fd,,,
during the execution of the protected softg\?re 2p, the dependent functions
are triggered by triggering commands with renaned orders, and a sequence

of the triggering commma ' set of sequences allow ng
g e

t he execution of the prote _ first execution part 2pes
of the protected sof quaretidRxeQNREWI At piBtdcha sdftivare 7Y, ARERBOTDexY iR Padt
executes triggering commands with renamed orders transferring renaned
orders to the unit 62pendxacuiegdierdepgndent funstions fd.6 t he restoring by neans

of the restoring neans 20, of the orders, and then the execution by neans
of the second ex&cuflfERe Bl xeopin, Sghe pin Sqlﬁléar_sﬂevﬂsépwdwf fugtions
dependent functions %’mgééfgdgﬁgﬁgeg %%ﬁmﬁzﬁ&s@f ?&H lefl oPderPr Ot ecti on by

renamng is carried out re n e orders o he trigdering conmands,
SO0 as to obtain t&i gged aNgqoensedtise thighdtinpeoaimandy Gedtpsihamenexies wti o i n
the data processing system 3, triggers in the wunit 6, the execution of the
 dependent “functi ons @tguenceralipw cxpsation pf Yig eradectensoftwase 2pi ggeri ng
commands wit h notsyepaned orders, .wtheut howeyver the exam natipn ,of, fhe
rotect ed sof t war WEBREREeRIHRE vt et aF e mI3RS isabiAr 3P Shodhed B 8 el
dependent f uncir@sing si@sth S, 8Qecutds S fdeRing ToitnAs ¥RhG e Rim QX Qabts taRsfoking

vul nerabl e software 2v. In "this exanple, appears during the execution of

t he vul ner abl eresahtdwnders2e theunihe add tuggepng cetheiumy Gthe restrig bytmeans of thei n
time instant, the.calculatjon.qof Z E- F Y),, correspqndi ng ta.the
assignment’ to lﬁg}ﬁ?’aﬁlggfﬂaﬂsébof’f eorfl%@u?’%‘f(gpnéhe & 1105 '@e’g’ﬁr‘?:fctg%ﬁ?‘?&d
represented by L | | s 81 and
fopresented Dol bk, SACHSEAR HIIRRPAANAS oo nbi g L
i [lustrates the parbingl WdomsetRNbabdipe of p&&i&:ﬁoﬂvsjﬂtrb@ihingristéﬁrﬁed %ﬁﬁ@:}' e,
during the execution in the data processing system3 of the first execltion
- part 2pes of ttheanpingthecordeisofthatniggerig compmanist deeasie ebaiciggéringermmindse,

. at tipe instapts.tl .12, the.execut | f the tri i d
Cx, Cop tri U FHGERR OFIREs WhPE S ecHind Bhe tlR srropy i nnletes, Ve atlia

executi.on partypjt 6, the execution of the dependent functions which would have been triggered by

the triggering commands with not-renamed orders, without however the examination
- of the protected software :f.Zp enabling to determine the identity of the executed
dependent functions. | .
- Figure 80 illustrates an example of execution of a vulnerable software 2v. In
- this example, appears during the execution of the vulnerable software 2v in the‘data
processing system 3, at fi-certain time instant, the calculation of Z <« F(X, Y)
- corresponding to the assignment to a variable Z of the result of an algorithmic
processing represented by a function F and using the operands X and Y.
- Figures 81 and 82 illustrate an example of implementation of the invention.
Figure 81 illustrates the partial implementation of the invention. In this
example, during the execution in the data processing system 3 of the first execution
ppart 2pes of the protected software 2p and in the presence of the unit 6, appear:
-~ e at time instants t;, t3, the execution of the triggering commands CDy, CD;
triggering in the unit 6, the execution by means of the second execution part

2peun, of the corresponding dependent functions fdy, fd; which provide the

A3 TR TRFRANSLAT




2peu, of the correspondi ng dependent functions fdl, fd26whanodry@00§&i de the
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Y fromthe data processing system 3 to the nemPCT{ERD2/02343 e TEXTNETRANSLDATE

X, y located in the nenorization neans 15 of the unit 6, said triggering
commands CDI, CD2 being represented respectively by OUT(x, X), OUT(y, Y),
at tinme instants t3 to tN |, the executioA8of the triggering conmands CD3
to CDN 1, triggering in the unit 6, the execution by neans of the second
execution part 2peu,tagster pbdate X dsisomdhsdata dprcserng syblert? foths megmrizationyN | |

said triggering conman . | resented r ivel v.. by
TRIG(1 d3) o Th G dRBES et Raoespt it BRAERBRGE SRR W
executed i n combi natdafn trigrefhg Voldthdhids at Dy €y yﬁh@&&prb&niéaerefgpmwi?%f-
More precisely, the execution of said triggering conmands |-eads to the
execution in the uni@UIgy, Xf O(yd€phendent functions fd3 to fdN_1 which use
the contents. of the nenorization zones x, y, and return the result in a

menori zati on zon@ z AfIMBSERSH 9 tn1a1hg eXeoytioneot the frigreripgcompmands &Pyt on

of a triggering comapd g | NG:. e & 64 t X [
means of the second ex%‘&%ﬁﬁﬁﬁé%?%éz%gﬁ,@’owt ﬁ%%{é%ner%elﬂgmgu%ztﬁ%oﬁg?%
~ providing the transfegecitfontpaet apeapbt thekortfpndingepédiitht funpli@s dasiofdy.,

contained in the nmenorization zone z of the unit 6 to the data processing
- system 3, so as to #8iitgegering eommand; LR al €D beingrepreseniethiesprastingy, by

represented by IN(z [ e, ol Ly i engnt th
invention, are "chosmcg(ﬁ%{jc}érm%)‘f fﬁ%geré%%goﬁlréﬁ%{ndggpbwg&?}si ft&@g? F‘H‘b‘

- commands OUT and. t hexahdedmantcobinktién id higdeigirhidallF equmaes: tbRiLe fafstionN\F, The
orders chosen in this way are renaned using the nethod of renam ng. of the

- orders. In this manidere pieeisdlydthesexstutiare of saidgigerning commands leady ta ¢heCDN
PR L N N R TR )
B a0, 1 . OB e oy SIS |
protect ed sof t ware pgmenimition zoteez pitbsumit6, of the unit 6, appear: at tine
(nstants t1, 12, the §XE° Hhe> st e e 'H88HonTor GO Maping tominand CDy
- triggering in the unit 6, the execution by means of the second execution part
2peu, of the dependent function fdy providing the transfer of the result of
the algorithmic processing contained in the memorization zone z of the unit
6 to the data processing system 3, so as to assign it to the variable Z, said
command being répresented by IN(z). | |
In this example, to completely implement the invention, are chosen as ortiers,
the first argument of the friggering commands OUT and the argument of the
triggering commands TRIG and IN. The orders chosen in this way are renamed
using the method of remaming of the orders. In this manner, the orders of the
triggering commands CDy to CDy i.e. X, y, fds, fdn.1, z are renamed so as to obtain
respectively R(x), R(y), R(fds)..., R{fdn.1), R(z).
- ‘Figure 82 illustrates the complete implementation of the invention. In this
example, during the execution in the data processing system 3, of the first execution
part Zpes of the protected software 2p, and in the presence of the unit 6, appear:
¢ at time instants t;, t», the execution of the triggering commands with

renamed orders CDCR;, CDCR;, transferring to the unit 6, the renamed




renanmed orders CDCRL, CDCR2,. transferring to the unit 26,Jahbary280éned 26
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well as the data X, Y triggering in the unit 6%3%@@82&339 '@“Fﬂééﬁ)MSLAﬂ
the restoring means 20, of the renaned orders to restore the orders i.e

the identity of the nmenorization zones x, , and then the execution by
means of the second execution part 2peu, the correspondi ng dependent

functions fdl, fd2 V\E %glf(%f\/%&?r?yr:’%? ran J%?Fesﬂﬁgg%@% %@Yﬂ“itogbﬁhe
dat a processing syst% ’t t
located in the memorigaii (%Ce)?}é A0S &ﬁhefreétaﬁnglmaan@,zosaf the fehhGe®obdMs to

commands with renaned or bei ng represented respectively
by QUT (R(x), X), Oddst¢rRtho ordb’ils i.e. ahe {dentityl ofshaniemotidation tdded x, y,hend then
execution of the triggering commands with renamed orders CDCR3 to CDCRN |,
transferring to the timiopeqitioph by gwanfedt Wdé‘?cé‘n‘il?(?’@@}mt‘b PRyt AREY) of the

t th {t 61t 20,
Ly 9gering 1D e bl Rph R R RIS R E 285 18] wid{iepkeRkopl MaTERE} 2
second execution panfie d£X, yoﬁoﬁme@aﬁq%@mm%fswwh 308%hd ﬂl%nioﬁzitﬁiﬂ_z%ne§ ai d

triggering commands with renamed orders to CDCRN 1 bei ng represented
respectively by TRl @S@R{MBO ¥, ¥ doca®d i@ t{lR(mmprnzmmn means &% of theeuiin6isard t N,

th t f th
{ranster 11 ng ot ho GAETNG, ORGP aHEN SPHIeREIon  CTiSGe FPCRe (o ¢
6 the restoring by mngﬁré@ggwﬂygym@m&q XpouhermIeer i.e, the

I dentity of the nenorization zone Z, and then the executlon by neans of

t he second. execuwi oat fimetin@pety, t; 6b tﬁ.kgethdeqxecﬂmntoﬁﬂmdﬂggnmn@cﬂﬁmrmndedﬂng

the transfer of the result &ﬁthe al orlt tl_p cessm contél ned in the
B

merori zati on zone zIgRMedor FWB%) TELgite, @en%e

COCRN bel g 1 epr osoRTa BUCONCCRESh Y ﬁ#@gﬁé e ot ed*‘é%t‘x’ﬁ%ﬁg sof 0

triggering comuands thw tdstoriipamednorderda thet ardbts, dee féx e Uidrg, amtctbaslthel y.
It should be observed that two |rrproverrents can be effected; The fjrst
|rrproverrent concer n§XeoHoR byemgans of theserend aiegrion R 2pen, of the dependent

- functions fd; to fdy., said triggering commands with renamed orders
. CDCR; to CDCRy_ being represented respectively by TRIG (R(fda)) to
TRIG (R(fdn.1)),

¢ and at time instant ty, the execution of the triggering command with

renamed order CDCRy transferring to the unit 6, the renamed order R(z)
triggering‘in the unit'_ﬁ the restoring by.' means of festoring means 26, of the
order i.e. the identity of the memorization zone z, and then the execution by
means of the second execution part 2peu, of the dependent function fdy
providing the transfer of the result of the algorithmic processing contained
in the memorization zone z of the unit 6 to the data processing system 3, so
-as to assign it to the variable Z, said friggering command with renamed
order CDCRy being represented by IN (R(2)).

- In the illustrated example, the uiggéring commands with renamed orders 1 to N
are executed successively. It should be observed that two improvements can be
effected:
| o The first improvement concerns the case where several algorithmic

processings are remoted to the unit 6 and at least the result of one



processings are rernoted to the unit 6 and at. |east t[26JassaryR008 one 26
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is used by another algorithnic processing. | n RGT/EROZ{0 34§OM'F N@I-ET
commands with renanmed orders used for the transfer, can possibly be
renoved. The second inprovenent ains at opting for a pertinent sequence of
the triggering commnds with renaned ord¥rs anong the set of sequences

all owi ng the executl .t he rot ected 1 i's
preferable to choos@ 8“ &@ﬁ%gss&g f%esetdfﬁﬁagm%ﬁgazlg&mc it L&réce ‘ﬁ%)ena

orders which di ssociages Al gYedrtfafaeRith rGanel drites Geend eettransfer,
functions, by intercal ating, bet vveen them portions of code executed i n the
data processing sysbmd&srbbcbammbucﬂ ng or not triggering comands with
renaned orders used of the determ nation of other data.. Figures 83 and 84
illustrate the pPindbpisecopl EpEoVeRment REBY anoRHNg ﬁ?rgamsﬂesngﬁmsn%ofg%&m e

of execution of a vyl Aehabl SuSRLh Rnaghdh blels aREANIRE sePBPSBhEnol | NO

t he execution of th war e a processing system

3, the execution of gl¥wingl tHOkkédntibE oﬁrm@?ﬁ&bcﬂ&iisd)waﬁi‘er@ e thﬂserespect it is
determnation of Z and Z°, such as Z E-- F (X, Y) and Z' E-- (X, Y).

" Figure 84 illustrat geferablesteshrase @fseﬁmcé@é'rﬂhfamg@ﬂméﬁ CQIH@%WHB@%& di ng

to the invention for, which .the two aI r n 0

figure 83 are reno ’éd&ﬁockt‘ﬁ% %ﬁoflaéc a@ ngle{)oe?((séuc hag’%eﬁ%rrpﬁgék h%t‘}r i ng
the executi.on.in theydabss, blj?ﬁﬂ@ﬁ:&&hﬂ% ﬁetﬁrteem&wﬁomb@s of cade exeeatod irpthepar t
2pes of the protected sof fwar e 2p an in the presence of the. unit 6

appear, as ‘expl ai nedatalpreeessing eystere Guand inalyding er npt ﬁ%@lﬁﬂ&go wERghwthyi t h

renanmed orders CDCRI to N cor.r | to t nat | and
the execution of theenP’rnie JEH éﬁﬁ%a% “ﬁ'ﬂlﬁu‘?ﬂe §?‘FB éag? ?é?‘%reé%’éﬁgﬁsé
CDCR M cor r espondi nﬁhfs&at@i'ﬁ‘eﬂﬁic lébﬂﬁich%e‘ﬁibo\ilmcﬁﬁ illustrated, the
triggeri ng commands wth renamed orders CDCR1 to CDCRN are not executed

consecutivel y, i Figswei@8 shows lan exmg}gmfmcmmwhwmhler@rf@TMZWM
CDCRi to CDCR'Mas wel | as, ot her portion arelnteca.l
the exanpl e, FHEPS:APPEREN E‘g"‘}t’sont?fj ‘Qﬁ?‘? 5’8?‘” a%'%%fﬂiaon of

i nt ercal at ed SH b o U edrilbuBiCHoBbEH qémnmez
CDCR 3, portlglg’ oF' &i terca1 at ed glcl)de P 4g B g’ﬁ
CDCR M detemunatlon of Z and Z?, such asZ(—-F(X,Y)and 7 ', Y')

Figure 84 illustrates an example of implementation of the process according to
the invention for which the two algorithmic proccesings chosen in figure 83 are
remoted to the unit 6. According to such an example, during the execution in the data
processmg system 3 of the first execution part 2pes of the protected software 2p and
in the presence of the unit 6, appear, as explained above, the execution of the
‘triggering commands with renamed orders CDCR; to CDCRy corresponding to the -
determination of Z and the execution of the triggering commands with renamed
orders CDCRYy to CDCR'"y corresponding to the determination of Z'. As illustrated,
the triggering commands with renamed orders CDCR, to CDCRy are not executed
consecutively, inasmuch as the triggering commands with renamed orders CDCR';
to CDCR'y as well as other portions of code are infercalated. In the example, the
following sequeﬁce is thus carried out: CDCR,, portion of intercalated code,
CDCR'y, CDCR,, portion‘ of intercalated code, CDCR';, CDCR'3;, portion of

 intercalated code, CDCR'4, CDCR;, CDCRy, ..., CDCRy, CDCR'y.

It should be observed that, during the execution of a portion of the first




It. shoul d be observed that, during the execution of a26clahuaw2006the first
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2pes of the protected software 2p, the tri ggerﬁ%@vwaéﬁ%"t 'r.gqg'ra’yﬁNSMﬂ
orders executed in the data processing system3, trigger in the unit 6 the
restoring of the identity of the correspondi ng dependent functions and then
their execution. Thus, it appears that i ntlt he presence of the unit 6, said
portion is executed corr.ectl nd that. cansequently..the protected .

Sof tware 2p | SOt POFY AL RORIeCTEd SERWAES LD (g <risBrig SemBgads witho
an attenpt of .ex6aid LRROLxbMed i S8k Prosibindayferdls, 11084 ihhBe Uhitls fhel S
mssing. In thi's exanple, during the execution in the dafa processing
system 3 of t hestbiing tof ke ddention opdlne cOpesponding hiependene deretiopo indvtiea pir  at

every tinme instant, the execution of a tri ggeri@p% comand wi th renaned
order can trisggertioseThpe it appears that i thegregencsel B yart o, s31d PABIOBISEXACISH of

the correspondin de nt_f ' -fgﬁ@n uni t
6. The val ue tO (s;tg aglﬁﬁ?{gt?f; (#lnese&\}glp!?”gtgf Bﬂégégﬁﬁooﬂatrﬁgﬁé or %tgl e éedra%alhed
correctly. It thepghps 85a0RGRANGS, arl BRdmpId dffvn alpsence ©fechtivh ofitie Foteated
| east one request by a portion of the first execution part 2pes of the

- protected sof tsafiwerly, wientthe yui6 is meissing dn dhis satepleadiraiedbe exgegtiomin the

execution of ependent fuynct,i i he unit ann f d
correctly, soaqaﬁ’a@'oﬁffssmgé¥#e@§i 0347‘5%5{53 8’ﬁe°|u§°’f'i 8?‘1 g%sc%ttgﬁgﬁéécyégc ow%’éen@ ’
that, consequg B&éﬁmﬁé“ﬁsﬂaﬁeft}ﬁ%_&éut%ﬁf oRfrfrgédiing Sorb@hnd YRl réhRhed order can
functional. Thanks"to this principle of protection by renam ng, the

exan nati on i rriggee neithet dot mstosingt ofathe eudenmor e exgoytien jofthe sarrasresdingt h

renaned orders, does not .enable to_.detern ne e i I t f .the.depepdent
f uncti ons whi éjlffp?ﬂif‘f'ﬁt CB@I’%&@@EP@ q%’sﬁﬂ%e ?th#’f u@%eq?&h?)r%gﬁﬁe&oﬁﬁﬁ%‘b%e ed
that the renamj,Agnefz {Af.OnERkste bs dé@fhined coR¥tydur i ng the modification of
the vul nerable 2v to a protected software 2p. According to a variant of the

princi pl e of protledhdreforepappeansathanin thesabdericernddhe vnit 6ant lesstsunegnguedtppnadent
function, a famly of dependent .functions algorithmcal uj val ent  but
triggered by d’ioftf‘é"r égfhet ISk G HeP Bm!‘?ﬁé’?. ‘“tﬂr"& m&gl%?ﬁggs{.o %%ﬂj&l ng
to this vari ar}%ﬁ(g}‘;.,_h?ﬁ% bfRF bn® iR Sleoidd 51 lagﬁyna&ﬁ%aﬂm%wﬁauﬁee%ﬂﬁ&t

functions, sai mc processing is split into dependent functions
whi ch for at becaHilledronettly, verthatsatrlesst saidgoviianhis anotl epenutteintorfetly and thabf
the sane famly instead of keeping several occurrences of fhe sanme
dependent fun@PP%ﬁq}‘el‘ltb’»flﬁ’ilg"féﬁfﬁas? @rﬁéﬂlﬁ&c’t%ﬁ’mﬁtﬁ&ﬁﬂﬁ’%ﬁ" enaned orders

are modified to takarl 1L GhACHHEe! S pfofRhidh H¥E Mnaffing, the examination in the

protected software 2p of the triggering commands with renamed orders does not

enable to determine the identity of the dependent functions which have to be

executed in the unit 6. It should be observed that the renaming of the orders is carried
out duﬁng the modification of the vulnerable 2v to a protected software 2p.

- According to a variant of the principle of protection by renaming, is defined for

“at least one dependent function, a family of dependent functions algorithmicaily

equivalent but uiggered by different triggering commands with renamed orders.

- According to this {rariant, for at least one algorithmic proces:sing using dependent

functions, said algorithmic processing is split into dependent functions which for at

least one of them is replaced with a dependent function of the same family instead of

keeping several occurrences of the same dependent function. To this end, triggering

commands with renamed orders are modified to take into account the replacement of

dependent functions with dependent functions of the same family. In other words,




dependent functions w th dependent functions of the sarms Jaadkdy\2oogn ot her
words, 26 January 2006 PCT/FR02/ 02343 - TEXT TO TRANSLATE 42 two

dependent functions of the sane family have di RG/ERD2/02343 ~TEXT TO TRANSLATE
consequently different triggering commands with renanmed orders and, it is
not possible, by examning the protected software 2p, to discover that the
dependent functions called are algorithm4ally equivalent. According to a

first preferred cei:ggod' ment qQf the variant of the principle of protection
by renaning, i@odfEpensisat functigns olcthe sage dargily bavrediticrans ordesnandacanseauently

al gorithm call ' qTQBﬁ t ' , cat enalin noj se
field to the c%{fn oﬁnﬁggﬁh%e [ n'qﬁ‘?@tﬁgﬂggﬁ%& onA é{-Spga(rﬁ ’ gtf iast ﬁét Bgsﬁsg)rll%e
function to exgaming thetpi6tectedisdfiVarc/Aps €F HisEiivet hal ticedePBitichf fncliciRGalled
enbodi ment of the variant of the principle of protection by renamng, is

defined for atar¢ dgetwthoreallyeguivalent function, a fanmily of algorithnmically

equi val ent dependent f.unctiops.,b Si Ldentifi lon.fields. According to
a preferred vari azﬁ?m’éc{’r%g? r?eﬁ_St#‘et?]ﬁ%&g?’ilbﬂ@ﬂﬂngO%% r"@)‘?f@gtqutﬁewm‘ﬂ’knaﬁi ng,
i's defined as /gt B rdn R9 dofinddRr Af #BESord &%ﬁﬁ&’éﬂt %dﬁ%ﬁ,hé’%n'?)p?ﬁg't ng

to ci pher the orders to transtormtheminto renaned orders. Renenbe
" the renani ng @lgarithenicaliie equivalerdalepéreinofunctions] by cotvatephtisea obisp fiekldotthon P.

2 dect pher | ng ITHBEHIR deiauTe 1y HoecpRel TP B SepeiiHE AL bR P HHCIR & 1 0

a deci phering 0
restore the idgptgty of the dependent functions to execute in the unit 6.
Said restoring neans are inplenmented in the unit 6 and can be of software
or har-d\évare Batur}ﬁ;cf&émgta?s@amnﬂrpgeﬁaaamgmbﬁcéimep: ﬁﬁﬂmﬁiﬂagt ofgzequi_hbip@ bﬁet .
usage phase U each, tine a triggering . comand w renanmed order is execute
' the data pPEUEHionRY SpEpEie B GFEIRIRE o1 IFasiecoiPPERIan fuEPhry BIRIY phe
unit 6, the exgoliiikal ; ﬁl%?] ' CQE gl her
advant ageous char act e?%%@é&g#%ﬁta e P%I&Lefﬁﬁdgﬁgb%fﬁ@ﬁgE%.n{elgﬁt%ﬁ%g&rsbcess ai s
at i rr;d)l erre_ntit_ng aﬁ?m&i@ i @ pocfemped traxtanit ;ambo&hﬁ?dto!ﬁyh&{)ﬁm?pidioﬁ‘imtg%iotnmggch
>> a description qQ [ ig carried o in.re ion to figures 0 :
“For the i rrplpemgmﬁ &%ﬁ@%meﬁ&%ppﬂrw%tozctbpﬂdﬁﬁ 2 SinTS MRgthod
branch, is Cfé{iﬁﬁiﬁ 1t8 cidher 8RW: %tzﬁrﬁ? 3 st
“one conditiona brgncﬁmBrC. Iggéelifso C o%ﬁ{hgﬁ{@?agepigl%%%&f %\éﬁmgli’gliﬁg?
sour ce of thetheutenaniy ef thofordas & @rded onndwing thy phhsd embteotien Phbsethis

| condi ti onal brar}ch C. . . ; } ) )
o o preferred variant, the restoring means 20 are means implementing a deciphering

method enabling to decipher the renamed orders and thus to restore the identity of the

dependent functions to execute in the unit 6. Said restoring means are implemented

in the unit 6 and can be of software or hardware nature. Said restoring means 20 are
-~ appealed to during the usage phase U each time a triggering command with renamed

order is executed in the data processing system 3 with the intention of triggering in
the unit 6, the execution of a dependent function.

According to another advantageous characteristic of the invention, the protection

- process aims at implementing a principle of protection called by « conditional
branch » a description of which is carried out in relation to figures 90 to 92.

For the implementation of the principle of protection by conditional branch, is
chosen in the source of the vulnerable software 2vs, at least one conditional branch
BC. Is also chosen at least one portion of the source of the vulnerable software 2vs

~ containing at least one chosen conditional branch BC.

At least one chosen portion of the source of the vulnerable software 2vs is then




At. | east one chosen portion of the source of the vul né6alaheary@08ar e 2vs
I's then 26 January 2006 PCT/ FR02/ 02343 - TEXT TO TRANSLATE 43 nodified, so
as to obtain the source of the protected soft wRGH/FRO2/0RB43rotEXT T TRANSLATE |
i's such that, during the execution of the protected software 2p, anong
others: at |east one portion of the first execution part 2pes, which is
executed in the data processing system 3,43t akes into account that the
functionality of at |east one chosen conditional branch BC is executed in
the unit 6, andlifitd seasomdbteinabesdwne phthe Iﬁpmatedwhﬁwlarei dpseXbisunedificatidanhe

unit 6, executes_ at |east the funct| nality of (gé‘g st one cgosen

condi tional brihfidh th @@%tb‘ﬁ?’éecﬁﬁwﬁﬂ h@é’tr‘éefﬁa% éps%f’%%ﬁ’ °S: di sposal ,
' f inf t bl fd

"5 execution act i EEORPURS St PRSI PR hioRRE BrechBa S ©

protected software Zgnta S86Hd ngcé §tBmt3) ealedalinio dREQSE Tk (e fauaicﬁml@ ofeX Rast es
condi ti onal branches conmands, ?rlggerlng in the unit 6, the execution by

means of the second meemusanmmn@wpnal;ipwh BE is exasutsd iw thedinif @nal  branches

be whose functionality is e al ent tothefunct| nal it f. the chose
condi ti onal branc‘nes"mlﬂcﬂwﬁﬁ‘gﬂﬁ1 egerytion Rt ARsY, éﬁrﬁ?‘éc“gd U b0t a

vul nerabl e Sof tvare Zoudfy ol ShePARYRiRBP SRRt ol thlin BRAMSAA Yrkl: Of

t he vul nerabl e software i'n the data processing system3 at a certain
tinme instant, a condBCi mﬂalputsr anche Riata pdoceasing gsystem Bfe displosady abpiece of
software 2v the spot, where to carry on its executign, i.e. one of the
three possible spot snfprmation grabfing the firsh SKeqiEion HaR 2PES JA CRIY PRifsexecution
condi tional branch t decision to carry on the execution of the
software at spot B1, ﬁﬁf&l@%ﬁgp%gl gure 91 illustrates an exanpl e of

i npl enent ation OFTHehfars eeeitidropurf Dpesvdi thb proteeted ooftivire Apalexdusmtin thidaen to
be remoted to the unit 6, corresponds_to the conditional branch BC. In
this exanpl e, PLREESTRE Bsieme R eoRee BN Conditippal hansh Pr ewaadsgriggging # Begmit he

TSt LU, oL ARG A5 RS TSGR 2B Ul BBt

of the unit 6

condi ti onal bnbadﬁeﬁescgme Qﬁﬁ‘éuonhﬁtygﬁ;eéd;mgalbm tohtheufiinttiGnalith o f akie Ghibsepn by
means of the second execution part 2peu, of the renoted conditional branch

 be al gori t hm Gamdlyowbmah@rﬁct o the conditional branch BC, said
Ondl tional. br an(i*t}gurewrﬁiusgat €5 an e?(am%le of execution of a vulnerable software 2v, In

this example, appears, during the execution of the vulnerable software 2v in the data

processing system 3 at a cértain time instant, a conditional branch BC indicating to

the vulnerable software 2v the spot where to carry on its execution, i.e. 6ne of the

| three possible spots By, Bg or Bs. It must be undcrstooﬂ that the conditional brancﬁ
BC takes the decision to carry on the execution of the software at spot By, B; or Bs.

Figure 91 illustrates an example of implementation of the invention for which

- the conditional branch chosen to be remoted to the unit 6, corresponds fo the

conditional branch BC. In this example, during the execution in the data processing

system 3 of the first execution part 2pes of the protected software 2p and in the

presence of the unit 6, appear: |

e 3t time instant t;, the execution of the conditional branch command CBC;

- triggering in the unit 6, the execution by means of the second execution part

2peu, of the remoted conditional branch be algorithmically equivalent to

the conditional branch BC, said conditional branch command €CBC; being

represented by TRIG(bc),
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44 and at time instant t2, the transfer fro ' Q ﬁﬂf[
processi ng system 3, of the information enabl [Brlcgllﬁ#gﬂfllbrzg#&extégﬁifgn p %LATE
2pes, to carry on its execution at the chosen spot, i.e. the spot Bl, B2

or B3. It should be observed that during the execution of a portion of the
first execution part 2pes of the prot ect®d software 2p, the conditional

b h d ted .n th t ' ) 3 tri th
cxooution of \ nb CHR BEABRAPREN BriBECHIRE S (BPAT th GRS HOThE En ¢
6. Thus, it appear S%s,géﬁ?ghét:f“th%@ﬁoﬂﬁ&ﬁﬁ%bﬁ{x%m&%ﬂéﬂé}&c@ﬁonﬁéi‘! thedOfolchRY 1 S

executed correctly , consequent e protected software 2p is

conpl etely functi onah its Eke@utien 92he thessh spdicie.die poaBpl B, fBsan att enpt  of
execution of the protected software 2p n the unit, 6 i.s m ssing.

) when . g..In
this exanple, dultishepld he obsesvedt thatriurimeithe cxqgation of pprtien A theyfasterealign  he

first execution part es of the.protected soft Y ' ' nt
S e R o RS SroRaAR B AE e R e P BEphBbart
the executi onyohetgh@ r68MRLIRE syR8HI 3 il (Y dReltidiCof ihRkdoREsponling rameednt
the absence of the umit 6, "and at tinme instant t2, the transfer of the

pi ece of i nfocamitional wamthies igthehmit & Thys, ibxppeatsi bat jvathe prasescetod theamitb,on, at
t he chosen spot fails,taking.,into _ ac t the absence of e unit p.. It

t her ef ore app¥} BOHFiAR{S ‘?xl‘?c‘t‘t%@ c%%cé]ﬁf@@ﬁgﬁé}t T‘f@s?ﬂﬁe?ﬁ}é ?ﬁ%Pmlteé’i?gtsog‘ngrzg’q]ﬁ est

by a portion gf fdhSiongK€CULi ON part 2pes to trigger the execution of a
r enot ed condﬁ%ﬁ%%ayfgéangﬁ?(i n the unit 6, cannot be fulfilled correctly,
so that  at | east Figard 9paillubteates sn epampicecfldre ditenptr efc¢deputiord of Heet protected

consequently, the protected software 2p i not conpl.etely functional. In
the previous Wawe B9, when the UBitH 18 Jpisy fﬁ‘d@ﬁ@?‘?f % gurgig,%f’ﬁéecé‘&}f}?g’c{heof
the inventiop. .aj r i | ki 3y eo5ht | DHoaAaR 2n:
Naturally, a %art%#ngrﬁ?gg@gSg%%l(ﬁ]%eth?f%?%%{%hm?gtPon canb e c%r roi ed Ol?t by
remoting in the wni bt me ans@ititg shoéxecatiog of therahditioas draschvdoameandvEBE] |

functionality is equivalent to all the functionalities of the %ond'l tional
branches whi ch havec#naeh tigaesthejexernion of the rempted,pondifionsl, bragch be, g

functionality of saigd seri f itional branches leads to the
0 8%couﬁ§ tgg abge?lge‘:e) %f%,egﬁg%'

placing at the data essi nNg Ssys i Sposal of a piece of
i nformation enabli ngnd at time instant t;, the transfer of the piece of information enabling the

first execution part 2pes to carry on at the chosen spot fails taking into
account the absence of the unit 6.

It therefore appears that in the absence of the unit 6, at least one request by a
pbrtion of the ﬁrsf executioﬁ part 2pes to ﬁ‘igger the execution of a femoted
conditional branch in the unit 6, cannot be fulfilled correctly, so that at least said
portion is not executed correctly and that, consequently, the protected software 2p is
not completely functional.

In the previous description in relation to figures 90 to 92, the subject of the
invention aims at remoting in the unit 6, a conditional branch. Naturally, a preferred
embodiment of the invention can be carried out by remoting in the unit 6, a series of
conditional branches whose overail functionality is equivalent to all the
functionalities of the conditional branches which have been remoted. The execution

of the overall functionality of said series of remoted conditional branches leads to the
- placing at the data processing system 3’s disposal of a piece of information enabling

the first execution part 2pes of the protected software 2p to carry on its execution at




the first execution part 2pes of the protected softwar @62antary@08y on its

execution at. 26 January 2006 PCT/FRO2/ 02343 pEEfEROLIREMSLAEXTHO TRANSLATE

chosen spot. In the previous description in relation to figures 40 to 92,
four different principles of software protecti on have been nmade explicit
general |y speaking independently of one gpother. The protection process in
accordance with the invention, is inplenented by using the principle of
protection byﬂ%eéhggéd Q¢.and coercion, possibly conbined with one or
several other -principlFes of protection. In the case where the principle of
protection by detigcthe qitedioes deetiption insralatipn éordiguaes B tot B2, ifons) ifferemdt i on
of at least another principle of protection, the pri nch&j[e of rotection
by detection @raciplssrel gpftvarcappientione BEY 3’3%@? UGt (e lY BEFNREpI e
of protection.by variabl e and/ e i netpl tect] r 19t Wale)
and/ or the pr iW%PBTC{é’n@ o;e)fr 8?%03?1?)%1%%} H%: oﬂ‘g:tet%%lg%%mﬁsgn@h%b An &%e\ﬁiﬂﬂ\%g
~principle of phRhEsH, RNintleh@RabRusisg #he principlecof pratacticnt by aletebidon and
conplenented in its turn by the principle of protection by conditio ak@
branch. Accordémigns possibly gmelfieed withwae o5 sevesthother @Eﬁﬁlplqsﬁ’épffft?“r‘i’@flpﬁé f
protection by detectign and. coegcion..is.conpl . 1k Maley) f
prot ecti on by SErVIEP B RIRGHRR© Wé’?eﬁPPﬁc?&ﬁi%cg{Eg‘?‘gg%ég%ﬁP%ﬁhse%@ﬁél%ﬁ%‘%‘ﬁg?

conpl ement ed e ihflcRich@tbR! T &f lealr @héthbd prindiplecof dirdteetival, the gmivbipld oft he
case where a principle of protection is applied, in conplenent tq the
principl e of pra¢wdioni by deectioneand secwinh dbadvpyagequsly permpieBigated burtheed

out descriptian nust_include, to take i C At .| ' .
i nmpl enentati oﬁ?m'flgg of Bliofeﬁ\ﬁf?] Yn%’llaﬂ%(:g{d?élﬁgh% &ﬁ#gs Iﬁocifis%ﬁ%g? &?/g nerabl &
- sof tware nust aﬁ@pymg?ﬁﬁgj?%l)efgﬁo@&idﬂ/w&)ndﬂwnaﬁbﬁhélﬁ towards the principle

of protection being desc d. Thus, in the case where a pri ncidple of
protection has alAmbslenbibe pringiplei afpretectioncby tenpminss alsodepismanted, Hican be

cxpr ossi on " SGPRRISFET AR 85 A o™ Rncige o B BREY T RAERA HERACT, B2 0°
applied . ;. the g&&bf&h@{q Pegieehed aahavanbodsht, ke prfepkt ebsrorstisnblywar e
protected towards the principle of protection being described. Thus, in
the case wher deteetiqor amt cqrreionfis gpmplasmanted bwsheaprinciply Hfcriptesipn PEyariphle
expr ess| on ! p‘%r(l)é %%rttﬁg principle of protection by renaming, complemented by the principle of
protection by conditional branch.
~In the case where a 1;rinciple of protection is applied, in complement to the
principle of protection bly detection: and coercion, its previously carried out
~description must include, to take into account its combined implementation, the
following modifications:

e the mnotion of s}uhlerable software must be understood as software
vulnerable towards the principle of protection being described. Thus, in the
case where a prineiple of ‘ptotection has already been applied to the
vulnerable software; the expression “vulnerable software” must be
intefpreted by the reader as the expression “software protected by the
principle(s) of protection already applied”;

e the notion of protected software must be understood as software protected
towards the principle of protection being described. Thus, in the case where
a prineiple of protection has already been applied, the expression “protected

software” must be interpreted by the reader as the expression “new version




software" nust be interpreted by the reader as the exprésiangary2(@&v ver si on
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software"”; and the choice(s) made for the inple %%dgfr? of the princi pFIéATE
of protection being described nmust take into account the choice(s) nade

for the inplenmentation of the principl 6(4\?}? of protection already applied.
The rest of the description enables to have a better understanding of the

i npl ementation of th rot.ecti ess in accordance with the invention.
This protection pr 8‘?&@@ t88t8¢gﬁﬁ?8£"?§ the invention is conposed, as shown

more precisely i,n f},@WeSnbRBts) nfalié Kr.th impleRicatatioh bohe paspleRfgustestiprivhi ch
a vulnerable software 2v is nodified to becone a protected software 2p,
then, of a usage phasimgUdeharibedy mitctake hintpr ancounte thes shaigr(ple npadle; forythey.
During this usage phase U - in_the presence.of the ynit 6 and each tine a
portion of the fi rstlmP@Q@B@PPBHfg]ﬁﬂinﬁ‘@z%@%?(fégﬁtte‘étboq o (ﬁyeap(@F(i processi ng
system 3 | Mposes ul LoDy D AREAHURCABNA! id YadcS aotehiirinding o ©.
so that said porfion is execu eg correctly and that, consequently, the
protected sofhplemenifion Sf aheprsiteion pronetsi dnadcordance Mithaths envantion. {Thés uni t
6 and in spite of the request by a tElor,tiorl of, the first, execution Pa&
2pes to execupwmwtestionpeedesnaacrrding te thednygationds corapgsgd,as FhewWR MOR REFCIS
fulfilled corte tlly,1 ﬁp that at |east said portion is not executed
correct!y and™ HE¥ e sequent Iy, the protected software 2p i s not

conpl etely functisOnglrst, oR0piReEELR phasd Padmdiss evhivth & efildekabixg séftwlarei Zygisshi ch
‘1s credited at |east one additional usage of a functionality protected by
t he ‘i npl enent ati on oﬁodiﬁ@ltowe@nﬂaprféﬁ@ﬁﬁgé@ﬁ‘%fﬁizﬂnt enbodi ment of the

principle of protectjon hy detecti and coer.ci,on_usi lystic,
a vari abl e of rredsurdé% 2 UEREC Bﬁaﬁf ggtd]ugpg 6’%5%1% kbfg pcrgtrs?c%g Sg%vi%lt%ailpﬁf%g{e\%
protection sub- phasqﬁrrﬁgg Qisd¥% phaddrg: first one, called prior protection
sub- phase Pi, takes pla e@gnge%epngently of the vulnerable software 2v to
protect. The second -onen thalpresnsaibf eheiemit frandeeachdime @bporphasy the first

dependent of the vul ner abl e, sof tuare 2.0, B GLOEL, kL. ShEW SR ARFSEY S

“jt, an imposed functionality is executed in the unit 6, so that said
portion is executed correctly and that, consequently, the protected
software 2p is completely functional,

—  in the absence of the unit 6 and in spite of the request by a portion of
the first execution part 2pes to execute a functionality in the unit 6,
* said fequest cannot be fulfilled cdrrcctly, so that at least said pbrtion is
- not executed correctly and that consequently, the protected software 2p
is not completely functional,

" e - and possibly of a phase of refilling R during which is credited at least one
additional usage of a functionality protected by the implementation of the
second preferred variant embodiment of the principle of protection by
detection and coercion using as characteristic, a variable of measurement.

The protection phase P can be split into two protection sub-phases P; and Pz.

The first one, called prior protection sub-phase Py, takes place independently of the. .
vulnerable softWare 2v to protect. The second one, called subsequent protection sub-
. phase Py is dependent of the vulnerable software 2v to protect. It should be observed

that the pribr protection su'b—phése P, and the subsequent protection sub-phase P; can




that the prior protection sub-phase Pl and the subsequetlapuaye006 on
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carried out advantageously by two different persons or...two different
teans. For instance, the prior protection sub-phase Pi can be carried out
by a person or a conpany providing the devel opnent of software protection
systens, while the subsequent protection sub-phase P2 can be carried out
by a person e garfedBanvatagaousiyrigy tvine diffsrehtopmsens ooftws afifferenetcamguied ng
to be protected. Naturally, 1t is clear that the prior protection

sub- phase P1 iastantehdhes phise guasertiopr stbephtasenPs o ph£8Biad0w by & BISBL O ri ed
out by the sanme person ar team, The prior.pretection sub phase Pl .i s
conposed of s‘?&%ﬁ‘aﬁb’ @'Pﬁlaé}g g“ﬂ?‘”’@?‘?@%? ?%FORggrc?hp@Fecﬁﬂ cﬁ%s%gl%r 0 Iiet Psics or
jobs are to b ' : 2 ofid - dghd b QkrsBh Uref thig b
phase Pl is ngbgg@éht@{) ?ilr’rillhctnl1 gﬁ\‘i%%%é% é%@%eﬁ&éﬁrﬂ% lﬁ\i ? 1c.zél"gf initi ongaﬂ?tjage
S11: are chosefiding thedetelqenat of seftwark trequiridg telve protentstr Mafuvallyp tdsplea;  can

be chosen as unit 6, a chip card reader 8 asg%the chip card 7 assgci at ed
to the readerthattheptor preteckiemsbephare Enand she sibscquentqielgotion B&-PHHSE Entiht ed

respectively _.in the.dat LOCERR 3 and in the unit 6, during the
usage phase @%%C%%(g%lﬁggé% proﬁ%%&{tﬁéﬂlt ransfer of data.between the
data processi NgTRY pHi6iprdtcRfibh butephidetP;6is compesededfl saestal sthgdseBigt...08g for

sof tware execution characteristic, liable to be nonitored at |least in part

in a unit 6, ewhpbfwbichonsoes tasksordebstase ipbeiearHgd @@ at | east one software

nabl i ng 1o det oLk fkolass oF FUE B0l B tEaRR Pl BEBTRA WPshilt o ™"

does not. abi dg_ by aingtRRAhnABE AsGASHAated criterion, and coercion neans 18
to inplenent I'n a unit 6 and enabling to inform the data processing system
3 and/or nodify #®heamhostni on of a software when at |east one criterion is

T o aeed oy and LN ise of ettt AN aP RSN aRbRS 63 SRR0E it ©

6, a chip card reader 8 and the chip card 7 associated to the reader,

~  and the transfer means 12, 13 designed to be implemented respectively
in the data processing system 3 and in the unit 6, during the usage
phase U and capable of providing the transfer of data between the data
processing system 3 and the umit 6,

e are defined:
© ~  at Jeast one software execution characteristic, liable to be monitored at
least in part in a unit 6,

— at least one criterion to abide by for at least one sofiware execution
characteristic,

—  detection means 17 to implement in 2 unit 6 and enabling to detect that

" at least one software execution characteristic does not abide by af least
one associated criterion,

— and coercion means 18 o implement in a unit 6 and enabling to inform
the data processing system 3 and/or modify the execution of a software
when at least one criterion is not abided by,

o and in the case where the protection process according tfo the invention

implements the principle of prcitecﬁon by detection and coercion using as




I npl ements the principle of protection by detection an@édasuary@00&isi ng as
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vari abl e of neasurenent of the software execution, are also defined: -- as
sof tware executi.on characteristic |iable to be nonitored, a variabl e of
measur enent of the usage of a functionaliggy of a software, as criterion to
abi de by, at |east one threshold associated to each variabl e of ‘
measur enent, and acéhagdctertic arvarintinof ercabiremgnt of the defiwaratexeadion, e elso

vari abl e of neasurenent, and in the case where the protection process
according to the irdadiedon also inplements a first preferred variant

enbodi nent of the princi %&E@%F%ﬁ%ﬁﬁﬁfﬁﬁ%%ﬁfhg@%itg'ﬁfqﬂ&i&%ﬂ Gl R aHl%i ng

as characteristic a vafi € Software executl on, are

al so defined: -- for apeheRSteniig of HeBBboff RBRMALSIBIY softsavsr al
associ ated thresholds, - and different Toerci on neans corresponding to

each of said threshol dsg critetiod fonabide pase lahstranct theesholst essotiaied plooeashs
according to the invention i%em&nts a second preferred variant enbodi nent
of the principle of praiablaolgneasyrea®beti on and coercion using as

a1 S0 def i ned ref | ITnoRbaRuatARER FREE palind 1F PE /R ISP IRE Grlle A2,

to at | east one softwapRasukéti&iti onal ity nonitored by a variable of
measurenment, and in the case where the protection process according to the
i nvention i npl enendrsl intike pasevdieps thegirotseidemeprocess apsordiagde theonventignalser ci on

U310, 20 SN 1) st bl Sl RS SRR P RO
software usage, - afdiRBof byt @hdcdntBdefGoR isinglas! @RRictedREe healible of
sof tware execution,” and in"the case where the protection process accordi ng
to the invention i mpisermmens of the sofiivarg ¢reeutadn, grectlecdafingdby det ecti on and
cxecut o' chal i g, al® aLledes ereags of ntafiteinit Yovolal SodlBll Ut LY, e
— and different coercion means correspondjng to each of said thresholds,
e ‘and in the case where the protection process according to the invention
' impléments a second preferred variant embodiment of the principle of
protection by detection and coercion using as characteristic a variable of
measurement of the software execution, are also defined refilling means
enabling to add at least one additional usage to at least one software
functionality monitored by a variable of measurement,

e and in the case where the protection process according to the invention

‘implements the principle of protection by detection and coercion using as
characteristic a profile of software usage, are also defined: ‘ |
—  as software execution characteristic liable to be monitored, a profile of

_software usage,
— and as criterion to abide by, at least one feature of software execution,

e and in the case where the protection process according to the invention
implements the principle of protection by detection and coercion using as
feature of execution to abide by, the monitoring of the execution chaining,
are also defined:

 —  an instructions set whose instructions are liable to be executed in the




an instructions set whose instructions are |iable to beecakacayedoén the 26
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i nstructions commands for said instructions set, said instructions

commands being liable to be executed in the data processing system3 and to
trigger in the unit 6 the execution of the instructions, as profile of
usage, the chaining of the instructions, as feature of execution, an

expect ed chai ning for tdie6execution of the instructions, as detection

means 17, nmeans enabling to detect that the chaining of. the instructions
does not correspond-toat$es ekpaerusHophecommandss fepetdid Jnsteliaes 18t Sddns

enabling to informthe, d@&mgrgﬁéé sﬁ&%@?&% ?Qgéeorexgﬂit%fe)%f%et Hgta

functioning of the por¥f tware whén charning of

the instructions does ﬁk‘%ess&%@y@t@ﬂpﬂCﬁnHQottﬁgg&?(iﬁQﬁb QL0 the ex@BtidnNoft he case
where the protection process according to thée invention inplenments a

preferred variant enbomhstrestionsf the principle of protection by detection
and coercion using as feature of execution to tﬁblde b%, the nonitoring of-
the execution chai mngaslﬁpﬁled?f%a&femerf@@ ing e MSGlisons set, an

I nstructions set whose_at | eas 0 | nst | . ] ' and
use at | east one oper a?‘f‘d{-e\?#f% 0% ﬁ’ge‘ﬁqﬁ?‘!é% %%%%?8%?%%ﬁ¥%%%su Iﬂ)ﬂ-’h%f or
at | east some of the ipskhstidakons working with registers: > a part PF

defining the functionality of the instruction, and a part defining the
expect ed chai ni ng fer sshdetectmoumeans B, mépmsiensbling:to detect dhat thechaigingphi t s

0 and for each oper ancigingERpHEEh a0l EftesPahd b he rerledBBk “and an
expected identificatiog,{igl doddiBk RladE8OPREAR enatiide RAGRIGKAIHE! Ghta
bel onging to the exploitation neans and used by the
processing system 3 and/or to modify the functioning of the portion of
 protected software 2p when the chaining of the instructions does not
correspond to the expected one,

. é.nd in the case where the protection process according to the invention
implements a preferred variant embodiment of the principle of protection by
detection and coercion using as feature -of execution to abide by, the
monitoring of the execution chaining, are also defined:

—~ as instructions set, an instructions set whose at least some instructions
work with registers and use at least one operand with the intention of
returning a result,

— for at least soine of the instructions working with registers:

»  apart PF defining the functionality of the instruction,
» and a part defining the expected chaining for the execution of the

instructions and including bits fields corresponding to:

¢  anidentification field of the instruction CII,

¢ and for each operand of the instruction:

*  aflag field CDy,
- *  and an expected identification field CIPy of the operand,
—  for each register belonging to the exploitation means and used by'the '

instructions set, a generated identification field CIGy in which is




instructions set, a generated identification field ClG26iJanudry@h0s s _
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identification of the last instruction which has returned its result in
said register, as detection neans 17, nmeans enabling, during the execution

of an instruction, for each operand, when the flag field CDk inposes it,

to check the equality of the generated identification field G,
corresponding to the ragosuicllysedmoyizerhithe oidentifirationrnf theelask gagiustion

identification field ClPk of the orjgin of said operand, - and as coercion
nmeans 18, means enabl iWBlcpg‘aﬁf?&P'fl?f{‘l‘%@Swg%Wdﬁgl fie instructions, if at
| east one of the checked it ' J R Enteh he
protection process acchy 8&%%{?0?0 F‘I%gs #ﬁv@%ﬁﬁnabﬁﬁg’l %dr?enﬁ?%et e p%ﬁc?p e of

protection by renani nginsgi®ionl § a6k iop&dhnd; whén #hd flagfeldi Oy doposesds, tan- -
I nstruction command, -- as a dependent function, an instruction, - _as an

order, at |east one ar dhesknthef mqualityr o§gthe repnewstedandentifisgione sirdd d (Avat
| east in part to the informatjon transmtted t he data r 0Gessi ystem
3tothe unit 6, so asc‘?rBeSP?Ifdé‘bgeFo ﬁ‘fe‘e%?&cfdlsie‘gry?yﬁﬁtW@rmgb%(ggbﬁo%{#%&a.
dependent function, . - i@nRELRGA fela CAAAITHO oflbinloSaiBbgakad,enabl i ng to

0

rename the orders so as obtain triggering commands with renanmed orders,
- "and restoring nmeansag@Dadesrgnetheans 18, mead émblidectounodifi6thdursuigot the

usage phase U, and enabling to restore the dependent funciion to execute,
- fromthe renamed orderl,nStf!a%UmParif%ﬂéaS&%%Ogﬂ’Qrcg‘e&ﬁgeﬁ)‘?"ﬂi‘%ﬂsif ©process

according to the inventign i S ' DL ACHkR]; .
“‘protection by r e'nanqrﬁgl,n ﬁ? %alsg(r\)’nlrh%gﬂfe@xﬂﬁ%&%{&iﬂ%f@é@%@%@é&@Sﬂgﬁdg‘rlé?ftlon
function, a fam |y giplsaaaseRPrintiphcsf protectioh Y9 fdnainivies adelajsoadpdined! ent, but
triggered by -tri-ggering commands whose renaned orders are different, and

in the case where the psotriggeingcommard anjodvictipmgornyaide i nvention

i mpl enents one of the preferred enbadi nents of.the variant of the principle
of protection by rena %@fiepspgenéﬁwga’é’r%@aﬁ?% “%at | east one dependent

function, a'famly of alggridhig GalleYsteBHé VarleRbntd efeRdaidgefiHp CEbRMaNd,
' . corresponding at least in part to the information transmitted by the data

processing system 3 to the unit 6, so as to trigger the execution of the
corresponding dependent function,

—  amethod of renaming of the orders enabling to rename the orders so as
to obtain triggering commands with renamed orders,

— - and restoring mea.nsr 20 designed to be used in the unit 6 during the
usage phase U, and enabling to restore the dependent function to
execute, from the renamed order,

e and in the case where the protection process according to the invention
implements a variant of the principle of protection by renaming, is also
defined for at Jeast one dependent function, a family of dependent functions
algorithmically equivalent, but triggered by triggering commands whose
renamed orders are different,

‘e and in the case where the protection process according to the invention
implements one of the preferred embodiments of the variant of the principle
of protection by renaming, are also defined for at least one dependent -

" function, a family of algorithmically equivalent dependent functions:
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dependent function to execute in the unit 6, -~ or by using the
identification field of the instruction CIl and the expected

identification fields ClPk of the operandg. and in the case where the
protection process according to the invention inplenents a preferred

variant of the pringci pbf Rhcdiétisgtd dRlDYofl BhsdittiGhe iafemalisw ddahingethe - -
as method of renaming of the orders, a ciphering nethod to cipher the

orders, - and as rest ofinetjonrbgars oPthe depamdent fypicderciotdxpeute itheivphds i ng
nmethod to decipher the renaned orders_and thus restore the i tity. of the
dependent functi ons™t 0% R¥cesRe e { t‘ﬁﬁ?‘i“’“ﬁ%"'@ﬁ?r@& fnptruption, LN adatbe; on

sub- phase P1, the definjti %gﬁ?e%gﬁgﬁiﬁjﬂae@?%gwggg}%@a stage call ed

"construction stage S12*P¢ suc re constructed the

transfer means 12, ngtl anthet BiRe GM{&@Eﬁ@gi&&ﬂ&aﬁl@c&@rdc@@rﬂﬂigdimﬂletiﬁvélﬂi%n
definitions of the definitions stage 511. During this construction stage
512, are therefore paplements aureferred datantsef the prioeiplsf oft protectiom by eenamiags 12,
13 enabling, during tgf Lé;ﬁgee phase U, the transfer of data between the
dat a processing sys®&f8 dhe unit 6," the construction: of the

~exploltation means enap| ;'n@gmmT 5%,1? of $ 5raBrs! Q@%&éﬁﬂ@%ﬁﬁﬁ% UiphkPa@! SO

i mpl enent the detection neans he coercion ans , and possibly

-of the exploitation neasersgnabling the unit 6, during the usage phase Uto

al so inpl enent the actualization nmeans, and possibly of t e_%éploit tion
1

means enabl i ng t he uni andsas wstoriAg meges 20sMganSmpianeyting e t he
filli i , d ' (oY ' : | th
it 6 "durrans pod o g&%ﬁ%@ggﬁ%ﬁ%ﬁé@ o b BnEPRYDIE RO iRAGE! et N

unit 6, during the us execute the 1nstructions o
instructions set, andd¥aferdt figncibheif ¢deeufin fieainétod.i on by renaming is al so
e e Sy e o btocbon s pEALs o e e o i
a stage called "construction stage S;;". During such a stage Si,, are constructed the
transfer means 12, 13 and the exploitatibn means corresponding to the definitions of
the definitions stage Sy1.
During this construction stage S12, are therefore carried out:
o the construction of the transfer means 12, 13 enabling, during the usage
phase U, the transfer of data between the data processing system 3 and the
wnit6, ' |
o the construction:
~  of the exploitation means enabling the unit 6, during the usage phase U
to also implement the detection means 17 and the coercion means 18,

~ - and possibly of the exploitation means enabling the unit 6, during the
usage phase U to also implément the actualization means,

— and possibly of the exploitation means enabling the unit 6, duxing the
usage phase U to also implement the refilling means,

— and possibly of the éxploitaﬁon means also enabling the unit 6, during
the usage phase U to execute the instructions of the instructions set,

¢ and when the principle of protection by renaming is also implemented, the

construction of the exploitation means enabling the unit 6, during the usage
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i npl ement the restoring neans. The constructi BGTHFRORA2343 o TEXT TGhTRANSLATE
is carried out classically, through a program devel opment unit and taking
into account the definitions intervened in the definitions stages 511.
Such a unit is described. in the rest of s4he description in figure 110.
During the prior protection sub-phase Pl, the construction stage S12 can be
foll owed by a staggh&,%lwﬁﬁaﬁcpﬁﬁplemahaﬁu@wmmme S13". During this pre-
custom zation stage S13, at |east a part of the transfer neans 13 and/or
the expl oitati dhe vesstsichome ofi fleoekideitationameans ds camwied oyt slagsicativ theerehvi ¢ n
the intention of aobtaining at |easi.one pre-customzed uni I oul d
be observed Pﬁﬂa%éﬂd?ﬁm?‘%é‘mte%ﬁ@i“tnﬁtlpﬁﬁaﬁ?ﬂgﬁs@e ?ﬁé@%’r}%@?&%}egdh ttiﬁ;Qa
pre-custom zed.upit 66, S e gl i ®&seitbtiinde k&
pre-custom zgﬁﬁlﬁﬁ?l%s sga?es$ﬂégta?ﬂégs% erlsogct g‘hg&t&@giefgﬂl?n&n%s tct)fgg bl ank
unit 60 can Rggcarried out through an adapted pre-custonization unit,

which is described in the rest of the description in figure 120. In {he
case of a pre- dusingnthe quiourproteson cbphpseyPodths,coRsEpioncHagP P1affR PEs

reader 8, the pre- custonizati cqQncerns _opl.y t higp«C . rj t he
prior prot ectf‘iﬂ&’f"eéluﬁypﬁagtégil?a fly eprefcwfogg?a Tt ?gaﬁg §F‘a’g?‘g¥% gr;]%, bitd
possibly aft %ﬁstE,[H?gﬁ(g{‘%ngggShmht?Ieﬁﬁteasﬂﬁﬁ & Hieagansfat lnchni t IB0landionkthag

p .

stage S14" Can. buring this tools naki ng stage S14 are made
t ool's enabl i rgplbitativel neargene nploaded bt sickeedt aneftiank wnib o, ‘éli(%bﬁhﬁ iatengign of

tecti f -soft . Such tools . bl. e h h
Pt ormt | oal | phiaminge loist 9B6 A6t Soseomiampios- 1 ol o AR Rl fe GIRRSE
character.isti Cé)lﬁf.?t}ol% r{:ﬁ%{ﬁ%t&{ce%sfeﬁeéﬁ %Ye—clfshﬁﬁaécgﬁ&ﬁ{ 6611k So 1cﬁfgﬁﬂﬁﬁe&'tls}g( s)

liable to be s hstructions rendtable in the unit 6, the
portion(s) | izadk@ble@uisiensaill frcanistomizedntran66. fithe transter off the explpiteficagneaps by
variable is also inplenented,, the variable(s) liable to be rennted i.n the
ini 16, “and aarblamoupt cras be GRTIRPHCTFOIELYR PO HE-TE IO ion wil

| npl ement ed, Hg{i%]:gﬁgde el W tfie PEPOPER AGeaptidd APHiSureC1 208 18 Blel dasé Bf 8 pre-

i
dependent fu renotable 1n the unit” 6 and Tor which the orders of
the triggeri Rgstomized unit 66, constituted by a chip card 7 and its reader 8, the pre-

customization concerns only the chip card 7.

During the prior protection sub-phase Py, after the definitions stage Sy and,
‘possibly after the constructién stage S12, a stage called "tools making stage S14" can
take place. During this tools making stage Si4 are made tools enabling to help
generate protected software or automate the protection of software. Such tocls
enable: __

e ' to help choose or to choose automatically in the vulnerable software 2v to

protect:
—  the execution characteristic(s) to monitor and, possibly, the algorithmic
processing(s) Tiable to be split into instructions remotable in the unit 6,
— the portion(s) liable to be modified,
— and when the principle of protection by variable is also implemented, -
the variable(s) liable to be remoted in the unit 6, |
=  and when the principle of protection by renaming is also implemented,
the algorithmic processing(s) liable to be split into dependent functions
_remotable in the unit 6 and for which the orders of the _triggering‘:'
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i mpl enent ed, the conditional branch(es) whose functionality is liable to

be renoted in the unit 6, and, possibly, to help generate protected
software or to automate the protection ofs software. These different tools
can be carried out independently or in conbination and each tool can have
various forms, such asgéfmahdSdaaneeeRbed)r ocessor, assenbler, conpiler,

etc. The prior protection sub phase PI is followed by a subsequent
protection sub- phase &2l wihienhthelapiznigle @f priotection hyr edndétiosak bigaelk 1D @lseo
protect. This subsequent . protection sub- se P2 .is conposed of .several
stages as wel|. The fi%‘%ﬁle%*?%ﬂﬁg’ t&"é&PP‘%?BBEQ@WBC}{(BS%%OSF%P@WEN‘%W E‘ﬁg%’f t he
principle of protectio et oGt i coercion is called "creation

stage Sex". During thi gblgér&é:%ttulwélnlhé?age 1, the choices nmade during the
definition stage, Si n@rRskidBe-toVhdlp geherat@ifioRtied adofiveioicce ardmatotsd bl y
of tools constructed during the tools making stage S14, the protected
software 2p is creapwibctiobpf sdiftwme.ng at | east one software execution

characteristic tg nonjtor, . apon he s.of,t war.e . .exe i on. char I.SLi€s
1iable "toI beI moniR6§f %tffersg,t t?ﬁﬁ'g%ﬁgh@e g QY 18%%3%83?%&% r?roﬂ?ﬁ‘ (g)g?b g‘%ﬁ&é %{ﬁ for
at | east.one eg@;gt%ﬁa caROhdWRT iR Toithd, Mch AT Rt iREthsdel Pre-pridessuRpasbmblerat

m

| east one al gori C processing which, during the execution of the
vul ner abl e safoiipiles ey, uses at | east one operand and enables to obtain at

| east one result, and for which at |east. o chosen of twar e executi.on
characteristic, Tl paomproasHeR SP]EFHI,T“SG@ @h’g’ﬁgﬁﬁg (e flﬁ:ggquegﬁgrogegﬁf’#sgg-of
the source of il Repyyhingl eﬁd§91§ttﬂ@(rﬁngx‘éﬁle SRLAE RivG, préfect. TRH! sudBRuEROSEN

algorithmc pProces%i ng, y produci ng the source of the protected software
2ps from the gousiien glib-phite Pylineoaipbseds oftseaerel 3tages abywetbdTliey ifing stesd east

one chosen portion of the  source of th ul ner.apl e. sof t war vs to obfain
at | east one mqunéangpfertm@ﬁp{emen né’gﬁ‘ﬁé’”&ﬁp g]ﬂ'?{?l"é‘&rf gﬁﬁg%??%a 2ps,

this modifi Cactoie%ri]oxp % Qﬂleﬁu%Peation stage Sy;". During this creation stage Sy, the choices
made duting the definition stage Sy are used. With the aid of said choices and

possibly of tools constructed during the tools making stage Si4, the protected
software 2p is created:
e by choosing at least one' software execution characteristic to monitor,
- among the software execution characteristics liable to be monitored,
s by choosing at least one criterion to abide by for at least one chosen
software execution characteristic,
"o by choosing, at least one algorithmic processing which, during the
execution of the vulnerable software 2v, uses at least one operand and
" enables to obtain ‘at least one result, and for which at least one chosen
- software execution characteristic, is to be monitored,
e by choosing at least one portion of the source of the vulnerable software 2vs
’contaihing, at least one chosen algorithmic processing,
¢ by producing the éource of the protected software 2ps from the source of
the vulnerable software 2vs, by modifying at least one chosen portion of the
source of the vulnerable software 2vs to obtain at least one modified portion
of the source of the protected software 2ps, this modification being such
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executed in the data processing system 3 and a second execution part 2peu
-is executed in a unit 6, obtained fromthe blank wunit 60 after upload of
informati on, the second execution part 2péu executes. at |east the
functionality of at |east one chosen algorithm c processing, and during
t he execution of thdbafprotected software 2p, at | east one chosen execution
characteristic is nonitored, by nmeans gf t he segon ex;cut'on ar?. , 2peu and
8 sotiygre

2
the fact that a criterfWHg e RECUHYT abtaRrofes Priothist PEHUHOR PSR ¢ he
execution of the prot e%ée%dissg%%cmaeh%%e ol I}? ce9§iﬂ€ g,ét&g: 3-?@ fil tadon@bl ect
0 P, r e

part 2pos of the protected's war e from'the so e of protected

software 2ps, said firglec@iepirt Rpéd-iLO0sculsl Mt ahiels, bhained diim ke blaak
execution of the protected software 2p, appears a first execution part
2pes which is execut eduninéq sfteraatoad pf odesvattan, system 3 and whose at | east

a portion takes into account that at |east one chosen of e execution

characteristic i s noni ‘[1‘6ﬁ%?ﬂndéﬁﬁcugog@éﬁﬂﬁ’%?@ﬁ‘ft%%ﬁ?asﬁB@M@t“ﬂ? Yitdtect ed

- software 2p, containi nﬁasttoggc@ggﬁ%gﬁ[ﬂuq@ﬂ;g&gﬁﬁé npl ementing the detection
, sai d’secon

means 17 and the coerclon neans ’obj ect part 2pou bei ng

such that, after upl ogfll Haridghthe: ddeaitiorl i tthé @rateded softwage t2pg atXleastitonen of
the protected software 2p, appears the second execution part 2peu by means
of which at |east onecholersexecation aharacterslials waniENet Ry mesans (of dhe gecond

nonitored and by nmeans_of | : that Cl. i | ' l.ded by
| eads to a nodificati o??‘%?%apte%glu{lﬁ)%eo@&ttgg ap‘lf:ljti)t%@%{ feggl OE %Pl{&%rb g%%

~ Naturally, the princi plos mbdiicgidcifithdetecutes 6fthe photediel Pyt 2p, accor di ng
to the invention can be applied directly during the devel opnment of a new

software withoute ragivipiredpcitige prior realization of a vul nerable software

2v. In this way, a profgctef SOt iRe biotRiAoiG iy, 35k the source of
the protected software 2ps, said first object part 2pos being such that’
- during the execution of the protecied software 2p, appears a first
execution part 2pes which is executed in the data processing system 3
and whose at least a portion takes into account that at least one chosen

software exccﬁﬁon characteristic is monitored,
~ - and a second (;bject part 2pou of the protected software 2p, containing
the exploitation means implementing the detection means 17 and the
coercion meaﬁ_s 18, said second object part 2pou being such that, after
upload to the blank unit 60 and during the execution of the protected
software 2p, appears the second execution part 2pew by means of
which at least ome chosen software execution characteristic is
monitored and by means of which the fact that a criterion is not abided
by leads to a modification of the execution of the protected software

2p.
Naturally, the principle of protection by detection and coercion according to the
" invention can be applied directly during the development of a new software without
: requiﬁng the prior realization of a vulnerable software 2v. In this way, a protected
“software 2p is obtained directly.




- e e
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i npl enentation of the principle of protecti onPSF/GROZLO23H3 aNEXTIE) TRANSLATE
using as characteristic a variable of neasurenent of the software .
execution; the protected software 2p is nodified: by choosing as software
execution characteristic to nonitor, at I|58ast one variable of measurenent
of the usage of at | east one functionality of a software, Dby choosing: at
| east one funct iFendhd ingplomenthidopebihe gprioginde of netestiop bitistastion awdceescion| abl e
to be nonitored usi a var.i abl e .qf asurenment, -..at |east one variable of
measurenment (SBE FSoClpnaaesh & H@‘“ﬁg%é’ IpFasuIgment folgrfg? iSBﬁg'lafe[ grecutiony the o o o
one threshol ' : n vari abl e of neasurenent correspondi ng
toalimt o rﬁ%%é%kwsg?glﬁ%gﬁghal ity, and at | east one nethod of
update of a chosen b@ablh@ulaing of sofRase ees@ition depRRdikstg t@ mndlivr Ugdgeat ohesai d
functionality, and by nodiTying at | east one chosen portion of the source
of the protected seitiahleref messuremens ofptief peage ot Heash pusufamctionglity efuai ng
the execution. of th a;r)rot ected software 2p, the variable of nmeasurenent

i s actualized by rre%’ﬁ%” ©f the second execution part 2peu depending on the
usage of said fungijapglihty. and at |east one threshold crossing is taken
I nto account. For the inplenentation of a first preferred vari ant

enbodi nent of the pti ngtilpise onefumtiohadty/i afithé prajeteiciafiovarady winse asage i8si ng,
as characteristic, a variable of _neasurenent, the protected software 2p is
modi fi ed: -~ by choosi nglidbie take mepifered Bng gyaprlle BEMEFUEINEMar e 2ps, at

| east one chosen "vari ghl ' IWE@% '
several threshol ds Eor%ﬁg%aﬁlgﬁ ﬂ%ﬁ*ﬂ?%@?@%ﬂéﬁﬁﬂ%ﬁ[ S ﬁ%atggﬁ%%t%ﬁgﬂd
functionality, by chofpstii¢hatity,!l east two thresholds associated to the

chosen variabl e of neasurenent, and by nodifying at |east one chosen
portion of the sourte #fleashengtivesholdassosisgfad faracchmgen vangble ghaiepsueanendn

bei ng such that, duri n%g_;c?hﬁ @ecﬁ’%ﬁﬁ#gftug% of@ﬁiﬁk‘&tfch%ﬁaﬁ&ftware 2p, the

crossings of the vario nin
—  and at least one method of update of a chosen variable of measurement

depending on the usage of said functionality,

o and by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the
protected soﬂware; 2p, the variable of measurement is actualized by means
of the second eiecution part 2peu depending on the usage of said
functionality, and at least one threshold crossing is taken into account.

‘For the implementation of a first preferred variant embodiment of the principle
of protection by detection and coercion using, as characteristic, a variable of
measurement, the protected software 2p is modified:

e by choosing in the source of the protected software 2ps, at least one chosen
.variable of measurement to which must be associated several thresholds
‘corresponding to different limits of usage of the functionality,

e by choosing at least two thresholds associated to the chosen variable of -
measurement,

¢ and by modifying at least one chesen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the

protected software 2p, the crossings of the various thresholds are taken into
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differently, by nmeans of the second execution REI/FRD2/02343~ TEXT TO TRANSLATE
i npl enentation of a second preferred variant enbodi nent of the principle

of protection by detection and coercion using as characteristic, a variable
of neasurenent, the protected software 2p is nodified: by choosing in the
source of the protected software 2ps, at |east one chosen variable of

measur enent enabl i rzg:cbmtldiﬁﬁérbntiﬁbyusfamof)ﬂleaedcnd@xb@miahipmglZam!t whi ch nust

be able to be credited with at ?}?t one a d:t'%f on usag and

nodi fyi ng at | ey Belndd @@@ﬁa%‘r o, SCEPR CV&FF‘%tnBIB‘QPWBm%&% thehat
d h | g | naj f
A bl el A

can be credi txﬁéésm%ﬁfemtﬁﬂpraﬁb@arem@m% igfmddageddr i nci pl e of protection by
detection and coercion using as characteristic, a profile of software

usage, the prot ectelnijdmbsmgmﬂﬁpsouszethbpmmmdmﬁ“@mm, ableast opoichosgne
execution characteristjc to nonitor at (| east on rofll oft

usage, by choosi ngv%ﬁkieeofsmeﬁﬁ’@‘?eé‘ﬁ?%ﬁ%m&fmé@&h gﬁﬁﬁﬂﬁ{”&cﬁ é”é‘gt one
chosen. profile of Hﬁi@ﬂ?ﬂ\ﬂh‘ﬁéa 3Ot cre&’iﬁ'éh?ﬁhﬁpﬁhgt%hggdﬁﬁoﬁeﬁﬁﬁ%eone chosen

portion of the source 0o rotected tware 2ps I's nmoditication
bei ng such-that,e dugdrtgy mb&:fgng@uleaﬂmmfcliob&n pqrtion, ethis&dodiﬁéanmrlm@suchhe

second execution part 2peu abides by all -the chosen fe@gure
execution. For the ﬁhﬁtpqimamrpaélpdtqfereﬁkh%ﬁbkéstoqmpﬁi %Fié‘?ﬁ&w’f at

d ' d
moni o i ng of ¢ e SRRt APy SRy SBh A nling AR D bE s el

modi fi ed: by nodi faineg caddifedast one chosen portlon of the source of the
protected software 2ps, this nodification being such that: at |east one
chosen al gorit hrﬁc&tb?még@mfgtw%ogﬁlemﬂw ?ﬁﬁPr‘g@ﬁqoﬁdm(F?éem@%éE@FP??ﬁmﬁf t he

d f h f
Phe! S S Pt dnC RSB SRR BB Y AR ©
modified:

e by choosing as software execution characteristic to monitor at least one

profile of software usage,
. by choosing at least one feature of execution by which at least one chosen
profile of usage must abide,

¢ and by modifying at least one chosen portion of the source of the protected

software 2ps, this modification being such that, during the execution of the
protected software 2p, the second execution part 2peun abides by all-the
chosen features of execution.

For the implementation of the principle of protection by detection and coercion
using as feature of execution to abide by, thé monitoring of the execution chaining,
the protected software 2p is modified:

o e by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that:

— at least one chosen algorithmic processing is split so that during the

execution of the protected software 2p, said algorithmic processing is

executed by means of the second execution part 2pew, using

instructions,




26 January 2006 - PCT/ FR02/ 02343 - TEXT TO TRANSLATE 57 26-Jafhary 2008 east one
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source of the protected software 2ps, so that during the execution of the
protected software 2p, each instruction command is executed- by the first
execution part 2pes and triggers in the.s7unit 6, the execution by neans of
t he second execution part 2peu, of an instruction, -- a sequence of the

i nstructions commands i at hkasteomearbosen dlgerithenicqirocessing dnstestiond @mmmandshe
execution of the protected software 2p, and e chai ning by whi ch nust

abi de at |east some of a@h@*@%@f?ﬁ%t%ﬁgwcau?' F}& prafsciedesQfbtare (?ﬂi’siﬁot‘ﬁ%t uni t

6 is specified. During,th b r | sub- pha n at
| east anot her principl gﬁlg]?g %%éoé}gegpﬁ%}n °?s‘8§§’gf’¢e§§di§r¢?‘é‘§% ? ?,ngc oﬁgﬁ%‘%ﬁ%
principle of protecti Ogohiihand® &R bINGheCRRE Sk&tion pariRfed h@@&i%arssﬁlage
S2 " takes place. During this nodification stage S22, are used the
definitions intervenedtliemihe thetxsutionhby meangeoiIhe second exaguiern part 2peu,
definitions and possibly tpols constructed during the tools nmaking stage
S14, the protected sof pﬁm@swﬁ@, nodified to allow the inplenmentation of

the principles of Pro&%@@%g;@% ﬁfﬁﬁfﬂF@& o?xs%‘ﬁllﬂajil}dsn§cﬂés%ﬁ‘;ﬁg‘§%§gﬁ?get of

her ebef ore defined. When rinciple of protection by va

i mpl-emrent ed, the prot egdquences afldwingahegxdeationdi fhegdotectey saftwos2pg at | east
one variable used in at |east one chosen algorithm c processing, which

"~ during the execution ofnd the chrisingdyenhishrmystabideat leashyomenef the instrueléens: he
state of the protected,soft e 2p.. 1 Lfying.at | east one chosen
portion of the source 8‘?@%‘@%%‘%@5‘?’%@“H‘E’o‘@%%@ﬁ‘%@?&t hi s nodification
bei ng such that wSuiidhd REbRYESHH ireRcEIn tAB-pHAEOTEC hRd wwitht ¥RTAst2Prothér
| east one chosen variable or "at I'east one copy of chosen variabl e resides

in Ehet ugi t ]g:;incmm Zotﬁypxptegtju?giﬁgitppﬁté i |t a@ﬁﬂ@:)jtgcﬂle e iphp ©f mptephﬁ?l by
protecte SO e sald.11rSt, ODl.eCct.. ar O{ I N SucC tna uring
e evocut § orelalion 2B 3Pafidn," & Lubolififasion) Ydge"REA PRENDiZ” DA A
first executigiiRedifondRaR Szé}lé&i%scélﬂﬁﬂéﬂlﬁ@oﬁciﬁ%e& RPthe ALAAIBOARY stARB ;.

(0]

vari able or at |east one copy
' Using said definitions and possibly tools constructed during the tools making stage

S14, the protected software 2p is modified to allow the implementation of the
- principles of protection according to one of the arrangements herebefore defined.
When the principle of protection by variable is implemented, the protected |
software 2p is modified: |
e by choosing at least one variable used in at least one chosen algorithmic
processing, which during the execution of the protected software 'Zp;
partially defines the state of the protected software 2p,
¢ by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that during the execution of the
protected software 2p, at least one chosen variable or at least one copy of
chosen variable resides in the unit 6,
e and by producing:
— the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, at least one portion of the first execution part 2pes takes

also into account that af least one variable or at Jeast one copy of
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the unit 6, and the second object part 2pou ofPGH{ERGRIDLEAS TOTRANSLATE
sai d second object part 2pou being such that, after upload to the unit 6
and during the execution of the protected software 2p, appears the second
execution part 2peu by means of which at 3%ast one chosen variable, or at
| east one copy of chosen variable resides too in the unit 6. Wen the
principle of protecti onamaple waides ighe unit®p| enent ed, the protected software

2P aert e, conmanat S0 kol S VB RS e 2P
source of the protect egecﬁﬂﬁ P%E%O%aqw?ﬁlg@?g&}pgmg eﬁgﬁﬁﬁ&ft@&wmﬁ sen

triggering commands, sO as entit e correspondl ng

dependent functions, gafndhepxeciitvnng the priecttd seitwab)29¢ bpard th2pesondf t he
protected software 2p, said first object part 2gos bei ng such that during
the execution of the peeicatiowpart 3peu hameanpof whieh et leggame shoseariasakle, ot t h

renanmed orders are executed, and the second,phject part.2poy of the _
protected software 2p a@ﬁ?ﬁ?&#ﬁ??ﬁ’é’o{fﬁ O%Yaé}ap%tr{asd‘iesﬁg%ﬁjsms&’g#npl ement i ng
the restoring.  @aRASHG Brindidlor BRACMENOBY daniAl bs AROMIARIAD tHEUPIHA
after upload to the uni tn%ﬁangl guri ngn'?ﬁ% execu ison of the grot ected

sof tware 2p, sofisvaré 2feistrnddified: t he dependent functi ons whose execution is
triggered by the fjirst executiqn part 2pes is restored by neans of the
second execution® phYtchopeng Enhe; ﬁ@lra%p%ﬁ&@ltpr?tﬁ?f‘é‘?i a5 RSk JEEEEREY
nmeans of the secongoneiqlglg&détion part 2peu. For the inplenentation of a
variant of the principle of protection by renam ng, the protected software
2p is nodified: obybghemsiyig af Rasthmeschusen pottidnhef tHeotomedeedf daf prosdcd2ps
at least one triggering conmand with renamed order, and by nodifying at

| east one chosen pogaffvsie 8ps bheengwingibe girdem of e shatendygeering commands, so

as to conceal the identity of the corresponding dependent functions,
e and by producing: '
— the first object part 2pos of the protected software 2p, said first object
- part 2pos being such that during the execution of the protected
software 2p, the triggering commands with renamed orders are
executed,

-~ and the secénd object part 2pou of the protected software 2p
containing the exploitation means also implementing the restoring.
means 20, said second object part Zpou being such that, after upload to
the unit-6 and during the execution of the protected software 2p, the
identity of the dependent functions whose execution is triggered by the

- first execution part 2pes is restored by means of the second execution
part 2peu, and the dependent functions are executed by means of the
second. execution part 2pen.

For the implementation of a variant of the principle of protection by renaming, -
the protected software 2p is modified:
e by choosing, in the source of the protected sofiware 2ps at least one
triggering command with renamed order,

& and by modifying at least one chosen portion of the source of the protected
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replacing at |east the renanmed order of one cHGRAFRO2/0234G6 -THEXTPOERAINSLATE
wi th renaned order, with another renaned order, triggering a dependent
function of the sanme famly. When the principle of protection by

conditional branch is inplenented, the psotected software 2p is nodified:

by choosing, in the source of the protected software 2ps, at |east one

condi tional branch esftwired2mutbyi rephicirge astleashahe hresmnedalogdari ofiwhe chosen
processi ng, by nodi fying at |east .one chosen portion of the soufce of the
protect ed sof tware Hpggeringicomppands vath rgwmsdi rglon uwih angtheg epgrped gider,

execution of the protected sof r ciliopality of at |east one
chosen conditional %ﬂgﬁaidgpeﬁé@ﬁg%?%wﬁ%gaﬁge%p he se_cond execution
part 2peu, in theyuiRihe ﬁnciﬁé‘%f?,ﬁoﬂé&ﬁ’&ﬂ%”@indiﬂ%ﬁaﬁ bfafith @ji@plenPafel, &Ros of
the protected software 2Z2p, sSaid first object part 2pos being such that

during the expotdctedrsofifvatep jpmaideiecded software 2p, the functionality of at
| east one chosen conditional pranch is executed in the unit 6, and the

second obj ect paft bporossing.ni Hieobauee s (Rialkeed 5o &F‘?}IZP%%%B“O‘H}%M
t 2 . bei Su ' : '
R Bl ek s b i oy Al

execution of the pro ears the seco

.. 2peu by means of e Whb¢hnddig/idgiacdagnahd thioh pirtidre 88 thedBRires b0 I8 protected

condi tional branch is executed. For the inplenmentation of a preferred
embodi ment “ of t he - profirearpi2ps ohisgnedificetiombeipg sudridipt dusig the cxeamion oh the
protected software 2p.i | fied. .by.choosi.n L0 the sour of .the
protected software P §?°%%ff§)qq§%a§?ggh§h%@ﬁ°§%mhg? °fc?1t2‘§%%% og%n%ogel Fpfitional
~branches, by nodi f yjJagh 8 exeRed, B BeARATIRe RLROA Sfbciion Pt 2pen, R tifudihe
protected software 2ps, this nodification being such that during the
execution of the pbptected software 2p, the overall functionality of at

| east one chosen seri ﬁY ofd condi tional branches is executed, by nmeans of
t he second execufi oﬁn‘g Prod¥fBE . in the unit 6,

—  the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the functionality of at least one chosen conditional branch
is executed in the unit 6,

— and the secoﬁd object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the unit 6 and
during the execution of the protected software 2p, appears the second
execution part Zpeu by means of which the functionality of at least one
chosen 'condii;f.ional branch is executed.

~ For the implementation of a preferred embodiment of the principle of protection
by conditional branch, the protected software 2p is modified:

+ by choosing, in the source of the protected software 2ps, at least one series
of chosen conditional branches, '

o by modifying at least one chosen portion of the source of the protected -
software 2ps, this modification being such that during the execution of the
protected sofiware 2p, the overall functionality of at least one chosen series

- of conditional branches is executed, by means of the second execution part

2pew, in the unit 6,
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part 2pos being such that during the execution of the protected software

2p, the functionality of at |east one chosen series of conditional

branches is executed in the unit 6, -- am® the second object part 2pou of

the protected software 2p, said second object part 2pou bei ng such that,
after upload to 4 heanditprodasin: during the execution of the protected
software 2p, appears the second execution part 2peu by ngans, of which the

overal | functionality B8f fist objedertdmes & dbeprofistadesoligrre nhdgaid fighpbiect

branches is executed. Na ally,. the principle f pro i C | to
the invention can be QB_ i s ﬁ?lp%(:stuicﬁ @ﬂfi‘ﬁ&n@h@ed Vgﬁ@%&ﬁgﬁﬁh&ﬁ%’feﬁ‘g

sof tware wi thout requi gifgarkNep PR FanGRIaMINSFOM 16kt i0ALCENBREN Hefies of -
protected pieces of software. 1n this way, the creation stage S21 and the
nodi fication stage S22cemtitidrel beanchesds exdcutedrio e wieid,l y so as to obtain
directly the protected software 2p. During the subsequent, protection

sub-phase P2, after—t hand theasseond wbiggk part12pmu ohdbe probecdd softveast (alarsaidp,

and possibly after the_nodifjcaf] t :

"custom zation stage Sﬁnggbggééﬁg@&&%%?g%&% ﬁllag a@%ﬁ?@%&lzg)td?%%t‘sa%ng S23,
the second object parf theCSxREWRIH STOthE BRotedtpll Qbftwhic D, APPRAEs the sepdmended
to at | east one blank unit 60, with- the intention of obtaining at |east

“one unit 6, or a part efecutien pad@ped bybheans gavhich theoyssdl fusctionaditt af at ng
the exploitation neans,is uploaded t.o l.east..one.pre- tom zed unit 66,
wth the intention of BBoLEH as"'&ts‘*{‘%sa@co fohg) preets Kexegiodl 1”0 U0 ni s

custom zation inﬁgﬁ;{@f)ﬂ,ﬁi&;ﬁﬁﬁ 18550l jRof¥BYiGn BRREdh €l iVenti®AShn beRpplidd t
6. It should be observed thatﬁjpart I'gf said infor%ation, once transferred to

a unit 6, i ddireotlydduringt thg develpoidnt efoutnsindsofaprg withoutsrequising: thenprier of

56 can_ be CararaPe Rt SrPBRCiets PRieaish oot St Rt In R TN R e ™
described in ﬁ%%tézg%%d%e &ﬁtﬁiﬂ@a‘ﬁ%ﬁis%glecsc}zican tel @il dtQontanithflycasss & a
ed hy. n

unit 6, consti a chip card 7 a its reader 8, the custom zation
‘concerns onl yoltthie didectly the pdot@cted-gafiwdre Zpnpl enent ati on of the protection

phase P, var| ous Lechy cal means, or gopd83CHLA%, IRLSHELERSEbbge 57 thE! O

to figures

protected software 2p, and possibly after the modification stage Sz, a stage called
“customizﬁtion stage S;3":takes place. During this customization stage Sj;, the
second object part 2pou containing the exploitation means is uploaded to at least one
blank unit 60, with the intention of obtaining at least one unit 6, or a part of the
second object part 2pou possibly containing the exploitation means is uploaded to at
least one pre-customized unit 66, with the intention of obtaining at least one unit 6.
The uploading of this customization information enables to make operational at least
one unit 6. It should be observed that part of said information, once fransferred to a
unit 6, is not directly accessible outside said unit 6. The transfer of the customization
information to a blank unit 60 or a pre-customized unit 66 can be carried out through
an adapted customization unit which is described in the rest of the description in -
figure 150. In the case of a unit 6, constituted by a chip card 7 and its reader 8, the
- customization concerns only the chip card 7.
| For the implementation of the protection phase P, various technical means are

described more precisely in relation to figures 110, 120, 130, 140 and 150.
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illustrates an enbodi nent of a system 25 enablPOT/RRO2/02B848e+TEXTnTO TRANSLATE
construction stage S12 which takes into account the definitions intervened
during the definitions stage S11 and during which are constructed the
transfer neans 12, 13 and possibly, the exploitation nmeans intended for

the unit 6. Such a system 25 includes a program devel opnent unit or

wor kst at i on whi cHignas 1t0 dhsiratas fry embedifromitnobt: sgstern @Fpntid ingcto imiplemeng the

systemunit, a screen, peripherals such as keyboard nmouse, and including,
among ot her s, CORPENGLON|SEAZE Vg2 Whish takes intpj qcsount; the definifiensdptsrened dprieg the
processors, cC ilers, 1Rterpy r .debugger nd, ink editors.,F,gure 120
 Fletrat os SRTBHHSE Sieh Crore e Ul A Sttt e PaREmhs 1y 1o

upl oad at | egsssibly, Hﬁréxpld?ﬁtiéﬂi AREALMtdNERA Yorl hedRH/ @ Subll® sPXRh 95 LAIRRS:
means twat | east “one blank unit 60 with the intention of” obtaining a

pr e- cust oni zguogmint déGlomasd Wik -or cusrketwtivat whirhuhdst cl3ssidatly| thdeformeafiiang

and witing nmeans 31 enabling to electrically preéisustgm Zl% a al ank unit
60 so as to COEAHFTLOFRESEESE SR diinf (SO Belicras sueh astkexheardimopsans 13
and/or the e ' i_qn Ll . - aael L.zation
unit 30 can )5391? ghl&ﬁgﬁngagmgﬁ@glﬁlg%?ﬁ?ﬁ?%%‘gg? ?g%ﬁﬁse.a%ﬂé ee:('}lg&%f asfsﬁlglﬁtﬁpgﬁﬁg uni t
60 whi ch can frogessors tcanmpiiershanepictves, fdeboggdrs andlinlnéditors. | n t he case where

the unit 6 is constituted by a chip 'card 7 and its reader 8, the_
pre- cust oni zat i KiEBEOBGillustratesren n{ of ; precqysiomization poit 30 ppablingiy

illustrates ﬁgtg st f Anahld £ the ki ng
of the tools %a I?%ﬁlg%%%gggﬁ%rgﬁge&gr ot ec éer %%’ﬁ:{k\(’/}\%?lgxso& 0 tggi{%)%gtte

sof t war e - pr otepe thlgik. uni e with SS intstition of i obedibilg S e RNEH R UG S60BAE Pre LN t
or workstation which has classically the formof a conputer conprising a

- system unit, castondzasion ungcil ippludes wading mndsvitdaymesas Housblingieeleatdealdi ng,

anong others, the . follow r LLflhle edito assenblers, .- |
pre-pr ocess_orp ?‘“F&%%eeggﬁgr#@%r%{%ﬁg ,dbt%gﬁﬁégﬁgtb%alu%ﬁl?%reta ivfli‘}f’lé!"he
Figure 140 i ldausfer dhesns A3 andediitetpleitattorsymea® Kechah! ipleaded. The &
directly a protected software 2p or to nodify a vul nerable software 2v

~ with the int@ustopnzasion upit ) eanrdsodnglnde pbyderl sostomigation preasudh ofitheybdankm 40
~includes a program devel opnen it _qgr rkstation i ch has cl assi |y
the form of ARAEH SR RE e Yave e BRR S n: BIhE R hefs R InER

such as keybgargndiinea by A Cthip ¢hiddy teid REREMP 8T prd bitontiSdtl o &Hbrally

prograns: file editors, "assenbl ers, pre-processors, conpilers,
i nt er.pr et or s ,concerns only the chip card 7.

Figure 130 illustrates an embodiment of a system 35 enabling to carry out the
making of the tools enabling to help generate protected sofiware or to automate
software protection. Such a system. 35 includes a program development unit or
workstation which has classically the form of a computer comprising a system unit, a

-screen, peripherals such as keyboard-mouse, and including, among others, the
following programs: file editors, assemblers, pre-processors, compilers, interpretors,
debuggers and link editors.

Figure 140 illusirates an embodiment of a system 40 enabling to create directly
a protected software 2p or to modify a vulnerable software 2v with the intention of
obtaining a protected—software 2p. Such a system 40 includes a program development

' unit or workstation which has classically the form of a computer comprising a system
. unit, a screén, peripherals such as keyboard-mouse, and including, among others, the

following programs: file editors, assemblers, pre-processors, compilers, interpretors,
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editors, as well as tools enabling to help generate pr

to automate software protection. Figure 150 illustrates an enbodinent of a
custom zation unit 45 enabling to upload ihe second object part 2pou to at
| east one blank unit 60 with the intenti ofo obtaining at |east one unit

f
6 or to uploa part, qf o] | r u,t t least an
pre- cust om zegetﬂlﬁg% Gagﬁv&@ﬂ%?ﬁ%g’l %jg% igérzltt%cﬁgoe%‘fl@ﬁl Flog%g geengsat%e 8h ec&?ﬁt 6.
Sai d cust oni zsdftvadie biolauddmate sdfudas pfaecticily and writing nmeans 46 enabling

to electrically custonmi ze, at |east one blank unit 60 or at |east one
pre-custoni zed ulfigured$) Hostratest an embadiment df sasustamigation tnk 45Anablivz 6 ose

oxecut | on of BHBRE vk biest BB} Shiest ons BB SO B e MFBLREAE ol S0
execut  on of PHEECEETEL P nifg e
for i nat ance, TRATSERASEE S Bt TREHS oot nd| of € ecorl\Eid by 2Pl S

constituted bleast onBippe-castsinized nditidoswitk abke inténtidnhef sHiGhiMg % Adsobnd@aesal | y
~concerns only the chip card 7. The protection process according to the

i nvention canS&éd qustsrErdieneunihi4Shinches figadingiand writingvioeanst 46 enshlingato be
pl anned to usg_j. Ol | evera r,0cessi and menori zjng units between
which is divi “gf%é&“%a{g’_é’ QR &hb"oa%‘b‘f“e@@a‘rb}gﬁl{’“%;?o% B eat 06 P USOBIEEAZENE v o
2p so that thed, koiaRitBlobtis® 2ERAN G it BXATUKE cldhE PRIk REkBRISAbAN Rt 2P,
—the ‘absence of at |east one of said processing and menorizing units -
preventing t hHacludesghe sffomppsiopmetessargdo thef ¢xeantzorRgt e pratérsedsufevanadp. Bid er
t he pre-custonizat.i on stagge 813 .and ri . custom zation stage_ 823, the
part of the. SURGRIEERRAE furh gouchideatisioqt Rstomibaan Bems fofor a leas
pr e- cust om zegewhitls Which BhPfo? ihktdce Shav@ rlh@?orﬁ%%ﬁx@&gr. ' i ca?é &ﬁﬁéi'lﬁ% and
menorizing unit used by the custom zation unit so as to Imt the
access to sai@ipaonstiofted fby s ehindamdby entd jtarreadp ). thhladustomhibations gérdrallgar t
~of the second object gﬁ{?t hﬁﬁou cian be di vided out between several

processi ng arf@® )l R d7s0 that said part of the second object part
2pou i s accessi : ' t L6 _ .sai |
2pou 18, acces: ! Birfe egegtﬁgﬂ;pfyaagsg {d3€oraflg o 8 SnHheiBA cth BE MBRMARAIth the

~ following improvements:

e It can be planned to use jointly several processing and memorizing units
between which is divided out the second object part 2pou of the protected
software 2p so {hat their joint use enables to execute the protected software
2p, the absence of at least om;of said processing and memorizing units

. preventing the usage of the protected software 2p.

e In the same Wasr, after the pre-customization stage Sy3 and during
- customization stége S23, the part of the second object part 2pou necessary to
transform the pre-customized unit 66 into a unit 6 can be contained in a
processing and memorizing unit used by the customization unit 45 so as to
limit the access to said part of the second object part 2pou. Naturally, said
part of the second object part 2pou can be divided out between several
processing and memorizing units so that said part of the second object part
2pou is accessible only during the joint use of said processing and

memorizing units.




63 CLAIMS 1 - Process to protect, using at |east one Rbdakuamp00d ncl udi ng
at |l east nenorization neans and processi ng neans, a vulnerable software
agai nst its unauthorized usage, said vul nerable software working on a data
processing system said protection procegg conprising: 4 during a
protection phase: defining: at |east one software execution
characteristic, liable to be nonitored at least in part in a unit, at

| east one criterion to abide by for at | east one software execution
characteristic, ddt&M$on means to inplement in a unit and enabling to

detect that at  1eagheldf, SOldNALR.XRANOhOBIERARAGI AR ledpes nOt abi de

by at | east one associated criterron, and coercion neans to inplenent in a
unit and enabRiemyrizaigmmnernhand pragessigoneressyacrehls sefivagaganstisdi fy t he

executi on 0f - GnguHRiNBNENGM AlindrGAS SoM0Se GHdrkiBELRA dafh H6Lcs8l dRFnY

-constructing exploitatiom nmeans enabling to transformt into a
unit able to Baiphpehestion pHCesfctOEITistig: means and the coerci on means,

creating a pr@ectg&%)gﬁwcﬁén-hzg&_choosi ng at | east one software
execution characteristic to nDnPtor, anong the software execution

characteristics |iadedning: be nonitored, - by choosing at |east one

criterion to abide by fa?fea@ttonle%m?ﬁ%ge&ﬁgﬁ%ﬂfff&%?{i%i%igolgmbﬁ%md

characteristic, - by choosing, at [east one a C processi ng which,
~during the execution @floasidnpet ies wiik.e software, uses at | east one operand

and enables to obtain af;l8ast ARGicheSWille 'Fy;‘ﬁ)? at ast"gﬁiegg'ﬂ@‘rargleﬁé'&tgoﬂne

chosen software execution characteristic, 0 be nonitored, - by choosing
at | east one portion ofchathetedsfix ce of the vul nerable 26 January 2006 64

oyt contain 19, ahel Aol B8 F AER PASL O BPEIE MR Y
: p . : J least onepsoftware execution characteristic does not abide by at least
one associated criterion,
- and coercion means to implement in a unit and enabling to
inform the data processing system and/or modify the execution of a
software when at least one criterion is not abided by,
e constructing exploitation means enabling to transform the blank unit
into a unit able to implement the detection means and the coercion means,
e creating a protected software:
. by choosing at least one software execution characteristic to monitor,
among the software execution characteristics liable to be monitored,
- by choosing at least one criterion to abide by for at least one chosen
software execution characteristic,
- by choosing, at least one algorithmic processing which, during the
execution of the vulnerable software, uses at least one operand
and enables to obtain at least one result, and for which at least one
chosen software execution characteristic, is to be monitored,

- by choosing at least one portion of the source of the vulnerable




that at |east one chosen software execution'c

vul nerabl e software, by nodifying at | east one chosen @Eéranuary @006 he
source of the vulnerable software to obtain at |east one nodified portion
of the source of the protected software, this nodification being such

that: during the execution of the protecteg software a first execution
part is executed in the data processing systemand a second execution part
is executed in a unit, obtained fromthe blank unit after upload of

~information, - the S%Wr@éfﬁ%ih Tht pe%élfon%@ﬁﬁ%ﬁ?go%ﬂuhﬁ?&ce&ﬁﬁg

functionality of at |east one chdsen gorithm c” processing, = and during
the execution of the Presededingiths seurgmeithe aroteetedsoftvame fromdbe sowseef the on

characteristic i s nonqhiiQrsfle Rya n hE j nar d the
fact that a criterion ilgirrno% a%?gbgyglgoﬁlgg%séfggg{donr%g%?%daﬁ%lﬁﬂo# tﬁ%e
execution of the prcovoBieadtheouinggrbie sofiwrreio phtaidut leagt one mapdifiedsportiy ect

part of the prot ect echSBl e of hOMdibked Qi tre. s LRARLALLELAE H0f tvare,

said first object part being such at during the execution o
protected software, dPpPears a first execution part which is executed in

. the data processing Syswam%fgithw’@feéc%ﬁaﬁof&%%}%téctpﬂ&flv&@e L3S 1 nto account

3 , _ ) “characteristic I's nonitored, -
and ‘a’second obj ect’ part - ofXacH@oppast i exemntesbinthadata progessmigsysigmtand a

expl oi tation neans inpl enegdehR@etdlBislELLELIQButdBARNSANd t he coercion
nmeans, said second object part bei né&{:%chl tehatu after Upload to the bl ank

“‘unit and during the execut P'aiﬁinéql-ﬁpw@gbbﬂb@pié@hgrmlwaircé,inmpp@m t he
.-second execution part bysmBansciali eWiufiBn Bhrt kfa3tesAPR &%&ﬁgg@ﬁ%ﬁ%ﬁs 51?5

chosen software execution characteristic Is noni tor_ea and
which“the fact that a critSAft@ne rhosapelearthaeid phpessingls to a nodification

~of the execution of the spr i@k HOLIWRE: of ROFWRIRANRAS haeagcond
obj ect part to the blank unit, wth the
. : ' o one chosen execution characteristic is monitored by means of

the second execution part and the fact that a criterion is not
abided by leads to a modification of the execution of the
protected software, '
-— and by producing:

> a first object part of the protected software, from the
source of the protected software, said first object part being such
that during the execution of the protected software, appears a
first execution part which is executed in the data processing
system and whose at least a portion takes into account that at
least one chosen software execution characteristic is monitored,

> . and a second object part of the protected software,

. containing the exploitation means implementing the detection

" means and the coercion means, said second object part

being such that, after upload to the blank unit and

- during the execution of the protected software, appears the

second execution part by means of which at least one




intention of obtaining the unit, and during a usage phaegagutryagos\hi ch the
protected software is executed: in the presence of the unit: and as |ong
as all the criteria corresponding to all the nonitored execution
characteristics of all the nodified portions of the protected software are
abi ded by, enabling said portions of the prptected software to work

nom nal | y and consequently enabling the pr8 ected software to work

nomnally, and if at |east Qp&nOlofiiife %?E‘%“ﬁéh%P%?%%ﬁ%%oggh%f&%d%%nﬁg ored

execution characteristic of a portion o ect e ware is
abi ded by, inforning the ddteanppbwaickithefas)dmbneritbrion isaret Abided hrptiaflytong t he

functioning of the portion &ﬁo&iﬁ@at%(?}f?&té@c&ﬁ%é%@%ﬁgﬁﬁﬁtspﬁga}aeggence of

functioning of the protected software i s nodi

the unit, in spite df ¥Keunleadingsthe pgeond phieetnart tothettlenk 4nit, stithehecut i on part
to trigger thé executi gfentibn bPSoiitide h@fnit he functionality of a chosen

al gorithmc progessing, in not being abl'e’to fulfill said request
correctly, so fhat 30d quenge vsasehawydurimg Whichhibe peoteated sedtvee msectly and

t hat, consequent!ly,exefigeprotected software is not conpletely functional.

2- Process according to claiml1, to limt usage of a protected software,
conprising: - durind tiRdhgprgscase phiepniise:  defining: as software

of the usage of & functi arart gt e e Laftepdualdf {091 e s SRR 1P
at |east one threshol d as¥seitinehargtedstivs ofell fremadifie® patiobSof/the peivtotedof
AL S G ORISR 11
unit to al so inpl enent tEWaEetgaydrk apminallread sonsequently enabling the
L : protected software to work nominally,
- - and if at least one of the criteria corresponding to a monitored
execution characteristic of a portion of the protected sofiware is
- not abided by, informing the data processing system of it and/or
modifying the functioning of the portion of the protected software,
so that the functioning of the protected software is modified,
* . and in the absence of the unit, in spite of the request by a portion of the
first execution part to trigger the execution in the unit, of the
~functionality of a chosen algorithmic processing, in not Being able to fulfill
- said request correctly, so that at least said portion is not executed correctly
and that, consequently, the protected software is not completely
functional.
2 - Process according to claim 1, to limit usage of a protected software,
comprising:
=> during the protection phase:
e defining:
- as software execution characteristic liable to be monitored, a variable
of measurement of the usage of a functionality of a software,

. - ascriterion to abide by, at least one threshold associated to each




and nodifying the protected software: by choosing as s@ftUaauaey 2O@cuti on
"characteristic to nonitor, at |east one variable of neasurenent of the

usage of at | east one functionality of a software, - by choosing: - at
| east one functionality of the protected software whose usage is l|iable to
be nonitored using a variable of measurenpgnt, - at |east one variabl e of

~ neasurenent used to quantify the usage said functionality, - at |east

one threshold associated to a chosen variable of nmeasurenment correspondi ng
‘to a limt of usage of,, @eofﬁg&m&{@pty, - and at |east one nethod of
updat e of a chosen vari ab measur énent dependi ng. on the usage of said
functionality, - and bynmﬁlgﬁﬂh‘yl@ﬁaﬂséﬁébh@f@“é%géﬂeﬁﬁpﬂﬁﬁﬁ’MeQﬁwe sour ce
of the protected softyar ﬁ_“ ?As nodi fication being such that, during the
execution of the protected software, the variable of msasurerrent IS

~ actualized by rreansC@ﬁ@ﬁ@&@é@ﬁ@bé@@é@dﬂ%@ﬁe@?&lmg@@dé%ﬁor@éfodwpi%nhsage of

said functionality, gand u%ﬁzdt%ﬁ?ﬁeaﬁﬁ‘e threshold crossing is taken into
account, 3 and during t e usage phase, in the presence of the unit, and in

_the case where ut hehwodifyiag thenreteoted seffwere| ng corresponding to at | east
oone limt of usage is 8 cfcﬁﬁrf%das sbﬂ?fgfe@x@&ltfoﬂ%h%&?nﬁfcqﬁ%tﬁg aS¥eakem of it

and/ or m)dlfyl ng the the portion o rot ect’ed sof tware,
~so that the functioni ngn@varlablfeofpn@mz@tn@at @thuﬁgeot"gt Iﬁ@tlplfl@ wgctigalitypr ocess
according to claim 2, ?pgrp(;ﬂ@ 4:80: 26 January 2006 67 4 during the
‘protection phase: de I NI ng .for at | east one variable of nmeasurenent,
-several associ ated thrbghdading: - and different coercion nmeans

 corresponding to each of sejd it a50abilfe or @BG-IRAL Xiiel B0 BhgE o0

sof t war e: by choosing in t e source o protect twar e east
one - _ . liable to be monitored using a variable of measurement,

»  at least one variable of measurement used to quantify the usage
of said functionality,
» at least one threshold associated to a chosen variable of
measurement corresponding to a limit of usage of said
functionality,
» and at least one method of update of a chosen variable of
measurement depending on the usage of said functionality,

- - and by modifying at least one chosen portion of the source of the
protected software, this modification being such that, during the
execution of the protected software, the variable of measurement
is actualized by means of the second execution part depending
on the usage of said functionality, and at least one threshold crossing
is taken‘ into account,

-> and during the usage phase, in the presence of the unit, and in the case where
at least one threshold crossing corresponding to at least one limit of usage is
detected, informing the data processing system of it and/or modifying the
functioning of the portion of the protected software, so that the functioning of
the protected software is modified.

.3 - Process according to claim 2, comprising:




chosen variabl e of neasurenent to which nust be associ a6ddnumsp2eoal
threshol ds corresponding to different limts of usage of the
functionality, by choosing at |east two threshol ds associated to the chosen
vari abl e of nmeasurenent, - and by nodifying at | east one chosen portion of
the source of the protected software, thig modi fi cati on bei ng such that,
during the execution of the prot ect ed sof re, the crossings of the

- various thresholgs "Elﬁﬁ b&fo‘ﬁ g ount differently, by nmeans of the
second execution part, url né)% e usage phase: in the presence of
-the unit: - in the case &&mﬁ@gthe crossing of a first threshold is

detected, enjoining the pro#ected software not to use the correspondi ng
functionality anynore, ahd 9 2t ket one xarghls of measuremest isegrdl faswpcistaddhresholds,
threshol d is detected, mkmﬂmlﬁ%ﬁf &ﬁaidléi@mteﬁl% &%ﬁ;ﬁﬁ@ﬂ@% @&hfdf@&li'tﬁ%éﬂdlésy
and/or at |east one port| &ﬁ rotee%e sof t war e.

accordi'ng to claim2®or adp grotediedgpfiwage:t he prot ectl on phase
defining refilling neans. e &Ho@ﬁn%@n ﬁ{e%gﬁ&eﬁftﬂe%ﬁgc@@ﬁﬂ@a?{; Yv?eraﬁt one
functionality nonitored by & varia measur e ast” one
‘addi tional usage, = const r LctHoRg! YaEe @)Qfln%ﬁaﬁlﬁﬁméﬂtﬂﬁ‘én@lauwbeasdoomtadg t he
~unit to inplenment the reflgelvbﬂggth[@ﬁ&g g(gre; 0 . Yo N9
‘the protected sof t war e: O%th%om n |nsthe source ﬁ Qﬁfgg@p oﬁﬂﬁltfsngggs
software, at |east one @B¢6Yof measurenment enabling to limt
t he usage of a functlonallg e.credited with
at | east one additional IBHQH%% %ﬁhﬁygﬁ?gﬁglﬁ%gﬁoc’la egl%? ﬂ}?c osen
“portion, this nodificati on ‘@élﬁhlg() Swwasurethent, duri ng a phase call ed of

refilling, at least one addinh'b?%dlﬂﬁ?gqa? least one chosen portion of the source of the
protected software, this modiﬁcatiqn being such that, during the

execution of the protected software, the crossings of the various

thresholds are taken into account differently, by means of the
second execution part, |
= and during the usage phase:
e in the presence of the unit:

- in the case where the crossing of a first threshold is detected,
enjoining the protected software not to use the corresponding
functionality anymore,

- and in the case where the crosSing of a second threshiold is detected
- making ineffective the corresponding functionality and/or at least
one portion of the protected software.

2

4 - Process according to claim 2 or 3, comprising;
=>  during the protection phase:
-~ & - defining refilling means enabling to credit at least one
-software functionality monitored by a variable of measurement with

at least one additional usage,

e - constructing the exploitation means also allowing the unit to
implement the refilling means,




of at least one functionality corresponding to a choseévanisaploo®f
measurenent can be credited, - and during the phase of refilling:
reactual i zing at | east one chosen vari abl e of neasurenent and/or at | east
one associated threshold, so as to allow at | east one additional usage of
the functionality. 5 - Process according to claim1, conprising: - during
the protection phase: defining: as software®%€xecution characteristic
liable to be nonitored, a profile of software usage, and as criterion to
- abide by, at |east gRembediHE theProoibl ofwagxecution, and nodi fying the
protected software: by choosing as software execution characteristic to
moni tor at | east one pychedsingoh tofonverad thesprgtected spifweatcogdeasiorg | east one
feature of execution b Lch. - Of i ge nust
abi de, - and by nodi fy%%%@%?%‘%g%{’ﬁg‘g%“g@g?ég&%grﬁ?foglﬁnﬁgtftﬂﬁ%éesgﬁ?ce of the
_.protected software, t hifsnctiogility et whichaishbe shle ko bdereditaduwitingt leaseone
execution of the prote re, the second execution part abides by
all the chosen featureé&gﬁo%(?é%#i on, and during the usage phase in the
‘presence of the unit, andiby motiifgingatkastwinechosen pogiodethisonedificitam being east
one feature of executiQn,i - abi | ] [ @ i ng
systemof it and/or no ‘l“%}‘;}lﬁ%tgﬁ‘ %lﬁgg pﬂ g%c@%%?#g%hgg{%%%ﬁ&asp%é;%gzu%?%%g?he '
portion .of the protect efatdedst war fapctiamatityatortespondingao iachoseg vefiablhef pr ot ect ed
:_‘_sofj;ware is nodified. eésﬁélﬁgﬁ%?nﬁggﬁﬁﬂéﬂg to claim5, conprising: 4
during the protection phase: efining: -’an instructions set whose
. instructions a»eard diing theopHaee efwetiliingd in the wunit,

e reactualizing at least one chosen variable of measurement and/or at least one

associated threshold, so as to allow at least one additional usage of the
functionality.
5 - Process according to claim 1, comprising:
=> during the protection phase:
o  defining:
- a!s software execution characteristic liable to be monitored, a profile
of software usage,
- and as criterion to abide by, at least one feature of software execution,
e and modifying the .protected software:

- by choosing as software execution characteristic to monitor at least one
profile of software usage, '

- by choosing at least one feature of execution by which at least one
chosen profile of usage must abide,

- = and by modifying at least one chosen portion of the source of the
protected software, this modification being such that, during the
execution of the protected software, the second execution part abides by
all the chosen features of execution,

.2 .and during the usage phase in the presence of the unit, and in the case
where it is detected that at least one feature of execution is not abided by,
informing the data processing system of it and/or modifying the

functioning




a set of instructions commands for said instructions s&bJasarg2006

i nstructions commands being |liable to be executed in the data processing
systemand to trigger in the unit the execution of the instructions, as
profile of usage, the chaining of the instructions, as feature of
execution, an expected chaining for the execution of the instructions, as
det ection nmeans, neans enabling to detect 6Phat the chaining of the
instructions does not correspond to the expected one, and as coercion
means, neans @hHisinosdon of thepwieptadrefigateaso habbedunchigniagof s magrsd t o
modi fy the fuRgiiveniibgodfschihe portion of protected software when the
chaining of the instructions does not correspond to the expected one,
constructing teheprexdss dcoadin®id JEANS, cdlnpesiapabl i ng the unit to execute the
instructions of the instructions set, the execution of said instructions
bei ng--.trig9geddatdnpthetprateaionqibinion i n t he data processing system of the
instructions co nﬁs. ~and nodifying the protected software: - by

modi fyi ng at [*east 95HE 8 hosen portion of the source of the protected
software, this nodifi catindacheisgt #Hed ihdtaktions ¢ lilasd boaecad itthe
algorithmc processingm%s split so that during the execution of the
protected software, sart algorithmc processing is executed by neans of

.the second execut i-on aper bf indGhdtihns Srbkeids BS saidGindtmmis@ny s2Q08id70 for at

| east one chosen al gorithm.c processjng,. i ryctions ¢ nds .are
integrated to the souﬂ’&séruﬁ?oqsh‘éo%?’@ﬂ‘lﬁcg%’ég E%h‘f\fi%rb? exXee @8% %’J"f‘i ng the
execution of the prot gedceskimOdyswar £nd teas ook RBIhe wait il exeoniohnst the execut ed

by the first execution part and triggers in the unit, the execution by
- means of the second eX HJH: part, of an instruction, a sequence of the

instructions comrands ak profilesEikapeehdcHaiingef thoinsaaauances al l owi ng the
execution of the protected ) .. i
e _ . - . as feature of execution, an expected chaining for the execution of the
instructions,
" - as detection means, means enabling to detect that the chaining of
the instructions does not correspond to the expected one,
- = and as coercion means, means enabling to inform the data

processing system and/or to modify the functioning of the portion

of protected software when the chaining of the instructions does

not correspond to the expected one,

e  constructing the exploitation means also enabling the unit to execute the
instructions of the instructions set, the execution of said instructions being
- triggered by the execution in the data processing system, of the instructions
commands, '
e and modifying the protected software:
- by modifying at least one chosen portion of the source of the protected
software, this modification being such that:
> at least one chosen algorithmic processing is split so that
during the execution of the protected software, said
algorithmic processing is executed by means of the second

execution part, using instructions,



software, - and the chaining by which nust abide at | e26tJasgarg 2006t he
instructions during their execution in the unit is specified, and during

~the usage phase, in the presence of the unit, in the case where it is

detected that the chaining of the instructions executed in the unit does
not correspond to the expected one, inform ng the data processing system
of it and/or nodifying the functioning of syhe portion of the protected
software, so that the functioning of the protected software is nodified. 7

- Process according to gl ai Mf at RAKPIE SthBgkn algorfibimidoédisinB! Ris@Géticas phase:
defining: as instructions set, an |nstructions set whose at |eas one
instructions work with regisPUR@anRreukegited o] ?S@H@%ﬁb?amew sohiopee

intention of returning a resuidthatdukidt tidf exde@fdn SFTAR@pBfecicdofiate] UCt i ONS
working with registers: - a rt defining th _functlotpyahi gy of the
“instruction, -.and a part defiHIRGUCH® BRbiF cXRAGH BGhP SFst eReFUERRBHE | on

cof the instructions and i nchirig@erdid fiefunf! Bls cEQVutioS PP AktaMDofithe 0 an
identification field of the instruction, and for each operand of the
“instruction: a flag field, SCCaRHCXEFUECIRAE Q427 HERSON¢cation fiel d of the
operand, 26 January 200§ 71 § edqueaeibfigdinSt@itionetanihi is thdsbe a@uis tet at i on
means and used by the instructions set, a generated.identification field
“in which is automtically it oF pesbencen 1o iR e PRSI BrPIghe BRECIedst

- instruction which has returggavaré,s result in said register, - as detection
s, Teans eneblng. g e SISRHN) OB 0 ! SRR £
~generated identification fiejpdru@Rhs 8RO ExéRibNh the Ghis idpetisied by said
oper and, and :[_)he e;(I‘Ele(fl}l’Ien% the usage phase, in the presence of the unit, in the case where it
is detected that the chaining of the instructions executed in the unit does not
correspond to the expected one, informing the data processing system of it
. and/or modifying the functioning of the portion of the protected software,
- 80 that the functioning of the protected software is modified.
.7 - Process according to claim 6, comprising:
- during the protection phase:
° defining:
- - asinstructions set, an instructions set whose at least some
- instructions work with registers and use at least one operand with the
intention of returning a fesult, | . |
- - for at least some of the instructions working with registers:
| »  apart defining the functionality of the instruction,
»  and a part defining the expected chaining for the execution of
the instructions and including bits ficlds corresponding to:
¢ anidentification field of the instruction,
¢  and for each operand of the instruction:
*  aflag field,
*  and an expected identification field of the

operand,




identification field of the origin of said operand, angsasngeggrod®n nmeans,
nmeans enabling to nodify the result of the instructions, if at |east one
of the checked equalities is false. 8 - Process according to one of the
claims | to 7, conprising: - during the protection phase: nodifying the
protected software: by choosing at | east one variable used in at |east one
chosen algorithm c processing, which duryng the execution of the protected
software, partially defines the state of the protected software, by

nodi fying at | east one chosen portion of the source of the protected
software, this nodification being such that during the execution of

t he. prot ect ed sof t war eforaac mgister belenging setheeaplotthricn weanatand essltby thee copy

of chosen vari abl e resj i e i LNQn: L he first
obj ect part of the pr olnggﬁced Iﬁ%(E) t%ggg?at%@gn@%agwﬂg@jlfe?g%hl%lef%t bei ng such
that during the execut agnmeficailyenermporited cheidettfidation ef thatast makuctone porti on

of the first executi Onwhf%ﬁrhtasI’e%ﬁi’?lgdﬂé?eg itﬂ}é?aicf‘x% ppt that at | east one
vari able or at |east one copy O varla]le resides in the-unit, - and the

'second-obj ect part of adhdetqtiohexhag nxaht mbﬁpg,smﬁdgﬂmech@njoéan part being
pueh hat, f 7 9P OBl Mo SRCNELR TS BGAIG o " o o
26 January 2006 72 | easltechrthe clodin of tiei gblemtedoideatifitamstiiche copy of
chosen var a6l 1 e51 ekl 1 s e PATSREN B RBEERERESE
‘inposes it, using a vaideatifie@tion fialdosfitle afigiuaf sadbperaesi ding in the unit |
50 ht SaL,POTTLon gy R LA AN OB oIS
unit, in spite of the insuu@®hs,hfatdegsoond afithothdchel équabtiessxédset i on part to
‘use a variable of g oY, a3t BR S hUahdPed 7 LPridi! -
=>  during the protection phase:;
¢ modifying the protected software: _
- by choosing at least one variable used in at least one chosen
algorithmic processing, which during the execution of the protected
software, partially defines the state of the protected software,
- by modifying at least one chosen portion of the source of the protected
software, this modification being such that during the execution
of the protected software, at least one chosen variable or at least
one copy of chosen variable resides in the unit, '
- and by producing:
> - the first object part of the protected software, said first
object part being such that during the execution of the
. protected software, at least one portion of the first execution
part takes also into account that at least one variable or at
least one copy of variable resides in the unit,
» and the second object part of the protected software,
- said second object part being such that, after upload to the
-unit and during the execution of the protected software,

- appears the second execution part by means of which at




not being able to fulfill said request correctly, so tgtjaptark@ees said
portion is not executed correctly and that, consequently the protected
software is not conpletely functional. 9 - Process according to claim®6.
conprising: -3 during the protection phase: defining: - as a triggering
command, an instruction command, - as a dependent function, an
instruction, as an order, at |east one argunent for a triggering conmand,
corresponding at least in part to the information transmtted by the data
processing systemto the unit, so as to trigger the execution of the
correspondi ng dependent functlon a nethod of renam ng of the orders
enabling to rename the or d6is oBRCchosen yaiablsy ar#lﬁ%srg@eeqqu@febmwa%amﬁ
renaned orders, and restorifd.dBanstHdemitgned to be used in the unit durlng
the usage phase and enabling to restore the dependent function to
- ..execute, fro#thend&nmgebe adadephaseconstructing expl oi tati on nmeans. enabling
the unit to also i nt the . restori ans,. ifying th
" protected softmarengbﬁw@ﬁ§8§ﬁﬁ5ﬂFﬂﬂPh%‘EgﬂFﬁﬂxg?mf%@g85%$85%388%8 war e,
- triggering Commndsmp&s@s&am&aga/vﬂmbfeJraampbwfm@ubﬁe/fe@@i@tinlﬂmaﬁt one chosen
portion of the source of rotected of t war e renanin t he orders of
t he chosen triggeri n¥f ﬁﬁgﬁﬂgﬂmgﬁfggm{ eaTREER AN fat ety d@ﬂthe

corresponding depe ﬂ@é&edf%mt@mco ete@yfumtmhugl ng: the first object part
of the protect ed SO &/vaﬁ sal d rst ., Obj ect rt bei ng such t during
s ahse B

t he execution of®th& 6‘?%\}%%31“9%%0 F&@@F% ARSRHRhLNG ¢ h
renaned orders arefigxegdéhifsh paﬁ‘_t antehharage engd cahi @blaripsle restfing hethpumtect ed

S_Of ' War © not being able to fulfill said request correctly, so that at least
said portion is not executed correctly and that, consequently the protected
software is not completely functional.
9 - Process according to claim 6 comprising:
= during the protection phase:
¢  defining:
as a triggering command, an instruction command,

- as a dependent function, an instruction,

- as an order, at least one argument for a triggering command,
corresponding at least in part to the information transmitted by the data
processing system to the unit, so as to trigger the execution of
the corresponding dependent function, |

- amethod of renaming of the orders enabling to rename the orders so as
to obtain triggering commands with renamed orders,

- and restoring means designed to be used in the unit during the -
usage phase, and enabling to restore the dependent function to
execute, from the renamed order,

e - constructing exploitation means enabling the unit to also implement the
restoring means,
o and modifying the protected software:
.- by choosing in the source of the protected software, triggering

commands,




contai ning the exploitation neans al so i npl enenting th@erastzy20g neans,
sai d second object part being such that, after upload to the wunit and
during the execution of the protected software, the identity of the
dependent functions whose execution is triggered by the first execution
part is restored by neans of the second execution part, and the dependent
functions are executed by neans of the se?pnd execution part, -3 and
during the usage phase: in the presence of the unit and each tinme a

triggering command wt sgggg? X ' j ' first
execution part i rrpose}siil’ yinﬁ(,ﬁﬂ e 5?‘??%56‘}%&? }51%‘%1?% (91 6%2%‘?@%\%%38@% e
correspondi ng dependenefiwanedtyiremanzing thexaders phtheichosendriggaingsai d portion is

executed correctly an@o&gﬁdf’ﬁ&?%%%@ﬁéeﬁ tﬁé‘ﬁieﬁfiﬁ&ﬁﬁﬁ@%ﬁ&i&%ﬁ& is

conpletely functional, he absence of the-unit, pirte of the
request by a portion ofdepgndentffopgiionsxecution part, to trigger the execution
of a dependent function_j if, not being able to fulfill said request
" correctly, so that at {agggy%po?g?@gborti on is not executed correctly and
- that, consequently, the prtixt it elgfect pofttofittreeprotsciad softwarp) eidefingt f unct i onal .

- 10 - Process according t'ofoﬁLe?L%naﬂfg%ef gg{‘r}%pitﬂtﬂgﬁ%%ﬁig\l&g Iy £9Q6 74 -~ during

the protection phase: de east O ependent Tunction, a-

- famly of dependent - funciprangedsafovare, i Tigeynecpmmandsnrith fenamed | gger ed by
~triggering comuands whos% ({e?snﬁ,g%gec%e%ers are different, and nodifying the
protected software: - by Sho0S; ng, i1n the source of the protected software
at | east one triggeriyg eodtrersdcaididbjacepatrelithe padected scfrvdirdy nodi fyi ng at

| east one chosen portion e Sour . rol e r
replacing at |east the re%é?rtt%%?%tggngg?ﬁ%lﬁéqg%aﬁg%%%%ﬁlﬁglgegﬁlii%tg@(g%%%ﬁd W th
renanmed order, w th anot hereans,caidmrechndrobigrct part bgoesuchghat, afepeplbedto thanct i on

of the same famly. 11 - BrQces3.atsat dhadube of i pBuded SHWIL e Jentity
of the dependent functions whose execution is triggered by the first
execution part is restored by means of the second execution part,
and the dependent functions are executed by means of the second
execution part,
=>»  and during the usage phase:
¢ in the presence of the unit and each time a triggering command with
renamed order, contained in a portion of the first execution part
imposes it, restoring in the unit, the identity of the corresponding
- dependent function and executing it, so that said portion is executed
correctly and that, consequently, the protected software is completely
functional,
¢ and in the absence of the unit, in spite of the request by a portion of the
~ first execution part, to trigger the execution of a dependent function
* . in the unit, not being able to fulfill said request correctly, so that at least
-said portion is not executed correctly and that, consequently, the protected

software is not completely functional.

10 - Process according to claim 9, comprising:




during the protection phase, defining, for at |east on@édepemdenosfunction,
a famly of algorithmcally equival ent dependent functions: by
concatenating a field of noise to the information defining the functional
part of the dependent function to execut’d in the unit, or by using the
identification field of the instruction and the expected identification
fields of the operands. 12 - Process according to claim9, 10 or 11,

conpri si ng: ghduring t he praotection phase: defining: - as nmethod of
renam ng of the YFHEEe PtectigmBR4SEy net hod to cipher the orders, - and as

restoring neans,, m@éfﬁxiﬁé%‘rﬁﬂl%&@tbﬂ&dﬁoeﬁ@&it%ﬁ:ﬁbﬂ,% ﬁﬁﬁl@%d&&nﬂ@ﬁi pher the
renamed orders and thus restore the identity of =~ the dependent functions to
execute in the. uni tfungtions atgosithmicaliv ey valen, hud tigaeredbst tHgewring qogmands 12,

conprising: - duriffodehniheAsadt on Sirass;, nodifying ‘the protected
software: - by choosing, in the source of the protected software, at | east

one .conditionale br gaiLRodidyih 8 pebtbctbsitwdrgast one chosen al gorithmc 26
January 2006 75 processing, by nodifying at | east one chosen portion of

~ the source of the prot byteabsingpintthesmirce ¢fi the protictddsattivere dhdéasgorsuch t hat
‘during the execution o 'é@ﬁrﬁ&ﬁﬁﬁ%ﬁ%tﬁ%&aﬂ%ﬁ%ﬂ he functionality of at
on ranc

|'east one chosen condi I's executed,’” by neans of the second
~‘execution part in 1heanhby modifyindyt lpash due clmgpen portios of thesbumbjofthte part of

the protected software ro%&;}ééssfgh{v%}e bé/or%{)lﬁgitng%?fe%st%é ﬁ{%g%lf,i&g &rd%{]@#on%ur ing the

execution of the prot Bcte [war unctionali east one
-.chosen conditional breanstn irggeneretnadandwitheenaniet orderamith ttghagrecond obj ect

part of the protect ed RALLR fer 1AkSAE G MR RCRA S RELAR AHFH. N2t
T ' RS 11 - Process according to claim 10, comprising:
-> during the protection phase, defining, for at least one dependent function, a
family of algorithmically equivalent dependent functions:
- by concatenating a field of noise to the information defining the
functional part of the dependent function to execute in the unit,
- or by using the identification field of the instruction and the
expected identification fields of the operands.
12 - Process according to claim 9, 10 or 11, comprising:
2> during the protection phase:
*  defining: ‘ .
- - asmethod of renaming of the orders, a ciphering method to cipher the
orders, |
- and as restoring means, means implementing a deciphering
- method to decipher the renamed orders and thus restore the identity of
the dependent functions to execute in the unit. .
13 - Process according to one of the claims 1 to 12, comprising:
2> during the protection phase:
*  modifying the protected software:
.- by choosing, in the source of the protected software, at least one

conditional branch carried out in at least one chosen algorithmic




unit and during the execution of the protected softwar@s Jasepea0ds t he
second execution part by neans of which the functionality of at |east one
chosen conditional branch is executed, 4 and during the usage phase: in
the presence of the unit and each tinme a portion of the first execution
part inposes it, executing the functionality of at |east one conditional
branch in the unit, so that said portion“ss executed correctly and that,
consequently, the protected software is conpletely functional, and in the
absence of the unit andmbamegle of the request by a portion of the first
execution part to exec functionalit itional . _branch in the
ani T ot bei ng. abl e ¢ ooy mpdiying aclerst pagcadses eefipBof iy solse oRtE Praiecirbas
said portion is not exe@tﬁmde alds mtﬁcmxazmselh@aichqm&mﬁugmddcccﬁthﬁ

protected software is n | et.el nal Process according to
~ claim 13, conprising, . a‘lflb q‘fEedpSPﬁ” ﬁﬁrﬁ%‘?’i’é’?@htyoﬁﬂﬂkeﬁh"ﬁﬁ ﬁ W& pr ot ect ed

- software : - by choosi n@nditiamamalmus éﬁecﬁfedtli'semﬂmtcﬁ‘tﬁ@séc&ﬁféﬂé@ﬁtﬁm@h | east

one series of chosen cong@el onal branches, by nodi fying at | east one
chosen portion of the sdfi the protected 26 January 2006 76 software,
this nodification bei ngnﬁug;rprbdnaingﬂuri ng the execution of the protected

software, the overall nal | east Qne_chosen, series of
“condi tional branches is e%éﬁﬁf%af’legfwaﬁégﬁ%e PeCts SQ@E’WdSMEEﬁJti on part, in
the unit, and by produci ng)bjdchpaﬁbéxﬁgS@Mtﬁﬂtduﬁﬁgthecﬁxe&diﬂaan%eBCt ed
software, said first object $(5] lt?eln ch .that gg@l nag t he ,execution of
" the ‘protected software, tHYFEHFEHE the Prgfonplity atatdeastoneghgseth series

- of conditional branches IScoﬁémﬁhlél%dadcﬁ1§é’)@c&t@ﬂinth€uﬁnd t he. second obj ect

part of the protected soft second j ect i ng such that,
“after upload to the urmit a\gﬁ l{Jﬁ%P@QQgg‘{ﬂipa?fe%Ffiﬂng%Fm ect ed
-software, . appears the Se%@ﬂ@e&ﬁﬁﬁdﬁéc@ﬁa@@&hgB&’chrfﬁﬁn%&fuplldwwtﬂehe overal |
functionality of at |east one f&osen series %;hon I tional
uring the executmn of e protected software,

appears the second execution part by means of which the
functionality of at least one chosen conditional branch is executed,
=>  and during the usage phase:
e in the presence of the unit and each time a portion of the first execution
part imposes it, executing the functionality of at least one conditional branch
-in the unit, so that said portion is executed correctly and that, consequently,
the protected software is completely ﬁmctmnal
+ and in the absence of the unit and in splte of the request by a portion of
the first execution part to execute the functionality of a conditional
branch in the unit, not being able to fulfill said request correctly, so that
. at least said portion is not executed correctly and that consequently, the
. protected software is not completely functional.
14 - Process according to claim 13, comprising, during the protection phase,
modifying the protected software : .
- . by choosing, in the source of the protected soﬂtwai'e, at least one
series of chosen conditional branches,

- by modifying at least one chosen portion of the source of the protected _




branches is executed. 15 - Process according to one of 26RenedraPé@6 |to 14,
conprising splitting the protection phase into a prior protection

sub- phase, i ndependent of the software to protect and a subsequent
protection sub-phase, dependent of the software to protect. 16 - Process
according to claim15, conprising, during the prior protection sub- phase,
maki ng i ntervene a definitions stage during which are carried out all the
definitions. 17- Process according to claim 16, conprising, after the

definitions stage nelkwaee, s ﬁfo\zlfﬁbatl@lBﬂﬂ@ﬁddh&hat@ﬂnﬁgﬂﬂﬁ:xdwﬂoﬂg)f\tﬁv ch are
constructed the exploj Pr oce F?‘&clor ding to clai mf17

means
‘conprising, after tHgo'i?Btr‘?éls? ¥#iCo eé’f’%faléﬁmcﬂﬁ H}jo 845t gfechgsen series 0

pre-custom zation stagéitioasiMpitchedy edpdulaidbiehchts ¢F tht setkndBideutiad pdrgast a
part of the expl 0|taﬁ1l on means with the intention of obtaining a
pre-custom zed unit. §ymit, Process according to claim16 or 17, conprising,
~during the prior prot e%ﬁd ma i hase, making intervene a tooI s maki ng
stage) during which are ma%l% B 3 lnuary 2006 77 tools enabling to help
gener ate protected sof twar thedirsttabjatipataf e podtected efiwant, aaidifast. 20 -

Process according to claing..l 18, co LS he subsequent
" protection sub-phase, i nto? blegtpéad”ﬂﬂg’osﬁcl%ﬁ’%%“f&tﬁ%ﬁg"%ﬁ @hg{‘t&}g prot ect ed

- software is created, fronpidtmtedlﬂoﬂmatdaﬂm ﬁmcﬁtmmh@of apleastiopt yhosan
modi fi cation stage durl ng d soft dified, and a
cust omi zation stage duri ng mﬁgﬁ&onechtf @r %‘r? %ﬁ%‘é?‘%‘a‘?‘?“ > the protected
.. .software containing the- emmmesmdnbﬁemmofshmpiomthdckoﬁwm | east one

~ blank unit with the intentjo in ni - or a part

~of the second object part oaf“?ﬁ?gn%?@fe‘gt 3’% \?\gﬁ]@% ﬁgtgls?ngﬁf;foég%t ai ni ng
the exploitation neans is ugt maﬂhmwdhaexdcemtofahepmt@tedmoﬁmm,zed uni t
with the intention of obtajni e _unit stsleaccordi ng

‘to clains 19 and 20, cOnpr?pﬁe%tﬁe ?ff?%dse’ieﬁ]gtm@r%aﬁl?yweaﬁwfwcﬁ

overall functlonahty of at least one chosen series of conditional
branches is executed.

15 - Process according to one of the claims 1to 14, comprising splitting the

. - protection phase into a prior protection sub-phase, independent of the
- software to protect and a subsequent protection sub-phase, dependent of the
software to protect. : '

16 - Process accordingi to claim 15, comprising, during the prior protection sub-
phase, making intervene a definitions stage during which are carried out
all the definitions. '

17- Process according to claim 16, comprising, after the definitions stagé,
making intervene a construction stage during which are constructed the
exploitation means. |

18 - Process according to claim 17, comprising, after the construction stage,
making intervene a pre-customization stage, comprising uploading to a
blank unit, at least a part of the exploitation means with the intention of
obtaining a pre-customized unit.

19 - Process according to claim 16 or 17, comprising, during the prior protection

sub-phase, making intervene a tools making stage) during which are made




stage and possibly during the nodification stage, usin@éabniEag00®ne tool
whi ch hel p generate protected software or which automate software
protection. 22 - Systemfor the inplenmentation of the process in accordance
with claim1l7, characterized in that it includes a program devel opnment
unit, used, during the construction stage,720 carry out the construction
of the exploitation neans intended for the unit, taking into account the
definitions,intervened, during the definitions stage. 23 - Systemfor the
i mpl enent cfollso?{lagflingtﬁ el rgle prategied S lwme o i mombtgisnftwste pratheticact er i zed
in that it inck@dBmcasspicCordisii®Biagad i ] b Otk I t.least a
part of the. exploi.tation mea%s to at f@ggﬁ,g%@ﬂg{ig%%ﬂ%%ﬁﬁeﬁaﬁgq@%
intenti onpm{ﬁmg‘bf'g?' 336 145" | east one pre-custonized unit. 24 - System for

~the inpl ement ai on cRbtibigaRy RLREWHith M6 GRIEANESEH A 40isGrdi s 19,
characterized in that it includes a programdevelopment unrt, used to carry

It
out during the tBoMdhaxwlnergblesafiware; he making of tools which hel p generate

prot ect ed sof t war gossiblyMaingdlifiamibe SRESISH L WELR i WawsG January 2006
78 25 - System for tB y\ﬁa | enent at i %n of %hecprﬂ%rcﬁe}é%&feﬁgacc%rgdance W th
‘i’@lﬁ r

claim20 or 21, &Y ized in that it includes a program devel opnent

“unit -used to C.veaﬁrﬂwustommtfoﬁsggpﬁgﬁﬁézgvﬁgh§oftware. 26 - Systemfor the
i npl enent ati on. of thghic)roc s .in accordance with claim?20, characterized

e
“in that it .includes %Fsc?‘i‘ifﬁlﬂ%ipéﬁ ofi thetprelaetod poftyvare comthinang the he second
obj ect part to at | -easploRmrithaHs idmiibadeli i i.on.0f, obtai.ni ng at
| east one unit, or a %grt _of thelésjgcoang o%jl&el%%?ggér?%@g%?wftgégﬁméeﬁhm
pre-custom zed unit of PPtRIningAtlepserriei Wi, of obt ai ni ng at |east one unit. 27
- Pre-cust omi zed -uni tor 2 phabAGLEELAR Dbt hé pi fned. by the system
in accordance with clai % 23. 28 - _Un_i{ e%%@?flth%ptogecg%te%gﬁgmap ?%B’ect ed
software and to prev&fRtaming the gepleitasion seeansiisaypboadedtr st deast oreqaled n t hat it

contains the second @mt@ﬁfze@%ﬁ‘”%‘héﬁﬁéﬁagﬁﬁ’n?g‘%tg%oﬂ[f%ég{%?ﬁhoaded using a

cust om zation2 nif in accordance wt . hits,
char act eri zed 2l i FEpesss decerdinglorripimnjL8 end povrqomyiisingedurpgthe cteetiors of t war e,

- upl oaded stagé B PossbH} A kAhé ABdHRhfod HaddCGhEANGS: Whd fhot
e which help generate protected software or which automate sbﬁware protection,

22 - System for the implementation of the process in accordance with claim 17,
characterized in that it includes a program development unit, used, during the
construction stage, to carry out the construction of the exploitation means
intended for the unit, taking into account the definitions intervened during the
definitions stage. '

23 - System for the implementation of the process in accordance with claim 18,
characterized in that it includes a pre-customization unit enabling to upload at
least a part of the exploitation means to at least one blank unit, with the intention
of obtaining at least one pre-customized unit.

24 - System for the implementation of the process in accordance with claim 19,
characterized in that it includes a program development unit, used to carry out during the

: tools making stage, the making of tools which help generate protected software or which
automate software protection.




claim 26, is divided out between several processing and6renmary 2008 units so
that their joint use enables to execute the protected software. 30 -
Distribution set of a protected software, characterized in that it

includes: a first distribution part containing the first object part and
‘designed to work in a data processing system 1 and a second distribution
part having the form of a blank unit, - @8 of a pre-custonized unit in

i ' ble after | oad of. cust gm zat.ion .information,
To transt or m at Yo e FRorRaliitn of B Biteeth narcacmce ni deim 25, 91 -
“Di st ribuet 3h chetactstized jrthatécinelddssaf program @@@I@E}dﬁeﬂglrﬁﬂls@itlﬁj éP]gé’t@ or
' ' ' e first distribution part has e formo .
SE;;?g;ﬁﬂéﬁgﬂra:dgat{e{fg%g%%g?rﬁm a CDROM for instance, or the formof files
" distributed taﬁe@guemﬁoﬂmamap&mzﬂ@ﬁoﬂsme@mmihac&%mc%g&rdmﬁthz(?nt ﬁgt of
' 3 rding tq clai.m 30. aracterized in a |
sctond S B RERAUDT o RAliSh b B vilifs. o
" pre-custom zed uthescand dfectipart &, atilewet eidedadd udi€agth the chip card. 33 -
Processi ng and 1{izirtl ynLt aracteri.zed in that it contains the part
" of the second o JeépnﬁbgPaﬂg%%% Y19 ansform a pre-customized unit in
. accordance wi#h ot apat aﬁthbBémn&oblj&bttpﬁirﬂ‘to&tilé@ﬂ%g9&-&\4{3&6&;&%%1{1})?géefs“"sli - gSet
[ d rizi uni.ts characterized in a _
ngpggﬁg??;P%gaﬂhwggﬁgggémﬁ%?ﬁgﬂ§?n@§ﬁfE?ﬂxPﬁénﬁarp of the second obj ect
‘part necessary7 t-gﬁ’ré—cmtmﬁiaedmﬁt,phmaaﬁiﬁﬁhglgﬂitHleBtain@d Bragaege With claim
27 into fﬁac%}'dﬁnc'er%vi c&%{ndffce w th claim?28.

28 - Unit enabling to execute a protected software and to prevent its

unauthorized usage, characterized in that it contains the second object part of
the protected software uploaded using a customization unit in accordance
with claim 26. '
29 - Set of units, characterized in that the second object part of the
protected software , uploaded using a customization unit in aécordance with
- claim 26, is divided out between several processing and memotizing units so that
their joint use enables to execute the protected software.
- 30 - Distribution set of a pr;)tected software, characterized in that it
includes: , | _
*  afirst distribution part containing the first object part and
designed to work in a data processing system,
e and a second distribution part having the form:
- of ablank unit,
- - or of apre-customized unit in accordance with claim 27, able after
upload of customization information, to transform into a unit,
- orof a unit in accordance with claim 28.
31 - Distribution set of a protected software according to claim 30,
characterized in tfiat the first distribution part has the form of a physical
distribution medium, a CDROM for instance, or the form of files distributed through
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a network.
32 - Distribution set of a protected software according to claim 30,

- characterized in that the second distribution part, having the form of blank
units, of pre-customized units or of units, includes at least one chip card.

33 - Processing and memorizing unit characterized in that it contains the part of
the second object part necessary to transform a pre-customized unit in
accordance with claim 27 into a unit in accordance with claim 28. |

34 - Set of processing and memorizing units characterized in that the processing
- and memorizing units used joinﬂ)}, confain the part of the second object part
necessary to transform a pre-customized unit in accordance with claim 27 into a

unif in accordance with claim 28.






